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1.BBEOEHUE

1.1. O gaHHOM OOKYMEeHTe

Hacrosimuii  1OKyMEHT ONUCHIBAeT (DYHKIIMOHAIBHBIE BO3MOXHOCTH, OCOOEHHOCTH
koHurypupoBanuss u npumenenus MKEIN).00626-01 ««IIporpaMMHBIA  KOMIUIEKC —3aIlUThI
KOPIOPATUBHBIX BBIYMCIUTEIBHBIX PECYPCOB HAa CETEBOM YPOBHE C HCIOJB30BAHHWEM TEXHOJIOTUN
VPN u pacnpeneneHHOro MexceTeBoro SJKpaHupOBaHusl Ha OCHOBE MHTEPHET-IIPOTOKOJIOB CEMENCTBA
IPsec/IKE «VPN/FW «IIK «(3ACTABA-Kmuent»», Bepcus 6 KC1» («VPN/FW «I1IK «3ACTABA-
Kiuenm»», Bepcust 6 KC1») (manee — I[MK «I1K «3ACTABA-KareHT»» win AreHr).

1.1.1. Tunorpacckue cornawieHus

Kypcus Kypcue ucnionb3yercs, 4ToObI BBIAEIUTH Ha3BaHUs KOMIIOHEHTOB
3ACTABA. OH ucnonp3yroTcs, 4To0bl yKa3aTh CTPOKY JaHHBIX,
KoTopas Oyzer BBeleHa B nojie. Kypcus Taxxe MOXeT
UCIOJIb30BAThCS JUIsl aKLIEHTA.

«KaBbrakm» TekcT, 3aKTI0YCHHBIN B KaBBIUKH, UCIIOJIB3YETCS, YTOOBI YKa3aTh
BBIOOp U3 CIMCKA B JJAHHOM I10JI€ (TO €CTh BBIOOD U3
IPEJOIPEeIEHHOTO CIIMCKA B OKHE), HA3BaHUSI OKOH KOMITOHEHTA,
BCIUTBIBAIOIIMX OKOH, BBIOOpA U3 MEHIO, a TAK)KE TapaMeTPOB U
aTpuOyTOB OOBEKTOB.

MAJIBIE TPOITMCHBIE Mauible IpONMCHBIE UCTIONB3YIOTCA JUIsl Ha3BaHUM TOKYMEHTOB
(crangaptel, MOHOTpaduu, OyMaru, TEXHUUECKHUE U
10JIb30BATEIBCKUE TOKYMEHTHI TI0 KOMIIOHEHTAaM, HHTEPAKTHBHbIE
CIIPaBOYHbBIE CUCTEMBI, U T.J.), @ TAKXKE JJISl CCHUIOK HA pa3zesibl
JIOKYMEHTOB.

HenponopumoHaneHEM | HenponopruoHanbHbIA MIPUGT UCHOIB3YETCS ISl CCHUIOK Ha
CHUCTEMHBIE MAlKU U KaTaJloTH, MOCIE10BAaTEIbHOCTH ITYHKTOB MEHIO,
(aiinbl ¥ MyTH, 1 KOMaHbl B HHTEep(elice KOMaHIHOM CTPOKH.

<VYTI0BBIE CKOOKI™> VrioBbie CKOOKHU HCIOJIB3YIOTCA B UMCHAX KJIABUIII HA KJIAaBUATYPEC
KOMIIBIOTEPA, a TAKXKE B OIMUCAHUAX ITapaMETPOB.

1.1.2. Kak ncnonb3oBaTtb AaHHbIA JOKYMEHT

Jig toro 4TtoOBl y3HATh, KaK HWHCTAJUIMPOBAaTh W MoArotoBuTh Kk pabore I[IK «IIK
«3BACTABA-KiueHT»» ¥ 03HaKOMHUTBCS C pabOTON KOMITOHEHTA, HaJ0 OOpaTHTBCA K pazueny 2

ITonroroska k ucnonb3zoBauuto /K «34ACTABA-Knuenmy.
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Jlnst Toro 4ToOBl y3HaTh, KaK OCYIIECTBISATH HaBUTAIMIO 1O CTpyKType okoH I[IK «IIK

«3ACTABA-Knuent»», Hamo oOpatuthcs K paszneny 3 Pabora B rpaduyeckom unTepdetice 1K

«3ACTABA-Knuenmy.

3a uHpopmanueil o ToM, Kak peructpupyrorcs ceprudukarel u kmoun B [IK «34ACTABA-
Knuenmy, nano obparuthcs k nonpazaeny 3.4 Oxkno «Ceptudukarsl u Kioun». B aToM noapaszaene
Bor Takke wumeercs wuH(pOpMalus OTHOCUTENBHO TOrO, Kak co3darh 3ampoc Peructpauuu
Ceprudpukara (3PC) u Kak HMMIOPTHPOBATH CIUCOK OTO3BaHHBIX ceptudukatoB (COC) B [IK

«3ACTABA-Knuenmy.

UtoOBI y3HATh, KaK KOH(PUTYpUPOBaTh JOKaiIbHbIC YCTaHOBKH [IK «3ACTABA-Knuenmy,

Haz0 oOpatuthes K pasneny 3 Pabora B rpaduyeckom unrepdeiice I71K «34ACTABA-Knuenmy.

I[JI?I MOJIYUYCHUA I/IH(l)OpMaIII/II/I o HCITIOJIB30BaHHIO TOKCHOB JUIA XpaHCHUA

KOH(HIESHIINATBHBIX JAHHBIX HaJl0 00paTuThes K nojapaszaeny 3.6 OkHo «TokeHbI».

Hnst Toro 4toObl y3HaTh, Kak KoHpurypupoBats [IK «34ACTABA-Knuenmy, ucnomb3ys
uHTepdeiic KOMaHIHOW CTPOKM M NPOCMOTPETh CIMCOK JOCTYIHBIX KOMaHI, HaJo0 OOpaTUTbCA K

pazneny 5 UaTepdeiic kKoMaHIHON CTPOKHU.

Onucanne pabOTBI ¢ MOIYyJEM YIPaBJICHHUS KpUNITOOMOIMOTEKaMHU mpuBeAcHO B 1. 3.1.7

PabGora ¢ miarnaamu.

1.2. O I[TK «3ACTABA-KnueHm»
1.2.1. Ha3Ha4yeHue

I[IK «34CTABA-Kauenm» mnpenHa3HAYeH JUIsl 3alllUThl KOPIOPATHUBHBIX BBIYMCIUTEIbHBIX
pecypcoB Ha cereBoM ypoBHe Mmojenu B3aumojerictBus OSI/ISO (ma ypoue TCP/IP-mpotokomna) c
HCIIOJIB30BaHUEM TeXHOJNOrMd VPN UM pacnpenesneHHOro MeXCETeBOrO JKPAHMPOBAHHS HAa OCHOBE
HMHTEpHET - IPOTOKOJIOB cemencTBa [Psec.

I[IK «34CTABA-Knuenm» oOecrieunBaeT BBIMOJIHEHUE KpUNTOrpapuueckux (QyHKIUN:
mUQPpPOBaHUs, KOHTPOJIS UEIOCTHOCTH JAHHBIX, UMHUTO3AIIUTY IaHHBIX, OTKPBITOTO pacHpeeIeHUs
KpUNTOrpauuecKux KiIroueu.

[IK «34CTABA-Knuenm» obecnieunBaeT KOHTPOJIb U (PUIBTPAIMIO CETEBBIX IAKETOB B
COOTBETCTBMHM C 3aJaHHBIMM TPaBWIAMH, a TaKXe 3allUTy KpUNTOrpauYecKUMU METOJaMH

nepeaaBaeMoi 1o KaHaiaM CBsI3M HHGOpMAIHK KOH(PUIECHIINATLHOTO XapaKTepa.
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B xauectBe CK3U IIK «34CTABA-Knuenmy» obecrnieunBaeT BBINOJHEHHE KPUNTOTPadUUECKUX
GbyHKuMi: MmMUQpPOBaHUSA, KOHTPOJS LEJIOCTHOCTH JAHHBIX, HMHTO3AIIUTY JIQHHBIX, OTKPHITOIO
pacripenieieHus: KpUnrorpadu4eckux KIIo4Yei, 4To 00eCreunBacT:

—  KOH(UIEHUIUAIBHOCTh nepeaaBaeMon B KOPIIOPaTUBHOM MH(pOPMALMOHHO-
tenekommyHukaruonHoi cetn (MTKC) wundopmanum, 3a cuer ee mmdpoBaHus c
ucnonb3oBanueM pexkuma rammupoBanus (CTR) u 3aunennenus 61okoB (CBC), cormacHo
I'OCT 28147-89;

—  3alIUTy JO0CTYyNa K KOPIOPATUBHBIM BBIYHUCIUTEIBHBIM pECypcaM 3a CUET UCIOJIb30BaHUS
IPOTOKOJIOB JABYXCTOPOHHEH Kpunrorpaduyeckoil ayTeHTU(UKALUU MPU yCTAaHOBIECHUU
coeauHeHuil Ha Oase mporokona IKEv2 ¢ ucnonb3oBaHueM airopuTMOB IOANUCH B
cootBerctBun ¢ [OCT P 34.10-2012;

—  KOHTPOJIb LIEJIOCTHOCTH JAAHHBIX MMOCPEICTBOM BBIYMCICHUS 3HAUEHUS UX X3II-(QYyHKIMH B
coorBerctBun ¢ [OCT P 34.11-2012;

—  HMHUTO3AIIUTY JaHHBIX Ha ocHOBe puMeHeHus ['OCT 28147-89 B pexriMe UMUTOBCTABKH;

—  TMOAJIEPKKY CXEMbl OTKpBITOro pacrpenenenus kmoued uddu-Xemamana Ha ocHOBe

anroput™ma 'OCT P 34.10-2012 VKO B 256-0uTHOM pekuMe.

1.2.2. O6nactb NpUMeHeHusA

Komnonenr 11K «3ACTABA-Knuenmy» mnpenHa3HaueH aias paOOThl Ha KOMIBIOTEpax C
oneparuonnoii cucremoii (OC) Windows XP SP3, OC Windows 7, OC Windows 8 miatdopmsr ia32
u x64, ALT Linux 6.0 miardopmsr ia32, X64, ALT Linux 7.0 muiatdopmsl ia32, X64, HaxoaAIIMXCS B
JIOKQJIbHBIX, KOPIIOPATUBHBIX U TJIOOAJBHBIX CETSX, IJI€ B Ka4eCTBE IMPOTOKOJIA CETEBOTO YPOBHS
UCTIONB3yeTcs MpoTokoi IP V4, u HeoOxoaum it 3auThl HHQOpMAIIUU TIPU TIEpeiaye ee uepe3 CEeTH

00I11eT0 MOJIbL30BaHUS.
Hcnonb3yemast OC f0/DKHA MMETh YCTAHOBJICHHYIO M aKTHBHPOBAHHYIO TOJJICPKKY CETH U
crexa TCP/IP.
1.2.3. XapaktepucTukm

1.2.3.1. 3awwmTa Tpacduka u punbTpaums
Komnonenr /7K «34ACTABA-Kauenmy NpenocTaBiseT CIEAYIOIUE BO3MOXKHOCTH 10 3aIIUTE

U GUIBTpauy Tpaduka:

— 3amuTa Tpaduka Ha CETEBOM ypOBHE MPH MOMOIIH poTokoioB IPsec ESP;
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— OO0ecrieueHnue OBYCTOPOHHEH KpunTorpaduueckoil ayTeHTH(UKALUU NPH yYCTAaHOBICHUU
COCMHEHUI ¢ IPYrUMH XOCTaMH 3aIIHUIEHHONW KOPIIOPATUBHOMN ceTH Ha 06a3e MPOTOKOJIOB
IKEv] u IKEv2, KOHTpOJIsSI IETOCTHOCTH JAaHHBIX W KOH(DHICHIMATLHOCTH HWHGOpMAIUU

nmyTeM ee mudpoBaHus;

— Ilakernas (1)I/IJ'II>TpaI_II/I$I Tpa(bm(a, OCHOBaHHAsI Ha HCIIOJIF30BAHUM IIOJIEH 3arojoBKOB

TPAHCIIOPTHEBIX U CETEBBIX ITPOTOKOJIOB:

— Ha cereBoMm ypoBHe - yepe3 IP v4-aapec u/unu nose 3aronoska IP-porokona;
— Ha tpancnoptHoM ypoBHe - no HampasiieHuto TCP-coennHenus u mo mpoTokojam

cepBucoB (TCP/UDP-nopram);

— PacmnpeHHaﬂ (I)I/IJ'ILTpaI_II/If{ IIaKCTOB (HpI/IMCHCHI/Ie KOHCYHBIX aBTOMATOB ]I 0O0JILIIIOrO

qHncia CCTCBBIX HpOTOKOJIOB);

— OcylecTBICHHE ONPEAEICHHON TIOJUTUKU B3aUMOJCHCTBUSA (MMMTO3AILUTA W/UIH
mmdpoBanne Tpaduka) JUIS KaXIOTO 3alIUIIEHHOTO COCIMHEHHS; IMapameTpsl Tpaduka
OTIPEJIENIAIOTCSL CETEBBIMH a/IpECaMu, MOPTAaMH W/WIH WACHTU(DUKAIIMOHHON HH(pOopMarmei

KOHEYHOTI'O OTIIPABUTEIIA U MTOJIyYaTelis;
— Bo03MOXXHOCTb IPUMEHEHHSI PAa3IMYHBIX CTENEHEH 3aIlUThI TpaduKa;

— COKpBITHE TOIIOJIOTHM  3alUIIaeMoi ceTH (TOAJNep)KKa peXrMa TYHHEIHPOBAHUE
Tpaduka);

— BO03MOXXHOCTb HCIHOJIb30BaHUSI KOH(QUIYpPUPYEMBIX TYHHENIbHBIX aapecoB i [Psec-

IIPOTOKOJIOB;

— Ilognepxka paboThl B pexxuMe «MOOUIBHOTO Mojb3oBaTenss» (koraa IP-agpec kommnproTepa

Ha3HA4YaCTCA TUHAMHWYCCKHU, T. €. 3aPaHCC HeI/I3BeCTeH);

— llognepxka «ropsiuero» pesepsupoBanusi Illnro30B be3omacHocT (KOMIBIOTEPOB C
ycranoBieHHbIM kKomnonenTtom MKEF).00627-01 «3ACTABA-Od¢uc», Bepcus 6 (nanee -
34CTABA-Oghuc) unu mapmpytuzatopoB Cisco) Tak, 4TO OJUH M3 3TUX LLIIO30B SBISETCS
aKTUBHBIM, a OCTaJbHbIE IUIIO3bI OyIyT HCHOJIb30BaHbl KaK pPE3E€pBHBIE NMPH BHIXOJAE M3

CTpOs OCHOBHOI'O aKTMBHOI'O IIIJIKO34a.

1.2.3.2. [OononHuTenbHble BO3MOXHOCTU
B IIK «3ACTABA-Knuenm» npenyCMOTPEHBI:



9
MKEI0.00626-01 32 01

— Ionnepxka paGOThl MpHU HAJTUYUU B CETH MPOMEKYTOUYHBIX YCTPOHCTB C TpaHCISAIHMEH
cereBbix azpecoB (NAT) nyrem wunkancymsiuu [Psec B UDP. [lns mporokona IKEv1

moiIepsKUBatoTCs cieayromue Bepcun NAT-Traversal:
1) draft-huttunen-ipsec-esp-in-udp-01;

2) draft-ietf-ipsec-nat-t-ike-02;

3) draft-ietf-ipsec-nat-t-ike-03;

4) RFC3947.

— VYnpasneHue kauectBoM oOciyxuBaHus (QoS): ocymiecTBisercs myTeM MoaupuKanuu
nonst DiffServ mpu rynnenupoBanuu [P-mmakeros. [lanHas GyHKIMOHATBHOCTD MOJIE3HA IS

MIPOTOKOJIOB, YyBCTBUTEIBHBIX K 3aaepxkam (VoIP u 1. 1.).

1.2.3.3. CepTtudmkatbl ¥ OOMeH Krroyamm

JI71st ycTaHOBIIGHUS 3alUIICHHBIX COSAMHEHMH ¢ ucnoib3oBanueM npotokona |IKE B Aeenmax
(IIK «34ACTABA-Knuenmy, 3ACTABA-O¢huc - 00ObIYHO yIOTPEOIAETCS COOMpaTeabHBIA TEPMHUH
Azenmot) ucnionn3yrotest X.509 V3 ceprudukatst B coorBerctBun ¢ RFC RFC5280.

XpaHeHue W 3alUTa KOHTEHHEpPOB KIIOYEeH NEepPCOHATIBHBIX CEPTH(PHKATOB OCYLIECTBIISCTCS
CK3U «Kpuntollpo CSP» Bepcum 3.6.1, «Kpunrollpo CSP» Bepcun 3.9, «Kpunrollpo CSP» Bepcun
4.0.

B IIK «34ACTABA-Knuenm» npenycMoTpensl ucrniosb3oBanne COC n nojuep:kka Moxy4eHus
ceptudukaroB 1 COC uepe3 nmpotokon LDAP u HTTP.

1.2.3.4. WHcTannaumsa n KoHdurypupoBaHue

IIK «34ACTABA-Knuenmy» MoxeT ObITb CKOH(pUTYypupoBaH ypaaneHHo, nomyuuB JIIIb ot
34CTABA-Ynpaenenue - mo cetu depe3 MPOTOKOJN ympasieHus monutukoi (Policy Management
Protocol).

1.2.3.5. Peructpauus coobITUN N CTaTUCTUKA

Perucrpanus coOpITHI U cTaTUCTUKA 00eCTIeUNBAETCS:
— BO3MOXHOCTBIO ~ BelEHHS  JIOKQIBHOTO  JKypHaJla  perucrpanud  coOBITUH ¢
LHEHTPAIM30BAaHHON WIH JIOKAJIbHOW HACTPOMKOM YPOBHS JETAIN3ALNN;
— B03MOXHOCTBIO BEJICHHUS YIAIGHHOTO XKYpHaJa peructpanuu coowitrii (Syslog);

— Ornpagkoit SNMP-tpamnoB (coobuiennii) Ha NMS-cucremy.
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1.2.3.6. CraHaapTbl ¥ COBMECTUMOCTb C APYrMMU NPOAYKTaMU
IIK «3ACTABA-Kauenmy» oOecniedMBaeT COBMECTUMOCTb C JPYTMMHM HIPOAYKTaMHU U
noaepxky CrannaproB Oxarogaps:
— Tonnepxke paboThl ¢ cepTUPUKATAMH OTKPBITHIX KIIOUEH M MEPCOHAIBHBIX 3aKPBITHIX
KITI04Yel yepe3 MHTepQeiic BHENTHUX KPUITOMPOBAWIECPOB, MOAICPKUBAOIINX HHTEpderic
PKCS #11 Bepcuu 2.10 u BbIIIIE;
— Tonnepxxke nepcoHanbHBIX cepTuuKaToB u ceptuduraroB Y1 B popmare X509v3;
— Honnepxxke Bozmoxknoctu padotsl ¢ COC B popmare CRLv2;
— Honnepxke  pexumoB  ayreHTHukammu IKE — mocpeacTBoM — mpeaBapuTENbHO

pacnpenenenHoro kiroda (preshared key).

[Tonnepxke mporokonoB cemeiictBa IPsec u IKE (Bepcmii 1 m 2). IIpoTOKOJIBI ONMUCaHbI

HO,Z[pO6HO B HI/I)KerI/IBe,Z[éHHBIX JOKYMCHTAX.

O6wme cTaHpapTbl rpynnbl Ipsec

RFC 4301 |Security Architecture for the Internet |http://www.ietf.org/rfc/rfc4301.txt
Protocol

Psec: npotokonbl ESP

RFC 4303 |IP Encapsulating Security Payload http://www.ietf.org/rfc/rfc4303.txt
(ESP)

IPsec: oomMeH Knro4yamu

RFC 2408 |Internet Security Association and Key |http://www.ietf.org/rfc/rfc2408.txt
Management Protocol (ISAKMP)

RFC 2409 |Internet Key Exchange (IKE) http://www.ietf.org/rfc/rfc2409.txt

RFC 5996 |Internet Key Exchange Protocol http://www.ietf.org/rfc/rfc5996.txt
Version 2 (IKEv2)

RFC 6290 |A Quick Crash Detection Method for |http://www.ietf.org/rfc/rfc6290.txt
the Internet Key Exchange Protocol
(IKE)

RFC 6311 |Protocol Support for High http://www.ietf.org/rfc/rfc6311.txt
Availability of IKEv2/IPsec

RFC 5723 |Internet Key Exchange Protocol http://www.ietf.org/rfc/rfc5723.txt
Version 2 (IKEv2) Session
Resumption



http://www.ietf.org/rfc/rfc2401.txt
http://www.ietf.org/rfc/rfc2406.txt
http://www.ietf.org/rfc/rfc2408.txt
http://www.ietf.org/rfc/rfc2409.txt
http://www.ietf.org/rfc/rfc2409.txt
http://www.ietf.org/rfc/rfc2409.txt
http://www.ietf.org/rfc/rfc2409.txt
http://www.ietf.org/rfc/rfc2409.txt

11
MKEI0.00626-01 32 01

RFC 5685 |Redirect Mechanism for the Internet |http://www.ietf.org/rfc/rfc5685.txt
Key Exchange Protocol Version 2
(IKEv2)

PKI

RFC5280 |Internet X.509 Public Key http://www.ietf.org/rfc/rfc5280.txt
Infrastructure Certificate and
Certificate Revocation List (CRL)
Profile

Opyrve npotokonbl

RFC 0792 |Internet Control Message Protocol http://www.ietf.org/rfc/rfc792.txt
(ICMP)
RFC 1777 |Lightweight Directory Access http://www.ietf.org/rfc/rfcl777.txt

Protocol (LDAP)

RFC 1155 |Structure and Identification of http://www.ietf.org/rfc/rfcll55.txt
Management Information for TCP/IP-
based Internets

RFC 1157 |Simple Network Management http://www.ietf.org/rfc/rfcll57.txt
Protocol (SNMP)

RFC 2138 |Remote Authentication Dial-in User |http://www.ietf.org/rfc/rfc2138.txt
Service (RADIUS)

TepMUHbI N onpeaeneHns

RFC 2828 |Internet Security Glossary http://www.ietf.org/rfc/rfc2828.txt

1.2.4. MuHMManbHbIEe CUCTEMHbIe TpeboBaHUA

AnnapaTHoe obecrnieueHue KOMIIBIOTEPA, HA KOTOPOM YCTAHABJIIMBACTCSA KOMIIOHCHT 1IK

«34ACTABA-Knuenmy NOMKHO yIOBIETBOPATH CIEIYIOUMM MUHUMAIBHBIM TPEOOBAHUSM:
— TIlpoueccop, sxBuBanenTHsIi Intel Pentium 11, ¢ wacroroit 600 MI';
— OmnepatuBHas mamsaTh — oT 512 MoOaiiT;
— Paspemenne monnropa 1024x768 nukceneil.

Ha xommnbroTepe, Ha KoTopblil ycranaBnuBaercs [IK «3ACTABA-Kiuenmy, NomxHa OBITh

ycTaBiieHa ofHa U3 ciaeayromux OC:

— OC Windows XP SP3, OC Windows 7, OC Windows 8 mardopmsl ia32 u x64;
— OC ALT Linux 6.0 murardopmsr ia32, x64, ALT Linux 7.0 miardopmsr ia32, X64.


http://www.ietf.org/rfc/rfc2409.txt
http://www.ietf.org/rfc/rfc2459.txt
http://www.ietf.org/rfc/rfc792.txt
http://www.ietf.org/rfc/rfc1777.txt
http://www.ietf.org/rfc/rfc1155.txt
http://www.ietf.org/rfc/rfc1157.txt
http://www.ietf.org/rfc/rfc2138.txt
http://www.ietf.org/rfc/rfc2828.txt
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2.MogroToBKA K Ucnonb3oBAHUIO MK «3ACTABA-KITMEHT»

Hepeﬂ Ha4daJIOM YCTAHOBKH HaJl0 Y66I[I/ITBC$I B TOM, 4YTO YCTaHaBJIMBacMas BCPCHA IIK

«34CTABA-Knuenmy cootBerctByet Bepcuu OC.

Ilepen ycranoskoil IIK «3ACTABA-KnueHT» HE00X0AMMO MHCTAUINPOBATH HA KOMIIBIOTED

CK3U «KpuntolIpo CSP».

& YtoObl mHCTAIITUPOBaTh M JNeuHCTAIMpOoBaTh [IK «34CTABA-Kiuenmy Bbl JOMKHBI UMETh
npaBa aamuHuctparopa OC

& YaoctoBeputbcss B TOM, YTO JaTa, BpeMs M HACTPOWKM YacOBOrO Iosica HPaBUIbHO

ycTraHOBIIeHBI Ha Bamem kommbroTepe. Heo0XoauMo MpaBHiIbHO ONPENENUTh 3TH MapaMeTphl,
MHAa4Ye MOXKET OKa3aThCsi, YTO CPOK JEHCTBUS CepTU(UKATOB HUCTEK, U BBl He Moxere
yctanoButh [IK «34ACTABA-Knuenm»

& Jnuna nmapons agmunuctpatopa OC, Ha kotopolt ycranasinuBaetcs [IK «3ACTABA-Kauenmy,
JIOJKHA OBITH HE MEHBIIIE IIECTH OYKBEHHO-ITU(POBEIX CHMBOJIOB

& CK3U1 «Kpunrollpo CSP» nomkHO ObITh yCTaHOBIEHO C MOJACPKKON YPOBHS siipa Ui ATOTO
IIPH YCTaHOBKE MPHIIOKEHUS HEOOXOIUMO BEIOpaTh THM ycTaHOBKHM CUStOM M yCTaHOBHTH
moxayis Kernel mode CSP.

IIpu HacTpoiike, KOHGUIYpUPOBAaHMM M CO3/JaHUM MOJUTUKM O€30MaCHOCTH B 4YacTH
U (PPOBaHUs, KOHTPOJS IIEJIOCTHOCTH U B3aUMHOM ayTeHTU(UKAIMKU aJMUHUACTPATOp 0€30MacHOCTU

AOJDKCH PYKOBOACTBOBATHCA Tpe60BaHI/I$IMI/I HACTOAIICTO JOKYMCHTA.

2.1. OC cemeunctBa Windows

2.1.1. YctaHoBka lNK «3ACTABA-KnueHT»

Hna  wactamwmsinuu  [IK  «34ACTABA-Knuenm» HeoOXOOUMO TIPOU3BECTH  CIIEAYIOININE

JIEUCTBUS:

1) 3aKpbITh BCE OTKPHITHIC TPOTPAMMBI.

2) BeraButh B CD-TIpUBO/] MHCTA/UIAIMOHHBIA IMCK, HAWTH Manky ¢ AUCTpUOyTuBoM [1K
«34CTABA-Knuenmy u 3amycTUTh IporpaMmy ycTtaHoBKH (zastavaclient.exe). Samycrutcs

Mactep ycranoBku (cM. PucyHok 1).
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Jns 3amycka ycraHoBkH [IK «3ACTABA-Kiuenm» B pexuMe >KypHATUPOBAHHS HEOOXOIUMO
BOCITOJIB30BaThCS MHTEPHEHCOM KOMaHIHOW CTPOKHU M ¢ momolisto cpeacte Windows Installer
BBITIOJTHUTb KOMAaHY:

<nyTh K HMHCTAUIAIMOHHOMY IUCTpUOYTHBY> /l*V <myTh Kk daiiny xypHaia>, tae: | —
yKazaTenb sl JKypHAJIMPOBAaHHUS IPH YCTaHOBKE, V — YPOBEHb PETHCTPALUU COOBITHIA
«verbosey. @aiin KypHAIUPOBAHUS MPOIEAYPbl YCTAHOBKH OOBIYHO COXpAaHSETCS B
nupektopun C:\Program Files\ELVIS+\ZASTAVA Client ¢ umenem vpn_agent_install.log.

%) ZASTAVA Client Setup ESEER=

ﬁ SaCTaEa

Hobpo noxanosartk B MacTtep
yctaHoBkn ZASTAVA Client

PEKDMEHEL':IETCQ ZAKPEME BECE NpOrparrdel 40 HA4ana
YETAHOEK M.

Hasraume "0TreEHE", YyTolkl BEINTH M3 NPOrpatdksl YoTaHOBEM,
SATEr 3aKpOMTE BCE TEKYWME Nporpardtel. Haxmure
"Nanee", yrofel NPOJON#MTE YCTAHOBEY.

MNPEOYNPEAOEHHME: NaHHaa nporpardrda SalMl eHa

SaK.0HarM Of ABTOPCKMY NPaBak M MEkayHapoaHeIrM

COr NALWEHMARM,

HeneranbHoe BOCNPOMSEEEHME WM PACAPOCTPEHEHHE

ASHHOA MPOrPErdb] MK MOG0E 28 YACTH MOKET NPMEECTH K

AAMWHUCTPETHEHORY W YronosHoMY NPECIS005aHMAN,
BACTA BA 6 KOTOPbIE BYINT NPOBOAMTECA MEKCHMANEHD KECTKD B Pardkas

SAK0HOAATENBCTEA.

SACTABA™ s s Cad i
oprasch apst MO “SBAC-TIOC" Coopka: 6.1.15455

< Hazan [ Hanee = ] [ OTrieHa

Pucynok 1 — 3amyck MacTepa ycTaHOBKH

3) HOI[TBepI[I/ITL corilacue € NpHUBCACHHBIM B OKHE JIMOCH3MOHHBIM COIIAIIICHHUEM (CM.

PucyHok 2).
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] ZASTAVA Client Setup ESEEC

ﬂIfILI,EHSIIIDHHDE cormaweHwe

Bel non#HEl COrNacHTECA © AMUEHZIMOHHEIM COrNSWEHHEM. ﬁ EEETEEE

JIMOEASHOHHCOE COTNANEHME © KOoHeYHHM OONBSOEATENEM

. Mockea

LD «SMBMC-IUTHC=, HENANmescH npaeocofmamarTensM

nporpamMMHoTo ofecneuesHMA, MMEDNEDD TOPIOEVE MApEY
AQArTARA™ |(manmes — mOrnomremerl

ARTAamATMAA OMEROAM

@

(") A e cornaced

[Quummb ] [ < Hazan ][ Nanee > ] [ OTrieHa

PI/ICYHOK 2 —OkHo ¢ JIMIICH3UOHHBIM COI'JIAIIICHUECM

4) Jlns yka3zaHusi Manku, B KoTopywoo Oyner ycraHoieH [IK «34CTABA-Knuewmy, Haio Haxatb

KHOTIKY «M3MEeHUTB» U caenaTh BeIOOp (cM. Pucynok 3).

4] ZASTAVA Client Setup =] B[S

Manka

BriGepuTe nanky kuna GY0ET YCTAHOENEHD MPMADHEHHE, % EECTEBE

Wize [nztallation ‘Wizard yoranoewt ZASTANVA Client & ykazaHHYD nanky.

[nA YCTAHOBKM B APUryD Nanky HaskmuTe KHonEY M steHTe" W BRIGEpMTE ApYryo
narik.y.

Bel ro#eETE HE YocTaHaBNMBaTE 245 TAVA Client, Haxae kHonky "OTrena" ana
EEINOAA 1S NPOLECCA YCTAHOEKM,

MNanka

C:\Program FilessELYIS +4

[ < Hazan, ][ Hanee > ] [ OTieHa I

Pucynok 3 — Bei0op nanku juis yctanoBku [IK « 34ACTABA-Knuenmy
5) B okne «BbpIOOp KOMIOHEHT» BBIOpPAaTh MPOTPaMMHBIE MOIYJIH, KOTOpble Bbl XoTHTE

WHCTAJUTUPOBATh, HJIM OCTABUThH BCE 3HAUCHHMS 10 YMOIYaHUIO (cM. PucyHok 4).
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15 ZASTAVA Client Setup o] @ |
Boibop KOMNOHEHT
—t
Brifepute KOMNOHEHTBI, KOTOPbIE XKOTUTE YCTaHOBMWTb. — EECTEBE

= Rd | 2aent core files
= ~ | Agent User Interface

OnucaHMe KOMNOHEHTbI:
CucTemHble dakinel npoaykTa. 31a

- &3 » | Cryptoplugins KOMMNOHEHTa Heofxoauma ana patoTel
{ = R | CryptoPro Support NpoayKkTa.

e D vl Help subsystem

JlaHHbBI KOMNOHEHT GYAET YCTAHOBAEH Ha
NOKANEHBINA KECTKWIA AWUCK.

119 AaHHOro KOMMNoHEHTa TpetyeTcA
8862K6 Ha xecTkoM aucke.

[ Ouck ] [ OuncTime ] [ < Haszan ][ Hanee > ] [ OTmeHa ]

Pucynok 4 — BeiOop yctanaBnuBaeMbiX KOMIOHEHTOB /K «34ACTABA-Kiuenm»

6) Eciu B OC He ycranoriieH kommonenT SNMP (Simple Network Management Protocol), To
MOSIBUTCSI OKHO C COOTBETCTBYIOIIMM IpeaynpexacHueM (cM. Pucynok 5). MoxHO
MPOJIOJDKUTh  MHCTALIANMIO, HaxkaB KHONKy «OKy», nubo, mnpu HeoOXoauMocTH
ucrnosnb3oBanus SNMP-¢ynkumii nentpa ympanenus nonutikamu (I[YII), mpepsath

HHCTAJUIAIUIO U YCTAHOBUTD Tpe6yeMHe koMmioHeHTBI OC coritacHo HWHCTPYKIIUH B OKHC.

151 ZASTAVA Client Setup npegynpexaeHune o & | £

SNMP Agent koMnoHeHTa He GYaeT ycTaHoBneHa, T.k. Windows
SNMP komnoHeHTa oTcyrcTBYeT B cucTeme. CnegosarentHo, Gyaet
HegocTynHa Hekotopaa SNMP eyHkumoHaneHocTe. Eciu Bel xoture
WCMONb30BATE BCHO dyHKUMOHanbHocTe SNMP, Bam Heobxogumo
BBIMTU W3 YCTAHOBKM, YCTAHOBUTE Windows KoMnoHeHTy 'Simple
Network Management Protocol' 1 nepezanycture ycTaHoBKY.

Pucynok 5 — I[penynpexaeaue o HeycTaHOBICHHOM KommoneHTe SNMP

7) Ecnmu B OC aktuBen bpanamaysp Windows, To HeoOxoaumo 100aBUTh KOMIOHEHT [1K
«3ACTABA-Knuenm» B CIOMCOK €ro HCKIIOYEHHM, IS DJTOTO HAJ0 OTMETUTh

COOTBETCTBYIOUIMH (hI1ar U HaXkaTh KHOTKY «Jlanee» (cM. PucyHok 6).
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1) ZASTAVA Client Setup =] =
FOTOBbI K yCTAHOBKE NPUOKEHUA
Hasmure kHonky “Hanee”, yrofbl HaYaTk YCTAHOBKY. é aac"‘raaa

Yro6bl NPOCMOTPETE MAW USMEHWTE NaPaMETPbl YCTAHOBKM, HaXMUTE
"Hazaa". Haxmure kHonky "OtmMeHa’ a0 BbiX0aa U3 NporpamMmbi.

BHUMAHME: Tekywan KoHPUrypaUuusa CUCTEMBI MOKET NPENATCTEOBATE
HopmaneHok patote ZASTAVA, Client. [porpamma YcTEHOBKU MOKET BHECTM
Heo6X0aUMbIE USMEHEHWA B KOHPUIrYPaLMIO CUCTEMB:

[V] NoGaure ZASTAVA Client B cnvcok uck moyerui Bpanamays pa Windows.

[ < Hazag ][ Llanee>J [ OtMeHa J

Pucynoxk 6 - Jlo6asnenue /1K «34ACTABA-Knuenmy B ciucok uckiroueHui bpanamayspa Windows

8) Ilocne 3aBeplICHUS MHCTAUISIMY HaXaTh KHONKY «['0TOBO» (cM. PucyHOK 7).

] ZASTAVA Client Setup =y

ZASTAVA Client 6bin ycnewHo
YCTaHOBIEH.

g SaCTaE3

Hasraume kHonkyY 'ToToEn'' 007 S33EEPWEHMA YCTAHOEEK M.

3ACTABA 6

RCTARA™ mrvmerer peearmup s nod
Toprosch Mipeod B0 " 3MRWC=MNCE"

. [oToEn

Pucynok 7 — 3aBepiiieHue yCTaHOBKH

9) IIpu HEOOXOAMMOCTH TEPE3arpy3nuTh KOMITBIOTED.
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1) B rteuenue uncrawisiumu I[IK «3ACTABA-Kiuenmy», CONEPKUMOE CaMOM3BIIEKAIONMIErOCs
daiina zastavaclient.exe wu3piekaercss Bo BpeMeHHbIH Kartanor. OOBIYHO, 3TOT KaTayor
c:\Documents and Settings\<user_name>\ Local Settings\Temp; Bl MoxeTe npoBepUTH 3TOT
nyTh, ucnonb3ys Start—Settings—Control Panel— System—Advanced—Environment
Variables. OObluHO, 3TH u3BJICUCHHBIE (HAIJIBI ABTOMATUYECKH HE YAAISIOTCS TIOCIe
UHCTAUIAIMK. Bbl MoXxeTe ynanmute 3TH (pailbl BpydHYI0, KOI/la HHCTALIALUS OyAer
3aKOHYEHA.

& IIK «34ACTABA-Knuenm» conepxut Application Proxy wmoaynu [uii HECKOJIBKHX

nporokojoB (FTP, SOCKS, HTTP). Iloatomy, ecnu B Bameit OC yxe HpUCYTCTBYIOT
cepBephl ISl JAHHBIX MPOTOKOJOB, TO mnocie uHctawsauuu [IK «34ACTABA-Knuenmy
BO3MOXKEH KOH(IIUKT MOPTOB, M3-3a Yero JaHHbie cepBepbl win Application Proxy cepsepsi
1IK «3ACTABA-Knuenm» MOTYT 0Ka3aTbcsi HEPAOOTOCIIOCOOHBIMHU.

2.1.2. OoHoBneHue MK «3ACTABA-KnueHT»

IIK «3ACTABA-Knuenm» TIONNEPKUBAET TPOIEAYPY aBTOMATHUYECKOTO OOHOBJICHHUS
(HacTpoliku MaHHOW mpouenypsl B rpadudeckom maTepdeiice 1K «34CTABA-Kiuenmy onucaHbl B
11.3.8.4, HacTpoiika ¢ MOMOIIbI0 YTHIUTHl KOMaHTHOM CTPOKH omucaHa B 1. 5.3.9), KoTopas mO3BOJSET
3arpyxarb M YycraHaBiauBaTh cBexue Bepcun [IK «34ACTABA-Knuenmy. KoudurypupoBaHue
aBTOMATHYECKOTO OOHOBJICHHS MOXKET BBIIOJMHATECA Kak depe3 JIOKalbHble HacTpouku [IK
«34ACTABA-Knuenm», Tak u ueHTpanu3zoBaHHO — depe3 34CTABA-Ynpasnenue, xorja HacTpOHKU

ykazbiBatorcs B JIIIb 17K «34ACTABA-Knuenmy.

[Tpu BrmroueHuH pexxuma aBToMaTHueckoro oOHoBieHust /1K «3ACTABA-Knuenm» Oynet
MEPUOJNYECKH CBSA3BIBATHCA C YKa3aHHBIM CEPBEPOM, COJEP)KAIUM OOHOBIIEHHUS (JIaHHBIM cepBep
MOJKET pacroJiaraTbCsi B JJOKaJIbHOH ceTu win B ceTd MHTepHeT). Eciu Ha cepBepe BbUIOKEHA HOBast
Bepcust [IK «3ACTABA-Kauenm», TO OyAeT 3amylleH mporiecc oOHOBIEHMs (CKauuBaHue (ailia
OOHOBJICHMS, JEMHCTAJULSILMSA TEKyIIeH BepCMM M HMHCTALISAIMS HOBOHM, C COXpaHEHHEM Bcei

nH(pOpMaLIUK O HACTPOHKAX).

B 3aBucumoctu ot Hactpoek B JIIIb I/K «34CTABA-Kauenmy» TpoLECChl CKaYyMBaHUA U
WHCTAIISIIUU OOHOBIIEHUI MOTYT BBIMOJIHATHCS JIMOO MOJHOCTHIO aBTOMAaTHYECKH, MO0 10 KOMaH/e
MOJIb30BaTeNs WK cepBepa 0OHOBIeHHs. KpoMme Toro, moaaep:KuBaeTcsi MHCTAIUISIHS OOHOBIEHUH 110

pacIucaHuo.

Jlna yenemHoro apromatudeckoro ooHosienus /7K «34CTABA-Kauenmy» non ynpaBlieHUEM

OC Windows XP Heo0x0o1uMo BBIOpaTh COOTBETCTBYIOIINE TAPAMETPHI MOAMUCHIBAHNUS IPAHBEPOB:

1) OrtkpsiTh MeHIO «Ilyck», BEIOpaTh CBOWCTBA Manku «Moil KOMITBIOTED.
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2) BeiOpars Briaaky «O6opymoBanue», B pasuaene «JpaiiBeps» BoiOpaTh «IloamuchiBanme

JIpaiiBepOBY.

3) B okne «[loxmuceiBanue apaiiBepoB» BbIOpaTh MyHKT «[IpomyckaTh — ycTaHAaBIMBATh

porpaMMHOE 00eCIiCUCHUE U HE 3alpaliuBaTh yTBepKIeHus» (CM. PrcyHok 8).

[Mapame Tpbl NOANKCHIBAHKA ApaKBe pa @@

B npouecce ycTaHoBKW 0bopyA0BaHua cucTema Windows MoxeT
06Hapy¥MTE NporpamMmMHoe obecneyeHme, He Npoweawee TecT
COOTEETCTEMA Windows Logo, ((loYemy 3TOT TECT BaMEH.)

Kakue AeHCTEMA 0T cHCTEMbl Windows Bbl 0XMAaETE?

($){IponycKaTh - YCTAHABNMBaTE NPOrpaMMHOE 0BECreYeH e 1 He
ANpAWMEATE ¥ TEEDKAEHUA

() NMpeaynpexaaTte - KaxAbli pas NpeanaraTe Beifop ASHCTEMA
BAOKMPOBAaTDL - 3aNPETHTE YCTAHOBKY HEMOANMCAHHOMO ApanBepa
nporpaMMHoro obecneyeHra

A AMUHUCTPATHEHBIN NapaMeTp

Mcnone30BaTh AEHCTBME B KAYECTBE CMCTEMHOrC Mo YMONYaHHHD

[ OK ][ OTMEHa ]

Pucynok 8 — [lapameTps! moANMCHIBaHHS JpaiiBEPOB

OOpamieHue kK cepBepy OOHOBJIEHHMH HMPOU3BOJAUTCS MO OTKphITOMy mpotokony HTTP. Ilpu
HEOOXOAMMOCTH 3alIUThl JJAHHOTO COEJUHEHUS MOXKHO BOCIOJIB30BATHCS IITaTHBIMU
cpenctBamu «3ACTABA» (co3nats B Llentpe Ynpaenenus nonutukamu (ILIYIT) 34CTABA-
Vnpaenenus mpaBuno nns 3alMIIEHHOTO cOeQUHEHUss Mexay naHHbIM [IK «3ACTABA-
Knuenmy» n cepBepoM OOHOBJICHHS).

2.1.3. DevHctannauua MK «3ACTABA-KnueHm»

Jnst ynanenus [1K «34CTABA-Kiuenmy» n3 OC Windows Hao 3aKpbITh BCe MPOrpaMMHBIC
okHa [IK «3ACTABA-Knuenm» wu 3ateM mpousBecTu neuHctramwmiuio [IK «34ACTABA-Kiuenmpy,
UCIIONB3YSl HMHCTPYMEHT «YCTaHOBKA U yjaajieHue mporpamMmm» B Ilanenun ynpaBnenusi. Bce

koMioHeHTHI [TK «34ACTABA-Knuenm» OyayT MOTHOCTHIO YAAJIEHBI, IEpe3arpy3uTh KOMITBIOTED.

2.2. OC cemencrtBa ALT Linux

WNucramsimonnsie naketsl 11K « 34ACTABA-Knuenm» nns OC ALT Linux 6 npeactaBistoTcst
B Bujae ¢aitnmoB C pacmupenuem .rpm: ZASTAVAclient-<version>-alt27.i386.rpm — 32-OutHas
Bepcus, ZASTAVAclient-<version>-alt31.x86_64.rpm — 64-OutHas Bepcus. IIpemocTtaBisieMbie

WHCTAJUTSIIMOHHBIC TTAKETHl COOMPAIOTCS O Sapa:
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- 2.6.32-el-smp-alt31.M60C.1,
—  2.6.32-ovz-el-alt40.M60P.2,
— 3.0.26-alt0.M60P.1.

I[HSI C60pKI/I HHCTAJUIAIUOHHOI'O IMaKCTa MOA OTIMYHBIC OT INPUBCACHHLIX BBIIIC ANCP, HAOO

obOparutbes K 1. 2.2.4.

2.2.1. MucTtannauusa NK «3ACTABA-KnueHT»

Wncramnsauus [IK «34ACTABA-Knauenmy» TPOU3BOAUTCS HA KOMIIBIOTEp, KOTOPBIM HeE
COJICPKHUT Cpely KOMIWISAIMK U cOOpKU M pabortaeT Ha Tod Bepcuei supa OC ALT Linux 6, mns

KOTOpOﬁ OBLI IIOJIYy4YCH I/IHCTaJ'IJ'IHI_II/IOHHHﬁ naket. MHcTanmsus 34ITyCKaeTCA KOMaHﬂOﬁZ

rpm —i <OyTh K MHCTAJJISLUMOHHOMY IMakeTy>

2.2.2. OoHoBneHue MK «3ACTABA-KnueHT»

Oo6unosnenue /K «34ACTABA-Knauenmy 3anyckaeTcss KOMaHIOM:

rpm -U <OyThb K MHCTAJIJISLUMOHHOMY IaKeTy>

2.2.3. HdenHcTtannauusa MK «3ACTABA-KnueHm»

Heuncramsiuyst [IK « 34ACTABA-Knuenmy 3anmyckaeTcss KOMaHIOM:

rpm —e <OyThb K MHCTAJJIALUMOHHOMY IMaKeTy>

2.2.4. PykoBoacTBO No c6opKe MHCTaANNALUMOHHOIO NnakeTa

Jlnst cOOpKM MHCTAJUIALIMOHHOTO MAKeTa JipaiiBepa vpnpcap U KpUNTOIUIarnHa U3 HCXOJHBIX
KOJIOB HcmoJib3yercs cpeaa coopku RPM. Ucxonubie koAbl apaiiBepa vpnpcap W KPUNTOIUIaruHA
MPEIOCTAaBIISAIOTCA B BHe (aitna ¢ pacmmpenuem src.rpm: ZASTAVAclient-drv-<version>.src.rpm.
[Mocne ycranoBku ¢ kommakt-aucka OC ALT Linux 6 HE0OX0IMMO HACTPOMTH COOTBETCTBYIOIIHE
APT-peno3uropuy, 0OHOBUTH CIIUCOK JOCTYIHBIX M3 HUX MAKETOB, M YCTAHOBUThH IMAKEThl rpm-—
build u kernel-headers-modules (ycraHaBiuBaercs makeT kernel-headers-modules
toir Bepcun sapa OC ALT Linux 6, miist koTopoit coOMpaeTcsi MHCTAUISIIMOHHBINA MaKeT ApaiBepa
vpnpcap # Kpunromiaraio). Takke HEOOXOIMMO YCTaHOBUTH coOpaHHBIN makeT apaiiBepa CK3U
«Kpurirollpo CSP» B 3aBHcHMOcTH OT KoMIutekTanuu ¥ ucnoiaHenust [IK « VPN/FW «3ACTABA» u
N00aBUThH B TAaOJHILY IKCIOPTUPYEMBIX CUMBOJIOB sjipa OC, CHMBOJIBI, SKCIIOPTUPYEMBIE U3 MOJYJIA

sapa npoBazepa CryptoPro CSP (drvcsp. ko), Hanpumep, Tak:
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cd /opt/cprocsp/src/drtcsp; bash ./gensyms.sh

COopka HMHCTAUISLMOHHOTO IaKeTa JipaliBepa vpnpcap M KPUIITOIUIATMHA 3aIllyCKaeTCs

KOMAaHIOM:
rpmbuild --define "autostart mode " --define "cpro symbols " --define
"kernel release " --define "pcap smp " --define “cpro release "

ZASTAVAclient-drv-<version>.src.rpm
[TapameTpsl cOOpKHU:

autostart mode — ynpaBiseT 3aIIyCKOM II0CJI€ WHCTAJUISALUHI, IPUHUMAEMbIE 3HAYECHMS:

1 — He yCTaHaBJIMBAaTh KPUIITOIUIATMH U HE 3arpykarthb JpaiiBep vpnpcap (Hampumep, Ajs
YCTaHOBKH 10| chroot),

2 — yCTaHaBJIMBaTh IPUHYAUTEIBHO KPUNITOIJIATMH U 3arpyKaTh JApanBep vpnpcap.

be3 mnapamerpa autostart mode aBTOMAaTM4ecKd OHpPEAESIETCS HEOOXOAUMOCTb
YCTaHOBKH KPUIITOIJIATMHA U 3aIlyCKa JIpaBepa vpnpcap.

Cpro_s ymbols — YKa3bIBaCT MHOJHBIN IIyTh K CUMBOJIaM 3KCIIOPTUPYCMBIM U3 MOAYJIA SApa
npoajepa CryptoPro CSP (drvcesp. ko), Hanpumep, /opt/cprocsp/src/drtcsp/Module.symvers.

kernel release — ykaseBaeT Bepcuio saapa OC ALTLINUX 6, ot kortopoit cobupaercs
I/IHCTaJ'IJ'ISII_[I/IOHHHﬁ IIaKET ﬂpaﬁBepa vpnpcap U KpulToIluiaruHa.

pcap smp — yKasblBaeT COOMpaTh JpaiiBep vpnpcap ¢ TpelamMu Wi 0e3 HHX,
IMPUHUMACMbIC 3HAYCHUS:

0 — 6e3 TpenoB,

1 — ¢ Tpenamu.

ITpn nm060M ApYroM 3Ha4E€HMHU MapamMeTpa Pcap SmpP WM €ro OTCYTCTBHU aBTOMATHYECKU
orpenensieTcs HeoOXOAUMOCTh COOpPKM JpaiiBepa vpnpcap ¢ Tpeaamu wiu 0e3 Hux. Ecmm simpo
cobpano ¢ moanep;xkkoit SMP — To nmpaiiBep vpnpcap OyneT ¢ Tpenamu, ecnu 6e3 moanepkku SMP —

TO ApaiiBep vpnpcap Oyaet 6e3 Tpeaos.

cpro_release - ykasbiBaeT cyddukc apaiiBepa cp_plg cpro B 3aBUCHMOCTH OT BEPCHH

CryptoPro CSP, mpuHHMaeMble 3HAUCHUS:
e 36r2 mua CryptoPro CSP 3.6 R2
e 36r3 ma CryptoPro CSP 3.6 R3

e 40 pus CryptoPro CSP 3.6 R4,3.9,4.0
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Ecmu 3Hauenne cpro release He 3aJaHO, TO 110 yMOJNYaHUIO, CPro release paBeH

40.

[Tpumep cOopku apaiiBepa vpnpcap U KpUITOIUIarnHA:

rpmbuild --rebuild --define  "autostart mode 2" --define
"cpro symbols /opt/cprocsp/src/drtecsp/Module. symvers" --define
"kernel release 2.6.32-ovz-smp-alt8" --define "pcap smp 0" --define

“cpro release 36r3” ZASTAVA-drv-<version>.src.rpm

B pesynbrare Oyner coOpaH apaiiBep vpnpcap M KpunTomarud 6e3 TpenoB ¢ GyHKuuen

MPUHYAUTEIFHON YCTAaHOBKM KPUNTOIIATMHA W 3arpy3KH JApaiBepa vpnpcap mis sapa 2.6.32-0vz-

smp-alt8 OC ALTLinux 6 u CryptoPro CSP 3.6 R3.
Hnct AJJIANO U CO6paHHOFO IMMaKeTa 3aIllyCKacTCA KOM&H,Z[OP'IZ

rpm -1 <OyTb kK COOpPaHHOMY IHakKeTy>

2.2.5. UHTterpauus MK « 3ACTABA-KnueHm» ¢ CACTEMHbIM
SNMP-cepBucom

[Tpr HEOOXOAUMOCTH TONyYaTh C A2enmos CTaTUCTHKY 1o mpotokony SNMP (net-snmp),

HYXKHO 3aperucTpupoBath 6ubnmoreky pacmupenus cepsuca snmpd (MIB-monyns). st aToro Hazmo:

1) Ompenenuth myth K daiiny snmpd.conf. Ecnu ¢aiina HeT, HE0OOXOIUMO €ro co3/1aTh

(oOpatuTech K JOKYMEHTAIIUH 0 snmpd).

B ¢aitn snmpd. conf 106aBUThH CTPOKY:
dlmod snmpagent /opt/ZASTAVAclient/lib/libsnmpagent.so

Jate koMaHay snmpd Ui HOATPY3KH MOAYJIS PACHIMPEHHUS:

/etc/init.d/snmpd restart

2.3. BoccTtaHoBneHue MK «3ACTABA-KnueHm»

[Tposepka memnoctHocTH nporpammuoro obecrneuenus (I10) xommonenta ITK «3ACTABA-
Knuenmy ocyliecTBiIsleTCsl MyTeM CpPaBHCHHS 3HAYEHHUS KOHTPOJBHOW CYMMBI, KOTOPOE 3alliCaHo B
¢aitne filelist.hash, mns manHoro caiina, ¢ TekymmM 3HaueHueM. [IpM HECOBNAJACHWU 3HAYCHUM

BBIAACTCA COOTBCTCTBYIOLICC NPECAYITPCIKACHUC.

[TpoBepka KOHTPOJILHBIX CYMM IPOM3BOJIUTCS B MpOIECCE 3arpy3Kd Ciy:kObl vpndmn, mpu
npoBepke nenoctHoctu 110 npousBoauTcs peructpanus coObITHI B CHCTEMHOM XypHalle U B Qaiiie

vpn_init.log.



22
MKEI0.00626-01 32 01

[Ipn napymenun nemnoctHocTH ciyx6a [IK «34ACTABA-Knuenmy» He 3amyCTUTCSA, 4YTO

CBUACTCIILCTBYCT O HAPYHICHHUH KOHTPOJIbHBIX CYMM HpOFpaMMHOI;'I qacTu.

[TpoBepHuTh KOHTPOJIBHBIE CYMMbI MOKHO, 3aIlyCTHB B KOMaHIHOM HHTepIpeTarope cmd.exe
yrunuty icv checker, naxomamyrocs B rnaBHod pupexropuu [IK «3ACTABA-Knuenmy». s
nposepku nenoctHocty 110 HeoOXoaMMO BBINOIHUTE KOMaHAy icv checker filelist.hash,

rue: filelist.nash — gaiin ¢ TekynwM 3HaYeHHEM KOHTPOJIBHBIX CYMM.

s BoccranoBneHus: paborocrocodHoctn  [IK  «34ACTABA-Kauenm»  HEOOXOAMMO

MPOU3BECTH NCUHCTAILIAIMIO ¢ ocinenyromeil nncramsiuueit [1K «34ACTABA-Kauenmy.

2.4. 3anyck rpacpuyeckoro uHTepcpenmca (GUI) [IK
«3ACTABA-Knuenm»

Cucremnsie moaynu /1K «34ACTABA-Kiuenmy 3amyckarOTCsi aBTOMAaTHYECKU TIPH 3arpys3Ke

OC u paboTaroT MOCTOSHHO B JOHOBOM PEXUME.

1) Ilpu HeobxomumocTH, Bbl MokeTe OTKpbITh rpaduyeckuii untepdeiic [IK «34ACTABA-

Knuenmy cnenyronum oopazom:
— B OC Windows BbINOJHUTE KOMAHy Y€PE3 MCHIO:

— TIlyck = IIporpammsr = ELVIS+ &> ZASTAVA Client 2 VPN Agent, niu6o HaxaTb

ABaXbl HA HKOHKC B CUCTEMHOM TpeEcC.

— B OC Linux BeimosHuTh KOMaHay /opt/ZASTAVAclient/bin/vpnagent

\il) Hnst ycmemmHoro otoOpaxenusi rpaduueckoro moxayis komroHeHTa [IK «34ACTABA-
Knuenm» B OC Linux HeoOxomaumo ucnonb3oBath OC ¢ yCTaHOBJICHHBIM IpapuIecKHM
OKPYKEHHEM.

2) MosiButcst [lanenv uncmpymenmog, ¢ TOMOIIBIO KOTOPOH Bbl MoXeTe ycTaHaBIMBATh

napametpsl [IK «3ACTABA-Kauenm»y.

[MoxpoGuoctu o Ilanenu uncmpymenmos u €€ 0COOEHHOCTAX CM. B mojapaszene 3.1.

2.5. KoHdurypupoaHue K « 3ACTABA-KnueHm»

Bosmoxnoctu 11K «34ACTABA-Knuenm» nipu KOHQUTypUPOBaHUU:

— IIK «3ACTABA-Knuenm» MOXeT ObITh CKOH(QUIYPHPOBAH IOCJIE YCTAHOBKH C MOMOIIBIO
rpaduyeckoro unrepdeiica (GUI — Graphical User Interface) I7TK «34ACTABA-Knuenmy,

KaK OIMMCAHO B pas3aciic 3w ¢ IIOMOIIIBI0 KOMaHIHOMU CTPOKH, KaK OIMHCAHO B pa3aciic 5.
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[Ipu coxpaneHun HaCTPOEK TpeOyeTCsi BBECTH JIOTUH U MApOJIb MOJIb30BATENsI, BXOASILIETO B
rpynmny aiMUHUCTPATOPBI.
B OC Linux cymectBytor orpanudeHusi Ha koHpurypupoBanue [IK «34ACTABA-
Knuenmy. U3MEHATh HACTPOWKH MOTYT TOJBKO IOJIb30BaTENIb root U IOJIb30BATEIIH,

n00aBJIeHHbIE CHUCTEMHBIMH CcpeAcTBaMH B rpynmy  «@dminy.  OcraibHbIM
I10JIb30BATENSIM U3MEHEHUE HACTPOEK 3alpEIICHO.

2.6. bbicTpoe Bknr4veHue [IK «3ACTABA-KnueHm» B

paboTy ¢ nomolbo rpaduyeckoro uHtepcgenca

Hnst Ovictporo 3amycka [IK «34ACTABA-Kiuenm» B paboTy HEOOXOJMMO BBIIOJHHUTH

clleAyoIiee:

—_— HOJIyLII/ITB M NOJAKIIIOYUTL HOCHUTCIJIb C IEPCOHATIbHBIM CepTI/I(bI/IKaTOM K KOMIIBIOTEPY C

ycTaHOBJIEHHBIM KOMIIOHEHTOM [/K «3ACTABA-Kauenmy,

— BapeructpupoBath ceptudukar Ymgocrosepstomero 1entpa (YL) - wu3marens
MEPCOHANBHOTO CcepTU(UKATa WIM BCIO TPACTOBYIO IEMNOYKY CEpTU(HUKATOB, €CIU

nepcoHanbHbIi cepTudukar uznad [loqunnennsm Y1I;

— Co3aath U aKTUBUPOBATh KOH(pUTypaluo ais noakiaodeHus k L[VII.

MOJIb30BaTeNb C CEpTUPHUKATOM, C OTTpPAHCIMpPOBaHHOW M  axTuBHpoBaHHOW JIIIb.
AnmunuctpaTopoMm Oe3onmacHocTd Bam fomkeH OBITh BbIIaH HOCHTENb C KOHTEHHEpOM
Bamero mepcoHanbHOro ceprudukaTa, B KOTOPOM JOJDKEH OBITh MHCTaJUIMpOBaH Bamn
OTKPBITBHIN Kitou U Qaitnbl cepruduxaros. CK3U, ycraHOBIEHHOE Ha KOMIIBIOTEPE, AOIKHO
o0ecreynBaTh NOJAEPIKKY HOCUTENS C HEPCOHAIBHBIM CEPTU(UKATOM.

2 K stomy MomeHTy Aeewm nomxeH ObITh coznaH B L[YII xak Xoct 0e30macHOCTH WU

[Mopsimok OpicTporo BritoueHus B padoty /1K «3ACTABA-Knuenmy crieayroniui:

1) MoaK/MOYUTh HOCHTENh C KOHTCHHEPOM K KOMIbIOTEpy. YOemauThcs B TOM, uTo Bam
ceprudukar nosisuwics B I[IK «34ACTABA-Knuenmy. JIns 5T0ro0 HEOOXOAUMO OTKPBITH OKHO
«TokeHnb» U yoemutbcs B ToM, uTo B aepeBe Builtin CryptoPro Module nosiBuics Barn

Hocutenb (M. PucyHok 9).
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=0 FASTAWA Client - TokeHbl

(=] O )

4 |Builtin CryptoPro User Module (TMoneso.. || Napamerp
REGISTRY keygen user MyTe
FAT12 keygen user 1Ma

FHadeHKHe

softpkes11-cpro. dil
Builtin CrypkoPro User Module

4 Builtin CryptoPro Module Bepcua Cryptoki 2,10
REGISTRY keyqgen BepcnA BrubnHoTerk 4.1
FAT12 keygen MpOMEE0AHTE ML ELVIS-PLUS
REGISTRY\\Zastava-client ONHCaHWE Crypto-Pro GOST R 34.10-2001 ...
4 Builtin Roots Module
Trusted Certificates token
[ SArpYSHTE l [ BEIFpYaHTE l [ BEepx l [ EHHz l [ OBHOBHTE

Pucynox 9 — [TogkinroueHne HOCUTENS ¢ CEPTUPHUKATOM H KITIOYaMU

OnnoBpemeHHo B okHe «CepTudukars

U KIKO4YU»

nosiBwiIca Bam  nepcoHanbHBIN

ceprudukar Ha Bkiajke «Ilepconanbubie» (cM. Pucynok 10).

[=] ZASTAVA Client - CepTudukatsl u kroumn

Ceptuopukar [lMomowys
S X @

Wmnopt Preshared 3anpoc 3kcnopt Yaanute OBHOBUTH

MepcoHanbHbie } [ osepeHHbie l MpoMexyTo4HbIe I Mpoune I

CRL Preshared '

Wma snagensua Kem BbigaH

C=RU,CN=userd

ro.ru, C=RU O=CRYPTO-PRO,CN=Tes...

TokeH

Pucynox 10 — ABromarndeckoe 1o0aBieHne cepTu(HKaTa U3 HOCUTENS

2) 3apeructpupoBath ceprudukars YL

— OTKpBITh OKHO «CepTU(hUKATHI U KIIIOYN» U HaXaTh KHOMKY «VMmopT».

— B oTkpeIBIIEMCS OKHE HaBUraTopa OTKPHITH (aill ¢ KOpHEBbIM cepTu¢ukarom YII.

KopueBoii ceprudukar YI[ nomxeH ObITh 3aperucTpupoBaH Kak «JloBepeHHBII» Ha

ycrpoiictee Trusted certificate token (cm. Pucynok 11).



25
MKEI0.00626-01 32 01

[=] Buibepute cepTudmkatsl 4ns umnopra

BblﬁEpMTE CEDTMd}MKaTbI, noanexawme MMNopTy, 1 HeobxoauMble onLK,

Pexxum nmnopta  Ycrpolicteo Wma enagencua Kem Beigan Aeictentened go CepuiiHblil HOME|
@osepenﬂblﬁ ¥ | Trusted Certific... E=info@crypto... E=info@crypto... 04.10.2014 11:0... 698403286AA65...

[ Oanee > J [ OTMEHUTDL }

Pucynok 11 — Hactpoiiku B okHe «Ceprudukar/Macrep Kirouein» npu ummnopre ceprudurara Y1
— B cnenyromem oxne mmamora BBecTH PIN-kom Trusted Certificate Tokena (cm.

Pucynok 12).

= Beeawte naponb ﬂ

TokeH: REGISTRY\\7702181537: c573730323133313

Maponk:

COXpaHWTE Naponike AnA By A yLWMK COeQMHEHIA

[oToBOD QOTMEHWTE

Pucynok 12 — OxHo 1151 BBOJIa TApOJIs TOKEHA

[IpenycranoBnennoe 3Hauenue PIN-koma Tokena — 12345678.

Ecnu mepcoHanbHbli cepTudUKaT H34aH KOpHEBbIM YII, TO 3TOro J0CTaToOYHO, €Ciu
nomuuHeHHBIM  YI[ - TO B mo00#  mocienoBaTtelbHOCTH  KOMaHAoH  «MMmopT»
3aperuCTpUpPOBaTh Bce MpoMexyTouHble cepTudukarsl. Ilpu stom 1K «34ACTABA-Kiuenm»
OTIpeIeNISIeT THII CEPTHU(HKATA U KITAJET €ro B HY)KHOE XpaHIIIHUIIIE.

A\
4\

3) Moaxmounthest k LIYTI, mis aToro Haao:

a) OTKpBITh OKHO «YIIpaBJI€HHE MOJUTUKaMU», HaxaB KHonKy «llomutuka» Ha Illanenu
uncmpymenmog (cM. Pucynok 37).

06) B oxHe «YmpaBieHHE MNOJUTUKAMH» BbBLIECTUTh Ha3BaHHE CHCTEMHON TIONUTHKH H
JBK/Ibl HAXaTh JIEBOW KJIABMIIEHW MBIIIM WIM HaxaThb KHONKY «lIpaBkay». OTkpoercs
okHO «Onuuu nonuTuku». McnpaBuTh AEHCTBYIONIYIO TOJIUTUKY:

— B nome  «McrouHuk»  BbIOpaTh =~ MCTOYHMK  MPOTPY3KHM  TOJUTHKH  —
«Cepsep+CepTudukary.

— B none «Ceprudukar» BeiOpath Barr nepcoHanbHbli ceptrdukat (cMm. Pucynok 13).

— B none «Cepsep(bl) MOIUTHK» BBECTU aJpec cepBepa MOIUTHKU. Eciau He ykazaTh

MOPT cepBepa, To Oepercs 3HaueHue no ymomyanuto (500).
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Ecnu cepepoB Heckonbko, IP-anpeca ykaswsiBatoTcsi uepe3 3amstyto. Homep mopra
YKa3bIBaeTCs Yepe3 ABOECTOUHUE.

— Ecnu nepcoHaibHbIi cepTU(UKAT OAUH, TO MOXKHO B 3TOM I10JIE OCTaBUTh 3HAUYCHHUE
«JIro60# mepcoHaNbHBIN cepTU(HUKATY.

— YtoOsl HacTpouTh nonyuenue JIIIb ¢ cepBepa moauTHKu HEOOXOIUMO BBECTH B I0JIE
«Cepgep(p1) momutux» [P-anpec(a) cepsepa, ¢ KoToporo OyAeT MmojaydeHa MoJTUTHKA.

— s peructpanun coodmieHuit npu nepenade JIIb ¢ ceppepa moimuTuku HEOOXOIUMO
BbIOpAaTh YpOBEHb PErHCTpaLUU COOBITHMH B moyie «YPOBEHBb Jora», moapobOHee o0

YpPOBHE perucTpanuu coopituii cm. m. 3.8.1.1.

=l CINUmM NoaMTER @

MCTOdHKEK: |CB|:IBE|3 + CepThhHEaT hi |

CepTrdwcat: |CN=Zastava-Client (GOST R 34.10-2001) noanvcan CN=ORBSS-ZA-M-1248-CA v | | detam... |

CepEepibl) NOAMTHIE: 10,111.6,101
YpoBEeHE Nara: |OTnaﬂ.0l—|Hb|ﬁ - |
IKEw1 Pemhim: |O-:Hu:-BHoﬁ Pk - |
Timeout 10 {cek.) T

MaeHTHdMKaTop IKE
Trn: |DN -

SHaveHHE:  CN=Zastava-Client

[ CoToEo ] | OTMEHHTE |

Pucynok 13 — JloGaBienue mapamMeTpoB MOMUTHKY s iporpy3ku JIIIB B okae «Onmuu momuTuk»

— B cexmun «Maenatuduxarop IKE» BoiOpaTe TN wuueHTHUKaTOpa A TPOTPY3KU
MOJINTUKH, KOTOPBIN AOJKEH ObITh coryacoBaH ¢ LIVII.
B) Ilocne BHeceHUs U3MEHEHUI HaXaTh KHOMIKY «[ 0TOBOY.

r) BeiOpaThb co3maHHYI0 TONUTHUKY M  HaXaTh KHONKY  «AKTHBUPOBaTb»  Ha

HUncempymenmanonou nanenu.

n) Aeenm HaYMHAECT WHUIMMPOBATH CO3/IaHUE 3alTUIIICHHOTO coeanHeHus ¢ cepBepom L[VII.

B mponecce cozmanus coequHEHHs NpU OOpPAIEHWH K HEPCOHAIbHOMY cepTHdUKaTy

Oyner 3ampomier napoib (PIN-kom TokeHa) XpaHWIHWINA MEPCOHATBLHOTO cepTuduKara

(cMm. Pucynok 14).

[Ipu mepBoM oOpaleHny A7 JOCTyMa K XPaHWIUILY KOHTEHepa BBIAAeTCS OKHO BBOJA
napoiist (PIN-xoma) ¢ diarom «coxpaHuTh mapoib AJs JATBHEWIIUX COoenuHeHu». Eciu He
YCTaHOBUTH (pyiar, TO BBEIECHHBIM UM Mapoyib OyAET COXpaHEH, U He OyJeT 3ampaliuBaThbCs
NpYA YCTAaHOBJICHUHM TMOCJIEIYIONMX COEAWHEHWA /0 TMepe3amycka CiyxOsl vpndmn.exe
Aeenma. Ecnn ycTaHOBUTH (piar, TO mapoib OOJbIIE 3aNpalIuBaThCs He Oy ieT.
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Token: REGISTRY\\7702181537: ¢573730323138313

Maponk: | |

COXpaHWTE Naponike AnA By A yLWMK COeQMHEHIA

| [oToBOD | | QOTMEHWTE |

Pucynok 14 — BBoj mapodst TOKeHa [P CO3aHUH 3aIUIIICHHOTO COCTUHEHUS

e) Baecrtu Tpedyemsiit mapons (PIN-kox TokeHa).

k) Ilocie ycraHoBiieHUs! COeMHEHUSI B MH()OPMAIIMOHHOW cTpoke [lanenu uHcmpymeHmos

nosiBuTcs nH(Gopmarus o nporpyske noiautuku u3 LIYIT (em. Pucynok 15).

r "
ZASTAVA Client - Manens ynpasnetus (Monssosatens: AAMAHUCTPATOP) Rl

& | Bl = o g B X
Bxkn/Boikn | XKypHan MonuTop CepTudmkaTtel [MonuTuka TokeHsl [naruHbl HacTpoitku Momows  Beixoa
Tekywas nonuTuKa:

Type: MonuTHKa Nonb3oBaTens

WcToynuk: Cepsep: 87.245.150.143
Hassanme: SG_Solaris

AxTuBMpoBaHa: Tue Jul 12 15:12:10 2011

Pucynok 15 — Texyuwmii craryc JIIIb /1K «34CTABA-Kauenmy (uctounuk JIIIb u nata ee akTuBarium)
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3. PABOTA B TlPA®UYECKOM UHTEP®EWUCE MK « 3ACTABA-
KITMEHT»

3.1. [llaHenb ynpaesneHus

Ilanenv ynpaenenuss CONEPXKUT KHOIMKH, TPU TIOMOIIM KOTOPBIX MOXHO BBIMOJHUTD
HEOOXOMMYIO OIEpali0 WM OTKPBITh JONONHHUTENIbHOE OKHO. Ilocnme 3amycka [IK «3ACTABA-
Knuenmy, na Ilanenu ynpaenenuss otoOpakaroTcs KHONKH: «Bxi/Beikmy, «Kypaany, «MoHUTOPY,

«Ceprudukare, «[lonutukay, «TokeHb», «[Inaruney, «Hactpoiikuy, «[Tomoms» u «Bexomy.

B wwxueit wactu [lanenu ynpaenenus Haxogures nojie (cm. PucyHok 16), oToOpakaroiiee
tekymtyto JIIIB 1K «34ACTABA-Knuenmy (tun aktusupoBanuoii JIIIB, ucrounuk JIIIB, nata u Bpems

€€ aKTHUBAIlUH).

e

% ZAETAMD, Client - MaHens ynpaenedua (Monszoeatens: 1) E (=] @

S 8 = = o g B X

Brn/Beitn  MwpHan  MonwTop  Cepthidmeatel MonmTHeEa  Tokedel  MnarkHel  HacTpofkn  Momowe  Berxoa

TEKYILEA NONMTHES!
THN: CHCTEMHAA NOAMTHES
McToqHKE: Cepeep: 10,111.6,101
HazeaHHe: Userl
AKTHEMpOEaHA: Fri Apr 05 1340026 2016

Pucynok 16 — Ilanens ynpasnenusi mocie BXo/1a B CUCTEMY
3.1.1. MNMepe3arpy3ska JIMNb

[Ipu mepexone B coctosiHue «BBIKI» ynansiOTCs BCE CO3JIaHHbIE Acenmom 3aulUIICHHBIE
coequnaenust (SA) u mporpyxkaercs cuctemHas monuTthka 6o DDP, HacTtpanBaemas B OKHE

«YTpaBiieHHE TOJIMTHKAMI (CM. mojpaszien 3.5) eciiu OTCYTCTBYET CHCTEMHAsI TOJINTHKA.

HpI/I nepexoae B COCTOSAHUC «Bkn» B Acenme IIPOrpyKacTCA 1OJIb30BATCIIbCKAA IMOJIMTHUKA.

3.1.2. NMpocMmoTp cobbiTUn

Bber mMoxxere mpocmarpuBarh (aitn peructpauun coobituit I7K «34ACTABA-Knuenmy tipu
nomou kHonku «KypHam» Ha [lanenu ynpaenenus. Ilpm HakaTWM 3TOW KHONKHU IOSIBUTCSI OKHO

«KypnHany, otobpakaroriiee HHGHOPMAITHIO O CHCTEMHBIX COOBITHSX.
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3.1.3. MoHuTOp

OkHO «MOHHTOP», TOCTYIIHOE Ha)KaTUEM Ha KHOINKY «MOHHTOp», MPEeIoCTaBiIsIET 0030p
AKTUBHBIX B HACTOSIIIIEE BPEMsI 3AIIUIIEHHBIX COCIUHEHUM, YCTAHOBJICHHBIX C JAHHBIM KOMIIBIOTEPOM.
Kpome TOro, okHo «MOHHUTOpP» MO3BOJISIET MPOBECTH (GUIBTPALUIO 3AIIUIIEHHBIX COCTUHEHHIH,
POCMOTPETh CTATUCTHKY IO MaKeTaM, CIMCOK BbIICICHHBIX axpecoB ike-cfg, a taxke mapameTpsl

LIUI030B MPUKJIAAHOIO YPOBHS.

3.1.4. CepTudukaTtbl U KIno4u

Ceprudukats! (BkItouas ceprudukarel Y1), mpeaBapurenbHo pacnpeaeicHHbie Kiroun (pre-
shared)}. COC perucrpupyrorcst B [IK «34CTABA-Kuuenmy uepes okuo «Ceprudukars 1 Kirouny.
Br1zoBute 310 OKHO, BbIOpaB «Ceprudukately Ha [lanenu ynpaenenus. OxHO «CepTUdUKATH U

Kitoum» mokasbIBaeT KpaTkuii 0030p cepTudukaTos.

3.1.5. PaboTta c nonutukon

JIIIb sBnsercss TEKCTOBBIM (halijIoM, OMUCHIBAIOIIUM TMpPaBUia, KOTOPBIE OMPEIEISIOT, KaK
B3aMMO/ICHCTBYIOT OOBEKTHI B 3alIUIEHHON cpeze. s HacTpoiku mapaMeTpoB HEOOXOAUMO HAXATh
kHonky «llomutukay wa [lanenu ynpaenenusi. Oxno «llonmuTHka» mHpegHA3HAYEHO IS
penaktupoBanus cnvcka JIIIb u ycranosku onuuit JITIB. st coxpanenust nusmeHeHHbIX onuuii JITTb n
aKTUBAaIlMU, BEHIOPAHHOM U3 CIKCKA TOJUTHKH, TpeOyeTcs BBEEHUE JIOTHHA U MapoJisl MOJIb30BATENs C

IpaBaM aIMHUHUCTpPATOPA.

3.1.6. PaboTta c TokeHamu

IIK  «34ACTABA-Knuenm» mo3BoisieT BaM  ucCnonb3oBaTb TOKEHbI Kak  Ccpeay
TPAHCHOPTUPOBKH BaKHOM HMHpOpManuu (XpaHeHHE U TOUCK Mapojiei, cepTH(HUKATOB, 3aKPBITHIX
kitoueit). s HacTpoilku mapaMeTpoB HEoO0XOauMo HaxaTrbh KHoOnKy «TokeHsl» Ha [lanenu
ynpagnenus. OkHO «TOKeHbI» MpeJHa3HAYECHO IS PEeAaKTUPOBAHUS CIIUMCKAa TOKEHOB M BBIMOJIHEHUS
psla JOCTYNHBIX JEWCTBUHM: 3arpy3Kd, BXOJa, CMEHBI MapoJisd, WHUIHUATU3AUM U OOHOBJIEHHUS

TOKCHOB.

1 v
IIpeaBapuTebHO pacupeaeacHubie Kiroun noaaepkuBaroTces B 34 CTABA-Oguc npu Hammunn Tokena PKCS #11 kotopsrit
00J1a1aeT BO3MOXKHOCTBIO XPaHUTh MPEABAPUTEIHLHO PACIPEICICHHBIC KIFOUU



30
MKEI0.00626-01 32 01

3.1.7. PaboTa ¢ nnarmHamm
IIppy nomommy MOAysd KPUITOILIATMHOB MOKHO PETHCTPUPOBATh W aKTHUBUPOBATH

KpI/IHTO6I/I6JII/IOTCKI/I, a TaKKC YIPaBJIATb OTACIBHBIMHU KPUIITOAJITOPUTMAMHU, BXOIAIIUMHU B COCTaB

OnoInOTEK.

PaboTa ¢ MoayiieM KpUITOILIATHHOB MOXET MPOM3BOJUTHCS, JIMOO M3 KOMAHIHOW CTPOKH,
mu6o mpu momomu rpaduueckoro mHTepdeiica okHa «lLmaruHb», ISl 3TOr0 HEOOXOIUMO HAXKATh

kHonKy «IInaruns» Ha Ilanenu ynpaenenus, 1100 U3 KOMaHIHON CTPOKH - CM. pa3zel S.

3.1.8. HacTtpounku NK «3ACTABA-KnneHT»

[Tonp30BaTenu UMEIOT JOCTYN K cpeacTBaMm KoHurypupoaHus Hactpoek [IK «3ACTABA-

Knuenmy. JIns aToro Heo0xoaumo Haxath KHoOTKy «Hactpoiiku» Ha [lanenu ynpaenenus.

n00aBJIeHHbIC CUCTEMHBIMH CpeACTBaMH B rpymmy «adminy. OcTalbHBIM TOJIb30BATEISIM
M3MECHEHHE HACTPOCK 3aIpeIleHO.

j B OC Linux u3MeHATh HACTPOHKHM MOTYT TOJIBKO IIOJIb30BaTeNlb root M IOJIb30BATEIH,

3.1.9. Momouwb

BriOpate «I[lomomiby», 4To0bI 0TOOPA3MIIOCh MEHIO, C MOMOIIBI0 KOTOPOTO MOYKHO BBI3BATH

crnpaBounyto cucreMy /1K «34CTABA-Knuenmpy, a Taxxe NOITY4YUTh HHPOPMAIUIO O IPOrpaMMe.

3.1.9.1. WHdopmauusa o nporpamme
Jia monmy4yeHus: MHGOpMalKMK O MporpaMme HEoOXOJUMO HaxaTh KHOMKYy «l[lomomip» Ha

Tanenu ynpasnenus v B BbiliagaroiieM MeHio BeiOpaTh nyHKT «O ZASTAVA Clienty.

3.1.9.2. CnpaBoyHas cuctema lNK «3ACTABA-KnueHT»

WHTepakTHBHAS CIIpaBOYHAs CHCTEMa MOXET HCIOJIB30BATHCS IS TIOJTYYEHUS OTBETOB Ha
Bonpocsl 1o padote /K «3ACTABA-Kauenmy. Ecnu Bl ucnibIThIBaeTe TPYIHOCTH C CO3/IaHUEM HIIN
pelakTupoBaHHEM OOBEKTOB MM y Bac ecTb BOIpPOCH OTHOCHTENBHO MapameTpoB, Bl Moxkere
BOCIIOJIb30BaThCs CIIPABOYHOM cHcTeMOM. J[1s BbI30Ba cHCTEMBI Ha/10 HaxaThb KHONKY «Ilomormib» Ha
Ilanenu ynpaenenuss W B BBHINAgarOlIeM MeHIO BbIOpaTh MyHKT «[loMomb», OTKpOETCS OKHO

«[Tomorky, moapoOHee cM. moapasaen 3.9.

3.1.10. 3akpbiTHe

Haxarue xHomku «Bbixom» 3akpbiBaeT ToibKo rpaduyeckuit untepdeiic [/1K «34ACTABA-
Knuenmpy. Ipu stom ciyx6a vpndmn u /71K «34CTABA-Kauenmy» OyayT mpoaoimkats padboTarh, HO

BMCCTO IMOJTHUTHUKH I1OJIb30BATCIIA 6yz[eT 3arpy>k€Ha CUCTCMHas IMMOJIMTHUKA.
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3.1.11. Crpoka ctatyca JIlNb

B nmxueit wactu Ilanenu ynpasnenusi Haxonutces crpoka (cMm. Pucynok 16), oroOpaxkatomias

tekyuuit craryc JIIIb 71K «34ACTABA-Knuenmy (uctounuk JIIIb m nata u Bpemsi ee akTUBalLMH,

Ha3BaHUE KOHPHUTYPAIUH).

3.1.12. BBopa napons TokeHa

Korna Aeenm HaunHaeT MHULIMHUPOBATH CO3JAHUE 3ALIUIIEHHOTO COCTUHEHHUS C CEPBEPOM
LVYII. B mpouecce co3naHus COeIUHEHUs MPH OOpalleHUH K NEpCOHAIbHOMY cepTuduKaTy Oyner

3amporiieH napoiib (PIN-ko TokeHa) XpaHuIHIIA TEPCOHAIbHOTO cepTudukara (cMm. Pucynok 17).

Taxxe nmaposib 3ampammBaercs HpU JII0OOM O0palleHUH K NEpCOHAIbHOMY CepTH(UKATY,

HampuMmep, Ipu UMIOPTE MePCOHANBHOTO cepTudukara, yaanenuu ero usz I1K «34ACTABA-Knuenm» u

T.1.

P "

ﬂ BeeawTe naponk @
TokeH: REGISTRY!Zastava-client: c5a5163747 166716

Maponk: |

COxpaHHTE Napone AnA By AWM COEAMHEHMA

[ [oToED ] | JTHEHHTE

Pucynoxk 17 — BBox mapoJisi TOK€Ha MpH CO3JaHUH 3alTUIIICHHOTO COSTUHEHUS

& VYnoctoBeputbess B TOM, uto y Bac 3anymen I paguueckuii unmepgeiic IIK «3ACTABA-
Knuenmy, B IPOTUBHOM Clly4a€ OKHO C 3allpOCOM Ha BBOJ| IIApoJisi TOKEHA HE MOSBUTCA U
3aluIIeHHoe coenuHenne ¢ cepsepoM LIVII He cozmacres.

3.2. OkHo «XXypHan»
Oxno «Kypnan» (cMm. Pucynok 18) otkpsiBaetrcs HaxatueMm kHonkH «OKypHam» Ha [lanenn

ynpasieHus. B ixypHane otoOpakaercs coxaepxkumoe (aitna peructparuu coOsituit 3ACTABA-

VYmpasnenue.
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é: ZASTAVA Client - Hypran (Tekywmid) [ CAProgram Files\ELVIS+4ZASTAWA Clienttloghbin_log.txt ]

Daiin  DuasTpe!

Cepeuc Momowe

A §

OTEPEITE  TERYWHA  GHUABTR N0 CECCHK

WHIBTP:

T

X =2 B

Mokazate & OuMCTMTE  HacTpolik  Momowe

[F=5 B X

Koanpoera: |UTF-8 hd

w | CReayHowHi (| MpeaslaywHi MepeLIF Macne AHHA PerncTp BYKE | BRNHYHTE fHIETD

Jlara 1 Bpema

20160413 10:48:11
20160413 10:48:11
2016.04.15 10048:11
2016.04.13 104811
2016.04.13 1004811
20160413 10:48:11
20160413 10:48:11
2016.04.13 10048:11
2016.04.13 104511
2016.04.13 10:48:11
20160413 10:48:11
20160413 10:48:11
2016.04.13 10:48:11
2016.04.15 104811
20160413 10:48:11
20160413 10:48:11
2016.04.13 10:48:11
2016.04.13 104811

Ceccua

10C8C6EE06F11ES. .

10CBCAEE0EF11ES

10C3CEEE06F1IES. .
10CECEEE06F11ES. ..
10C8C6EE06F11ES. .
10C8C6EE06F11ES. .
10C3CEEE06F1IES. .
10CECEEE06F11ES. .
10CBCEEE06F11ES. ..
10C8C6EE06F11ES. .

10C8CEEE06F11ES. ..
10C8C6EE06F11ES. .
10C8C6EE06F11ES. .

10CBCAEE06F11ES

10C3CEEE06F1IES. .

¥poeer Wetoun Coofugenme

INFO DRV
INFO IKE
MOTICE LPCFG
INFO IKE
INFO  IKE
INFO M
INFO LR
INFO M
INFO P
INFO M
INFO IKE
INFO DRV
INFO DRY
INFO IKE
INFO LR
INFO M
INFO M
INFO IKE

PASS UDP 362 10.111.6,111:500 == 10.111.6.101:500. Rule "autopass prmp” action.
Revd message: 10,111,6,101:500-»10,111.6,111:500 10C5C65B06F11E31,124858ECASET7896,000000...
TKE expire traffic: 4096 khytes was set out of cipher alg: G2614789CPRO1-CRC

Exchange completed {IKE 54 Init, Initiator): Purpose: Create new IKE SA  Local Address: 10.111.6.111:5...
Exchange started (IKE S& Auth, Initiskor): Purpose: Create new IKE SA  Local Address: 10.111.6.111:50...
Local certificate is selected: CH=Zastava-Client / 13F11141000000000005 § GOST R 34,10-2001 LSP rule...

queryOpeniyCredential: Auth rule Found: prp_isakmp_rule- =pmp_auth_ike_sign_gost2001 Params: 1.

Certificate will be sent [¥509]:  Subject: Ch=Zastava-Clent Issuer: CN=0ORESS-ZA-M-1245-CA Kevalg: ...
queryFormCertRequestList: Auth rule Found: prap_isakmp_rule- =prap_auth_ike_sign_gost2001, send_requ...
Trusted certificates are selected ko form list of Cert Request:  LSP rule: - not defined yet, emphy 'cert_tru...
Sent message: 10,111,6,101:500<-10.111.6,111:500 10CSC6SB06F11E31,1245858ECASET 7596, 0000000. ..

PASS UDP 379 10.111.6,111:500 <= 10,111.6,101:500, Rule "autopass prp" action.

PASS UDP 856 10.111.6,111:500 == 10,111.6,101:500. Rule "autopass prmp" action.

Rovd message: 10,111,6,101:500->10,111.6,111:500 10C3C65E06F11E31,124858ECASET7596,000000...
queryOpenPeerCredential: Auth rule Found: prmp_isakmp_rule-»=pmp_auth_ike_sign_gosk2001 Params:
Received certificate [¥509]:  Subject: CN=Cffice-Branch Issuer: CN=0RESS-ZA-M-1248-CA Kevalg: G...
Peer cettificate is selected:  [income] Ch=0OFfice-Branch [ 13E8ABTFO00000000004 | GOST R 34.10-200

Exchange completed (IKE 54 Auth, Initiakar): Purpose: Create new IKE S& Local Address: 10.111.6.111...

-

m

Exchange started (IKE SA Init, Initiakar):
Purpose:  Create new IKE 54

Local Address:
Peer Address:

10.111.6.111:500
10.111.6.101:500

IKE SPIs:  12B212FC21994504:0000000000000000
Message-ID: 00000000

Pucynok 18 — OKHO ¢ 3aperucTpupoOBaHHBIME COOBITHIMHU

B BepxHel yacTu OKHa PacIoJI0KEHA ITaHEIb YIIPABIICHHUS.

OCHOBHYI-O 4aCTb OKHa 3aHHMMAacCT Ta6.]'II/II_[a C OIMCAHHEM CHCTEMHBIX COOBITHM. YPOBGHB

JeTaTM3alMy HaCTpanuBaeTCs Mojb3oBareseM (moapobHee cm. 1. 3.2.3 Ha ctp. 36).

CuctemHbie COOBITHS B TAOTUIIE PA30UTHI 110 CIECIYIOUTUM MTapamMeTpam:

— Jlata u Bpems — Bpemst peructpaiu coObITusI.

— Ceccust — HIECTHA/IIATEpPUYHOE BBIpaXKEHHE, COCTaBiIeHHOe u3: cookie Initiator; cookie

Responder; Messenger ID. Ilpuyem mr000e H3 JABYX MEPBBIX BBIPAKCHUN CITYKHT

unentudukatopom IKE-ceccun.

— VYposens — 3HauuMocTh coObiTust (INFO, WARNING, ERROR u 1. 1.).

— HcrouHuk — nporpaMMHBIA MOJTyJb, B KOTOPOM IPOU30IIIO COOBITHE.

- COO6H_ICHI/IC — TCKCTOBOC MPCACTABJICHUC ITPOU3OIICAIICTO CUCTCMHOT'O COOBITHSL.

B HmxHell yacTu okHa B Ooiiee ynoOHOM Buje oToOpaxkaercs mHopMaius U3 crondiia

«Coo011eHne» BIJICTICHHON CTPOKH JKypHaJa.

A)

Tekcr U3 HUKHEH YacTH okHa «OKypHam» MoxHO ckomupoBath B Oydep oomena (Clipboard),
BBIZICJIMB €0 IIPH IIOMOIIW MBIIIK W Ha)XaB KJIABHUIIH <Ctr|+C>. [Ipu HEoOXOmMMOCTH,
MOXHO TIOCTIaTh 3Ty UHPOPMAIIHIO a/IMUHHCTPATOPY OE30IaCHOCTH ISl aHAIN3a BOSHUKIIINX

npobnem ¢ [IK «3ACTABA-Knuenmy.
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3.2.1. Ctpyktypa okHa «XKypHan»

3.2.1.1. CtpoKa MeHI OKHa «XKypHana»
CTpoka MEeHIO COAECPXKUT caenyromue MeHwo: «Daitny, «PunbTps», «CepBucy, «lloMouipy.
Koman sl MeHIO mpeicTaBieHsl B Tabnuiie (cMm. Tabmuma 1).

Tabmuma 1 — Komanael MmeHto okHa «KypHam»

Komanna XapakTepucTuka
Dajin
OTKpBITH OTKpbIBaeT KypHai cOOBITUH, BRIOPAHHBIH ITOJIb30BaTENIEM.
OTKpBITH TEKYILNI OTKpbIBaeT TEKYLIUH KypHAI COOBITHH.
KypHal
OTKpBITH HOBBIM XypHaN | OTKpbIBa€T HOBOE OKHO «OKypHam».

DOUIbTPHI

Ouibtp no ceccun IKE | OrdunbTpoBbIBaeT B )KypHase Bce COObITHS 110 BEIOpaHHON CECCUU
(cookie Initiator; cookie Responder).

@unbTp no o6meny IKE | OTdunbTpoBeIBaeT B )KypHale BCe COOBITHS IO TIOJTHOMN BHIOpAaHHOM
ceccuu (cookie Initiator; cookie Responder; Messenger ID).

@uIbTp O YPOBHIO OT¢unbTpoBBIBaET COOBITHS 110 BEIOPAHHOMY 3HAYEHUIO 3HAYMMOCTH
(cronbert «YpOBEHBY).

@uIbTP O UCTOUYHUKY OT¢unbTpoBBIBAET COOBITHS 110 BEIOPAHHOMY 3HAYEHUIO IPOrPaMMHOTO
MOJyJIsl, B KOTOPOM MpOoU301LUIo coObIThe (cTonoer «MICTOUHUKY).

TTokasatb Bce OTtMmeHsieT mapameTpsl PUIBTpAIMK U 0TOOpakKaeT BeCh KypHal
CHUCTEMHBIX COOBITHH.

Cepsuc

Konuposats B 6ydep Konupyet nuadopmariuio u3 BbII€JIECHHBIX CTPOK KypHaya COObITHI B

oOMeHa Oydep oomeHa.

Konmposats B nosie Konupyet conepxaHue BbIJCIEHHON siUeHKU *KypHasla COOBITUI B I0JIE

¢unbTpa «DunbTp».

Ouunctuthb Ouwnmiaer Texkymiee coaepKuMoro okHa «KypHam» u ¢aiina
perucTpany CUCTEMHBIX COOBITHH.

Hacrtporiku OrtkpriBaeT 0kHO «ITapameTpsl Jtoray 71 HACTPOUKHU MapamMeTPOB

peructpanmu U NpeacTaBJICHUA CUCTCMHBIX COOBITHIA.
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Komanna XapakTepucTuka
ITomome
CrpaBka 110 )XypHaily OtkpeiBaer paznen «CopaBku», MOSCHAIOLMI padoOTy € KypHaJoM
pErucTpany CUCTEMHBIX COOBITUH.
ITomomp Be13oB 00mieii CripaBounoii cuctemsl I1K «34ACTABA-Knuenmy
3.2.1.2. NaHenb MHCTPYMEHTOB OKHa «XKypHan»

Onucanue snemeHToB [laHenu uHCTpyMEHTOB oOkHa <« OKypHam» HpUBEAEHO B TabIuIe

(cMm. Tabnuna 2).

Tabmuna 2 — Onrcanue KHOMOK MaHeJIM HHCTPYMEHTOB OKHa «OKypHam»

Knonka

Onucanue

OTKpbIBaeT )XypHaI COOBITHH, BHIOPAHHBIH MOJIb30BATEIIEM.

OTKpBITh
L@J OTKpbIBaeT TEKYLIUH KypHATI COOBITUH.
Texymuuii KHomnka HeakTUBHA ITPU IPOCMOTPE TEKYIIEro XKypHasa COOBITUH.

) 4

OuIbTp MO CECCUU
IKE

OT1hunbTpOBBIBAET B KypHAJE BCe COOBITHS O BRIOpaHHOM ceccuu (COoKie
Initiator; cookie Responder).

%

Iloka3atn Bce

OtmensieT mapameTpsl GUIBTPALIUU U TIO3BIBAET BECH KYPHAT CUCTEMHBIX
COOBITHH.

X

Ouminaer Tekyiee coJaepXumMoro okHa «KypHan» u daiina perucrpanuu
CHCTEMHBIX COOBITHH.

OuucTuth
=1 OtkpsiBaeT okHO «IlapaMeTpsl Jora» 1711 HACTPOUKH IapaMeTpOB
HacTpoiik perucTpanyy U npeCcTaBiIeHHUs] CHCTEMHBIX COOBITUH.
| OTtkpeiBaet pazaen «CrnpaBKuy, MOSICHIIONUN paboTy ¢ KypHAIIOM
HOH.IL pErucTpaIy CUCTEMHBIX COOBITHH.
Koauposka Br160p koiupoBKH, B KOTOPOIl HHPOpMaIHs 0ToOpakaeTcs B )KypHale.
DubTp BBox TekcTa, mo KoTopomMy OyAeT NpOU3BOIUTHCS (PUIIBTpALIUs
Crenyroruii Crnenyroriasi CTpoOKa )KypHalia, COOTBETCTBYIOIIAs 3aJaHHOMY (DHIIBTDY.
Ipenpiaynmit [Ipenpiaymias cTpoka KypHalla, COOTBETCTBYIOIIAs 3aJJaHHOMY (HIIBTPY.
Ilepssrit [lepBas cTpoka xypHaja, COOTBETCTBYIOIIAs 3aAaHHOMY (DUITBTDY.
[Mocnenuuii [Tocnenusist cTpoka *xypHaia, COOTBETCTBYIOIIAs 3alaHHOMY (DUIBTPY.

Peructp OyxB

Eciu (bﬂa)i(OK YCTAaHOBJICH, (bI/IJ'ILTpaL[I/ISI MPOU3BOAUTCA C YIHETOM pPCrucTpa.

Ecnu ¢naxok He ycTaHOBIIEH, (GUIbTpanus Npou3BOIUTCS Oe3 yuera
perucrpa.
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Knonka Onucanune

Bxumounts puinstp | OTQUIBTPOBBIBAET CTPOKH, B KOTOPBIX MIPUCYTCTBYET TECT U3 MO «DUIBTPY.

OToOpaxkaeT MOJHBIHN KypHAaIIL.
Yopath

dHIBTPAIHIO Knonka otobpaxaercs, Korjaa BKJItoueHa (GUIbTpaIus Mo KaKoMy-JIu00

napamerpy.

3.2.1.3. KoHTeKcTHOe MeHI0 OoKHa «XKypHan»
KOMaHI[bI KOHTCKCTHOI'O MCHIO OKHa «}KypHan» U UX OIIHMCAaHUC NPHUBCIACHLI B Ta6111/1ue
(cm. Tabnuma 3).

Tabnuna 3 — Komanapl KOHTEKCTHOTO MEHIO OKHa «KypHam»

Komanna XapakrepucTuka

@unbtp 1o ceccuu IKE Beigensier B )xypHaie Bce coObITHS 10 BIOpaHHOU ceccuu (COoKie
Initiator; cookie Responder).

@unbTp mo o6meny IKE | Beiensier B sxypHaiie Bce COOBITHS 110 TIOJTHOM BRIOPAHHOM ceccru
(cookie Initiator; cookie Responder; Messenger ID).

@uIbTp 1O YPOBHIO Beinenser B xxypHaie Bce coObrTust o ux 3HaunMoctu (INFO,
WARNING, ERROR).

@UIbTP 0 UCTOYHUKY Beinenser B )xypHaiie Bce COOBITHSI OTHOCUTENIFHO TPOTPAMMHOTO
MOJ1yJisl, B KOTOPOM IPOU301LI0 cOObITHE (T1071e «ICTOUHMKY).

Konuposats B 6ydep Konupyet nndopmaruio 13 BeIAEICHHBIX CTPOK KypHaja cOObITUIN B
oOMeHa O0ydep odmeHa.
Konuposars B nosne Konupyet coneprkanue BbIICTICHHON SYeKH )KypHasa cOObITUH B 1oJie
¢unbTpa «DUIBTP».

3.2.2. PunbTpauma otodbpakaeMbix COObITUN

OtdunbTpoBaTh HHOOPMAITUIO B XKypHAJIE MOXKHO JIMOO TIO OAHOMY U3 MPEAYCTaHOBIEHHBIX
GbunbTpoB (MeHIO «DUITBTPBI»), TNOO MO TPOU3BOILHO 33JAHHOMY TEKCTY.

s dunbTpanuy ¢ MOMOIIBI0 MPEAYCTaHOBIEHHBIX (PUIBTPOB CIEAYET BBIACIUTh B TaOIUIE
CTPOKY ¢ TpeOyeMbIM 3HaUE€HUEM IapaMeTpa U 3aTeM BBIOpAaTh B MEHIO HYXHbIH QuibTp. Hampumep,
4yT00bI 0T(hUIBTPOBATH Bce coObITUA ypoBHS «INFO», ciieyeT BbIIEIUTh B XKypHaJe JTI00yI0 CTPOKY,
B cronbne «YpoBeHb» KoTopod cromt 3HaueHue INFO, 3arem BBIOpaTh KOMaHAYy MEHIO
«DOunbTpe» 2 «@UIBTP MO YPOBHIO». B pesynbrare B xkKypHalie OyIyT 0TOOpaxaThCsi TOIBKO CTPOKH
c ypoaem INFO.

YtoObl OTPMIBTPOBATH COOBITHS TO MPOU3BOJIBHO 33JaHHOMY TEKCTY, BBEAHTE HYKHBIN

TEKCT B IIOJIC ((q)I/IJ'II)Tp)). PGSYJ'H)TaTBI IMOMCKa MOACBCYMBAOTCA HACTPOCHHBIM IBETOM IO MEPEC BBOJA
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Tekcta. [lpm Hakatum KHONKH «BKIOunTh QUIBTP» B KypHAIE OyAyT OTOOpa)kaThCs TOJIBKO
OT(UIBTPOBAHHBIC CTPOKH, COJCPIKAIINE BBEICHHBINA TEKCT.

UroObl ckomupoBaTth B moje «DMIBTp» COIEPKUMOE KakoW-muOo sUeiku JKypHana,
LIEJIKHUTE MMPAaBOM KJIABHILEH MBIIIM HA HYXHOW AYEHKE U B IOSBUBIIEMCS KOHTEKCTHOM MEHIO

BbIOEpUTE KOMaHy «KonupoBaTh B I0JIE PUILTPay.

3.2.3. Hactpoika napameTpoB perucrpaumm coobiTun

Hactpoiika mapameTpoB peructpanuu CoObITUN MPOU3BOAUTCS u3 okHa «[lapamerpsr jmoray,
KOTOpoe OTKpbiBaeTcs kKHonkod «Hactpoliku». OkHO «llapameTpbl j0ra» comepX uT IBE BKIAIKH:
«O6paboTka» u «OTOOpaKEHHEN.

Ha Bxmagke «OO6pabotka» (cm. Pucynok 19) mpousBomuTcss HacTpolka mapaMeTpoB
peructpanuu coObiTuid. ColepikaHue BKJIQJKH TOJHOCTBIO OyOnmpyeT BKIaAKy <«OKypHam» OkHa

«[Ipoure HACTPONKM» U HACTPAMBAETCS aHAIOTHYHBIM 0Opa3om (cm. 1. 3.8.1 na crp. 92).

“ﬁ MapameTpel nora @
ObpaboTka OToBpakEHHE

¥POEEHE NMPHNOXEHMA

¥pOEEHE NOra: | CobkITHA b

OTRAA0HHEIA PEXHM

YpoBeHE A4pa

¥pOEEHE NOra: | CobkITHA b

OTNaA0HHEIA PEXHM

AsklK Nora: | AHCAMACKHA  *

| BecTH zanmce & dann

-

MakcHManeHe pasmep daiina (KB): 10240 5| YMcno pesepeHelx KONMA: 5

4k

JEMHCEIEATE B CHETEMHEIR $0vpHan (Syslog)

Aapec cepeepa Svslog:  (127,0.0.1 MpoTokan (udp
Koavpoeka: |UTF-5
Kateropma: |locald

¥ AANATE CHMEON NEPEEDAS CTROKH M3 CDDELIJ.BHHﬁ

[ CoToso ] | OTHEHHTE |

Pucynok 19 — OkHO HAaCTPOIKH MapaMeTpOB PEruCTPAIIUU COOBITHIA
[TapameTpsl TpEACTaBICHUS JKypHaJla CHUCTEMHBIX COOBITHI HAcTpauBalOTCS Ha BKJIAJKE

«OTtobpaxkenue» (cM. Pucynok 20).



37
MKEI0.00626-01 32 01

51 Napamerpel Aora @
CTohpakeHKe

[ PucoBaTE ceTry

[] ®oH ¢ yepeaosaHHEnm
MoKasbIBATE COOALLEHME NPH HEYLAYHOM NOHCKE
=

Pasmep TabynauK9, MMKcenoe: 20 (=

LWpHdTeI M LEETA

vposeHs  UgerTexcra  Liset dona W
HFO | mpaska.. || mpaecas.. || mpaska.. || cBpoc |
WARN | mpaska.. || mpaexas.. || mpaska.. || cBpoc |
ERROR | Mpaska.. || Mpaska.. || Mpaska.. || cGpoc |
WOTICE | Mpaswa.. || Mpaeka.. || Mpassa.. || cépoc |
SEARCH | Mpaera.. || rMpasra.. || mpasea.. || cBpoc |
| mpaexa.. || nMpaeca.. | . Chpoc |
| mpasca.. || cpoc |

[ rotose | | omenme |

Pucynok 20 — Hactpoiika mapamMeTpoB NpeCTaBICHUS KypHalla CUCTEMHBIX COOBITHIT

Bbl MOXeTe HacTpOHWTH IIBET TEKCTa, MBET (hoHA W MPHUPT IT OTOOPAKEHHS COOOIICHUI
KaXJ0ro M3 ypoBHEH. Il HACTpOMKHM IapaMeTpa ClIeAyeT HaXKaTb COOTBETCTBYIOLIYIO KHOIIKY
«IIpaBka» W B TMOSABUBIIEMCS OKHE W3MEHUTH 3HaueHus mnapamerpa. Kuomka «COpoc» Mmo3BoJISIET
COpPOCHUTH TOJIH30BATEIHCKUE HACTPONKH Ha HACTPOUKH IO YMOJTYAHUIO.

IIo OKOHYaHMM HACTPOMKHM CIIENYET HaXKaTh KHONKY «['0TOBO» I MPUMEHEHUS CHEIaHHBIX
U3MEHEHUH.

I[J'IFI OTMCHBI HACTPOCK CICAYCT HAKaTb KHOIIKY «OTMEHUTDY.

3.2.4. KonupoBaHue onucaHusa coobITUN

Jist kormpoBaHust HHGOpMAIH HEOOXO0AUMO:
1) BblaenuTh OJHY WM HECKOJIBKO CTPOK B KypHasie. BbIJeNeHHE HECKOIBKHX CTPOK
MPOM3BOAMTCS CTAHAAPTHBIM 00pa30M, ¢ MOMOIIBIO KinaBui <Shift> umm <Ctrl>.
2) CkomupoBaTh BBIJICICHHBIE CTPOKH B Oy(ep oOMeHa OJTHIM U3 CIIOCOO0B:
— BBIOpaB B KOHTEKCTHOM MeHI0 KomaHy «KomupoBats B Oydep oOMeHay;
— BbIOpaB koMaHay MeHto «CepBucy = «Komuposats B Oydep oOMeHay;
— HaxaB coyeranue kinasum <Ctrl + C>;

Brinenennsie cTpoku OyIyT CKOMUPOBaHBI B Oydep oOMeHa.
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Nudopmanus u3z Oydepa oOMeHa MOKET OBITH BCTaBJIICHa B BBIOpAHHOE TPUIIOKECHHE

CTaH/IapTHBIM 00Pa30M.

3.2.5. Pann perncrpaumm CUCTEMHbIX COObITUN

Coaepxxumoe okHa «KypHam» xpaHutcd B daiine bin log. txt.
Bbl MoXeTe OTKpBITH A1 HPOCMOTpa ApPYyrue >KypHambl peructpauuu coOwsituit [1K

«3BACTABA-KnuenT» npu noMomy KHONKU «OTKpPBITH) Ha IIaHEJIU HHCTPYMEHTOB OKHa «OKypHam.

3.2.6. OuuncTKa xXypHana u ¢panna permctpaumm CUCTEMHbIX

coObITUN

JIist OUMCTKU TEKyLIero coaepkumoro okHa «KypHan» u Qaiina peructpanuu CUCTEMHBIX
COOBITHI cieIyeT HaxaTh KHONKY «O4YHCTUTEY. B pe3ynbraTe 04nCTKY MPOU30MAET ClIeAyIoIIee:
— XKypnan 6yaet ouuiieH;
— CoObITHE OYUCTKHU KypHalla OyJneT 3aperucTpUpOBaHO U pa3MEUIeHO B Hauaie (aiina
peructpanuu cCoOObITHI, a TaKXkKe MOSBUTCS BBEPXY CIHCKa B OKHE «XKypHamy.
— «Crapplif» CHHCOK 3aperUCTPUPOBAHHBIX COOBITHI OyneT mnepeuMeHoBaH B ¢aia ¢

pacipenuem *.bak u ¢ umenem Buna bin_log <womep no nopsioxy>.

3.3. OkHO «MoHuTOpP»
OxHO «MOHI/ITOp», JOCTYIIHOC HaAXXATHEM Ha KHOIIKY «MOHI/ITOp», MpEaAOCTaBIACT 0630p

AKTUBHBIX B HACTOAIICC BPEMA 3allIMIIICHHBIX COGHHHCHHﬁ, YCTAHOBJICHHBIX C JaHHBIM KOMIIBIOTCPOM.

Kpome Ttoro, oxHo «MoOHHUTOp» TO3BOJIIET MPOBECTH (PUIBTPALMIO 3AIIMIIEHHBIX
COEMHEHUH, MPOCMOTPETh CTATUCTHKY IO MaKeTaM, CIMCOK BbIJIEIIEHHBIX ajpecoB ike-cfg, a Takxke
IapaMeTpsl ILI030B NPUKIAJIHOTO YpoBHA. OKHO CONEPKUT HECKOJIBKO BKJIAJOK, KaK IOKa3aHO Ha

pucyske (cMm. Pucynok 21).
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1 Z4STAVA Client - Mosrop 1 1. R (e

Menyueno nakeroe (Baiit)
Mocnano nakeros (GawTt)
PacLundposaro naketos
3aWwndpoBaHD NAKETOE

MenyueHe HezalNg POBAHHEBIX M
MoCAaHG HESALMGPOBAHHGI ...

OmMBKK BO EXOAALLMX N3KETAX
CQWMBKK B MCLOSALLMK N3KETaX

CWMBKN 3yTEHTUGNKALWKN BO BX...

OwnBkyn Npu NoAaEAEHNN 3TaK ..,

O76poLLIEHD NakeTos (sxoaaLx...
KonnuecTeo MCNoAL30BaHHBIX BX...

KonmuecTeo McnonesoBaHHBIX B..,
KonM4ecTss co33HHbD BoB@AH. .

Konmuectso nakeros - 3anpocos...
KonmuecTse npomaxoe 4na exog.
Ko/M4ecTso NpomMaxos 40a HCKo...

4 IKEvl

IKE 5A co3aamo (He co3gamo) u..

OTBEPrHYTO 3aNPOCOE Ha CO3AAH...

IPsec SA cozgaHo

MM oBMeHss yenewnb (Heycn...
AM 0BmMeHOE yeneLuHb (Heycn...
QM oBmeroE yenewHbx (Heycn..,

IX 0Bmeros yenewnbix (Heycne...

TX obmeros ycnewHbx (Heycne..,

4 IKEv2

IKEv1:

IKE SA co3aaHo (He co3gaHo) H...

IKE SA 5030BHOBNEHO MHULANPO...
MepeHanpasnenuii npi cosganm...

COOKIE sanpoweno/oTocnaHo

OTBEPrHYTO 38NPOCOE HA COZAAH..

O6rosnenwid kntosei IKE SA nh..
IPsec SA cozgaHo

O6rHoeneHwii Kntoveii IPsec SA n.,

MonbiTok 0BHOBNEHMA KAKOYED ...

BpemenHbix 0TKa30E & 0BHOENEH...

INIT o6reros yenewums (c ou..

RESUME omeHos yenewHex (c ...

AUTH o6meros yenewHen (¢ 0.,
CHILD obmenos ycnewHsix (c o...

INFO oBmeHoB ycnetHs (¢ ow...
4 FiltDB Ksw
Pasmep xawu-Tabnuue! (63T Mak...

Metka BanngHocTi
AKTHEHBIX 3anucei
YaanenHbIx 3anucei
ANnouNpOEaHHBIX 2aNKcei

YaneH eI 3anuCeii NOBTOPHO i...

3anuceil B AMHUAX NOBTOPHO UC..,

Knnnuanii

£ CTaTUCTIRE tE Crmcok SA E] Crvcok HnsTpos
Mapamerp 3HaueHne m
4 IPsec

256 937 (356 938 083)
153029 (3 585 474)
25062

17493

231875

135534

0

0
0
0
00/0
0

0

[

2

18
1453

00 /00
0

0
0 /00
0@ /0@
0(0)/0 ()
0[0/0(0)
00 /0@

mn

2(0)/0(0)
0/0
as0
0/0

0
0/0/0
1

0/0/0
0/0

0/0
2(00/0)
0(0)/0 ()
2(0)/0()
0@/0(0)
113(0)/0 (0)

1%8192 %8 (5440 048/825 568)
13

1446

0

1446

i1

0

n

init: 0, resp: 0 IKEv2: init: 2, resp: 0 IPsec:  bundles: 1, ESP: 1, AH: 0, IPcomp: 0 FiltDB:  alt: 4, main: 4, dynamic: 0

Pucynok 21 — OxHo «MoHUTOp», BKIaIKa «CTaTUCTHKA

3.3.1.

Ha Brmagke «CraTtuctuka»

Bknagka «CtaTtuctuka»

(cM.  PucyHok 21) MOXHO TOJYYHUTh CTaTHCTHYCCKYIO

MH(pOpPMAIIUIO TI0 BCEM TMaKeTaMm, MPOIIEAIINM 4epe3 npaiiBep Aeenma (Hampumep, Mo MPOTOKOITY

IPsec) (cm. Tabmuia 4).

Tabnuia 4 — Onmcanne mapaMeTpoB BKIATKH «CTaTUCTHKA

MapameTp

OnucaHue

IPsec

[Tomyueno makeToB (6aiiT)

KonnyecTBO makeToB, MOJYYEHHBIX C MOMEHTA 3aImycKa
|Aeenma

[Tocnano maketoB (0aiT)

KomnyecTBO makeToB, OTIPABICHHBIX C MOMEHTA 3aITycKa
|Aeenma
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MapameTp

OnucaHue

PacimdpoBaHo nakeToB

KomnuecTBo nmakeToB, pacuinppoBaHHbIX A2cermom

3amuppoBaHO MaKETOB

KommuecTBo IIaKCTOB, SaIHI/I(prBaHHBIX Aeenmom

[Tony4yeHno He3amMppPOBaHHBIX
aKeTOB

KonnyecTBo moyuyeHHbIX Aeenmom He3ammu(poBaHHBIX
[1aKECTOB

[Tocnano He3amM(PPOBAHHBIX MTAKETOB

KonuuecTBo OTHPAaBJICHHBIX HCSaIJ_II/I(prBaHHBIX IIaK€TOB

OwmuoKu BO BXOAAIIMUX ITaKETax

KonruecTBO OmMOOK BO BXOJAIIUX ITAKETax

OmnOKY B UCXOIAIINAX TaKeTax

KoauuecTBo o100k B HCXOOAIIUX ITaKETax

OmmOKy ayTeHTU(DUKAITIH BO
BXO/ISAIINX MTAKeTax

KoymuecTBO 0mmO0OK ayTCHTI/I(l)I/IKaIII/II/I BO BXOsIIIUX ITaKE€Tax

OmmOKY MY MOJABJICHUN aTaK
BOCIIPOM3BEICHUS BO BXOIALIUX
MaKeTax

KonuecTBO OmmO0OK IIpH MMOAAaBJICHUHN aTaK BOCIIPOU3BCACHUA
BO BXOAAIIHMX ITAKETax

OTOpOIIEHO TAKETOB
(BXOISAITUX/UCXOISAITNX )

KonuecTBo OTOpOILIEHHBIX TAKETOB WM (parMeHTOB

KonnuecTBO UCIIOIB30BaHHBIX
BXOJIHBIX ()parMeHTOB

KomuuectBo IP-parmMeHTOB, NCIIONB30BAHHBIX MTPU
[peacceMOIMPOBAHUU BXOJHOTO MaKeTa

KonnuecTBO UCIIOIB30BaHHBIX
BBIXOJHBIX (PparMeHTOB

KonuuectBo IP-parmMeHTOB, NCIIONB30BAHHBIX MTPU
[peacceMOIMpPOBAHUU BBIXOIHOTO MaKeTa

KonruecTBO co3JaHHBIX BBIXOIHBIX
¢dbparMeHToB

KomnnuectBo IP-gparmenToB, co31aHHBIX IPU (PparMeHTaIIH
BBIXOJIHOTO TTAKeTa

KonuyecTBO makeToB — 3aIpOCOB Ha
noamxeane MTU

KomrdecTBo makeToB — 3ampocoB Ha moHmwxkenue MTU

KonruecTBo MpoMaxoB JUTsl BXOASIINUX
MaKeTOB MPHU MOUCKe (PUIBTPA B XOIII-
TaduLe

KonnyecTBo MpoMaxoB JiIsl BXOJSIINUX MTAKETOB MPU MOUCKE
(buabTpa B XdUI-Ta0NNIIE

KosmdyecTBO MpomMaxoB Juis
WCXOJIAIINX TTAKETOB TPH MTOMCKE
¢mibTpa B X31I-Tabiauie

KonnyecTBO MpoMaxoB JjIsl UCXOSIIUX MAaKETOB IPU TTOUCKE
(buabTpa B XdUI-Ta0NNIIE

IKEv1

IKE SA co3nano (He co3/1aHo0)
I/IHI/II_[I/II/IpOBaHHI)IX/ OTBCUYCHHBIX

KosmaecTBo co3/1aHHBIX (HE CO3/1aHHBIX ) MHUIIMUPOBAHHBIX/
orBeueHHbIX IKE SA B hopmare X(X)/X(X)
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MapameTp

OnucaHue

OTBepruyTo 3ampocoB Ha CO3JjaHHe
IKE SA

KonnuecTBO 0TBEpruyTHIX 3arpocoB Ha coznanue IKE SA

IPsec SA co3maHo

KonunuectBo co3nanubix IPsec SA

MM 00MEHOB YCITEUTHBIX
(HEeyCIEeIIHBIX )
WHUITUPOBAHO/OTBEYECHO

KonnuecTBo ycnenHpix (HeycrnenHax) oomenos MainMode
MHUIIMUPOBAaHO/0TBeUEHO B hopmare X(X)/X(X)

AM 00MEHOB yCHEIIHbIX
(HEeyCHeIIHbIX)
WHUIIMAPOBAHO/OTBEUEHO

KonnyecTBo ycneniHpix (HeycCrenHbix) oomenos Aggressive
Mode nnuuupoBano/otBedeHo B hopmate X(X)/X(X)

QM 00MeHOB yCTIEITHBIX
(HeyCHeIIHbIX)
WHUIUHPOBAHO/OTBEYECHO

KomuuecTBo yernemnbix (HeycneniHbix) oomernoB Quick Mode
MHUIMHPOBAHO/OTBE4YEHO B hopmate X(X)/X(X)

IX 06MEHOB yCHEeIHBIX (HEYCIEIIHbIX )
WHUIIMAPOBAHO/OTBEUEHO

KomuuecTBo yenemnbix (HeycmnenHbix) oomMeros Informational
Exchange nannmuposano/otBedeHo B popmate X(X)/X(X)

TX 0OMEHOB yCTEIIHBIX
(HeyCHeIIHbIX)
WHUIIMAPOBAHO/OTBEUEHO

KosuuecTBo yernemmHbiX (HeycnenHpix) ooMeHoB Transaction
Exchange nanIuupoBaHo/0TBEYCHO MPUHSATHIX 3aIIPOCOB HA
cosznanue 1X B popmare X(X)/X(X)

IKEV2

IKE SA co3nano (He co3/1aHo)
WHUITUIPOBAHHBIX/OTBEUEHHBIX

KoinuecTBo co31aHHBIX (HE CO3AaHHbBIX ) UHUIIUMPOBAHHBIX/
otBeueHHbIX IKE SA B hopmare X(X)/X(X)

IKE SA B0300HOBJICHO
WHUITUUPOBAHHBIX/OTBEUEHHBIX

KonuuectBo Bo300HOBIEHHBIX IKE SA
MHUITUUPOBAHHBIX/OTBEUEHHBIX

[lepenanpasnenuii npu coznanuu IKE
SA nonyueHo/nocnano

KommyectBo nepenanpasnennii IKE SA momyueHo/mocnano

COOKIE 3anpormieHo/0TociaHo

KonnyecTBo 3anpouieHHbIx/oTipaBieHHbIX TokeHoB COOKIE

OTBEprHyTO 3aMpPOCOB HA CO3/IaHKE
IKE SA

KosrmaecTBO OTBEpPrHYTHIX 3ampocoB Ha co3panne |[KE SA

OOHoBeHUN Kirouel |IKE SA
WHUITUIPOBAHHBIX/OTBEUEHHBIX/
KOJUJTU3UN

KommyectBo oOHOBeHMI kitoueit IKE SA mHHIIMupoBaHHBIX/
OTBEUCHHBIX/KOJUTN3Ui B hopmate X/X/X

IPsec SA co3maHo

KomnuectBo co3nanusix IPsec SA
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MapameTp

OnucaHue

OOHoBIeHNN Kinroueit IPsec SA
WHUITUIPOBAHHBIX/OTBEUCHHBIX/
KOJUIA3UU

KonnuecTBo 0OHOBIeHUH Kitoueld IPSec SA mHUIMHpOBaHHBIX/
[OJTy4CHHBIX/KOJUTM3UH B hopmate X/X/X

[TomBITOK OOHOBIIEHUS KIIFOUEH
HecymiecTByromei IPsec SA nanHbBIM
XOCTOM/TIApTHEPOM

KommaecTBo MONBITOK OOHOBJICHUS KIIIOUEH HECYIIEeCTBYIOIICH
IPsec SA naHHBIM XOCTOM/IApPTHEPOM

BpeMeHHBIX 0TKa30B B OOHOBIICHUU
KITFOYEH TaHHBIM XOCTOM/TIapTHEPOM

KonndyecTBO BpEMEHHBIX OTKa30B B OOHOBJICHUH KITIOUYEH
NTAHHBIM XOCTOM/IIapTHEPOM

INIT oOmeHOB ycnenHbIx (¢
OIIMOKaMU WJIM HEYCIICIIHbIX )
WHUIIMAPOBAHO/OTBEUEHO

KomuectBo oomenoB INIT_IKE_SA ycrnemnsix (¢ ommdkaMu
WTM HEYCIELIHbIX ) MHULIMUPOBAHO/OTBEUEHO B hopmare

X(X)/X(X)

RESUME 06MeHOB ycnienHbIX (¢
OMMOKaMU WJIM HEYCIICITHBIX )
WHUIUHPOBAHO/OTBEYECHO

KonnuectBo oomenoB RESUME_IKE_SA ycrnemnsix (¢
OIIMOKAaMU WJIM HEYCIIEITHBIX ) MHUITUMPOBAHO/OTBEYCHO B
(opmare X(X)/X(X)

AUTH oOMeHOB ycniemHbIx(c
OMMOKaMU WIJIN HEYCTICTITHBIX )
WHUIUHPOBAHO/OTBEYECHO

KonnyecTBo ycrnenHsIx (¢ OmuOKaMy WM HEYCIEIIHbIX )
oomenoB |IKE_AUTH unumunposano/otnpasieHo B popmare

X(X)/X(X)

CHILD o6menoB ycnemHbIx(c
OIIMOKaMU WM HEYCIEITHBIX )
WHUIUMPOBAHO/OTBEYEHO

KoanuecTBo ycnemHbIx (¢ ommrOKaMy UM HEYCIEIIHbIX )
oomenoB CREATE_CHILD_SA oGmenoB
MHHUIMHPOBAHO/OTIIPaBIeHO B popmate X(X)/X(X)

INFO oOmMeHOB ycrnenHbIx(c
OIIMOKaMU WJIM HEYCIEIIHbIX )
WHUIIMAPOBAHO/OTBEUEHO

KonnyecTBo ycnenHsIx (¢ OmuOKaMH WM HEYCHEIIHBIX )
oomeroB INFORMATIONAL uHUTIMHPOBaHO/OTIPABICHO B
bopmate X(X)/X(X)

FiltDB Kam

Pasmep xam-Tabauis! (0alT
MaKCHUMYM/BBIJIEJIEHO)

Pa3mep xa1m-Tabnuibl (0alT MakCUMYM/BBIIENIEHO) B (hopmare
X*X*FX(X/X)

MeTka BAJIMIHOCTH

Tekylee 3HaYEHUE METKH, CITy X allen Il OpeaeIeHus
BO3MOKHOCTH HCIIOJIH30BAHMS 3aIMCEH B XAIII-TaOIUIE

AKTHUBHBIX 3aIuCeH

KoanduecTBO aKTUBHBIX 3aIlliCEH

'V HajieHHbBIX 3a0UCEN

KosmuecTBO y/iameHHbIX 3anucei

AJIJ'IOLII/IpOBaHHBIX 3anucei

KoauuecTBo 3anuceit BBIACIICHHBIX U3 ITaMATU

Y 1an€HHBIX 3alMCEN IIOBTOPHO
MCII0JIb30BaHO

KoauuectBo IMOBTOPHO UCITIOJIb30BAHHBIX y,Z[aHéHHBIX 3amnucen
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MapameTp OnucaHue
3anuvceil B IMHUSX TOBTOPHO KonuecTBO HCIOIB30BAHHEBIX 3alIUCEN B JIMHUAX
HCIIOJIL30BAHO
Koz uii KonnuecTBO MONBITOK JO0ABJIEHUS OAUHAKOBBIX 3AIUCEN

3aIr0IHEHHEIX JINHUH

KoanuecTBO 3a0JIHEHHBIX JTUHUHN

[IycThIX TMHUI

KosnyecTBO MyCThIX JIMHUN

OcCTaIbHBIX JIMHUHN

KonnuecTBO OCTaIbHBIX TUHUMN

Cpenssist IIMHA HEMYCThIX JTMHUMA CpenHsisi IJIMHA HEMYCThIX JTMHHMA

3.3.2.

Bknagka «Cnucok SA»

Bknanka «Criucok SA» B JIEBOW 4acTH COICPKUT JPEBOBUAHYIO CTPYKTYpY (cM. PucyHnok 22)

AKTHUBHBIX 3alllUIIEHHBIX COGHHHGHHﬁ, YCTAHOBJICHHBIX C JAHHBIM KOMIIBIOTCPOM, a TaKkKC

CO3JAIOIIMXCS 3aIlUINEHHBIX COEIUMHEHUMN.

B npaBoﬁ YaCcTH OKHa COACPIKHUTCA JACTaJlbHasd

nH(OPMAIHIO O BEIOPAHHOM B JIEBOM YaCTH OKHA aKTUBHOM COCJIMHECHUH.

Psanom ¢ kHomkoW «@UIBTP» B MPaBOM BEpXHEM Yriiy okHa «MOHHUTOP» BKIaaKH «CIHCOK

SA» PAacCIoJIOKCHBI ABC KHOIIKH «YganuTh» U «Y DaIUTh BCE U3 CIIMCKa», IMO3BOJIAIOMUC YIAIUTH

aKTHBHOE 3allUIIEHHOE COSIMHEHUE.

Tabnuma B JIeBOM YacTHM OKHA COJAEPXKMUT CIEAYIOIYI0 HHQOpPMAlMI0O O 3allldIIeHHbIX

coenuHenusx (IPSec SAs) (cm. Tabmuia 5).

Tabnuna 5 — Uudpopmanust 06 akTHBHBIX 3aITUIIICHHBIX COCTMHEHUSIX

IHapamerp

XapakrepucTuka

ID

ID IKE SA (IKE SPI) wnu BHyTpenHuii unentudukarop IPsec SA

Anpec naptHepa

IP-anpec mapTHepa

ID naptrepa Nnentuduxarop mapraepa (vacto DN ceprudukara)
Merton Hcnonp3yeMsblii B 3aIAIICHHOM COSTMHEHUN METOJT ayTeHTU(DUKAIINH JIIIS
ayTeHTU(UKALUU IKE SA u ums npasuia B LSP s IPsec SA

Bpewms coznanus

Bpewms coznanus coenuHeHus
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AapecinopT napTHepa  10.111.6.101: 500
Appecnopt nokanesend 10,111,611 500

NAT-T MNoagepxunpaeTca
MAT obHapyxer Her
4 Kpunto

MeTog ayTerTidurcaus... MNognmce MOCT3410.2001
MeTog ayTermidukaumn  Mognwce MOCT410,2001

PRF GOST3411.94-HMAC
Anropute KOHTPOAS U, GOSTI411.94-HMACEG
4 CratvcTuvka
BaliT nocnaHo/nonydeHo 36454 /13758
Baiit sawmdposanodpa.. 23120 f 3736
CoofeHni nocnaHo . 207 /187
OparmeHTos nocaanod. 2710
MoeTopHo NoCNaHo Co., 20
MomydeHo cTapei coo,., 0
Monyuero owmbourer., 0
QfmeHos HavaTofoTee., 187 /0
Heynaslmzea obmena.. 0/0
4 M r OBMEHDE, COSAaHLWMX . 0/ 1

IKEv1L: initi 0, resp: 0 IKEv2:  init: 2, resp: 0 IPsec: bundles: 1, ESP: 1, AH: 0, IPcomp: 0 FiltDB:  alt: 4, main: 7, dynamic: 0

B ZASTAVA Client - MonuTop e sl
ﬂ CTATHETHES E CrHcok Sa é_] CrMcok e TPoE >< >% 7
(o] Aapec naptHepa ID napTHepa Metog ayte Bpema cosaanua Mapamerp JHaueHKe
4 2BT9ALDADFS2EDD 101116101 (DMN) CH=0ffice-Branch  TOCT3410.,, 2016.04.13 11:17:22 4 IKEv2{PMP) Hunumarop (IKESA Init)
1 10.111.6.101 10.112.15.5 <- 101116 L. rule_ipsecl? 2016.04.13 11:17:22 Coctoanme [KE 54 AKTWEHOE
|10CACASBOGF11ESL 10.111.6.101 (DMN) CH=0ffice-Branch  TOCT3410.., 2016.04.13 10:48:11 Mpaeuna pmp_isakmp_tule
IKE SPI 10C8CESB0GF11E31. 12458 ECARETTRI6
IKEID naptHepa (DM} CH=Office-Branch
IKE ID cofcTeeHHER (DN CH=Zastava-Client
MapTHep Fastava
Mogaepxmeaemeie onu,.. IKE Fragmentation
MID Sync
Qco
4 CeteBble

Anroputh wWKdposaHa GOST28147.83-CBC (CryptaPra-CSP GOST 28147-89 cipher C...
DH rpynna GOST3410.2001%K0D (CryptoPro-CEP GOST R 34,10-2001 YKO)

m

Pucynok 22 — Oxno «MoHutop», Bkiajaka «Crnucok SA»
B mnpaBoii wactu »KkpaHa oOTOOpakarOTCsA IapaMeTpbl M HX 3HAYCHHS IS

COCIMHCHNA.

\il) I/IH(bOpMaI_[I/IH 0 3alllMIICHHOM COCOIMHCHHUN  TIOABJIACTCA  TOJIBKO IMOCJIC
COOTBCTCTBYIOIICTO COCIUHCHW B JIEBOM 9aCTH OKHA.

JaHHOI'O

BbIOOpa

OT(bI/IJ'II)TpOBaTI) SaHII/IHIéHHI)Ie COCIUMHCHHUA MOXHO C IIOMOIIIBIO KHOIIKHU «q)I/IJ'II)Tp»,

pacIoyioKEHHONW B BEPXHEM MPAaBOM YIIy OKHA. TaOnuibl B HM)KHEM yacTH OKHA C MapameTpamu

(GUIbTpaluu HECYT TY YK€ CMBICIIOBYIO HAarpy3Ky, 4TO M TaOJIUIIbl B IPaBoil yacTu okHa «Criucok SAy.

B Bepxneii uactu okHa «Cricok SA —> OUIBTP» MOXKHO 3a/1aTh pa3IMyuHble TapaMeTphl GUIbTPALUU

nporokoinoB IKE u IPsec. Bkiaaka «®unbtp» nokasana Ha pucyHke (cM. Pucynok 23).

OTta BKJIaJKa ITO3BOJIACT OT(I)I/IJ]LTpOBaTL BCC CYHICCTBYIOIIHEC 3alIUIICHHBIC COCAUHCHUA T10

psTy MapaMeTpoB.
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EZJ ZASTAVA Client - Morutop o[-
A | Cratuctuka E Crmcok SA Ei] Crnmcok dunsTpos X @
V] IKE
(V] [Tun v ] [conepxwr 6es yueta peructpa (<<¥) v J v  yaamuTb
[¥] 1Psec
V] |1D v ] [conepmwr 6es yyeTa peructpa (<<% v ] v yaanuTb

HexkoTopbie Nnpasuna GuneTpawm Bbink usmeHeHsl, HaxxkmiuTe TipuMeHuTs' Ana nepednnbTpaLum

LAobasuTb Npasuno IKEJ [Aoﬁaswrb npasuno IPsec] [ MpuMeHnTL J
D Aapec napTHepa ID napTHepa Merteog ayTent | [Mapamerp 3HayeHne “
1E.. 10.004 (DN) C=RU,CN=user5 rOCT3410.200 | « IKEvV2(PMP) WUanym... |
) - Cocroanue IKE SA AKTUBHOE
4 | i » - -
‘ Mpoaewno nmn isa...
IKEvl: SA0/0(0) QMO0/0 IKEv2: SA1/0(0) CHILD0/0 ESPO AHO IPCOMPO

Pucynok 23 - OxkHo «MOHUTOPY, aKTUBHBINA «DUIBTP»

[Mapametpsr puibTparmu nporokoiia |IKE npusenens! B Tabnuue (cm. Tabmuia 6).

Tabmuia 6 — [MapameTpsl (

wibTpauuu nporokona IKE

IMapametp XapakTrepucTuka
Tum Tun cozmanust SA
Pexxnm PexxuM cozganusa SA
Ponn PoJtb TOKaTBHON MaIIMHBI TIPH CO3JIaHUU SA

Cocrosuue |[KE SA

Cocrosuue |IKE SA

EAP ID coOcTBeHHBIN

Cgoit EAP ID

IKE ID coOcTBeHHBIH

IKE ID nanHorO KOMMBIOTEPA

EAP ID naptHepa

EAP ID, npucnanHsiii mapTHEpOM

IKE ID maptuepa

IKE ID maptuepa

ID maptHepa ID maptHepa (IKE ID unu EAP ID B 3aBUcHMOCTH OT ME€TOAA
ayTeHTU()UKALIH )
[IpaBuio MM mpaBuiia

ANropuT™ mMQpoBaHus

ATITOpUTM IIU(PPOBAHUS

Xo1-pyHKIUs

AJITOPUTM X3IIUPOBAHUS
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IHapamerp XapakTrepucTuKa
DH rpymnma DH-rpymma
AJTOPUTM KOHTPOJIS [AJITOPUTM KOHTPOJISI LIEIOCTHOCTH
LIEJIOCTHOCTH
PRF [lceBnocnyuaitnas GyHKIHS

JloxasibHBIN aapec

IP-anpec naHHOTO KOMITBIOTEPA, UCIIOIH30BAHHBIN MIPU CO3/IaHUU
BAIAIIEHHOTO COSIUHEHUS

JlokasibHBII TOPT

UDP-HOpT Ha JaHHOM KOMIIBIOTEPC, HCITOJIb30BaHHBIN IIpHu CO3JaHNHA
BAIIUIICHHOT'O COCANHCHU A

Anpec nmapTHepa

1P KOMIIBIOTCpA, C KOTOPBIM CO3JdHO 3alIUIIICHHOC COCINHCHUEC

[Topt mapTHepa

UDP-HOpT KOMIIBIOTEpPA, C KOTOPBIM CO3JdHO 3aIMUIIICHHOC COCANHCHNEC

[IepenanpasieH ¢ agpeca

IP xomnbroTepa, ¢ KOTOPOro MPOU3OILIO [IEPEHANIPABICHNUE HA IaHHBIH

MeTtox ayTeHTHPHUKAIN
napTHepa

MeTtox ayTeHTH(PHUKAIIMK TapTHEpa

MeTtox ayTeHTH(PHUKAIN

MCTOII I/IIIGHTI/I(i)I/IKaIII/II/I JaHHOI'O KOMITIBIOTCPa

IKE SA cookie

IKEv1 SA cookie

IKE SPI

IKEv2 SPI

'YpoBeHb j0ora

YpoBeHb MOAPOOHOCTH PETUCTPALUU COOBITHIA

[Tonnep>xuBaembie ONMIIUU

CICOK MOIIEPKUBAEMBIX OTIITUI

[Tapamerpsl GpunbTpalyu npoTokoia IPsec npusenens! B tabmuie (cm. Tabnuma 7).

Tabmuma 7 — [Napamerps! punbTpanuu npotokona IPsec SA

Tun

XapakrTepucTuka

ID

W nenTudukamoHHbI HOMEP

Ccruika Ha |IKE SA

Ccruika Ha |IKE SA

IKE SA ID naptaepa

IKE SA ID xomnbroTepa, ¢ KOTOPBIM CO3/IaHO 3alHMIIEHHOE COCTNHECHUE

Pexum Pexxum coznmanust SA
Posb Pounb ipu cozmannu SA
Id mapTHepa ID xommnbroTepa napTHEpa

Id mTokanpHBIM

ID nanHOTO KOMIIBIOTEpA
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Tun

XapakrepucTuKa

Anpec maptHepa

IP-anpec KOMIIBIOTCPA, C KOTOPLIM CO3AaHO 3alUIICHHOC ITOAKJIFOYCHUC

[TopT napTHepa

UDP-niopt koMIiptoTepa, ¢ KOTOPHIM CO3/IaHO 3AIIUIIICHHOE MOAKIIOYEHUE

AJipec JIOKaJIbHBIN

IP-aI[pec JaHHOI'O KOMIIBIOTEPA, HCITOJIb30BaHHBIN IIpHu CO3JaHNH
3allIUIICHHOI0 COCANMHCHU A

ITopT nokanbHbIN

UDP'HOpT Ha JaHHOM KOMIIBIKOTEPE, HCITOJIb30BaHHBIN IIpru CO3JJaHNH
3alIUIICHHOI0 COCANHCHU A

IKE-CFG anpec

IKE-CFG anpec, BoIIaHHBIN KIUCHTY

DH rpynna DH rpynna
OunbTp OuUIbTp
[IpaBuno Ha3Banue npumeHsieMoro npasusia

(ESP) ITpaBuio

(ESP) IlpaBuino

(ESP) SPI in

3unauenue SPI mis Bxoasmeit SA (ESP)

(ESP) SPI out

3nauvenue SPI ams ucxomsieit SA (ESP)

(ESP) Rekey SPI in

3urauenue SPI s Bxogsmient SA, KITr09M KOTOPOit ObUTH 0OHOBIICHBI
(ESP)

(ESP) Yposenb jora (ESP) YpoBeHb ogpoOHOCTH PEerucTpaui CoOBITHI
(ESP) PMTU (ESP) 3nayenne MTU, koTopoe ycTaHOBJIEHO Ha MMPOMEKYTOYHOM IILTIO3€
(ESP) Cocrosinue (ESP) Cocrosinue

(ESP) Ilpeobpa3zoBanue

(ESP) Anroput™m mmdpoBaHus

(ESP) AyrenTudukarus

(ESP) AnropuT™M UMUTO3AIIHUTHI

(ESP) Ucxonnslit aapec
napTHepa

(ESP) Ucxoaublit aapec mapTHepa

(ESP) Ucxonnslit aapec
JTOKAJIbHBII

(ESP) Ucxoanslii anpec TaHHOTO KOMITBIOTEpa

(ESP) exancymupoBaHo

(ESP) [lexancynmpoBaHO MaKeTOB
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Tun XapakrepucTuKa
aKeTOB
(ESP) HekancymupoBano |(ESP) JekancynupoBano Gait
OailT
(ESP) Omrbku (ESP) Ommmbku aemmdparuu (IaKeToB)

nemmdpaiuu (makeToB)

(ESP) Omrbku
ayTeHTU(UKAINH
(makeToB)

(ESP) Ommnbku ayreHTH(GHUKAINN (TAKETOB)

(ESP) Omibku atak
BOCIIPOM3BEICHHUS
(makeToB)

(ESP) Ournbku atak BOCHpOU3BeACHUS (ITAKETOB)

(ESP) Ounbku
orpaHu4eHus Tpapuka
(maxkeToB)

(ESP) Ombku orpannyieHus Tpaduka (I1akeTos)

(ESP) IIpourie omuoOKu
JeKaIcysuuu (IIakeToB)

(ESP) ITpouwre ommbKu aeKancysiinuu (IaKeToB)

(ESP) UnkancynupoBaHo
aKETOB

(ESP) NHKamncynupoBaHO MakeToB

(ESP) MukancynupoBaHo
Oaift

(ESP) UukancynupoBaHo GaiT

(ESP) Ournbku
mudpanuu (MakeTon)

(ESP) omm6ku mmmdpanuu (1aketos)

(IPcomp) IIpaBuiio

(IPcomp) IIpaBuiio

(IPcomp) CPl in

3nauenue CPIl qs Bxomsmeit SA (IPcomp)

(IPcomp) CPI out

3nauyenue CPIl s ucxomsmieit SA (IPcomp)

(IPcomp) Rekey CPI in

3rauenue CPl mus Bxosmiein SA, KITIOYH KOTOPOH ObUTH 0OHOBIICHBI
(IPcomp)

(IPcomp) Yposens Jsiora

(IPcomp) YpoBeHb mogpoOHOCTH PErHCTPAIIMU COOBITHIA

(IPcomp) PMTU

(IPcomp) 3nauenre MTU, KOTOpOE YyCTaHOBIICHO HA MTPOMEXKYTOUHOM
ITI03€




49
MKEI0.00626-01 32 01

Tun

XapakrepucTuKa

(IPcomp) Cocrosinue

(IPcomp) Cocrosinue

(IPcomp)
ITpeoOpa3oBanue

(IPcomp) Anroput™ cxxaTHst

1

QunbTpanys MOKeT ocymecTBIAThes Kak cpenu IKE SA, tak u cpemu IPsec SA. Bribop

OCYIICCTBIIACTCA C IOMOIIBIO IICPEKIOYATEIIA B JIEBOM BerHeﬁ YaCTH 9KpaHa.

HJ’IH 3aJlaHuA OIICpaluu JJIA (bl/IJ'IBTpaI_[I/II/I HeO6XOI[I/IMO BBI6paTB nmapaMeTp U3 BLINIAJAIOMICTO

CIMCKAa BTOPOTO TOJISI CTPOKHU ISl 3a/laHMsl MapaMeTpoB (puiIbTpauu, onepanuy crernuguyaHbl s

KaX10T0 U3 rmapaMeTpoB (cm. Tabmwuma 8).

Tabnuma 8 — Onucanue THIOB ornepanuil GUIbTpauu

Komanna | XapakTepucTuKa
Onepanum 11 pUIALTPANMHE 110 THILY O0MeHa
paBeH 3HAYCHHE TIOJII PaBHO 3TaloHY (3HayeHue Moxet ObITh: Mm(Main Mode), am
(Aggressive Mode), gm (Quick Mode), ix (Informational), tx (Transaction), mis
IKEV2: resume, init, auth, child, create child SA, info)
HE paBeH 3HAYCHUE MOJISI HE PABHO ATAJIOHY
Onepanuu 1J1s1 pUIABTPALIMHE N0 POJIM B Ipolecce o0MeHa
paBeH 3Ha4YeHHeE MOJIsI PABHO TAIOHY (3HaYEHHE MOXKeT ObITh: initiator, responder)
HE paBeH 3HauEHUE TOJIS HE PAaBHO TAIOHY

Onepanun 1151 UILTPALUM 0 COACPIKAHUIO CTPOK

COJIepKUT O€3
ydera perucrpa

HOJIE COJIEPKUT MOJICTPOKY (3TAJOH), UTHOPUPYSI perucTp OyKB

HE COJIEPXKUT 0€e3
ydeTa perucrpa

T0JIE HE COACPIKUT MOJACTPOKY (9TAJIOH), UTHOPUPYS PETUCTP OYKB

COZIEPIKHT

M0JIE COJEPXKUT MOJCTPOKY (ITAJIOH), YUYUTHIBAs pErUcTp OyKB

HE COJICPIKUT

10JIe HE COAEPXKUT MOACTPOKY (3TAJIOH), YUUTHIBAsE PETHCTP OYKB

paBHsieTcs 6e3
ydeTa perucrpa

0JIe PaBHSETCS STATOHY, UTHOPUPYS PETUCTp OYyKB

He paBHseTcs 6e3
ydeTa perucrpa

1I0JIe HE paBHAETCS ATAJIOHY, UTHOPUPYS pErucTp OyKB

PaBHACTCA

MOJIC PABHACTCA DTAJIOHY, YUUTBIBAA PECTUCTP 6yKB
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Komanna

XapaKkTepucTHKA

HC paBHACTCA

0JIe HE PAaBHAETCS 3TAJIOHY, YUUTHIBAsI PETUCTP OYKB

Onepanum s puasTpauuu mo nouako [P-aapec

B JWAI1a3oHE

snayenue noJst (IP-aapec) BXOIUT B AMana3oH 3aJaHHbIH STAIOHOM, B KA4eCTBE
ATajOHa MOXHO yka3aTh mpocto IP-aapec (10.1.1.1) unu quanazon
(10.1.1.1...10.1.1.255) unm noacets (10.1.1.0/24 wmm 10.1.1.0/255.255.255.0)

HC B JHUAI1a3oHC

snavenue moss (IP-aapec) He BXOIUT B qUama3oH

paBeH snauenue noss (IP-agpec) paBuo stamony (IP-agpec)

HE paBeH snauyenue nojst (IP-aapec) ve pasuo stanony(IP-ampecy)
Onepanuu 1 puasbTpanuu no nouaw IP-nmopr

paBeH 3HAYEHHE TOJIA (MIOPT) PABHO ITAIIOHY

HE paBeH 3HAYEHHE T0JISI HE PABHO ATAJIOHY

B JUAI1a3o0HC

3HAYEHUE IO BXOMT B JMAINA30H, 3a[aHHbII 3TaJOHOM, B KA4€CTBE dTaJOHa
MOYHO ykazatb mpocto nopt (8080) miu auanaszon (0..65535)

HEC B JHUaIlla30HEC

3HA4YCHUC I10JI1 HE BXOAUT B JHUaIla30H, SaI[aHHBIﬁ O9TaJIOHOM

Onepaunu s GUIbTPALUM 110 MO0 YPOBEHB JIOTa

paBeH 3Hau€HUe MOJs PaBHO 3TaJIOHY (BO3MOXKHbIE 3HaueHus: disabled, events,
details, verbose)
HE paBeH 3HAaYEeHHE TIOJISI HE PaBHO ATAJIOHY

OOJIBIIIE YEM

3HauyeHue 1ot 6osbire stanona (disabled < events < details < verbose)

MCHBIIC YEM

3HAYCHUC I10JI1 MCHBIIC 3TAaJIOHA

OOJIBIIIE WIIH
paBeH

3HaueHUe MoJjIs OOJNbIIE I PABHO ATAJIOHY

MEHbIIIE WU
paBeH

3HAYCHHUC MMOJII MCHBIIC UJIM PABHO 3TAJIOHY

Omnepauuu s puiabTpanuu nmo IPsec-coeIMHEHUIO 110 MOJII0 POTOKOJ
paBeH 3HAYCHHE TIOJISI PABHO ATAIOHY (BO3MOXKHBIE 3HAYCHUS: €SP, PCP)
HE paBeH 3Ha4YEHHE TOJIsI HE PABHO ATAJIOHY
Onepauuu s puiabTpanuu no IPsec-coexnHeHuo no noJio mode
paBeH 3HAYEHHE TOJIS1 PABHO ATAJIOHY (BO3MOXKHBIC 3HAUCHMS: tunnel, transport)

HE paBeH

3HAYCHUEC II0JI HC paBHO 3TAJIOHY
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Komanpna | XapaKkTepucTHKA

Onepanun pis ¢puiastpanum no IP-nporoxkony

paBeH 3Ha4YeHHe MoJist (IPOTOKOJ) PABHO TAIOHY
HE paBeH 3HAUEHUE MOJIS HE PAaBHO 3TAJIOHY
B JIMarna3oHe 3HAa4YEHHE OISl BXOAUT B JMAMa30H, 3aJaHHbINA ATaIOHOM, B KaU€CTBE ITAIIOHA

MOYKHO yKa3aTh mpocTo mpotokod (6) wiu auanason (0..255)

HC B JUaIlla30HEC 3HA4YCHUC I10JI1 HC BXOAUT B JHUaIla30H, SaﬂaHHbIﬁ O9TaJIOHOM

Onepanum nis puasTpaunu no guanas3ony IP-agpecon

COJIEPKUT snauenue nois (IP-nuamnazon) conepxut IP-anpec, 3a1aHHbINA 3TAIOHOM

HE COJICPKUT snayenue nojst (IP-auamazon) ve comepxut IP-anpec, 3a1aHHbIi ATaTOHOM

B JIMara3oHe snaueHue nosis (IP-muanaszon) Bxoaut B apyroii |P-auana3oH, 3aqaHHbIid
ATAJIOHOM

HE B IMara3oHe snaueHue nosis (IP-quana3zon) He BX0omuT B aApyroii IP-auana3oH, 3a1aHHbIi
ATAJIOHOM

paBeH 3nauenue nois (IP-nuamnazon) coBnanaer ¢ |P-auana3zonom, 3a1aHHbIH
3TaJIOHOM

HE paBeH 3nauenue nois (IP-nuamazon) He coBnanaer ¢ IP-nquana3onom, 3a1aHHbIH
ATAJIOHOM

[Tocne BbIOOpa mapameTpa cTeiTa U BbIOOpa, Kakylo OINEpalfio MPUMEHHUTh, HEOOXOANMO
yKa3aThb 3HaY€HHE, 110 KOTOPOMY OyJeT MPOU3BOIUTHCS CPaBHEHHUE, B KpailHEM MpaBOM IOJIE€ CTPOKU
¢unbTpanuu, M Haxarb KHONKY «llpumenuts». B HmwkHel Tabmune OyayT TOKa3aHbl
oT(unbTpoBaHHbIe cOOBITUSA. KonnuecTBO cOOBITUH, YIOBIETBOPSIIOMIMX MpaBuily GUiIbTpaluu, Oyaer
II0OKa3aHO NpaBee KHONKYU «IIpumMeHuTHY.

Bo Briazgke «Cricok SA» CyliecTByeT KOHTEKCTHOE MEHIO ¢ koMmanaamu (cM. Tabmuma 9).

Tabmauua 9 — KoMaHapl KOHTEKCTHOTO MEHIO BKIIAAKUA «Cricok SA»

Komanna XapakTepucTHKa
ITokasaTe xKypHan [Tepexoxa B okHO «MOHHUTOP» AJIst MPOCMOTpPa COOBITUIA
BoiaenuTs nepBblit Beinenenue nepsoro SA B OKHE 3amKcu
Brinenuts nocinenuuin Brlnenenue nocneaaero SA B OKHE 3anACH
PasBepHyTh BCce OTtobOpaxaer coaep>XxuMoe cocTosTHUN SA-coeTnHeHUH
ITokassiBaTh Bce SA ITokaswiBaeT Bce SA-coeqUHEHNS
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Komanpna XapaKkTepucTHKA
[TokaseiBaTh TONBKO IKE SA ITokaseiBaeT ToNBKO IKE SA
ITokassiBaTh TOBKO IPSEC SA IToka3eiBaeT TONBKO IPSec SA
[Toka3piBaTh yaaneHHble SA [Toka3biBaeT ynaieHusie SA
Hckath TONBKO B 1epeBe SA ITouck Tonpko B AepeBe SA
CMEHHUTH KJTI0Y 3amycTUTh MPOIECC OOHOBJICHUS KITIOUCH
VY nanute VY 1anuTh BBIACICHHYIO CECCHI0
VY nanuTh Bce U3 CIHUCKa VY 1anuTh Bce COCAUHCHHUS
CoxpaHHTh CoxpaHUTh BBIJICTICHHYIO CECCHIO
CoxpaHUTh BETBb CoxpaHuUTh BBIJICIICHHYIO BETBb
CoxpaHuThb Bce CoxpaHuTh Bce

3.3.3. Bknagka «Cnucok ®unbTpoB»

3.3.3.1. OcCHOBHbI€e 31IeMEeHTbI
Bxmagka «Choucok @uibTpoB» MO3BOJSET MPOCMOTPETh Kak CTaTUYECKUE, TaK U
JUHAMHYECKHe (QUIbTPBI, MPOrpYKEHHbIE B JpaiiBep (cnucok ¢uiabTpoB omnpexaensercs JIIIb) (cm.

Pucynok 24).
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&Il ZASTAVA Client - MonuTop ==
i | Cratuctuka & | Crncok SA é_j Crncok GunbTPos 7
[LobasuTb Nnpasuno ] l MpuMeruTL

HazeaHue fokaneHbll YaaneHHbli cenektop [Jevictene  Yposenb no Cratuctuka Ha Bxop  Cratw

autopass pmp 1P:10.111... gp%cﬁgnlolzgf;opr 0 Mponycka.. CoBerrua  [MepexsaueHo: 104 ... [Mepex

Mpotokon: 17 MopT: 4500

. : 1P:10.111.10.221 Mepexsayero: 0 (0)  Mepex
autopass ike IP:10.111... Mpotokon: 17 Mponycka... 3anpelen Or6poLuero: 0 Otépc
" . . , Mepexeaueno: 0 (0)  Mepex
filtd 1P:10.112... 1P:10.112.10.0/255.255.255.0 Mponycka... 3anpewien Or6poweHo: 0 Orépc
filt7 Mpotoko... Mpotokon: 17 Mopr: 67 Mponycka... 3anpewer [lMepexsauero: 548... [epex 1
. Mepex
filtd Mpotoko... Mpotokon:1 Mponycka... 3anpewen [epexsayeno: 306 (... Otépc
" ! Mepexsayeno: 0 (0)  MMepex
filt12 (ONE_BREQ) 1P:10.112,10.0/255.255.255.0 Mpumenate 3anpewen OrBporiieio: 0 Or6pc
default_pass Mponycka... 3anpewen [Mepexsaveno: 328 ... [MMepex _

< m »

IKEv1: init: 0, resp: 0, halfopen: 0 IKEv2: init: 1, resp: 0, halfopen: 0 IPsec: bundles: 0, ESP: 0, AH: 0, IPcomp: 0 FiltDB: alt: 4, main: 5, dynamic: 0

Pucynok 24 - Oxno «MoHUTOp», BKIaIKa «CIHCOK (PUIBTPOBY
OCHOBHYIO YacTh BKJAJKU 3aHUMAET CIHCOK (UIBTPOB, KOTOPHIA BKJIIOYAET B CeOs

CTATUCTHUKY 10 mapameTpam ¢uibrpannu (cM. Tabnuia 10).

Ta6muna 10 — [TapameTps! GriIbTPOB

ITapamerp Xapakrepucruka

Ha3zBanue [TapameTp ¢unbTpanuu no nomwo «HasBanue»

JIokanbpHBII CEIEKTOp Aipec, IPOTOKOJI U MOPT JIOKAJIIBHOTO CEJIEKTOPa

Y IaJICHHBIN CEIIEKTOP AZlpec, IPOTOKOJ U MOPT yJAJIEHHOIO CEJIEKTOpa

[lelicTBue /leiicTBre 11l pUIIbTpaluu

YpoBeHb j10ra Y poBeHb MOAPOOHOCTH PETUCTPALIMU COOBITHI

CraTucTHKa Ha BXOJ CTaThCcTHKa BXOJSIINX TAKETOB

CTaTuCTHKA HA BBIXO[ CTaThCTHKA UCXOIAIINX TAKETOB

Bxoasmux MakeToB B CEKYHIY CTaTucTuKa BXOJAIIMX AKETOB B CEKYHAY

Bxonaumx 6ailT B ceKyHAy CraTucTuka BXOJAIIMUX OalT B CEKYHLY

Vcxonsmux NakeToB B CeKyHy  [CTaTHCTHKA UCXOIAIIUX TAKETOB B CEKYHIY

Hcxonsammx 0alTOB B CEKYHAY CraTHCTHKA UCXOAIINX OalT B CEKYHIY

Bxoasmux nmpomaxoB B K31IIIe CTaThCTHKa IPOMAXO0B MTOCIIE MPOBEPKU BXOASAIIMX [TAKETOB HA
COOTBETCTBHUE C GMIBTPAMU B KAIIIE

Mcxonsmux mpoMaxoB B KIIIE CraTucTika IpoMaxoB MOCIE MPOBEPKU UCXOAAIIUX [TAKETOB Ha
COOTBETCTBUE € QUIBTPAMU B K3ILIE
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ITapameTp

XapakTepucTuka

Bxoasmux npoMaxoB B K3IIIE B
CEKYHIY

CTaTHCTHKa TPOMAXOB IOCJIE MPOBEPKU BXOJISIINX MTAKETOB B
CEKYH/1y Ha COOTBETCTBUE C (PMIBTPAMH B K3IIIE

Vcxondmux npoMaxoB B K31IE B
CEKyHIY

CraTHCTHKA IPOMAXOB MIOCIIE IPOBEPKH UCXOAIIUX TAKETOB B
CEKYH/Ty Ha COOTBETCTBUE C (PUIBTpaMH B K3IIIe

3amucen B K3I1Ie

CTaTHCTHKA IPOMaXOB IOCIIE IIPOBEPKH UCXOJIINX ITAKETOB Ha
COOTBETCTBHUE C (GMIBTPAMU B KAIIIE

DaepBosIbHbBIE TPOIEAYPhI

[Tapamerp QuuibTpanuu 1o noiw «daepBoiabHbIE TPOLEAYPH»

KommenTapuii

KomMmeHTapuii (Harmpumep, onucanue (GpuibTpa)

Ha Brmagke «Crimcok

(GUIBTPOBY» CYIIECTBYET KOHTEKCTHOE MEHIO C KOMAaHIaMH,

pHUBeACHHBIME B Tabsmie (cM. Tabmuma 11).

Tabnuma 11 — KomaH1bl KOHTEKCTHOTO MEHIO BKJIaJAKH «CIHCOK (QUIBTPOBY

Komannga

XapakTepucTruka

Konmposatb Komupyet conepxxumoe siueiik, Ha KOTOPOM CTOUT Kypcop, B Oydep

oOmeHa

KommupoBats Bcto ctpoky | Konupyer comepkumoe TeKyiel cTpoku B 0ydep ooOMeHa

IToka3zatb *KypHau OTKpbIBaeT TEKYILIMN XKypHaI

3.3.3.2. ®unbtpauus

st 3ananust npaBuil GUIBTPALIMH CIEIYET:

1) OTkpbITh NaHETb QUIBTPOB KHOMKOM 7 .

2) Haxatp kHONKY «J]00aBUTH MPAaBUIIO», TIOSBUTCS CTPOKA 3aaHKs MpaBuia GUIbTPALHN

(cMm. Pucynok 25).

3) 3amaTh npaBwiIo GUIBTPALINN:

a) BriOpaTh u3 nepBoro crrcka napamerp gpuibrpanuu (cM. Tabnuia 12).

6) BriOparh U3 BTOpOro cnucka yciaoBue GUIbTpaluu.

B) B TperbeM mone 3amarh WM BBIOpaTh M3 CHUCKA 3HA4Y€HHE, IO KOTOpoMy Oyaer

IMPOU3BOJUTHECA CPABHCHUC.

L
\11) Jnst ynanenust GuiabTpa clieyeT HaKaTh KHOMKY «Y JATUTh» CIipaBa OT GUIIbTpA.

-
\11) UToObI OTKJIFOYUTH MPUMEHEHUE PUITBTPA, CIASAYET CHATH (PJIAYKOK CIeBa OT (PHIIHTPA.

4) Tlpu HEOOXOIUMOCTH, JO0ABHUTH €IIe OJHO WM HECKOJIbKO MpPaBWI (HILTPAIlUH, HaXKaB

KHOTIKY «J[00aBUTH MpaBHIIO».




5) Tlocne 3amanus Bcex TpeOyeMbIX MpaBuil GUIBTPAIMH, HAXKaTh KHOMKY «[IpuMeHHUTHY, B

pe3ynbrate B Tabiuie OyayT oOToOpaxarbcs TONBKO (UIBTPBL, COOTBETCTBYIOIIME

3aIaHHbIM ITpaBHJIaM.

Bl ZASTAVA Client - Monwop
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=4 e =)

‘ _&‘ CraTncTika

E Cnmcok SA ‘ é_] Crmcok dunsTpos

[¥]

] |T|4n

v ] [paseH

v] [/Zlunamqecmﬁ VJ yaanuTe

HexoTopeie Npasina dunbTpaLwm Bbink usMeHeHb!, HaxxmuTe TipuMeHnTs' Ans nepedunbTpaLm

LobasnTe npaBMno] ‘ MpuMeHnTL
Haseanwne JlokaneHbll YaaneHHbIi cenektop Jeiictene  YpoeeHb no Cratuctuka vaexos Cratm *
autopass pmp 1P:10.111... E’.)fgci‘;inl:gzggwﬂ e Mponycka... Coberrua  MepexsaueHo: 104 ... [Mepex
Mpotokon: 17 MopT: 4500
2 : 1P:10111.10.221 Mepexsaueno: 0 (0)  Mepex
autopass ike 1P:10.111... Mporoxon: 17 Mponycka... 3anpewien Or6poLueto: 0 Or6pc
" , Mepexeauero: 0 (0) Mepex:
filt4 1P:10.112... 1P:10.112.10.0/255.255.255.0 Mponycka... 3anpelyen Orgpou.uenozo Orgpc
filt7 Mpotoko... Mpotokon: 17 MopT: 67 Mponycka... 3anpeweH [Mepexsaueno: 548... [Mepex 7
. Mepex
filtd Mpotoko... Mpotokon:1 Mponycka... 3anpewen [Mepexsauero: 306 (... Orépc
. . Mepexeauero: 0 (0)  Mepex
filtl2 (ONE_BREQ) 1P: 10.112.10.0/255.255.255.0 Mpumenste 3anpelen Or6potueno: 0 Otépc
default_pass Mponycka... 3anpewen [lMepexsaueHo: 328 ... Mepex _
<[, 0 »

IKEv1: init: 0, resp: 0, halfopen: 0 IKEv2:

init: 1, resp: 0, halfopen: 0 IPsec:

bundles: 0, ESP: 0, AH: 0, IPcomp: 0 FiltDB: alt: 4, main: 5, dynamic: 0

Pucynok 25 — Oxao «MoHUTOpY, BKIagKa «Crincok GuibTpoB». OTKpHITa MaHeNb QUIBTPAUN

Tabnuua 12 — ITapameTps! puiabTpau

ITapamerp XapakrepucTuka
Tun [Tapametp ¢uibTpanuu no nomo «Tum»
Ha3zBanue [Tapamerp ¢unbTpammu mo nomo «Ha3Banue»
[lenictBue [Tapametp ¢uiibTpanuu o noio «/leiicrBue»

'YpoBeHb j0ora

[TapameTp GUIBTpALIUU 110 MO0 «YPOBEHB JIOTA»

dmaru

[TapameTp ¢unbTpammu mo nomo «Ha3sanue»

KomMMeHnTapuii

[Tapametp ¢uiibTpanuu mno noito «KomMmmeHTapuii»

JIoKaJIbHBIN CENEKTOP

[TapameTp GuiibTpanuu 1o noto «JIokaabHbINA CETEKTOP»

Azlpec M3 JIOKAJIBHOI'O CCJICKTOpa

DunpTpanus nous «JIokanbHbI cenexkrop» no [P-aapecy

HOpT H3 JIOKAJIBHOT'O CCJICKTOpa

DunbTpanyst noss «JIoKaabHbIN CelneKTop» Mo MOpTy

AZpec U3 yIaJeHHOIO CeleKTopa

DuinbTpanys noss «Y JaleHHbId cenekrop» no [P-aapecy

[lopT U3 ynaneHHOro ceyekTopa

DunbTpanys Nois «Y TaJIEeHHBIN CEIEKTOP» MO0 MOPTY

Bxoasmmx makeToB

DunbTparnys moist «BXoasIue makeTo

Hcxomsamux IaKkeToB

cDI/IJ'H:TpaI_II/ISI ot «Mcxoasiue naKkeThbl»
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ITapameTp XapakTepucTUKA
Bxoagamux 0aut DubTparnys most «BXoasammx 6ainT»
Hcxonsamux 0aiT DunbTpanus nois «Mcexoasumx 6anT»
Bxoasmux 6aiT orOpoiieHo OunbTpanus nojst «Bxoasmux 6aiT oTOpoIIeHo»
Hcxonsammx 6ailT oTOpoIIeHo Dubrpanus monst «cxoasimux 6aiT 0TOpOIIeHO
Bxoasmmx npoMaxoB B K3LIE DuinpTpanus noss «BXoasmux npoMaxoB B K3IIE»
Hcxoasamux mpoMaxoB B K3IIIE Dunprpanus noss «Mcxoaqimmux npoMaxoB B KIS
3anucell B Ka111e DuibTpanys moist «3anucei B Kaue»
DaepBOJIbHBIE POLIETYPBI [Tapamerp GunbTparuu mo noia «DaepBoabHBIC POLIECTYPHD)

3.4. OkHO «CepTudunKaTtbl U KINKOUYN»
Ceprudukarel (Bkarodas ceptudurarsl Y1), mpeaBapuTeNbHO paclpeaeiiCHHbIC KITIOYH,
COC peructpupyrorcs B [IK «34ACTABA-Knuenm»y uepe3 okno «Ceptudukatel u Kiroun». BeizBaTh

3TO OKHO, BBIOpaB «Ceprudukarei» Ha [lanenu ynpaeieHus..

1IK «34ACTABA-Knuenm» nionnepxuBaet aBa tuna ceprudukato X.509 V3: ceprudukars
VI u cepruduxaTsl KOHEUHBIX Mojib3oBareneil. Cpenu cepTU(UKATOB KOHEYHBIX MOJb30BaTeNeh
BBIIETISIIOT (C TOYKHM 3pEHHUs JIaHHOTO XOCTa) MEPCOHANbHbIE CEPTU(PUKATHI, MPOUNe CEPTUPHUKATHI 1

MPOMEXKYTOUHbIE cepTH(UKaThl. Huke onrcanbl 0COOEHHOCTH 3THX YETBIPEX TPYII CePTUDUKATOB:

— loBepeHHbIil  cepTH(HUKAT - TPUHALICKAT JOBEPEHHBIM TPETBHUM  CTOPOHAM
(opranuzanusM), KOTOpbIE 3aHMMAIOTCS BBITYCKOM LU(MPOBBIX cepTudukaToB. Ilpu
noMomu ceprudukara YI[ MOXKHO NpOBEpUTh NOUIMHHOCTH JIHOOOro ceprudukara,
uznanHoro aanHeiM YII[. Ceptudukarer YI[ Moryr ObiTh wummoptupoBanbl B [IK
«3ACTABA-Knuenm» ¢ 1enpl0 TPOBEPKU MOMJIMHHOCTH BCEX CEPTHU(PUKATOB,
IIPUCBUIAEMBIX IIapTHEPaAaMU IO CBSI3W B IIPOLIECCE YCTAHOBJICHUS 3aIUIICHHBIX

COeMHEHUH (CM. «cepTU(UKATHI MAPTHEPOBY).

—Ilepconanbublii  cepTuduUKAT — ITO cepTU]UKAT, HUCHOJIB3YEMBIH  JaHHBIM
nonb3oBateneM [IK «34CTABA-Kauenmy. OTINYATENLHON OCOOEHHOCTBIO SABJISETCS TO,
YTO JIOKAIBHBIH cepTU(UKAT XpaHUTCS HA TOKEHE BMECTE C COOTBETCTBYIOIUM 3aKPBITHIM
kioyoM. Hanuuume 3akpeitoro kimtoya mno3BoisieT 34ACTABA-Oguc  ocyliecTBIsSTh
JBYCTOPOHHIOIO KpUNTOrpaduyecKyto ayTeHTU(PUKALMIO MPU YCTAHOBICHUH COEAMHEHUN
C JIpYTMMHU XOCTaMH 3alllMIIEHHONW KOpHopaTHBHOM ceTw Ha 06aze mpoTokosioB IKEvI u

IKEv2.
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—IIpouune cepTuduUKATBI — 3TO cepTUUKATHI, Ucnonb3yemble aAaHHbIM [IK «3ACTABA-
Knuenmy. OTnuuuTenbHOM OCOOCHHOCTBIO SIBISIETCS TO, 4YTO JAaHHBIE CEPTH(PHUKATHI
BBIKJIQJIbIBACTCA 0€3 COOTBETCTBYIOUIETO 3aKpPhITOrO KJIHOYa M MX HEIb3s OTHECTU K

0003HaYEHHELIM THIIAM CCpTI/I(l)I/IKaTOB.

—IIpomexkyTouHble cepTH(UKATBI — 3TO CepTU(HKATHI, HCHOJb3yeMble IaHHBIM [IK
«3ACTABA-Knuenmy. OTIHYUTENBHOM OCOOEHHOCTBIO sBiIseTcs TO, 4ro 3T0 CA-
ceprudukaTel MPoMexyTouHbIX Y1, BBIIaHHBIE TPOMEKYTOUHBIM CEPTUPHUITUPYIOITIM

opranom (CA — certification authority).

[IpeaBapuTenbHO pacnpeleneHHble KoUMW MOryT wucnosb3oBateea B [IK «3ACTABA-
Knuenm» B xauecTBe ajlbTepHATUBBI UCIOIB30BaHUS cepTUdUKaTOB. [ momyueHus Oolee MOJIHOM

nHpopManuy Haslo0 00paTuThes K 1. 3.4.7.

B oxne «Cepruduxarsl n Kimroun» Bel Moxkere takke coznats 3PC, ecnm BBl UCTIONB3yeTe
TOKEHBI, KOTOPbIE MOJIEPKUBAIOT reHepalnio kiaodyeBoi mapel. 3PC moxno nocnats B YII, rae Ha
€ro ocHoBaHuM OyneT u3ngaH ceptudukar. s nonydenus Oosee nomHoi nHdopmanuu cMm. 1. 3.4.6.
IIK «34ACTABA-Knuenm» nogaepxuBaetr COC. [l monydenusi Oosiee MOTHONW WHGOPMAIMU HAJIO

obparutbes K 1. 3.4.8.

3.4.1. CtpykTtypa okHa «CepTudukarol u Knroumn»

Uro6sl oTKphITh OKHO «Ceprudukarsl u Kmroun» HeoOxoaumo Ha [llanenu ympaeénenus
HaxaTh KHONKY «Ceprudukatel»y. OkHO «Ceptudurarsl u Kiroum» mokasbiBaeT KpaTKuil 0030p
cepTuuKaToB. OKHO COJEPKUT MEHIO, MHCTPYMEHTAJbHYIO IaHelb W BKIJIAIKH, Pa3/ieleHHBIE I10

THIaM cepTuukaros (cM. PucyHok 26).

[=] ZASTAVA Client - CepTudmkatsl u kntoun = l (=]

Ceptudukar [MomoLue

el o~ BOBEOX @

WMnopT Preshared 3anpoc 3kcnopt VYaanute OBHOBUTL

MepcoHanbHble E [oseperHble I MpoMexyToYHbIe | Mpouue I CRL I Preshared \
Wmsa Bnagensua Kem BeigaH TokeH Jelicteutened go Anroputm
C=RU,CN=userd |E=info@cryptopro... | REGISTRY\\userd [04.10.2014 11:0... |GOST R 34.10-2...

Pucynox 26 — Oxno «Ceptudukats u Kirouny»
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3.4.1.1. Bknagku okHa «CepTudmkaTbl 1 KIOYN»
Oxno «CeptuduKaTbl W KIIOYM» COACPKHUT BKIAJKA C  3apETHCTPHUPOBAHHBIMU
cepTUHKATaMU  pa3leleHHBIX 1o THrnaM ceptudukaroB: Ilepconanbuble, JloBepeHHBIE,

ITpomesxyrounsie, IIpoune, CRL, Preshared. Okuo «Ceprudukarsl W KIIOYH» OTOOpakacT Bce

9K3EMILISIPBI 00BEKTOB, B COOTBETCTBHHU C TUIIOM BhIOpaHHOM BKiIaaku (cMm. Tabnuma 13).

Tabmuma 13 — Brnanku okHa «CepTruduKaThl U KIIFOUYN» U UX COJCP)KaHNUE

Tun o0bexTa XapakTepucTuka

[TepconasibHbBIC [Tepconanbnbie cepTrdUKaThl (0OBIYHO OAMH), a Takke 3PC

JloBepeHHbIE Ceprudukarsr V1]

[Ipomexyrounsie | CepTudukarsel Mexay ceptudukarom Y1l u cepruduxaramu KOHEUHBIX
I10JIb30BaTENIEN

[Tpoune Bce ocranbHbie cepTH(HKATHI, KOTOPBIE HEJIb351 OTHECTU K 0003HAYCHHBIM
TUTIAM CEePTU(HHUKATOB

CRL CcocC

Preshared [IpenBapuTenbHO pacipeae/iCHHbIE KITFOUU

3.4.1.2. CTtpoKa MeHIo

Crtpoka MeHIO conepkut cienyromue MeHto: «Ceptudukars», «[lomompb». Komanasl MeHio

npezcTaBieHbl B Tabnuie (cm. Tabmuma 14).

Taomuma 14 — Komauasr MeHIo

Komanpga JleiicTBHE
CepTtucukarbl
Nmmnopt 3amyckaer wmactep Mwmmopra cepTudukaroB, KOTOpbI moMoraer Bawm
ceprudukara umrnopTtupoath ceptuduxat, COC u3 ($haiiytoBoil CUCTEMBbI WU U3 TOKEHA
VIMIobT 3amyckaer macrep MMmopra npeaBapuUTENbHO PacHpe/leeHHbIX KIIOYel,
P KOTOPBIA TOMOTaeT HMMIOPTHUPOBATh MPEABAPUTENIBHO paclpeaesIeHHbIN
MIPEIONPENEIEHHOTO
oA KJIFOY (TakKe MmapameTpbl NPeBapUTEIbHO PACIpPEIEICHHOIO KIoYa MOTYT
OBITh BBEJICHBI BPYUHYIO)
I'enepanmst  3ampoca | 3anmyckaetr mactep ['eHepanmm 3ampoca cepTudukara, KOTOPBIH MOMOTaeT
ceptudukata co3nasatb 3PC
DKCIOPT 3amyckaeT MacTtep OKCIopTa CepTU(HKATOB, KOTOPBIA  MOMOTAaeT
cepTuduKara HKCHOPTUPOBATH JIOOOH cepTH]HUKAT.
OOHOBIISIET CNHMCOK CEepPTU(PUKATOB, 3aPETUCTPUPOBAHHBIX B 0a3e JaHHBIX
(). Ecmm okHo «CepTudukaTsl ©  KIOYH»  OTKPBITO, KOTJa
OO6HOBUTH

aktuBu3upoBana JIIIb, Tto ceptudukarel, nomydennole B TeueHue IKE-
oOmena, He oOHoBistoTcss — aBromarmuecku. COC,  momyueHHbIE
aBToMaTudyecku ot cepBepa LDAP, Takke He mnokasbiBatoTcs. Haxkartue
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Komanna JeiicTrBue

kHONIKH «OOHOBUTBH» TapaHTHPYET TO, YTO BBl BUIUTE HanOOIIee CBEXKYIO
nHpopmanuo o bJ]

Momouwb
Pabora c .
OTtkpeiBaer pasznen «Pabota ¢ cepTudukaTaMu U KIOYAMUY, TTOSCHSIOIIHI
cepTHU(HKATaAMU U
paboty ¢ cepTuduKaTaMu U KIIFOYaMH
KJIFOYaMHU
ITomonin BrzoB o6mieit CripaBounoit cuctemsl /1K «34ACTABA-Knuenm»

3.4.1.3. WHcTpyMmeHTanbHas naHenb okHa «CepTuduKaTbl U KIHOYN»
Onucanue KHOIOK TTaHEeIM HHCTPYMEHTOB MpUBEIEeHO B Tabmuie (cM. Tabnuna 15). OyHkimm
ATHUX KHOIOK COOTBETCTBYIOT ()YHKIIMSM ITyHKTOB MeHIO (cM. 1. 3.4.1.2).

Tabmuna 15 — Knonku nanenu nHCTpyMeHTOB OKHA «CepTH(HUKATHI M KIFOUM»

Knonka HeiictBue
+

=

3amyckaeT MacTep UMIOPTa CepTU(PHUKATOB

Nmmopt

0: 3amyckaeT MacTep UMIIOPTa MIPEIBAPUTENILHO PaCIpeIeIeHHbBIX KITtouei

Preshared

3amyckaet macrtep [ eHepanuu 3amnpoca cepTudukara
s

3anpoc

8= 3amyckaer MacTep DKCIopTa cepTUu(PUKaTOB
£

OKkcnopt

X VY nanser BeIOpaHHbIN cepTUUKAT

VY nanute

@v OOHOBIIIET CIIUCOK cepPTU(UKATOB, 3aPETUCTPUPOBAHHBIX B 0a3e JaHHBIX.

OOHOBUTH

Paborta B okHe «CepTudukarsl» moapodHee onucana B pasaene 4.

3.4.2. XapaktepucTuku ceptucpukaTtoB

3.4.2.1. CsoucrtBa ceptudukarta
Jlnst mpocMoTpa CBOMCTB cepTU(UKaTa HY)KHO BBIOpaThb €ro B COOTBETCTBYIOIIEH BKIIJIKe
(HepCOHaJ'ILHLIC, I[OBepeHHBIe u T. II.) U ABAXAbI HAXaTb Ha HEIo npaBoﬁ KHOIIKOW MBI HWJIN

BOCIIOJIB30BAaThCA KiaBuiieii <Enter>.

XapakTepucTHKHU cepTrdukara npuBeaeHs! B Taduie (cM. Tabmuma 16).



Tabmuma 16 — Xapakre
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PUCTHUKH CepTUDHUKATA

ITapametp

XapakTepucTuka

Version

Bepcus ceprudukara

Cepuiinblii HOMep

CepuiiHblii HOMED cepTudUKaTa

Issuer Kewm Bbian ceprudukat
ConepXHUT OTIMYHUTENIFHOE MMS CyOBEKTa, TO €CTh BJaJelblla 3aKPhITOrO
Subject KJII04a, COOTBETCTBYIOIIETO OTKPBITOMY KIIOUY JaHHOTO CepTH(HKATa.

CyObekToM cepTudukaTta MOXKET BBICTYNaTh Y aocToBepsronuii LleHTp
(YLI), Peructparmonnsiii Llentp (PLI) nin koHEUHBIH CyOBEKT

Sign Algorithm

Anroput™ nuppoBoi MOANNCH CEpTUPHUKATA

Key Algorithm

Tun oTKpBITOrO Kiro4a (aIropuT™ HUGPOBOI MOANKUCH U AJINHA)

Public Key

3HauecHUE OTKPBITOT'O KJIFOYa

JlelicTBUTEJIEH C

HavanpHas nara nerictBus cepTudukara

JlelicTBUATEJIEH 10

Koneunas nata neiictBusi ceprudukara

Authority Key Unentudukatop KiIoya U3AaTeNs, I[OMOTAeT OIPEeAeTUTh IPABHIbHBIM
Identifier KJTI0Y 151 Bepr(UKAIIUK MTOAMTUCH Ha cepTudukare

Subject Key Nnentudukarop Kimoda CcyObeKTa, HCIOIB3YETCS ISl TOTO, YTOOBI
Identifier pas3nuyaTh KJIK0YM HOJMHUCH B cepTU(UKaTax OJHOTO U TOTO K€ Biajelblia
Key Usage Ha3nauenwne xiaroua

Ext. Key Usage

PaCIJ_II/IpeHHOG Ha3Ha4YCHHUEC KJIH04Ya

CRL Distribution
Points

Touku pacnpoctpanenus COC, yka3zaHHble B JaHHOM ceptuduxate. s
KaX/10M TOUKHM pacnpoCTpaHeHUs] oToOpakaercs cienyromas nHpopMaius:
DP[N] "<DP Value>", CRLI[N] "<Issuer Value>", rae:

— N — HOMep TOUKH PACIPOCTPAHEHHUS;
— <DP Value> — mecTopacnonoxeHune TOUKH, e MoxHO noiayautb COC;

— <lIssuer Value> — ums opranuzamuu, Beimyctusiiein COC

Authority Info
AcCCess

Crnioco6 goctymna k uadopmanuu Y1

Fingerprint (md5)

Xerm-cymMMa cepTuduKara, BeraucisieMas mo anropurmy mds

Fingerprint (shal)

Xem-cymMMa cepTudukara, BeIauciasiemas 1o anropurmy shal
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1) Ecm B crpoke DN (nons «Bnameneny, «M3narenb») NPUCYTCTBYIOT HAlMOHAJIBHBIE

CHMBOJIBI, TO JJISI KOPPEKTHOIO OTOOpakeHHs B rpaduueckoM HHTep(eiice OHU JTOJIKHBI
ObITh 3a/1aHbI (B Tene cepTudukara) B koguporke UTF-8 (cm. RFC 2459, RFC 3280).

3.4.2.2. CBowucTtBa 3anpoca Ha Peructpauuto Ceptucukara

Xapakrepuctuku 3PC npuBeneHsl B Tabmuie (cm. Tabauma 17).

Tabmuma 17 — Xapakrepuctuku 3PC

Ilapamerp XapakTepucTHKA
YcrpoiicTBo YcTpoiicTBO, HA KOTOPOM OyAET COXpaHEeHbl CepTUDUKAT U KITFOUH
AJITopuT™M Turm OTKpHITOTO KItoYa (ITOPUTM IUPPOBOI TOAIHCH)

JlanHa KiIo4a

I[J'II/IHa OTKPLITOI'O KJIF04a

X3-aJIropuTm

ANTOPUTM XEIIUPOBAHUS

Nme Baageabna

Nudopmanuto o Bragenble cepTuduxara

Kox cTpanbl

Kon crpanbl

Opranusanus HanmeHnoBanue opranusanuu
Hoapasnenenune HaunmenoBaHue nopasaeneHus
Ha3Banue HaumenoBanue ¢aiina ceprudukara.

AJIbTePHATHBHOE UMSI
BJ1ajle/1b1A

XapakrepusyeT uzzaTens ceprTudukara.

IP-anpec IP-anmpec
DNS DNS
E-mail E-mail

®aar «IlomeTuTs
3aKpbITHIA KJIY KaK
JIKCIOPTUPYEMBbIiD)

3aKpBITHINA KITI0Y cepTU(HUKATA TOMEYAETCS KaK IKCIIOPTUPYEMBII

3.4.2.3. CocTaB npegBapuTesibHO pacnpefeneHHbIX KI4Yen

CocraB nipeIBApUTEIHLHO pacipe/ielieHHbIX KITI04Yel npuBeicH B Tabnuie (cM. Tabmuia 18).

Tabnuna 18 — CocTaB npeBapuTeNbHO pacpeieIeHHbIX KIrouei

[Tapametp

XapakTepucTHKa

YcrpoiictBo

YcTpoiicTBO, Ha KOTOPOM OY/IET COXpAaHEHbI KIIIOUH.
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ITapamerp XapakTepucTHKa

Nmn MMms  mpenBapuTeNbHO — paclpellelIeHHOro  Kiro4da  (Ha3HA4eHHOE
MO0JIb30BaTEIIEM )

3HaveHue AndaButHO-MPPOBOE 3HAUEHHE MPEABAPUTEIBHO  PACIpPENEIEHHOTO
KJII04a

Ilectnanumarepuunoe | lllectHaguarepuunass TpaHcaAuus — andaBUTHO-LM(POBOTO  3HAYEHHUS

3HAYCHHUE IIPEABAPUTEIIEHO PACIIPEIEIEHHOTO KIIt04a

3.4.2.4. CoctaB CRL (Cnucka OTo3BaHHbIX CepTucunkaToB)
Orobpaxaercs crnenyromas uHpopmaruss o COC B okHe «CepTuduraThl U KIHOUYN» (CM.

Tabmumna 19).

Tabnuna 19 — Unadopmarus o COC

ITapamerp XapakTepucruka
Kem BbI1aH Wms V11, koTopblil U3aa JaHHBIN cepTUUKAT
Token YcerpoiicTBo, Ha KoTOpoM Oyzaet coxpaneH COC
Hocaennee Hara u Bpems m3manmst CRL (mara ero mocnemnero oOHoBiieHus YII), Bpems

00HOBJICHHE 3aaano 1o ['punBuuy (GMT)

Caenyiouiee Jara u Bpems ouepenHoro miaHoBoro ooHosienuss COC VY11, Bpems mo GMT. Ilo
00HOBJIEHHE ucteueHuu AanHoi natel/BpeMenn COC OyneT cuuTaThes HEeACHCTBUTEIHHBIM

AJroputm Twur oTKpHITOro Kiroua (AJIrOPUTM IIU(PPOBOH MOITHUCH)

3.4.3. FeHepauusa ceptudukaroB ans NK «3ACTABA-

Knuenm»

Jlnis reHepupoBaHUs cepTU(PUKATOB MOTYT MPUMEHAThCS pasnuunble PKI-poayKTsl TpeTbux
npousBoauteneit. JIIIb mna IIK «34CTABA-Knuenmy dopmupytotess npu nomouu LIVIL. [Ins
MOJIy4EHUsl AOMOJHUTENbHON HHpOopMauK 00 3TUX MPOAYKTaX HYKHO CMOTPETh COOTBETCTBYIOILYIO

JOKYMCHTAIMIO U BCTPOCHHBIC CITPABOYHBIC CUCTEMBI IIPOJYKTOB.

Ecnu BBl UCHONb3yeTe TOKEHBI, KOTOpBIE MOJIEPKUBAIOT TEHEpaIMIo KIIIOYEBOW Taphl,
coznaiite 3PC IIK «34CTABA-Knuenmy, xak onucano B 1. 3.4.6.1. 3PC Oyner co3aH U COXpaHEH B
IIK «3ACTABA-Knuenmy» BMeCTE€ C COOTBETCTBYIOIIUM JMYHBIM KJIOYOM, KOTOPBI T€HEPUPYETCS B
MomeHT co3nanus 3PC. OrmpaBpTe co3mansbiii 3anpoc B Y1 (B 3aBucumoctu oT TpebGoBanuii Y[
UCTOJB3YHTEe DIEKTPOHHYIO IMOuTy, BeO-Opayzep wim apyrue cpencrsa). Ilocie mnomydenus
ceprudukara uz Y1 umnoptupyiite ero B I7K «34CTABA-Knuenmy, kak onucano B 1. 3.4.4.1. [Tocne

TOro, Kak cepTudukar OyneT MMIIOPTHPOBAH, OH 3aMEHHUT cobOoi coorBercTBytomuii 3PC B OkHe
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«Ceptudukarel u xmoun» [IK «34ACTABA-Knuenm» m OyneT aBTOMAaTHYECKH CBsI3aH CO CBOHMM

3aKPbIThIM KIIFOYOM.

3.4.4. Pernctpauunsa n ynaneHue ceptucgpukara

3.4.4.1. Peruncrtpauusa ceptucpukarta

Bb1 moxere peructpupoBats aa tuna X.509 ceprudukaro B IIK «34ACTABA-Kiuenmy:

JloBepennsie u [lepconanbHbie (7151 OTy4eHMsI MHPOPMAIMK O TUIAX cepTUPHUKATOB cM. 1. 3.4.1.1).

UtoOwl 3apeructpupoBath HOBbIH ceprudukar (JloBepennsie u Ilepconansubie) B [IK
«34CTABA-Knuenmy He00X0AMMO clieiaTh CICIyIoIIee:
3

1) HaxaTb KHOTIKY jnopr «MMmopT» umu «Mmmopt cepruduxaTay u3 MeHo «CepTuduKaTy.
3amycTuTCcs mporpaMMHbIi Macrep.

2) B mosiBuBIIIEMCsI OKHE BBIOpaTh HEOOXOMWUMBIH /IS YCTAaHOBKH CEPTH(PHUKAT M HAXKATh

KHOTIKY «OTKpPBITE» (cM. PrcyHOK 27).
x
—— -
e\* J< v CepTudmukaTsl v @J I Search CepTudmkaTs! O]

Organize ¥  New folder = ~ 0 @

__ﬂ Documents 2l Name - l Date modified I Type
@' Music
= Pictures
E Videos
A Administrator
1% Computer
Gﬁ Network
5 control Panel
& Recycle Bin
3.6_R2
) Certs
Distr o
New folder

Zastava Common ;‘ 4| | _'l
File name: I _:l che daiine (%) LI
Open Cancel |

B3] 123.reg 06.06.2013 11:52 Registration

Pucynok 27 — Be16op nMIOpTHPOBaHHOTO 00BHEKTA
3) BriOpats HeoOxoauMbIi «Pexknm ummopTa» ceprudukara, Hampumep: «IMIOpTHPOBATHY,

7100 OCTaBUTh PSIKUM 1O yMOTUaHuio (cM. PucyHok 28) n Haxath KHOMKY «Jlaee».
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pr

Beibepute cepTHdMKaTel 404 MMOOQTE @
BeifepHTe cepTHEMIATE, NOANEXALME HMNOPTY, H HE0GX0AMMEIE OMLMH,
Pexum umnopTa  ¥CTpoOMCTED CyBeekT kem BElaanH deficTemTened go CepuHHEIR HOME|
MrnopTupoeat |REGISTR"1" kevge... CHN=Clientn CH=0RBS5-Z2A-M-124.. 25.02.2017 15:2... 6143400000000,
[ Hanee = ] | OTHEHHTE |

Pucynok 28 — Bri6op pexxuma uMmopTta ceprudukarta
4) Tlpy yCHENIHOM HUMIIOPTUPOBAHUH IOSIBUTCS MHIMKATOP & (cM. Pucynok 29). Tenepb

Macrtep cepTu(UKaTOB MOKA3bIBAET HMMIIOPTHPOBAHHBIA CEPTHU(PHUKAT, HAKATh KHOIKY

«l"oToBOY.
PesynETaThl MMOORTA =
CoobeHKe CyBeekT cepTHikaTa
J CEpTHHMKAT MMNOPTHROEEH C=RL,_MN=TEST

[oToED

Pucynok 29 — OkHO pe3ynbTaTa UMIOPTUPOBAHUS cepTU(UKATa

5) 3aperucTpupoBaHHbIH cepTU(UKAT Terepb BKIOYEH B Tabnuiy okHa «CepTH(HUKATH U

Kirouny.

\il) [Tepen utenunem ceptudukara u3z ¢aina ygoctoBepbrech B ToM, 4to OC HacTpoeHa ist
nokasa ¢aijoB BCEX THUIIOB.

6) Ecnu Bel ummopTupyete oauH wim 6onee ceptudukatoB u3 daiina B popmare PKCS#12,
HEOOXOMMO BBECTH Tapojb I JIOCTyNa K ATOMY dailiry. B HEKOTOphIX ciydasx Ha
JTAaHHOM 3Tane Heooxoaumo BBoaAUTh PIN-ko TOkeHa, Ha KOTOPOM XpaHUTCS KOHTEHHEp C
ceptupukatoM (amm). Mactep Temepp TMOKa3bIBaeT cepTH(UKAT, KOTOpbIH Bhl

coOupaerech 3aperucTpUpoOBaTh:

- Eciu Bwl peructpupyere cepruduxar Y1, HyxxHo B none «Pexum ummnopra» (cwm.
Pucynok 30) HazHauuTh JTOMY CcepTH(UKATYy COOTBETCTBYIOLIMHA CTaTyC -

«/loBepenHsbli». [locne yero Haxxatb KHOIIKY «/lanee».
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iEEpTHdJHHaT,.-"MacTEp KNHYeH il
BrifeprTe CEpTHRMEATE], MNOANEXALME MMNOPTY, H HEORXOAMMEIE OMLHK,
PexkM HMNopTa WCTROHCTED lMA BnaaeneuLa Fem BelAaH JeRCTEMTENEH A0 | CEpHAHEIA N
AoEepEHHEIR Trusted Certificat. . [ CN=Ch-ilva CH=1_f-ilva MH KON S 1971 A3ERGEARSEIEEG. ..
Hdanee = OTHEHHTE |
i

Pucynok 30 — Beibop pexxuma ummnopra ceptudukara s peructpauuu JloBepeHHoOro cepruduxara

-  Heo6xomumo BBect PIN-kox Tokena (cm. Pucynok 31), B koTopom Oyner

conepkathes ceprudukar. [Tocne BBona PIN-kom1a Hy)KHO HaKaTh KHOTIKY «I"OTOBOY.

= Beeawte naponb ﬂ

TokeH: REGISTRY\\7702181537: c573730323133313

Maponk:

CoXpaHuTe Napone AnA Bya YWy cosaMHEHIIA

[oToBOD OTMEHWMTE

Pucynok 31 — Beox maposist TokeHa

Ecmn cepruduxar YI[ Opin mocnman Bam yepe3 HezamMIIEHHBIM KaHan (Hampumep, IO
SJICKTPOHHOM T04YTe) W BBl XOTHTE COXpaHHUTHh €ro, Kak «JloBepeHHbIN», Bbl MOMKHBI
POBEPUTH MOATUHHOCTD 3TOT0 cepTU(UKATa BPYUHYIO.

Hemnocpencteenno mocne peructparuu ero B [IK «3ACTABA-Knuenmy» CBSIKUTECH C
anmuaucTpatopoM YII, urobsr cpaBuuTh curHarypy (fingerprint) opuruHamsHOTO
ceprudukara Y1l ¢ curaatypoit mosry4eHHOro ceptudukara, KOTopast 0ToOpakaeTcsi B TOJISIX
«Fingerprinty B tabmune ceprudukaroB [IK «34ACTABA-Knuenmy. Eciu CUTHATYphI HE
COBMaaaroT, HeMeieHHo yaanute ceptuduxat u3 I1K « 3ACTABA-Knuenm»y.

Pexum wumnopra «JloBepeHHBII» OTOOpakaeTcst TOJIBKO s cepTudukatoB YII.
[TepconanpHbIM cepTHdUKATAM aBTOMATHUYECKH Ha3zHA4daeTcs cTaryc «JloBepeHHBI» (eciu
CepTU(HUKAT HMMEET 3aKpbITBI KIIOY, 3TOMY CepTU(UKATy AOBEPAIOT IO YMOIYAHHIO).
[IpomexxyTouHble CepTH(PUKATEI HE MOTYT COXPAHATHCA CO CTATycOM «JlOBEpPEHHBIN»; OHU
BCEr/ia IIPOBEPSIOTC M0 LENOYKE JOBEPHUSL.
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[Ipu mmmopre JOBEPEHHOro cepTHU(HUKATa HEOOXOTUMO BBOJHUTH MAapojb aJAMUHUCTPATOPA,
YCTaHOBJICHHBIH JJIs1 TOKEHA.

Ecnu oTKpbITa ceccusi CBSA3M C TOKEHOM, B OKHE «CepTHU(hUKATH M KIIIOYM» aBTOMATUYECKH
oToOpakaeT OOBEKTHI cepTHU(HKaATa, COAep)KalMecs Ha TokeHe. Bce 3tu ceprudukars
UMeroT craryc «JloBepseMslii». Bol Moxkere coxpansaTh ceprudukar Y1 kak «/{oBepsembliiy.
Ceptudukarel napTHEPOB IO CBSI3M, UMIIOPTUPOBAaHHBIE W3 TOKEHOB, OyAyT Bcerja
IIPOBEPATHCS 110 LIETIOYKE JOBEPHUSL.

- Haxarp kHONKY «I'0TOBO». 3aperucTpHpOBaHHBIA CEpTU(HUKAT TEMEeph BKIIOYCH B

tabnuny okHa «Ceptuduxars u Kiaroumy.

Uto0bI co3aTh JOKaIbHBIN cepTudukar nmpu nmomomu BHemHero Y1 vago co3mats 3PC, cm.
n.3.4.6.1. 3PC Oyner co3man u coxpaHéH B [IK «34CTABA-Knuenm» BMecTe C
COOTBETCTBYIOIINM JIMYHBIM KJIIOYOM (OH T€HEepUpyeTcs OgHOBpeMeHHO ¢ co3nanueM 3PC).
[lepenumure cozpanubii 3PC B VYII. Korma Bel Oynere ummopTupoBaTh cepTUdUKAT,
nonydennstidi w3 YL, B [IK «34ACTABA-Knuenmy, 5>TOT cepTu(UKAT 3aMEHUT
cootBercTBYyOmUN 3PC 1 Oyner aBTOMaTUYECKH CBSA3aH C JIMYHBIM KITFOUOM.

3.4.4.2. YpaneHue cepTudukara

Jnsa ynanenus ceprudukara u3 [1K «34ACTABA-Kiuenmy cnenyert:

1) Bbigenuth cepTUHKAT, KOTOPbIH TPeOYeTCsl yIaInTh;
2) Haxars Ha [lanenu uncmpymenmos KHOTKY «Y TaIuThy;
3) B mosiBHBIIEMCS 3ampoce Ha yaaleHue HaxaTh KHOMKY «Jlax;

4) Bsectu naponb. Ceprudukar oyner ynanen u3 [1K «34ACTABA-Knuenmy.

Ecmun nns I[OBepeHHOFO TOKEHa OBLI 3alaH MapoJib IMOJB30BATC/IA, TO IpHU YAAJICHUHU
CepTI/I(l)I/IKaTa Tpe6yeTc;1 BBO/JI ITapOJIst MMOJIb30BATECIIA.

3.4.5. AKcnopT ceptucpmkara

J51s TOoro uToOBI BBITOJIHUTE MNPOLEAYPY IKCIOPTa cepTHUPUKaTa HEOOXOAUMO:

1) BeiOpats TpeOyemslii cepTrdukat B okHe «CepTUHUKATH U KITIOUM.

=
2) Haxathb KHOIIKY «QkcnopT» WM «IKCropT ceprudukara» u3 MeHto «Ceprudukary.

3anmycTuTcs nporpaMMHbIA Macrep.

3) B mosBuBmeMcs OKHe BBIOpaTh (opMmar IKCIOPTHpyeMOoro ceprupukara (cM.
Pucynok 32). BBecTu maponb Ha KIIOYEBYIO HMH(OpMaiuio, eciau cepTudukar
skcrioptupyetcst B PKCS #12 popmate. Haxxats kHONKY «l"'0oTOBOY. IIpn HEeobxonumocTu

nmocTaBuTh (piiar B mosie «I1o BO3MOKHOCTH BKJIFOUUTH BCE CEPTU(PUKATHI U3 UEPAPXUN.
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4) B mosBHUBIIEMCS OKHE BbIOpaTh HEOOXOMUMBIN JUIS COXpAaHCHHS CepTH(HKATa MyTh U
HaxaTh KHONKY «CoxpanuThb». [losiBUTCS MHPOPMAIMOHHOE OKHO C COOOIICHHEM O

pe3ysbTaTax dKCIopTra.

F "

JkcnopT cepTudmkatal CH=Fastava-Client(REGISTRY, Fastava.., @

| SKCNOPTHPOEATE CEKPETHEIA KAHIY

PopmMat
CER encoded binary %509 {.cer)

Base-64 encoded %509 {.cer)
Cryphographic Message Svnkax Standard - PECS #7 Certificates |.p7hb)

@ Personal Information Exchange - PECS #12 (pfx)

Mo BOSMOMHOCTH BKNHYMTE BCE CEPTHEMEATEI M3 HEDAPKHH
Mapone:
MoATEEp® AEHHE NaponaA:

CNO¥HOCTE NaponA: Hyneeas MoKazaTe Napone

[ [oToED ] | OTHEHHTE |

Pucynok 32 — ITapameTpsl skcniopTa cepTudukara
3.4.6. 3anpocbl Ha Peructpauuto Ceptucukara

Cy1iecTByeT HECKOJIBKO CIIOCOOOB MONYYHUTh JIOKaNbHBIA ceptudukar ms [IK «34ACTABA-
Knuenmy. Hampumep, MOXHO HMMIIOPTHPOBAaTh CEpTU(GHUKAT BMECTE C €ro JUYHBIM KIHOYOM W3
¢aitnoBoit cucrembl, kak omucaHo B 1. 3.4.4.1. Kpome TOro, MOXHO 3aperuCTpPUpPOBATh TOKEH,

COJIEp KA CePTHQHUKAT C €ro JUIHBIM KJITFOYOM, KaK OMHUCaHo B 1. 3.6.1.

Taxke moxHo co3nath 3PC B oxne «Ceprudukarsl u Kiroun». Co3maHHBINA 3ampoc

otmpasisercs 3ateM B Y1, koTopslif peoOpa30BbIBAET MOTYYEHHBIN 3a1IpOC B CEPTU(UKAT.

3.4.6.1. Co3paHue 3anpoca Ha Pernctpauyuio Ceptucpukara

I[J'ISI TOT'0 YTOOBI CO31aThb 3PC, HYXHO BBITTOJIHUTD CJICAYIOIIUC OIICpallnun:

il
1) Haxarp KHONKY «3ampocy wiu BbIOpaTh KoMmaHAy MeHio «Ceprudukary >

«["eHeparys 3ampoca cepTuduKaTar.
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i B Cospanve sanpocos Ha pervcTpayyio cepTudikaTos H

Y CTPOHCTED!
ANropHTH: IGOST R 34.10-2001 ;I AnuHa knroya: Iﬁ
K3W-ENrapHTH: |GOST 34.11-94 j
CyOBERT

* C pasfreHmen No Nonam ™ B BHAE HOpHaTHPOESHHOA CTPOKK

E-mail {E}: I

Dbwee mmA (TN I

darHnma (S I

A (GM): |

Moapasaensqye (OU): I

CpraHHzauma (o) |

HaceneHHeIA nyHET (L): I

CybeekT (3T I

Koa ctpadel {C): IPUccnﬁcrcan degepauns (LD LI

—ANBTEPHATHEHOE MMA CyOBEKTa

IP-aapec: I
DNS: |
E-rnail: I
LR | [~
—PacwHpeHHa
OENacTE MCNONB30BAHMA KNHHa! I IKE/[IPsec LI

I- MaMETHTE SEKDbITbIﬁ KNHY KAk 3|KIZI'ID|3TI‘1|:I'§"E-'T'1I:pIﬁJ SN 3TO BOSMOMNHD

[oToBD I OTHEHHTE

4

Pucynok 33 — Beog undopmarnuu i coznanust 3PC

2) B nosiBuBmemcst okHe «Co3nanue 3amnpoca Ha Peructpanuio CepTrdUKaToB)» 3aMOIHHUTh

HeoOxouMbIe otst (cM. Pucyrok 33):

— BriOpaTh ycTpoiicTBO, Ha KOTOPOM OYJET XPaHUTHCS 3aKPBITHINA KIIOY;

— BriOpatp anroputm mudpoBaHus;

— 3anmaTe AMUHY KIIOYa;

— BriOpats Xom-anropurm;

— Bsectu undopmanuio o Bianenbie cepTUUKarTa, 3a0JHUB COOTBETCTBYIOIINE MOJIS
paznena «CyobexT». MH(DOpMaImio MOKHO 3a/1aBaTh JIMOO ¢ pa3OMEHHUEM IO TOJISM,
100 B BUje GpopMmatupoBaHHOM cTpoku (cM. 1. 3.4.6.1.1 Ha ctp. 70). OO6s3aTeaIBHBIM
spinsiercs «KoJ cTpaHb», KpoMe TOro, He0OXOAUMO 3aMOJIHUTh KaK MUHUMYM OJTHO M3
OCTaJIbHBIX MOJIE B COOTBETCTBUHU C MX HA3BAHHUEM.

Hezanonnennsie nosist He OynyT BKItodeHb! B 3PC.
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— IIpu HEOOXOOUMOCTH, 3aIOJHUTH TOJS B pasjiene «ANbTepHATUBHOE MUMsI CYyOBEKTa»
(IP-ampec, anmpec snekrponHOit mouTbl, DNS-ums, UPN). DTtu nons sBistorcs
HeoO0s13aTeNIbHbIMUY;

— B pa3zgene «Pacmupenus» BEIOpaTh 00J1aCTh UCIIOIB30BAHUS KITHOYA;

— Ilpm HeoOXomumocTH, YCTaHOBUTH (uaxok «[loMEeTHUTh 3aKpBITBIA KIIOY Kak

3KCHOpTI/IpyeMI)II>’I, €CJIKM 3TO BO3MOXXKHO).

3) Haxarp kHOMKY «I"0TOBOY.

4) Tlo 3ampocy BBecT PIN-Kko/ (1aposb) ycTpoicTBa Ha KOTOPOM T'€HEPUPYETCs KIIH0YeBast

napa.

5) TosiBUTCSI OKHO €O CGHOPMHUPOBAHHBIM 3alpPOCOM Ha TOJIydeHHE cepTHdHKaTa (CM.

6)

7)

8)

Pucynok 34). 3PC u COOTBETCTBYIOIIHI €My 3aKpbIThIii KUY OyIyT COXpPaHEHBI B
3ACTABA-O¢uc — B Tabnuiie MOSIBUTCS COOTBETCTBYIOIIAs CTPOKA C UMEHEM CyOBeKTa

«Key Pair without Certificate».

P -

[=] CosaaHHBIf 33aNpOC Ha perMCTpaLMID C.., @

----- BEGIM CER.TIFICATE REQUEST-----
MIHSMIGNAGEAMBoxZzAIBgMYEAY TAI WM Qsm Y
CYOCIKEwIFK 2BiMBwiEBiqFawIC
Ez&5BgcghoMCAInABgcghOMCAR4BAIMABE C452)
FoanS3akIEw aF0xcuBz+adzpk,
T#1vosz9ZEKg3IPIx SeFisBw gw ALY FLEEDUBYPOC
rdyOnecykHgaroCEwHwy ]
KoZIhwehagk MR IWEDADBgHYHOSBAFSEBAM Ba
funnCgEKaLIDAGIDEADCAREFHY
EmfyuzyeP3ojd+2% T/ acv¥+L2Q3EP 0y uey Gmw3kg
pigCnjaSwIRRMTOMGAOKCS
Vaqmowv+olOUljsen

----- EMD CERTIFICATE REQUEST-----

| KonupogaTe B Oydep obmeHa | [ QITMEHA ]

Pucynok 34 — Konuposanue 3PC B Oydep odmena
CkonmupoBaTh TeKcT 3ampoca B Oydep oOmeHa, HaxaB kHONKy «KomupoBatb B Oydep

oOMeHay.

OtnpaButh co3gaHHbli 3ampoc B Y[ (c momomsio Be6-Opaysepa, 3IE€KTPOHHON MOYTHI

WIH IPYTUX CPEICTB).

[Tocne monyuenus ceprudukata ot Y1, ero ciegyer umnoprupoats B 34CTABA-Oghuc,
Kak 370 onucaHo B m. 3.4.4.1. Ilocne Toro, kak cepruukar OyaeT UMIOPTHPOBAH, OH
3aMeHUT coboit coorBercTBytommii 3PC B okHe «Ceprudukarel u kimoun» [IK

«34ACTABA-Knuenm» n OyJaeT aBTOMaTHYECKU CBS3aH CO CBOUM 3aKPBITHIM KIIFOYOM.
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3.4.6.1.1. ®opmart ctpoku UHaneuayansHoro UmeHun (DN)

[Ipu ucnonszoBanuu Yuukaasuoro Mmenu (DN) B 3PC neob6xonumo BBectu 3Hauenust DN B
(dbopMate, OMMCAaHHOM B 3TOM IyHKTE. MCHONb3yiiTe TONBKO T€ 3HAYCHHSI, KOTOPhIE HEOOXOAMMBI IS

co3nanug 3PC.

attrl=attrl value,attrZ=attr2 value, ...,
rac. attrN=attrN value,
attrl,attr2,...,attrN - wumena arpudyrtos DN;

attrl value,attr2 value, ..
aTpuOyTOB.

.,attrN va 1 ue - 3HAYCHHUSA COOTBETCTBYIOIIHUX

Hanpumep, crpoka DN MOXeT BBITIAAETD CIEAYIOIIMM 00pa3oM:
O=Test,OU= Marketing,CN= Ivanov
Tumbr arpulyToB, 00BIYHO UCTIONB3YIOMHKXCS B cTpokax DN, mpencraBnens! B Tabmume (cMm.

Tab6muma 20).

Ta6muua 20 — Tunsl atpuOyTOB
Tunsl arpudyroB HaunmenoBanue Pacumdposka
CN Subject Common Name Oomiee nms*
C Subject Country Crpana
L Subject Locality Paiion pacnosoxeHnus
ST Subject State or Province OO6nacTh pacnoiIoKeHHs
@) Subject Organization Ha3zBanue opranuzanuu
ou Subject Organizational Unit Ha3zBanue oTnena opranuzanuu
SN Subject Surname damunus
GN Subject Given Name Nmst
I Subject Initials Nuunmanel
T Subject Title Unit JlomxHOCTh
[Tpumeuanue. * — Bce nmepeurciieHHbIE aTpUOYThI OTHOCSTCS K BIIAJICNbIly cepTUdUKaTa (Toje
«CyOBbeKT»)

[Tpu onpenenenun 3HaueHuid atpudbyroB DN pexomeHayeTcst UCIONb30BaTh TOJBKO OYKBBI

JJaTUHCKOI'O aH(I)aBI/ITa n I_[I/I(I)pLI. HCKOTOpLIC CHUMBOJIbI UMCIOT CIICIHUAJIBHOC 3HAUCHUC B CTPOKE DN u
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JOJKHBI TACATHCS ¢ 0OpaTHON HAKIOHHON 4epToii nepea vuMu. Hanpuwmep, B HazBanuu otaena (OU)

MOJKHO HCITOJIb30BATh 3AlIATBIC CIICAYIOIIUM o6pa30M:

O=Test,OU=Marketing\, Management, CN=Ivanov
JIro0Ooit crenuanbHBIi CUMBOJ MOXKHO 3aMEHUTh OOpaTHON HAKIOHHOW 4YEepTOM W JABYMS

HIeCTHAAATEPUUHBIMU LU (PpaMH, KOTOPbIE IIPEJICTABIAIOT COOOH KOJ CUMBOJIA.
Hanpumep, ctpoxka DN, B KOTOpO#l yKa3aH IIepeBOJ KapETKH, BBITIIAIUT TaK:

O=Test,CN=Ivanov\0DPetr

\il) Bo3moxHO Takxke no0aBieHHE NPOM3BOJBHBIX arpuOyroB B cTpoky DN, wucnons3ys
«TOYEYHO-JEIUMAIbHBII (popmar Tuna arpudyTa,

Hampumep, 1.2.840.113549.1.9.1=ivanov@test.com

[Topsimox pasmemnienus: arpudbyroB DN B cepTudukare 3aBUCUT OT MOpsAKa pa3MEUICHHS
atpubytoB B 3ampoce u oT YL, Beimatomero ceprtuduxar. Hexkoropeie BUC-Aeenmsr TpeThbux
MIPOU3BOIUTENICH PACTIO3HAIOT CEPTUDHUKATHI YIAICHHBIX MTAPTHEPOB IO CBSI3U, TOJBKO €CITH aTPUOYTHI
DN pacnionioskensl B omnpeaencHHoM nopsiike. [Tocne momydenus ceptudukara ot Y1 yoenurecs B
toM, uTo IIK «3ACTABA-Knuenm» cnoco0eH KOPPEKTHO B3aWMOJICHCTBOBAThH CO BCEMH BHIAMU

Aeenmos, HeOOXOTUMBIMH JIJIsT PaOOTHI.

1) B xommnonentax IIK «VPN/FW «3ACTABA» Bepcun 6 arpubytei DN cepruduxaros
pacIioIOKEHBI B TOM K€ TOpPSIKe, B KOTOPOM OHHM YKaszaHbl B cepTudukare. Bo MHOrmx
AQHAJIOTUYHBIX  NPOAYKTaX TPEThbUX  IPOU3BOJIUTENEH  HCIONB3YeTCs  PEBEPCHBHOE
otobpaxenue arpuOyroB DN.

\il) Ecimu B crpoke DN (mons «Brnaneneny, «M3parens») NpUCYTCTBYIOT HallMOHAJIbHBIE
CUMBOJIbI, TO JUIsl KOPPEKTHOTO OTOOpa)kK€HUSI B rpapuueckoM HMHTepQeiice OHU JIOJIKHBI
OBITh 3a7aHbI (B Tene ceprudukara) B koguposke UTF-8 (cm. RFC 2459, RFC 3280).

3.4.6.2. YpaneHue 3anpoca Ha Perucrtpauunro Ceptudukara

s toro uro6s! ynanuts 3PC u3 [IK «34ACTABA-Knuenm» nano Boiaenuts 3PC, koTOphIi
Be1 xotHTe ynanute B okHe «CepTu(dUKAThl ¥ KIIOUN», HAXATh Ha MHCcmpymeHmanvHol naneay OKHA

«CepTudUKaTHI U KIIFOUM» KHONKY «Y 1anuThy». 3anpoc Oynet ynanen u3 I[IK « 3ACTABA-Knuenmy.

3.4.7. NMpepBaputenoHo PacnpepeneHHble Knoun

Kak u ceptudukarsl, nmpeaBapuUTEeIbHO paclpee/ieHHbIEe KIIOYU I03BOJISIOT MPOBOJUTH
ayTeHTU(UKALMIO TPU YCTAaHOBJIEHHUU 3aIMIICHHOTO COEIMHEHHS C yJaJleHHBIM MapTHEpOM. OTa
npoueaypa ayreHTU(GUKauuu OyJeT YCHEeNIHOM, eclid yAaJd€HHBbIH MapTHEP UMEET MpeABapUTEIbHO

pacnpeﬂeneHHmﬁ K4 C TEM K€ CaMbIM 3HAYCHHEM, UTO U Bam karou (BTI/I 3HAa4YCHUS HOJI?KHBI OLITH
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COTJIaCOBaHBI C MapTHEPOM 3apanee). Ecnu Bamm kiroun He cCOBNagaroT, 3alIMIIEHHOE TTOAKIIOYCHUE

He OyZeT yCTaHOBJICHO.

Cy111eCTBEHHBIM HEAOCTAaTKOM IIPEIBAPUTENBHO PACIPEACIECHHBIX KIIIOUEH 110 CPABHEHUIO C
cepTU(HKATaMU SBISETCA HEJOCTAaTOYHAs MAaCHITa0MPyeMOCTh, IMOCKOJIBbKY HEOOXOAMMO pPYYHOE

COrJIaCOBAaHME 3HAUYCHHUH KITI0OUCH AJIs1 BCEX BO3MOXKHEIX I1ap HapTHépOB.

Korma wucnonb3yroTcss MpeaBapuTeNbHO  PACIpPENEICHHbIE  KIHOYM, BBl JOJKHBI

3aperuCTPUPOBaTh, IO KpaHEW Mepe, cepTU(]HUKATHI, HCIOJb3yeMble ISl IPOBEPKHU
nenoctaoctu JIIIb.

3.4.7.1. Perucrtpauus npeaBapuTeribHO pacnpeaeneHHoro Krnro4a

UtoObl 3aperucTpupoBaTh MNpeABApUTENbHO pachpeneneHubiii kimwou B [IK «34ACTABA-

Knuenmy neodbxoaumo caenars cienyromniee:

3
1) Haxatp xHomky C=m «Preshared» u3 menwo «CepTudukar». 3amycTUTCs MPOrpaMMHBINA

Macrep.

2) B nosiBuBmiemcst okae «Preshared Keyy 3anoiaauts HeoOxoaumbie moss (cMm. Pucyrok 35).

3) B nosBsuBmieMcst oKkHe BBECTH YHUKAJIBHOC MM KJIIO4Ya B IIOJIC «Hmsa xiroday. OTo BMs

OyzeT UCIoJIb30BaHO B KauecTBe ujeHTudukaropa B JIIb.

Nwmsa kitoua He dondxcno copepxarh NMpoOeIoB WK JIFOOBIX APYTUX CIENHAIbHBIX 3HAKOB 3a
UCKITIOYEHUEM CUMBOJIa oquépkuBanus ()

e

[=] Preshared Key @
WeTpoRcTED: | Trusted Certificates token T|
Hra:
SHAYEHHE! MMnopT
16-prd.:
[ [oToED ] | OTHEHHTE |

Pucynox 35 — BBoj mapamMeTpoB IpeBapuTENBHO paclpeIeIEHHOrO KIIrova

4) BBectn 3HaueHHe Kioya B I0J€ «3HAUCHHE» HIIU ((16-pI/I‘{.» HUJIM HaXaTb KHOIIKY

((I/IMHOpTI/IpOBaTB 3HAYCHHUC KIIIOYa» H YKa3aTb (I)aflﬂ CO 3HAQYCHUCM HNPCABAPHUTCIBHO

pacnpeielIeHHOTo KITFoYa.

5) Tenepr Mactep KiIrOUeiH MOKa3bIBACT MPEIBAPUTEIBHO PACTIPEICICHHBINA KITF0Y, KOTOPBIN

Bbr cobupaerecy peructpupoBath. HakaTh KHONKY «['0TOBO». 3aperucTpupOBaHHBIN
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MpeBapUTENbHO paclipeieTICHHbIN KIII0Y TeNeph BKIIOYEH B TaOnuiy Bkiagku «Preshared

Key» okna «Ceprudukarsr u Kimrouny.

3.4.7.2. YpaneHue npeaBapuTernbHO pacnpeaesieHHOro Knro4a

Hns ynanenus npenBaputenabHo pacnpeaesneHHoro kioda u3 [IK «34ACTABA-Kauenm» Hango
BBIJICJIUTh KIIIOY, KOTOpbI Bbl xoTure ynamuth, B Tabmuie Briaaku «Preshared Key» oxna
«Ceprucukarel u Kitouny», Haxare Ha HHcmpymenmanvhot naneau okHa «CepTHPUKATHI U KO

KHOTIKY « Y IanmuTh». 3anpoc Oyaer yaaneH u3 t1adnuusl U u3 [1K «3ACTABA-Knuenmy.

3.4.8. Cnuckn OTo3BaHHbIX CepTucpukatoB

COC(CRL) — 370 cECOK OTO3BaHHBIX CEPTH(HUKATOB, KOTOPBIC C TAHHOTO MOMEHTA BPEMECHHU
HE MMEIOT CHJIbI U HE JOJDKHBI HCIOJIBb30BaThes st hopmupoBanus 3anuiieHHbIX Coennnenuit (SA)

B T€UEHME ceaHca 0e30I1acHOro COCANHCHHMUA.

Kaxapiii COC BbeimyckaeTcst omnpeaencHHbIM YL U COOepKUT TOIBKO cepTUdUKaThl,
anHynrpoBaHHbie qaHHBIM Y. JIro6oit COC mMeer cuily B TeUSHHUE TIEPHUOIa BPEMEHH, YKA3aHHOTO B
HeM: ¢ naThl (M BpemeHH) coznanust COC 1o natel (M BpeMEeHH) ClIeyoleld HAMEUeHHON KOPPEKIIHUH.
3HaueHus BpeMeHHu 3afaHbl mo ['puHBu4y. Bam vacoBoil mosic OyneT HMpUHAT BO BHUMaHUE MpU

BbhIuKciieHnu nepuona aeicteus COC.
COC moxet ObiTh uMnoptuposad B /K «34ACTABA-Kauenmy» aBTOMaTU4YECKH WU BPYUHYIO.

[TpoBepka ceptudukaToB ynpasisercs JokanbHbIMU HacTpoiikamul [IK «34ACTABA-Knuenmy.

Z[OCTYHHBI TPpU BApHUAHTA:

- Oo6paborka CRL BeIKITFOUEHA
- Oo6padotka CRL Britouena, or3biBath, ecii CRL HemocTynen

- O6pabotka CRL BkimroueHa, He o13bIBatTh, ecii CRL HenocTynex

3.4.8.1. Ob6bpaboTka COC
[Ipu nposepke ceptudukara IIK «34ACTABA-Knmuenm» nyrem mnpocmotpa COC

YAOCTOBEPACTCA B TOM, UTO CepTI/I(bI/IKaT HE OTO3BaH.

Eciu B mokanpHbIX HacTporikax [TK «34CTABA-Kiuenmy BoiOpana omust «O6padbotka CRL
BBIKJTIOYEHA», TO MPOBEpPKa Ha HaIW4Yhe cepTHudHKaTa W BCEM IEMOYKM B CIHCKE OTO3BAHHBIX HE

MIPOU3BOIUTCS,

Ecmu BeiOpana ommust «O6padotka CRL Brimtouena, or3eiBath, eciim CRL HemocTymen», To
ceprudukar Oyaer npusHaH oTo3BaHHBIM, eciii COC He HaigeH. CoequHEHHE C WCIOJIh30BaHUEM

TaKoro ceprudukaTa He OyJeT YCTaHOBJICHO.
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Ecnu BeiOpana onmus «O6pabotka CRL BkimrodueHa, He or3wiBaTh, eciii CRL Hemoctymeny,
TO ceptudukar OymeT NpU3HAH JedcTBUTENbHBIM, naxe ecnu COC He HaijeH. YCTaHOBJIEHUE

COEIMHEHUS C UCTIOJIb30BaHUEM TAKOTO CEPTU(HUKATA BO3ZMOKHO.
Hnst norcka COC ucnonb3yeTcs CleNyOIUi alropuTM:

- Ecmu B ceprudukare ne ykazan CDP, to mouck COC u mpoBepka ceptu¢ukata He
IPOU3BOJIUTCS;

— Eciu CDP ykazan, To IIK «3ACTABA-Knuent» nposepsier, 6bu1 Jin 3arpyxeH COC
panee. Eciu COC He ObLT 3arpykeH, WId TEPUOJ €ro JACHCTBUTEIHLHOCTH HCTEK, TO
BBITIOJHSETCS 3arpy3ka ¢ uUcTouHuKa, ykazanHoro B CDP. Ecmu 3arpy3uts COC He

YAAJI0Ch, TO BBIIIOJHACTCA ITOUCK CcOoC cp€au UMIIOPTUPOBAHHBIX HAa TOKCHBI.

3.4.9. NMpoBepka cepTucpumkara

Bbl Moxkere mpoBeputh ceptudukar, 3apeructpupoBaHubiii B [IK «3ACTABA-Knuenmy,
mpocMaTpuBas €ro yenouky oOoseepus (T.e. cnucok YI[, mnoAaTBepxkAaOIIMX IMOUIMHHOCTD
ceprudukara). Llemouky ceprudukara MOXKHO mpocMOTpeTh B OkHe «llapamerpsl cepTudukaray,
BbIOpaB TpeOyeMblil /Ui MPOBEpKU cepTU(dUKAT, M, HAXKAB HAa HEM JBAXKbI JIEBOM KHOMKON MbIn. B

BepxHel yactu okHa «[lapamerpsl ceprudukartay Oyaer nokazana Hepapxus cepmughuxama.
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B NapareTtpbl cepTrdrkaTa E

lMepapxkA cepTHdMKaTa I TokeH |
EF C=RU,0=A0 ELVIS PLUS, 0U=0RPG, CN=CPROCAZ016 Trusted Certificates token
o C=RU,CH=win130_2012 REGISTRY\\win130_2012
MapameTp SHAYEHHE
Bepna Y3
CEPHIAHBIA HOMED S600000032EE22569104074FZE000000000052
lzaaTens [ ELYIS R
CyfbekT C=RU, CN=win130_z012
AArOpHTHM NOAMHCH GOST R 34.11/34.10-2001
ANFOpPMTH KNHOYa GOST R 34.10-2012 256(512 Bits)
My OMHHEIR KoY 06630 IF060524850307 0101 010130130607 248503020224 000603 24850307 ...
JERCTEMTENEH © 16.09,2016 11:45:05
JEHCTEMTENEH A0 16.09,2017 11:55:08
SaKPBITEIA KNHY ASATCBMTENEH A0 16,12,2017 17:55:05
Authority Key Identifier kevIdentifier: 54 A 66 74 CO 8E FF ES D9 87 65 358 0A E9 A7 DD OE OC 36 EL
Subject Key Identifier 04 D7 BE AQ 95 8 07 C6 BY 386 C4 DF YF BS 94 EC CB 94 44 04
Key Usage Data Encipherment, Key Encipherment, Mon Repudiation, Digital Signature
Ext. Key Usage TLS 'web Client Authentication {1.3.6.1.5.5.7.3.2)
CRL Diskribution Points [1] CRL Distribution Poink  URI=htkp:ff10.111.10.180/certsrv fcerterl crl
Authority Info Access [1] Access Description accessiethod: CA Issuers
Fingerprint MDS C1RSBFCEDOZ7 395606 7016996 3EA4FS
Fingerprink SH&41 22F7077 27 AIFECSPEE0 1 123F09350E333RC1 7858

SHa4eHHE (MONHOCTEH):

C=RU,0=A0 ELYIS PLUS, OU=0RPO, CN=CPROCAZ016

FoTosD I I'IpoBepMTbl'l

Pucynok 36 — Oxno «IlapameTpsr cepTudukara»

Knonka «IIpoBeputb» BHM3Y oOkHa «llapameTpsl cepTu(HKaTa» MO3BOJSET MPOBEPUTH
cepTU(HKAT Ha €ro akTyalbHOCTb IO MEPHOAY ICHCTBUTENBHOCTH M TMPUCYTCTBHIO B CIIHCKE
oTo3BaHHbIN cepTudukaro. Hactpoiiku nposepku no COC 3anaroTcss Ha)KaTHEM Ha CUMBOJI «CTpENKa

BHU3) HA KHOIIKC «HpOBepI/ITI))) u BI>I60pOM COOTBETCTBYIOLICTO ITYHKTA U3 BBIMAAAOIICTO MCHIO.

VYbenurecs B TOM, UTO J1aTa, BpeMsl M HACTPOMKHU YacOBOTO IOsiCa MPAaBUIbHO YCTAHOBJIECHBI
Ha Bamewm xommnbioTepe. HempaBuibpHas ycTaHOBKA JaHHBIX MTapaMETPOB MOXET NMPUBECTH
K TOMy, 4T0 cepTudukarel wiu CRL 6yayT momeueHsl Kak HeleHCTBUTEIbHBIE.

3.5. OKHO «YnpaBrneHue NofMTUKamMmny
OxHO «YTpaBineHHE TMOJUTHKAMW» TpeIHa3HayeHo s peraktupoBanus crucka JIIIb u
ycranoBku onmuid JIIIB (cM. Pucynok 37). [ns nonyuenus uapopmarmu o6 JIIIb cm. m. 3.5.3. [lns

noirydeHust nHpopmanuu 06 ocodeHnoctsx cozaanus JIIIb cm. m. 3.5.5.

JIITb sBnsieTcst TEKCTOBBIM (DaiiyioM, OMUCHIBAIOIIMM MTPaBUIIa, KOTOPBIE ONMPENENsIoT, Kak [/K

«34ACTABA-Knuenmy cBA3bIBaeTCA C IPYTUMHU 00bEKTaMH B 3alIUIIEHHON cperie.

JITTB MoXxeT OBbITh YCTAHOBJICHA, aKTUBHUPOBAaHa U ITPOCMOTPCHA.
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o[-l

MapareTpbl BEIBRAHHOM MoK THIH

mr ZASTAVA Client - ¥npasneHune noauTkamm

MonuTiea

TekyLlad NOAKTHES
4 CTapToBad NOAMTHKE
MonuTka gpafisep..
CUCTEMHEA NONMTHEE
MoAKTAES N0AES0E..

MprMeHEHKE

|_|DJ'II-!1TD1K3, COXPAHEHHAA B A,

JarpywaeTca npw ctapte OC
Mcnone=yerca npu choe

HCI'IDJ'II:B}"ETCFI nepea exaao..,
HCI‘IDJ‘II:B}"ETCFI nocAe Bxoda ..

MapameTp

AKTHEHAA NONHTHEE
MICTOMHKE

Cepeeplbl) NOAMTHE
CwhberT cepTHdHKaTa
MzaaTene cepThdmHaTa
CepHAHEIR Homep cepThd...

3HaueHKHE

CHETEMHAA NONMTHIE

C cepeepa

10.111.6.101
CH=Zaskava-Client
CM=0RES55-ZA-M-1248-CA
13F111A1000000000005

ANropHTH CEpTHDHIESTA GOST R 34.10-2001

Tun naeHTibmkatopa IKE DN

YpoBEHE NOra CTRaA0YHEIR

Timeaut 10

Bpema akTHBaukKH Cp 13, anp 10:45:11 2016

F\KTMBMpDBaTb| | MpocHoTp | | Mamows | Mpaeta

Pucynok 37 — OkHO «YTIpaBiIeHUE TOJIUTUKAMI

3.5.1. CTpyKTypa OKHa «YnpaBrieHue nofiMTuKamm»

OxkHO «Y1paBlieHUE TOJUTUKAMU» COCTOUT JIBYX Pa3/IelioB:

— Pazgen ¢ gepeBoM MONMUTHK;

— Pasznen ¢ napamerpamu BHIOpPaHHOM MONTUTUKH.

ITone «IlonuTrka» COOEPIKUT AEPEBO CYLIECTBYIOIIUX MOIUTUK. [IpH BBINECICHUH IOJUTUKH B
nepeBe NoauTUK B noje «llapamerpsl BEIOpaHHON MOJUTUKN» OTOOPAXKAIOTCS MapaMeTpbl MOJIUTHKH.

[Tone «IlonuTHkay CONEPKUT TaKkKe KHOMKH «AKTUBUPOBaTH», «IIpocMoTp» u «Ilomomiby.

3.5.2. Tunbl NONUTUK

B none «Ilonutuka» CylmecTBYIOT CIECAYOIIUE TUIIBI TOIUTHK:

— Texkymast — MoNIUTHKA, COXpaHseMas B IpaiiBepe Aeenma.
— CraproBas — oJIUTHKA, 3arpykaemas mpu crapre OC.
— IMonuruka JIpaiieepa nmo ymondanuio (DDP) — nonutrka, 3arpyxaemas mpu cooe;
— CucremnHas — IMOJIMTHKA, MCIIOJIb3yeMad IMCpea BXOAOM MW IIOCJIC BbIXOJa
M0JIb30BaTEJIS;

— IlonuTnka moap30BaTENsI — IMOJIMTHKA, MCIIOJIB3yEMas IIO0CJIEC BXOJa ITOJIb30BATCIISA B

OcC.
3.5.3. MapameTpbl nonutuk NK « SACTABA-KnueHnm»
3.5.3.1. CwucremHas JIMNb

CucreMHast ITOJIUTUKA MOXKET OBITh MoJrydcHa 13 (baﬁna, C CCPBCPa UK OTCYTCTBOBATL.
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ﬂJ’IH HN3MCHCHUA ITapaMETPOB CHCTEMHOM MOJUTHKH HCO6XOI[I/IMO Ha CHCTEMHOH ITOJINTHUKEC B

none «llomuTHkay HaxaTh JABaXXbI JIEBOM KHOIIKOM MBIIIN U BI)I6paTI) HCO6XOI[I/IMBIC napaMeETpul B

okHe «Ormiuu moyuTuK» (cM. Pucynok 38).

-

s CONUUE NoAMTHER @

MCTodHMK: ICepBep + CepTudukaT v]

Cepriduar: |CN=ZASTAVAdient (GOST R 34.10-2001) noanmcan CN=CprocA2012 ~ | | peramn... |

Cepeep(bl) monMTiie:  10,111,10,197

YpoBeHs nora: lCuGblTMﬂ b I
IKEwv 1 Pesim: lOmuBHuﬁ PEHMM - I
Timeout 5 {cek.) =

MaeHTudukaTop IKE
Twn: lDN -

3Hadenwe: C=RU,0=0A0 ENBAC NMKDC,0U=0Taen paspaboTim NO,CN=ZA5TAVAdient

[ [oToBD ] I OTMEHWTE

Pucynok 38 — Hactpoiika mapameTpoB CHCTEMHOM MOJIUTUKHI

I[J'ISI HaCTpOﬁKH CUCTEMHOH MOJIMTHKH H606XOI[I/IMOZ

1) BLI6paTL THUII METOJa aKTHBAlMM M3 MOoJIsA «VICTOYHUK» U ONpCACIINTL ITapaMETPhI

JaHHOTO METOJa.

— Ilpu BeIOOpe MeTOa POrpy3KH U3 daitna Heo6xoaumo B nose «IlyTh» ykazaTh myTh K

(haiiy ¢ MOTUTUKON WM BBIOpaTh HEOOXOAUMBIHN (haiiyl, HaXKaB KHOIIKY «...)».

C nomouipio KHOMKKM «PenakTUpoBaTh» MpU BHIOOpE METOJa aKTUBALMU M3 (hailia MOXKHO
NPOM3BECTH N3MEHEHHE (haiisia MONIUTUKU B OKHE «PemakTopy.
— Ilpu BeIOOpE MeTO1a MPOTPY3KHU € cepBepa He00X0aAUMO B nosie «McTouyHHUK» BBIOpATh U3
PaCKpBIBAIOMIETOCS]  CIIMCKAa  HEOOXOAWMBIM  Tapamerp UIsi  YCTaHOBKHM  SA.
PackpbIBaromuiicss CIIMCOK CONEPKUT cieayromue 3HaueHus: «Cepsep+CepTuduxar,

«Cepsep+Kitouy. J{i1st HaCTpONWKH MPOTrpy3KH MOJUTHKH C CEpPBEPa HEOOXOAUMO:

a) BoiOparp wu3 Bommagatomiero cnucka nois  «Ceprudukary  uan - «Kiouy

3aperucTpupoBaHHbIi ceprudukat unu Preshared Key.

C momomplo KHOMKHU «Jletamu» Mpu BBIOOpE METOAAa aKTHBAIIMM C CepBepa MOXKHO
MIPOCMOTPETH TapaMeTphl BeIOpaHHOTO cepTrdukara B okHe «[lapamerpsl cepTuduxartay.



78
MKEI0.00626-01 32 01

0) YroOsl Hactpouth momyudenue JIIIb ¢ cepBepa momuTuku HEOOXOAMMO BBECTH B
none «CepBep(pl) momutuk» |P-anpec(a) cepBepa u mopT, ¢ KOTOpOro Oymer
MOJTy4YeHa MOJUTHKA, €ClIM He yKa3aTh MOpPT, TO Oepercs 3HaueHUe M0 YMOJIYaHUIO
(500). Ecnu cepBepoB Heckosbko, IP-aapeca ykaspiBatoTcs depes 3anaryio. Homep
MOpTa yKa3bIBa€TCA Yepe3 IBOCTOUHE.

B) Jlns xypHamupoBaHusi coobOmenuii npu nepemade JIIIB ¢ cepBepa monuTuku
HE00X0MMO BBIOpPaTh YpPOBEHb MNOAPOOHOCTH PErHCTPAlUU COOBITHUH B TIOJE
«YPpOBeHb Jioray, moipodHee 00 ypoBHE peructpanuu coObrtrii cM. 1. 3.8.1.1.

r) BriOpars pexxum ycranoBiieHus coenuaenns IKEV1: ocHOBHOM WM arpecCUBHBIN B
nosie «IKEV1 Pexumy.

n) OTMeTuth BpeMs, 4epe3 KOTopoe HeoOxoaumo oOparmiarbes k ceprepy 3a JIIIb, B
nosie «Timeouty.

e) B cexuun «UMnentudpukarop IKE» BwiOpats THn IKE wunentuduxaropa ms

MIPOTPY3KH IOJUTUKH, coryiacoBadHoro ¢ LIYII.

2) Haxatpb kHOMKy «I'0TOBO». COXpaHEHHEe OMIUi MOJUTUKU TPeOyeT BBEICHHS JIOTHHA U

1apoJIs M0JIb30BATENS, KOTOPBIA BXOJIUT B IPYIITY aIMUHUCTPATOPBI.

3) Haxxath B MOSIBUBIIEMCS MOCIE COXPAHCHUS MapaMETPOB MOJUTHKA HH()OPMALMOHHOM
OKHE KHOIIKY «/la», ecniu Bbl XOTUTE akTUBUPOBATh AAHHYIO NOIUTUKY, «Her», eciu He

XOTUTEC AKTUBHUPOBATH JAHHYIO ITIOJIUTUKY.

3.5.3.2. TlNonuTuka nonb3oBaTens
HOJ’II/ITI/IKa, chonwyeMaﬂ II0CJIC BXOAa ITOJIb30BaTCJIA B OC HOJ’II/ITI/IKa I10JIB30BaTCJId MOKET

OBITH MOJTy4eHa U3 (ailyia uiu ¢ cepBepa MOJUTHK.

Jns u3MeHeHus TapamMeTpoOB TMOJB30BATEIbCKOM TOJUTUKH HEOOXOIMMO Ha TOJIMTHUKE
nosb3oBarens B nose «llonmuTrukay HaXkaTh JBAXKIbI JIEBOM KHOIKOM MBIIIM U BRIOpaTh HEOOXOIUMBIE

napameTpsl B okHe «Omnun moautuk» (cM. Pucynok 39).
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= OnUMe NoauTHER @

WeTodHmi: [Cepsep + CepTudmkaTt v]

Ceprudwar: | CN=ZASTAVAient (GOST R 34.10-2001) noammcan CN=CproCA2012 » | | ferana... |

Cepeep(bl) nomMmiak:  10.111.10. 197

YpoEeHb nora; [Coﬁblmn hd l
IKEv1 PesimM: [DI:HDBHDL'& PEHHM b ]
Timeout 5 (cew.) =

MaoeHTubmkaTop IKE
Tin: [DN -

3Ha4eHue: C=RU,0=0A0 EMBIC NAKC,0U=01aen paspaboTri NO,CN=FASTAVAdient

[ [oToBD ] [ OTMEHWTBL ]

Pucynok 39 - Hacrpoiika mapamMeTpoB MOJTUTUKA TOIH30BATEIS

,Z[JI?I HaCTpOﬁKH noJaumuKu nojlbzoeamelisi HCO6XOI[I/IMOI

1)BbiOpaTh THI MeTOAa aKTUBAlMU M3 MOJs «VICTOYHHK» M ONPENCITHTh IapaMeTphl

JAaHHOT'O METOJa.

— Ilpu BeIOOpe MeTona mporpy3ku u3 (aiina HeoOxoaumo B none «IlyTh» ykazaTh myTh K

¢ailny ¢ HOAUTUKON MM HaXaB KHONKY «BbIOpaTh» BbIOpaTh HEOOXOAUMBIN (ail u3

GbaiioBoii cHCcTeMbl, 3aTeM HakaTh KHONKY «['oToBO» (cM. Pucynoxk 40). CoxpaHenue

OHIII/II\/'I IIOJIMTUKHU Tpe6yeT BBCJICHU JIOTMHA U IIapOJIA MMOJIb30BATECIIA, KOTOpBIﬁ BXOJHUT

B IPYIIY aAMUHUCTPATOPHI.

— Ilpu BBIOOpe Meroma mporpy3ku «OTCYTCTBYeT» B Cilydae OLIMOKU MpU NPOTpy3Ke

MOJIb30BaTENIbCKOM MOJIUTHKH, 6YI[6T MMporpyKarbCs CUCTCMHAs IMOJIMTUKA.
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=71 Onyum noanTUkn (]

UcToyHuk: |aitn v

MyTb: v
| Peascrposare... |

[oToBO ] ‘ OTMeHnTD |

Pucynok 40 — HacTpoiiku MOJUTHKH MOJIL30BATENS P MPOTPY3KHU IMOJIUTUKU U3 (aiiia
— Ilpu BeIOOpE MeToaa TIporpy3ku ¢ cepepa (mis 3arpysku JIIIb ¢ cepepa u yctaHOBKH
IPsec SA ¢ momomipio cepTudukaTa) HEOOXoaUMO B Toyie «lVICTOYHHMK» BBIOpATh
3naueHne «CepeptCeprudurary (cMm. Pucynok 41). Jlns HacTpOWKH MPOTPY3KH

MOJIb30BATEIHCKON TIOJUTUKH C CepBepa HEOOXOMMO:

— BriOpars u3 Beimajaromero cnucka mnous «CepTudukar 3aperucTpupOBaHHbII

ceptudukar.

C nomouipio KHOMKHM «PenakTUpoBaTh» MpU BHIOOpE METOJa aKkTUBALMU U3 (ailia MOXKHO
IIPOM3BECTU U3MEHEHNUE (aiiia MOJIUTUKU B OKHE «PenakTop».

C mnomouplo KHONKU «Jleramu» MpH BBIOOpE METOAAa aKTUBAllMM C CEpBepa MOXKHO
IPOCMOTPETh NMapaMeTpbl BEIOpaHHOTO cepTu(ukarta B okHe «Ilapamerpsl cepTudukaTa.

[Ipu BeIOOpE MeToaa nporpy3ku «Cepsep+Cepruduxar» MOKHO yKka3zaTh 3HaueHue «JIr000oii
nepcoHanbHbI ceptudukaty B mojie «CepTudukaT» HpU 3TOM JUId aKTHUBALMU Oyner
MCIIOJIb30BaH cepTu(UKaT, KOTOPBIA HE yKa3aH B MapaMeTpax CUCTEMHOM MOJIUTHKH.
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= OnUMe NoauTHER @

WeTodHmi: lCepBep + CepTudmkaTt v]

Ceprudwar: | CN=ZASTAVAient (GOST R 34.10-2001) noammcan CN=CproCA2012 » | | ferana... |

Cepeep(bl) nomMmiak:  10.111.10. 197

YpoEeHb nora; lConlTMﬂ hd I
IKEv1 PesimM: IOI:HDBHDL'& PEHHM b I
Timeout 5 (cew.) =

MaoeHTubmkaTop IKE
Tin: IDN -

3Ha4eHue: C=RU,0=0A0 EMBIC NAKC,0U=01aen paspaboTri NO,CN=FASTAVAdient

[oToBD ] I OTMEHWTBL I

Pucynoxk 41 — HacTpoiiku MOJIMTUKY TIOJIb30BATEIIS IPU BHIOOPE METO/a MPOTPY3KH C cepBepa

— Bsectu anpec cepBepa B ctpoke «CepBep(bl) MOIUTUK» U yKa3aTh IMOPT, C
KOTOpOro OyAeT moyiyueHa TOJHWTHKA, €CIM HE YKa3aThb HOpT, TO Oepercs
3HaueHue no ymosyanuio (500). B xauectBe agpeca cepBepa MOJUTUK MOKHO
ucnons3oBate DNS. Eciiu cepBepoB Heckonbko, IP-anpeca yka3piBatoTcs uepes

3anryro. HoMep nmopra ykasbIBaeTcs uepes IBOETOUHE.

— Jlna xypHanupoBaHus coobmenuit npu nepenade JIIIb ¢ cepepa momuTHku
HE00X0/MMO BHIOpaTh ypOBEHb MOJPOOHOCTH PETHCTpallUU COOBITHH B MoJe

«YPOBEHb Jioray, moipodHee 00 YpoBHE peructpanuu coObrtrii cM. 1. 3.8.1.1.

— BriOpats pexum yctaHoBieHuss coeauHeHus |KE v1: ocHoBHOW win

arpeccuBHbIi B noisie «IKE v1 Pexum».

— Otmerutsb BpeMs, yepe3 KOTopoe HeoOxoauMo oOpatiathees k cepsepy 3a JIIIb,

B mosie «Time out.

— B cexmun «nentuduxarop IKE» BweiOpats Tun IKE uaentudukaropa mus

MPOTPY3KHU MOJUTUKH, corsiacoBaHHoro ¢ [IVII.

2) Haxartp kHONKY «I'0TOBO». COXpaHEHHE OIIUIA MOJUTUKU TpeOyeT BBEICHHS JIOTUHA U

MapoJid ImoJIb30BaTCIIAd, KOTOpLIﬁ BXOIUT B I'pYIITY aIMUHHUCTPATOPHI.

3) B mosiBuBIIIEMCSI TIOC/IE COXPAHEHUS TapaMeTPOB TMOJUTHKA HH(POPMAIMOHHOM OKHE

Ha)XaTh KHOMKY «/la», ecnmu Bbl XO0THTE akKTUBMPOBATh TaHHYIO MONUTUKY, «Hety, eciu

HC XOTHUTC aKTUBUPOBATH JAHHYIO IOJIMTHKY.
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3.5.3.3. Monutuka apanBepa N0 yMON4aHUIO
B IIK «34ACTABA-Knuenmy» wumMeeTcss TpOCTasl IMONMHTHKA 00paboTku Tpaduka, KoTopas
HCIOJIb3YETCS MPU OTCYTCTBUM (MM HepocTynHocTu) padoueit JIIIB. Oro «Ilomutuka npaiiBepa mo

YMOJIYaHHIO».

«[TomuTrka npaiiBepa mo ymomdanuto» (Default Driver Policy, DDP) Bctynaer B cuiiy npu
3anycke OC — g0 MomeHTa 3arpy3ku paboueir JIIIb, B ciyyae ecnu mpousolia omuOka Mpu

POrpy3Ke MOJUTHKH WK OCTaHOBIICH cepBrc Vpndmn.

Jns uzmenenus napamerpoB «llonuTuka npaiiBepa 1Mo ymoia4aHui0» HEOOXOIUMO B IOJIE
«[Tonutuka» okHa «YTpaBieHUE MOJIUTHUKAMHI» Ha)KaTh JIBAXKIbl JIEBOM KHOMKON MBIIIM U BHIOpATh
HEOOXOoJMMbIC TIapaMeTpbl B OKHE «Onuuu monuTHK» (cM. Pucynok 42). «[lomuTHka apaiiBepa mo
YMOJTYAHHIO» MOXET OBbITh ycTaHOBIeHa, b0 B «COpaceiBath Bce» (DROP ALL), nubo B
«CopacsiBath Bce, kpome DHCP» (DROP ALL EXCEPT DHCP), nmu6o B «IIpomyckars Bce» (PASS
ALL). Tlocne BbiOOpa HEOOXOOMMBIX HACTPOCK HaXaTh KHOMKY «COXpaHHUTBH» I COXPaHCHHUS

HacTpoek B [IK «3ACTABA-Knuenmy.

N3 cooOpaxeHuil 0e30mMacHOCTH pEeKOMEHAyeTcsl ycTaHaBiuBarh «llosmTHka 1npaiiBepa 1o
yMOJ4aHUIO» B 3HaueHHe «COpacwiBaTh Bce». CieayeT ydecTb, YTO B 3TOM Clydae CeTh HE Oyrer
JIOCTYITHA, €CIIM KOMIIbIOTepY He HpUCBOeH craTtuueckuit |P-ampec. Eciu kommbrotep momydaer IP-
anpec no DHCP, To cienyer BbiOpars onmuto «CopaceiBath Bce, kpome DHCP». B atom cinydae ceth
OyZeT HeJoCTymHa /10 MOMeHTa aktuBauuu padodeit JIIIb (uckimroueHne cocTaBiseT TOJBKO TpapuK

DHCP, neobxoaumebIii s HazHaueHHus KoMibrotepy IP-anpeca).

e

= DALEE Do AT @
MCTouHHE: | Apakeep -

MonkTHES: |I'Ipnn';.chaTb ECE - |
¥poBEHE Nora: |He NoOrHpoEaTE - |
[ CoToED ] | DTHEHHTE

Pucynok 42 — Hactpoiika mapameTtpoB «llomutrka apaiiBepa o yMOITYaHUIO»

& Ecnu na xommneiotepe ¢ [IK «34ACTABA-Knuenmy» HacTpoeHa yHalleHHash ayTeHTU(UKaIMs

IpU BXOJIe MOJB30BATENsI B CHUCTEMY (HampuMmep, ayTeHTH(UKAIMsS MOCPEICTBOM JIOMEH-
KOHTpOJUIEpA), TO AJIs ee MpaBMWiIbHON paboThl «llomuTHka gpaiiBepa Mo yMOIYaHHUIO» JOJDKHA
ObITh: «IIpomyckarb Bcey.
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3.5.4. U3meHeHune napameTpos JIMNbB
Jl1sg 3MeHeHusl mapaMeTpoB BHIOPAHHOM NOJUTHKU U3 JepeBa NOoAUTUK moiyisd «llonntuka»

HE00XO0AMMO HaXKaTh JBAXK/IBI JIEBOW KHOMKOM MBIIIK HA TpeOyeMoH moauTHke. B mosBuBIIEMCs OKHE

«Onuuu NoJUTHK» U3MEHUTh HEOOXOIUMBbIE ITapaMeTpPhI.
Jl1s u3MeHeHUst TOCTYIHBI TapaMeTpPhl CIEAYIOIUX MOTUTHK:
- Tomutuka [paiisepa no ymondanuto(DDP) — monutuka, 3arpyaemasi npu cooe.
- CucremHas — IOJUTHKA, UCIIONb3yeMasl IIEpe]l BXO0M I10JIb30BaTEIs.
- Ilonutuka nosib3oBaTeNs — MOJIUTHKA, UCIIOJIb3yeMasl ocie Bxoa nosnb3oBarens B OC.

[Tapamerpsl «CuctemHoi noautukn» U «llonmutuku [lpaiiBepa 1o yMOSYaHUIO» MOXHO
TaK)X€ U3MEHUTD, BBIIECIUB B JIEPEBE MOJUTHK TPeOyeMYyIO MOJMTHUKY M HaXkaB OJIMH pa3 Ha IPaBYIO
KHOIIKY MBbIIIM, W3 BbIIAJAIOIIEr0 MeHI0 BblOpaTh mapamerp «lIpaBka». B mnosBuBIIeMcs OKHE
«Onuuu TOJUTHK» M3MEHUTh HEoOXoaumble mnapamerpbl. CoxXpaHEHHE H3MEHEHHBIX MapaMeTpoB

Tpe6yeT BBOJIa JIOTHWHA U IIApOJId I1OJIb30BaTCIIA, KOTOpBIfI BXOIUT B I'pyIIly aiIMUHHUCTPATOPHI.

3.5.5. CospaHwue JIMNB

JIIb, co3nannas B 34CTABA-Ynpasnenue, coxpaHsercs Kak TEKCTOBbIM (aiin. JlaHHBIHI

pexxuM 3anaercs B 34CTABA-Ynpaesnenue.

Cozpanue JIIIb B 34CTABA-Ynpasnenue:
- Jlo6aButs cootBerctBytoumii [IK «34ACTABA-Knuenm» 00BEKT B TJI0OATBHYIO

noautuky 6ezomacHoctu (I'TIB);
- OnpenenuTs npaBuiia sl JAHHOTO OOBEKTA;
- Orrpancnuposars ['TIb B JIIIb unu coxpanuts JIIIb kak daiin;

- 3apeructpuposats JII1b B ITK «34ACTABA-Knuenmy. 3a 1ONOIHUTENHHON HHPOpMAIIEH

Hajgo oOpartuthes k 1. 3.5.5.1.

1) @ain c¢ JIIb myxno mnepenectu Ha Komnbiorep IIK «34ACTABA-Knuenmy» wu 3arem
3aperucTpUpPOBaTh, COINIACHO MHCTPYKUMAM B 1. 3.5.3.1 u m. 3.5.3.2, unu 3aperucTpupoBaTh
ee C MoMOIIsI0 KoMaHabl vpnconfig —-set lsp user/system file <path>.

3.5.5.1. Peructpauusa HoBou cuctemHon JIMNb

JIITb MoxeT OBITH 3aperucTpupoBaHa B OKHe «YmpaieHue mnoiauTukamu». JIIIb moxer

HaxoauThes B (painoBoil cucreme. Ilpu aktuBaumu ykazanHod nonutuku /IK «34ACTABA-Knuenmy
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o0patutca K 3aJJaHHOMY HCTOYHHMKY M CKONUPYET IMOJIUTUKY B JApaiiBep Aeenma, IMOCIE YEro 3Ta

MO THKA OyneT akTuBupoBaHa. [[is perucrparuu HoBoit JIITB HeoOxoauMmo:

Haxatp kHOnKy «IIpaBkay.

Bribpars ogun u3 crnoco6oB gobasnenust JIIIb u3 monst «Mcrounuk» oxHa «Oniuu

IIOJIUTHK»:

3arpy3uTh U3 daiina;

s 3arpy3ku JIIIb u3 ¢aitna HeoOxoaumo ykazats (aiin JIIIb B TekcToBOM dopmarte,

WJIN BBECTH BPYUHYIO MYTh K (aiiy.

3arpy3uTth ¢ cepepa LIYIL.

ns 3arpy3ku JIIIb ¢ cepBepa HE0OXOAMMO BBITIOTHUTD CIAEAYIOIINE IEHCTBUS:

BriOpath oivH U3 mapaMeTpoB:

- Ilapamerp «CepBep+Ceptudurar» (mms 3arpy3ku JIIIb ¢ cepsepa u

ycranoBkH [Psec SA ¢ momomipio cepTudukara),

- Ilapamerp «CepBep+Kmtou» (mns 3arpysku JIIIb ¢ cepBepa u ycTaHOBKHU

IPsec SA ¢ nmomorisio Preshared Key, Tonbko mist cuctemuoii JIITB);

BriOpare W3 BBIIAAAIONIETO CHNHCKA 3apEeTUCTPUPOBAHHBIA CcepTUHUKAT WU

Preshared Key, B cooTBeTCTBHU ¢ BEHIOpaHHBIM METOIOM MPOTPY3KHU C CEpBEpa.

Beectu aapec cepsepa B cTpoke «CepBep(bl) MOIUTUK» U TOPT, ¢ KOTOPOro OyaeT
MoJIy4yeHa TMOJUTHKA, eCIM He yKa3aTh MOpPT, TO OepeTcs 3HaueHHEe M0 YMOITYaHUIO
(500). Ecniu cepBepoB HeckojbKo, IP-anpeca ykaspiBaroTcs uepes 3amsatyo. Homep

IopTa YKa3bIBa€TCA 4YCPE3 ABOCTOUYMC.

BriOpate pexxum ycranoBinenus coequHenns |KE v1: ocHOBHOI wiin arpeccuBHBII

B nosie «IKE v1 Pexumy.

OtmeTuTh BpeMs, yepe3 KOTopoe Heobxoaumo oOpamaTthesi k cepBepy 3a JIIIb, B

mosie «Time outy.

BriOpate Tun unentudukaropa B cekuuu «Maentupukarop IKE» ans nporpysku

MOJINTUKU, KOTOPBIN JOKEH ObITh cornacoBad ¢ LIYIIL

Haxatp kHONIKY «COXpaHUTBY.

OTBeTuTh HA BOMPOC OO0 AKTHBAIMW TMOJUTHKU. [ aKTHBAIMM 3aperucTpUpOBAHHOMN

MOJIMTHUKHU ITOCJIC COXPAHCHUS ITaPaMCTPOB HAXKATh KHOIIKY «I[a».
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& [lepen urenunem JIIIb u3 ¢aiina ynocroBeputsest B ToM, ytro OC HacTpoeHa JJis oKas3a Bcex
TUNOB (hailyIoB, HHAUE HyXHbIe BaM ¢ailsibl MOTyT OKa3aTbCsl CKPBITHIMH.

3.5.5.2. Peructpauusa HoBou nonb3oBaTenbckon JIMNb
Perucrpanus nosp3oBatenbcko JIIIb mpou3BoauTess Takke Kak pPErucTpanysi CUCTEMHOU

noauTuky cm. 1. 3.5.5.1.

3.5.6. NMpocmoTp JIMNB

B none ¢ nepeBoM NOIUTHK OKHA «YIIPABJICHUE MTOJIUTUKAMI» MOKHO IIPOU3BECTU ITPOCMOTP
texyweit JITIB, nis sToro HeoOXoUMMO BBIOpaTh U3 JepeBa MOJUTHK CTPOKY «TeKylas NoJuTHKa» u
HaxkaTb KHONKY «IIpocMoTp» OkHa «YmpasieHue noautukamu». B nossusimemcs okHe «Pemakrop»
MO>KHO IPOCMOTPETH KOJ MOJUTUKH, IPOU3BECTH U3MEHEHMSI WM ITOMCK HEOOXOIUMBIX IIapaMeTpOB,
BBIIIOJIHUTH IIEPEX0J] Ha ONPEACICHHYIO CTPOKY IOJIMTHKH, BOCIIOJIB30BABIIUCH Ul 3TOIO MEHIO
«Bun» oxna «Pemaktop» M, Nnpu HEOOXOAMMOCTH, COXPAaHUTh [aHHYIO MOJMTUKY B (QailoBoi

cucreme, BbIOpaB B MeHI0 «®Paiin» komanay «COXpaHUTh» U ONPEAETIUB ITyTh JUIsl COXPAaHEHUS.

3.5.7. AxktuBauus JIMNB

Jna aktuBauuu JIIIb (T.e. nns 3arpy3ku B ApaiiBep Aeenma), HEOOXOAMMO BBIICIUTH
HY)KHYIO TTOJIUTUKY B JIEpEBE MOJUTHK OKHA «YmpasieHue noautukamm» [IK «34ACTABA-Knuenm» u
Ha)XaTh KHOIKY «AKTHBHUPOBaTh», BBECTH JIOTUH W Tapoib aamuHuctparopa. JIIIb 3arpy3utcs B

npaiiBep Aeenma u npaBuia, onpenenénnsle B JIIIb, BcTynsaT B nelicteue.

Ecnn akruBanmsa npouuta ycnemso, JIIIb 3arpyxaercsa B npaiiBep Aeenma U akTUBUpYETCH,

3TO O3Havaer, uto |IP-tpaduk Oymer oOpabaThIiBaThCA B COOTBETCTBUM C IIPaBUJIAMH, OMMMCAHHBIMU B

JIIIB.

3.6. OKHO «TOKeHbI»

IIK «3ACTABA-Knuenmy» TO3BOJISET MCIOJIB30BATh TOKEHBI KaK CpeAy TPaHCIOPTHPOBKH
BaXHOH nH(popMmarmu (cepTudukaToB, 3akpbIThiX Kiatoueit). [IK «34CTABA-Kiuenmy noaepKUBaET
pabory ¢ PKCS#11l-coBmecTuMbiMu TOkeHamu Bepcuu 2.10 u Bblme, Ui paboThl HEOOXOAUMO
HAJIMYME COOTBETCTBYIOIIUX JIMHAMUYECKH MOJKIIOYaeMbIX OuOmuoTek. Takxke MOMOJHUTENHHO

IMOCTAaBJIACTCA OMYJIATOP MOAYJISI TOKCHA Ha JKECTKOM JUCKE.

B okne «Tokens» (cM. Pucynok 43) Ber Mmokere 3apeructpupoats PKCS#11 momysnu st
3agaHHoro tuma TokeHa (USB-kimiou, cmapr-kapra, SMynsTOp TOKEHa HAa TMOKOM/)KECTKOM HUCKE).
DTO OKHO COJEPKHT CHUCOK BCEX 3apErMCTPUPOBAHHBIX MOJYJIed TOKeHOB. J[OCTymHa BO3MOXKHOCTh

3arpy»Katb MOAYJHN TOKCHOB KaK ITOJIB30BAaTCIIBCKUC.
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=a ZASTAMA, Client - TokeHel o[- s

4 |Builtin CryptoPro User Module (MNoneso.., MapameTp IHAYEHME
REGISTRY keygen user MyTe softpkes11-cpro.dil
FAT1! keygen user lmA Builkin CryptaPra User Module
4 Builtin CryptoPro Module Bepcua Crypkoki 2.10
REGISTRY keygen BepcrA AHONHOTEKH 4.1
FAT12 keywgen MpOHZE0AHMTENE ELVIS-PLUS
ONHCaHKHE Crypbo-Pro GOST R 34.10-2001 ...

REGISTRY\\Fastava-client
4 Builtin Roots kodule
Trusted Certificates token

SarpyIHTe | | EbIrpysHTE | | EEepx | | EHHz | | QRHOEMTE

Pucynok 43 — OxHo «TokeHBD»
3.6.1. Ho6aBneHne moaynen TOKEHOB

s peructpanuu monyiiss PKCS#11 B okae «TokeHBI» HE00X0UMO:

1) Haxare kHONKy «3arpy3uth» B OKHe «TOKEHB», B TOSBUBIIEMCS OKHE «3arpy3uTh

MO/IyJIb» BBECTH TpeOyeMbie naHHbIe (cM. PrucyHok 44).

P "~

JarpysuTE MOgynE @

(K4

Mra mogyna: |

hakn; BelbpaTk. ..

3arpysHTh Kak NONE30EATENBCKHA

[ CoToED ] | OTHEHHTE |

Pucynok 44 — OkHO «3arpy3uTb MOAYJIb»

2) Bsectu Ums monymns PKCS#11.

3) Vkazare myThb K auHamMuueckod OumbOmmoreke Momyns PKCS#11 m Haxare KHOIKY

«OTKpPBITH.

bubnuorexu monyneit TokeHoB [IK «3ACTABA-Knuenm» (nns HHUCKETBI U SMYJISTOPOB
TOKEHA Ha JKECTKOM JIMCKE) KOMUPYIOTCA B COOTBETCTBYIOIIME KAaTajJord BO Bpems MHCTaLsiuuu /1K

«3ACTABA-Knueum»y.

Ecniu Bwl ucnonws3yere B KauecTBE TOKeHa cmapT-kapty unu USB-mocutens, Ttorma
Tpedyemoe 10 MODKHO BXOIUTH B KOMIUIEKT IMOCTaBKM TOKeHA. MMeHa OMOIMOTEUHBIX MOIyINeit
PKCS#*11, koropsie Bxoasr B coctaB [IK «34ACTABA-Knuenmy, npuBeieHsl B Ta0uie (cMm. Tadimia

21). O6patute BHUMaHHe Ha TO, yTo Apyrue PKCS#11 OubmmoTekn MOTYT MOCTaBIATHCS C APYTUM
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I[IO nna TokeHoB. UToOBI HaAliTH uUMs TpeOyemMoill OMOIMOTEKH OOpaTHTECh K JIOKYMEHTAIMH I10

TOKCHaM.

Tabmuma 21 — mena 6ubimoreunsix moayseit PKCS#*11

Tun Tokena Nwms 6ubmunorexku moxynst PKCS#11
SoftToken common softpkcsll.dll*
CryptoPro SoftToken softpkcsll-cpro.dll
Trusted Certificates token softpkcsll-trusted.dll
* - JlaHHBIN MOJYJIb, BXOAUT B JIOMOJHUTENbHBIN NTakeT ycTaHOBKU [IK «3ACTABA-Knuenmy

HpI/I H606XOI[I/IMOCTI/I OTMCTHUTH (I)J'Ial“ «3arpy31/1TL Kak HOHBBOBaTeHLCKHﬁ)), OoIpcaciinB

3arpy>KaeMLH"4 MOAYJIb TOKCHA OIIPCACIICHHOMY I10JIb30BATCIIIO.

Haxatp kHONIKY «I'0TOBOY.

3.6.2. CmeHa PIN-Kkoaa TokeHa

Ecnn Bol xotutre usmenuts PIN-xoxn tekymiero tokeHa, To B okHe «TOKeHb» HEOOXOAMMO

BBI6paTB TOKCH U3 CIIMCKA, 3aTEM HAXKaTb KHOIIKY «CMeHHTD IIapoJib». Bgectu TeKy'H_[Hﬁ mapoJjib B

none «Texkymumii maposb». BBectn HOBBINM Napoisis B noid «Hossil napons» u «lloBrop mapons» u

HaXaTb KHOIIKY «I"oTOBOY.

A

4\
AN
4\

PIN-xox Mmoxet ObITh m3MeHeH, ecnii uHTepdeiic PKCS#11 TokeHa Mo3BOJSET 3TO ACHCTBHE.

PIN-xo1 MokeT ObITh U3MEHEH TOJbKO Ha aKTHBHOM TOKEHE (COEIMHEHUE C TOKEHOM JOJDKHO
OBITH OTKPBITO).

Knonka «CMeHHTh Mapoiiby OyaeT HEAOCTYIMHA, €CIH HET TOKEHOB, 3aPETUCTPUPOBAHHBIX B
IIK «3ACTABA-Knueumy.

Ecmm mns JOBEPCHHOI'0 TOKCHA 3aJaH IMapoOJib IMOJIb30BATCIIA, TO UMIIOPT CepTI/I(l)I/IKaTa Ha 3TOT
TOKCH IMPOU3BOAUTHCA C BBOAOM IIAPOJIA aJIMUHHCTpATOpA, a YHAAJICHUC CCpTI/I(I)I/IKaTa — C
IMapoJIEM I10JIb30BaTECIIA.

3.6.3. MHuumnanusauma TokeHa

Jlnst mHUIMANM3aMy TokeHa B 3akiaake «Moaymu TokeHoBy HE0OX0oauMo:
1) Haxarps kHONKy «MHMIMaTM3UpOBaTh» B OKHE «TOKEHBI», B IOSBUBIIEMCS OKHE

«MHMImanu3ams TOKeHa» BIUCaTh JaHHbIe (cM. PucyHok 45).
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=
Z& MHnumManuzauma TakeHa @

TokeH: REGISTRYY|Zastava-clent]

Maponk SAMMHMCTPETORS!

Tak#e YCTAHOBHMTE Naponk NONB30EATENA

HoBeH naponk:
MoATEEPHAEHHE NapoNA:

CnoxHoOCTE Napona: Hynesaa MokazaTe Nnapone

COXpaHMTE Napone 409 By AWM CO8AHHEHMA

[ [oToED ] | OTHEHHMTE

Pucynok 45 — OxHo «/HUIManM3anus TokeHa

2) BBsecTH maposib aAMUHHCTPATOPA TOKEHA.

3) B none «Taxxe YCTAHOBUTH I1APOJIb IMOJIB30BATCIISI» B II0JIC «HoBuIH IMapoJib» BBECTH
HOBBIN IMapoJib IMMOJIb30BATCIIA U IMIOBTOPUTH BBGI[CHHI)If/'I mapoJjib B IIOJIC ((HOI[TBep)KIIGHI/Ie

HapoJIs.

4) Tlapamerp «COXpaHUTh Maposib JUId OYAYIIMX COCAMHEHHN» — HeoOs3aTe/IbHBIN

mapameTp, KOTOprﬁ OTBCYACT 3a COXPAaHCHUC I1apOJId ITOJIb30BATCIIA.

5) Haxatb kHOIIKY «["OTOBOY.

3.6.4. YaaneHue moayna TokeHa

Yroos! ypanute moayinb PKCS#11 u3 I1K «34ACTABA-Knuenm» Bbl AOTKHBI BBIOPATh €TO B

TabJInlIe U Ha)KaTh KHOMNKY «BBIrpy3UTH».

3.7. OkHo «InarvuHbI»

Monynb ynpaBieHUs KpUOTOOMONMOTEK (MOAY/lb KPHUMNTOIUIATMHOB) — BCTPOCHHBIM
MIPOrpaMMHBIN MOJyJb, IPEIHA3HAYCHHBIN I MOAKIIOUEHUsI KpUNTOOMOINOTEK, UCTIONb3YEMbIX BO
Bcex kommonenTtax ITK «VPN/FW «3ACTABAy», Bepcus 6 (xommnounent 34CTABA-Ynpaenenue,
Bepcust 6, komrnoneHT /1K «34ACTABA-Knuenmy, Bepcust 6 u komnoneHt 34CTABA-Oguc, Bepcus 6).
Kpunrobubimoreka BKIO4aeT B ceOs pazauuHble KpUOTOrpaguueckue (GyHKIUM (TeHepaTop
CIIy4alHbIX 4YHCel, (YHKIHHM XEIIMPOBAHMS, BbIUMCICHHUS LU(PPOBONM MOANMUCH M IU(GPOBAHNUSA),
KOTOpbI€ HCIOJB3YIOTCS TpPHU ayTeHTHU(UKAUUU I[OJIb30BaTeNe M CO3/IaHUWU  3alllUIIEHHBIX
coeaunenuil. KpunroOubmmoreka MokeT ObITh pa3paboTaHa HE3aBUCUMBIM IPOU3BOJHUTEIEM U

nonkmtouareesi K [IK «VPN/FW «3ACTABAY, Bepcusi 6 Kak OTIelnbHBIA Monyib (mwiaruH). [lo
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ymomuanuio, B coctaB IIK «VPN/FW <«3ACTABA», Bepcuss 6 BXOIUT HA0Op IITATHBIX

kpunroouoimorek (cm. Tabnuma 22).

Tabnuia 22 — CoctaB KpuNTOOMOIMOTEK

HauMenoBanue Onucanune

crypto_cpro_user Kpunroanroputmsl 'OCT s mudposanus

IIpu nomomu MOAyJs KpPUNTOIUIATMHOB MOHO PETHCTPUPOBATh W aKTHUBUPOBATH
KpUNTOOUOINOTEKH, a TAKXKE YNPaBJIATh OTJACIBHBIMU KPUNTOAITOPUTMAMM, BXOJSIIMMHU B COCTaB

6ubarorek. KpuntoaaropuTMbl HCIIONB3YIOTCS JUISI CIEAYIOUINX LETeH:

- BBHINOJIHEHHE KpUNTorpaduyueckux mnpoueayp Ha ypoHe siapa OC ams 3amuTsl CETEBOTO
Tpaduka;

- BBIITOJIHCHHUEC KpI/IHTOl"pa(bI/I‘leCKI/IX npouecayp Ha NpuKJIaJHOM YPOBHC.

PaGota ¢ MOAYJIEM KPUITOIUIArMHOB MOXET IMIPOU3BOAUTHCA, 1100 npyu IoMoIu

rpaduaeckoro narepgeiica B okHe «llmaruuen», 1100 U3 KOMaHIHOW CTPOKH - CM. pa3Jien S.

3.7.1. NMpocMoTp KPpMNTOOUONNOTEK U KPUNTOANTOPUTMOB

KpunroOubiuoreku, 3aperucTpupoBaHHbIE B MOYJI€ KPUIITOIJIATMHOB, IPOCMATPUBAIOTCS B
IJIaBHOM OKHE IIPOrpaMMbl B BHJIE CIIHMCKA. 3HAUYOK pacKpbIBaoOUIerocst cnucka (P ) psaoM ¢ UMEHEM
KpUNTOOMOJIIMOTEKH O3HA4YaeT, 4YTO OHAa COAEPKUT KPUNTOAITOPUTMBL. UTOOBI MPOCMOTPETH
KPUNTOAITOPUTMBI, COAEPIKAIIMECs B JIIOOON 3aperHCTPUPOBAHHON KpUNTOOHOINOTEKE, HEOOXOIUMO
Ha)XkKaTh HA 3HAYOK PACKPBIBAIOILErOCs CIUCKA pAIOM ¢ UMEeHEeM. CIIMCOK aJrOpUTMOB, COJEP/KaINXCs

B KPUNTOOMOIMOTEKE, PACIIUPUTCS, KaK MOKa3aHO Ha pUCyHKe (cM. PrucyHok 46).

Ecnmu ums xpunToOMOIMOTEKH BBIAENEHO CEPHIM IIBETOM, 3TO 3HAYMT, YTO MPHU 3arpyske
JAHHOM KpUNTOOUOIMOTEKH IIPOU30IIIIa ONTMOKA U OHA HE TIOCTYITHA ISl UCTIOJIb30BAHUS.

[To ymomuanuto B Aeenmax yCTAaHOBJICHBI CICAYIONTHE KPUIITOOMOIMOTEKH, TIPEICTABICHHBIC

B Tabsmie (cm. Tabmuma 22).
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S FASTAVA Client - MnarvHel E'@

» [¥] crypto_cpro_user

NobaBnTe NnarkuH | | ¥naniTe NnarkH | BoccTaHoBUTE CoxXpaHKTL

Pucynok 46 — OkHO MO/YJISI KPUIITOTIATHOB

3.7.2. Perncrpauunsa Kpuntooubnuoteku

Moynb KpUNTOIUIATMHOB MOXET YIPaBIATh KPUNTOOUOIMOTEKaMU (PErUCTPUPOBATh U
aKTHBHUpPOBaTh), Koropbie wucnomus3dytorcs I[IK «VPN/FW «3ACTABA», Bepcuss 6, 4TOOBI
obecrieunBaTh 3amUTy WHGOPMAIMOHHBIX OOMEHOB. KpunToOHMOMMOTEKHM — 3TO MOJKIIOYacMbIe
MIPOrpaMMHBIE MOJIYJIM, KOTOPBIE COAEPKAT KPUNTOAITOPUTMBI;, JTH00asi KPUNTOOMOIMOTEKA MOKET
OBITh 3apErHCTPHUPOBAaHA B MOJYJIE KPUITOILUIATHHOB M MOXeT wucrmonb3oBathess B ITK «VPN/FW

«3ACTABAY, Bepcus 6.
st peructpaiiii HOBOM KpUNTOOMOIMOTEKH HEOOXOIMMO:

- HaXarTb KHOIKY «J[00aBUTh IIaruH»;
- B OKkHe «Jl00aBUTh IUIarMH» HAWTH TpeOyeMblil (aiia KpunToOMOIMOTEKH, U BHIOpATh

«OTKpPBITH.

Ecnu peructpanus mpomuia ycrnemso, B okHe «[lmaruasny Oyaer mokazaHa uHGOpMaIHs O
3aperucTpUPOBaHHON KpUNTOOMOMMOTEKe. UTOOBI BBIATH M3 MPOTPaMMBI HAJ0 HaXXaTh KHOIKY

«COXpaHUTBY.

3.7.3. YpaneHue KpuntoomnonuoTeku

VY nanenne KpunToOUOIMOTEKH:

- Brigenuts 3aperucTpupoBaHHYIO KPUTITOOHOINOTEKY, KOTOPYIO HY>KHO y/IaTUTh;

- Haxatp KHONIKY «Y JajuTh IUIaruH»;

- IloaTBepauTh pelieHHE YAAIUTh KPUONTOOMOMMOTeKY B OKHEe «llmaruHel»y, HaxkaTh
kHonKy «Jla» u mepesamyctutb OC, 49TOOBI 3aBEpPIIMTH TPOIECC yAAICHUS

KpUNTOOMOIMOTEKH.
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3.7.4. AKTBauma KpunNnTooMobmoTeKku

KpunroanropuTmsl, coaepikamuecss B CIEHUAIBHBIX KPUNTOOMOIMOTEKaX, MOTYT OBITh

AKTUBUPOBAHBI WX JCAKTUBHUPOBAHBI.

4\

- YTto0OBI AKTHBUPOBATb KPUIITOAJIII'OPUTM, HAOAO HAlTH €ro B CIIMCKE M Ha)kaTh KHOIIKY

«BoccTaHOBHTEY.

- Haxarp kHOnKy «COXpaHHUTB», YTOOBI COXPAHUTH PE3YJIbTATHI.

[Tepen axkThBamMed KPUNTOAITOPUTMA yOETUTECh B TOM, YTO JAHHBIA ITOPUTM HE OBLI
aKTUBUPOBAH HU B KaKoil Apyroil kpunrooubmmoreke. Eciu anroputm ObUT akTHBHPOBAH B
ApYroil KpuUnTOOMONMOTEKE, €ro HYXHO CHadajda JeaKTUBUPOBAThH, IPEXKIE YEM 3TOT
KPUNTOAITOPUTM OyZIeT aKTHBHPOBAH B HOBOUM KPUITOOMOIIMOTEKE.

3.8. OkHoO «[llpo4me HacTponKn»

Bce napamerpsl, KOTOpbIE ONPEAEIAIOT paboTy Aeenmos, MOXKHO pa3fesiuTh Ha JIBE IPYIIIbL:

- JIOKAJIbHBIC YCTAHOBKH,

- mapamertpsl B JIIIB.

OxHo «Hpoqne HaCTpOﬁKH>) npeaHa3Ha4YCHO JII H3MCHCHHUSA JIOKAJIBbHBIX YCTAHOBOK TIK

«34CTABA-Knuenmy. llpu mratHoit pabote [IK «34CTABA-Kiuenm» wW3MeHEHUE JOKAIBHBIX

YCTAaHOBOK 00buHO He Tpedyercs u ynpasienue [IK «34CTABA-Kiuenm» npoOu3BOAUTCS

nenTpanu3zoBanHo mpu nomoiu L[VII (myrem BHecenus: uzmenenuit B JII1B).

YroObl MOTY4UTH JOCTYI K OKHY «IIpoune HacTpoiiku» HeoOxoauMo Ha [lanenu ynpaenenus

HakaTh KHOIKY «Hactpoiikn» (cM. Pucynok 47).

[Tocne pemakTupoBaHusi mapameTpoB okHa «[Ipoume HacTpoikW» HEOOXOIMMO HaXKaTh

KHOIIKY ((COXpaHI/ITB», YTOOBI COXPAaHUTb UBMCHCHMUI.

HekoTtopeie m3MeHeHus: BCTyHarOT B CHIIy TOJIBKO TOCIE TOro, Kak OyJeT mepesarpyxeHa
JITIb.

L
\E) Hexotopsie uamenenus, Hanpumep, aktuBaius JIIIb, He MOTyT ObITh OTMEHEHBI.
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. ———

HypHan | IKE | GUI | HacTpoliki obHoENEHMA

Mran 3Ha4eHKWE it
IKEv1 Pazpewer

IKEw2 PaspeweH

IKE nopT 500

MNAT-T mopT 4500

Bpema zapepweH... 60

Y¥KOpOYEHHOE BD... 5

HenoaTeepsaeH... 64 E
WMHuMaTop, 0bBM... 4

OTeeTuMk, obme... 4

ManuTkka Boibo...  MocneaosaTensHeld nepebop cepeepos

MonuTkka paboT... CTaHaapT

ObpaboTka nepe... He bonee 16 nepeHanpagneHwi

OTChINKE Hesall... OTokinaTe He Bonee 10 B cekyHAY

IKEv1 dparMeHT. .. BrnwoqeH —
IKEvZ dparMeHT... ABToONpeasneHue

PaHoOMHZaLMA B... BrnwoqeH

PaHoOMMZaLMA B... BrnwoueH

IKEw2 Bos00HOE. .. BrnwoqeH

Foniow QCD He wcnonesoeaTe

[MAT Keep-glive ... 20 L

[CuxpaHMTb ] [ OTHEHWTE ] [ MoMOoLLE ]

Pucynoxk 47 — Oxno «IIpoune HacTpoiiku» ¢ oroOpakeHreM 3akinaaku «KE»
OxHo «IIpoune HacTPOHKN» UMEET 3aKIa KU JUIsl CIEAYIOUINX MapaMeTpoB, IPUBEICHHBIX B

tabsuie (cM. Tabmura 23).

Tabnuua 23 — ITapameTps! okHa «IIpoune HACTPOHKH»

HaumeHoBaHue BKJIAIKH IMapameTpsl
Kypnan VYcTaHoBKa mapaMeTpoB KypHaJla perucTpaluy COObITUI
IKE YcranoBka 3HaueHU mapameTpos npoTtokoia IKE
GUI VYcTaHoBKa mapaMeTpoB MpeACTaBICHUs HHPOPMAIUH B
rpaduueckom unrepdeiice I1K «34ACTABA-Knuenm»
Hactpoliku oOHOBIIEHHS VYnpaBieHne MEXaHU3MOM aBTOMAaTHYECKOI0 OOHOBJICHHUS

3.8.1. Bknapgka «XXypHan»

Perucrpanuss coOBITHII MO3BONSET COXPAHATh XPOHOJOTHMIO CHUCTEMHBIX COOBITHH,
npoucxogaumx B [IK «3ACTABA-Knuenmy. HacTpoliky cucTeMbl perucTpanii COOBITUH MOKHO

npou3BecTn BO Bkiaake «KypHam» okHa «[Ipoune HacTpoikw», s BeIOOpa BKIAIKH <OKypHam»
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HeoOxonuMmo Ha [lanenu ynpasnenus HaxaTh KHONKY «HacTpoiiku» U B MOSIBUBIIEMCS OKHE BBHIOpATh
Bkiaaky «XKypuam» (cm. Pucynok 48). Ha Bxmanke «XKypuan» okna «IIpodre HacTpOHKH» MOKHO
W3MEHHUTH SI3bIK PETHCTPAIMH CUCTEMHBIX COOBITHH, IJII 3TOTO HEOOXOIUMO BBIOpaTh HYKHOE

3HAUEHUE B M0JI€ «SI3bIK JI0ra» U HaXkKaTh KHONKY «COXpaHUTh» JUIsl COXpPaHEHUSI U3MEHEHUI.

o

cﬂ'Z.ﬁ.ST.&U.& Client - Mpodke HacTpORKM E@

HyvpHan | IKE | LI I A AMHHMCTRAaTOR | HacTpokikk ofHOENEHHA

¥OOBEHE NPHAOMEHKA

¥poBeHe nora: [Cnﬁblmﬂ - ]

[T OTRasouHE pexmm

YpoBeHE AApa

¥poBeHe nora: [Cnﬁblmﬂ - ]

[T OTRasouHE pexmm

Asblk nora: | BHrOMACKKA

BecTH 3anMce B dafin
Y

MakckmaneHed pasmep qanna (KEY: 10240 = Yucno pesepeHE: KOMMH: 5 =
[7] 3ammceiEaTe B cMCTEMHER 3ypHan {Syslog)
Afpec cepEepa Svslog: [127.0.0.1 MpoTokan |udp
Foanpoeka: [UTF-S
KaTteropma: |locald

¥ AanATE CHMEDN NEPEEDAE CTROKK W3 CooBLWEHHA

[Q:uxpaHHTb ] [ JTMEHHTE ] [ MoMowE ]

Pucynok 48 — Bxnanka «OKypHan» okHa «IIpoune HacTpoilku»

3.8.1.1. YpoBeHb permcrTpauum coobiTuUmn

3a1aTh YPOBEHb PETUCTPALMU COOBITUH MOXHO ISl IBYX YPOBHEH: YpPOBEHb NMPUIIOKEHUS U
VYposens sapa (cMm. Pucynok 48). Ha YpoBHe mpuiiokeHus T€HEPHPYIOTCS COOOIIEHHST OT CITYKOBI
(mporeccsl U T.J1.), HA YPOBHE A1pa — cooOmeHust ot apaiiBepa. CooOI1eHrs: ypoBHs sipa B KypHae

momevarorcsa kak «DRV».

VYpoBeHb peructpamuu coObITUH (Tone «YPOBEHb JIOTa») MOXKET OBITh YCTaHOBJICH, B
3aBHCHMOCTH OT TpeOyeMo# cTerneHu MoApOOHOCTH, B OJHO U3 YETHIPEX 3HAUCHUH: «3a0JI0KHpPOBaHY,

«CobbrTHst», «IlogpoOHbIi», «OTIagouHbI» (B MOPSAIKE OT HAUMEHBIIET0 KOJIWYecTBa HH(pOpMaLuu
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K HambOomnwmemy). Ecnum Bbl He XoTHUTe perucrpupoBaTh COOBITHSA, CIEAYeT BHIOpATh 3HAYCHUE

«3abI0KUPOBAH».

Ecnu ycranoenen ¢uaxok «Otminanounsii pexxum» (cM. PucyHok 48) ypoBHUM perucrpaiuu

COOBITHI, 3aJJaHHBIEC B TIOJUTHUKE, OYIyT UTHOPUPOBATHCS.

Omnwucanue ypoBHEH perucrpaiuu coObITHil mpruBeaeHo B Tabuie (cM. Tabnuia 24).

Tabnuna 24 — 3naueHust 1y1g ypOBHS PETUCTPALIMN COOBITHIA

YpoBeHbL perucrpannuu
P p TP IMapameTpbl
COOBITHIA

3abm0KUpoOBaH CoObITHS HE OYAYT PETUCTPUPOBATHCS

CoBGBITHS Byner peructpupoBaThCs MHUHHUMAIBHOE KOJWYECTBO WH(pOpManuu 00
oTepaImsiX, a TAKKE BCE COOOIIECHUS 00 OIMNOKaXx.

TToapo6HbIit Bbyner peructpupoBarbcs monHas wWHpopMaus 00 omepamusax (s
MOKMCKa HEMCIIPABHOCTEH ).

OTnag09HBbIH Bce coObitrst OymyT 3aperucTpUpOBAHBI; YPOBCHB HCIOJIB3YETCS, B
OCHOBHOM, JIUIsI OTJIaKH.

A

A)

[Tpu ycranoBke ypoBHsi peructpauuu «Ominanounsiii» (Verbose) reHepupyercsi OrpoMHOE
KosnuyecTBo coodmenuit. K npumepy, nHpopmarus 006 yCTaHOBIEHUH OJHOTO 3aIUIIEHHOTO
coequHeHus (SA) MOKeT 3aHUMATh B JKypHaJe coodmienuii 6omee 20 crpanwmi. Mcmonp3yiite
3TOT YPOBEHb TOJIBKO /ISl OOHAPY)KEHUS U JeTanu3aluu omnook npu padote /1K «3ACTABA-
Knuenmy.

ITapameTpsl ypoBHS peructpanuu Moryr Takxke ykassiBatbes B JIIIB, coznannoin 34CTABA-
Vnpasnenue nnsa [1K «3ACTABA-Knuenmy. B aTom ciiydae ycraHoBku u3 JIIIb 6yayt umers
IIPEUMYIIECTBO MEpPEN JIOKAJbHBIMU YCTaHOBKaMH. BBl Mo)keTe NOCMOTpPETh TEKYIIUN
pealIbHbII YPOBEHb PErHCTpalluu COOBITUM, HaxaB KHONKY «Hopmalus o0 ypoBHE jora» B
okHe <« KypHam» (mpu »3TOM «YpOBEHb JIOra» HE JOJKEH ObIThb B COCTOSHHUH
«3a0JI0OKHPOBaAHY).

Hactpoiiku cucrembl perucrpanuu coObITUN (Ha3BaHWE apXMBHBIX (ailyoB KypHana, UX

KOJIMYECTBO, MAaKCUMAJIbHBIM pazMep (Qailna xypHana, HacTpoilku Syslog) xpansTcs B cekuuu /LOG

¢aiina localsettings.ini, koTopslii pacronaraercss B ocHOBHOU aupekropun [IK «34ACTABA-Knuenmy»

mis OC Windows, B cexruu /var/vpnagent/ s OC ALT Linux. Hekotopble U3 3THX mapameTpoB

MOTYT Tak)ke HacTpauBathCs yepes rpaduueckuii uarepdeiic 171K «34CTABA-Knuenm» — cM. BKIIaIKy

«Kypnan» okHa «IIpoune HacTpOKm».

3.8.1.2. MapameTpsbl channa permctpaumm coobITUN

@aiin peructpanuun cobbithii (bin log.txt) MOXKET cTaTh 4Ype3BbIYAWHO OOJBIIMM U B

HUTOTC COACPIKATH CTAPYIO, HCHYXHYIO I/IH(I)OpMaLII/IIO. YT005I YCTaHOBHUTH MaKCHMaJIbHBII pasMep

(daiina oTrpenakTupyite 3HadeHHe B mojie «MakcumanbHbld pasmep daina (Kb)». Korma pasmep
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(haiiya MPEeBBICUT 3aJaHHOE 3HAYCHHUE, TeKyIui ¢ain OyneT mepeMemieH B apXuBHBIN (aiin, mocie
yero Oynmer Hayar HOBBIM (aiin. KoawmuecTBO COXpaHSEMBIX pE3EPBHBIX KOIMUI KypHaia

(mpenycTaHOBIIEHHOE — 5) ycTaHaBIMBaeTCA B 11oie «UKCII0 pe3epBHBIX KOIHUII».

\il) Cam O>KypHaJI MOXET MpPOCMATPUBATHCS MO Haxatuio KHomku <«OKypuam» Ha [laneiu
ynpaenenust (cM. moapazaei 3.2).

\il) [Tapamerpsr SYSTEM, LP, LDAP, CM ynpasisitores kak u3 IIK «34CTABA-Knuenmy, Tak u
neHrpanu3zoBano u3 LIYII, mpu ycnoBuH, YTO YpOBEHb PErHCTPAllUM COOBITUH JaHHBIX
moxynei B LIYII ycranosnen B 3nauenne DEFAULT.
3.8.1.3. MNapameTpbl XypHana Syslog
IIK «3ACTABA-Knuenm» TO3BOJSET HACTPOUTH PETHCTPAIMIO COOBITHI € TMOMOIIBIO
CHCTEMHOTO Cpe/ICTBa KypHamupoBanus — Syslog. ITpu atom Syslog-cepBep MOKET HAXOIUTHCS KaK Ha
JIOKJIBHOM, TaK M Ha yAaJEHHOM KommbioTepe. Js perucrpanuu COOBITHN C CUCTEMHOM JKypHAse

CIIEyeT YCTaHOBUTH (IaXKOK «3alHChiBaTh B CUCTEMHBIN ypHau (Syslog)». JlocTymHbl ciaeayronme

HACTPOMKH, yKa3aHHbIe B Tabmuile (cM. Tabmnuia 25).

Tabmuna 25 — HacTpoiika mapaMeTpoB 3anucy B CHCTEMHBIN JKypHaI

Hacrpoiiku IMapameTpsl
Anpec cepsepa Syslog 3amaér 3HayeHue agpeca Syslog-cepsepa
IIpoTokon [IpoToKoJI, B COOTBETCTBUM C KOTOPBIM OYIET TNPOUCXOIUTH

nepeaada 1aHHbIX

Kareropus Ono wu3 mnpemomnpenenéuusix 3Hauenuii ot local0 mo local7.
[To3Bonsier upentuduiupoBars coobuieHusi ot IIK «3ACTABA-
Knuenm» B 00111eM xypHae

Konnposka KomupoBka, B kotopoir OyayT (GopMUpPOBATHCS COOOIICHHS s
CHCTEMHOTO XKypHaia

VY nanare CUMBOJI IepeBoIa [TapameTp 17151 CKIICUBaHMSI CTPOYEK B MHOTOCTPOYHOM COOOIICHUN
CTPOKHU U3 COOOIICHUN

3.8.1.3.1. YpanéHHasa pernctpauma cobbitun gna OC ALT Linux

Jns HacTpoiiku ynanéHHoit perumctpammu coObitmit B OC  LinUX HeoOXoamMmo Takke

OTpEeNaKTHPOBaTh Qaiin /etc/syslog.conf, 100aBUB CTPOKY BUAA:
<facility>.<level> (@<syslog-server—-addr>,

rae: <facility> - oano w3 3unauenuit localO..local7, 3agannoe B Hactpoiikax [1K

«3ACTABA-Knuenmy,

<syslog-server—-addr> - aapec yaaiéunoro Syslog-cepsepa;
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<level> — ypoBeHb npotokoiupoBanus (info, error, u 1.1.). s noapoGHO# nHGOpMauK

10 YPOBHIO ITPOTOKOJIMPOBAHHS 00OPATHTECh K JOKyMeHTaluu o Syslog.
[Mpumep 3amucu B Syslog.conf mms orceiiku Ha ynanéHubii SYslog-cepBep cooOieHuit 00

ommbOkax: localO.err ©@192.168.0.3

3.8.2. Bknapgka «IKE»

IIK «3ACTABA-Knuenm» 1O3BONSET HACTPOUTH MapameTpbl mpoTokona IKE nama storo

HEOOXOIUMO BOCIIONIB30BaThCs 3akiaakoi «|IKE» okua «IIpoure HacTpoiiku» (cM. PucyHok 49).

Eﬂ ZAETAMS, Client - Mpodwe HacTpolikK EI@
Wy pHan IKE GUI AAMHHHMCTRATOR HacTporkk ohHOENEHHA
lraa FHaveHKe
HIKEW1 : PaspeweH
IKEwZ PazpeweH
IKE nopT 00
MAT-T nopt 4500
BpemA saBeplueHMA ofMeHa (k) a0
¥KOpOYEHHOE BPEMA 3AEEPIUEHHA 0AMEHA (Cek.) 5
HenoATEEpH AeHHRL: 3anpocoE IKE S8, He Oones &4
AHHMUKaTOP, 0OMEHOE HEe Dones 4
QTEETHHE, 0AMEHOE HE Gonee 4
MoAKTHES BEIODpS CEPEEROE Mocne A0EATENEHEIR Nepeiop CepESpOE
MonKTHES patoTel Yepes NAT AETOERIOOD
OTCEIMKE HESAWMILEHHEDE YESAOMNEHKEA 00 oWKOKax OTCRINATE He bonee 10 B cekyHAy
IKEw1 thparmeHTaumA | BrznHadeH
IKEvZ thparmeHTaumA ABTOOMpEAENEHHE
PaHA0MHZaLMA BpEMEHH #H3HK IKEvZ 54 | BrznHadeH
PaHAOMHZaUMA BPEMEHH #H3HA [KEVZ IPsec 34 + | Br.nHaHeH
Fonroy QD He MCnonezoeaTe
MAT Keep-alive mHTepBan {cek) 20
IPsec 54 zanac Tpadmea (KE) 2045
IPsec SA saAEpHEa YAANEHHA (5200 5
IPsec 54 pazMep OKHa ANA NOA3ENEHWA aTak BOCNpoHsEe.. 69
MHHUHMHpOEaTE IPseC SAs npy nepesarpyske INMNE EkknH4eH
IKE-ZFG EoHHry pHpoEaHie DS cepeepoE BrNHOYeEHD, NPHMEHATE A0 CHCTEMHELX
ChpaboTka CRL BriknrodeHa
[ COxXpaHHTE ] | OTHEHHTE | | [MoMOoLLE |

Pucynok 49 - OxHo «[Ipoune nactpoiiku» Briagka «IKE»
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3.8.2.1. WN3meHeHMe napameTpoB

Bce mapaMeTpshl B 3aKJIaZIKaX U3MCHAKOTCA OANMHAKOBO!:

1) BslaenuB mapaMeTp M JBOMHBIM Ha)KaTHEM JICBOM KHOIKOI MBIIIN Ha MapaMeTpe BBECTH

HEOOXOMMOE 3HAYCHHE IapameTpa, Jubo yoOparh Quiar ¢ mapameTpa WM BBIOpaTh

3HAYCHHUEC U3 BbIIIaAAOIICIrO CITMCKA.

Bgectu nndopmarnuro. HegonycTrumbie CHMBOITBI HE OTOOpakaroTCs B TOJIE.

UYT0oOBI COXPAaHUTh U3MEHEHHUSI HE00X0JUMO HaXaTh KHONKY «COXpaHUTDY.

3.8.2.2. MNapameTtpbl npoTtokona IKE

[Iporokon IKE sBasercs mnporokosom ympasineHus kmodamu. |KE moarsepxknaer

noyIMHHOCTh  IPSec-maptuépoB u opranuzyer BTopuuHbie |Psec-coemunenusi. Ilapamerpsr IKE

npuBeacHbI B Tabmuile (cm. Tabnumna 26).

Tabmuna 26 — [Tapamerpsr IKE

ITapamerp

Pacmmgposka

IKEV1

Yrpasienue pexxumom padotsr IKEv] (1o ymomganwuro -
PasperiieH)

PexxuMeI:
— Pazperien;
— ToIbKO OTBETYHK;

— 3amnpeleH.

IKEv2

Vrpasnenue pexxumom padotsl IKEv2 (o ymonuanuto -
Pasperien)

PexuMeI:
— Paspemen;
— ToIbKO OTBETYHK;

— 3amnpeleH.

IKE nopr

Howmep nopta i IKE-coequnenus (1-65535, nmo ymonyanuio
500)

NAT-T nopr

[Topt myst paboTer anroputma NAT-Traversal. Tpaduk IKE
OyZeT mepeKItoueH Ha 3TOT MOPT, KOTa MPH YCTaHOBIICHUH
COETMHEHUS] MEX]ly TapTHEpaMU OOHapYKUBAeTCs
npucyrcTBiue NAT-ycTpoiicTB. 3HaUEHHUE 110 YMOITYAHUIO:
(1-65535, mo ymorganuto 4500)

Bpewms 3aBepiieHns oOMeHa (cek)

MaxkcuManbHOE BpeMsl ISl CO3/IaHusl 3alUIIEHHOTO
coemuaeHUs (SA). (5-600, mo ymomganuto 60)

[YKOpOYEHHOE BpeMs [Tt
3aBepIIeHHs] 0OMEHa (CeK)

'YkopoueHHOE BpeMmst [iIsl 3aBepiieHust oomena (3-60, mo
YMOJYAHHUIO 5)

Henonreep:xnenHsix 3anpocos |IKE

MaxkcumanbHOe KoauyecTBo creiToB IKE B nponecce cozganus
SA, B KOTOpBIX HET moaTBepskaeHus [P-anpeca napraepa (0-
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IHapamerp

Pacmmgposka

SA, He Oonee

256, mo ymosruanuto 64)

Eciii KoruecTBO 3ampocoB OT HEMOATBepkAeHHbIX [P-anpecos
[PEBBIIIAET STOT MApaMETP, TO JaTbHEHIIINE T1eUCTBUS 3aBUCST
ot Bepcun npoTtokoiia IKE. Jns IKEv]1 nro6oit HOBBIH 3ampoc
urnopupyercs. st IKEv2 110601 HOBBIN 3a1IpOC Takxke
MTHOPHUPYETCS, HO MIPH 3TOM 3alycKaeTcs mpoueaypa
noarBepxkaeHus [P-agpeca. Dta nponeaypa 3akirodyaeTcs B
OTHpaBKe MHULMATOPY crienunaibHoro 3HadeHus — COOKIE,
KOTOPOE TOT JIOJDKEH BepHYTh. CTEUT MPHU 3TOM HE CO3aeTCsl.
Ecnu 3anpoc noceuiancs ¢ HecyectBytouiero [P-anpeca, To
COOKIE nHHMIIMATOpPOM MOIy4eHO He OyneT H,
COOTBETCTBEHHO, He OyneT Bo3BpaiueHo. Eciu xe aapec ObL1
[PEATbHBIN, TO HTHUIIUATOP MTOBTOPHO MOCHLIAET 3aIPocC,
BKitoyas B Hero COOKIE. Takue 3anpocsl cuuTarorcs
OTBETYMKOM MOATBEPKICHHBIMU U MUHYIOT IIPOBEPKY Ha
MPEBBIICHHE OMICHIBAEMOTO MapamMeTpa

anmmarop, oOMeHOB He Oolee

MakcrMalibHOE KOJHYECTBO MapauielibHbIX 00MeHoB (1-16, mo
YMOJTYaHUIO — 4), KOTOpPbIE MOT'YT ObITh HHHLUHPOBAHBI B
pamkax ogHoi IKE SA. Ecnu cucrema nocbuiaer 60sb1ie
3aIlpOCOB, TO OHU OYIYT OKUAATH 3aBEPILICHUS KAKOTr0-JINOO0 U3
AKTHBHBIX OOMEHOB.

/TanHb1i1 napamertp aktyasieH Toabko st IKEvI.

OTtBeTunk, 0OMEHOB He Ooee

MaxkcumaabHOE KOJIMYECTBO NapayljieIbHbIX 0OMEHOB, KOTOPbIE
[TAaHHBII XOCT TOTOB MPUHUMATh B KAUECTBE OTBETUYHKA B
pamkax onHo# IKE SA (1-16, mo ymonyanuio — 4). {is IKEv2
ATOT K€ MapameTp (HO 3aJaHHbIN y napTHepa) OyaeT
OIpesieNATh MaKCUMaJIbHOE KOJMYECTBO NapaiebHbIX
0OMEHOB, KOTOPBIE MOT'YT OBITh MHUIIMAPOBAHBI JAHHBIM
xocToM B pamkax ofHoi IKE SA.

[TonuTrka BEIOOpaA CEPBEPOB

[TonuTuka BeIOOpa cepBepoB (110 YMOIYAHUIO —
[TociieoBaTeNbHBIN IEpedOp CepBEPOB)

PesxnuMBl:
— CoeuHATHCS TOJIBKO C IEPBBIM CEPBEPOM M3 CIIHCKA;
— IlocnenoBarenbHbIi IepedOp CEpBEPOB;
— Ilepebop cepBepoB B 2 MOTOKA;
— Ilepebop cepBepoB B 4 MOTOKa;
— Ilepebop cepBepoB B § MOTOKOB.

[Tonutuka pabotsl yepe3 NAT

[Tonmutrka BeIOOpa MeToaa padoTsl uepe3 NAT (o ymomdaHuio
- ABTOBBIOOD)

OTCBITKA HE3aNTUIIIEHHBIX
YBEZIOMJICHHH 00 ommOKax

UacTtoTa OTIpaBKM HE3AIIMINEHHBIX COOOIIEHUN 00 ommOKax
(mo ymomyanuio — OrceulaTh He Oosee 10 B cekyHLy).
Bo3morxHble 3HaYeHWs: He oTchuiaTh, OTceuiaTh He Ooiee 1
cek, Orceutath He Oonee 10 cek, Orceuiath He Oosee 100 cek,
Bcerna orceniaTe.

IKE v1 ¢parmenTanus

Bxioyenue/oTkimoyenne pexnma ¢pparmenranun (IKEvl) (mmo
YMOJTYAHUIO BKITFOUCH)
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IKE v2 dhparmenTamus

Yrpasienue pexxumom pparmenranuu (IKEv2) (mo
YMOJTYaHUIO — ABTOOIPEICICHHE)

SHAUECHUA:
— He ncnons30Bars;
— ABTOMAaTUYCCKUN;

— Bcerna ¢pparmeHTHPOBATH.

Pannomusanus Bpemenu xu3uu IKE
V2 IPsec SA

Panyiomuzanus Bpemenu xxu3nu [Psec SA (o ymonyanuzo
BKJTFOUCHA)

Pannomusanus Bpemenu xu3au IKE
V2 SA

Pannomuzanus Bpemenu xxu3nu IKE SA (IKEv2) (o
YMOJTYAHUIO BKITFOUCHA)

Kirou QCD

Knorou st BelpaboTku TokeHa mias meroma Quick Crash
Detection (renepupyercsi aBTOMAaTHYECKH WM MOJKET OBITH,
OTKJIFOUEH, 110 yMo4anuio «He ucrmons3oBars).

Ha Bcex y3max Kiacrepa 3HAYeHHE KIIHOYA JOJDKHO OBITH
OJIMHAKOBOE, CTCHEPUPOBAHHOE HA OJHOM Y3Ji€ 3HAYCHHE
HEOOXO0MMO IPUMEHHUTH IS BCEX Y3JI0B KJIacTepa.

I[J'ISI BBIKJIIFOUYCHU A H606XO,Z[I/IMO yYKa3aTb 3HAUCHHUC «HC
KCITOJIB30BaThy. OTKIIOYCHUE napamMeTpa HC PCKOMCHAYCTCA,
HO BO3MOXHO B TCCTOBBLIX UM OTJIAAOYHBIX HEIAX WU B CIIyYac
HpO6J'IeM CO CTOPOHHHUMH arcHTaMHu.

NAT Keep - alive unTepnan (cek)

MHuTepBan B cexynaax aius ornpaskn UDP nakera s
nojaep)xanus Tpancasiuuu Ha NAT ycrpoiictse (1-60, o
ymomdanuio 20)

IPsec SA 3amnac tpaduka (Kb) (Kb)

3anac Tpaduka IPsec, o 10CTHXEHUN KOTOPOTO 3aITyCKaeTCst
nporecc ooHoBneHus katodeit (0-16384, mo ymomuanuto 2048)

IPsec SA 3aneprxka ynaineHus (CeK)

Banepxka 1o ynainenus [Psec (mo ymonuanuio 5)

annuuposats IPsec SA npu
nepesarpyske JII1b

[Tpu BKIrOYEHHOM pexume Ha kaxaoe [PSec npasuio B
nonutuke co3naercs |IKE u IPsec SA nipu neperpyske
MOJINTUKH.

[PSec SA pa3mep okHa st
MO/IaBJICHUS aTaK BOCIIPOU3BEACHUS

[PSec pasmep okHa JJIs MOJABICHUS aTaK BOCIIPOU3BEICHUS
(mo ymomuanuto 64). Bosmosxxusie 3Hauenus: 32, 64, 128,264,
512, OTKIIIOYCHO.

anmmuposats IPsec SAS mpu
Barpyske JII1b

Ynpasnenne pexumom naUManuu IPsec SAS mpu 3arpyske
JITTB (1o yMOJTYaHHIO BBIKJTFOUCH).

IKE-CFG xondurypupoanne DNS
CepBEpPOB

[Tapametp, perymupyromuii pexumbl 0opadotku IKE-CFG.

[Tpu ycranoBiennn SA, Ha nHTEpdeiice, yepe3 KOTOPHIil OHO
yCTaHOBJIEHO, npornuckiBaeTcss DNS-cepBep B 3aBUCHMOCTH OT
HACTPOEK:

— Brikimroueno — ucnonbayercst cucteMabiii DNS. DNS,
YKa3aHHBIN B TIOJIUTUKE, HE MCIIOJIB3YETCS;

— Brurroueno — ucnonp3yercst DNS, yka3aHHBIN B TIOJIHUTHKE,
cucteMubiii DNS He ncnons3yercs;




100
MKEI0.00626-01 32 01

IHapamerp Pacmmgposka

— BKJTI0Y€HO, TPUMEHATD JJO CUCTEMHBIX (HUCIIOJIb3YETCS 10
yMoOJT4aHu10) — ucnosib3yercs DNS, ykazaHHbIH B
MOJIUTHKE, U OH MPUMEHSETCS B MIEPBYIO OUEPE/ib;

— BximtoueHo, npuMeHATh nocie cucteMHbiXx — DNS,
YKa3aHHBIA B TIOJIUTUKE, UCIIOIB3YETCS MOCIIC HeYIaqHON
IOIIBITKYA MCHOIb30BaHusa cucreMHoro DNS.

[Tocne paspeiBa SA coorBeTcTByromas 3anuck 0 DNS-cepsepe
yIaseTCs.

O6pabotka CRL

[Tapamerp, perynupyromuii pexumsl oopadotkun CRL
PexxuMeI:

— BrIxirodeHa (HCIob3yeTces 0 YMOTYAHHUIO);
— Bxkurouena, ot3eiBath eciiu CRL HepocTymeH;
— Bxumrouena, He or3biBath eciii CRL HemocTymnen.

Pexxumbl 00paboTku CRL onucansl B paznene 3.4.8 Criucku
Oto3BaHHBIX CepTUHUKATOB.

\il) Hekortopeie nononHuTenbHble napamerpsl npotokona IKE xpansarca B JIIIb, cozpaBaemoii
st [IK «3ACTABA-Knuenmy» B 3ACTABA-Ynpasnenue.

3.8.2.3.

Monutuka pa6oTtbl Yepe3 NAT

VYrpasnenue nouTHKoi Beibopa metona padbotsl yepe3 NAT ocyiiecTBiseTcst U3 JOKaIbHbIX

Hactpoek [IK «34ACTABA-Knuenmy B 3aknanke «I|KE» mapamerp «llomutrka pabotsl uepe3 NAT».

[MTonuTHKa MOXKET OBITh TAKO#H, KaK MpeacTaBieHHas B Tabmuie (cM. Tabnuna 27).

Tabnuna 27 — YpaBneHue NOJIUTHKOI BeIOOpa MeToa paboTel yepe3 NAT

ITapamerp

Pacum¢pposka

He ucnonrs3o0Bath

Acenm He npemaraeT (OyAy4d MHUIMATOPOM) U HE BOCIpUHHUMaeET (Oynydu
pecroH/ieHToM) HU oauH u3 MmeronoB UDP-unkancynmsuuu. To ecTs,
MHKancynsauuu He Oyzaer gaxxe npu Hannuuu NAT mexny Aeenmamu.

Cranpapr

DOTOT PEeXHUM YCTAHABIMBAETCS IO YMOJYAHUIO TOCIE YCTAHOBKH Aecenma.
bynyun wHunmaropom, mpesraratorcs Bce BapuanThl UDP-unHKamncymsimmy,
Kpome metoma Huttunen, Oymyuu pecmoHIEHTOM MPHOPUTETHBIM CUHUTAETCS
Meton CtangaprT.

Bce meToab1

Hcnonp3oBate Bce MeTOnAbl. byayum HMHUIIMATOPOM, IIPEUIararoTcsi BCE
Bapuanthl UDP-unkancymsuuu, Oyaydd pECHOHAEHTOM MPUOPUTETHBIM
cunraercs meroa CTaHaapr.

Huttunen

Oror Meton nenaer BapuaHT Huttunen Oonee mnpuopureTHbiM. bynyun
WHUIMATOPOM, Aeenm TpeAsiaraeT TOJbKO ero. bynydu pecrnoHaepoM MeTon
Huttunen cuuTaercs Gosiee NPUOPUTETHHIM (HO HE €IMHCTBEHHO BO3MOXHBIM).
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ABTOBBIOOD OTOT peXHUM YCTAaHABIMBAETCA 110 YMOJYAHUIO IIOCJIE YCTAaHOBKH Acenma.
Pexxum xapaktepusyercst TeM, 4TO, Oyay4dd uHuUImMaTtopoMm, B Main Mode
Aeenm npiTaeTcs caMm BoIOpath noaxonaaumii meron UDP-unkancynsuuu.
Crangapt CrangapTHbhI pEeXUM C TPUHYAUTEILHOW UWHKancyssinue. I[loaHoCThIO
(IpunynurensHo) | aHanorudeH pexumy CTaHIapT, 3a TEM HCKIIOYEHHEM, YTO HHKAIICYIISLUS

UCIOJb3yeTCsl BCEerja, He3aBHUCHMO OT Hanmuuust win orcyrctBus NAT-a
MEX/1y IapTHEPAMHU.

Bce MmeToab!
(IpUHYIUTENBHO)

Pexxum Bce weroapl ¢ NpUHYIUTENbHOW HUHKancyssiuuei. [lonHOCThIO
aHaJIOrMYeH pexxuMy Bce MeTosbl, 3a TeM UCKIIIOUEHHUEM, YTO MHKAIICYJISIIUS
WCIIONB3YETCS BCErja, HE3aBUCUMO OT Hamuuus wi otcyrctBus NAT-a
MEXy MapTHEpamHu.

Huttunen
(ITpunynuTenbHO)

Pexxum Huttunen ¢ npunyaurensHoM — uHKancymsiued. IlomHocThrO
aHajmorudeH pexumy Huttunen, 3a TeM HCKIIOUEHHEM, YTO HMHKAINCYJISALMS
UCIIONIb3YETCsl BCEr/a, He3aBUCUMO OT Hanuuus wian otrcyrctBus NAT-a
MEK1y ITapTHEPAMH

ABTOBBIOOD
(TTIpunyaUTENBHO)

ABTOONpeneNneHne ¢ NPUHYAUTEIBHON MHKANCYJAIUEe. PeXuM IOJHOCTBIO
aHAJIOTHUYEH PEeXUMY ABTOBBIOOD, 3a TEM MCKIIOYEHHEM, YTO MHKAMCYJIALUs
UCIOJb3yeTCsl BCerja, He3aBHUCHMO OT Hanmuuust win orcyrctBus NAT-a
MEXy ITapTHEpPaMHu.

i Hekotopsie Hactpoiiku IKE He oToOpaxaroTcs B uHTEepdelice, HO MOTYT ObITh U3MEHEHBI B
\I) cekimu IKE ¢aiina nokaneHeix HacTpoek localsettings.ini:

CERT_IGNORE_KEY_USAGE_BITS:
=0 — aTpuOyT ceprudukara «key usage» OyaeT mpoBepsThCS;
=1 — atpubyT ceprudukara «key usage» He OyaeT IPOBEPATHC;

CERT_IMPORT_WITH_UNKNOWN_CRITICAL:

=0 — 3ampemnaeT UMIOPTUPOBATH CEPTUPUKATHI C HEM3BECTHBIMU KPUTUUECKUMU
pacIIupEHUSIMH,

=1 — no3BoJIsI€T UMIIOPTUPOBATH CEPTUDUKATHI C HEU3BECTHBIMU KPUTHUUECKUMU
pacIIupEHUSIMH,

CERT_IGNORE_EXT_KEY_USAGE:

=0 — mo3BoJIsAeT UCTOB30BaTh is ycTanosiaeHus SA IKE/IPSec Toabko ceptudukar ¢
OID 1.3.6.1.5.5.7.3.17 B nosne «Extended Key Usage»;

=1 — ne nposepsier Hanmuue OID 1.3.6.1.5.5.7.3.17 B none EKU.

3.8.3. Bknagka «GUI»

3akimaaka

«GUI» oxkna «HpO‘-II/IC HaCTPOﬁKH)) MO3BOJIACT HACTPOUTH TMPCACTABIICHUC

rpaduyeckoro unrepdeiica I1K «34ACTABA-Knuenmy (cM. Pucynok 50).
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BﬂZASTA\J"A Client - Mpo4ke HacTpoRkK EI@

HwpHan IKE GUL AAMMHMCTRATOR HacTpokkk obHOENEHHA

Asbi: | Pycokmi -

CTHnk Toolbar

Tonkko HAAMHCH
TonbKa KaPTHHIH
@ KapTHHKM M HAAMMCH
| BONEwWME MECOHKK B toolbar
CHCTERHER 0BNacTE YEEAOMAEHHI
V| AHMMALMA CHCTEMHOM HEOHKH
V| Bennelgatowes cooBlLEHHE NPK OTKAKHEHMM CEPBHCA
Brnnelgarowes CoDBLLEHME B0 BPEMA SAMPYIKM NONHTHEH
V| Brnnelarowes conBLLEHHE NOCNE YONEWHOA 3arpy3kH NOMHMTHEH
| Bennelgarowes cooBlLeHME NpM OWKEKE 3arPYSKH NOAHTHIH

V| NpHHy aMTENEHD YEHPaTE coOBLLEHHE YePes 5 CekYHA

[goxpaHMTb] | CTMEHHTE | | Marowes |

Pucynok 50 — 3aknaaka «GUI» okna «[Ipoune HacTporKu»
B none «Ctuns Toolbary MOXKHO H3MEHUTH MpeCTaBICHUE Tpadudeckoro naTepdeiica, as

3TOTO HEOOXOAUMO OTMETHTh OJHO W3 BHAOB mpenacrabineHuit: «Tompko Hammucu», «Tombko
KapTUHKW», «KapTUHKHU U HAATIHCHY.

Taxxke MOXHO M3MEHUThb NpEACTaBIIeHUE UKOHOK Ha [lanenu ynpaénenus IIK «3ACTABA-
Knuenmpy, nist 5T0oro HeoOXoauMo mocTaBuTh (iar B mose «bosburie ukoHku B toolbary. S3pik GUI
TaKK€ MOYKHO TIOMEHSTh B 9TOM 3aKJIaJIKe.

B mnone «CucremHas o0nacTb yBEIOMJIEHMI» MOXHO HACTPOUTb OTOOpakeHHe
BCIUTBIBAIOIINX OKOH B KAa4e€CTBE PEaKIMU Ha COOBITHS B CHUCTEME, a TaKKe BKIIOUUTH aHUMAIUIO
CUCTEMHOI UKOHKH.

[Mapametpsr 3aknaaku «GUI» npeacrasiensl B Tabmuie (cm. Tabmmuia 28).

Tabnuua 28 — I[TapameTpsl okHa «GUI»

ITapamerp Onucanue

Tonbko KapTUHKH OTtobpaxaet/ckpbiBaer [laHens yrnpaBieHUs B BHJIE UKOHOK U B
npeacrasieHuu BceX OKOH [IK «34ACTABA-Knuenmy.

Tonbko HanmucH OtoOpaxaeT/cCkpblBaeT UMEHA KHONOK Ha [lanenu ynpasnenus u
B nipejicTaBieHnu Bcex OKoH /1K «3ACTABA-Knuenmy.

KapTtunku u Hagnucu OtoOpaxaeT/cCkpbIBaeT UMEHA KHONOK Ha [lanenu ynpasnenus u
B nipejictaBieHnu Bcex OKoH /1K «3ACTABA-Knuenmy.

Bbonbime nkonku B toolbar W3menser pasmep UKOHOK Ha [lanenu ynpaenienus N B
npeacrasieHuu BcexX OKoH [IK «3ACTABA-Knuenmy.

S3BIK H3mensier s3bik mHTEpdelica (myHKTH «Pycckuit», «Englishy)
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ITapameTp

Onucanue

npeacrasienns GUI 11K «34CTABA-Kauenmy.

AHnManus CHCTEMHOU UKOHKU

Oto0OpakaeT/CKppIBa€T AaHUMALUID CHCTEMHOW WKOHKH Ha
MaHeJ HHCTPYMEHTOB pabouero croia.

BcemubiBaromue cooOmeHus: npu
OTKJIFOUCHHH CEePBHCA

Bxirouaer  TpaHCIALHNIO cooOuieHni

OTKJIFOUCHHUH CEPBHUCA

BCIIJIBIBAKOIIINUX npu

BceruibiBaromue cooOuieHus BO
BpEMsI 3arpy3KH HOJUTHKH

Bxutouaer TpaHCIALMIO BCIUIBIBAIOIIMX COOOLIEHUN BO BpeMs
3arpy3Ky MOJIUTUKU

BcenubiBaromue COO0LIeHNS
[I0CJIE  YCHEIIHOW  3arpy3Ku
HOJUTUKH

Bkiroyaer TpaHCHALMIO BCIUIBIBAIOIIMX COOOLIEHMH moOCie
YCHEUIHOW 3arpy3KH IOJUTUKU

BennpiBaromue cooOuieHust npu
OLIMOKE 3arpy3KHu MOJIUTUKU

Brirodaer  TpaHCIALNIO COOOIIeHn

oIInOKe 3ar PY3KH ITOJIUTHUKU

BCIIJIBIBAKOIIINUX npu

[IpunyaurensHO yopaTh
COOOILECHHS Yepe3 5 CEeKyH/

3aKpbIBaeT TYJATHUIBI Yyepe3 5 CEKyH], JaXKe €Clii I0JIb30BaTelb
HE JIBUTACT MBIIIKOH (110 yMOJIYAHHUIO HCIIOJIB3YETCs - BKIIFOUCH)

3.8.4.

Bknagka «AQMUHUCTpaToOp»

Bxnanka ((A,Z[MI/IHI/ICTpaTOp» OKHa «Hpoqne HaCTPOﬁKH>> npeaHasHadyCHa IJIs I[O68.BJ'I€HI/I${ n

yaajJeHus y4eTHbIX 3anucei aqgmuHuctpaTopoB HacTpoek CK3U. Takxe BO3MOXKHO yCTaHOBUTH BpeMs

HUCTCUYCHUA CCCCUU JIOTMHA U CMCHUTD MapoJIb.

[TapameTpbl KOHGUTYPUPOBAaHHS HACTPOEK MpeACTaBiIeHbI B Tabmuie (cM. Tabiuma 29).

Tabmuma 29 — Onrcanue 3J1eMeHTOB HHTEpdelica BKIAJIKH «AJMHHHCTPATOPY

JJIeMeHT

Onucanune

Knormka «/[06aBuTh»

JloGaBiieHre HOBOTO aIMUHUCTPATOPA U yKa3aHHE CPOKa IECHCTBUS
naposst

Kuonka «VY mainute»

VY nanenue y‘leTHOﬁ 3alMUCHU AAMUHUCTpATOpa

Knomnka «Logouty»

BrIxon u3 yueTHOM 3anucy TEKYyIIEero agMuHucTpaTopa. s
aktuBaiuu HoBoi JIITb nmoTpebyercs aBTOpHU3aIMsL.

Knonka «CMeHHUTH TapOJIb»

CMeHa naposist aIMMHUCTPATOPa U CPOKa €ro AeUCTBUS

3.8.5.

Bknapgka «HacTtpoukn obHoBneHus»

3aknanka «Hactpoiiku oOHoBieHus» okHa «lIpoune HacTpolku» mpenHa3HayeHa s

JIOKaJIbHOTO KOH(PUTYPUPOBAHHUS aBTOMATHYCCKHX OOHOBJICHHMI (moapoOHee cm. B 1. 3.8.5.1).

3.8.5.1.

OnucaHune anemeHTOB UHTepcpenca

IIK «34CTABA-Knauenm» no3Boinser Bam npousBecTn HacTpoilku oOHOBIeHUN. B 3akmanake

«Hactpoiiku o0HOBIeHU» OKHA «[Ipoune HacTpoiikm» (cM. PucyHok 51) Bel Moxere BEIOpaTh METOT
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KOH(UTYyparuu 0OHOBJICHUH, peXKUM OOHOBJICHUH, a TaKKe MPOBEPUTH HAIMYNE HOBBIX OOHOBJICHUH,
3arpy3uTh M YCTAaHOBUTH HX. [lapamMeTpsl KOHQUTYPUPOBAHHS HACTPOEK OOHOBJICHUS MIPEICTABIICHEI B

tabmuie (cm. Tadmuna 30).

cﬂ ZASTAMA Client - Mpoumne HacTpoikK

HypHan IKE GUI BAMHHHCTRATOP HacTpokkKn oGHOENEHMA

HacTpofikH ofHOE NEHHA

P UHEIE YCTEHOEKH -

YeTaHoBHTE utl Ana cnyxBil 0BHOENEHHA:

Pexim 0BHOBNEHHA

ABTOMATHYECKH 3arPy#aTk 0OHOENEHHE M YCTAHAENHEATE BM0 N0 PACNMCEHHMID  Kawakei AeHe & | 000
ABTOMATHYECKH 3arPy#aTk 0OHOENSHHE M YCTAHAENHMEATE BM0 HEMEANEHHD
SarpysMTE OBHOBNEHKE, WCTAHOBKE OOHOBNEHWA OCYLLECTENAETCA BDYYHYH

@) CooBlWMTE O HANHYHH OBHOBNSHHA, HO HE 3ATPYHATE H HE YCTAHABNHESTE

MPOBEREHTE H 3arpysHTE 0OHOENEHHE

Y CTAHOBHTE

HeT ofHOENEHHA

[goxpaHMTb ] | OTMEHMTE | | MaMowE |

Pucynok 51 — OxHo «IIpoune HacTpoiiku» ¢ oToOpaxkeHueM 3akiaaku «HacTpoiiku oOHOBIEHUS

Tabmuma 30 — Onmcanne syieMeHTOB HHTEpdeiica BKiaaku «HacTpoiiku 0OHOBIICHUSDY

DJIeMEHT Onucanne
Boinaparomuii | MeTton kKoHGUTrypUpoBaHUsl OOHOBIIEHUH.
CIIMCOK

JlocTynHbIE 3HAUYECHUS:

OTKJII0YNTH aBTOOOHOBJIEHHE — aBTOMAaTUYECKHE OOHOBIICHUS OTKITIOUEHBI.
JlokajibHasi NOJMTHKA 0€30aCHOCTH — KOHPUTYpHUpPOBaHUE OOHOBJIEHUM
BBITIOJIHAETCS LIEHTPAIN30BaHHO, uepe3 34 CTABA-Ynpaenenue (mapameTpbl
Oynyt cunutbiBaThesa Aeenmom u3 JIIIB).

PyuHble ycTAaHOBKH — KOHQUTypUpOBaHUE OOHOBICHUN IPOBOIUTCS BPYUHYIO
(T. e. B JaHHOM OKHE).

Ycranosuts Url

(YuuThIBaeTCS TOJNBKO B METOJIE KOHPHUTYpUpOBaHHs PydHble yCTAHOBKH)

JUTSL CITYKOBI Anpec pecypca, K KoTopomy Oyzet odpamatecs Aeenm Mpu IPOBEPKE

OOHOBIICHHS OOHOBJICHUH.

Pesxnm (YuuThIBacTCS TOJIBKO B METO/Ie KOHPUTYpUpOBaHUs PydHble yCTAHOBKH)

OOHOBIICHHS PexxuM ckauMBaHUS M MHCTAJUIALUU OOHOBJICHUH (UEThIpE BapHaHTA).
[Tpumeuanue. dopmar CTPOKHU pacrrcaHus MpuBe/eH B 1. 3.8.5.2.

Knomka [Tpu Ha)KaTH¥ KHOTIKHU TPOBEPSIETCS] COSAMHEHUE C YKa3aHHBIM CEPBEPOM U

«[IpoBeputh u | Hanuuue cBexeld Bepcuu IIK «3ACTABA-Knuenm». B cyyae ycniexa 6yner

3arpy3uTh BBIBEJICHO COOTBETCTBYIOIIEE COOOMIEHHE U MOKHO OyJIET 3aITyCTUTh

OOHOBJIEHUE)

CKaYMBaHKUE OOHOBJICHHUS.
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JJ1eMeHT Onucanune
Kuomnka HNHcTanmmpoBaTh ckayaHHOE OOHOBJICHHE.
«Y CTaHOBUTH)

3.8.5.2. OnucaHue cpopmaTta npeacraBrieHUs pacnucaHus

[Ipu BBIOOpE MeTOMa OOHOBJICHHUS MO PACIUCAHUIO HEOOXOJMMO BO BCILIBIBAIOIIEM CITHCKE
yKa3zaTb Bpems, Korja OyaeT mpoucxoauTh oOHoBieHHe. OOHOBIEHHS OYIyT MPOMCXOAMUTH Ka)IbIil

JIEHb.

3.9. OkHo «[lomMmouwb»

WNHTrepakThBHAs ClipaBOYHAsi CUCTEMa MOXET HCIIOJNb30BaThCs IS MOJIY4YEHUsT OTBETOB Ha
Bonpocsl 1o padore ¢ /1K «34ACTABA-Knuenmy. Ecnu Bbl ucnibIThIBa€Te TPYAHOCTH C CO3/IaHUEM WIIH
penakTupoBaHueM OOBEKTOB WM y Bac ecTb BOMpPOCHI OTHOCHUTENBHO MapamMeTpoB, Bbl MoxkeTe
BOCIIOJIB30BATHCS CIIPABOYHOM CHUCTEMOM. J[J11 BhI30Ba CHUCTEMBI HAJI0 HaxaTh KHONKY «[loMomp» Ha
Ilanenu ynpaenenus v B BblNajaroieM MeHIO BbiOpaTh NyHKT «llomomb». B oknax 7K «34ACTABA-
Knuenm» crpaBouHasi cucTeMa MOXET OBITh BbI3BaHA C MOMOIIBI0 KiaBumu <F1>, kHOmKu

«ITomomb» winn komauj «[loMous MEHIO» (€Ciii BO3MOKHO).

HaBuramuonnas o0acTh CipaBOYHON CHCTEMBI OTOOpaskaeTcs mpu 3amycke okHa «Help» u

conepskut ornasienue «I[1K «3ACTABA-Kiuent» 6. CripaBouHas cuctema (cM. PrucyHok 52).

% HTML Help == ECH )
A B~
Hide Home Print  Options
Content: | -
i I index | seslo] BeeneHue Hauano Creayiouiaa =
[2) Beenerme
@ Eoorcams: O 3ACTABA-KnueHm
@ Pabora B rpac
@ @ Uurepdeiic n Ha3sHayeHue

@ Hurepdeiic x

@ Cripasounas Komnonent 34CTABA-Knuenm, Bepcua 6 mpenHasHadeH 04 3aMMTEl K

GUIBTPaLMK BXOAAMEro M MCXONAMEro TpaduKa Ha KOMIIBIOTEpEe IMONb30OBATeNd.
ObecriedeHre LIENOCTHOCTH, ayTeHTHMKAMM M MUQPOBAHMA IepelaBaeMbIX
OaHHBIX TPOM3BOAMTICA B COOTBeTCcTBMM c 3arpyxkaemoit B 3ACTABA-Kauewm
JlokansHoit ITomitukoit Bezonacoctn (JIIIB). coznaHHOi ¢ MOMOMBRO MPOAYKTA
3ACTABA-Vnpasenerue 6 MKEKD.00436-01.

TIporpammHEIt KOMILJIEKC (1K) 3amMU Tl KOPITOPATHEHBIX

BBIMHMCIUTENBHEIX PECYPCOE Ha CETEEOM YPOBHe Mopenu ezaumozneiictena OSIISO

<« » i iy aakriarir- MDA e Svicie iR S 2 o

< m 3

Pucynok 52 — HaBuranmonHast 06J1acTh ClIpaBOYHOM CHCTEMBI
Jlnst mpocMoTpa CIpaBKU IO ONPEAETCHHBIM HMHTEPECYIOUIMM HAcTpoMKaM HeoO0XO0AUMO
Ha)kaTh CCBUIKY Ha HeoOXoauMblii Bam pasznen s ero npocmotpa. IIpu BeiGope paszziena u3 crucka,

3TOT paseln OyaeT oToOpakeH B HOBOM OKHe (cM. PucyHok 53).
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Hapurammonnsie kHonku — «Previous» (Ilpempiaymas), «Top» (Hauamo) m  «Next»

(Cnenyromasi) pacroyioKeHbI CrpaBa BBepXy paszena. Vcmonb3yst 3TH KHONKH, Bbl MoXxeTe

nepcABUTATHCH 110 pa3aciiaM B UX JIOT MYCSCKOM MOCIEI0BATCILHOCTH.

) HTML Help =5 ECH =<=
s N & o
Hide Baci( Home Print  Options
Contents | index | se4 | » -
| ncex | 5 MaHenb MHCTPYMEHTOB Mpeasiaywan Havano Creayiowas |=|
[21 OC cemeii B
@oc cemeii Ilarxens uHcmpyMermoe CONEep UT KHOMKU, TP
[2 Boccraro) TIOMOmMM KOTOPBIX MOKHO BBIMONHHUTE HEOOXOOMMYO
() 3anyex GU OMepaLMio MIM OTKPHITH JOMONHMTENbHOe OKHO. Ilocte
1= santycka 3ACTABA-Kauenm, wua Ilanwenu uxcmpymeHmos
% IB‘°“4’"TYF 2 34CTABAK o¢
BICTPOE E s
) s oTobpaxaroTcs  KHOMKM: «AKTMBMPOBATh»., <« KypHam»,
() Pabora e rpa M e . T
@‘ | «Monutop», «Ceprudurarery, «Ilommtura», «TokeHBI»,
[ Oxato Ky «Hactpoitxm», «[Tomoms», 1 «Bexomy.
[2] Oxaz0 M« B  wmmwxumeit wactm Ilanewu  uMcmpymermog
(2] Osato «Ce Haxoautcd none (cM. Pucynok 15), otobpakaromee Texymyro
@ C_)mo «E’n % JOI6 3ACTABA-Kauewm (tun axtueupoeanmoit JIIIB,
232 =) » — . - C =
< | m | »

Pucynok 53 — IHCTpyMeHTaIbHAS TTAHETh CIIPABOYHON CHCTEMBI
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4, UHTEP®EWUC lMAHEN YIIPABJIEHUSI PABOYEIO CTONA

Texymuit craryc JIIIb IIK «34ACTABA-Knuenm» MOXHO HPOCMOTPETh B HMYKHEH 4acTH
Ilanenu ynpasnenus IIK «34ACTABA-Knuenm» (cM. mompasgen 3.1), Takke TEKYIIMH CTaTycC

0To6pa>KaeTc;1 HKOHKOﬁ, paCHOHOX(CHHOfI Ha I1aHeIu 3aaa4.

Jns orobpaxkenust tekymero craryca JIIIb 1K «34ACTABA-Knuenmy CylecTBYIOT MSTh
WKOHOK, Ka)/1asi CO CBOMM COOCTBEHHBIM I[BeTOM. CTaTyc BCeria MmoKas3bIBaeTCsl, HE3aBUCUMO OT TOTO,

OoTKpHIT Ha Bamem pabouem croine 1K «34ACTABA-Knuenmy» unu HET.

[Ipn nBOMHOM Ha)XKaTWM Ha WKOHKE JIEBOM KHOMKOM MBIIIKM OTKpBbIBaeTCs rpaduueckuit

untepoeiic /1K «34ACTABA-Knuenm»y.

4.1. KoHTeKCTHOe MeHIo

C noMonibl0 KOHTEKCTHOTO MEHIO MKOHKM Ha IaHEeNIM MHCTPYMEHTOB pabouero crona (cm.
Pucynok 54) MOXXHO JBOMHBIM Ha)xaTMEM HAa MKOHKE JIEBOM KHONKON MBIIIM 3amycTuth [lanens
uncmpymenmog 1K «3ACTABA-Knuenmy, Wi ONHOKPATHBIM Ha)KaTHUEM MPAaBOW KHOIKOW MBIIIN HA
MKOHKE 3aIllyCTUTh KOHTEKCTHOE MEHI0, BbIOpaB napamerp «llaHenb ynpaBiaeHUs», HOIYYUTh CIIPABKY
no IIK «34ACTABA-Knuenm», BbpIOpaB B BblmajarolieM MeHI0 mnapamerp «llomouib», OTKpBITH
HeoOxonuMoe OKHO [lanenu ynpaenenus, sl HACTPOWKH IapaMeTpoB, JTMOO 3aKpbIThb HHTEpdeiic

MaHeJI MHCTPYMEHTOB pabouero crojia, BEIOpaB nmapamerp «Bbixoay.

Manenb ynpasnenuns
Bxn/Boikn

KypHan

MoHuTop

Ceptudukarel

e

Monutnka

TokeHbl

[MnaruHbl

o
.

Hactpoitkn

B

Momowe

[

O nporpamme

X

Beixog

PI/ICYHOK 54 — KOHTEKCTHOE MEHIO HKOHKHU CTaTyCa Ha MaHCJIIN UHCTPYMCHTOB pa60qero CTOJ1a
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4.2. BBopg napons ToKeHa
Korna Acenm HaumHaeT WHUIMMPOBATH CO3/IaHHE 3AIMUIIEHHOTO COCTUHEHUS C CEPBEPOM
IIYII. B mpormecce co3aHus COSIUHEHUs MPH OOpalIeHUH K NMEPCOHAIBHOMY cepTHdHKaTy Oyner

3amporireH napois (PIN-ko TokeHa) XpaHHIIHINA IIEPCOHaNTbHOro ceprudukara (cM. Pucynok 55).

Taxxe maponp 3ampammBaeTcs NMpH JIIOOOM OOpaIleHHH K MEPCOHATIBHOMY CepTH(UKATY,
HanpuMep, IpU UMIIOpPTE MepcoHaNbHOTO cepTu(ukara, ynanenuu ero u3 IIK « 34ACTABA-Knuenm» u

T.I.

YnocroBeputbess B ToM, uto 'y Bac 3amymen I paguueckuii unmepgeiic IIK «3ACTABA-
Knueumy, B IpOTUBHOM CIIy4ae OKHO C 3allpOCOM Ha BBOJ] MapoJjs TOKEHa HE MOSBUTCS U
3anMuIeHHoe coeaquuenue ¢ cepepom LIYII ve cozmacres.

= Beeaute naponb “

TokeH: REGISTRY\\7702181537: c573730323138313

Mapone:

COXpaHWTE Napoite 4nA Oyaywmy coegMHEHHIA

[oToBOD OTMEHMTE

PI/ICYHOK 55— BBox MapoJist TOKCHA IPpU CO3AaHNU 3aAIMUIIECHHOTO COCAUHCHU A

4.3. WHamKauus TeKyLlero craTtyca

ITomecTB Kypcop MOBEPX HKOHKH, IIOJ0KIUTE HECKOJIBKO CEKyHJ, OyaeT Ioka3aHa
MoJICKa3Kka ¢ noapoOHoi nHpopmanueit o texymem craryce JII1b. Ta ke camas uHpopmanus Oyzaer
otoOpakeHa B CTpoke cocTossHus Ilanenu ynpaenenus. VIKOHKH U CTATYyChl MPEACTABISAIOTCS pa3HbIMU

rpaduyeckumu cumBosiamu (cM. Tabmmma 31).

Tabnuua 31 — ITepeuens rpagpuyeckux cuMBoiioB cratycos JIIIb

Crarycsnl IIK «3ACTABA-Knuenm» HNxonka (user)

OmmOka akTUBaLMK; MTPEbIAYIIAs MOJIUTHKA HE OyJeT BOCCTAaHOBJICHA. (KpacHbIif)
[Iporpyxena irobast Ipyras moiauTHKa, Harpumep, «llonutuka
JpariBepa 1Mo yMOJTYAHUIO

AKTHUBUpPOBaHA TeKyIas noiab3oatenbekas JIIb (3enéHsIii)
AxtuBHupoBaHa TeKynias cucreMHas JIIIb (TeMHO 3eJIeHBI)
Ommbka akTUBAIUK; TIPEIBIAYINAs TOJIUTHKA OYJET BOCCTAaHOBIIEHA & (xénThii)
AxTtuBupoBaHa «IlonuTrka apaiiBepa 1o yMOJI4aHUIO» B (cunwmit)

Cucremnas cinyx0a I1K «34CTABA-Knuenmy vpndmn He 3amyiieHa (cepsrit)
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Crarycsl IIK «3ACTABA-Knuenm» HNxonka (uBer)
[Ipu 3arpy3ke nonmutuku /1K «3ACTABA-Knuenm» ¢ UYII (cepBep (TeMHO 3eNeHBIi ¢
JIOCTYIICH) SIPKO 3€JICHON PaMKOH)
[Ipu 3arpy3ke nonutuxu 1K «3ACTABA-Knuenm» ¢ UYII (cepBep He (>KexThlil ¢ KPacHOH
JIOCTYTICH) paMKoit)

Taxxe, B 3aBucumMoctu OT Tekymiero craryca JIIIb, mMoryr mpencrtaBisiTbesl clemyrouiue

ukoHKU (cMm. Tabmuma 32), ukoHka co crarycom «Cucremuas ciyx6a [IK «34CTABA-Kiuenmy»

Vpndmn OCTAaHOBJICHA» HUKAKHUX JOIIOJIHUTECIIBHBIX CTAaTyCOB HC UMCECT.

Tabmuna 32 — Mkonka craryca. JlononHuTensHbIe H300paXEeHUS K IIBETY UKOHKH

Jonoanurenbusbie crarycsl IIK «3ACTABA-Knuenmy HNxonka (n300paskeHne BHYTPH)

HoctynHo o6HoBneHue /1K «34ACTABA-Knuenmy»™ B (BockimuarenbHbIH 3HAK)

HpI/IMe‘IaHI/IC. * AKTYaJIbHO UL BCEX OBETOB KPOMC KpAaCHOI'O IBE€TA HKOHKHU CTATycCa.
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5. UHTEP®ENC KOMAHOHOW CTPOKU

Wutepdeiic KOMaHIHOW CTPOKM IO3BOJISIET aJAMUHUCTPATOPY aBTOMAaTHU3MPOBATH IPOLIECC
koHpurypupoBauus [IK «34ACTABA-Knuenmy». WHTepdeiic KOMaHAHOM CTPOKH MOXET TaKKe
WCTOJB30BATECS, €CIM 0 HEKOTOpPHIM IpuyrHaM Bam Oonee ymoOHO paboTaTh € KOHCOJBHBIMHU

MIPUJIOKEHUSMHU, YEM B OKOHHOM CpeJie, NN €CIIU OKOHHBIM HHTepdeiic OTCYTCTBYET.

5.1. MoHuTtopuHr pabotbl 1K «3ACTABA-KnueHm»
5.1.1. O6G30p cpeacTB MOHUTOPUHra

Jnst BO3MOXHOCTH OCyIlIecTBiIeHHs MoHuTopuHra padotel [IK «34CTABA-Kauenm»

UCIIOJIb3YIOTCS CIICAYIOIINE CPEIICTBRA:

— XKypnans peructpauuu coosituii (bin_log.txt, vpndmn_init.log);
— YTuianuThl KOHOUIYPUPOBaHHS W MOHHTOPHHIA AKTHBHOCTH, BXOJSIIME B KOMIUICKT

noctaBku [IK «3ACTABA-Knuenmy.

5.1.1.1. ®awnn perucTpauum CUCTEMHbIX COObITUN

3amucu O PErucTpUPyeMbIX CHUCTEMHBIX COOBITHAX XpaHATCs B (aitie bin log.txt B

aupekropuu C: \Program Files\ELVIS+\ZASTAVA Client\log.

Jlnst OC Linux daiisel s)KypHAIOB pacroyiaraloTcst B JUpeKTopun /var/vpnagent/log/

(HampuMmep: bin log.txt m vpndmn init.log).

B JIIIb ans xaxpou rpymmbl cucteMHbIX coObitii ([POLICY] (monutuka 6e30macHOCTH),
[CERTS] (cepTudukatsl) u T.11.) MOXKET COIEPKATHCSA HACTPONKA YPOBHS JeTanu3aiun. Eciu ypoBeHb
JeTau3alliy 111 COOTBETCTBYIOIIEH Ipymmbl coobiTuil oTcyrcTBYyeT B JIIIB, TO B 3TOM Ciydae OyayT

HCITIOJIB30BaHbI JIOKAJIbHBIC HﬁCTpOfIKPI YPOBHA ACTATIU3AIUH.

5.1.1.2. OuucTKa ¢panna permcTpaumm CUCTEMHbIX COObLITUN

Ounctka cogepxumoro (Qaitma  perucTpani  CHUCTEMHBIX  COOBITUHA  MPOWCXOIUT
ABTOMATHUYECKU M0 JOCTHIXKEHWH UM MaKCUMaJbHO JOMyCTUMOro pasmepa. [loapoOHO o HacTpoiike
MapaMeTpOB PErHCTPALUU CUCTEMHBIX COOBITHI M yNpaBlieHHH QaillaMu perucrpanu cMm. m. 5.3.5.

310 coObITHE OYIET 3aperuCTPUPOBAHO U pa3MeEIleHO B Havalle ¢aiina xypHaia.
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5.2. Ytunuta vpnmonitor
YTuaura VPNMONItOr npemocraBiisieT BO3MOXKHOCTh 0030pa aKTUBHBIX B HACTOSIIEE BPEMs
3allMIICHHBIX COCAMHEHHMH, YCTaHOBJCHHBIX C JaHHBIM KOMIIbIOTepoM. Kpome Toro, vpnmonitor
IMO3BOJIACT HIPOCMOTPETh CTATUCTUKY 110 ITaKETaM.
5.2.1. CnpaBo4Hasa cucrtema no pabore ¢ yTunmTon
Jis  monydeHus COpaBKM 1O paboTe YTHIUTHL KOMAaHIHOM CTpPOKM vpnmonitor
HEO0OXOMMO BBECTH KOMaHly vpnmonitor -—h.
5.2.2. NMpocMoTp cTaTUCTUKNK
J11s1 BBIBOJIA CTaTUCTUKY BBIMOJHUTE KoMaHy (cM. Tabnuna 33):
vpnmonitor -s [ipsec|ike|ikel|ike2|fcachelall]

Tabnuma 33 — [TapameTpsl KOMaHIbl vpnmonitor -s

IHapamerp Onucanue
all ITpocMOTp MOIHOMN CTATHCTUKH
ipsec [Tpocmotp cratuctuku IPsec
ike ITpocmotp cratuctuku IKE (IKE v1 u IKE v2)
ikel [Tpocmortp cratuctuku IKE v1
ike2 [Tpocmotp cratuctuxu IKE v2
fcache [Tpocmotp cratuctuku fcache

CIUCOK mapaMeTpoB BEIBOJUMO# CTATUCTUKH MpeACcTaBiieH B Tabiuiie (cM. Tabnuia 34).

Tabnuua 34 — IledeHp napaMeTPOB CTATUCTHKU

MapameTp OnucaHue
IPsec

Packets (bytes) recieved KoIM4ecTBO MAKETOB, HOJIy4EHHOE ¢ MOMEHTA 3aITycKa
|4eenma

Packets (bytes) sent Konu4ecTBO MAKETOB, MOCTAHHOE C MOMEHTA 3aMycKa
|4eenma

Decapsulated packets Ko14ecTBO MakeToB, paciin(ppOBAHHBIX A2eHmoMm

Encapsulated packets KomnuecTBO MakeToB, 3amdpoBaHHbIX AeeHmom
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MapameTp

OnucaHue

Packets recieved unsecure

KomngectBo IIOJIYUYCHHBIX Aeenmom HCSHI_HI/I(l)pOBaHHBIX
IaKCTOB

Packets sent unsecure

KomnudecTBo OTIIPABJICHHBIX H€3aIJ_II/I(1)pOBaHHbIX IIaK€TOB

Incoming errors

KonuyecTBO 01IM0O0K BO BXOAIIMX ITAaKCTax

Outgoing errors

KonnuecTBO 0OmMOOK B UCXOAAIHNX ITaKETax

Incoming auth errors

KonruecTBo ommOoK ayTeHTU(DUKALUN BO BXOISIINX
rmaKeTax

Incoming anti-replay errors

KonuyecTBO OMIMOOK MpH MOJaBICHUU aTaK
BOCITPOM3BE/ICHUS BO BXOJISIIMX MAaKeTax

Dropped packets (in/out)

KosimdgecTBO OTOPOIICHHBIX TAaKETOB WM (PparMeHTOB

Input frags consumed

KomndectBo |P-pparMeHTOB, NCIIOJIB30BAaHHBIX MTPH
[peacceMOIMpPOBaHUN BXOAHOTO ITaKeTa

Output frags consumed

KonuyectBo |P-pparmMeHTOB, NCIIOJIB30BAaHHBIX MTPU
peacceMOIMpPOBAaHUH BBIXOIHOTO MaKeTa

Output frags created

KonuuectBo |P-pparmMeHnToB, CO3aHHBIX TTPH
(bparMeHTaIH BBIXOJHOTO MaKeTa

Decrease MTU requests

KonudecTBO makeToB — 3anpocoB Ha moHmkeHne MTU

Incoming packets not found in hash

table

KosmgecTBO MpoMaxoB JUTst BXOJSIINX MTAKETOB MPU TOUCKE
¢buibTpa B Xa1I-Tadmuie

Outgoing packets not found in hash

table

KonmgecTBO MpoMaxoB JUTsk UCXOASIINX TaKETOB TPU
novcke GUIbTpa B X3II-TalbiuIe

IKEv1

IKE SAs created (failed)
initiated/responded

KonruecTBO co3aHHBIX (HE CO3aHHBIX)
MHUIMHpOoBaHHBIX/0TBeueHHBIX |IKE SA B hopmare

X(X)/X(X)

Denied IKE SAs requests

KosinyecTBO OTBEprHYTHIX 3ampocoB Ha co3nanue |IKE SA

IPsec SA bundless created

KonunuectBo co3nanubix IPsec SA

MM exchanges completed (failed)

initiated/responded

KonruecTBo ycnemHbX (HeyCHelHbIX) 0OMEHOB
MainMode naunupoBaHo/oTBeYeHO B popmate X(X)/X(X)

AM exchanges completed (failed)

initiated/responded

KonruecTBO ycnemHbIX (HeyCHeHbIX) 0OMEHOB
Aggressive Mode nHHIIMEPOBaHO/OTBEUEHO B hopmare

X(X)/X(X)
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MapameTp

OnucaHue

QM exchanges completed (failed)
initiated/responded

KosmyecTBO ycrenHpix (HeycrnenHox) oomenos Quick
Mode unuiurpoBano/otseueHo B hpopmate X(X)/X(X)

IX exchanges completed (failed)
initiated/responded

KonndecTBO ycrenHbixX (HEYCIEIHbIX) 0OMEHOB
Informational Exchange unuiuupoBano/oTBeueHo B
dopmare X(X)/X(X)

TX exchanges completed (failed)
initiated/responded

KonndecTBO ycrenHbix (HEYCIEmHbIX) 0OMEHOB
Transaction Exchange naunmmnpoBano/oTBeYEHO MPUHSITHIX
3arpocoB Ha co3fganue I X B hopmare X(X)/X(X)

IKEV2

IKE SAs created (failed)
initiated/responded

Kon1uecTBO co31aHHBIX (HE CO3aHHBIX )
WHUIMUPOBaHHBIX/0TBeueHHBIX IKE SA B popmare

X(X)/X(X)

Resumed IKE SA initiated/responded

KommuectBo Bo300HOBIeHHBIX |IKE SA
WHUITUIPOBAHHBIX/OTBCUCHHBIX

IKE SA redirections received/sent

KonuuectBo nepenanpasienuii IKE SA nonyyeno/mocnano

COOKIE requested/sent

KomudecTBo 3aHpOIH€HHI)IX/ OTIIPABJICHHBIX TOKCHOB

COOKIE

Denied IKE SA requests

KonruecTBo OTBEprHyTHIX 3ampocoB Ha coznanue |IKE SA

IKE SA rekeys
initiated/responded/collisions

KonnyecTBo 00HOBIeHUH Kimtoueld IKE SA
WHHUIIMAPOBAHHBIX/OTBCUCHHBIX/KOTU3UI B (hopmaTe X/X/X

IPsec SA bundless created

KomunuectBo co3nanubix IPsec SA

IPsec SA rekeys
initiated/responded/collisions

KonndectBo 0OHOBIEeHUH Kitoueit IPsec SA
MHHUITUMPOBAHHBIX/TIOTY4SHHBIX/KOJUTU3UI B hopmaTe X/X/X

Attempts to rekey non-existend IPsec
SA by this host/by peer

KosindyecTBO MONbITOK OOHOBIEHHSI KITFOUEH
HecymecTByromei IPsec SA maHHbpIM X0cTOM/TIAPTHEPOM

Temporary rekey failures
on this host/on peer

KonnyecTBO BpeMEHHBIX OTKA30B B OOHOBJICHUU KITIOUEH
TaHHBIM XOCTOM/TIAPTHEPOM

INIT exchanges completed (with errors
or failed) initiated/responded

KommgectBo oomeHoB INIT_IKE_SA ycnemHsix (¢
OIIMOKaMU WM HEYCIIEITHBIX ) UHUIIUUPOBAHO/OTBEYEHO B
dopmare X(X)/X(X)

RESUME exchanges completed (with
errors or failed) initiated/responded

KommgectBo oomMenoB RESUME_IKE_SA ycnienssix (c
OLIMOKaMU WJIM HEYCIIEUIHBIX ) MHULIMUPOBAHO/OTBEYEHO B
dopmate X(X)/X(X)

AUTH exchanges completed (with
errors or failed) initiated/responded

KosindyecTBO ycrenHpIxX (¢ OmuOKaMy WM HEYCTEITHBIX )
o0MenoB |IKE_AUTH nnununpoBano/oTnpasieHo B
dopmare X(X)/X(X)

CHILD exchanges completed (with
errors or failed) initiated/responded

KonruecTBO ycnemHbIx (¢ OIMUOKaMy WM HEYCTICIIHBIX )
oomenoB CREATE_CHILD_SA o6MmenoB

WHHUIUMPOBAHO/0TIpaBieHo B popmare X(X)/X(X)
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MapameTp OnucaHune

INFO exchanges completed (with errors [KonndecTso ycnennsix (¢ ommMOKaMy MIIM HEYCIEHIHBIX)
or failed) initiated/responded o0MeHoB INFORMATIONAL uHUIIMEPOBaHO/OTIIPABIIEHO
B hopmare X(X)/X(X)

FiltDB Kam

Hash table size (bytes max/alloc) Pasmep xo1-Tabuuip (0aiT MaKCHMyM/BBIIEIEHO) B
(dopmare Xx*X*X(x/xX)

Validity tag Tekyiee 3HaUeHUE METKH, CIYXAIEH I OTpeICICHUs
BO3MOKHOCTH HCITOJIb30BAHUS 3aMMCEN B X3II-Ta0IHIIE

Live entries Komm4ecTBO aKTUBHEIX 3allucei

Dead entries KonnuecTBO yaaneHHbIX 3anuceit

Allocated entries Komu4ecTBO 3anuceii BBLACICHHBIX U3 TAMSITH

Dead reused KosnyecTBO IOBTOPHO MCIIOJIb30BAaHHBIX YIAIEHHbBIX
Banucen

Line reused Koam4ecTBO HCIIOJIb30BAHHBIX 3aIIMCEH B TMHUIX

Collisions KoruecTBO MONBITOK JOOABICHUS OJUHAKOBBIX 3aITMCEH

Full lines KoanuecTBO 3aI10IHEHHBIX JTUHUN

Empty lines KomuuecTBO MyCThIX JTMHUIMA

Other lines KoIM4ecTBO OCTaTbHBIX JTUHHH

Average length of non-empty lines CpeaHss JUIMHA HEMYCTBIX JTMHUN

IIpumep BbIBOJA pe3yibTaTa KOMaHAbl vpnmonitor —s ipsec NpeacraBicH HUXKE:

param |value
_____________________________ I o
IPsec |

Packets (bytes) recieved [979 847 (159 993 099)
Packets (bytes) sent |87 331 (18 829 527)
Decapsulated packets | 4

Encapsulated packets | 4

Packets recieved unsecure 979 843

Packets sent unsecure |87 327

Incoming errors |0

Outgoing errors |0

Incoming auth errors |0

Incoming anti-replay errors |0

Dropped packets (in/out) |0 (0 / 0)

Input frags consumed |0

Output frags consumed |0
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Output frags created |0
Decrease MTU requests |0
Incoming packets not found i~|72 662
n hash table \
Outgoing packets not found i~|337

n hash table |

IKEvl: init: 0, resp: 1

IKEv2: init: 0, resp: O

IPsec: bundles: 0, ESP: 0, AH: 0, IPcomp: O
FiltDB: alt: 3, main: 10, dynamic: O

vpndmn started at: 2015.12.11 10:07:03
worked: 59 days 3 hours 42 minutes 52 seconds

5.2.3. BbiBOoa MHOpPMaLUKM O NONIUTUKE, aKTUBUPOBaAHHOMN

Ha K «3ACTABA-KnueHm»

Jns mpocmotpa unpopmanuu o6 aktuBupoBaHHOW Ha [IK «3ACTABA-Knuenm» NMONUTUKHA

HEOO0XO0AMMO BBIIOJHUTH KOMaHAy: vpnmonitor -—p. Ilpumep BbIBO#a pe3ynbraTa JaHHOU

KOMaH/bI:

Current Policy:

Type: User Policy

Source: Server: 10.111.10.184
Title: client3

Activated: Fri Mar 31 13:07:10 2017

Jns mpocmoTpa mnoApoOHONW HH(OpManmuu o0 MapaMerpax MpOrpyKeHHOH NOJUTHKU

HCIOJIb3YETCs KOMaHy: vpnmonitor —pp.

[Ipumep BbIBOIa TOAPOOHON HH(OPMALIUU O MTOJIUTUKE:

LSP request:
type: User PMP
user:
file path:
pmp servers: 10.111.10.131
cert subject: C=RU,CN=Clientl32 EPCSP
log level: EVENTS

LSP active:
type: User PMP
user:
file path:
pmp servers: 10.111.10.131
pmp cert subject: C=RU,CN=Clientl32 EPCSP

pmp cert issuer: C=RU,0=A0 ELVIS PLUS, OU=ORPO,CN=CPROCA2016
pmp cert serial: 560000007F8591F2256C830A6900000000007F

pmp cert key alg: GOST R 34.10-2001
pmp log level: EVENTS

title: Clientl32

hash: 1115288B2944A1435B974A301AE03186
time: Mon Jun 19 14:06:20 2017

in progress: false

from DB: false

cert present: true
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connected to TPN: true

last error:

diagnostic: User policy: 'Clientl32' activated at Mon Jun 19
14:06:20 2017

5.2.4. NMpocmoTp MHhopMauum No co3gaHHbIM SA

I[JISI IMpoCMOTPa AKTUBHBIX 3aH_II/IH_IéHHBIX COGI[I/IHCHI/II;’I, YCTAHOBJICHHBIX C JaHHBIM
KOMITIBIOTCPOM, a TAKIKC CO3Jar0IIUXCA 3aH_II/IIJ_[éHHbIX COCIIHHCHHﬁ, HGO6XOI[I/IMO BBIIIOJIHUTH KOMaHy

vpnmonitor -1i.

KOMaHI[a BBIBOAUT I/IH(bOpMaHI/II-O IO KaXXI0My M3 CO3JJaHHbIX COCI[I/IHGHI/Iﬁ B ClIcayromem

dbopmare:

Unentudukatop ceccunm  Anpec maprHepa  Wnentudukarop maptHepa  Meton

aYTeHTI/I(I)I/IKaLII/II/I

U xonuuectBo ycranoBieHubix |IKE u IPSec coenunenuit

[Ipumep BbIBOIa KOMaHIBI vpnmonitor —i MPeacTaBIICH HIXKE:

3E7F533AF88B3180.680772825362DB66 10.111.10.131 (DN)
C=RU,CN=GateWinl3l_CPROCA2016 GOST3410.2001-Sig / GOST3410.2001-Sig
1 ESP (Tunnel) Initiator 192.168.21.0..192.168.21.255 <-

10.111.10.132 rule ipsecl

6
EODE20B215FBBC85.B82D26E6655783EE 10.111.10.131 (DN)
C=RU,CN=GateWinl31l CPROCA2016 GOST3410.2001-Sig / GOST3410.2001-Sig
IKE states count 2
IPsec states count 1

5.2.5. PunbTpauma punbTPOB U co3faHHbIX SA no

napameTpam
Z[J'ISI q)HJ'ILTpaI_[I/II/I 3allIUIIICHHBIX COCI[I/IHeHI/Iﬁ HCO6XOI[I/IMO BBIITOJIHUTH KOMAaHAY:

vpnmonitor -i <options>

rae: options:

-show (all | ike | ipsec | ipsectree);
-view (line | table | list | details | count);
-ike-sa;

-ipsec-sa;
-cmd (delete | rekey);
-delete.

HCpCI[ (I)I/IJ'ILTpaMI/I MOZKHO 3aJ1aTh IapaMETPhI OTOGpa)KCHI/IHZ
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— -show all | ike | dipsec | 1ipsectree. Onucanue 3HAYCHUU
napamerpa show:
- show all - nokassIBaTh Bce SA;
- show ike - mnokassBarh TOJBbKO IKE SA;
- show ipsec - moka3bBaTh TOJIBKO IPSeC Sa;
— show ipsectree - mnokassiBaTh IKE u IPSec SA. IKE SA, kotopeie He
uMeroT novyepHux [PSec SA He nmokaszbpiBaroTCs
— -view line | table | 1list| details (mo yMOJ4aHHIO
UCToNb3yeTcss —view table -show all).). Omuus npegHasHaueHa s
dbopmaTupoBanus BeiBoja ciiricka SA. Onrcanue 3HaYeHH apamMerpa view:
- view line — moka3bBaTh HH(GOPMAILKIO B BUIE CTPOK;
- view table — noka3bBaTh OCHOBHYIO HH()OPMAIIMIO B BUJIE TAOIUIIBL;
- view list — moka3biBaTh HOAPOOHYI0 HHPOPMAIMIO MO KaXIAOMY
COeMHEHHIO B (hopMaTe mapaMeTp-3HauYeHHe;
- view details — moka3slBaTh NOAPOOHYI0 MHMDOPMALUIO MO KaXKIOMY
COCTMHEHUIO B TAOJIMYHOM BHJIE;
- view count — moka3bBaTh TOJHKO KOJIMYECTBO COCTUHEHUI
Taxke TmpeaycMOTpeHa BO3MOXHOCTh (WIBTPAIMM [0 TIApaMeTpaM COEIUHEHUS B

3aBUCHUMOCTHU OT IIPOTOKOJIA.

— s unbrpanuu 1o IKE: vpnmonitor —-i [-ike-sa <filtering rules>].
— gus  Quaptpanu mo IPsec: vpnmonitor —-i [-ipsec-sa <filtering
rules>].

& ITpu ucnons3oBanuu npasui Guiastpanuu o IKE u IPsec pmibTpy kimtou —ike-sa MOXHO He
yKa3bIBaTh, T. €. BCE, YTO HAMMCAHO JI0 KJto4a —ipsec—sa, Oyzaer cuutarbes IKE-punsTpom

Jnst 3ananus mpaBuil GUIBTPAIIUil HEOOXOAUMO BOCIIOJIB30BAThCSI KOMAHIOM:

vpnmonitor —-i [[-ike-sa] <filtering rules (mpaBuno_¢uiabTpaiuu) >].

[TpaBuna GUABTPAIIUU MOXKHO OOBEIMHSATH C TOMOIIBIO JIOTHUECKUX Oomnepanuii: and | or

<rulel> <and|or> <rule2>, tae: rulel..N mpaBwio GuUiIbTpauu SA BBEIOPAHHOTO

THIIA.

Jnist cocraienus npasuia ¢uibtpanuu (mapamerp <rulel...N>) HeoOxomumo ykasath moJe,

0 KOTOPOMY OYIEeT MPOU3BOIUTHCS (GUIBTPAIMS, U OTIEPAIIMIO ISl HAXOXKJIEHUSI TOTO WJIH HHOTO SA.
dopmMmar mpaBuiia MOKET OBITh BBEJIEH CIIEIYIOIUM 00pa3oM:

<field> <operation> <etalon> <umma nona> <omnepauma> <3TajOH>,
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rne: field — moje, mo KoropoMy Oyner npousBeaeHa ¢uabTpanus (cM. Tadmuna 35 n Tabnuna 36),

operation — omepauus AJs MPOU3BEACHHS CPABHCHUsS IO BHIOPAHHOMY IOJIFO C 3TAJOHOM (CM.

Tabnuua 37), etalon — 3TajlOHHOE 3HAYEHHE BBHIOPAHHOTO IOJIA, 0 KOTOPOMY OYIET IMPOU3BEIECHO

CpaBHEHHE B COOTBETCTBUU C BHIOPAHHOM omeparuei.

Tabmuma 35 — [NapameTps! dunbTparnuu nporokona IKE

IHapamerp XapakTepucTuka
type Tun co3nanus SA
mode Pexxum coznannsa SA
role Posb nokanpHO# MaluHbI IpU cO3AaHUH SA
state Cocrosaue IKE SA
eapid_local JlokansHubiit EAP 1D
ikeid_local Jlokanensiii IKE ID

eapid_remote

EAP IDnaptuepa

ikeid_remote IKE ID naptuepa

id_remote ID naptHepa

rule_name Wwms npaBuiia

algcipher Anroputm mudpoBaHus

alghash ANTOPUTM X3UIHPOBAHHS

dhgroup DH-rpymma

algintegrity AJNTOPUTM KOHTPOJIS LIETOCTHOCTH

algprf [IceBnocnyuaiinas GyHkuus

local_ip IP-agpec mokanbHOTO KOMITBIOTEPA, UCIIOIB30BAHHBIN TIPHU CO3/IaHUN
- 3alIUIEHHOTO COeINHEHUS

local_port UDP-niopt Ha JIOKaJIbHOM KOMITHIOTEPE, UCTIOIB30BAHHBIN TIPH CO3TaHUH
- 3aIIUIIEHHOTO COeIMHEHUS

peer_ip IP-anpec maptaepa

peer_port UDP-nopt naptHepa

redirect_ip IP xoMmpIOTEpPA, C KOTOPOTO MPOU3OILIO NIEPEHANpPaBICHUE HA JaHHBIN

peer_auth_method

Merton ayreHTH(UKALIUN TApTHEPA

auth_method

MeTton 1 ayTeHTH(PUKAIIIH JIOKATbHBIN

cookie

IKEv1 SA cookie

spi

IKEv2 SPI
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IHapamerp XapakTepucTUKAa
log_level YpoBeHb perucTpanuu CoObITHIA
features Cnucok noaaep >KMBaeMbIX OMIUN

Tabmuma 36 — [TapameTpsl dunpTparuu nporokona IPsec

Tun

XapakTepucTuka

idstr

NnentrudukannnoHHbIi HOMEp

ike_saref_str

Ccouika Ha |IKE SA

ike_id_remote IKE SA ID napraepa

mode Pexxum co3manus SA

role Posb npu cozganun SA

peer_id ID naptuépa

local_id ID noxanbHbIHi

peer_ip IP-anpec mapTHepa, ¢ KOTOPBIM CO3/IaHO 3AIUIICHHOE MOIKIIOUYCHUE

peer_port UDP-nopT napraepa, ¢ KOTOPLIM CO3aHO 3allMIIEHHOE [TOIKIFOUYEHNUE

local_ip IP-apec 10KaaIbHOIO KOMITBIOTEPA, HCIIOJIB30BAHHBIN ITPU CO3IaHUH
3AIUIIEHHOTO COETUHEHHS

local_port UDP-nopt Ha JIOKaJbHOM KOMITBIOTEPE, HCIIOJIb30BAHHBIN ITPU CO3AaHHUH

3allUIIICHHOT'O COCANHCHU A

ike_cfg_server

IKE CFG anpec, BbIIaHHBIN KIHEHTY

dhgroup DH rpynna
filter DrbTp
rule H

a3BaHME MPUMEHIEMOTO TIpaBHiIa
esp_proto (ESP) IpaBuio
esp_spr_in 3uauenue SPI s Bxosieit SA (ESP)
esp_spi_out

3unauenue SPI ais ucxomsmei SA (ESP)

esp_rekey_spi

3nauenue SPI mist Bxoasimed SA, KITF0YH KOTOPOH OBLTH OOHOBIICHBI
(ESP)

esp_log_level (ESP) YpoBeHb peructpaiiiu CoObITHIA

esp_pmtu (ESP) 3nauenne MTU, koTopoe yCTaHOBJICHO Ha MTPOMEKYTOUHOM
ILTI03¢

esp_status

CocrosHue
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Tun

XapakTepucTuka

esp_transform

(ESP) Anroputm mudpoBaHus

esp_auth

(ESP) Anroput™M MMHTO3AIIUTHI

esp_orig_peer_ip

(ESP) Ucxoaublit anpec mapTHepa

esp_orig_local_ip

(ESP) Ucxoamblit agpec 1aHHOTO KOMITbIOTEPA

esp_pkts_decap

(ESP) JekancynmupoBaHO MMaKeTOB

esp_bytes_decap

(ESP) HexancynupoBaHo GaiT

esp_pkts_decap_ce

(ESP) Omnbku germdparyu (MakeTos)

esp_pkts_decap_ae

(ESP) Omnbku ayrenTrdukarmu (rakeToB)

esp_pkts_decap_re

(ESP) Omnbku aTak BocIpou3BeaeHus (TaKeTOB)

esp_pkts_decap_tl

(ESP) Omnbku orpannyenust Tpaduka (akeTtoB)

esp_pkts_decap_oe

(ESP) IMpoune ommbKu neKancyssiinuu (aKeToB)

esp_pkts_encap

(ESP) NukancynupoBaHO MaKeTOB

esp_bytes_encap

(ESP) HUukarncynupoBaHo Oaift

esp_pkts_encap_ce

(ESP) oumbku mudpanmu (aketos)

ipcomp_proto

(IPcomp) IpaBwuio

ipcomp_spi_in

3unauenue CPI s Bxomsmeit SA (IPcomp)

ipcomp_spi_out

3uauenne CPI as ucxomsmeit SA (IPcomp)

ipcomp_rekey_spi

3nauenue CPI ans Bxomsmiei SA, KITFOYU KOTOPO OBLTH OOHOBJICHBI
(IPcomp)

ipcomp_log_level

(IPcomp) YpoBeHb perucrpaiiu coObITUi

ipcomp_pmtu

(IPcomp) 3nauenne MTU, koTOpOE YCTAaHOBJIEHO HA MTPOMEKYTOUHOM
LLTI03€

ipcomp_status

(IPcomp) CocrosiHue

ipcomp_compression

(IPcomp) Anroputm cxxaTHsI

Tabmuna 37 — Onmcanue THIOB onepanuii puiabTpanuu

Komanna

XapakrepucTuKa

Omneparnyu i GUIBTPALUY 110 TUITY OOMEHa

equal 3HAYCHHE TI0JISl PaBHO ATaoHY (3HaueHHe MokeT ObiTh: MM (Main Mode), am
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Komanna XapakTepucTuka
(Aggressive Mode), gm (Quick Mode), ix (Informational), tx (Transaction), mis
IKEV2: resume, init, auth, child, info)
not_equal 3HAYCHUC I1OJId HEC paBHO 3TAJIOHY

Onepanuu U1 GUIBTpallMy IO POJIH B Mpolecce o0OMeHa

equal

3HAYEHHME I10JIS PaBHO ATAJIOHY (3HaYeHHE MOXKET OBITh: initiator, responder)

not_equal

3HAYCHHUC I1OJId HC paBHO 3TAJIOHY

Onepauuu U1 GUIBTPaLUU O CONEPIKAHUIO CTPOK

icontain T0JIC COJICPIKHT TTOJICTPOKY (ITATIOH), UTHOPUPYS pEricTp OyKB
not_icontain | mosie He COACPIKUT NOACTPOKY (ITAJIOH), UTHOPHUPYSI pETUCTP OYKB
contain T0JIC COJCPIKHT TOJICTPOKY (3TATIOH), YIUTHIBAsI PErUCTpP OYKB
not_contain | mone He COAEPKUT MOJACTPOKY (ITAIOH), YUUTBIBAsI pETHCTP OYKB
iequal TI0JI€ PAaBHSETCS ATAJIOHY, HTHOPUPYSI PETHCTP OYKB

not_iequa TI0JIC HE PaBHSCTCSI ATAIIOHY, HTHOPHPYSI PETHCTP OYKB

equal TI0JIC PaBHSETCSI ATANIOHY, YYUTBIBAsl pErUCTpP OyKB

not_equal 10JI€ HE PAaBHAETCS 3TAJIOHY, YUUTHIBAsL PETUCTP OYKB

Omnepanuu 11g punsTpaiuu no noimto IP-aapec

inrange snauenue nois (IP-agpec) BXOAUT B qUana3oH 3aJaHHbIN 3TAIOHOM, B KAYECTBE
JTajloHa MOXKHO yKa3aTh npocto IP-agpec (10.1.1.1) unu auanason
(10.1.1.1...10.1.1.255) wm moacets (10.1.1.0/24 wmum 10.1.1.0/255.255.255.0)

not_inrange | 3nauenwue mous (IP-agpec) He BXOAUT B AHana3oH

equal snauenue nojst (IP-ampec) pasuo stanony (IP-agpec)

not_equal snauenue nois (IP-aapec) He paBHO sTanony (IP-aapecy)

Omneparuu 111 GrutbTpaliuu 1o noito |P-mopt

equal 3Ha4YeHHe MoJs (OPT) PaBHO STATIOHY

not_equal 3Ha4YeHHE TOJISI HE PaBHO ATAJIOHY

inrange 3HAYEHUE OIS BXOJHUT B AMAIIA30H 33JaHHBII STAJIOHOM, B Ka4eCTBE dTAIOHA
MOHO yKa3ath mpocto nopt (8080) wmu quanaszon (0...65535)

not_inrange | 3HaueHwWe MOJIS HE BXOMUT B IMAMA30H 33 JaHHBIN 3TAIOHOM

OHCpaLII/II/I JJIsL (I)I/IJ'IBTpaL[I/II/I 110 IIOJIFO YPOBCHL JiOora

equal

3HaYeHHE TOJIsI paBHO 3TAIOHY (BO3MOXKHBIE 3HaueHus: disabled, events,
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Komanna XapakTepucTuka
details, verbose)

not_equal 3HAYCHUE MOJISI HE PABHO 3TAJIOHY

gt 3HaueHue mojs oonbiie stanona (disabled < events < details < verbose)
It 3HAUEHUE MOJISl MCHBIIIE ITAJIOHA

gteq 3HAYCHHME IO OOJIBIIE HIIU PABHO ITAIIOHY

Iteq 3HAQYCHHUC I10JII MCHBIIC MJIM PABHO 3TAJIOHY

Onepanun i punbtTpanuu no IPsec-coenunenuto mno moiro mode

equal 3Ha4YEHHE OISl PABHO 3TANOHY (BO3MOXKHBIE 3HaUeHHUA: tunnel, transport)

not_equal 3HA4YECHHUE T0JIsI HE PABHO ITAJIOHY

B HEKOTOpBIX KOMaHAHBIX O0O0JIOYKaX 3alpelIeHO HCIOJIb30BaHUE HEKOTOPHIX CHMBOJIOB
(manpumep, B bash '(, '), '*', KaBbIUKM W T.I.), MOITOMY MEpPea STHMU CHMBOJIAMH HYXHO
cTaBUTh 3HaK '\' WIM HCIOJIB30BaTh JPYrHe CIyKeOHbIE CHMBOJIBI JaHHOW KOMAaHIHOW
000JI0YKH JTNOO TMOTB30BATHCS APYTroi KOMaHIHOW 00OJIOUKOM.

Jljiss mpocMOTpa BCEX BO3MOKHBIX IMOJICH W THIIOB ONEpanuid Ui (GUIBTPAIUU MTPOTOKOJIOB

IKE u IPsec HeoOXoauMo BOCIIONIB30BaThCA KOMaHI0M vpnmonitor.exe —-i —help.

CymrecTByeT BO3MOXHOCTB MTOKCKA cTelTa 1o ero ID:
& vpnmonitor -i [-view details|list] -ike-id <3HaueHue id>

vpnmonitor —-i [-view details|list] -ipsec-id <3HaueHue id>

ID nnst IKE creiita — ato cookie nuunuaropa (kak B jore Session id). ID mnst IPsec creiita —
3TO IENI0E YKCII0, KOTOPOe OBUIO €My MPUCBOEHO M KOTOPOE YBEIWYHMBACTCS IMPH KaKIOM
CO3/IaHUU HOBOI'O CTEMTA.

[Ipumep:
vpnmonitor -i -view details dhgroup.not contain (testl) or
local ip.equal (test2)-ipsec-sa log level.gt (test3) and

transform.not iequal (test4)

5.2.6. KomaHAabl npuMeHUMble K OThUNbTPOBaHHbIM SA

J171s BEINOTHEHUS KOMaH]T Ha/l OTPUIBTPOBAHHBIMU SA TIpeycMOTpeHa omus —cmd
<delete|rekey>:

— delete - ynamger SA

- re key — Jac€T KOMaHAy Ha CMCHY KJIF04a COCIUHCHU A
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& s ynanenus Bcex IKE crelitoB ncnonbs3yercs koMaHa:

vpnmonitor -i -clearikesa delpmp
vpnmonitor -i -clearikesa ynpamsger Bce SA, KpomMe TE€X, UYTO YCTAaHOBJICHBI C

CEpBEPOM-TIPOrPY3UYMKOM

5.2.7. NMpocmoTp cnucka hunbTpoB

Komanna vpnmonitor —f mo3BOJSET NPOCMOTPETh KaK CTaTUYECKHE, TaK U
IUHaMUYeCKHe (QUIbTPhI, HPOrpyXeHHble B JpaiiBep (cnucok ¢uiubTpoB onpeaensercs JIIIB).
Pesynbprar BRIBOA NaHHOW KOMaH/ABI MPEICTABISIET cO00i TaOIMUHYIO CTPYKTYpPY CO CIEAYIOIIMMHU

MOJISIMH, TTPECTaBICHHbIMU B Tabmuie (cM. Tabmuna 40).

I[J'ISI IIpOCMOTpa OIIPCACICHHOIO (I)Hanpa, MOKHO BOCIIOJIB30BaThCsA KOMaHJaMH

vpnmonitor —-f [-view <table|line|list|details]|count>] [-filter
<.>] [-delay <num>] [-orderby <field> [up] [-tail <num>] [-cmd
<delete>]

rae. —view <table|line|list|details|count>] — moka3biBaTh HHGOPMAIIHIO.

— table — B BuJie TaOIMIIEL;

— line — B BUJE CTPOK;

— list — B ¢QopmaTe napameTp — 3HaU€HUE, JUIS KaXKI0T0 GUIbTPa;

— details — B rabnuue popmara napaMmeTp — 3Ha4eHHE, I KAKI0ro QUiIbTpa;
— count — MoKa3bIBaTh KOJINYECTBO (PUIBTPOB;

- filter — ¢unpTpaius B COOTBETCTBUU C 33JJaHHBIM MIPABUIIOM (CM. HUXKE);,

—orderby <field> - copTupoOBKa II0 3aJJaHHOMY IIOJIIO;
—delay <num> - BBIBOJ KOMaH/bI C 3aJI€PKKOU B 3aJaHHOE KOJIMYECTBO CEKYH],;
—tail <num> - BBIBOZ IOCICHAUX <NUM> CTPOK;

— cmd <delete> - yaanuTh OTQUIBTPOBAHHbIE 3HAUEHHs (TOJBKO A AMHAMUYECKUX
GMIBTPOB).

Tabnuua 38 — [TapameTpsl GpuabTpaIu IPOTOKOJIA

ITapamerp XapakrepucTuka
type [TapameTp ¢unbTpanmu mo momro «Turm»
name [Tapametp ¢unbTpanmu no nomto «Ha3Banue»
action [TapameTp ¢unbpTpammu mo noro «/leficTBre
log_level [TapameTp GrIIBTpAIHH 1O TIOTIO «YPOBEHB JIOTaY
flags_ttl_str [TapameTp GUIBTpaLIUK 110 BpEMEHU KU3HU
comment [Tapametp ¢unbpTpanmu mo nomo «KommeHTapwii
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if-names

[Tapametp ¢unbTpanuu mo nomro «MHaTEpdEiicy

srcsel_as_str

[Tapamerp ¢rubTpanmu 1Mo moiro «JIoKalbHBIN CETEKTOP»

srcsel_ip

Ounprpanus noiis «JlokanbHeii cenexktop» no [P-aapecy

srcsel_port

@unbTpanys nojs «JIoKaapHbII CEIEKTOP» MO MOPTY

dstsel_as_str

[TapameTp GuiabTpammu 1Mo MO0 «Y JaJICHHBIA CEIEKTOP»

dstsel_ip OunpTpanus noiist «Y IajleHHbI cenektopy» no [P-aapecy
dstsel_port dunbrparyst nois «Y AaJeHHBIA CEIEKTOP) 110 MOPTY

pkt_in [Tapametp punbTpanuu mno noito «Bxoasiiye nakeTs»

pkt_out [Tapamerp ¢uibTpanmu 1mo noiro «McXoasnme makeTbn

bytes_in [TapameTp GunbTpanmu 1o moro «Bxoasammx 0anT»

bytes_out [Tapamerp ¢rtbTparnmu 1Mo moiro «Mcxoasammx 0anT»

drop_in [Tapamerp ribTpamnuu 1Mo moiro «Bxoasmux 6alT 0TOPOIICHOY
drop_out [Tapametp ¢unbTpanuu mo noiro «Mexoasmmx 6aiT oTOpOIIeHO»
miss_in [Tapametp GumbTpauu 1Mo moto «BXoasmmx mpoMaxoB B KAIIE)»
miss_out [Tapametp ¢ubTpanuu 1o noiw «Mcxoasmmx mpoMaxoB B KIIIE»
fh_count [MTapameTp GUIBTPALIUU [0 OO «3AMKUCEH B KIIEH

fwprocs [Tapametp ¢uuibTpanuu 1o noiw «PaepBoiabHbIEC TPOLEAYPHI»

Tabmuna 39 — Onucanne THIIOB onepanuii puiabTpanun

Komanna

XapakrepucTuKa

Onepanuu Ay GUiIbTpaLUMyU MO TUILY 0OMEeHa

equal

SHAYCHUC I10JI PABHO 3TAJIIOHY

not_equal

3HAYCHUEC IT0JI HC paBHO 3TAJIOHY

Omnepauuu 1711 GUIBTPALIUH 110 COEPKAHUIO CTPOK

icontain TI0JI€ COACPIKUT MOJICTPOKY (ITAJIOH), UTHOPHUPYS PETUCTP OYKB
not_icontain 0JI€ HE COJICPIKUT MOJCTPOKY (ITAJIOH), UTHOPHUPYS PETUCTP OYKB
contain TI0JIE COJICPIKHUT TOACTPOKY (ITAIIOH), YIUTHIBASI PETUCTpP OYKB
not_contain T10JI€ HE COAEPIKUT MOACTPOKY (3TAJIOH), YUUTHIBAs PETUCTP OYKB
iequal TI0JIC PaBHSETCSI ATATOHY, HTHOPHPYS PETHCTP OYKB

not_iequa T10JI€ HE PAaBHSETCS 3TAJIOHY, UTHOPUPYS PETUCTP OYKB

equal TI0JIC PaBHSCTCSI ATATIOHY, YUUTHIBAsi PETUCTp OyKB

not_equal TI0JIC HE PaBHSCTCSI ATAIIOHY, YUUTHIBAsI PETHCTP OYKB

Omneparuu 111 GUIIBTPALIAN TI0 TIOJIIO YPOBEHB JIOTa

equal 3Ha4YeHUe MOJIs PaBHO 3TANOHY (BO3MOKHBIE 3HaueHus: disabled, events,
details, verbose)
not_equal 3HAYCHUC II0JI1 HEC PAaBHO 3TAJIOHY
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gt 3HaveHue moss O6osbiie stanona (disabled < events < details < verbose)
It 3HA4YCHUC I10JI1 MCHBIIC 3TaJIOHa

gteq 3HAYEHHME IO OOJIBIIE WM PABHO ITAIIOHY

Iteq 3HAYCHHUEC MI0JI1 MCHBIIC UJIM PAaBHO 3TAJIOHY

Omneparnuu 11 GrutbTpanuu mo nodto 1P-aapec

contain sHauenue nois (IP-ampec) conepsxur sranon (IP-agpec)

not_ contain 3nauenue nois (IP-agpec) ne cogepxur stanon (IP-aapec)

Omneparnuu 11 GrtbTpanuu 1o noito IP-mopt

contain 3Ha4YEHUE MOoJIs (IIOPT) COAECPKUT ITAIOH

not_ contain 3HAYEHUE OISl HE COJIEPXKUT ITAJIOH

Unsigned int operation

equal 3HAYEHHE MMOJIs PaBHO 3TANOHY (Bo3MOKHbIe 3HadeHus: disabled, events,
details, verbose)

not_equal 3HAYCHHE TI0JIS HE PABHO ATAIIOHY
gt 3HavyeHue moss Oosbie stanona (disabled < events < details < verbose)
It 3HAYCHHE TI0JISI MCHBIIIC 3TAJIOHA
gteq 3HAYCHHUE NOJIs OOJIBLIC M PABHO ITAJIOHY
Iteq 3HAYCHHUE II0JI1 MCHBIIC UJIM PABHO DTAJIOHY
ITpumep:

vpnmonitor -f -view list -filter srcsel ip not contain testl or name
not contain testZ2 and fh count 1t test3

Ta6muma 40 — OroOpakaemble mapaMeTpbl HHOPMAIIMK O JEHCTBYIOMNX (QUIBTPax

HNms noas Onucanue nous
id WNnentudukarop punbrpa
Name Ha3zpanue gunbtpa
Action JeiictBre GumbTpa
Log level VYpoBeHb KypHATUPOBAHUS

[Ipumep BeIBOIa KOMaHIBI vpnmonitor —f mpeacTaBieH HUXKE:

id | Name | Action | Log level
1 autopass ike PASS Disabled
2 autopass broadcast in PASS Disabled
3 | autopass broadcast out | PASS | Disabled
4 | filt4 (ONE_BREQ) | APPLY | Disabled
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CymecTByeT BO3MOXKHOCTb TIoMcKa ¢puiibTpa no ero ID:
& vpnmonitor -f [-view details|list] -id <3Hauenme id>

<id> — wuneHTH(GUKAIMOHHBIA HOMEp (GWIbTPaA, IO3BOJAET MHPOCMOTPETh MOAPOOHYIO
WH(OPMAIIHIO O BEIOPAaHHOM (UIIBTPE.

5.3. Ytunuta vpnconfig

Yrumuta xkoH(urypupoBanus vpnconfig mnpeaHasHadeHa Ui U3MEHEHUS U IPOCMOTpa
nokanbHbIX YCTaHOBOK [IK «3ACTABA-Knuenmy.
B OC Linux mnomnb30BaThCsi yTHINTOW vpnconfig MOTYT TOJBKO MOJb30BAaTEldbh 10Ot H

MOJIH30BaTEIM, J00ABIECHHBIE CHCTEMHBIMH CpPEJICTBAMH B TPYIIY, yKa3aHHYI B (aiine
Ivar/vpnagent/localsettings.inis mapamerpe ADMIN_GROUP.

ITpu wratHoit padore I/IK «34ACTABA-Knauenmy» n3MeHEHUE JIOKAIbHBIX YCTAHOBOK OOBIYHO
He tpeOyercs u ynpasnenue [I/K «34CTABA-Kiuenmy npou3BOAUTCS LEHTPATU30BAHHO MPU TOMOIIU

L VYII (mytem BHecenust usmenenuii B JII1B).

& HexoTtopble n3aMeHeHHs BCTYNAIOT B CUILY TOJIBKO IOCIIE TOro, Kak Oynet nepe3arpyxena JII1b.

-
\ll) Hekotopsie nsmenenus, Hanpumep, akrupanus JII1b, He MOTYT ObITH OTMEHEHBI.

5.3.1. CnpaBo4Hasa cucrtema no pabore ¢ yTunmTon

I[J'IH MMOJIYy4YCHHA CIIPpaBKU I10 pa60Te YTHIIUTBL KOMaHIHOH CTPOKU HCO6XOI[I/IMO BBCCTHU

KoMaHny vpnconfig —h.
CnpaBka 0 KOHKpeTHOM komanae: vpnconfig -help <xomaHma>.

CnpaBka O KOHKPETHOM KOMaHJe U TUINEe 00BeKTOB:vpnconfig -help <xomanzma>

<TuUn obwekKTa>.
Takxke CyIecTByeT BO3MOXKHOCTh MONYYUTh MOAPOOHYIO CIPaBKy C MpPUMEPAMU H
OINMCaHUEM KOMAaHJI ISl 3TOr0 BBECTU KOMaHay vpnconfig -h all.
5.3.2. NMpocmoTtp uHcpopmaumm o MK «3ACTABA-KnueHm»

Jns nonmyuenuss unopmauuu o /K «34ACTABA-Knuenm» HEOOXOAMMO BOCIOJIb30BATHCA

KOMaHJI0M:
vpnconfig -ver.

[Tpumep BbIBoJA KOMaHbl vpnconfig —ver:

Product name: ZASTAVA Client
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Vendor name: AO ELVIS-PLUS

Product build: 6.1.16122

Product release: 6.1

Build date: 2016/01/29 8:26

Product/platform information: CLIENT WINXX 1386

5.3.3. Pa6oTa c cepTucpukatamm n Knroyamm

Lludpossie cepTUUKATHI U MPEIBAPUTEILHO pacIlpeesieHHbIe KII0UYN HEOOXOIMMBI, YTOOBI
MPOBEPATH MOJIMHHOCTH MAapTHEPOB MO B3auMojeicTBuio, CepTH(HKAThl (BKIOYas CEPTUPUKATHI
VY1), npenapurensHo pacnpenencHubie kiroun, COC peructpupytores B 1K «3ACTABA-Knuenm»y.

Onucanue BUI0B cepTU(UKATOB U UX MapaMeTpOB MPUBEIECHO B mojpasaene 3.4.

[IpenaBapuTenbHO paclpeesieHHbIe KIOYH MOTryT wucnoiib3oBathesi ¢ [IK «34ACTABA-
Knuenm» B xauecTBe anbTEpHATUBbI UCHOJIb30BaHUS cepTudukaToB. /s momyueHus 6osiee moJIHOM

nHpopManuu obpamanTecs Kk 1. 3.4.7.

1IK «34CTABA-Knuenm» nogaepxuaer COC. [[ns nomyyenus: 6oaee moaHoi uHGpOpMauu

obpammaiitecs k 1. 3.4.8.

5.3.3.1. CsowucrtBa Ceptucmkarta u ero nposepka

JIist mpocMOTpa BCEX CBOMCTB cepTUdHKaTa He0OX0quMO y3HaTh Id cepTuduKara, st ITOro
HAJ0 BBINONHUTH KoMaHny vpnconfig -1list cert. 3aTeM BBINOIHUTH KOMaHAy vpnconfig

-view cert <id>.

Byner BeiBenena mosiHas wHGOpMaIUs O CBOMCTBaxX cepTU(duKara, a TakKe BBIBEJIEHA €ro
yenouxka Oogepus, T.e. cnucok YII, moaTBepxkmarONIMX MOUTMHHOCTh cepTudukara. OObIYHO HET
HEO0OXOIMMOCTH TPOBEPATH CepTU(UKAT BPYUHYIO, IMOCKOJIBKY TOCTE MOJy4eHUs cepTudukara oT
naptHépa 1o cBs3u uepe3 nporokon IKE, ceprudukar Bcerna nposepsercs aBTomarndecku. OqHaKo,
pydHas MpoBepKa cepTu(UKaTa MOoJIe3Ha, KOTJa BO3HUKAIOT MPOOJIEMBI MPU CO3JaHUU 3aIIUIIEHHOTO

COEIMHEHUS C JaHHBIM MapTHEPOM CBSI3H.
Onucanue Bcex CBOWCTB cepTrduKaTa mpeacraBieHo B Tadiume (cMm. Tabnuna 41).

Tabnuia 41 — CpoiictBa ceprudukara

CBoOHMCTBO Onucanue

Version Bepcus ceprudukara

Cepniinblii Homep | CepuiiHblil Homep cepTudukara

Issuer Kewm BbI1an ceprudukar

CoZepKUT OTIMYUTEIEHOE UMS CYyOBEKTa, TO €CTh BIaIeNbIla 3aKPhITOTO
KITF04Ya, COOTBETCTBYIOIIETO OTKPHITOMY KITFOUY TAHHOTO cepTH(HUKaTa.
CyOnextom ceprudukara MoxeT BeicTynath Y1, PIl win koneunsrit
CyOBEKT.

Subject
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CBoilicTBO Onucanue
Sign Algorithm Anroput™ nuppoBoOii MOIIUCH CEpTUDUKATA
Key Algorithm THI OTKPHITOro Kito4a (AJIrOPUTM HU(PPOBOM MOANKCH H JUINHA)
Public Key 3HaYCHUE OTKPBITOrO KJIFOYA.
Valid From HauanbHas nata neiictBus ceprudukaTa
Valid To Koneunas nara aeiicteusi ceprudurara
Authority Key Nnentudukarop KIroua u3aaTessi, TOMOTaeT OMPeICIUTh PABHIbHBIN
Identifier KJII0Y 151 Bepr(UKAIIUK MTOAMUCH Ha cepTudukare

Subject Key ldentifier

Wnentudukatop Kiro4a cyObeKTa, HCIOIb3YeTCs ISl TOTO, YTOObI
pa3iauyaTh KIOYH MOAMKUCH B cepTU(HUKATaX OTHOTO U TOTO XK€ BiIaIebIlla

Key Usage

Ha3nauenue xiroua

Ext. Key Usage

PacmnpeHHoe Ha3Ha4YCHHUEC KJI04Ya

CRL Distribution
Points

Touku pacrpoctpanennss COC, yka3aHHbIE B JaHHOM cepTudukare. s
KaXI0M TOYKH PacHpOCTpaHEHUs] 0TOOpaXkaeTcs cienyromas nHGOpMAaIHs:
DP[N] "<DP Value>", CRLI[N] "<Issuer Value>", rue:

— N — HOMEp TOUKM pacnipocTpaHeHuUs;
— <DP Value>- mecTopacmnonoxeHne TOYKH, rie MOKHO moiayuutb COC;
—  <lIssuer Value>- ums opranusaimu, Beimycrusineit COC.

Authority Info Access

Cnoco0 poctyna k unpopmanuu Y11,

Fingerprint (md5)

Xermi-cymMa cepTudHKara, BeraucasieMas mo anropurmy mds.

Fingerprint (shal)

Xemr-cymma ceptudukara, BerauciasieMas mo aropurmy shal.

[Tpumep BeIBOA yenouxu dosepus Ceprudukara:

.—+- E=info@cryptopro.ru, C=RU, O=CRYPTO-PRO, CN=Test Center CRYPTO-PRO

.——— C=RU, L=Moscow, O=ELVIS-PLUS, OU=TC, CN=CLIENT-LINUX

5.3.3.2.

Peructpauusa n ynaneHue Ceptucpukaron

5.3.3.2.1. Perucrtpauusa ceptucpukarta

Ber moxxere peructpupoBath aBa thna X.509 ceprudukaros B /IK «34ACTABA-Knuenmy:

ceprudukarsl Y1 u cepTudukarsl KOHEUHBIX I0JIb30BATENCH (JIOKANbHBIE U MAPTHEPOB MO CBS3H).

Jiis mosrydenust nHGOpMAIMu o TUax ceprudukaros cM. . 5.3.3.

YroOsl 3apeructpupoBath HOBbIN ceptudukar Y1 B [IK «34CTABA-Knuenmy» HeoOX0auMO

MIPOU3BECTH CIEAYIOIINE ICUCTBUS:

1) BemonauTts kKOMaHay vpnconfig —-list token u HAWTH B MOSBUBIIEMCS CITUCKE

TOKeH Trusted Certificates token wu 3anomMuHUTH ero ID.

2) BemoaHuTh

<password>

KoMaHay vpnconfig —add cert <file> password

pin <pin> ca token <token id>,




3)

4)
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rae: <password> — napojb AOCTyIa K 3aKpbITOMY K04y, <pin> — mapois JOCTyIa K

TOKeHY, <token id> - ID mna Trusted Certificates token.
B ciyuae BBoma koppektHoro PIN-koma u maposst mosiBUTCS Ciiedyloliee COOOIIeHuE,
CUTHAJIM3UpYIOoLlee 00 YCHEeIHONW perucTpaluy cepTudukara:

Certificate is imported.
Bemonuute komanay vpnconfig -login token <token id> <pin> save

rae; <pin> — mapoinp JOCTyma K TOKeHy, <token id> - ID mia Trusted

Certificates token.

UTo0Obl 3aperucTpupoBaTh HOBBIM nepcoHanbHbld cepTu@ukar B [IK «3ACTABA-Kauenmy

HEOOXO0JMMO IIPOU3BECTH CIIECAYIOIINE ACHCTBHS:

1)

2)

3)

4)

Bemonaute komanny vpnconfig -add cert <path> [<password>],

rae: [<password>] —napoJib 10CTyla K KOHTEUHEDY.

[Ipu wumnoptupoBanuu IlepconansHoro ceprugukara HeoOxomumo BBecTH PIN-xox

TOKeHa B nosieusiiemMcs okHe. [Tocne BBoxa PIN-ko1a HyKHO HaxaTb KHOIIKY «[ OTOBOY.

[ToctaButh duar B mosie «Save password for future requests», eciu TpedyeTcsi COXpaHUTD

apojib TOKEHa JJis OeTyIOIINX COeTUHEHUI.

B cnysae BBoma koppektHoro PIN-koma mosiBUTCS —cieayrouiee  COOOIIeHHE,

CUTHAJIM3UpYIoIlee 00 YCHEeIHOW perucTpanuu cepTudukara:

Password OK.

Certificate is imported.

UTo0Obl 3aperucTpupoBaTh HOBBIM nepcoHanbHbI cepTu@uKaT B [IK «3ACTABA-Kauenmy

H606XO,Z[I/IMO CACJIaTh CJIICAYIOIICC:

1)

2)

CKOHI/IpOBaTb COACPIKUMOC KOHTeﬁHepa, COACPIKAIICTO BaKpLITBIﬁ KJII0Y " CepTI/Iq)I/IKaT,

MOHO ¢ moMonpio CK3U B peecTp Wik Ha HOCUTEIb.

IIK  «34CTABA-Kauenmy ABTOMAaTUYECKHU OMPEICIIUT ceptudukar Kak
«IlepcoHanpHBINY, M0 HATUYUIO KIt0Ya. Ho, HE0OX0AMMO TOMHHTB, YTO ISl TOTO YTOOBI
OblTa BO3MOXXHOCThH HCIIOJIH30BaTh IMEPCOHANBHBIA CEpTUPUKAT HEOOXOAMMO, UYTOOBI

CEaHC C TOKCHOM OBLI OTKPBIT.



130
MKEI0.00626-01 32 01

Ecmu ceprudukar YI[ O6bu1 mocnan Bam dyepe3 He3amuiu€HHBIA KaHal (Hampumep, IO
AJICKTPOHHOW mTouTe) U BBl X0THTE CcOXpaHUTh ero Kak «JloBepsembliiy, Bbl mOKHBI
MPOBEPUTh TOJIMHHOCTH 3TOro cepTuukaTa BpyuyHyro. HemocpeactBeHHO mocie
peructpanuu ero B [IK «34ACTABA-Knuenmy cBsbkuTeCh ¢ amMuHHCTpaTopoM YII, 9TOOBI
cpaBuuth curHatypy (fingerprint) opurunanpHOro ceprudukara YL[ ¢ curnarypoi
nojydeHHoro ceprudukara YL, kotopas otoOpaxaercst B monsx «Fingerprint» B Tabmuie
ceprucukaroB [IK «34ACTABA-Knuenmy. Ecivu CUTHaTyphl HE COBMAJAIOT, HEMEIJICHHO
ynanute ceptudukat u3 [IK «34ACTABA-Knuenm»y.

5.3.3.2.2. JkcnopT cepTucukaTa
Jlst Toro 4TOOBI BBIMOJHUTE MPOIEAYPY IKCIOpTa cepTU(dHUKaTa HEOOXOAMMO BBIMIOJHUTH
KoMagay vpnconfig -export cert <id> <file> [key] [der] [base64]

[pkcs7] [pkcsl2] [path] [password <password>].

5.3.3.2.3. YoaneHue ceptudukara

Hus  ynanenust ceprupukata uz [IK «34ACTABA-Knwuenmy» Heobxoaumo y3HaTh id
ceprudukara, Kotopelii Bbl xoture ymamuth. i 3TOr0 HYXHO BOCIHOJB30BaThCS KOMaHAON
vpnconfig -1list cert. Ilocne 3TOro HEOOXOMMMO BBINOJHHTH KOMaHAy vpnconfig -

remove cert <id>.

\il) Ecin nns [loBepeHHOro TokeHa ObLI 3aJaH Mapojb IOJb30BAaTENs, TO IpPU YyJAIECHUU
ceptuukara Tpedyercs BBOJ MapoJis MOJIb30BATENs.

\il) Ecmu cpox aeiictBus ceprudukara, naxomsmerocs B I1K «34ACTABA-Knuenmy, 3aKkOHINIICS,
HNaHHbIM cepTudukar Oyner aBToMaTnuecku ynanéH us [IK «3ACTABA-Kauenmy» mocne
npoBepku. OHAKO 3TO HE OTHOCUTCS K JIOKAJIBHBIM cepTU(dUKaTaM (C 3aKPBITBIMU KIIFOUaMH).
IloaTOoMy ynOCTOBEpPHTECH B TOM, YTO J1aTa, BPEMs U HACTPOMKHM YacOBOTO IOs5Ca MPABUIBHO
yCTaHOBJIEHBI Ha Bamiem koMmmbroTepe.

5.3.3.3. lpeaBaputenbHoO pacnpeaerieHHble KIo4u

Kak n CepTI/IQ)I/IKaTLI, npeaABAPUTCIIbHO PACHPCACIICHHBIC KIOYW ITO3BOJJAKOT IPOBOJUTH
ayTeHTI/I(i)I/IKaHI/IIO IIpru YCTAHOBJICHUHU 3allUIICHHOTO COCIWHCHHA C YAAJICHHBIM IMMapTHECPOM. Orta
npoueaypa ayreHTU(GUKauuu OyIeT YCHEIIHOM, eclii yAajd€HHBbIH MapTHEP MMEEeT NpeaBapUTEIbHO
paCHpe,Z[CJICHHBIﬁ KIII0OY C TEM K€ caMbIM 3HAauCHHEM 4uTO U Barr kirou (3TI/I 3HAYCHUA OOJJIKHBI OBITH
COrJIaCOBAaHBbI C HapTHéPOM 3apaHee). Ecau Bamm karoun He COBIIaAAOT, SaII_II/IIJ_IéHHOC IIOAKIFOYCHUC

He OyZeT yCTaHOBJIEHO.

CYHI€CTBGHHI)IM HEAOCTAaTKOM MPCABAPUTCIBHO PACIIPCACICHHBIX KJTIIOUEH 110 CpaBHCHHIO C
CCpTI/I(I)I/IKaTaMI/I ABIIACTCA HCEAOCTATOYHAs MaCI_HTa6I/IpyCMOCTB, IMMOCKOJIBKY HCO6XOZ[I/IMO py4HOC

COrjlacOBaHME 3HAYCHMUH KII0UYeH I BCEX BO3MOXKHBIX rnap HapTHéPOB.
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5.3.3.3.1. Perucrpauusa npeaBapuTeribHO pacnpeaeneHHoro Krnr4a
UTo0Bl 3aperucTpupoBaTh NpEaBAPUTENBHO pachpeneicHubli kmwod B [IK «34ACTABA-

Knuenm» Heo0X0IMMO MPOU3BECTH CIAEAYIOLIUE IEHCTBU:
1) Bemonuuth KOMauay vpnconfig —add key <name> [<options>],

rae: <name> — HMs NPEIBAPUTEIBHO PACIpPENe]IeHHOro Kiwua, [<options>] —
JIOTIOJIHUTEIbHBIE MapaMeTphl I CO3/IaHUs MPEIBAPUTEIBHO PACIPEIEICHHOr0O KIIoua.

HpI/I CO3aaHnu MPEABAPUTCIIBHO paCIpEACICHHOTIO KIIF04Ya BO3MOXKHEI CJICAYIOIIUE OIIIHHU

— token <token id> - yCTpOMCTBO UIl XPaHEHUs  IIPEIBAPUTEIBLHO
pacIpeIeIeHHOro Kiroya;
— file <path>—nyTs K daiiny, cogepxaiieMy 3HaUCHHUE KII04a;

— 1inline <key> —mapaMmeTp [l BBOJA KIIIOYa B CTPOKY.

2) Ecmu ommun file m inline He MCIOIB30BAIUCH, TO B KOHCOJH IOSBUTCS COOOIIECHHE
JUTsl BBOJIA 3HaYEHUE TIPEABAPUTEIILHO paclpe/IeNIeHHOro Kio4a Bujia Enter key: u ero

NOoATBEpXKAcHUA Repeat key!.

Nwms xi1roua He 0oocHo coliepKaTh MPOOEIOB WK JIFOOBIX APYrHX CHENHAIBHBIX 3HAKOB, 32
UCKJIIOUEHHEM CUMBOJIa moauépkuBanus (“ 7).

3) Ecnu onmms token He KCIOIB30BANACH, TO KJIFOY OyJeT COXpAaHEH HA YCTAHOBJICHHOM IO
YMOJYAaHUIO TOKEHE, MPUTOJHOM Ul PETUCTPALMM MPEBAPUTENBHO PACIpPENEICHHOIO
kimoua. Ecnm onuusa token ucnonp3oBasack, TO MOSBUTCSA 3alpoc BUAa Enter user

ras sword:, MOCJE 4ero H€06XOI[I/IMO BBCCTH IapOJIb AJId 3TOT0 TOKCHA.

4) TlosBuTcs 3ampoc Buaa Save password for future requests? (Y/N)
[N] :, mocie yero HeoOX0IMMO BBECTH <Y> JIJII COXPAHEHHS MapoJsi, WM BBECTH <N> ISt

TOT0, YTOOBI MAPOJIh 3AMPAIIMBAIICS MPU KAXKIOM 00paIIeHUU K TOKEHY.

5) Ecnu Bce BBeJICHHBIC JaHHBIC KOPPEKTHBI - MOSIBATCS CIICAYIOIHE COOOIICHHMS:
Password OK.
Preshared key imported.
5.3.3.3.2. MpocmoTp npeaBapuTeNnbHO pacnpeaeneHHbIX Knyen
st Toro 94TOOBI MPOCMOTPETHh BCE MPEABAPUTEIHHO paclpeeNieHHbIe KIIYH HEO0OXO0IMMO
BBIIOJHUTh KOMaHny vpnconfig -list cert preshared. Ilpumep BbIBOga pe3ynbTara

HUCITOJTHCHUA ﬂaHHOﬁ KOMaH/bI:

Certificate
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Id: 5/0
Type: preshared
Name: ExampleKey

Device Name: SoftToken common
5.3.3.3.3. YoaneHue npeaBapuTenbHO pacnpeaesieHHOro Knro4va
Hns ynanenus: npenBaputenbHO pactpeneneHHoro kimwouya u3 [IK «3ACTABA-Knuenm»y
HEe0oOXOIMMO BBIMIOJIHUTH KOMaHAy vpnconfig -remove cert <id>. B ciaywae ycneurHoro
yIaJdeHus] MPeIBapUTEIBLHO PACIPENICICHHOr0 Kio4a OyneT BBIBEJEHO cooOlmieHune: «Preshared

key was deleted».

5.3.3.4. Cnuckn OTto3BaHHbIX CepTucpukaTon

COC — 3710 cnucok cepTU(UKATOB, KOTOPBIE C JAHHOT'O MOMEHTA BPEMEHU HE UMEIOT CHUJIbI U
HE JTOJDKHBI UCTIONB30BaThCs i popmupoBanus 3amuiieHHbIx Coennnennii (SA) B TeueHue ceaHca
6e3onacHoro coenunenus. [logpodnoe omucanne COC npencrasneHo B 1. 3.4.8. Crricku OTO3BaHHBIX

Ceptudukaros.

Jns Toro utobbl mpocMoTpeTh 3apeructpupoBaHHbd COC, HE0OXOAMMO BBINOJIHUTH

KkoMaHay vpnconfig -list cert crl.

5.3.3.4.1. UmnoptuposaHme COC Bpy4HyIO
Bbl moxete B mo6oe Bpems BpyuHyro umnoptupoBaTe COC. Ilpouecc ummopra - TOT ke
camblif, 4TO U NpH peructpanuu ceprudukara. Urodsl 3apeructpupoBatb COC B IIK «34ACTABA-

Knuenmy neodbxoaumo BBITIOTHUTE KOMaHAy vpnconfig —add cert <file>.

Kak toiapko COC OyneT ycnenHo uMIopTUPOBaH, Bce CepTU(UKATHI, 3apETUCTPUPOBAHHBIE B
1IK «34ACTABA-Knuenmy, Oynyt cBepenbl ¢ COC. Ecnu cepTudukar, KOTOpbI 3aperUCTPUPOBAH B
1IK «3ACTABA-Knuenm», coorBercTtByeT mnoism «CepuiiHbli Homep» U «M3marens» ogHOro H3
ceptudukatoB B COC, oH OyJeT OTMEUYEH KaK aHHYJIUPOBaHHbIHN. 3alUIIEHHOE COeAMHEHHUE C JTFOOBIM

MapTHCPOM 110 CBA3H, UCIIOJIB3YIOIIUM 3TOT CepTI/Iq)I/IKaT, 6y,HeT HCBO3MOXKHO.

COC ne moxer 0bTh yaaneH u3 IIK «34ACTABA-Knuenmy. Korga cpok IEeWCTBHS CIHCKA
UCTEK, OH JOJUKeH ObIThb oOHOBIeH aBromarnuecku c LDAP-cepBepa (9T0 mnpousoiiner mnpu
YCTAQHOBJICHMM OYEpEeJHOro 3aluiieHHoro coenuHenus). Ecnu moanepxkka LDAP-cepBepoB He

HacTpoeHa, Hajio 00HOBUTH COC BpyuyHYI0, UMIIOPTUPYS (aiii.
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5.3.4. Pa6ota c JIlNB

Jns mpocMoTpa JOCTYIHBIX TMOJMTUK HEOOXOAMMO BBIMOJHUTH KOMaHAy vpnconfig -
list lsp. BeiBog pe3ynbrara BBIOJHEHUS JAHHONH KOMaHIbI OyneT coaepxkars ciucok JIIIb u ux

napamerpsl, a Takxke cocrosguue JII1b.

5.3.4.1. YcraHoBka cnucka JIlb
JIIIb mMoxer OBITH ynajaeHa, WU3MEHEHAa W akTUBHpoBaHa. Bo Bpems aktuBanuu JIIIb

HE00X0IMMO BBECTH JIOTHH W MapOJIb aJIMUHUCTPATOPA.

5.3.4.2. HacTtpouka napameTpoB nonutuk MK «3ACTABA-KnueHT»
5.3.4.2.1. CuctemHas JIlNb

CucreMHas IOJTUTHKA MOXKET OBITH IMOTydeHa u3 (aiiia, 1udo ¢ cepBepa.

I[J'IH HU3MCHCHUA 11apaMCTPOB CUCTEMHOM TOJIMTHKU HCO6XOI[I/IMO BOCIIOJIB30BaThCA YTHHHTOﬁ

vpnconfig.
JIns1 HaCTPONKHM CHCTEMHOM IMOJTUTUKHA HEOOXOUMO:

1) BBI6paTB TUN METOJa aKTUBALMU U3 Moasa «ICTOUHUK» U OIIPCACIINTD MMApaMCTPbl AAHHOI'O

METOoAa.

— Ilpu BbeIOOpe MeTona mporpy3kd u3 (aiima HEOOXOAMMO BBINOJIHUTH KOMaHAY
vpnconfig -set 1lsp system file <path>, roe: path — myts k ¢aiiny

KOH(UTypaluH.

— Ilpu BeIOOpPE MeTOZa MPOTPY3KH C cepBepa HEOOXOIWMO BBIMOJHUTH KOMaHIY
vpnconfig -set 1sp system pmp <cert id> <id_ type>

<server 1ip> <log level> [<timeout>], rme:

— cert id - wuaeHtMdukaTtop ceprudukara, Ui IOpocMoTpa  id
cepru(dukara MOKHO BOCIIOJIb30BaTbcad KoMaHaoW vpnconfig -list
cert personal, nau0o0 ykaszaTh 3HAU€HHE any IMpPHU UCHOIB30BAHUU JJIS

COCOIMHCHUA I000r0 3apCruCTPUPOBAHHOTO JIOKAJIBHOT'O CCpTI/I(I)I/IKaTa;

— <id type> - Tun uaeHTH(UKATOPa I NPOTPY3KU IMOJUTUKH, KOTOPBIH

JIOJDKEH OBITH coriacoBaH ¢ LI VII;

— <server ip>|<server name> anpec cepBepa  MPOTPYy3KU|UMS
KoMIploTepa U mopT. Eciam mopt He ykas3aH, To Oepercs 3HAa4YeHHE I10

ymomuanuto (500). Ecnu cepBepoB Heckoinbko, |IP-ampeca ykas3pIBaroTCsl yepe3
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3amstytro. HoMmep mopta ykasbiBaeTcst uepe3 aoeroune. [locne peructpanuu
JIIb IIK «34CTABA-Kauenm» Oynetr oOpamarbcs K 3aIaHHOMY HCTOYHHUKY

BCSIKUU pa3, KOrja MOJUTUKA aKTUBUPYETCH.
— <log level> - ypoBeHb )KYpPHAIUPOBAHUS COOBITHIA.
— <timeout> — BpeMeHHOIl MPOMEKYTOK MEXAy OOpallleHUsIMU K CEPBEPY.

— Ilpu BbIOOpPE MeTOAa MPOTPY3KH «OTCYTCTBYET» HEOOXOJUMO BBIMOJIHUTH KOMaHAY
vpnconfig -set lsp system none, Torma B ciiydae OLIMOKU IPU MPOrpy3Ke

MOJIH30BaTEILCKON MTOJIMTUKH, OyAeT nmporpyxarbcss DDP.

JIyist akTUBALMK TOJUTHUKA HEOOXOIMMO BOCIIOJIB30BAThCS KOMaHAol vpnconfig -login
admin <admin login> <admin password> -activate lsp system [file
<path>] wmmm vpnconfig -login admin <admin login> <admin
password> -activate lsp system [pmp <cert id>] wmm vpnconfig -
login admin <admin login> <admin password> -activate 1lsp system
[pmp <key id>].

5.3.4.2.2. NMonuTuka nonb3oBaTens

HOJII/ITI/IKa, HCIIOJIb3yEMasd IMOCJIC BXOAa I1OJIb30BaTECIA B OC. INonuTHKa 10JIL30BATENIS MOXKET

ObITH TIONTy4YeHa U3 Qaiiyia uim ¢ cepepa MOJUTHK.

I[J'IH HU3MCHCHUA ITIapaMETPOB MOJIb30BATEIbCKOM IMOJIMTUKHI HCO6XOI[I/IMO BOCIIOJIB30BAaTHCA

ytuiauTon vpnconfig.
J171st HaCTPONKU noaumuKy noib3oeameisi HEOOXOAUMO:

— Ilpu BBIOOpe MeTona mporpy3ku u3 (aiina HEOOXOAWMO BBINOJIHUTH KOMaHAY
vpnconfig -set 1lsp user file <path>, rme! path — nyrs K (aitny

KOH(UTYyparyH.

— Ilpu BBIOOpEe MeTOAa TPOTPY3KH C cepBepa HEOOXOAUMO BBHIMOIHUTH KOMaHIY
vpnconfig -set 1lsp wuser pmp any|<cert id> <id type>

<server ip> [<log level>], rge:

— cert id, UJCHTUPHUKATOD  cepTU(HKATA; g mpocMoTrpa  id
cepTHU(HKaTa MOXHO BOCIHOJB30BaThCA KoMaHAol vpnconfig -1list
cert personal, nub0 yKa3aTb 3HaY€HHE any MpU HCIOIb30BAHUM IS

COEIMHEHMS JIF000T0 3apErUCTPUPOBAHHOTO JIOKATHHOTO CEPTU(HKATA,

— <id type> — Tun uaeHTUQHKATOPA Ul IPOrPY3KU IOJMTUKH, KOTODPBIN

JOJDKEeH OBITh coriacoBad ¢ L[VYII.
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— <server ip>|<server name> - aipec cepBepa INPOIPY3KHU|UMs
KoMIbIOTepa W mopT. Ecimm mopr He ykazaH, TO Oepercs 3HAUCHHE IO
ymoiuanuto (500). Ecnu cepBepoB Heckosibko, |IP-ampeca ykaspIBaroTCsl yepe3
3amsaTyro. Homep mopra ykaseiBaercsi uepe3 aBoerouue. [locnme perucrpanuu
JIIb IIK «34ACTABA-Kauenm» Oyner oOpamarbcsi K 33JaHHOMY HCTOYHHUKY

BCAKHH pa3, KOIla OJUTHKA aKTUBUPYETCS,
— <log level> — ypoBeHb XypHAJIUPOBAHUS COOBITHH,

— <timeout> — BpeMEHHOH MPOMEKYTOK MEXy 0OpaleHUsIMU K CEpBEPY.

& Jns HACTpOWKM MapameTpoB IOJIUTUKUM U €€ aKTHUBALMM MOYXHO BOCIOJIB30BATHCS OJHOMU

komaHJoi vpnconfig -login admin <admin login> <admin password> -
activate 1lsp user [file <path>] wm vpnconfig -login admin
<admin login> <admin password> -activate 1lsp user [pmp
any|<cert id>].

5.3.4.2.3. MNMonutuka gpanBepa No yMosn4aHuro
B IIK «34ACTABA-Kniuenmy» wMeeTcsi mpocTas MOJUTUKAa o0paboTku Tpaduka, KoTopas
MCTOJIB3YIOTCS TIPU OTCYTCTBUU (Wi HenocTymHocTH) padoueit JIIIB. Oto «I[lomuTHka apaiiBepa mo

YMOJTYAHUIO.

«[Tonutuka apaiiBepa o ymonuanuto» (Default Driver Policy, DDP) Bcrynaer B cuiny npu
3amycke OC — 10 MomeHTa 3arpy3ku paboueit JIIIB, B ciywyae ecau mpousonuia omuOKka Hpu

MMPOTrpy3KE NOJIUTUKH NI OCTAHOBJICH CEPBUC Vpndmn.

Hns w3menenust mapamerpoB «llommTuka gpaiiBepa MO YMOJTYAHHIO» HEOOXOIUMO

BBINIOJIHUTHL KOMaHAy vpnconfig -set lsp ddp pass|drop|dropall.

JInsi HACTPOWKHM TapaMeTpoOB TMOJIUTHKA M €€ aKTHUBAIIMM MOXKHO BOCIIOJIB30BAaThCS OJHOM
koMaHaon vpnconfig -login admin <admin login> <admin password> -
activate lsp ddp [pass|drop|dropall].

N3 coobpaxenuii 6e30MacHOCTH peKOMeHAyeTcsl ycTaHaBnuBaTh «llomuTuka npaiiBepa mo
yMoOJI4aHuio» B 3HaueHne «COpackiBath Bce» (dropall). Caemyer ydecTb, 4TO B 3TOM CIy4yae CETh
He OylIeT MOCTymHa, €ClIM KOMIBIOTEpY He mpucBoeH crartudeckuili IP-aapec. Eciu xommbroTep
nony4aet IP-agpec mo DHCP, To cienyet BeiOpaTh omuio «CopacsiBath Bee, kpome DHCP» (drop).
B stom cnyudae cerp Oyaer HemocTymHa J0 MOMeHTa akTuBanuu padoued JIIIb (ucxmrouenume

cocTaBisieT Tosibko Tpapuk DHCP, HeoOxoaumelii /Ui HazHaueHUs koMibloTepy IP-anpeca).
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& Ecnu na xommsiotepe ¢ [IK «34ACTABA-Knuenmy» HacTpoeHa ynaleHHas ayTeHTU(UKALUSA

IOpU BXOJE MOJB30BATeNsl B CHUCTEMY (HampuMep, ayTeHTH(HKAIUS IOCPEICTBOM JIOMEH-
KOHTpOJUIEpa), TO AJIs e MpaBmiibHOW paboThl «llomuTrka apaiiBepa Mo yMOI4aHUIO» TOJDKHA
oObITh: «IIpomyckats Bcey.

5.3.4.2.4. U3meHeHMe ceptudmkata/npeaBapuTesibHO pacnpegeneHHoOro
Krno4va aAns coeaMHeHUs1 ¢ cepBepom

s u3amenenus ceptudukara, ¢ IOMOILIBIO KOTOPOro OyaeT yCTaHaBIMBATHCA COCIUHEHHE C
CEpBEPOM IIOJINTUKH, HYXXHO BBIIIOJHUTH KOMaHAy vpnconfig -set 1sp system|user
cert anyl<cert id>, rme: <cert id> - uneHtuduxarop ceprudukara. ias mpocMorTpa
<cert id> MOKHO BOCHOJIB30BaThcs KoMaHaol vpnconfig -list cert personal, aubo
yKa3aTh 3HAQUY€HHWE any TMpU HCIOJB30BAHUM S COEAMHEHHUS J00Or0 3aperucTpUpOBAHHOIO

JJOKAJIBbHOI'O CepTI/I(I)I/IKaTa.

Jlns m3MeHeHusl MpeABapUTENbHO PACHpPEEIEHHOr0 KI0Ya, ¢ MOMOIIBI0 KOTOporo Oynuer
YCTAHABJIUBATHCS COEIMHEHUE C CEPBEPOM IOJUTHUKU, HY)KHO BBIIOJIHUTH KOMaHny vpnconfig -
set lsp system key any|<key id>, rae: <key id> — uneHTH(UKATOp NPEIBAPUTEIBHO
pacrpeneneHHoro kmoda. Jlna mpocmorpa <key id> MOXKHO BOCHOJIB30BAThCA KOMaHIOM
vpnconfig -list cert preshared, nub0 yka3aTh 3HaUYCHHUE any P UCIOJB30BAHUU IS

COCIUHCHUA 000ro0 3apCruCTPpUPOBAHHOTO KJIFOYA.

5.3.4.2.5. YpoBeHb peructpaumm cobbiTum

Jns xypHanupoBaHus cooOmenuit npu nepenade JIIIb ¢ cepBepa moauTuku HE0OXOAUMO
YCTAaHOBUTbH YPOBEHb PErHCTPaIK COOBITUM, JUISl 3TOTO HYKHO BBIMOJIHUTHh KOMaH1y vpnconfig -
set 1lsp system|user 1loglevel <log level>, rae. <log level> — ypOBEHb

peructpanuu coosltuii npu nepenaye JIIb ¢ cepBepa noauTuky.

5.3.4.2.6. IKE ngeHtnudumkatop

YroOwl HacTpouts nosyuenue JIIIb ¢ Cepsepa Ionuruku Heo6xonumo ykaszate IKE id, mms
3TOTO HYKHO BBINOJHUTH KOMaHAy vpnconfig -set 1sp system|user idtype
<id type>. Jlnd W3MEHEHMs 3HAYECHUs MACHTU(DHKATOPA  HYKHO BBIIOJIHHTH KOMAaHIY

vpnconfig -set lsp system idvalue <id value>.

5.3.4.2.7. CepBepbl NONUTUK
Yro6s! HacTpouts nonydenue JIIIb ¢ Cepsepa [lonutuku Heo6xoaumo ykazats IP-anpec(a)
cepBepa, ¢ KOTOpOro OyeT NojaydeHa MOJUTHKA JJIsl 3TOT0 HY)KHO BBIIOJHUTH KOMaHay vpnconfig

-set lsp system|user server <server ip>.
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[Tocne perucrpanuu JIIIb IIK «34ACTABA-Knuenmy» Oyner oOpamaTbCs K 3aJaHHOMY

HCTOYHUKY BCSAKHI pas, Korja nmojJuTUuKa akTUuBUPYCTCH.

5.3.4.3. AktuBauus JINbB

Hns axruBamuu JIIIB (1. e. misa 3arpy3ku B npaiiBep Aeenma) HEOOXOIUMO y3HATh €€ TMII,
KOTOPBIN COZEp’KUTCS B BbIBOJE KOMaHIbl vpnconfig -list 1sp. [locine sToro HEeoO6xoaumo
yKa3aTh JIOTMH U IapoJib aJMUHHCTPATOpA, BBHIMNOJHUB KoMaHAy vpnconfig -login admin
<admin login> <admin password> -activate 1lsp system. JIIIb 3arpy3urcs B

npaiiBep Aeenma v nipaBuia, onpeaenéunsie B JIIIb, BcTynsT B neiictBue.

5.3.4.4. MpocwmoTp JIMNB

C nmomomrpto yruiuTel Vpnconfig moxkHo mpousBectu npocmoTp Tekymien JIIIb, mis storo
HE00XO0AMMO BBIMOJIHUTh KOMaHay vpnconfig -view lsp current.

5.3.5. Peructpauunsa cobbiTumn

KoungurypupoBanue peructpanuu COOBITUNA TPOUCXOIUT C MOMOIIBI0 KOMaHAbl vpnconfig

-set 1log, mapaMeTpsl KOMaH Il IpeacTaBacHbl yncaamu ot 0 1o 15 (M. Tabnuma 42).

Tabnuma 42 — ITapametpsl komannel vpnconfig —-set log

YucJioBoi
Onucanue Pacuu¢poska
napamMerp

0 Log Level YpoBeHb perucTpanuu coObITUN

1 Log Level kernel YpoBeHB perucTpanuy COOBITHI YPOBHSI siapa

2 File log BriroueHne WM OTKIIFOUEHWE  TapaMeTpa  3aIlucH
CHCTEMHBIX COOBITHUH B (aiin

3 Max Log Size VYcraHoBKa MaKCHUMaJbHOTO pa3Mmepa (Qailna 3amucu
CHCTEMHBIX COOBITHIA

4 Backup Depth VYcTaHOBKa KOJMYECTBA CO3/1aBACMbIX PE3EPBHBIX KOIMHI
¢aiina 3anKcU CUCTEMHBIX COOBITUI

5 Syslog Britouenne WM OTKIIIOYEHHE  T1apaMmeTpa  3aIlucH
CHCTEMHBIX coObITHil Ha SYsl0g-cepBep

6 Destination 3ananue ajpeca yaaieHHoro Syslog-cepsepa

7 Protocol ITpoTokon

8 Put msg len when use tcp | BeiBomuTh cooOlieHre Py NCIIOIB30BAaHUH MTPOTOKOJIA tCP

9 Encoding from Bribop anroputMa KOAMPOBKH U OTKPBITHS JKypHAaja
COOBITHIH

10 Encoding to Breibop anroputmMa KOIMPOBAaHWS COOOIICHWH 3amuch
CHCTEMHBIX COOBITHIA

11 Facility Hacroiika ypoBHs mporokoaupoBanus Syslog

12 Language YcTaHOBKa sI3bIKa )KYpHAJTUPOBAHUS

13 Broadcast messages to | lllupokoBemiatenbHble  COOOIICHHS  TEpMUHAJIAM  OT

terminals from vpndmn | ciyx6s1 ITK «34ACTABA-Knuenm»
14 Verbose mode for | YcraHoBUTB OTNIaIOYHBIH YPOBEHB PETUCTPALUU COOBITHIA
application level JUTSL YPOBHS TIPUJIOKEHUS
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YuciioBou
Onucanue Pacumdponka
napamMerp
15 Verbose mode for kernel | YcTaHoBUTh OTIIaIOUHBII YPOBEHb PErUCTPALUU COOBITHI
level JUIsS yPOBHS JIpaiiBepa
16 Syslog Singleline Y aanare CUMBOJIBI HOBOH JIMHUU U3 COOOIIEHUH

Perucrpamusi coObITHII TMO3BOJSET COXPAHATH XPOHOJIOTUIO CHCTEMHBIX COOBITHH,
npoucxonsmmx B [IK «3ACTABA-Knuenmy. YpPOBEHb PETUCTpAIlMM COOBITHH MOXET OBITh
YCTAaHOBJCH KOMaHIoiW vpnconfig -set log 0 (Log Level), rae Log Level MOXeT
npuHumarth 3HaueHuss <0 (Disabled), 1 (Events), 2 (Details), 4 (Verbose)>.

YcraHoBuTh 3HaueHue mapametpa «Disabledy, eciiu Bol BooOIIIEe HE XOTUTE PErHCTPUPOBATH COOBITHSI.

JlocTynHBl clenyromuye 3HAYCHHWs IS YPOBHS PETUCTpPAlMA COOBITHH (B TOpSAIKE OT

HAaUMEHBIIETO KOJNYeCTBAa HHPOPMALIMU K HauOOIbIIEMY):

— XKypnan orkitouen (Disabled) — CoObiTust He OyayT perucTpupoBaThCs;
—Coo0brtust (Event) — Byzner peructpupoBarhCsi MUHUMAaJIbHOE KOJIMYECTBO MH(GOPMALIUH
00 oreparusx, a TaKKe Bce Coo0IeHus 00 OmmoKax;
— Jeranbubiii (Details) — Byner perucrpupoBarbesi mosHas uHGopMalys o0 onepanmsx
(n71s1 MOMCKA HEUCTIPABHOCTEN );
—Ormnanounsiii  (Verbose) — Bce coObiTusi OyayT —3aperucTpUpPOBAHBI,  YPOBEHb
UCTIOJIB3YETCSI, B OCHOBHOM, ISl OTJIA/IKH.
& ITpu ycranoBke ypoBHs peructpaiuu «Otiaamounsiii»y (Verbose) renepupyercss orpoMHoe
KonuyecTBo coobuienuit. K npumepy, uHpopmanus 006 yCTaHOBIEHHH OJHOTO 3alUIIEHHOTO

coeauHeHus (SA) MOXET 3aHMMaTh B JKypHasie coobmenuit 6oiee 20 crpanuil. Mcnomab3yite
3TOT YPOBEHb C OCTOPOKHOCTBIO.

\il) [TapameTpsl ypoBHS perucrpanuu MOryT Takxke ykaswiBaThesi B JIIIB, co3mannovi 34CTABA-

Vnpaenenue nns IIK «3ACTABA-Knuenmy. B stom ciydae ycranoBku u3 JIIIb 6yayT umers

MPEUMYIIECTBO I€pes JIOKAIbHBIMU YCTaHOBKaMH. BBl MoOXeTe MOCMOTPETh TEKYLIUil

peanbHBIN YPOBEHb PEruCTpallui COOBITHI, BBIOMHUB KoMaHy vpnconfig -list log,

B BBIBOJIE 3TOW KOMaHIbI OyIeT colepxkaTbCsi Bcs HMHPOpPMALUsS O HACTPOMKAX CHUCTEMbI
peructpauuu coobitnii /7K « 34ACTABA-Knuenm»y.

Hactpoiiku cuctembl perucrpanuu coObITUN (Ha3BaHME apXUBHBIX (DalIoOB JKypHaia, HX
KOJINYECTBO, MaKCHUMaJIbHBIN pa3mep (aiina xypHaia, HacTpoiiku Syslog) xpaHsaTcs B cekuuu LOG

¢aiina localsettings.ini, koTopslii pacrionaraercsi B ocHoBHO# qupekropunt [IK «34CTABA-Kauenmy.
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5.3.5.1. ®aun perncrtpauum cobbITUN

Jis BKIIOYEHHS WM OTKJIIOUEHHS IapaMeTpa 3aluCh CHCTEMHBIX cOObITHH B (aiin

HEOOXOJMMO BBINIOJIHUTH KOMaHAay vpnconfig -set log w2 <value>, rie.

<value>1/0/on/off/true/false/Enabled/ Disabled.

3amucu O PErucTpPUPYEMbIX CHUCTEMHBIX COOBITHAX XpaHATcs B (daiie bin log.txt B

nupekTopun C: \Program Files\ELVIS+\ZASTAVA Client\log.

JOus OC Linux daiiasl  perucTpaivu  COOBITHH  pacroyiaraloTcss B JTUPEKTOPUHU

/var/vpnagent/log/ (Hanpumep: bin log.txt m vpndmn init.log).

®aiin perucrpamyn coObithii (bin log.txt) MOXET CTaTh Ype3BbIYAHHO OONBLIIMM U B
UTOTe COJEp’KaTh YCTapeBIIYIO, HEHYXHYIO HWH(popMainuioo. YToObl YCTaHOBUTH MaKCHUMaIbHBIN
pa3Mep daitia HeoOX0IMMO BBITIOJIHUTE KOMaHAy vpnconfig —-set log “3” <value>. Korga
pasmep (paiina mpeBBICUT 3aaHHOE 3HAUCHHE, TeKyIui (ain OyaeT nepeMMeHoBaH B (hailin ¢ Apyrum

HMMEHEeM, 1OcJIe 4ero OyieT HavaT HOBBIN (aiin.

I[J'ISI 3a/laHuA KOJIMYCCTBA CO3AaBACMbIX PE3CPBHBIX KOITHI H606XOI[I/IMO BBIIIOJIHUTH KOMAHAY

vpnconfig -set log “4” <value>.

Jl1s ycTaHOBKU SI3bIKa KYPHAJIMPOBAHUSI HEOOXOUMO BBINOJIHUTH KOMaH1y vpnconfig -

set log “12” <value>. Bosmoxubie 3Hauenus: 0 — Aurnumiickuii, 1 — Pycckuii.

Hnst BeIOOpa anropuTMa KOJAMPOBKH [UJISi OTKPBITHS JKypHaJa PErucTpaluu COOBITHIA
HEOOXOMMO BBITIOHUTE KOMaHAy vpnconfig -set log “9” <value>, rae. <value> -

AJITOPUTM KOJUPOBKU cO0OIIeHni, Bo3MokHbIe 3HaueHus: KOI8-R, DOS-866, Win-1251, UTF-8.

Hekoropslie nmapameTpb! ypoBHEHN peructpauuu xpassrcs takxe B JIIIb, coznannon nns [7K
«3ACTABA-Knuenmy

5.3.5.2. MapameTpsbl XypHana Syslog
IIK «34ACTABA-Knuenm» T03BONSET HACTPOUTH PETUCTPAIUIO COOBITUH C TOMOIIBIO
cucTeMHOro kypHana — Syslog. TIpu atom Syslog-cepBep MOXKET HaXOAUTHCS KaK Ha JTOKAIbHOM, TaK U

Ha y[[aﬂéHHOM KOMIIBLIOTCPC.

J1Jis BKITFOYCHHUS MJTH OTKJIFOUCHUS TIapamMeTpa 3alricy CUCTEeMHBIX coObITHIT Ha Syslog-cepsep
HE0OXOIUMO  BBIOJIHUTH KOMaHAy vpnconfig -set log w57 <value>, rie.

<value>1/0/on/off/true/false/Enabled/ Disabled.
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Jns BbIOOpa anropuTMa KOJIMPOBAHUS COOOIICHHH HEOOXOIMMO BBIIIOJIHUTH KOMaHIY
vpnconfig -set log “10” <value>, rme: <value> - alropuT™M KOIOUPOBKHU

cooOwmennii, Bo3moxkuseie 3Hauenns KOI8-R, DOS-866, Win-1251, UTF-8.

Jns 3amaHus anapeca yaaneHHoro SYslog-cepBepa HEOOXOJMMO BBIMOJHUTH KOMaHIY

vpnconfig -set log “6” <value>,<value> - aapec ynanéuHoro Syslog-cepsepa.

Jlns HAacTOMKM YpPOBHS MPOTOKOJIMpOBaHHS SYySIOJ HE0O0XOIUMO BBINOJIHUTH KOMaHIY

vpnconfig -set log “11” <value>,<value> - onaHO u3 3Ha4yeHui ot 0 1o 7.

5.3.5.3.  YpanéHHas peructpauus coobITUn

s HacTpoMKHM ynan€HHOM perucTpauuu COOBITHH HEOOXOAMMO OTpEeNaKTUPOBaTh (aiis

/etc/syslog.conf, 106aBUB CTPOKY BHAA:
<facility>.<level> (@<syslog-server-addr>,

rne: <facility> - oxano u3 3Hauenwii localO..local7, 3anannoe B nactpoiikax I71K «34CTABA-

Kauenmy,
<syslog-server-addr> - anpec yaanéuHoro Syslog-cepsepa;

<level> - ypoBeHb mporokoiupoBanus (info, error, u T.1.). disg moapoOHON uHOpPMAIIMU 1O

YPOBHIO TIPOTOKOJIMPOBAHMUS 0OPATUTECH K TOKYMEHTanuu mo Syslog.

[Mpumep 3amucu B Syslog.conf mms orceiiku Ha ynanéuubeiii Syslog-cepBep cooOieHuit 00

ommOkax: localO.err @192.168.0.3

5.3.6. MNMpoTtokon IKE

C nomomsto yTuiuTel VPNConfig MoXHO BBIMOTHUTH HACTPOMKY st mpotokona IKE\. Bee

nmapaMeTpbl AJI ITPOTOKOJIA USMCHAIOTCA U ITPOCMATPUBAKOTCA OJUHAKOBO!:

1) Jlns mpocMOTpa HACTPOEK MPOTOKOJIA HAJ0 BBIMOIHUTH KOMaHIy vpnconfig —list
ike.
2) Jlis W3MEHEHHWs HACTPOEK MPOTOKOJIAa HaJO BBIMOJHUTH KOMaHay vpnconfig -set

ike <id-parameter> <value>.

3) I[J'ISI YCTAaHOBKHU TIIapaM€Tpa B 3HAUYCHHUC II0 YMOJIYAaHUIO HCO6XOI{I/IMO BBITIOJIHUTD

koMaHay vpnconfig —-reset <ike> <id-parameter>.
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5.3.6.1. MapameTtpbl npoTtokona IKE
[Tporoxon |IKE sBnserca mnportokonsoMm ympasieHus kimouamu. |KE mnoarsepxnaer
noVIMHHOCTh  IPSec-maptuépoB u opranuzyer BTopuuHble |Psec-coenunenusi. Ilapamerpsr IKE

npuBeacHbI B Tabmuie (cm. Tabnuma 43).

Tabnuua 43 — [TapameTpsl npotokona IKE

Homep
napamerpa ITapamerp Pacuu¢poska
0 IKEV1 VYupasnenue pexumom padotsl IKEVL.
Bo3MmorkHbIe 3HaUEHUS:
— Disabled
— Enabled (ucmonb3yercs o yMOTYaHHUIO)
— Responder only
1 IKEv2 VYnpasnenue pexumom padotsr IKEV2
Bo3MoxHBIE 3HaUEHUSA:
— Disabled
— Enabled (ucnonb3yercs mo yMOI4aHHUIO)
— Responder only
2 IKE port Howmep nopra aist IKE-coeaunenust (1-65535, o ymonuanuio
500)
3 NAT-T port [Topt ms paboTer anroputma NAT-Traversal. Tpaduk IKE
OyZeT mepeKItoueH Ha 3TOT MOPT, KOTJ1a MPH YCTaHOBJICHUH
COCIMHEHUS] MEXKIY MTapTHEPaMU OOHAPYKUBAECTCS IPUCYTCTBUE
NAT-ycrpoiicTB. 3HadeHue no ymonuanuto: (1-65535, mo
ymomdanuio 4500)
4 Time to complete MaxkcumanabHOe BpeMs JUIsl CO3AaHus 3aIUIIEHHOTO COeMHEHUS
exchange (sec) (SA). (5-600, mo ymomaanuto 60)
5 Shortened time to VKOpodeHHOe BpeMs JIJIst 3aBepiieHust oomena (3-60, mo
complete exchange  [ymomuanwuo 5)
(sec)
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Homep
napaMerpa

ITapamerp

Pacuu¢poska

6

Max half-open states

MaxkcumanbHoe KoauyecTBo creiiToB IKE B nmponecce co3nanust
SA, B KOTOpBIX HET noarBepkaeHus IP-anpeca naptaepa (0-256,
110 YMOJT4aHUIO 64)

Eciii KoMH4YecTBO 3ampocoB OT HEMIOATBEPKAeHHBIX [P-anpecos
[PEBBILIAET ITOT MapaMeTp, TO JajbHeHIIne AelCTBUS 3aBUCIT
o1 Bepcuu nporokona IKE. /g IKEv] mro00ii HOBBIN 3ampoc
urHopupyercs. st IKEv2 10601 HOBBIH 3aITpoc Takke
UTHOPHUPYETCS, HO TP 3TOM 3aIyCKaeTCs poIeaypa
nonreepkeHus [P-agpeca. Jra nporenypa 3akiodaercs B
OTIpaBke nHUIMATOPY creruanbHoro 3HaueHus — COOKIE,
KOTOPOE TOT JOJIKEeH BepHYTh. CTEUT MpU ATOM HE CO3/IaeTCsl.
Ecnu 3anpoc noceuiancs ¢ Hecymectpyromero [P-agpeca, o
COOKIE ununmatopom noiay4deHo He OyaeT U, COOTBETCTBEHHO,
He OyneT Bo3BpamieHo. Ecim xe aapec OblT peasbHBIN, TO
WHUIUATOP MMOBTOPHO MOCHUIAET 3aMpoc, BKIIIOYAsi B HETO
COOKIE. Takue 3anpocsl CYUTAIOTCS OTBETUUKOM
MOITBEPKICHHBIMU U MUHYIOT IIPOBEPKY HA MPEBBILICHUE
OTIMCHIBAEMOTO ITapamMeTpa

Initiate no more
exchanges

MakcrMallbHOE KOJMYECTBO MapauielibHbIX 00MeHoB (1-16, mo
YMOJTYaHUIO — 4), KOTOpbIE MOT'YT ObITh HHHUIUHPOBAHBI B
pamkax ogHoi IKE SA. Eciu cuctema nocsiinaer 6osblie
3aIlpOCOB, TO OHU OYIYT OKUAATH 3aBEPILICHUS KAKOr0-JINOO U3
AKTHBHBIX OOMEHOB.

/lannblil napaMeTp akTyaneH Toyibko g IKEvI.

Respond to no more
exchanges

MakcumanbHOE KOJINYECTBO MapajlieIbHBIX 0OMEHOB, KOTOPBIE
TAHHBIN XOCT FOTOB IPUHUMATh B KAYECTBE OTBETYMKA B PaMKax
onuoit IKE SA (1-16, mo ymomuanuto — 4). J{ist IKEV2 3T0T e
napameTp (HO 3aJaHHBIN Y TapTHEpa) OyIeT ONpeesiTh
MaKCHMaJIbHOE KOJMYECTBO Mapaie/IbHBIX 0OMEHOB, KOTOPBIE
MOT'YT OBITh HHHIIMHPOBAHBI JAHHBIM XOCTOM B paMKax OJIHOM

IKE SA.

Servers selecting
policy

[TonuTuka BeIOOpa cepBepoOB (M0 yMOIYAHUIO — TTY Servers
sequencially)

10

NAT traversal policy

[Tonutrka BeIOOpa MeTo1a paboTsl uepe3 NAT (1Mo yMOTYaHHIO -
ABTOBBIOOD)

11

Sending unprotected
error notifications

UacToTa OTIpaBKM HE3aIIMIIEHHBIX cOO0IIeHuH 00 omubdkax (Imo
ymoruanuio — Limit rate to 10 per second)

12

IKE v1 fragmentation

Bxirouenue/otkiaroueHue pesxkuma pparmentanun (IKEv1) (o
YMOJTYaHHIO BKJIIOUEH)

13

IKE v2 fragmentation

Yrpasnenue pexxumom ¢parmentaiuu (IKEv2) (mo ymonuanuio
— Auto)

14

IKEv2 SA lifetime
jitter

Panmomusarus Bpemenn xu3nu IKE SA (IKEv2) (o
YMOJIYAaHHIO BKJIKOYEHA)

15

IKEV2 IPsec SA

lifetime jitter

Pannomusarms Bpemenn xxusnu IKE IPsec SA (IKEV2) (o

YMOJTYAHUIO BKITFOUCHA)
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Home
P ITapamerp Pacuu¢poska
napaMerpa
16 |QCD Secret Korou s BeIpaboTkM TokeHa s metoga Quick Crash
Detection (1o yMOJ4aHHIO OTKITIOUEH).
Ha Bcex y3max KiacTepa 3HAYCHHE KIIOYa JOJDKHO OBITH
0JIMHAKOBOE, CICHEPHPOBAHHOEC HA OJHOM Y3Ji¢ 3HAYCHHE
HEO0XO0IMMO MTPUMEHHTH ISl BCEX Y3JIOB KilacTepa.
Jlis1  BBIKJIFOYEHHUS HEOOXOJMMO yKa3aTh 3HAuCHHE «HE
MCII0JIb30BaThy. OTKIIOYCHUE MTapaMeTpa HE PEKOMEHAYETCS, HO
BO3MOXXHO B TECTOBBIX W OTJIQJOYHBIX IEISAX MM B CIIydae
po0JIeM CO CTOPOHHUMH areHTaMH.
17  |INAT Keep alive HuTepBan B cekyHaax mis ornpaBku UDP makera aiis
interval (sec) noaepxanus tpancisaiuu Ha NAT yerpoiictse (1-60, mo
ymomuanuio 20)
18  [IPsec SA provision 3amac Tpaduka [Psec, Mo 10CTHXEHUU KOTOPOTO 3aIyCKaeTCs
traffic (KB) nporecc oo0HoBIeHH Kitouel (0-16384, mo ymomuanuro 2048)
19 IPsec SA removal Banepikka 10 ynanenus [Psec (mo ymomuanuio — 5)
delay (sec)
20  |IPsec SA anti-replay [[PSec pa3mep okHa Jis TIOJABICHHS aTaKk BOCIIPOU3BEACHHUS (110
window ymonuanuio 64). Bosamosxnele 3Hauenus: 32, 64, 128,264, 512,
OTKJIFOUCHO.
21  |Initiate Persistent [Tpu BKITIOYEHHOM pexuMe Ha Kaxkaoe [PSec npaBuiio B
IPsec SAs on LSP MOJINTHKE co3/1aeTcs ike U ipsec sa Impu meperpy3Ke MOTUTHKH
reload (mo ymomuanwuio — false)
22 |IKE-CFG configure  [[Tapamerp, perynupyrommii pexumsl o6paborkn IKE-CFG.

DNS servers

[Tpu ycranoBneHuu SA, Ha uaTepdeiice, epe3 KOTOPBIA OHO
yCTaHOBJIEHO, mponuckiBaeTcss DNS-cepBep B 3aBucHMOCTH OT
HACTpPOEK:

— Briximroueno — ucnomnniyercst cucreMubnii DNS. DNS,
yYKa3aHHBIHN B IOJIMTHUKE, HE MCIIOIB3YETCS;

— Brurroueno — ucnonp3yercst DNS, yka3aHHBIH B IOJTUTHKE,
cucremubii DNS He ucnonesyercs;

— BxJ1roueHo, MPpUMEHSTH 10 CUCTEMHBIX (MCIIOJIB3YETCs 110
YMOJTYaHU10) — ucnosibdyercss DNS, ykazaHHBIN B MTOJUTHKE,
U OH IIPUMEHSETCS B IEPBYIO OUEPEb;

— BxuroueHo, npumenaTs nocie cucreMubix — DNS,
yKa3aHHbII B MOJIMTHKE, UCTIOIb3YETCs MOCIIe HEeYIauHOM
TIOTIBITKH MCIIOJIb30BaHus cucteMHoro DNS.

[Tocrne paspeiBa SA cootBeTcTBYIomas 3amuck o DNS-cepsepe

yaanseTcs.
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Homep
napaMerpa Hapamerp Pacumgponka
23 |CRL processing [TapameTp, peryaupyromuii pexxumbl oopadotku CRL.

B03MOHBIE 3HAYCHHS:
— Disabled (Bsikimrouyena) (MCIOIB3YETCS IO YMOJIYAHHIO);

— Enabled, revoke also if CRL not available (Bkitouena,
ot3bIBaTh, eciii CRL HemocTymen);

— Enabled, don't revoke if CRL not available (Bkirouena, ne
ot3bIBaTh, ecii CRL HemocTymen).

1 ) Hexoropeie nononnutensHeie napamerpsl npotokona IKE xpansrcs B JIIIB, cosmaBaemoii

s [IK «3ACTABA-Knuenm» B 3ACTABA-Ynpasnenue.

5.3.6.1.1. MNMonutuka BbIGOpa MeToaa paboTbl Yepes NAT

VYrpasieHnue noIuTHKOM BeiOOpa MeToa pabotsl uepe3 NAT ocymiecTBiseTcss U3 JOKAIbHBIX

Hactpoek /1K «3ACTABA-Knuenmy. B 3aBUCUMOCTH OT BHIOPAHHOT'O YMCIOBOTO 3HAYEHUS MapaMeTpa

c id = ike_nat_t_policy monuTuka Mmoxet ObITh cienyrorei (cm. Tadmuia 44).

Tabnuma 44 — BapuaHThl OJUTUKH BBIOOpA MeToAa paboThl yepe3 NAT

Yucaosoe
3HAYEHHEe

IMouTHKa

0 (3ampeTutp)

Aeenm He npeqiaraeT (0yaydyd UHUIIMATOPOM) M HE BOCIIPUHUMAET (Oyaydu
PECIIOHJIEHTOM) HU OAuH U3 MeTo10B UDP-nnkancynsuuu. To ecTs,
MHKarcynsauuu He Oyner aaxe npu Hanuuuu NAT mexny Aeenmamu.

1 (Crangapr)

Bynyun ununmatopom, npeiaraiorcs Bece Bapuantsl UDP-unkancynsuuuy,
Kpome MeTozia Huttunen, 6yay4uun pecrioHI€HTOM IPUOPUTETHBIM CUUTAETCS
meroa Ctanaapr.

2 (Bce meTopb)

Hcnonb3oBate Bce MeTOABL. by iydn nHUIIMATOPOM, ITpEAIIararoTCs BCe
BapuaHTbl UDP-unkancymnsmnum, Oyyun pecrioHIeHTOM PUOPUTETHBIM
cuuraercs merog CtaHnapr.

3 (Huttunen)

OrtoT MeToa aenaer Bapuant Huttunen 6onee npuoputeTHsIM. Bynyun
MHULIMATOPOM, A2enm MpenaraeT ToiabKO ero. byayun pecionaepoM MeTof
Huttunen cunraercs 6onee npuopuTETHHIM (HO HE €TUHCTBEHHO BO3MOYKHBIM).

4 (ABTOBBIOOD)

DTOT PEKUM YCTAaHABIMBAETCS MO0 YMOJYAHUIO MOCJIE YCTAHOBKU A2cenma.
Pexxum xapakTepusyercst TeM, uTo, Oyayuu uHunuaTopom, B Main Mode Aeenm
MBITaeTCs caMm BeIOpaTh moaxosawmii meton UDP-unkancynsmum.

129 (Cranmapr
(ITpunynuTenbHO))

CraHgapTHBIN peXUM ¢ IPUHYAUTENbHON NHKaNCcysnueil. [lonHocThio
aHajorumyeH pexxuMmy CTaHmapT, 3a TEM UCKIIFOYEHHEM, YTO WHKAIICYJIALMS
UCTIOJIb3YeTCsl BCET1a, He3aBUCUMO OT Hamuus win otcyrcTBust NAT-a mexny
MapTHEPAMH.

130 (Bce meTonbt
(ITpunyauTeNnbHO))

Pexxum Bee meTonbpl ¢ npuHyauTeNbHON NHKaNCysinuen. [lonHocTero
aHAJIOTHUEH pexuMy Bce MeToibl, 3a TEM UCKIIOYEHUEM, YTO MHKATICYJISIUS
UCIIOJIb3YETCSI BCETIa, HE3aBUCUMO OT Hanuuus win otcyTcTBust NAT-a Mexay
HapTHEPaMH.

131 (Huttunen

Pexxum Huttunen ¢ npunynutenbHoN nHKancynsuuen. [IoHOCThIO0 aHalornyeH
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Yucaosoe
3HAYCHHUE

IMoauTHukKa

(ITpunynutenbHo)) | pexumy Huttunen, 3a TeM HCKIIIOUEHHEM, YTO MHKATICYIISILIUS UCTIONIb3YeTCs

BCErzia, HE3aBUCUMO OT Hanuuust Uiy orcyreTBus NAT-a Mexxay napTHepamMu

132 (ABTOBBIOOD ABTOOMpECIICHUE C TPUHYAUTEILHON HHKAIICYISIIUE. PeKUM MOJHOCThIO
(ITlpunHynuTeNnbHO)) | aHAJIOTUYEH PEXKUMY ABTOBBIOOD, 3@ TEM UCKIIOYEHUEM, YTO MHKAIICYJIALUS

HCIIOJIB3YCTCA BCCTa, HE3AaBUCHUMO OT HAJIUWYHWA UIIN OTCYTCTBUA NAT-a MCIKOY
MnapTHCpaMu.

5.3.6.1.2. OnucaHune pexumoB obpaboTkm CRL

B

JOKAJIbHBIX HacTpodikax B rpynne mnapametrpoB IKE Haxomutrcs mapametp

CRL PROCESSING, KOTOpPBIi CITY>KHT IS yIIpaBiieHus pexxumamu oopadotku CRL.

J1s mpocMoOTpa 3HaYEHMsI 3TOT0 MapaMeTpa ¢ MOMOILBIO YTHIINThI KOMaHTHOW CTPOKU HYKHO

BBIIIOJIHUTH KOMaHAy: vpnconfig -1 ike.

I[J'ISI HU3MCHCHUA 3HAYCHUS 3TOT'O MapaMeTpa C MIOMOIIbIO YTHIINTBL KOM&H,Z[HOIZ CTPOKHU HYKHO

BBIIOJHUTH KOoMaHay. vpnconfig -s 1ike crl processing <id-parameter>. B

3aBUCHMOCTH OT BbIOpaHHOro 3HaueHus Id-parameter, oopadotka CRL Oynaer mpou3BOIUTHCS B

pexumMax, nmpuBeeHHBIX B Tabmure 45.

Tabmuna 45 — Pexxumsl pabotst 06padbotku CRL

Hucaosoe Pe:kum padotsl 00padorku CRL
3HaYeHHe
0 Disabled.
Oo6paborka CRL Breixmouena. [Touck u mposepka CRL He mpousBoasTcs Hu 1uist
KaKoro ceptudukara
1 Enabled, revoke also if CRL not available.

O6pabotka CRL Britouena, npu 3tom, eciu CRL He noctyneH, ceptuduxar 6yaer
CUMTATHCS OTO3BAHHBIM.

O06paboTka OCYIIECTBISAETCS CIEAYIOIUM 00pa3oM:

Ecnu B ceprudukare Her nmossst CDP (CRL Distribution Points), To mouck u nposepka
CRL st HETO HE TPOU3BOAMTCSI.

Ecnu none CDP ectb, nenaercs nonsiTka 3arpy3utsb CRL, ecnu no nannomy CDP
CRL =e 0bL1 3arpysxeH paHee, WM HACTYNHJIO BpeMsi OOHOBIICHHS paHee
3arpyxenroro CRL.

Ecim CRL He ynanock 3arpy3uTh WIH B IPOIIECCE 3arpy3KH MTPOU30IIIIA OMTUOKA, B
TokanbHOU 0a3e (TokeHsl, ciocoOHbie xpanuth CRL) umercs CRL,
COOTBETCTBYIOIINI SMUTEHTY (iSSUEr) cepTudukara.

Ecnu CRL nonyunts He ynanocs, win y noiaydennoro CRL nactynuiio Bpems
ooHoBnenus (CRL ucrek) cunraercs, 4To cepTH(HUKAT OTO3BaH.

Ecnu nonyuen neiicteurensubiii CRL, B HeM uiiercst cepuiiHblil Homep cepTudukara,
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YuciioBoe
Pe:kum padotsl oopadorku CRL

3HAYeHHUe
€CJIM HOMEp Haii/ieH, TO CYMTAETCS, UTO CEPTU(PUKAT OTO3BAH.
Jiis kaxxnoro 3arpyxaemoro CRL mpoBepsieTcst moAnuch ¢ TOMOIIIBIO SMUTEHTA
ceprudukara, 1ya koroporo 3arpyxaercst CRL. Ecnu npoBepka noanucu He mpoliia,
CRL ne ucnions3yercs.

2 Enabled, don't revoke if CRL not available.

Oo6pabotka CRL Bxtouena, mpu 3tom, eciiu CRL He moctynen, cauraercs, 4To
ceprudukar HE oTo3Bas.

O0paboTKa OCYIIECTBIISICTCS CICTYIOIUM 00pa3oMm:

Ecmu B ceprudukare mer mosist CDP (CRL Distribution Points), To mouck u nmposepka
CRL nns1 HEro HEe MPOU3BOAUTCSI.

Ecnu none CDP ects, nenaercs nomnsitka 3arpy3utb CRL, ecnu mo ganaomy CDP
CRL ne 0bL1 3arpyskeH paHee, WM HACTYNHJIO BpeMsi OOHOBIICHHS paHee
3arpyxennoro CRL.

Ecmu CRL He ynanock 3arpy3uTh WIH B IMPOIIECCE 3arpy3KH MTPOU30IILIA OMUOKA, B
JIOKaJIbHOM 0a3e (TokeHsl, criocoOHbie XpanuTh CRL) mmercs CRL,
COOTBETCTBYIOIINI SMUTEHTY (ISSUEr) cepTudukara.

Ecnu CRL nony4uth He yIanock, CYUTAETCS, YTO CEPTUQPHUKAT HE OTO3BAH.

Ecmu momryaen CRL, B HeM uIieTcst CepuiiHbIi HOMEp cepTudukaTa, eCim HoMep
HaWJeH, TO CYUTAETCA, YTO CEpTU(DUKAT OTO3BAH.

Jliis kaxxnoro 3arpyxaemoro CRL mpoBepsieTcst moAnuch ¢ TOMOIIBIO SMHTEHTA
ceprudukara, 1ya koroporo 3arpyxaetrcst CRL. Ecnu nmpoBepka moanucu He mpoIia,
CRL e ucnons3yercs.

5.3.7. ToOKeHbI

IIK «34ACTABA-Knuenmy» TO3BOJSET HCIOJB30BAaTh TOKEHBI KaK CpPeAy TPAaHCIOPTHUPOBKH
BakKHOU mMH(popManuu (cepTudukaToB, 3akpbIThiX Kitouel). [IK «34ACTABA-Knuenm» noaaepKuBaeT
pabory c PKCS#11-coBMeCTHMBIMH TOKEHAMU; JUIsi pabOTHI HEOOXOMMO HAJTMYHE COOTBETCTBYOIINX

JUHAMHUYCCKHU MMOAKIIOYAaCMbIX OMOIHOTEK.

5.3.7.1. MpocmoTtp Moaynen TokeHOB
s mpocMoTpa BCeX 3aperucTpUpOBaHHBIX Mojynneil TOKEHOB HEOOXOIMMO BBITTOTHUTH
komaHny vpnconfig -1list provider. BeiBoa pe3ynbTaTa BBINOJHEHUS JaHHOW KOMAaH]IbI
Oyzaer conepkath HH(OPMALIHIO O BCEX 3aperucTpUpoBaHHBIX Moayisax TokeHoB. [Ipumep BrIBOAA:
Provider
Name: Builtin Trusted Module

Path: softpkcsll-trusted.dll

Cryptoki Version: 2.20
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Library Version: 2.32
Manufacturer: ELVIS-PLUS
Description: Trusted Certificates
Tokens: 1

Token: Trusted Certificates token
5.3.7.2. [o6aBneHne Moaynewn TokeHOB

Just peructpanuu monayis PKCS#11 B IIK «34ACTABA-Knuenm» HEOOXOAMMO BBIOJHUTH

komaHny vpnconfig -add provider <module name> <module file>,

rae: <module name> — MM JJIA PErHCTpUpyeMOro moayisa, <module file> — yKa3aHue Ha

nyTh K ¢aitny ¢ Oubnmorexoit moayns Tokena PKCS#11.

Ecin Bel ucrnone3yeTe B KauecTBe TOKeHa cmapt-kapty wim USB-Openok, tpedbyemoe 10O

JOJDKHO BXOAUTH B KOMIIJICKT IIOCTABKH TOKCHA.

5.3.7.3. YpaneHue Moayns TokeHa

Uro6sl ymamute Moxynb PKCS#11 u3 I[IK «34CTABA-Kiuenmy» HEOOXOIUMO OIPEHCITUTH

ero Mms (Name), msist 3Toro Bocronb3yitech KoManaoi vpnconfig —list provider.
Jns ynanenuss Monyist TOKEHa CIIeIyeT BBIIIOJHUTE KOMAaHY:

vpnconfig -remove provider <name>.

5.3.8. PaboTta c TokeHamu

5.3.8.1. [pocmoTp 3aperMcTpmMpoBaHHbIX TOKEHOB

Jns mpocMoTpa BceX 3aperHCTPUPOBAHHBIX TOKEHOB HEOOXOAMMO BBINMOJHUTH KOMaHIy
vpnconfig -1list token. byner BeiBeeHa uHdopMmaius o KaxaoM TokeHe. IIpumep BbIBOJA

pe3yiibTara JJAaHHOM KOMAaHJbI:

Token
Id: 5
Label: REGISTRY\\TEST
Model: \TEST
Manufacturer: ELVIS-PLUS
Serial Number: c545543545
Hardware Version: 2.0
Firmware Version: 4.1
Logged In: No
Trusted: No
Login required: Yes

Algorithms:
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GOST R 34.10-2001

Key Length: 512

Hash Algorithms: GOST 34.11-94
GOST R 34.10-2012 512

Key Length: 1024

Hash Algorithms: GOST 34.11-2012 512
GOST R 34.10-2012 256

Key Length: 512

Hash Algorithms: GOST 34.11-2012 256

Token

Id: 6
Label: Trusted Certificates token
Model: Trusted Token
Manufacturer: ELVIS-PLUS
Serial Number: 29092009
Hardware Version: 2.0
Firmware Version: 2.0
Logged In: Yes
Trusted: Yes
Login required: Yes

5.3.8.2. AyTeHTUdMUKaUMA HA TOKEHe

I[J'IH TOr0 YTOOBI TOKEH OBLIT HAOCTYIICH HGO6XO)II/IMO BBITIOJIHUTE KOMAaHAy vpnconfig -

login token <token id> <pin> [save],

rae: <token id> — uaeHTH(UKATOP TOKEHA UM €ro UMs B cucteMe (cM. 1. 5.3.8.1);
<pin> — PIN-koa TokeHa,
[save] — HeoOs3aTeNbHbIN apaMeTp, €CiIU ero He ycTaHOBUTh, TO 1K «34ACTABA-Knuenmy

Oynet 3anparmuBath PIN-ko1 pu kaxa0M 00pailieHuu K TOKEeHY.

I[J'IH TOr0 4TOOBI 3aKOHYHMTHL CEaHC pa6OTBI C TOKCHOM HCO6XOI[I/IMO BBITIOJIHUTH KOMaHIYy

vpnconfig —-logout token <token id>.

5.3.8.3. CwmeHa PIN-koaa TokeHa

Jst cmenst PIN-koma TokeHa ciieyeT BBIMOTHUTH KOMaHAy vpnconfig -password

token <token id> <pin> [savel],

rae: <token id> — uaeHTH(UKATOp TOKEHA WM €ro UMs B cucreme, <pin> — HOBbII PIN-kox
TOKEHa, [save] — HeoOs3aTelbHBIA MapameTp, KOTOphId oTBedyaeT 3a coxpaHeHue PIN-xoma st

JalbHEUINX 00pallieHuil K TOKCHY.
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PIN-xox Mmoxet ObITh n3MeHeH, ecnu uHTepdeiic PKCS#11 TokeHa mo3BossieT 3TO ASHCTBHE.

PIN-kox MoxeT OBITh U3MEHEH TOJIHKO Ha aKTUBHOM TOKEHE (COCIMHEHUE C TOKCHOM JIOJIKHO
OBITH OTKPHITO).

@ynkius  cmensl  PIN-xoma TokeHa OyaeT  HENOCTYNHA, €CIMd  HET  TOKEHOB,
3apeructpupoBaHHbiX B [/K «34ACTABA-Kauenm»y.

5.3.9. HacTponkun obHoBneHus

C IMOMOIIBKO YTHUJIUTBI Vpl’lCOl’lfig MOXHO BBIIIOJIHUTD H&CTpOfIKy ABTOMAaTHYCCKOI'O

OOHOBIIEHUS. I[J'IH IIpoCMOTpa BCCX IAPaMETPOB aABTOMATHYCCKOI'O OOHOBJIEHUS HGO6XOI[I/IMO

BBIIOJIHUTHL KOMaHay vpnconfig —-list update.

HJ’IH BBOI[a/ pPE€AAKTUPOBAHUA IIApaAMCTPOB OOHOBJIEHUS CJICAYCT BbIIIOJIHUTb KOMAHAY U 3a1aThb

<id> HeoOX0aMMOro mapamMerpa M ero 3HaueHue vpnconfig -set update <id> <value>,

rae: <id> — wuaeHTHUKATOp mMmapameTpa OOHOBIEHUH, <value> — 3Ha4eHHE BBIOPAHHOIO

napamerpa.

[MTapametpsr IKE npuBenens! B Tabnuie (cMm. Tabnuia 46).

Tabnuua 46 — [TapameTpbl 0OHOBIIEHUS

Homep
napamer ITapamerp Pacuiu¢pposka
pa
MuTepBain 3ampoca oOHOBIEHUS ¢ cepBepa. JoctynHbie 3HaueHus 0 10
0 Check Inetval (sec) 4294967295
3HaueHue no ymonuanuto 1800
1 [|Path [TyTh A5 cOXpaHEHUs 3arpyKEHHOTO OOHOBIIEHUS
5 Available Update  [Bepcust 10CTymHOTO OOHOBJICHHUS
Version
3 Downloaded Update |Bepcus 3arpykeHHOro 0OHOBJICHHUS
\Version
4 |Update Version Bepcus nns oOHOBIIGHUS
[TapameTp aJis1 yCTAaHOBKU pacnuCaHus OOHOBJICHUMA
5 Schedule (YuuTtbIBaeTcst TONBKO B MeTO/ie KOHPUTyprpoBaHus PyuHble
YCTAaHOBKH)
MeTtoa KoHGUTYpUpOBaHHs OOHOBIICHHIH
Bo3MO>KHBIE 3HAUEHUS
_ 13 Disable - OtkirounTh aBTOOOHOBIICHHE — ABTOMATHYECKUE
6  [Settings OOHOBJIEHHS OTKITIOYEHBL.

14 LSP - JlokanpHasi mOIUTHKA 0€30MaCHOCTH — KOH(DUTYPUPOBAHUE
OOHOBJICHUH BBIMOJIHAETCS LIEHTPATN30BaHHO, yepe3 34 CTABA-
Ynpasnenue (napametpsl OyayT cUUTHIBATHCS Aeenmom u3 JIIIB).
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Homep
napamMer ITapamerp Pacun¢pposka
pa
15 Manual Settings - Py4nbie ycTaHOBKH — KOH(pHUTYpHpOBaHUE
OOHOBIICHUI TPOBOUTCS BPYUHYIO.
(YuuThiBaeTCs TOJNBKO B METOJE KOHPUIypupoBaHus PyuHbie
YCTaHOBKH)
7 |URL
AZIpec pecypca, K KOTOpoMy OyIeT oOpamaThesi Aeenm TpH MPOBEPKE
OOHOBJICHUH.

(YuuTeiBaeTCs TONBKO B METOJAE KOH(PUTYypupoBaHHsS PydHbIe
8 |[Mode YCTaHOBKH)
PexxuM ckauMBaHUs U MHCTAUIALIMU OOHOBJICHUH (4 BapuaHTa).

Available Update  |[Mimst 10CTymHOTO OOHOBJICHHS
Name

[1yTh k manke ¢ OOHOBICHUSIMH (ITPU KOHDUTYPUPOBAHUU

10 Download path obHoBenwuit uepe3 34CTABA-Ynpaesnenue)

AJZlpec pecypca, K KoTopomy Oynet oopaiarbes Aeenm mpu MPOBEPKE

11 Update URI oOHoBIIeHH (1pu KoHUTryprpoBanuu yepes 34 CTABA-Ynpasnenue)

BrrroueHne/OTKITFOYCHHUE TIPOBEPKH XIII-CYMM TIPU 3arpy3Ke

Always verify OOHOBJICHHUI:
downloaded files  [true — mpoBepsTH

0 — HE IpoBePsATH (HE PEKOMEHTYETCS)

12

5.4. Ytunuta plg_ctl

Monynbs  ynpaBieHUs — KpUOTOOMOIMOTEKaMHM  (KpUOTOIJIaTMHAMH) —  BCTPOEHHBIM
MPOrPaMMHBIN MOAYJb, MPEAHA3HAUYCHHBIN ISl MOAKIIOYEHUS KPUNTOOMOIMOTEK, UCIIONIb3yeMbIX B
IIK «3ACTABA-Knuenmy. Kpuntooubianoreka BKIIOYAET B ce0s pazNuyHble KpHUNTOrpadudecKue
dbyHKIMH (TeHepaTop CIyYalHBIX YUCEN, QYHKIIUUA XCITUPOBAHUS, BRIYUCICHUS ITU(DPOBOI OANKUCH U
mu@poBaHus), KOTOpPHIE HCIOJB3YIOTCS TpPU ayTEHTH(UKAIMK TOJIh30BaTeNied W CO3JAaHUH
3alIMIICHHBIX ~coequHeHni. Kpunrobubnmoreka MoxeT OBITh pa3paboTaHa HE3aBHUCHMBIM
npousBoauTeneM u noakmodarbes K [IK « 34ACTABA-Knuenmy» kak OTAETbHBINA MOayb (TutaruH). 1o

ymom4anuio B coctaB [IK «34ACTABA-Knuenm» BXonuT HaOOp MITaTHBIX KPUNITOOMOINOTEK.

IIpp nomommy MOAynas KPUNOTOILUIATMHOB MOYHO PETHCTPUPOBaTh M aKTHUBUPOBATH
KpUNITOOMOJIMOTEKH, a TaKKe YIPaBIATH OTAECIbHBIMH KPHUITOAITOPUTMAMH, BXOISIIMMH B COCTaB

6ubnuorek. KpunroanropuTMbl HCTIONB3YIOTCS JUIS CIEAYIONIMX IIeTIeH:
— BBINOJHEHHUE Kpunrorpadpuyeckux npoueayp Ha ypoBHe sjapa OC aiis 3alUThl CETEBOTO
Tpaduka;

— BBIIIOJIHCHHC KpI/IHTOFpa(I)I/I‘{eCKI/IX npoucayp Ha NpuKJIalHOM YpPpOBHC.
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Bce nelicTBus 1o KOHQUIypUPOBAHHIO BBIIOIHAIOTCS Yepe3 YTUIIUTY ylpasieHud plg ctl,

KOTOpasi UCIOJIb3YETCs JJIsl YIPABJICHHUS KaK KPUNTOOMOIMOTEKAMHU, TaK M COJCPKALIMMHUCST B HUX

KPUINITOAITOPUTMaMU.

5.4.1.

CuHTaKkcuc

KpunroOubmuorekn OJHO3HAYHO HUACHTUQUIMPYIOTCS MO MMEHaM, OCHOBAaHHBIM Ha

ATOPUTME WM aJrOpUTMax, KOTOpble OHU cojepxar. Eciu ums KpUnToOUOIMOTEKH COAEPIKUT

HpO6€HBI HJIM CUMBOIJIBI, KOTOPBIC UMCIOT CIICHIUAJIbHOC 3HAYCHUC B HHTCp(bCﬁCC KOMaHHHOﬁ CTPOKH,

TO NMA KpI/IHTO6I/I6HI/IOTeKI/I JOJDKHO CTOATH B KaBbIYKaAX.

Crenyromuii oOmMiA CHHTaKCUC UCIIONB3YETCs IIPU 3allyCKe YTUIUTH plg ctl:

plg ctl [mencreue <aprymeHt>] [onumuda],

Tac: [,JZLGTZCTBT/IG] — 9TO onepanusa, KOTOPpYrO YTUJINTA JOJI’KHA BBIIIOJIHUTD.

5.4.1.1. [OencrBusa

VYrunura plg ctl noanep:kuBaer cielyroliue NeHCTBHs, PEICTaBICHHbIE B TAOIHLE (CM.

Tabnuua 47).
Tabnuma 47 — JleficTBus, noaaepKuBaeMble yTUIUTON plg ctl
Kurou | HazBanue Onucanue
-e |Enable AKTHUBHPOBATh KPUIITOOUOIMOTEKY U KPUIITOAITOPUTM
-d |Disable JleakTHBUPOBATh KPUNTOOMOIUOTEKY HIIM KPUIITOATITOPUTM
1 IList [TokazaTh ciuCOK KpUNTOOUOIHOTEK (AaHHOE IeHCTBUE MPOU3BOAUTCS MIPH
Bbi3oBe plg_ctl 6e3 mapamerpos)
-r |Remove VY nanuth uHGOpPMALINIO 0 KpUNTOOUOINOTEKE U3 TEKYIIelH KOHpUTypanuu
-i |Install Jlo6aBUTh UHPOPMALIUIO O KPUNITOONOINOTEKE B TEKYIYI0 KOH(PUTYpaLnio
-p |Print HameuaTaTs geTaibHOE OMUCaHUE KPUTITOOMOINOTEKH UITH KPUIITOAITOPUTMA
54.1.2. Onuum
Vrumura plg ctl nmoagepskKUBaeT CIEAYIOLIME OMIMH, NMPEACTaBICHHbIE B TabaHLe (CM.
Ta0mauia 48).
Tabnuma 48 — Onmmu, noaaepKuBaeMblie YTUIUTON plg ctl
Kiuarou| Ha3Banue Onucanue
Kk Kernel BoInonHuTh onepanuu TojabKo ¢ Kpunrtooudnrorekamu yposHs sjpa OC.
(ypoBeHb a1pa) | [laHHbIi (1ar COBMECTUM C JCHCTBUSAMU: —e, —d, —T U —P.
User BBITIOTHUTE Ollepanyy TOJBKO C KPUIITOOMOIMOTEKaMU YPOBHS
-U | (TpUKITagHOM  |IOJIB30BATEINS.
YPOBEHB) JlanHbIi ar COBMECTUM ¢ AEHCTBUAMH: —e, —d, =¥ U —P.
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Kuarou HasBanue Onucanue

Ms KpulToaJropurma, IJjisi KOTOpOro BBIITOJIHACTCA I[CﬁCTBPIC.

—-a | Algorithm . .
JlaHHBIH (1ar COBMECTUM C ICUCTBUSAMU: —€, —d U —P.

mst nBonyHOTO (haiiya KpUunrToonOIuoTeKn (AMHAMUYecKas OMOIMoTeKa
-b | Binary file WK JpaiBep)
JlaHHBI# ¢iar COBMECTUM C JCHCTBUSAMH: — 1.

[1yTh K ¢aily, B KOTOPBIH HYKHO COXPAaHUTh HACTPOUKHU
KPUITOAITOPUTMOB U3 yIAJII€MONH KPUIITOONOINOTEKH.

-x | Backup [Tpu no6aBneHnK KPUNTOOMOIMOTEKU MYTh K (paiiiny, U3 KOTOPOTO HYKHO
3a4UTaTh COXPAHEHHBIC HACTPOUKHU.

JlaHHbIi (ar COBMECTUM C ICUCTBUSMU: —1 U —T.

HeKOTOpHe o MOryT OBITE O6’LCI[I/IHGHLI B OJHOM KOMaHJIe s YKa3aHus HMCHU

KPUIITOANTOPUTMA W/WIIH YPOBHS SiApa WK Npriokenus. Hanpumep,

—a <uMA KPUITOaJropmuTMa> —u

5.4.2. Ho6GaBneHne KpUNTOOMONUOTEKM
Jlnia noGaBieHust KpUNITOOUOIMOTEKH HEOOXOIMMO yKa3aTh ClEayIoIIee:

plg ctl -i <myre k ¢ailny koHburypauuum Kpunrobubimoreku> [-b <myTh K Qailiny

KpunToouommorekn>] [-loglevel ERROR|NOTE |WARNING |DEBRUG|DISABLE]

Ecnu npu noGaBieHnH KpUNTOOMOMMOTEKH He ObLia ykazaHa omuus -b, To myte k ¢aiiny

Kpunroouoimoteku Oyzaet Oparbes u3 ¢aitna kKoHGUrypanuu.

IMIpumep: plg ctl -i c:\temp\test plg.cfg -b c:\work\bin\test plg.dll

5.4.3. YaaneHue KpuntooMbnmnotekm
Jns ynaneHust KpuntoonOInOTeKH HEOOXOAMMO yKa3aTh CIIEIyIoIIee:

plg ctl -r <umsa xpunrobubmmorekn> [-u|-k] [-x <myre Kk ¢ailmy s coXpaHeHUs

HacTpoek>] [-loglevel ERROR|NOTE |WARNING |DEBUG|DISABLE].
Ecnu ykazana onuust —u uinu —k, To yJajieHue npou3oiieT, eclii HaliieHa KpuntoOnoimoTexa

COOTBCTCTBCHHO YPOBHS IOJIB30BATCIIA UJIX YPOBHS dApa.

5.4.4. BbiBoa nHdopmaLmm o KpuntToonbnmnoTeke unm

KpuntoanropuTmMmax

Jns BeIBoga uHGpOpMalUUMKd O KpPUNTOOMOIMOTEKH WJIM KPHUNTOAITOPUTMAaX HEOOXOAUMO

yKa3aTh CJICIYIOIIee:
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plg ctl —p <ums KpUnToOUOIHOTEKH™> [-a <uMs KpunroanroputMa>] [-U | -K].

Ecnmu He ykazaHa ommms —a, TO OyJeT BbiBeleHa WMH(OpMANHs O KPUMTOOMOIMOTEKE s

ykazanHoro umenn. C ommuei —a Oyner BbiBeieHa nHpopMaIns 00 yKa3aHHOM aJTrOpUTME.

HpI/I YKa3zaHuu UMCH MOKHO HCIIO0JIb30BaTh CHGHI/IaJ'IBHHﬁ CHMBOJI - *, 03Ha‘laf0H.[HI>i JrI000€

KOJINYCCTBO J'II-O6BIX CHUMBOJIOB.
[Ipumep: BwiBox wHGOpMaMU O BCEX 3apETHCTPUPOBAHHBIX KPUNTOAITOPUTMAX YPOBHSI
NpuIokKeHus: plg ctl -p * -a * -u
54.5. NMpumepbl KOMaHA B MHTepcence KOMaHOHOW CTPOKU

[Ipumepsl komaHn B uHTepdeiice KOMAHIHOW CTPOKM IpHUBEAEHbI B Tabiuue (CM.

Tabnuua 49).

Tabmuua 49 — [Ipumeps! koman] B uHTepdeiice KOMaHTHOW CTPOKH

Komanaa BeinosinsieMoe aeiicTeue
plg ctl -p * -u ITokazaTe uH(pOPMAITHIO O BCEX KPUNTOONOIMOTEKaX MPUKIIATHOTO
YPOBHSA
plg ctl -p [Tokazarh CIMCOK KPUIITOAITOPUTMOB B CYLIECTBYIOLIEM

crypto plgl user —-a * |mpuUKIaJAHOM YPOBHE KpUNITOOMOIMOTEKH, HA3BAHHOU
crypto plgl user

plg ctl -d JleakTHBHPOBATh KPUNITOOMOINOTEKY C HMEHEM

crypto plgl kernel crypto plgl kernel

plg ctl -e AKTHBHUPOBATH BCE alITOPUTMBI U3 KPUNTOOMOIUOTEKH C UMEHEM
crypto plgl user -a * |crypto plgl kernel

plg ctl -r Y AanuTh CYIIECTBYIOIIYIO KPUITOOHOINOTEKY

crypto plgl kernel crypto plgl kernel

plg ctl —-i <path cfg> |o6aButh kpunrodudbauorexky. [Ipumepsl 3HaUSHUH 115

-b <path_ 1lib> <path cfg>wu<path 1ib> npuBeICHHI BHILIE.

plg ctl -h [TokazaTk cipaBOYHYIO HH()OPMALIHIO 110 YTHIIUTE.

5.5. Ytunutbl icv_writer nicv_checker

Yruimura icv_writer npeaHasHauyeHa Ul BEIYMCIEHUS KOHTPOJIBHOW CyMMBI.

21.]'[5[ IMMOJIYYCHHA CIIpaBKHU 110 pa60Te YTUIINUTBI HCO6XO}II/IMO BBITIOJTHUTE KOMaHIY

icv_writer -h
Crenyronuii CHHTAKCHC UCTIONB3YETCS TS 3allycKa YTHIUT ICV_Writer:
icv _writer.exe -L<FilelList file name> [> outfile]

HIJIIN
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icv _writer.exe -

F[DestPath/]FileName.ext [=SourcePath/FileName.ext] [> outfile]
YTunura BO3BpalaeT CICIYIONIUE KOIbI:
0 - OK.
1 — HenpaBWIIBHBIN MMapaMeTp 3aIycKa

-1 - nHble OIMOKHU

[Ipumep wucHONB30BaHMA KOMAaHJABI JJIsl BBIYMCICHHS KOHTPOJBHOM CyMmMMBbl OT (paiiia
filelist.hash:

icv writer.exe -Ffilelist.hash > filelist hash.hash

IIpoBepuTL KOHTPOJILHBIE CYMMBI MOXKHO, 3aIlyCTHB B YTHIUTY icv_checker.

I[JI?I IMOJIY4YCHHA CIIPaBKU 110 pa60Te YTUINTBI HGO6XOI{I/IMO BBIIIOJIHUTb KOMAaHIAYy

icv_checker.exe -h

HCHOJ’ILSyeTCﬂ cneﬂy}omnﬁ CHHTAKCHC:

icv_checker.exe <filelist.hash>

®dopmar daiisa ¢ KOHTPOIBHBIMU CYMMaMH JI0JIKEH OBITh CIIETYIOILUI:

filenamel (full path)=<hash value (64 chars)>

filenameN (full path)=<hash value (64 chars)>
YTUIIUTA BO3BPALIAET CIASAYIOUIUE KOJIBI:
0 - OK.
1 — HenpaBunbHbIN apaMeTp 3aIrycka
-1 — HeKOppeKTHask KOHTPOJIbHAS cymMMa B (paiine
-2 — UHBIE OMIHUOKH
Hnsa mpoepku wnenoctHoctd IO HeEoOXOAMMO BBINONHUTHL KOMaHAy icv checker
filelist.hash, rae: filelist.hash - ¢aiin ¢ Texymum 3HaUYCHIEM KOHTPOJIBHBIX CYMM.

Jns mpoepku nenoctHoctu Qaitna filelist.hash weoOxonumo BemMOMHHTE KOMaHTY

icv _checker filelist hash.hash, rae: filelist_hash.hash - ¢aiin ¢ Texymum 3HaueHnem

KOHTPOJILHOM cyMMBI s (aiina filelist.hash.
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IIprMep BEINONHEHUS YTUIUTBL 1cv_checker:

icv_checker.exe filelist hash.hash

Files processed 1
Changed Files O
NotFound Files O

NotAccessed Files 0



156
MKEI0.00626-01 32 01

NMPUNOXEHUE 1. KOHOUIYPUPOBAHUE MOAYNA TOKEHOB

Cy1iecTByeT BO3MOKHOCTh KOH(HUrypupoBaTh moseaeHue Softtoken common ¢ momoribio
KoHburypamronsoro ¢aiina pkcsll.cfg. ®aiir pkesll.cfg pacrmonosken B mupexropuu /var/vpnagent (ms

OC Linux) unu B rnaBHo# aupekropun Aeenma (st OC Windows).

JlauHbli (haiin He YCTaHABIMBAETCS COBMECTHO C MHCTAUIATOPOM, MPU HEOOXOTUMOCTU €ro

HYXXHO CO3/1aTh.
[Tpu 3arpy3ke TOKeHa MOAXBATHIBAIOTCS HACTPOMKH U3 KOH(PUTypallMOHHOTO (aiina:
— mepesaryck cayx0b1 vpndmn;
—  BBITPY3UTH/3arpy3UTh TOKEH U3 Tpaduueckoro nHrepdeiica Aeenma.

Ha nanHbIii MOMEHT MOJIIEP>KUBAETCS BCero oJHa HacTpoiika 1t Builtin CryptoPro Module.
Orta HacTpoiika no3BoisieT nubo kemuposarh ceccu CK3U «Kpunrollpo CSP» (nmo ymonyanuto), 6o

OTKpPBIBATh CECCHU TI0 3aIPOCy.
[Tpumep kKoHPUTYpaIOHHOTO (aiina:
[CryptoPro]

delayed=0|1, rme: O - HeMemIeHHOE CO3JaHHE CECCHl, KEIIMPOBAHUE BKIIIOYEHO, JIHOO 1 -

CCCCHHU OTKPBIBAIOTCH 110 3aIIPOCy, KCMIUPOBAHNEC BBIKJIFOYCHO.
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NMPUNOXEHUE 2. KOHOUIYPUPOBAHUE MOAYNA VPNPCAP

CymiecTByeT BO3MOXHOCTh KOH(MUTYpHpOBaTh MmoBefAeHHe Momayias vpnpcap B OC Linux c

IIOMOIIBIO 3aJaHUs IapaMCETPOB:

— filth_max_count - pasmep xemr-rabauip GuasTpoB (Mo ymomdanuto 8192). Xemr-radbauia
obecrieunBaeT OBICTPBIA TMOMCK (GHUIBTPA TPH TOYHOM COOTBETCTBHHM 3allCH B HEM

napaMmeTpam IaKeTa;

— threads_mask - OuToBass Macka, ompenensroNmas Ha KakuX Iporeccopax Oyaer
BBIIIOJIHATBCS KOJ ApaiBepa. [lo ymon4anuio - Bce HyJM, 4TO O3HA4aeT - Ha BCeX,
YCTAaHOBJIEHHBIX B cucTeMe. Eciau macka OTJIMYHAa OT HYINsl, TO YCTaHOBJIEHHBIE OWTBHI
paspelIaT BBIIOJIHEHHE Koja jpaiiBepa Ha coorBercTByroumx CPU, a cOpouieHHble —

3aIpenanT;
— pcap_defcfg - monuTrka apaiiBepa Mpu OTCYTCTBHU CBSI3H C CEPBHCOM:

— 2 - PASS(default);
— 1-DROP.

HJ’IH 3aJlaHuA OTHX ITapaMCTPOB H606XOI[I/IMO BBIIIOJTHUTD CICAYIOIIC KOMAH/bI:

/etc/init.d/vpngate stop

/sbin/rmmod vpnpcap

/shin/modprobe vpnpcap pcap_defcfg=1 filth_max_count=5000
hreads_mask=c0000000,00000000

[etc/init.d/vpngate start.
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NMPUNOXEHUE 3. KOHOUIYPUPOBAHUE MOAYNA CP_PLG_CPRO

st kondurypupoBanus Moxyis cp plg cpro-36r2 ucnosip3dyercs mapamerp max_handles.
[Tapamerp Max_handles - makcumanbHOe KonmuecTBO X3HI0B Kpumnrollpo, mapamerp BiuseT Ha
MakcuMajiabHOe KosnmdecTBO IPsec SA, xoTopele MoOryt ObITh ycTaHOBJIEHBI. [lo ymonuaHuIO AaHHBII

napameTp paBeH 262140.
JI1st i3MEHEHUs 3TOro rnapameTpa HeoOXOAUMO BBIOIHUTH CIIEAYIOIINE KOMaH/IbI:

— B OC ALT Linux:

/etc/init.d/vpnclient stop;
— /sbin/rmmod cp_plg_cpro36;
— /sbin/modprobe cp_plg_cpro-36r2 max_handles=120000;

— [etc/init.d/vpnclient start.
— B OC Windows:

— 3anate B peectpe
(HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\vpnpcap\Paramete
rs) monb3oBaTenbckuii mapamerp MaxHandles, Tum = DWORD. Ilocne 3amanus

napamerpa Heo0xoumo mepesanyctuth cepsuc «VPN Service for Windowsy.

AHaIOTHYHBIE ONIEpaAIliK HEOOXOIMMO BBIMIOIHUATE I HACTpoiiku Moayis cp_plg_cpro-36r3

u cp_plg_cpro-40.
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NMPUNOXEHME 4. UHMUMANM3ALMKM OCY «KPuntolrPo CSP»
BHELLUHEA TAMMOW

Hus xoppektHoi pabotel «Kpuntollpo CSP» TpeOyercs MHUIIMANM3aIUsi BCTPOSHHOTO JaTYMKA

cinyvyailHpix uucen. [lpm Hammumm anmapatHoro JICY wuHunmanu3anus BCTPOCHHOTO JaTYMKa

MPOUCXOJUT ABTOMATUYECKH TMPH HWHULUANM3AMK KpUOTOoIlaruHa Crypto_cpro_user. Ilpu

ucnons3oBanuu  «Kpunrollpo CSP» KC1 wu orcyrctBum ammapatHoro JICY nHeoOxoaumo

MHULMAIU3UPOBaTh BCTpoeHHbIN JJCY ¢ MoMOIIbI0 BHEITHEN raMMBl.

Jlst marmanu3anuy BerpoerHoro JJCY ¢ momoIbio BHEITHEH TaMMBbl HEOOXOMMO:

1) Ha APM BbIpabOTKH BHEIIHEH raMMbl HEOOXOIUMO CT€HEPUPOBATH BHEIIHIO raMMYy, COTJIACHO
noxkymenTtaun «OKTAN.00050-02 90 04. Kpunrollpo CSP. APM BBIpaOOTKH BHEUIHEW TaMMBD».
Heo0xommMoe KOTMYeCTBO CITydalHBIX OTPE3KOB T'AMMBI JIOJDKHO OBITH J1BA.

2) Ha APM c¢ «IK «3ACTABA-Kiuent»» 3amyctuth «Kpunrollpo CSP» ot wumenu

aJIMMHHCTpATOpa, epeiTu Bo BKIaAKy «O0opynoBanue» u BeiOpaTh myHKT «Hactpouts ACYU»

||E Kpuntollpo CSP @

LononHUTensHo [ ANropuTMbl l besonacHocTb | Winlogon
Obwme l ObopyaosaHue 1 Cepsuc i

CUMTLIBATENN 33KPLITLIX KNKOYEH
\“' MossonseT aobaBuTb UK YAENUTL CHMTLIBATENN
38KPbITLIX KNKOYE,

l HacTpouTb CYMTbIBATENM. .. J

[aTyuKK CyYaitHbIX Yucen

ool -
mooo]  Mo3sonseT AobaBuTL MK YAENUTL AETHMKM CYHEIHBIX

plioon qucen.

[ HacTpoute ACH...

MossonseT AobaBuTb UNK YAENUTE TUMbl KNKOYEBLIX
HoCUTEnEN,

[ HacTpoMTh TNkl HOCUTENEN. .. ]

I OK H OTMeHa ] MpVMEHNT

Pucynox 56 — «Kpunrollpo CSP» 3aknaaka O6opynoBaHue



160
MKEI0.00626-01 32 01

3) B mosiBuBIIEMCS OKHE BBIOpATh «J[00aBUTHY

||@ YnpasneHue 4aT4MKamMmn Cny4aiHbIX YUCEn @

AaTUMKKM CNy4YaitHbIX Yucen

YcTaHoBneHbl cneayowme AaTHMKK Cﬂ‘/‘-laﬁHbIX qucen:

ggs&mnormuemaﬁ AacH

| OK H OTMeHa }

Pucynox 57 — «Kpunrollpo CSP» YmnpaBneHue qaTaukaMu CIy9aifHbIX YUCEIT

4) B 3anyctusiiemcs Mactepe ycranoBku JICH Haxats «/lanee»

=

2 Macrep ycranoskn ACY

MacTtep yctadHoBku [CH

MacTep ycTaHOBKM NOMOraeT BbiNONHUTE YCTAHOBKY W
HaCTPOMKY A3TYMKOB cnyyaiHbix yucen ([CY).

Y1oBbl NPUCTYNWTE K YCTEHOBKE, HaxmuTe KHonky "[anee".

Hasan | anee > | [ Omvena J

Pucynox 58 — «Kpuntollpo CSP» 3anmyck macrepa ycranoBku JICU
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5) Beiopars «Kpunrtollpo ucxoaHblii MaTepuan», Haxath «Jlamee»

Il@ Macrep ycranosku 4CY

BeiGop [ICY %
-

Kakon OCY Heofixoammo ycTaHoBUTE 7

BeiGepute [CY, koTopeiit cneayeT noGasnTs, U HaxmuTe KHonky " [anee”.

MpoussomiTenn: LoctynHeie OCY:
{Bce nponssoamTenn) -‘IAKKopn
Komnanua Kpunto-TMpo S Kpunrolpo Mexogrbiit Matepuan
i! CobBonb

[ < Hasan ][ Danee > | [ Omvena

=

Pucynok 59 — «Kpunrollpo CSP» Brioop 1CH

6) Bsectu ums JICY, Haxats «/lamee»

2 Macrep ycranosxn ACYU =

Wma OCY
TpebyeTca HazHauiTe MMA ana atoro CY =
-

MoxHo nubo BBecTM xenaemoe uMa ang atoro [CY, nubo ncnons3osats
npeanoxeHrHoe Hinke umsa. Yokl NpoaonXxuTe yCTaEHOBKY Nocne Belbopa uMeHn,
HaxmuTe KHonky "Hanee”.

Wma OCY:

[ < Hazan ][ Oanee > J [ Omvena

Pucynox 60 — «Kpunrollpo CSP» Beox umenn JICH

7) VYka3arh myTh K MMarnkam, rjae Haxoasrcs manku db
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(
2 Macrep ycranosxn ACYU

My k nankam db: Sy

[ < Hasan J| Oanee > | [ Omvena

Pucynok 61 — «Kpunrollpo CSP» Yka3anue myTuk marnke

8) Haxarb «'0TOBO», IIepe3arpy3uTh KOMIBIOTEP

-
I2 Macrep ycraroskn ACH

3aBeplieHune paboTbl macTepa
yctaHoBku [1CY

Ytobbl 3aKoHuMTE yeTaHoeky JACY, HaxmuTe KHONKy
"ToToBO".

lMNocne 3aBeplueHna YCTEHOBKM PEKOMEHAYETCA
MEPE3AIPY3UTh komnstoTep.

Haxmute kHonky "Hazan", ecnu TpefyeTca M3MEHNTE
NapamMeTpbl YCTEHOBKM.

l < Hasan J[ lotos0 | [ Ommena J

Pucynok 62 — «Kpunrollpo CSP» 3aBepuienue padotsl mactepa ICH
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Yo6eauthcs, uTto mocie mnepesarpy3ku kommbioTepa B KypHaie «IIK «3ACTABA-KmuerT»»
MPHUCYTCTBYET 3amuch: [Crypto_cpro_user] CryptoPro info: Ver: 3.9, PKZI: 8227, SKZI: 8001,
Type: RELEASE(0), Arch: AMD64(4), OS: WINDOWS(0), RNG: Hardware

Jns uaunuanu3anuu BerpoenHoro JICH ¢ momorineto BHermHed rammbl Ha OC cemeiictBa Linux
HEe00XO0IUMO:

Ha APM BpIpaObOTKHM BHEIIHEH raMMbl HEOOXOJUMO CT€HEPHUPOBATh BHEITHIOI TaMMY, COTJIACHO
noxkymenrtaun «OKTAN.00050-02 90 04. Kpunrollpo CSP. APM BbIpaOOTKH BHEUIHEW raMMBD».
Heo6xoarMoe KoMu4ecTBO CIIy4ailHbIX OTPE3KOB T'aMMBI JIOJKHO OBITH J1Ba

Ha APM c¢ «3ACTABA-Oduc» pasmectuth (ailsibl ¢ JaHHBIMH, TOJy4eHHbIMH Ha APM
BBIPAOOTKHU BHEIIHEH raMMBI, TI0 ClIeAyIoleMy nytu: /[var /opt/cprocsp/dsrf/

BemonauTh crnemyronme komanasl Kpunrollpo CSP:

./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3
./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis 1
/var/opt/cprocsp/dsrf/dbl/kis 1

./cpconfig -hardware rndm -configure cpsd -add string /db2/kis 1
/var/opt/cprocsp/dsrf/db2/kis 1

[Iepesarpy3uTh KOMIIBIOTED

Y6enuthces, 4To mocie nepesarpy3ku kommnbiotepa B xkypHaie «3ACTABA-Oduc» npucyrcTByer
3amuchk: [crypto_cpro_user] CryptoPro info: Ver: 3.9, PKZI: 8227, SKZI: 8001, Type:
RELEASE(0), Arch: AMD64(4), OS: WINDOWS(0), RNG: Hardware
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YCTPAHEHME HEUCIMPABHOCTEW

n/xH

Onucanue HeucnpaBHOCTE

Pemenne

Kondurypuposanue
«Kpunrollpo CSP». Cmena
HCTIOJIHEHUS TTpoBaiaepa -
KC1, KC2.

fopt/cprocsp/shin/<arch>/cpconfig -defprov -view -provtype 75 :
MOKa3aTh CIHUCOK ycTaHOBIEHHBIX MpoBaiifepoB CK3U «Kpunrollpo
CSP» tuma 75 (TOCT P 34.10-2001)

flopt/cprocsp/sbin/<arch>/cpconfig -ini \cryptography\Defaults\Provider
Types\Type 075\Name' -view: mokasats npoBaiiiep mo yMOJ4aHHIO THIIA
75

{opt/cprocsp/shin/<arch>/cpconfig -defprov -setdef -provtype 75 -
provname 'Crypto-Pro GOST R 34.10-2001 KC2 CSP': yctaHOBUTh
npoBaiiaep no ymomuanuto tuna Crypto-Pro GOST R 34.10-2001 KC2
CSP

{opt/cprocsp/shin/<arch>/cpconfig -license -set <license> : Ycranosuth
munensuto Kpunrollpo

lopt/cprocsp/bin/<arch>/csptest -keys -verifycontext : mokasaTe Bepcuio
«KpurrrolIpo CSP»

{opt/cprocsp/shin/famd64/cpconfig -hardware reader -del FLASH :
VY nanuth anmnapatHeiil cauteiBaTens "FLASH"
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MEPEYEHb NMPUHATbLIX TEPMUHOB U COKPALLEHUA

Hwxe mpuBeIeH CIUCOK PYCCKO- M AHTJIOSI3BIYHBIX COKPAIICHUN M OTJIEIBHBIX CHEIHATBLHBIX
tepMuHOB, ucnonb3yeMbix B [IK «VPN/FW «3ACTABA», Bepcusi 6. Hekotopsie (B OCHOBHOM,
AHTJIOSI3BIYHBIC) COKPALICHHS U TEPMHUHBI YIIOTPEOJIAIOTCS TOJIBKO BO BHYTPEHHUX UACHTU(UKATOpAX
MIPOrpaMM U MPUBEJICHBI 3/1€Ch JJIsl CIIPABKHU.

Az2enm — cobupaTesbHOE Ha3BaHUE IS JIMHEHKU YIIPaBIISiEeMbIX areHTOB 0€30MaCHOCTH (KOMIIOHEHT
(1K «34ACTABA-Knuenmyy, sepcust 6,komnonent «34CTABA-Ogucy, Bepcus 6)

b/l — 6a3za maHHBIX

BUC - BupTyanbpHas yacTHas CETh

I'TIB - rno6anbHas nmonutrka 6e3omacHocTH (B kKoHTekcTe [TK «VPN/FW «3ACTABAY, Bepcus 6)
3PC - 3anpoc Perucrpannn Ceprudukara

JITIB - nokansHast noiutuka 6e3onacuocty (B koutekcre [TK « VPN/FW «3ACTABAY, Bepcust 6)
OC - onepanrioHHas cucTemMa

[TK — mporpaMMHBIi KOMILIEKC

10 - nporpammHoe obecrnieueHue

PII — PeructpaniuOHHbINA LIEHTP

CK3U - cpeactBo kpuntorpaduueckoi 3anmTsl HHOOpMaIu

COC - criucok 0TO3BaHHBIX CEPTU(UKATOB

VII - Y nocrosepsromuii LEHTp

IIVYII - uentp ynpasnenus noautukamu 6esonacHoctu 34CTABA-Ynpasnenue

CA (Certification Authority) - cm. YI]

CRL (Certificate Revocation List) - cm. COC

CRL Distribution Point - Touku pacnipoctpanenus COC

DHCP - cranaapTHbIi IpOTOKOI MoMydeHus KiaueHTamu |IP-anpeca u gpyroit undopmanuu ot
neaTpanu3zoBanHoro DHCP-cepsepa

DNS (Domain Name System) - cucteMa JJOMEHHBIX UMEH JIJI1 HFMEHOBAHHUS XOCTOB B TII00aTbHBIX
CeTsIX

ESP (Encapsulated Security Payload) - mpotokon u3 rpymnmst IPSeCGMT - Bpems no I'punBuay
GUI (Graphical User Interface) - rpadudeckuii uaTepdeiic moap3oBares

IKE (Internet Key Exchange) - mpotokos 0OMeHa KJIr04eBOi nHpOpMaIHeii; UCTIONIb3YeTCs

COBMECTHO ¢ mpoTokoiamMu IPSEC it opranmu3aiuy mepBUIHOro 3anuiieHHoro kanaima ISAKMP
SA

IP (Internet Protocol) - mpoTokos ceTeBOro ypoBHs, SIBISIOIIUICS 0a30BbIM MPOTOKOJIOM IP-ceteit
IPsec (IP security) - rpymnma npoToKoJIOB JJisi YCTAHOBJICHUS 3aIUIICHHBIX coequHeHni B IP-ceTsix

LDAP (Lightweight Directory Access Protocol) — rpyrmma cranaapTHIX TPOTOKOJIOB [UIs IOCTYIIA K
karayoram ("Directories™)
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Log — xypHaJ peructpauuu
Log level — ypoBeHs neranu3anuu npu perucTpanun coObITHIR
LSP (Local Security Policy) - cm. JITIIb

MIB (Management Information Base) - ctpykTypupoBaHHbIii (B BUIE AepeBa) HAOOP mapaMeTpOB,
UCHOJIb3yeMbIX poTokoioM SNMP

NAT (Network Address Translation) - TpaHcsIus CETEBBIX aIpecoB

NMS (Network Management System) - cicrema yrpaBjieHUs 1 MOHUTOPUHTA CeTH (OOBIYHO Ha
ocHoBe mpoTokoa SNMP)

PKI (Public Key Infrastructure) — uappactpykTypa OTKPBITBIX KIIF0UYCH (KOMILIEKC TPOrPaMMHBIX
CPEIICTB U METOJUK ISl paOOThI ¢ IU(PPOBBIMU CEPTHUHUKATAMH )

PMP (Policy Management Protocol) - mporokoin pacnpeaesienus noautuku 6e3omnacuocta (B I[TK
«VPN/FW «(3ACTABA», Bepcust 6)

SA (Security Association) - 3amuiieHHoe coenHeHue (B KoHTeKkcTe nmpotokosioB IPsec u IKE)
SNMP (Simple Network Management Protocol) - nporoko: ynpasienus B IP-ceTsx

TCP - ceTeBoii MPOTOKOJ TPAHCIIOPTHOTO YPOBHS (C TapaHTUPOBAHHOM JTocTaBKoil) B IP-ceTsix
UDP - ceteBoii mpOTOKOJ TPaHCIIOPTHOTO YpoBHs (6€3 rapaHTUpOBaHHOM 1ocTaBKu) B IP-ceTsx

VPN (Virtual Private Network) - cm. BUC
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NMEPEYEHb CCbINIOYHbIX AOKYMEHTOB

[1] MKE.00627 01 32 01 «IIporpaMMHbIii KOMIUIEKC 3alIUThl KOPHOPATUBHBIX BBIYHCIUATEIBHBIX
PECYPCOB Ha CETEBOM YPOBHE C HCIOJIb30BAHMEM TeXHOJIOrMKM VPN M pacnpeneneHHOro MexceTeBoro
9KpaHUPOBAHUS Ha OCHOBE MHTEepHET-TIPoTOKOJI0B cemeiicTBa IPsec/IKE « VPN/FW «3ACTABA-Oducy,
Bepcus 6 KC1» («VPN/FW «(3BACTABA-Oducy, Bepcust 6 KC1») (ucnonuenus: Z06-L32-VF-01, ZO6-

L64-VF-01). PykOoBOJACTBO CUCTEMHOT'O IPOTPAMMUCTa.

[2] MKEIO.00631-01 32 01 «IIporpammubiii komiuiekc «3ACTABA-«Ympaenenne «VPN/FW
«3ACTABA», Bepcust 6 KC3 («VPN/FW «3BACTABA-Ymnpasnenuey», Bepcusi 6 KC3») (ucnonmHenue
ZM-WS64-V0O-03). PykoBOACTBO CHCTEMHOI'O IIPOIPaMMHUCTa.

[3] MKE.00626-01 91 01 «IIporpaMMHBIi KOMIUICKC 3aIlUThl KOPIOPATHBHBIX BBIYHCIHATEIBHBIX
PECYpPCOB Ha CETEBOM YPOBHE C HCHOJIb30BAHMEM TexHOJIOrud VPN M pacnpeneneHHOro MexceTeBoro
SKpaHUPOBAHUS HA OCHOBE HHTEpHET-MpPoTOKOoNIOB cemeiicTtBa [Psec/IKE «VPN/FW «3ACTABA-
Knuent», Bepcust 6 KC1» («VPN/FW «3ACTABA-Kmuent», Bepcuss 6 KCly») (ucnonnenus: ZC6-
WX64-VF-01, ZC6-L32-VF-01, ZC6-L64-VF-01). [TpaBuiia nogs30BaHuUs».
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INncT perncrpaunm nameHeHUn

Hzm.

Howmepa mucroB (cTpanmi)

Bcero

U3ME—
HCHHBIX

3aME—
HCHHBIX

HOBBIX

U3bsA—
TBIX

JIMCTOB
(cTpanun) B
JIOKyMEHTE

Howmep
JIOKyMEHTa

Bxopsmuit  HOmep
COMPOBOAUTEIEHOTO
JIOKyMEeHTa U Jarta

IMTonnuce

Jlata




