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CemencTBO NMpPOAYyKTOB MH¢popMaumnoHHon 6GesonacHoctu 3ACTABA ycnewHo npumMeHsieTcs Ans
3awuTtbl MHPopmauunm ¢ 1997 ropga. 3a 3TO BpeMs CMEHWIOCb HECKONbKO Bepcur NpoAykTa,
paclwmpununcb ero yHKLMOHaNbHble BO3MOXXHOCTN, BO3POC/N HaAeXXHOCTb U MPOU3BOAUTENIbHOCTb.

CerogHa 3ACTABA — >3TO0 KOMMJEKC MpPOrpamMmMHbIX WU MNporpamMmMHoO-anmnapaTHbIX MNPOoAYyKTOB,
obecneumBalOLWMNX3aLMUTY KOPNOPATUBHBIX UH(OPMALLMOHHBIX CUCTEM HA CETEBOM YPOBHE CTOMOLLLbIO
TEeXHONOrMN BUPTYalbHbIX 4YacTHbiX ceten (Virtual Private Networks, VPN) n pacnpepeneHHoro
MeXKceTeBoro s3kpaHuposaHusa (M3, FW).

ANK
«3ACTABA-TK»

AnnapaTHo-nporpamMmMHbln kommnekc «3ACTABA-TK» — 370 nepBbIv annapaTHbI TOHKUIA KITMEHT POCCUINCKOrO MpOm3-
BOACTBA, peanu3yoLmii KOHLENLMIO YH1BepCcanbHOro paboyero Mecta Ans UCNonb30BaHWsS B roCyAapCTBEHHbIX 1 KOPMO-
PaTVBHbIX TEPPUTOPMANBHO pacnpefeneHHbIX MHOPMALMOHHbIX CUCTEMAX M KOMMBIOTEPHbIX CETAX, B KOTOPbIX TpebyeTcs
obecneynTb LeHTpanM30BaHHylo 0bpaboTKy, XxpaHeHne 1 JOCTYN K JaHHbIM C UCMONb30BaHEM OBNaYvHbIX TEXHONOMMM
1 VDI C BbICOKOM CTEMEHbBIO 3aLLMLLEHHOCTY.

YHUKaNbHOCTb pa3paboTkn 3akmiodaetcs B ToM, 4to AMK «3ACTABA-TK» sBRSeTCcs NPoAyKTOM C roTOBbIM HabOpOM CpeacTB
3aLUMTbI MHDOPMaLLMW 1 CEPBMCOM 31EKTPOHHOW MOANMCY, CePTUMDULIMPOBAHHbIN No Knaccy KC3.

COCTAB ANK «3ACTABA-TK»

= AnnapatHasa nnatgopma TOHK TN 1402 — komnbloTep B (hopM-(pakTope «TOHKUM KIIUEHT».

" SnekTPoHHbIN naeHTMdKrKaTop ESMART Token FTOCT, annapaTHO peann3ytoLmMi POCCUINCKME CTaHOAPThl S1eKTPOHHOM
NOANNCHK, LUMPPOBAHNSA, X3LLMPOBAHUA N ABIFIOLLMINCS KIIOHEBLIM HOCUTENEM.

*  OnepaumoHHas cuctema AltLinux CMT 7.0, 64-6utHas Bepcus.

= CK3W «Kpuntollpo CSP» Bepcus 4.0.

= [lporpammHoe obecnederue Ha baze «3ACTABA-KnneHT», Bepcus 6.

= [10 ESMART Token FOCT, peanvsytoLLee NporpaMMHbIN HTeP@ENC, BbINOMHEHHbIN Mo cneumdurkaumm PKCST1.

CepTuduuunposaH 8 MCE Poccuun no TpebosaHnam K CK3UN no kaaccy KC3.
CepTudukar N2 Ch/124-3150 ot 30.06.2017 r.
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OTAVHUNTEABHBIE OCOGEHHOCTW

MporpaMMHO-annapaTHbIi TOHKNN KIIMEHT, CepTUhULMPOBaHHbIN No knaccy KC3 6e3 npruMeHeHns AoMONHNTENbHbIX
HaNOXeHHbIX annapaTHbIX CPeACTB.

BbicoKasi rOTOBHOCTb MpW pa3BepTbiBaHUM (KOPOOOUHbIV MPOAYKT).

MHKpemeHTHoe yaaneéHHoe obHoBneHe Bcero N0 TOHKOrO KIMeHTa.

Hanunyne patymka BCKpbITUS.

MWHVUMK3aLMS TOKaNbHbIX HACTPOEK, LiIeHTPan30BaHHOE yAANEHHOe yrpaBfieHne NonnTUKoM 6e30nacHoCTM.
XpaHeHVe Hen3BnekaeMblx Kioder Ha smart card.

XpaHeHwue Bcew ktoveBomn MHbopMaumm ESMART Token TOCT.

BbINOAHSIEMbBIE dYHKUWN

VPN no yposHio KC3, M3

MpepocTtaBneHme cepBrCa 3NEKTPOHHOM noanmcy no knaccy KC3.
3awwmTa ot HC, no yposHio CBT 4 knacca.

YnanéHHoe obHosneHue kntoven 1 MO 3actaBa-TK.

Ynpasnerue AMK «3ACTABA-TK» (focTaBka NONUTUK 1 OOHOBMEHW) OCYLLeCTBAAETCA CTaHAAPTHLIM Ana NuHeku MO
3ACTABA komnoHeHToM 3ACTABA-YnpaBneHue, Bepcust 6, ncnonHeHve KC3, KOTopbI sBNseTcs Havbonee hyHKLMO-
HanbHbIM, YOOOHbIM U 3(DhEKTUBHBIM MHCTPYMEHTOM YMpPaBIIeHWs Cpedm BCeX CepTUMULIMPOBAHHbBIX POCCUMINCKMUX pa3pa-
DOTOK CUCTEM 3aLLNThI KAHANOB CBA3N.

NMPEVMYLLECTBA

Komnnekc nporpaMmmMHo-annapatHbix cpencts 3ACTABA-TK no3sonseT peanu3oBaTth BbiMONHEHME TPeOOBaHMI MO WH-
hopMaLMoHHOM 6e30MacHOCTY MUHMaSbHbIM HADOPOM CPeACTB 1 3NEMEHTOB 3alLMThI, @ TakXe obecrneynBaeT Makcu-
MaJlbHYIO MPOCTOTY U HAEXKHOCTb B 3KCMJTyaTaLMM C BO3MOXKHOCTbIO OMepaTUBHOMO MaclUTabrpoBaHNS.

DUKCMPOBAHHBIN 1 [OCTAaTOYHbIM HAOOP CPeAcTB 3alnTbl MHMOPMaUMK, NS COOTBETCTBUSA TpeboBaHUsM no b
ona TC po K1, gna KN, MNC n EIC3.

MpocCToTa 1 HagEXHOCTb B 3KCnyaTaumm (HapaboTka Ha oTkas obopyaosaHus 60 000 Yacos).

YcromymeocTb kK DDoS-atakam.

[Mbkoe MaclTabrpoBaHme.

LleHTpanu3soBaHHoe obHoBneHue 0.

Bo3MOXHOCTb 0TNpaBku cobbITUIA B SIEM .

CeptudnumposarHas GCTIK Poccum OC «Alt Linux CAT 7.0», obecneyrBatollas ypoBeHb 3allnTbl B COOTBET-
crBum ¢ CBT 4 knacca.

CepTndULMPOBaHHbIe anmnapaTHble CPeacTBa KOHTPONA BCKPbITUSR KOpMyca.

KOHTpOnb LLenocTHOCTM NporpaMmMHON cocTaBasoLwen fo 3arpyskm OC.

Bce anemeHTbl ATIK MMeIoT poCcCcnincKoe NponCcXoXaeHue 1 pa3paboTaHbl MO yCIOBUS NpuMeHeHus B PO.




