Modn. u dama

UHe.Ne Oy6r.

B3am. uHs. Ne

lMoon. u dama

WHe.Ne noon.

3293

YTBEPXIEH
MKEI0.00435-01 32 01-J1Y

«IIporpaMMHBIH KOMILJIEKC 3aIIIMTHI KOPMOPATHBHBIX BHIYUCIUTEIBHBIX PECYPCOB HA CETEBOM
YPOBHeE ¢ HCIIOJIb30BaHueM TexHoJioruii VPN u pacnpenesieHHOro MekceTeBOro YKpaHupoBaHusI
HA OCHOBe HHTePHeT-NPoToK0J10B cemelicTBa IPsec/| KE «VPN/FW «3ACTABAY, Bepcus 6»

(«IIK «VPN/FW «3ACTABAY», Bepcusi 6»)

KoMmnonenr

«3ACTABA-Kaunent», Bepcus 6

PyKOBOIlCTBO CUCTEMHOI'0 MMporpamMmmMucra

MKEIO.00435-01 32 01
JIucros 158

2016



1.2.

2.2.

2.3.
2.4.
2.5.
2.6.

3.1

3.2.

3.3.

2

MKE}0.00435-01 32 01
CopepxaHue

| 333031 00 1 (T 5

L@ 0123212 (011 001 (0) 3 .Y (<) TP TP 5
1.1.1. THUIMOTPAPCKIE COTITAIIICHUS «...ve.vvveeeieseesiee st sie ettt b et nb e be e b e et e aneenne e 5
1.1.2. Kak uCronb30BaTh JAHHBIM IOKYMEHT ...vveeuvresseressneessueeesssessssessssesssssesssssesssssessnssessnssessnns 5

O BACTABA-KIUCHML ...ttt ettt bb e bbb s e e b e et 6
1.2.1. HABHAUCHMEC. ...ttt e s 6
1.2.2. OOTIACTD TIPHMEHEHHUS ...ttt st s s sbe e e sse e bt ess e ab e e b e e b e s be e bt e et e ke e b e e snesbe e b e e aneene e 7
1.2.3. D G 0T ) G NS 01 (o 0719 Z S PRSPPI 7
1.2.4.  MUHMMAIBHBIC CUCTEMHBIC TPEOOBAHKI ... .vcuvvervisriieeseasresieesieessesssesbeenesseesieesnesnsesneenne e 12
MoaroroBka K ucnoAb30BAHUIO SACTABA-KIUECHN ... e e 13

OC CEMETCTBA WINAOWS ...cuviiiuiieiiiaiie sttt sttt ettt et ie e bt et e et e e asb e e s be e e sbeesbeeeseeeebeeenbeesbeeennee e 13
2.1.1. VeTaHOBKA 3ACTABAKIUCHI ...ttt 13
2.1.2. OOHOBICHUE 3ACTABAKIUCHI ...ttt 17
2.1.3. HenacTasImUs 3ACTABA-KTUCHM............vvveeiee it 19

OC CeMEUCTBA ALT LINUX ..vviiutiiiiiiiiiesiieetee sttt ettt skttt e st e sbe s st e e nbe e s sbeenbeeenbeesbeeentee e 19
2.2.1. NHCTaMIAIUA SACTABA-KIUCHI ...ttt 19
2.2.2. OOHOBICHUE 3ACTABAKIUCHI ...t 19
2.2.3. JenHCTAAIMUSA 3ACTABA-KTUCHM ...ttt 19
2.2.4. PykoBOICTBO 110 COOPKE MHCTATUIAIIMOHHOTO TTAKECTA . ..vveevveeeureeessreessseeesssneessnneesnsneessneens 20
2.2.5. WNurerpauus 34 CTABA-Kauenm ¢ cucteMHBIM SNMP-CEPBUCOM........ovvviviiiiiiiiiiiiciine 21

BoccTaHOBIEHUE 3ACTABAKIUCHN ........ceveiiiiiictieee et 22

3anyck rpadudeckoro unrepdeiica (GUI) 3ACTABA-KRUCHN ..........ccccooeeiceeiieiiiiene e 22

KoupurypupoBaHUE 3ACTABA-KIUCHN ...........ccceiiiiiiii i 23

brictpoe Brimtouenne 34 CTABA-Knuenm B paboTy ¢ OMOIIBIO Ipaduueckoro uurepgeiica...... 23
Pabora B rpagpuueckom unTepgeiice SACTABA-KAUCHM ..................ccoooviviiiiieiiiiiicie e 28

TIAHETID YIPDABTICHUSL ...ttt ettt b et b et e bt e e ab e e s be e et e e e be e et e e nnneenns 28
3.1.1. TIepe3arpy3Ka JITIB .......ccviiiiiiiiiiieiee et 28
3.1.2.  TIPOCMOTP COOBITH] ....uvivriiieiiiiiiiiie ittt 28
TN TV [0) 17 o] o TSP PP PT PP PRPPRURPPRRPRORS 28
3.1.4. CePTUDUKATBL M KITEOUH ....vvviviesti sttt sr s sb s eb s sbe st b e sn e 29
3.15. Pa00TA C TTIOTUTHKOM ....cc.eveieiiieeiiiie ettt sttt e et e e s bt e s br e e s beeeannne e 29
3.1.6. PABOTA € TOKEHAMI .....cc.viiiiiieiiiiiiieitee ettt ettt et b et e et e e e e e e b e e e sbeeene e 29
3.1.7. Pa0O0TA C TIITATHHAME .......vveeiiiieiiiie ettt ettt e et e et e e e it e e bt e e e e e snneeenne e 29
3.1.8.  HacTpolKu 3ACTABA-KIUEHNN .......cc.ccviiiiiiiiiiiiiiiei e 30
3.1.9. 1031 () 1§ SRR 30
3.1L10.  BAKPBITHC. c..cevieuiiiieeiteete etttk b bbbttt bbbt et b e nne s 30
3.1.11.  CTpora CTATYCA JITTB ..ottt 30
3.1.12.  DBBOJI TTAPOIIST TOKEHA ....ccuuveauteeueeasteestreanseeasseassesasseaseeasseassesssseaasesasseessseasseessesaseessseassesssnens 30

L0183 (U R 1§ o) -1 0 SO P PR 31
3.2.1. CTpYKTYpa OKHA <OKYPHATD .ooiiviiiiiiiiiie s 32
3.2.2.  HacTpoiKa MapaMeTPOB JIOTHPOBAHFIT «......cveeurerreereesresseesteassesseesseassesseesseessesssesseessesssensens 34
3.2.3. @Daii pErUCTPALIIH CUCTEMHBIX COOBITHM .....vveuviiiriiiieiiieiei sttt 37
3.24.  KommpoBaHHE COOBITHI B OKHE «IKYPHAID) ..eovviiiiiiieiiiiiesiieee sttt 37
3.2.5. OUIBTPALHS OTOOPAKAEMBIX COOBITHH] ...ttt 37

L0083 (ORI 0] 17 6403 0} PO TR PR 38

3.3.1. 33 501 €201 0 0 BRCUO 2 s 0 (w1 00 2 ) U 39



3.4.

3.5.

3.6.

3.7.

3.8.

3.9.

4.1.
4.2.
4.3.

5.1.

5.2.

3

MKEHO.00435-01 32 01

Y oE: 1Y (s o TP PTR ORI 39
L0507 (072212 (PP OP PRSP PR 39
3.3.2. 2350 220100 BRCLO 107 (010 QN Vs 0 FUT 43
3.3.3. Brnagka «CIACOK DUITBTPOBY .uvviiivuieiiiiiesiriestiiesieeesteessssessssseessssesssssessssesssssesssssssnssees 52

OKHO «CEPTHPHUKATBI F KITEOUHDY +...v.veeuvesresseessesseesseessesssesseassesssesseassesseesssassessseasesssesssessessssssesssenns 54
3.4.1. CtpykTypa okHa «CepTHPHUKATBI M KITFOUM ...vvviiiiiiiiiiiciciiec e 55
3.4.2.  XapaKTCPUCTUKH CEPTHUMDIKATOB ....ceuvrrurirreerreasrisseesseassesseesseasseasessseassesseesseessesssssseessesnessens 58
3.4.3. I'enepanmst cepTUPUKATOB TSI 3ACTABA-KIUCHIN ... 60
3.4.4.  Peructpauys U yAATCHHE CEPTHPIKATA ....eervverrirreerreasresseesieasesseesseasseseesseessesseesseessesnessens 61
3.4.5. ODKCHOPT CEPTHMDUKATA +.vvvevvveeuteeesstesessreessssesssssesssssesssssesssssesssssssssssesssssessnssssssssessnsesssnsnees 64
3.4.6.  3anpocbl Ha PerucTpariiio CEPTHMHKATA . ......cvirveerrieriiieeitieeesiee e sre e 65
3.4.7. [IpeaBaputenbHO PacipeneneHHBIC KITFOUM ........ciiiviiiiiiiciiicc i 69
3.4.8. Criucku OTO3BAHHBIX CEPTUPDUKATOB. .....cvviieerriiiiiiiieie ettt 70

OKHO «YTIPABIICHUE TTOTTATHKAMEI ... vvveesvetessseeesssesesssesssssesesssesssssesssssessnssesssssessnssesssssessssnsssnssessnns 72
3.5.1. CTpyKTypa OKHA «YTIPABICHUE HOTUTHKAMID .....evieureeireesreessreareessneeneesnnessnesssnssneessnesnnes 73
3.5.2. B0 0005 00 (0310761 %1 PP PPT TSR PPR PR 73
3.5.3.  TlapameTpbl MOMUTUK ZACTABA-KIUCHN ........oooueeiiiiiiiiiiieiieeieete e 73
3.5.4. M3menenne mapaMeTPOB JITIB ........ccviiiiiiii e 79
3.5.5. (@071 620502 (<1 1 1 0 TR 80
3.5.6.  TIPOCMOTD JIITB ...ttt nne s 81
3.5.7. W\ cuyZ0: 700076 0 U1 1 5 TR 82

(014 2 ( R N0} 53 215 0 S TP PP P OPPR PP 82
3.6.1. JIOOGABICHHUE MOMTYIICH TOKEHOB ....ceuvviiuriesseessreateeasseasseessseessesanseesssessseessesasessssessesssesansessns 82
3.6.2. (039055 7: 10 & 1A\ B 00 Vi €= T £ ) 41 & ¢ WU 84
3.6.3. J 0507000500105 T10070; s N0) U=) s 0 RN 84
3.6.4. VIATCHUE MOJTYIIST TOKECHA ...vvveeuvvieeitiestteeateeeasteeessseeessseeessseeesnseesssseessssessssseesssseesnsnessnsneens 85

OKHO (IITATHHBI) ...ttt ettt ettt b et b e e it e b e e nb e e be e e b e e nneeenbeeabneenne e 85
3.7.1.  TIpocMOTp KpUNTOOHOTHOTEK M KPHUITTOAITOPUTMOB .....vvvvienriieereasresieesieesessnesseessessnensens 85
3.7.2.  Peructpanyst KPUITOOUOIMOTEKH ...c.vvvuvivieriiiriiieestissesieesteasssseesbeasesieesnesnesssssneesnessne i 86
3.7.3. VY IaTCHUE KPUTTTOOUOTMOTEKHI ....eeuvveeinitiessietesnteeesstreesnteeessseeesaseesssseesssseesssneesssseesnsnessnsneens 87
3.7.4. AKTUBAIHS KPUTITOOMOITHOTEKH ....vveeveeieesnreateeasseesseeasseesseeanseesseeasseessesssesssneanseessnessessns 87

OKHO «TTPOUHME HACTPOMKID) ....eveereeienriesieeasreesieeesiee st sne e s e s sme s e e nne s ssn e e nne e s e e nnneenne e 87
3.8.1.  BRIAAKA (OKYPHAD) .ouviiiiiiiieiiii ettt et st nbe e e et eenneeeneennneas 88
3.8.2. 23w 22010 IRCA 0 S SO 92
3.8.3. 33 0 €291 0 ¢ IRCCE 1 0 0 S 97
3.8.4. BRITAIKA CATIMITHECTPATOP - evtteetteeatteesteeesnteeesteeesstseessseeessseesssseesssseesssseesssseesssnessnseeens 98
3.8.5. Brmagka «HaCTPOMKI OOHOBIICHUSD ....eeuvveureanreerireaieesireateessneaseessneaseessnesseesnneasneessnens 101

(002 (YR 13Y.00) 1113 5 ST 103
HNurepdeiic Hanenu ynpasnenus PADOUYETO CTOA ...........coeiueieiiiieiiiiaiieeasreessneesssneessseeesnnee s 105

KKOHTEKCTHOE MEHIO ....uvtiiisiiieeiiee st et e ettt ettt e sttt e e bt e st e et e e s n e e e sa bt e asb e e e ab e e s bb e e e nbbeesbneeannnee s 105

BBOJT TTAPOIIT TOKEHA ......eeeiiiie ittt ettt ettt ettt ettt e ettt sh e e e st e e ab e e e bb e e s bb e e s bneeane e e 106

WHIIAKAITUST TEKYIIETO CTATYCA ..veeuvviesuteeesseeesssseessssessssseeasssesssseessseesssseessssesssssesssssesssssessnssessnseees 106
HMHTEPPEHC KOMAHTHOM CTPOKH ......co.uviiiiiieiiiieiieie st e stee et e sabe e e e e e ssbe e e ssseesabseeabseeaneeessneeeanes 108

MOoHUTOPUHT PAOOTBI 3ACTABAKIUCHNL ... 108
5.1.1. OO030D CPEICTB MOHHUTOPHHTA .....vvvviieesteestesieesieesesssesbeesse et e sbe e sbeesbeenesssesneene e e 108

VTHITATA VPIIMIONIEOT ... iuteeieeesiee st et e sttt ess e et e st e m e st e n e et e nme e s e e nne e ann e e nneeanns 108
5.2.1. CripaBoYHasi CHCTEMA MO PAOOTE € YTHITUTOM ..c.vveuviiriivreiieiiisieesteeiesiee s 109
5.2.2.  TIPOCMOTP CTATHCTHKH ... .c.vveuveenrissreseessesseesseesesssesseesseasseassessesssesssessesssesseesseessesseessesnnesses 109

TTAPAMETP ..ttt 109



4

MKE}0.00435-01 32 01
(0107 (1 1 (ST U TP TP PPPRTOP 109
5.2.3. BriBog nndopmaruu o monutuke, aktuBupoBaHHon Ha 34 CTABA-Knuenum .................. 112
5.24.  TIpocMOTp HHGOPMAIMHU TIO CO3MAHHBIM SA ....iiiiiiiiiiiiiieieee et 113
5.2.5. OunbTpanus GUIBTPOB U CO3AHHBIX SA TI0 MAPAMETPAM ..eevvveeervreessrreesieeesieeessneessns 113
5.2.6.  TIPOCMOTP CIHCKA (PHITBTPOB ....uviuvvertienririeisteesiaieesieestesssesseesse e sse e b s sseesneene e e nne e e anes 116
5.3 VTHIHATA VPNCONTIQ ..eiiiiiiiiii ettt e be e e ste e e e s reesaeeneenreas 117
5.3.1. CripaBoYHast CHCTEMA MO PAOOTE C YTHITUTOM ....vveuvivviirerieseisieesteeresiee e ene e sre e siee e 118
5.3.2. [Tpocmotp uHGOPMAITUN O 3ACTABA-KIUCHN ... 118
5.3.3.  PaboTa ¢ CEPTUDUKATAMU U KITFOUAMH ......cc.veenrinresteenseasresseessesssesseessessssasesssesssessessseessesses 118
5.3.4. BeO-KOHPUTYPHPOBAHIIC. ... vveiiiieeiiiessiiiesireesieeesteeessbeeessbeesssbeesssbeesssneesnsseesnneesnseeennseas 125
5.3.5. PaBOTA C JITID ...ttt ettt et ettt enin e e beesnne s 125
5.3.6. PETHCTPAITHS COOBITHI .....viiivviiiiiieesiiie sttt ettt ettt e sbb et e e e et eennnes 129
5.3.7.  TIPOTOKOI IKE ..ottt 132
5.3.8. K0S 15 SO PP PR PSPPI 137
5.3.9. PABOTA C TOKEHAMI ......cuviiiiiieiieiiieeitee sttt sttt sttt e st be e sbe e nbeesbeeesbeenaneebeennne s 138
TR0 T0 O PR & : To 3 070} 70 07 01) £ (0):3) (53 3 1 £ QR PPPR O P 139
5.4, VTHIHATA PIZ CL.ueiiiiiiiiiiie ettt enn e nne s 141
5.4.1. (03713 ) ) (oS PTOPETTP TR PTR PP PRPPROTN 141
5.4.2. J100aBIICHUE KPUITTOOMOITHOTEKHE ...vvveesvveesssriessteeesssesesssenesssesssssesssssesssssesssssessssssssnsnsssnsnes 142
5.4.3. VY IaTCHNE KPUTTTOOUOTMOTEKHI «...eeuvveeinieeessteiessteeesnteeessseeessseesssseesssseesssneesssseesssseessneesnnns 143
5.4.4. BriBog nH(OpMaIuu 0 KpUITOOUOIMOTEKE HITA KPUTITOATTOPHTMAX .vvvvvrvveesrvreesssneessenas 143
5.45.  Ilpumepsl KOMaH[ B UHTEPPEHCE KOMAHTHOU CTPOKH ....vvverresririeereaseesseesseesnenseesseasenens 143
5.5,  YTuiuthl icv_Writer B 1CV_CheCKer ......cocoviiiiiiii 144
IIpuioxenne 1. KOHPUIYPHPOBAHNE MOKLYJIS TOKECHOB........c..ooruviireiiirianeesireareesseeaneesneesneessesanreees 146
IIpunosxenne 2. KoOHPUTYPHPOBAHNE MOTYJIS VPIPCAP ....ovvenveiirianiienireaieesineaseesieeeneesseesneessessnseens 147
IIpuaoxenne 3. KonpurypupoBanme MOAYJISI CP_PIE_CPIoO.......coovviiiiiiiiiiiieieec e 148
Ipunaoxenne 4. Uaummamusanuu 1CU «Kpunrollpo CSP» BHeIIHEH TaMMOM. .............cocvviieenee, 149
IIpusosxkenne 5. YCTPAHEHNE HEMCIPABHOCTEH .......ccuviirieiriaiieiieaieesee e e snneenee e 154
ITepeyeHb NPUHATHIX TEPMUHOB H COKPALMECHMI .......coiiiviiiiiiiie it 155
IlepedeHb CCBITOUHBIX JOKYMEHTOB .......ooviiiiiiiitieiiitestetessesesnesssire s s ssr e s s sss e e s ssn e s s ans e e s ba e e s naeesaneeesanes 157

JIMCT PErMCTPALME M3MEHEHII .......ooviiiiiiiiiiitii ittt r e sbee s 158



5
MKEI0.00435-01 32 01

1.BBEOEHUE

1.1. O gaHHOM OOKYMEeHTe

OTOT  JIOKYMEHT

ONHUCBHIBACT  (PYHKIMOHAIBHBIE  BO3MOXKHOCTH,  OCOOEHHOCTH

koHpurypupoBanus u npumenenus kommnonenta MKER).00435-01 «3ACTABA-Knuent», Bepcus 6
(manee — 34CTABA-Kuuenm v Aeenm) IIK «VPN/FW «3ACTABAY, Bepcus 6,

1.1.1. Twnorpadckue cornawieHus

Kypcus

Kypcus ucnionb3yercs, 9T0OBI BBIIEIUTH HA3BAaHUS KOMIIOHECHTOB
34ACTABA. OH ucnonb3yroTcs, YTOOBI YKa3aTh CTPOKY JaHHBIX,
KoTopasi OyzeT BBezieHa B nosie. KypcuB Tak:ke MOXeT
MCIIOJIb30BATHCS JJIsl aKIIEHTA.

«KaBbprukm»

TekcT, 3aKTI0YCHHBIN B KaBBIUKH, UCIIOJIB3YETCS, YTOOBI YKa3aTh
BBIOOp U3 CIMCKA B JJAHHOM I10JI€ (TO €CTh BBIOOD U3
IPEJOIPEeIEHHOTO CIIMCKA B OKHE), HA3BaHUSI OKOH KOMITOHEHTA,
BCIUTBIBAIOIIMX OKOH, BBIOOPA U3 MEHIO, a TAK)KE ITapaMeTPOB U
aTpuOyTOB OOBEKTOB.

MAJIBIE TIPOTTUCHBIE

Mautbie MPONMCHBIE HCTIONIB3YIOTCS JUISl HA3BaHUH JOKYMEHTOB
(crangaptel, MOHOTpaduu, OyMaru, TEXHUYECKHUE U
M0JIb30BATEIHCKUE JIOKYMEHTHI TI0 KOMITOHCHTaM, HHTCPAKTUBHBIE
CIPaBOYHBIC CHCTEMBI, H T.JI.), @ TAK)KE JUUISI CChIJIOK Ha Pa3/IeIibl
JIOKYMEHTOB.

HenponoplumnoHaJlbHEIM

HenponopunoHanbHbIi MPUPT UCHIOTIB3YETCS ISl CCHIJIOK Ha
CUCTEMHBbIE MAalKu 1 KaTajloru, MOCIe10BaTeIbHOCTH TYHKTOB MEHIO,
Gbailnel U MyTH, ¥ KOMaH/bl B HHTep(eiice KOMaHIHOW CTPOKH.

<VTII0BBIE CKOOKI>

VTI10BBIE CKOOKH HCIIOJIB3YIOTCA B UMCHAX KJIABUIIl HA KJIaBUATYpPEC
KOMIIBIOTCPA, a TAKIKE B OIMMCAHUAX ITaPaAMETPOB.

1.1.2. Kak ucnonb3oBaTb AaHHbIA AOKYMEHT

Jl51g TOro 4To0B! y3HaTh, KaK MHCTAJUIMPOBATh U NOArOTOBUTH K padote 34CTABA-Knuenm n

O3HAaKOMUTECSA C pa60T0171 KOMIIOHCHTA, Haa0 06paTI/ITBC$I K pasacity 2 IToaroToBka K HCIIOJb30BAHUIO

3ACTABA-Knuenm.

Jlis TOoro 4toObl y3HaTh, KaK OCYIIECTBIISITh HaBUTALMIO MO CTpyKType okoH 34CTABA-

Knuenm, Hano odpaTuthes K pazneny 3 Padora B rpaduueckom uatepdeiice 34 CTABA-Knuenm.

3a undopmarmeit o Tom, Kak perucTpupyorcs ceprudukarsl u kiaoun B 34CTABA-Kauenm,

Ha/10 oOparuthes Kk nonpasneny 3.4 OxHo «Ceprudukarsl ¥ KiIoun». B aTom nonpasnene Bel Takoke
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nMeeTcs HHQpopMaIusi OTHOCUTEIIBHO TOTO, Kak co3aath 3anpoc Peructpanun Ceprudukara (3PC) u

KaK UMIIOPTHPOBATH CIHCOK 0TO3BaHHBIX cepTrdukaroB (COC) B 34CTABA-Kuuenm.

UYroObl y3HaTh, Kak KoH(pUrypupoBarh JokanbHble ycTaHOBKU 3A4ACTABA-Knuenm, Hano

obparutbes K pasaeny 3 Pabora B rpadpudeckom unrepdeiice 34 CTABA-Knuenm.

HJ’I?I IMOJIy4YCHUA I/IH(l)OpMaHI/II/I 10 HCII0JIB30BaHHIO TOKCHOB JIA XpaHCHUA

KOH(HUACHIIMAIBHBIX JTAHHBIX HAJ0 00paTuThes K mojpaszaeny 3.6 OkHo «TokeHbI.

Jlnist Toro 4toObl y3HaTh, Kak KoHpurypuposatb 34 CTABA-Knuenm, ucnonb3ys uHTEepdeiic
KOMaHJIHOW CTPOKM M MPOCMOTPETh CIIMCOK JOCTYIMHBIX KOMaHJ, Hajlo OOpaTHTbCA K pazaeny S

HHuTepdeiic KoMaHIHON CTPOKH.

Onucanne paboThl ¢ MOIyJIEM YIpaBICHUS KpUNTOOMOIMOTeKaMu mpuBereHo B m. 3.1.7

PaGora ¢ miaruaamu.

1.2. O 3ACTABA-KnueHm
1.2.1. HasHayeHue

Komnonent 34CTABA-Knuewm, Bepcus 6 mnpeaHasHadyeH Ui 3allUThl U (QUIBTPALIUH
BXOJIAILEr0 M HUCXOAALIero Tpaduka Ha KOMIbIOTEpe Mojb3oBareis. OOecrneyeHue LEI0CTHOCTH,
ayTeHTU(OUKAUMU W MH(POBaHUS TEPEJaBaCMbIX TaHHBIX IPOU3BOAUTCS B COOTBETCTBUU C
3arpyxaemoil B 34ACTABA-Knuenm JlokanbHoit [lomutukoit bezonmacnoctu (JIIIB), co3manHO#l ¢
nomoinsto MKERD.00436-01 kommonenT «3ACTABA-Ynpaenenuey», Bepcust 6 (nanee - 34CTABA-

Vnpaenenue).

Komnonentr 34CTABA-Knuenm MOXET TOCTaBIATHCS B BapUAHTE MEXKCETEBOIO JKpaHa
(MD), obecrieunBarOIero KOHTPOJIb M (GUIBTPALMIO MPOXOASAIINX Yepe3 HETO CETEBBIX MAKETOB WIIH
Bapuante VPN (CK3U + MD), oGecneunBaroiiero, Kak KOHTPOJIb U (GUIBTPAINIO CETEBOTO Tpaduka,
TaKk ¥ B3aUMHYI KpPUITOrpaUYecKyr 3alluTy aOOHEHTOB IpPU YCTAHOBJIEHUH COEIUHEHMS,

mMdpoBaHre U KOHTPOJIb 1IET0CTHOCTH [P-1makeToB B KOpIopaTuBHON MH(MOPMAITMOHHON CHUCTEME.

MKEIO.00433-01 nporpaMMHBIN KOMIUIEKC 3allUThl KOPIIOPATHUBHBIX BBIYMCIUTEIBHBIX
pPECYpPCOB Ha CETEBOM YPOBHE C UCIOJIb30BaHUEM TeXHOJIOTUH VPN U pacnpeneneHHOro MeKCceTeBOro
HKpPAHHUPOBAaHUS Ha OCHOBEe HMHTEpHET-TpoToKosioB cemeicTBa IPsec/IKE «VPN/FW «3ACTABAV,
Bepcus 6» «VPN/FW «3ACTABAY, Bepcus 6 u ero komnoHeHTsl B Bapuante VPN (CK3U + MD),
obOnmagaronue  KpuUNTOorpa@uveckuM  (QyHKIIMOHAIOM,  SIBJSIOTCS,  COTJIACHO  JICHCTBYIOIIUM
HOPMAaTUBHBIM IPaBOBBIM akTaM Poccuiickoit denepanuu, CpeacTBOM KPpUNTOrpapUyuecKoil 3aiuThl

unpopmanuu (CK3U). UcnonszoBanue /K « VPN/FW «3ACTABA», éepcusa 6 1 ero KOMIIOHEHTOB Kak
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CK3U1 nomkHO OCYyHIeCTBIsATECS B cooTrBeTcTBUM ¢ jAokymeHtom MKEFRD.00433-01 90 01
«I[IporpaMMHBIN KOMILIEKC 3aIUTHl KOPIIOPATUBHBIX BBIYMCIMTEIBLHBIX PECYPCOB HA CETEBOM YPOBHE
C UCIOJIb30BaHUEM TexHONorui VPN U pacnpeneneHHOrO0 MEKCETEBOIO SKPAHUPOBAHUSI HA OCHOBE
uHTepHeT-IpoToK0NIOB cemeiictBa IPsec/IKE «VPN/FW «3ACTABAY, Bepcus 6» («IIK «VPN/FW

«3ACTABAY, Bepcus 6»). [IpaBuna moab30BaHUDY.

B cocra IIK B Bapmante VPN (CK3U + MD) Bxogut CK3U «Kpunrollpo CSPy,
npousBoacTBa OO0 «KPUIITO-ITPO» (r. MockBa). B 3aBucMMOCTH OT KOMIUIEKTAIIUU U UCIIOJTHEHUS

B coctaB «I1IK «VPN/FW «(3ACTABAY, Bepcust 6» Moryt BxoauTth cienyromue CK3U:

—KTS1.00050-03 «Kpunrollpo CSP», Bepcns 3.6.1%, ucronnenne | wid HCIOTHEHAS 2;
—XKTAN.00083-01 «Kpunrollpo CSPy», Bepcus 3.9 , ucrionnenue 1 uin ucnoiHeHue 2;
—XKTAN.00087-01 «Kpunrtollpo CSP», Bepcus 4.0KCl1;

—KTAN.00088-01 «Kpunrtollpo CSP», Bepcus 4.0KC2.

1.2.2. Obnactb NpUMeHeHUsA

Komnonenr 34CTABA-Kauenm npeaHazHaueH i pabOThl Ha  KOMIIBIOTEpPAX C
oneparonnoi cucremoit (OC) Windows XP SP3, OC Windows 7, OC Windows 8 miardopmbr ia32
u x64, ALT Linux 6.0 miardopmsr ia32, X64, ALT Linux 7.0 miatdopmsl ia32, X64, HaxOAAIMXCS B
JIOKAJIbHBIX, KOPIIOPATHBHBIX W TJIOOAIBHBIX CETSAX, IJ€ B KA4eCTBE IPOTOKOJA CETEBOIO YPOBHS
UCTIONB3yeTcs nMpoTokoi IP V4, u HeoObxoaum Jyist 3aiuThl HHQOpPMAIIMK TPU TIEpeiaye ee uepe3 CeTH

001I1ero MoIb30BaHHUS.

I/ICHOHBSyeMaH OoC AO0JIKHA UMETb YCTAHOBJICHHYIO WU aKTUBUPOBAHHYIO IMOAACPIKKY CCTU U
creka TCP/IP.

1.2.3. XapaKkTtepucTtuku

1.2.3.1. 3awwmTa Tpadumka n unbTpaumsn

Komnonentr 34CTABA-Knuenm npenocTaBiseT CIEAYIOLIHME BO3MOXXHOCTH IO 3alIUTe U

¢ubTpanun Tpaduka:

— 3ammra TpaduKa Ha CETEBOM YpOBHE Mpu moMoInu mpotokonoB IPsec AH w/umm IPsec

ESP;

! TIpu yemosuu cobmonenns orpanuuennii goxymenta U3BEILEHUE OB U3MEHEHUSIX XK TSIHM.00050-02.1-2015
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— OO0ecrieueHne OBYCTOPOHHEH KpunTOrpaduuecKkoil ayTeHTH(UKALUU NPH yYCTAaHOBICHUU
COCIMHEHUH C IPYTrUMH XOCTaMH 3alUIEHHONW KOPIIOPATUBHOM ceTH Ha 0a3e MPOTOKOJIOB
IKEv] u IKEv2, KOHTpOJIsSI IETOCTHOCTH JAaHHBIX W KOH(DHICHIMATLHOCTH HWHGOpMAIUU

nmyTeM ee mudpoBaHus;

— Ilakernas (bHHBTpaHI/IH Tpa(bm(a, OCHOBaHHAsI Ha MCIIOJIb30BAHUM IIOJIEHl 3arojIOBKOB

TPAHCIIOPTHEBIX U CETEBBIX ITPOTOKOJIOB:

— Ha cereBoMm ypoBHe - yepe3 IP v4-aapec u/unu nose 3aronoBka IP-porokona;
— Ha tpancnoptHoM ypoBHe - no HampasiieHuto TCP-coennHenus u mo mpoTokojam

cepsucoB (TCP/UDP-mopram);

— PacmnpeHHaﬂ (I)I/IJ'ILTpaI_II/If{ IIaKCTOB (HpI/IMCHCHI/Ie KOHCYHBIX aBTOMATOB ]I 0O0JILIIIOrO

qHncia CCTCBBIX HpOTOKOJIOB);

— OcylecTBICHHE ONPEAEICHHON TIOJMTUKM B3aUMOIECWCTBUS  (MMMTO3AILUTA W/WUIH
mmdpoBanue Tpaduka) UISI KKAOTO 3alIUIIEHHOTO COSNWHEHHS; MapaMeTpsl Tpaduka
OTIPEJIENIAIOTCSL CETEBBIMH a/IpECaMu, MOPTAaMH W/WIH WACHTU(DUKAIIMOHHON HH(pOopMarmei

KOHEYHOTI'O OTIIPABUTEIIA U MTOJIyYaTelis;
— Bo03MOXXHOCTb IPUMEHEHUSI PA3JIMYHbIX CTENEHEH 3aIUThl TpapuKa;

— COKpBITHE TOIIOJIOTHM  3alUIIaeMoi ceTH (TOAJNep)KKa peXrMa TYHHEIHPOBAHUE
Tpaduka);
— BO03MOXXHOCTh HCIONB30BaHUS KOHMUTYPUPYEMBIX TYHHEIBHBIX ajapecoB misi [Psec-

IIPOTOKOJIOB;

— Ilognepxka paboThl B pexxuMe «MOOUIBHOTO MOjb30BaTenss» (koraa IP-agpec koMmmproTepa

Ha3HA4YaCTCA TUHAMHWYCCKHU, T.C. 3apaHCC HCI/I3BCCTCH);

— llopnepxka «ropsiuero» pesepsupoBanusi Illnro30B be3omacHocT (KOMIBIOTEPOB C
ycranoBieHHbIM kKomnonenTtom MKEF).00433-01 «3ACTABA-Od¢ucy, Bepcus 6 (nanee -
34CTABA-Og¢huc) unu mapmpytuzatopoB Cisco) Tak, YTO OJUH M3 3TUX HLIIO30B SBISETCS
aKTUBHBIM, a OCTaJbHbIE IUIIO3bI OyIyT HCHOJIb30BaHbl KaK pPE3E€pBHBIE NMPH BHIXOJAE M3

CTpPOs OCHOBHOI'O aKTMBHOI'O IIJIKO34.
1.2.3.2. OononHuTenbHble BO3MOXHOCTHU

B 34CTABA-Knuenm nipeyCMOTPEHBI:
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— Tonnepxka paGoThl MpU HATUYUU B CETH NMPOMEXKYTOUYHBIX YCTPOMCTB C TpaHCIALUEH
cereBbix azpecoB (NAT) nyrem wunkancymsiuu [Psec B UDP. [lns mporokona IKEv1

moiIepsKUBatoTCs cieayromue Bepcun NAT-Traversal:
1) draft-huttunen-ipsec-esp-in-udp-01;

2) draft-ietf-ipsec-nat-t-ike-02;

3) draft-ietf-ipsec-nat-t-ike-03;

4) RFC3947.

— VYmnpaenenue kadectBoM oOciyxuBanus (QoS): ocymiecTBisieTcs myTeM Moaudukanuu
nosis DiffServ npu tyraenupoBanuu [P-nakeros. [lanHas yHKIIMOHATHHOCTD TIOJIE3HA IS

IIPOTOKOJIOB, UyBCTBUTENBHBIX K 3ajepkkaM (VoIP u T.1w.).
1.2.3.3. CepTtudmkartbl u 06MeH Krnroyamm

Jlnist yCTaHOBJICHUS 3alUICHHBIX COCTUMHEHUH C MCIoNIb3oBaHueM npoTokona |IKE B Aeenmax
(BACTABA-Knuenm, 34CTABA-Oguc - 0oObIYHO yIOTPEOIAETCS COOMpATEIbHBIN TEPMHUH A2enmbi)
ucnons3ytorcs X.509 V3 ceprudukarst B coorBerctBuu ¢ RFC RFC5280.

XpaHeHHE W 3allUTa KOHTCHHEPOB KIFOUEH MEePCOHATBHBIX CEPTUPUKATOB OCYIIECTBISETCS
CK3U «Kpuntollpo CSP» Bepcuu 3.6.1, «Kpuntollpo CSP» Bepcuu 3.9, «Kpuntollpo CSP» Bepcun
4.0.

B 34CTABA-Kauenm mnpemycmotpenbl uctnonb3doBanue COC U mojjaepka MOTydeHUs

ceptudukatoB 1 COC uepes nmpotokon LDAP u HTTP.
1.2.3.4. WHcTannaumsa n KoHdurypupoBaHue

3ACTABA-Knuenm MOXeT ObITh CKOH(UTYypUpoBaH yaaieHHo, noayuus JIIIb ot 34CTABA-
Vnpasnenue - no cetu yepe3 npotoko ymnpasiaeHus noautukoit (Policy Management Protocol), nu6o

10 CETH Yepe3 MPOTOKOJ HadaapHOro KoHpurypuposanus (Web Configure).
1.2.3.5. Peructpauyms cobbITUA N CTaTUCTUKA

Perucrpanusi cOObITHIA U CTaTUCTUKA O0ECTIEYHBACTCS:
— BO03MOXHOCTBIO ~ BEAECHMS  JIOKAJbHOTO  JKypHajla  perucTpanuu  coObITMH  C
LHEHTPAIM30BAaHHOMN WJIH JJOKAJIbHOW HACTPOMKON YPOBHS JETAIN3ALNN;
— B03MOXHOCTBIO BEJICHUS YIAIEHHOT'0 XXYpHaJIa peructpanuu coositrii (Syslog);

— Ornpagkoit SNMP-tpamnoB (coobmuiennii) Ha NMS-cucremy.
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1.2.3.6. CtaHAapTbl ¥ COBMECTUMOCTb C APYIrMMU NPOAYKTaMuN

34ACTABA-Knuenm obecrnieunBaeT COBMECTUMOCTh C JIPYTHMH TMPOIYKTAMH M TOIACPIKKY

CrannaproB Oxaromapsi:

— Ilonnepxke paboTel ¢ cepTUUKATAMU OTKPBITHIX KIHOYEH U MEPCOHAIBHBIX 3aKPBITHIX
KITII04el yepe3 MHTepdeiic BHEIIHUX KPUITONPOBAHIEpOB MOAEPKUBAIOIINX HHTEpderic
PKCS #11 Bepcuu 2.10 u BbIIE;

— Tonnep:xka unepcoHanbHbIX cepTuukaToB u ceprudukaros Y1 B popmare X509v3

— Iloanepxke Bo3moxknoctu pabotel ¢ COC B popmare CRLV2;

— llonnepxke  pexumoB  ayreHTHukauuu IKE  mocpenctBoM — mpeaBapUTEnbHO

pacnpenenenHoro kiroua (preshared key);

[Tonnepxkke nportokosoB cemeiictBa IPsec u IKE (Bepcuit 1 u 2). IIpoTokosibl omucaHbl

HO,Z[pO6HO B HI/I)KerI/IBe,Z[éHHBIX JOKYMCHTAX.

O6wme ctaHaapTbl rpynnbl Ipsec

RFC 4301 |Security Architecture for the Internet |http://www.ietf.org/rfc/rfc4301.txt
Protocol

Psec: npotokonbl ESP n AH

RFC 4302 |IP Authentication Header (AH) http://www.ietf.org/rfc/rfc4302.txt

RFC 4303 |IP Encapsulating Security Payload http://www.ietf.org/rfc/rfc4303.txt
(ESP)

IPsec: oOMeH Knro4vyamu

RFC 2408 |Internet Security Association and Key |http://www.ietf.org/rfc/rfc2408.txt
Management Protocol (ISAKMP)

RFC 2409 |Internet Key Exchange (IKE) http://www.ietf.org/rfc/rfc2409.txt

RFC 5996 |Internet Key Exchange Protocol http://www.ietf.org/rfc/rfc5996.txt
Version 2 (IKEv2)

RFC 6290 |A Quick Crash Detection Method for |http://www.ietf.org/rfc/rfc6290.txt
the Internet Key Exchange Protocol
(IKE)

RFC 6311 |Protocol Support for High http://www.ietf.org/rfc/rfc6311.txt
Availability of IKEv2/IPsec

RFC 5723 |Internet Key Exchange Protocol http://www.iletf.org/rfc/rfc5723.txt
Version 2 (IKEv2) Session
Resumption



http://www.ietf.org/rfc/rfc2401.txt
http://www.ietf.org/rfc/rfc2402.txt
http://www.ietf.org/rfc/rfc2406.txt
http://www.ietf.org/rfc/rfc2408.txt
http://www.ietf.org/rfc/rfc2409.txt
http://www.ietf.org/rfc/rfc2409.txt
http://www.ietf.org/rfc/rfc2409.txt
http://www.ietf.org/rfc/rfc2409.txt
http://www.ietf.org/rfc/rfc2409.txt
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RFC 5685

Redirect Mechanism for the Internet
Key Exchange Protocol Version 2
(IKEv2)

http:

//WWW .

ietf.

org/rfc/rfc5685.txt

PKI

RFC5280

Internet X.509 Public Key
Infrastructure Certificate and
Certificate Revocation List (CRL)
Profile

http:

//Www .

ietf.

org/rfc/rfc5280.txt

Opyrve npotokonbl

RFC 0792

Internet Control Message Protocol
(ICMP)

http:

//Www .

ietf.

org/rfc/rfc792.txt

RFC 1777

Lightweight Directory Access
Protocol (LDAP)

http:

/ /WWW .

ietf.

org/rfc/rfcl777.txt

RFC 1155

Structure and Identification of
Management Information for TCP/IP-
based Internets

http:

//WWW .

ietf.

org/rfc/rfcll55.txt

RFC 1157

Simple Network Management
Protocol (SNMP)

http:

//WWW .

ietf.

org/rfc/rfcll57.txt

RFC 2138

Remote Authentication Dial-in User
Service (RADIUS)

http:

//WWW .

ietf.

org/rfc/rfc2138.txt

RFC 4357

Additional Cryptographic Algorithms
for Use with GOST 28147-89,

GOST R 34.10-94,

GOST R 34.10-2001, and

GOST R 34.11-94 Algorithms

http:

//Www .

ietf.

org/rfc/rfcd375.txt

RFC 4490

Using the GOST 28147-89,

GOST R 34.11-94,

GOST R 34.10-94, and

GOST R 34.10-2001 Algorithms with
Cryptographic Message Syntax
(CMS)

http:

//Www .

ietf.

org/rfc/rfc4490.txt

RFC 4491

Using the GOST R 34.10-94,
GOST R 34.10-2001, and

GOST R 34.11-94 Algorithms with
the Internet X.509 Public Key
Infrastructure Certificate and CRL
Profile

http:

//WwWW .

ietf.

org/rfc/rfc4491.txt

TepMuHbI M onpeaeneHus

RFC 2828

Internet Security Glossary

http:

/ /WwWW .

ietf.

org/rfc/rfc2828.txt



http://www.ietf.org/rfc/rfc2409.txt
http://www.ietf.org/rfc/rfc2459.txt
http://www.ietf.org/rfc/rfc792.txt
http://www.ietf.org/rfc/rfc1777.txt
http://www.ietf.org/rfc/rfc1155.txt
http://www.ietf.org/rfc/rfc1157.txt
http://www.ietf.org/rfc/rfc2138.txt
http://www.ietf.org/rfc/rfc2138.txt
http://www.ietf.org/rfc/rfc4490.txt
http://www.ietf.org/rfc/rfc4491.txt
http://www.ietf.org/rfc/rfc2828.txt
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1.2.4. MMHUManNbHbIE CUCTEMHbIe TpeboBaHUA

AnnapaTHoe obecrneucHue KOMIIBIOTCPA, HA KOTOPOM YCTAHABJIMUBACTCA KOMIIOHCHT

34CTABA-Knuenm OMKHO YAOBJIETBOPATH CIEAYIOIMIUM MUHUMAIbHBIM TPEOOBAHUSM:

Iporieccop, sxBuBanenTHsIi Intel Pentium 111, ¢ gactoroit 600 MI'11.

50 M6aiit cBOOOTHOM OTIEpaTUBHON MAMSATH.

50 M6aiT cBOOOIHOTO AUCKOBOTO MTPOCTPAHCTBA.

Pazpemienne monutopa 1024x768 nukcenei.

Ha xommbrorepe, Ha koTopsiii yctanaBnuBaercs 34 CTABA-Knuenm, nomxHa OBITh yCTaBIIeHA

onna u3 cienyronmx OC:

— OC Windows XP SP3, OC Windows 7, OC Windows 8 mardopmsi ia32 u x64;
— OC ALT Linux 6.0 mrardopmsr ia32, x64, ALT Linux 7.0 mratdopmsr ia32, X64.
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2.MogroToBKA K UCNonb30BAHUIO SACTABA-KITMEHT

Hepeﬂ HadaJIOM YCTAHOBKH HAJ0 Y6C,Z[I/ITBCH B TOM, YTO Br1 YCTaHaBJIIMBACTC

cooTBeTcTBYIOIIYI0 Bepcuto 34 CTABA-Knuenm cootBerctBytomen Bepcun OC.

Iepen ycranoBkoit 3SACTABA-Knuent HeoOxoauMo HHCTAIUpoBaTh Ha kKoMibiotep CK3U

«Kpunrollpo CSP».

A\
4\

A\
4\

UtoObl wHcTaUMpOBaTh W AeuHcTaumpoBaTth 34CTABA-Kiuenwm Bbl NOKHBI HMETh
npuBwieruu agmMmuaucTparopa OC

YocToBepuUTHCS B TOM, 4YTO JaTa, BpeMs M HACTPOWKHM YacoBOTO I0siCa IPAaBHIIBHO
ycTaHOBIIeHB! Ha Bamem kommnbroTepe. Heo0XoauMo MpaBMiIbHO ONPENENIHUTh 3T HapaMeTpHl,
MHAa4Ye MOXKET OKa3aThCs, YTO CPOK JeicTBUs Bammx ceprugukaroB ucrek, u Bel He Moxkere
ycranoBuTh 34CTABA-Kauenm

Jnuna naponst agmuuuctparopa OC, Ha kortopoit ycranaBnuBaercsi 34CTABA-Knuenm,
JIOJKHA OBITH HE MEHBIIIE IIECTH OYKBEHHO-ITU(POBEIX CHMBOJIOB

CK3U1 «Kpunrollpo CSP» nomkHO ObITh yCTaHOBIEHO C MOJACPKKON YPOBHS siipa Ui ATOTO
IIPH YCTaHOBKE MPHIIOKEHUS HEOOXOIUMO BEIOpaTh THM ycTaHOBKHM CUStOM M yCTaHOBHTH

moxayis Kernel mode CSP.

HpI/I HaCTpOﬁKe, KOH(bHprHpOBaHHH Hn CO3JaHHH IIOJIMTHKH 0€30IIaCHOCTH B 4YacTH

IU(PPOBaHUs, KOHTPOJIS L[EJIOCTHOCTH U B3aUMHON ayTeHTHU(UKAIMKM aJMUHUCTPATOp O€30MacHOCTU

AOJDKCH PYKOBOACTBOBATHCA Tpe60BaHI/I$IMI/I HACTOAIICTO JOKYMCHTA.

2.1. OC cemeunctBa Windows

2.1.1. YcTtaHoBKa 3ACTABA-KnueHm

Hnsa nacrannsuun 34CTABA-Knuenm HE0OX0AUMO MPOU3BECTH CIIEAYIONINE ICUCTBUS:

1) 3akpbITh BCE OTKPBITHIC MPOrpaMMbl Ha Bariem koMmbroTepe.

2) BeraBuTh MHCTALIAMOHHBIN auck B CD-mpuBon Bamero kommberoTepa, HalTH Manky ¢
muctpubytuBom  34ACTABA-Knuenm — u  3alyCTUTh  MPOrpaMMy — MHCTaJUIALIUU

(zastavaclient.exe). 3anycturcs Macrep Uucramuisiuu (cm. Pucynok 1).

Hns  3amycka yctaHoBKM 3ACTABA-Knuewm B pexuMe JOTUPOBAHHS HEOOXOIUMO
BOCIIOJIb30BaThCSl MHTEpQEicoM KOMaHIHOM CTpOKH U ¢ nomotibio cpeacts Windows Installer
BBITTOJIHUTH KOMaH/Y:

<nyTh K MHCTAUISIHUOHHOMY OUCTpUOYTHBY> /I*v <myTh K (aiiny snorupoBanus™>, rue: | —
yKaszaresib Ui JIOTHPOBAaHUS MpPU YCTAHOBKE, V — YPOBEHb JIOTUPOBaHUS «Verbosey. daiin
JOTUPOBAHUS ~ YCTAHOBKM  OOBIYHO  coXxpaHsercss B jaupekropum  C:\Program
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Files\ELVIS+\ZASTAVA Client c umenem vpn_agent_install.log.
[ 8] ZASTAVA Client Setup ESEER=

g SaCTaEa

Hobpo noxanosartk B MacTtep
yctaHoBkn ZASTAVA Client

PEKDMEHEL':IETCQ ZAKPEME BECE NpOrparrdel 40 HA4ana
YETAHOEK M.

Hasraume "0TreEHE", YyTolkl BEINTH M3 NPOrpatdksl YoTaHOBEM,
SATEr 3aKpOMTE BCE TEKYWME Nporpardtel. Haxmure
"Nanee", yrofel NPOJON#MTE YCTAHOBEY.

MNPEOYNPEAOEHHME: NaHHaa nporpardrda SalMl eHa

ZakoHarK 05 AETORCKE MY NP3EaR H MEROYHIPOAHEIMM
COrAaWEHHANK.

HeneraneHoe BOCNPOMEEENEHWE UAM PACNPOCTPAHEHUE

AEHHOE NPOrpatrs! Wik M0G0 && YACTH MOKET NPUBECTH K

AAMWHUCTRATMEHOMY W YronosHOMY NPEcAE00EaHMAM,
BACTA BA 6 KOTOPEIE BYIYT NPOEOGAWTECA MaKCHMANEHD HECTKO B DakK.ax

SAK0HOAATENBCTEA.

SACTABA™ s s Cad i
oprasch apst MO “SBAC-TIOC" Coopka: 6.1.15455

< Hazan [ Hanee = ] [ OTrieHa

Pucynok 1 — 3anyck Mactepa UncTamisauun

3) HO,I[TBepI[I/ITL Bamie cornacue ¢ IMPUBCACHHBIM B OKHC JIMICH3HMOHHBIM COIIAIICHUCM (CM.

Pucynok 2).
[ 1 ZASTAVA Client Setup ESEEC

nIfILI,EHSIIIOHHOE cormaweHue

Bel non#HEl COrNacHTECA C AMUEHZIMOHHEIM COrNSWEHHEM. é EEETEEE

JIMOEHSHOHHCOE COTIANEHME © xRoHeYHHM OONLIOBATENeM

. Mockea

L0 «3MBHMC-IUTHIC:, AERADmescH nDpabBoobmamaTensm
nporparmaEoTo ofecnedesma, MMENNEDD TODTOEVI MApEY

QACrTARLA™ [(nmames — mrmmmicemerl ARTamaTrmes MMAaRAM

Or NaceH

£
() A He cornacex

[Quummb l [ < Hazan ][ Hanee > ] [ OTrEHa

Pucynok 2 — OKHO ¢ JIMIIEH3UOHHBIM COTJIAIIEHUEM
4) Jns ykazaHus Tanku, B Kotopyto Oyner ycraHoBieH 34CTABA-Knuenm, Haio HaXaThb KHOIKY

«M3meHuTH» ¥ cienath BeIOOp (cM. Pucynok 3).
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15} ZASTAVA Client Setup o] @ ==

Manka

BriGepuTe nanky kuna GY0ET YCTAHOENEHD MPMADHEHHE, # EEETEBE

YWize |natallation ‘Wizard yctanoewt ZASTANVA Client B ykasaHHYD nanky.

[nA YCTAHOBKM B APUryD Nanky HaskmuTe KHonEY M steHTe" W BRIGEpMTE ApYryo
narik.y.

Bel ro#eETE HE YocTaHaBNMBaTE 245 TAVA Client, Haxae kHonky "OTrena" ana
EEINOAA 1S NPOLECCA YCTAHOEKM,

Manka

C:\Program FilessELYIS +4

[ ¢ Hazan ][ Hanee > J [ OTriEHA

Pucynok 3 — Bei0op nanku juia yctaHoBkU 34 CTABA-Kauenm
5) B okHe «BbIOOp KOMIOHEHT» BBIOpPATh MPOTPaMMHBIC MOIYJIH, KOTOpbie Bbl XxoTute
WHCTAJUTUPOBATh, HJIM OCTABUThH BCE 3HAUCHHMS 110 YMOIYaHUIO (cM. PucyHok 4).

[ {4 ZASTAVA Client Setup o) ® e

Boibop KOMNOHEHT

a
Brifepute KOMNOHEHTBI, KOTOPbIE KOTUTE YCTaHOBMWTb. ‘:A'A,. EECTEBE

Agent core files
=) v | Agent User Interface

OnucaHue KOMNOHEHTbI:
CucTemHble daiinel npoaykTa. 3ta

<=3 | Cryptoplugins KOMMOHEHTa HeoOxoaumMa ana patoTbl
= R | CryptoPro Support NpoaykTa.

. | vl Help subsystem
JaHHBI KOMNOHEHT GYAET YCTAHOBAEH Ha
NOKANEHBINA KECTKWIA AWUCK.

11 aaHHOro KoMMNoHeHTa TpetyeTcA
8862K6 Ha xecTkoM aucke.

[ Ouck ] [ OumcTue ] [ < Hazaa ][ Nanee > ] [ OTmeHa ]

Pucynok 4 — Beibop ycranaBnuBaeMbix KoMIOHEHTOB 34 CTABA-Kiuenm
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6) Ecnu B Bamieit OC ne ycranosien kommoHeHT SNMP (Simple Network Management
Protocol), To mosSBUTCS OKHO ¢ COOTBETCTBYIOIIMM MpeaynpexacHuemM (cMm. PucyHok 5).
MOHO TPOAODKUTh MHCTAIUILNIO, HAXaB KHONKY «OK», nubo, mpu HEOOXOTUMOCTH
ucnonp3oBanus SNMP-¢ynknmii nientpa ynpasinenus nonutukamu (LIYII), mpepsatb

MHCTAJUISIUIO U YCTAaHOBUTH TpeOyemble KoMInoHeHThl OC corfiacHO MHCTPYKIIUU B OKHE.

@ ZASTAVA Client Setup npegynpexaeHne o @] =

SNMP Agent komMnoHeHTa He GYAeT YCTaHOBNEHa, T.K. Windows
SNMP komnoHeHTa oTcyrcTeyYeT B cucTeme. CnegosarencHo, Gyaet
HeaocTynHa HekoTopas SNMP eyHkuuoHaneHocTe. Ecau Bel xoture
WCNONb30BATE BCHO dyHKUMOHanbHocTe SNMP, Bam Heobxogumo
BLIMTU W3 YCTAHOBKM, YCTAHOBUTE Windows KomMnoHeHTy 'Simple
Network Management Protocol' 1 nepesanycTute YcTaHoOBKY.

Pucynok 5 — [penynpexaenue o HeycTaHOBICHHOM KomnoneHnte SNMP

7) Ecnu B Bameit OC aktuen bpanamaysp Windows, To He0O6xX011uMO0 100aBUTh KOMIOHEHT
34CTABA-Knuenm B CHHUCOK €ro HCKIIOYCHHMI, IS JTOr0 HAJ0 OTMETHTH

COOTBETCTBYIOLIMH (Iar U HaxaTh KHOTKY «Jlanee» (cM. PucyHok 6).

5 ZASTAVA Client Setup o B [
FOTOBbI K YCTAHOBKE NPUAOKEHUA a
Hasrure kHonky "“Hanee”, yrobel Ha4aTe YCTIHOBKY. =AA. EECTEBE

Yrobbl NPOCMOTPETE WM M3MEHWTL NAPAMETPbI YCTAHOBKM, HaKMUTE
"Hazan". Haxmure kHonky "0TMeHa'" 4na BbIX0AaE W3 NPOrpaMmbl.

BHWUMAHWE: Tekywan KoHPUrypauma cCUCTEMBI MOKET NPENATCTEBOBATL
HopManeHok patiore ZASTAYVA Client. [Mporpamma YcTaHOBKM MOXKET BHECTU
HEOOX0AUMBIE W3MEHEHWUA B KOHPUrYpauMIo CUCTEMBI:

[V] DoGasure ZASTAVA Client & cnvcok ucknouerui Bpanamays pa Windows.

l < Hazaa I[ Nanee > J l OTmeHa ]

Pucynok 6 - Jlo6aBnenue 34CTABA-Knuenm B ciucok uckimodenuit bpanamayspa Windows

8) Ilocne 3aBeplIeHUs] HHCTAUISAIMY Ha)XaTh KHONKY «I'0ToBOY» (cM. PucyHOK 7).
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[ 1 ZASTAVA Client Setup (S

ZASTAVA Client 6bin ycnewHo
YCTaHOBNEH.

é§ SaCTEEE

Hasraume kHonkyY 'ToToEn'' 007 S33EEPWEHMA YCTAHOEEK M.

3ACTABA 6

LETABA™ servmeres sapeearrpupcaand
Toprowsh Mipmod M0 " SMRMC-MINCE"

[oToED

PucyHnok 7 — 3aBepieHue yCTaHOBKH

9) Ilpu HEOOXOAMMOCTH Tepe3arpy3uTh KOMITBIOTED.

B rteuenue uncramauuu 34CTABA-Knuenm, copepXuMoe caMoM3BIIEKarolerocs (aiina
zastavaclient.exe u3BiekaeTcs Bo BpeMeHHbIN katanor. OObI4HO, 3TOT KaTaior c¢:\Documents
and Settings\<user_name>\ Local Settings\Temp; Bbl MoxeTe NpoBepUTh 3TOT IYTh,
ucnone3ys Start—Settings—Control Panel— System— Advanced—Environment Variables.
OOBIYHO, 3TH U3BJICUECHHBIEC (ailiIbl aBTOMAaTHYECKH HE YOANSIOTCS TOCIE MHCTALISAINU. BhI
MOYKETE yIAINTh 3TH (aiiiIbl BPYYIHYIO, KOTJIa HHCTAJUTSIINS Oy/IeT 3aKOHUYEHA.

& 34CTABA-Knuenm conepxxut Application Proxy Moaynu st Heckosbkux mpotokosoB (FTP,

SOCKS, HTTP). ITostomy, ecnu B Bameit OC yxe NMpUCYTCTBYIOT CEpBEpHI JUIS JaHHBIX
MPOTOKOJIOB, TO mocie uHctausauuu 34 CTABA-Knuenm BO3MOXEeH KOHQIUKT IOPTOB, M3-3a
4ero nanHbie cepBepnl wiu Application Proxy cepsepst 34 CTABA-Knuenm MOTyT OKa3aTbCs
HEPaOOTOCTIOCOOHBIMHU.

2.1.2. OoHoBneHue 3ACTABA-KnueHm

34ACTABA-Knuenm moanepXuBaeT MPOLEIYPY aBTOMAaTHYECKOTO OOHOBIICHUS (HACTPONKH
JTaHHOM mpoueaypsl B rpadpudeckom unrepdeiice 34 CTABA-Knuenm onucansl B 11.3.8.5, HacTpolika ¢
MOMOIIBI0 YTWJIMTHI KOMaHIHOW CTpoku omucaHa B 1. 5.3.10), xoropas mo3BOJseT 3arpyxarb U
yctaHaBnuBath cBexue Bepcun 34ACTABA-Knuenm. KondurypupoBaHue aBTOMATHYECKOTO

OOHOBJICHHSI MOXKET BBINOJHATHCS Kak uepe3 JoKajdbHble HacTpoiiku 34ACTABA-Knuenm, Tak u
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HeHTpan30BaHHO — uepe3 34 CTABA-Ynpaesnenue, korna Hactpoiiku yka3biBatotcs B JIIIb 34CTABA-

Kauenm.

[Ipu BKIIOYEHUHM peXHMa aBToMaTtudyeckoro oOHoBieHust 3ACTABA-Knuenm Oynet
MEPUOJIMYECKH CBS3BIBATHCSA C YKAa3aHHBIM CEPBEPOM, COJCPKAIIMM OOHOBICHMS (JaHHBIA CepBeEp
MOJKET pacIoJiaratbCsi B JJOKaJIbHOH ceTu win B ceTu MHTtepHert). Ecnu Ha cepBepe BbUIOKEHA HOBast
Bepcus 34ACTABA-Knuewm, TO Oyner 3amylmieH Tmpoiiecc OOHOBIeHUs (CkauuBaHue aiiia
OOHOBJICHUS, JEUHCTAIUISIMS TEKYIIEH BEPCMU W WHCTALISIUS HOBOW, C COXpaHEHUEM Bcei

nH(pOpMAIUU O HACTPOUKAX).

B 3aBucumoctu ot Hactpoek B JIIIb 34ACTABA-Knuewm mpouecchl CKauMBaHUS U
WHCTAIISIUU OOHOBIIEHUI MOTYT BBIMIOJIHATHCA JTMOO MOJHOCTHIO aBTOMAaTHYECKH, JTUOO MO KOMaH/Ie
MOJIb30BATENs HITU cepBepa oOHOBIeHH. KpoMe Toro, moaiepKuBaeTcss MHCTAUIALUS OOHOBIICHUN IO

pacIucaHuo.

s yenemnoro aBromaruueckoro oOHoBieHUst 34ACTABA-Knuenm tion ynpasinenuem OC

Windows XP Heo0Xx011uMO0 BIOpPAaTh COOTBETCTBYIOIINE MTAPAMETPhI TOAMUCHIBAHUS IPABEPOB:
1) OrtkpsiTh MeHIO «ITyck», BEIOpaTh CBOWCTBA Manku «Moil KOMITBIOTED.

2) BsiOpath Bkianky «OOopynoBanuey, B paszaene «/lpaiiBeps» BbiOpaTh «lloanuceiBanue

JPABEPOBY.

3) B okne «IlogmuchiBaHue apaiiBepoB» BbIOpaTh MyHKT «IIpomyckat — ycTaHaBIMBATh

nporpaMMHOe 00eCIiedeHUEe U He 3alpaliuBaTh yTBepKaAeHus» (cM. PucyHok 8).

[MapameTpbl NoANMCEIBAHMA ApakBe pa @

B npouecce ycTaHOBKK 060py A0BaHKA cMcTeMa Windows MoxeT
oBHapy¥MTE NporpammHoe ofiecneqeHue, He Npowealles TecT
COOTEETCTEMA Windows Logo, ((loYemy 3TOT TECT Ba¥eEH.)

Kakue aAeHcTEMA 0T cHCTeMbl Windows Bbl 0xMAaETE?

($)TIponycKaTk - YCTAHABNMBATE NPOrpaMMHOE oBecredeHte 1 He
aNpaWMBaTh Y TEEDXAEHUA

() NpeaynpexaaTe - Ka¥AblH pas NpeAnaraTe BbIGOp ASHCTEHMA
() BAOKHDOBATE - 38MPETHTE YCTAHOBKY HENOATMCSHHOr 0 Apaiisepa
NporpamMMHora ofiecneqeHHa

A AMUHUCTPATHEHBIN NapaMeTp

Mcnonb30BaTe AEHCTEHME B KGYECTBE CUCTEMHOMO MO YMONYaHHHD

[ OK ][ OTMEHS ]
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Pucynok 8 — IlapameTpsl moanuchIBaHUS JpaiiBEpPOB

OOpamenne kK cepBepy OOHOBICHHMH MPOMU3BOJAUTCSA MO OTKpbIToMY mpoTokory HTTP. Ilpu
HEOOXOAMMOCTH 3alUThl JAHHOTO COEJUHEHUS MOYKHO BOCIOJIb30BATHCSA IITAaTHBIMU
cpencrtBamn MKEND.00433-01 TIK «VPN/FW «3ACTABAY, Bepcusi 6 (co3nats B LleHtpe
Vupasienus noiautukamu (L[YII) 34CTABA-Ynpasnienuss mpaBuiio UIs 3al{UIICHHOI'O
coeauHeHust Mexay naHHbIM 34 CTABA-Knuenm n cepBepoM 0OHOBIICHHS).

2.1.3. HOewunHctannsauuma S3ACTABA-KnueHm

s ynanenust 34ACTABA-Knuenm n3 OC Windows Hago 3aKpbITh BCE MPOrpaMMHBIE OKHA
34ACTABA-Knuenm u 3ateM npousBectu AeuHctamuiaunio 34 CTABA-Kiuenm, NConb3yst ”HCTPYMEHT
«YcraHoBKa M yzaaineHue nporpamm» B Ilanenu ynpasnenus. Bece xomnonentsl 34 CTABA-Knuenm

6y,Z[YT IMMOJIHOCTBIO YAAJICHBI, IIEPE3arpy3uTh KOMIIBIOTED.

2.2. OC cemenctBa ALT Linux

Wucramisimonnsie naketsl 34CTABA-Knuenm mis OC ALT Linux 6 mpeacraBisioTcs B
Buze ¢aitnos ¢ pacmupenuem .rpm: ZASTAVAclient-<version>-alt27.i386.rpm — 32-6utHas Bepcus,
ZASTAVAclient-<version>-alt31.x86_64.rpm  —  64-OmrHas  Bepcus.  IIpemocTaBisieMble

WHCTAJUTSIIIMOHHBIC TTAKEThl COOMPAIOTCS O Sapa:

—  2.6.32-el-smp-alt31.M60C.1,
—  2.6.32-ovz-el-alt40.M60P.2,
—  3.0.26-alt0.M60P.1.

Z[J'ISI C60pKI/I HHCTAJUIAMUOHHOI'O ITaKETa MOA OTIMYHBIC OT HNPUBCACHHLIX BBIIIC SAACP, HATO

obOparutbes K 11. 2.2.4.

2.2.1. Wuctannauua 3ACTABA-Knuenm
Wncrannsauus 34ACTABA-Knuenm TpOU3BOJUTCS HAa KOMIIBIOTEP, KOTOPBIA HE COJEPIKUT
cpeny KOMIWISIMU U cOOpKH U padoraer Ha Toit Bepcueii siqpa OC ALT Linux 6, asst KoTopoii Obut

IIOJIYUYCH WHCTAUIAAOHHBIN IakeT. MHCcTamamus 3aITyCKacCTCA KOMaH/ 0.

rpm —i <OyTh K MHCTAJJISLUMOHHOMY IakeTy>

2.2.2. ObHoBneHue 3ACTABA-KnueHm

Oo6nosnenune 34CTABA-Knuenm 3amyckaeTcsi KOMaHIOM:

rpm -U <OyTb K MHCTAJIJIALUMOHHOMY IMaKeTy>

2.2.3. OevHctannauua 3ACTABA-KnueHm

Heuncramnsauus 34CTABA-Knuenm 3anmyckaeTcsi KOMaH 10!
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rpm —-e <NOyTb K MHCTAJIJIALMOHHOMY IlakKeTy>

2.2.4. PykoBoACTBO No COOpKe MHCTaNMALUMOHHOIO nakeTa

Jyis cOOpKH MHCTAJUIAIIMOHHOTO TIaKeTa ApaiiBepa vpnpcap U KPUMITOIUIATHHA U3 HCXOTHBIX
KOJZIOB ucnoib3yetcst cpena coopku RPM. Mcxonubie koAbl IpaiiBepa vpnpcap W KpUNTOIUIaruHa
IIPEIOCTABIIAIOTCA B BHae (aiina ¢ pacmmpenuem Src.rpm: ZASTAVAclient-drv-<version>.src.rpm.
ITocne ycranoBku ¢ kommakT-gucka OC ALT Linux 6 HeoOX0aMMO HACTPOHTH COOTBETCTBYIOIIHE
APT-peno3utopun, 0OOHOBHUTH CIMCOK JOCTYIMHBIX W3 HUX MAKETOB, U YCTAHOBUTH MAKEThl rpm-—
build u kernel-headers-modules (ycraHaBiauBaercs maker kernel-headers-modules
toit Bepcuu simpa OC ALT Linux 6, mms koTtopoii coOMpaeTcss MHCTAILIAIMOHHBIN MaKeT apaiBepa
vpnpcap M KpPHUITOIUIarnHOB). Takke HEOOXOIMMO YCTAaHOBUTH cOOpaHHBIN makeT apaiiBepa CK3U
«Kpunrollpo CSP» B 3aBucuMoctu oT KoMiuiekTanuu u ucnoianenus [IK « VPN/FW «3ACTABA» u
N00aBUTH B TAOJHILY IKCIOPTUPYEMBIX CUMBOJIOB sapa OC, CUMBOIBI, IKCIOPTUPYEMBIE U3 MOJYIS

siapa nposazepa CryptoPro CSP (drvcsp . ko), Hanpumep, Tak:
cd /opt/cprocsp/src/drtcsp; bash ./gensyms.sh

C6op1<a HHCTAJJLIOMOHHOI'O IIaKCTa npaﬁBepa vpnpcap "W KpUITOIUIarnHa 3allyCKacTCAd

KOMAaHIOM:
rpmbuild --define "autostart mode " --define "cpro symbols " --define
"kernel release " --define '"pcap smp " --define “cpro release "

ZASTAVAclient-drv-<version>.src.rpm
[TapameTpsi cOOpkHu:

autostart_mode — YHOPAaBJACT 3aIlyCKOM ITOCJIC MHCTAJUIAINU, IPUHUMACMBIC 3HAYCHUA:

1 — He yCTaHaBIMBATh KPUIITOIUIArMH M HE 3arpykarthb JpaiiBep vpnpcap (Hampumep, AJs
YCTaHOBKH MMOJl chroot),

2 — yCTaHaBJIMBaTh NPUHYAUTEIBHO KPUNTOIJIATMH U 3arpyKaTh JApanBep vpnpcap.

bes mapamerpa autostart mode aBTOMAaTW4ecKH OIpEAENAeTCs HEOOXOAMMOCTh
YCTaHOBKHU KPUIITOILJIATMHA U 3aIlyCKa ApaiBepa vpnpcap.

cpro_symbols — yKa3bIBaeT MOJIHBIM ITyTh K CHMBOJIAM DKCIIOPTUPYEMBIM U3 MOAYJIA sAApa
npoBajepa CryptoPro CSP (drvcsp. ko), Hanpumep, /opt/cprocsp/src/drtcsp/Module.symvers.

kernel release — ykaspBaeT Bepcuio sapa OC ALTLInux 6, nmst kotopoit codupaercs

MHCTAIAIIMOHHBINA ITaKeT L[paﬁBepa vpnpcap U KpulToIrviaruHa.
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pcap smp — yKasplBaeT coOHpaTh JpaiiBep vpnpcap ¢ TpeJaMd Wi 0e3 HHX,
MIPUHUMAEMbIC 3HAYCHUS
0 — 6e3 TpenoB,

1 — ¢ Tpenamu.

[Ipn m060M ApyroM 3Ha4e€HHHU MapameTpa pcap Smp WIK €ro OTCYTCTBHU aBTOMAaTHUECKU
oTpeseNisieTcs: HeOOXOAUMOCTh COOpPKH JpaiiBepa vpnpcap ¢ Tpeaamu win 6e3 Hux. Ecmu simpo
cobpano ¢ mogaepxkkoir SMP — To npaiiBep vpnpcap OyaeT ¢ Tpeaamu, eciu 6e3 noiepxku SMP —

TO ApaiiBep vpnpcap Oyzaer 6e3 Tpeaos.

cpro release - ykasbiBaeT cyddukc apaiiBepa cp_plg cpro B 3aBUCUMOCTU OT BEPCHU

CryptoPro CSP, npuHMMaeMble 3HAYCHHUS:
e 36r2 nusa CryptoPro CSP 3.6 R2
e 36r3 musa CryptoPro CSP 3.6 R3
e 40 mnsa mia CryptoPro CSP 3.6 R4, 3.9, 4.0

Ecnu 3HayeHne cpro release He 3a/aHO, TO 110 YMOJIYaHUIO, CPro release paBeH

40.

[Tpumep cOopku apaiiBepa vpnpcap U KpUNTOIUIATHHA!

rpmbuild --rebuild --define "autostart mode 2" -—-define
"cpro_ symbols /opt/cprocsp/src/drtecsp/Module. symvers" --define
"kernel release  2.6.32-ovz-smp-alt8" --define "pcap smp 0" --define

“cpro release 36r3” ZASTAVA-drv-<version>.src.rpm

B pesynbrare Oyner cobpaH apaiiBep vpnpcap M KpUITOIJIaruH 6e3 TpeaoB ¢ (QyHKIueH

MPUHYIUTETFHONW YCTAaHOBKH KPUIITOIUIATHHA W 3arpy3Ku ApaiiBepa vpnpcap s sapa 2.6.32-0vz-

smp-alt8 OC ALTLinux 6 u CryptoPro CSP 3.6 R3.
WNHcTamsmus coOpaHHOTO MakeTa 3amyCcKaeTcsi KOMaH I0M:

rpm —i <noyTes k coOpaHHOMY MakeTy>

2.2.5. WnTerpauna 3ACTABA-KnueHm ¢ cucteMHbiMm SNMP-
cepBUCOM

[Tpu HEOOXOAUMOCTH TONy4YaTh C Aeenmos CTaTUCTHKY 1o mpotokony SNMP (net-snmp),

HYKHO 3aperucTpupoBaTh 0MOIMoTeKy pacuipenus cepsuca snmpd (MIB-moayins). Jlinst aToro Hazgo:
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1) Onpenenuth nyTh K aitny snmpd.conf. Ecnu ¢aiia HeT, HECOOXOIUMO €ro Co3/1aTh

(oOparHTech K TOKyMEHTALUHU 110 snmpd).

2) B ¢aiin snmpd. conf 106aBUTH CTPOKY:

dlmod snmpagent /opt/ZASTAVAclient/lib/libsnmpagent.so
3) Hatb komaHay snmpd Uit MOATPY3KH MOAYJIS PACHIHMPCHHS:

/etc/init.d/snmpd restart

2.3. BoccraHoBneHue 3ACTABA-KnueHm

[Tposepka nenoctoctu mporpammuoro obecrieuenus (I10) kommonenta 34 CTABA-Knuenm
OCYIIECTBISICTCA IyTEM CPAaBHEHUS 3HAYEHUS KOHTPOJBHOH CyMMBI, KOTOpPOE 3amucaHo B aiine
filelist.hash, nns mamnoro aiina, ¢ Tekymum 3HadeHueM. [Ipu HecoBHaJeHUM 3HAYCHUU BBIIACTCS

COOTBCTCTBYIOLIICC MMPCAYITPCIKACHHUC.

[TpoBepka KOHTPOJBHBIX CYMM MPOU3BOJHUTCS B MpoOLecce 3arpy3KH CiayxObl vpndmn, mpu
npoBepke wnenoctHoctd [0 mpous3BOOUTCS JOTHPOBAaHWE B CHCTEMHOM >KypHaie W B (aiine
vpn_init.log.

IIpu mHapymenun uenoctHoctu ciuyx6a 34ACTABA-Knuenm He 3amyCTUTCS, 4TO

CBUIACTCIILCTBYCT O HAPYIICHNUHN KOHTPOJIbHBIX CYMM nporpaMMHoﬁ qacCTu.

[TpoBepUTh KOHTPOJIBHBIE CyMMbI MOKHO, 3allyCTHB B KOMaHJHOM HHTeppeTatope cmd.exe
yruiity icv_checker, Haxoxaduyrocsa B rmaBHOW aupektopuu 34 CTABA-Knuenm. JIns IpOBEpKH
nenoctHoctn IO HeoOXoaMMO BBINONHUTH KOMaHAy icv checker filelist.hash, rze:

filelist.hash - gaiin ¢ TexkynM 3HaUEHHEM KOHTPOJIBHBIX CYMM.

Jlnsa BoccraHoBieHust pabdotocrnocobHoctH 34CTABA-Knuenm HEOOXOAUMO NPOU3BECTU

JEUHCTAUIALMIO ¢ ocnenyromeit nncramnsiune 34 CTABA-Knuenm.

2.4. 3anyck rpacgpuyeckoro uHrepcenca (GUlI) S3ACTABA-
KnueHm

Cucremnsie Mmonynu 34CTABA-Knuenm 3amyckaroTcst aBTomarndecku mpu 3arpyske OC u

paboTar0T NOCTOSAHHO B (POHOBOM PEXHUME.

1) IIpu HeoOxoauMocTH, Bbl MoxeTe oTKpbITh rpaduueckuit uHTepdeiic 34 CTABA-Knuenm

CIIeTyIOIUM 00pa3oM:
— B OC Windows BBITOITHITE KOMaHTy Ye€pe3 MEHIO:

— Ilyck = Iporpammsl 2> ELVIS+ = ZASTAVA Client > VPN Agent, nu0o HaxkaTh

JABa>Xbl HA HKOHKEC ~ B CUCTCMHOM TpEC.



23
MKEI0.00435-01 32 01

— B OC Linux BeimosiHuTh KOMaHay /opt/ZASTAVAclient/bin/vpnagent

1) s yenemnoro oroOpaxkenus rpahudeckoro Moaysist kKomnonenta 34 CTABA-Kuuenm B OC
Linux Heodxomumo ucnosp3oBatk OC ¢ yCTaHOBICHHBIM IPadHuECKUM OKPYIKCHHUEM.

2) TosiButcst [lanenv uncmpymenmos, ¢ TOMOIIBIO KOTOPOH Bbl MOXeTe ycTaHaBIMBAThH

napametpbl 34 CTABA-Knuenm.

[MonpoGuocTu o Ilanenu uncmpymenmos u €€ 0COOEHHOCTAX CM. B mojapassene 3.1.

2.5. KoHdurypuposaHume 3ACTABA-KnueHm

Bosmoxnoctu 34CTABA-Knuenm nipyu KOHGUTYPUPOBAHUU!

— 3ACTABA-Knuenm MoOXeT OBbITh CKOH(UI'YpUPOBaH II0OC/IE€ YCTaHOBKM C IIOMOIIBIO
rpaduyeckoro uutepdeiica (GUI - Graphical User Interface) 34CTABA-Knuenm, xax

OIIMCAaHO B pa3aciie 3um c MMOMOIIbI0 KOMaHHOM CTPOKH, KaK OIIMCAHO B Pa3aciic 5.

— Ilpu nepBom 3anycke 3ACTABA-Knuenm HEOOXOAMMO CO34aTh YYETHYIO 3aIUCh
anMUHHCTparopa. [lnMHa mapois aAMUHHCTPaTOpa JOJDKHA OBITh HE MEHBIIEC IIECTH
OyKBeHHO-IIM(POBBIX cMMBOJIOB. [Ipoieaypa co3nanus y4eTHOH 3amucu AIMHHUCTpPAaTOpa
c momoImipio Tpadudeckoro uHTep(eiica onmucana B 1. 3.8.4. Takxke ydeTHas 3aIuch
AI[MI/IHI/ICTpaTOpa MOXHO CO31aTb C IIOMOIIBIO KOMaHI[HOﬁ CTPOKH, KaK OIIMCAaHO B

paznene 5.

2.6. bbicTpoe BkntoyeHne 3ACTABA-KnueHnm B paboTty C

nomouwbio rpacduyeckoro uHTepdenca

Jns Opictporo 3anycka 34 CTABA-Kauenm B paboTy HEOOXOAMMO BBIOIHUTD CIIEAYIOIIEE:

— HOJ'Iy‘II/ITB " INOAKIIFOYUTHE HOCHUTCIJIb C IEPCOHAJIBHBIM CepTI/Iq}I/IKaTOM K KOMIIBIOTEPY C

YCTaHOBJIIEHHBIM KOMIOHEHTOM 34 CTABA-Knuenum,

— 3apeructpupoBath ceptudukar Ymgocrosepsitomero 1entpa (YL[) - wu3marens
MEePCOHANBHOTO CcepTU(UKAaTa WIM BCIO TPACTOBYIO IEMOYKY CEpTU(UKATOB, €CIU

nepcoHANbHBIN cepTuduKat u3gad [lomunnennsm Y1

— Co3znaTh U aKTUBUPOBATh KOH(UTypanuio ans noakimouenus k LIYTI.



24
MKEI0.00435-01 32 01

K sromy mMomenty Bam Aeenm nomxen ObiTh co3man B L[VII kak XocT 6e30MacHOCTH WK
& MOJIb30BaTeIh C CcepTU(HUKATOM, C OTTpAHCAUpPOBaHHOWM wu akTuBuUpoBaHHOW JIIIB.
AnmuHHCTpaTOpoM Oe3omacHOCTH BaM JomkeH ObITh BBIIAaH HOCUTENh C KOHTEHHEPOM
Bamero nepcoHanbHOro ceprugukara, B KOTOPOM JOJDKEH OBbITh MHCTAJUIMpoBaH Bam
OTKPBITBIA KiII04U M aitnel ceptudukaroB. CK3U, ycranonenHoe Ha Bamem xommbrorepe,
JOJKHO 00ecrieuuBaTh MOJAEPKKY HOCUTENS ¢ BammM nepcoHanbHbIM cepTU(PHUKATOM.

[Topsimok 6picTporo BratoueHus B padory 34CTABA-Knauenm ciemyroniui:

1) [ToAKIIOYNTE HOCHTENIb C KOHTEHHEPOM K KOMIBIOTEpY. YOeauThcs B TOM, uTo Bamn
cepruukar nosBuiics B 3ACTABA-Knuewm. ]JIns 3TOro HEOOXOIUMO OTKPBHITH OKHO
«Tokenb» u yoemutbcs B ToM, 4Tto B aepeBe Builtin CryptoPro Module nosiBuics Barn

nocutenb (cMm. Pucynok 9).

== ZASTAVA Client - Toxenbi d -10| x|
E} Builtin Module NapameTp | S l
¢ SoftToken common
[} Builtin CryptoPro Module Cratyc Logged In
Wma REGISTRY\\user2
[=} Builtin Roots Module Moaens \user2
~ Trusted Certificates token Mpouss0AUTEND ELVIS-PLUS
Bepcusa Hardware 2.0
Bepcua Firmware 3.0
CepuitHbiit N2 €55737562723
3arpysutb Log Out I CMeHUTb Naponb I WHuwannsuposaTh | ObHoBUTL

PI/ICYHOK 9- [TogxmroyeHne HOCUTEA C CCpTI/I(bI/IKaTOM 1 KIII04YaMHu
O,[[HOBpeMCHHO B OKHC «CepTI/I(l)I/IKaTBI U KI4Yd» nosBuica Bam HepCOHaJ'IBHHﬁ

ceprudukat Bo Bkianake «[lepconanbubie» (cMm. Pucynok 10).

['=] ZASTAVA Client - Ceprudukatsl u Ktoumn

Ceptudukatr  lNMomowys

5 & BB X @

WMnopt Preshared 3anpoc 3kcnopt Yaanute OBHOBUTL

MepcoHansbHbie } JoseperHbie l MpoMexyToYHbIE I Mpouwme I CRL Preshared '
Wma snagensua Kem BbigaH TokeH
C=RU,CN=userd ptopro.ru, C=RU O=CRYPTO-PRO,CN=Tes... HEEHJ

Pucynox 10 — ABromarnyeckoe 100aBiIeHHEe cepTH(PHUKATAa U3 HOCUTENSA

2) 3apeructpupoBatb ceprupukarsl YL

— OTKpbITh OKHO «CepTu(UKaThl ¥ KIIOUW» U HaXaTh KHOMKY «MmopTy.
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— B oTkpeIBIIEMCS OKHE HaBUraTopa OTKPHITH (aiil ¢ KOpHEBBIM cepTuukarom YII.
Kopuesoii ceprudukar YL nomxeH ObITh 3aperuCTpUpOBaH Kak «J/{oBepeHHBII» Ha

ycrpoiicte Trusted certificate token (cm. Pucynok 11).

[=] Beibepute ceptudmkatel ans umnopta

Bb|6epre CEDTMd}MKaTbI, noanexawme MMnNopTy, 1 HeobxoauMble onLm,

@osepem—iblﬁ ¥ | Trusted Certific... E=info@crypto... E=info@crypto... 04.10.2014 11:0... 698403286AA65...

Pexxum nmnopta  Ycrpolicteo Wma enagencua Kem eeigan Aeictentened go CepuiiHblil HOME|

[ Oanee > J [ OTMEHUTD }

Pucynok 11 — Hactpoiiku B okHe «Ceprudukar/Macrep Kirouein» npu umnopte ceprudukara Y1

A\
A\

— B crnenytomem oxne nauanora BBecTH PIN-xom Trusted Certificate TokeHa (cm.

Pucynox 12).

i BEEAMTE Napoib a MW x|

TokeH: Trusked Certificates token; 20092009

Hapnnb:l

| CoToEo I OTHMEHHTE

Pucynok 12 — OxHo 111 BBOJIa TApOJI TOKEHA

[IpenycranoBnennoe 3Hauenue PIN-koga Tokena — 12345678.

Ecnu mepcoHanbHbli cepTudUKaT H34aH KOpHEBbIM YII, TO 3TOro J0CTaTouHO, €ciu
nomuuHeHHBIM YI[ - TO B mo00#  mociienoBaTtelbHOCTH  KOMaHAOH  «MMmopT»
3aperucTpupoBaTh Bce mpomexyTouHble ceptudukarel. [lpu stom 34CTABA-Knuenm
OIpeJieNIeT TUIl CepTU(HKATA U KIAJET €ro B HY)KHOE XpaHHJIHUIIIE.

3) Moaxmounthest k LIYTI, mis aToro Hamo:

— OTKpBITL OKHO ((praBJ'IeHI/Ie MNOJINTUKaAMMW», OJIA 3TOI'O HeO6XOI[I/IMO HaXaTb KHOIIKY

«[Tomutuka» Ha llanenu uncmpymenmos (cM. Pucynok 36).

— B okxHe «YmpaBieHHE NOJIUTUKAMU» IIPOU3BECTH HACTPOMKY I1apaMETpPOB CHUCTEMHOMU
nonutukd. W3 nepesa moiautuk BeIOpaTh THN «llomuTHKa moiab30BaTENsH» U JBOMHBIM
HakaTHeM Ha Hell JIeBOM KHOIMKOW MBIIIY, B MOSBHUBIIEMCS OKHE BBECTH HEOOXOAMMBbIE

HaCTpOﬁKH HJIK Ha’KaTb KHOIIKY «HpaBKa» " UCIIPABUTDH ﬂeﬁCTBYIOIHyIO MOJINTHUKY:

— B mone  «McrouHuk»  BbIOpaTh ~ WCTOYHUK  MPOTPY3KH  TMOJUTUKH — —

«CepBep+CepTudurary.

— B none «Cepruduxar» BeiOpaTh Bamr nepconanbublii ceprudukar (cm. Pucynok 13).
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— B none «Cepep(bl) HOTUTUK» BBECTH aJIpec cepBepa MOJUTHKU. Ecian He yka3aTh mopt

cepBepa, To bepercs 3HaueHue o ymoruanuto (500).

— Ecnu nepcoHalbHBIN cepTUUKAT OAWH, TO MOKHO B OTOM II0JIC OCTaBUTh 3HAYCHUE

«JIr060i1 mepcoHambHBIN cepTH(UKATY.

— UYroOb1 HacTpouth noaydenue JIIIb ¢ cepBepa MOMUTHKH HEOOXOAMMO BBECTH B MOJIE

«Cepgep(p1) monutux» [P-anpec(a) cepsepa, ¢ KoToporo OyAeT MmoayyeHa MOJTUTHKA.

— Jlns morupoBanus coobmenuii npu nepenade JIIIb ¢ cepBepa MONIUTUKH HEOOXOAMMO
BBIOpaTh ypOBEHb JIOTHPOBaHUS B Moje «YPOBEHb Jiora», MHoapoOHee 00 ypoBHE

norupoBanus cM. 1. 3.8.1.1.

WcTouHmMK: ICepBep + CepTudmkaT LI

CeptudmkaT: ICN=ZASTAVAdient (GOST R 34.10-2001) noanucad CN=CproCA2012 LI Oetanm,..

Cepeep(bi) NOAMTUK: | \110.111,10.187

YpoBeHb nora: |C06bm1q

IKEv1 Pexum: |OCH03H0F4 PEXMM

Timeout I 10 (cex.)

WaeHTudmkaTop IKE
Tun: IDN

Mwuu|_|§

3HayeHue: |C=RU,O=OAO ENBWC NMKOC,0U=0Taen paspaboTtku NO,CN=ZASTAVAdient

[oToBO I OTMEHUTE I

Pucynok 13 - JIo6aBiieHne mapaMeTpoB MOJUTHKH it iporpy3ku JITIB B okHe «ONiuu MOTUTHK

— B cexmun «Maenatuduxarop IKE» BoiOpate TN wuueHTHdUKaTOpa AN TPOTPY3KU
MOJINTUKH, KOTOPBIN AOJKEH ObITh coryacoBaH ¢ LIVII.

— BriOpate co3maHHY0 MOJIMTHKY M HaXaTh KHONKY  «AKTHBHPOBaTh»  Ha
Uncempymenmanvrou nanenu.

— Aeenm HauMHAEeT MHUIMHPOBATH CO3JaHME 3AIIMIICHHOTO COEJUHEHHUS C CEpBEPOM
LVYII. B mnpomecce co3maHusi COEIWHEHUS TIPH OOpalleHWd K TMEPCOHATHBHOMY
ceprudukary Oyner 3anpoineH naposb (PIN-kon TokeHa) XpaHWIHIA TEPCOHATBHOTO

ceptudukara (cM. Pucynok 14).

[Ipu mepBoM oOpaleHnu A7 JOCTyNMa K XPaHWIUILY KOHTEHepa BBIAAeTCS OKHO BBOJA
napoiist (PIN-xkoma) ¢ diaarom «coxpaHuTh mapoib AJs JATBHEWIINX coenuHeHui». Eciu He
YCTaHOBUTH (pyiar, TO BBEIEHHBIM MM Mapoyib OyAeT COXpaHeH, U He OyJeT 3ampaliuBaThbCs
NpYA YCTAaHOBJICHUHM TOCJIEIYIONNX COEAWHEHWA /O TMepe3amycka CIyk0bl vpndmn.exe
Aeenma. Ecnn ycTaHOBUTH (piar, TO mapoib OOJbIIe 3apalIuBaThCs He Oy ieT.
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& BeepuTe naponb x|

TokeH: ETOKEM_Java_0040712F,CC000027: 00407 12F

Hapnnb:l

[” CoxpanMTe Napons AnA Gy AYILHE COEAHHEHHE

CoToED OTMEHHTE |

Pucynok 14 — BBoa mapodst TOKeHA P CO3JaHUH 3aIIUIIICHHOTO COCTUHEHUS

— Bgectu Tpebyemsrii maposs (PIN-kox TokeHa).

— Ilocne ycranoBieHus coequHeHUs] B ”HGOPMAIMOHHOMN cTpoke [lanenu uncmpymenmos

nosiButcst nHGopmarus o nporpyske noiautuku u3 LIYII (em. Pucynok 15).

& —— N
ZASTAVA Client - MNanens ynpasaerus (Monssosatens: AAMUHUCTPATOP) @M
P —

& B g = o0 o X
Bkn/Boikn | XKypHan Monutop CepTudmkatol MonuTika TokeHol [MnarwHbl  HacTpoitku MMomowbs  Beixoa

Tekywas nonMTUKa:
Type: MonuTHKa Nonb3osaTens
WcTounmk: Cepeep: 87.245.150.143
Hassanue: SG_Solaris
AkTuBMpoBaHa: Tue Jul 12 15:12:10 2011

Pucynok 15 — Texyuwmii craryc JIIIb 34CTABA-Knuenm (uctounuk JIIIb u nata ee akTuBanun)



28
MKEI0.00435-01 32 01

3. PABOTA B lPA®UYECKOM MHTEP®EUCE 3ACTABA-
KNMMEHT

3.1. [llaHenb ynpaesneHus

Ilanenv ynpaenenuss CONEPXKUT KHOIMKH, TPU TIOMOIIM KOTOPBIX MOXHO BBIIIOJIHUTD
HEOOXOUMYIO OIEpAIUIO WJIM OTKPBITH JOnoHUTeNbHOe OKHO. [locne 3amycka 34CTABA-Knuenm,
Ha [lanenu ynpaenenuss oroOpaxarorcs KHomku: «Bxi/Beikny, <« Kypaany, «MoHUTODY,

«Ceprudukare, «[lonutukay, «TokeHb», «[Inaruney, «Hactpoiikuy, «[Tomoms» u «Bexomy.

B vmxuelt yactu [lanenu ynpaenenus Haxomutcs mosie (cM. Pucynok 16), otoOpaxaromiee
tekymyto JIIIb 34CTABA-Knuenm (tun aktusupoBanHoi JIIIB, ucrounuk JIIIB, nata u Bpems ce

aKTHBAIUN).

#y. ZASTAVA Client - Nanens ynpasnenns (MonbsoBatens: mot) ' o | | |_>$]

TEEE = o 5 B X

Bkn/Beikn )Ki/pr;én MoHuTop CeptudmkaTtel [MMonuTuka TokeHsl [MMnaruHbl HacTpoiku TMoMowbs  Beixoa

Texkywana nonMTuKa:
Tun: CucTeMHasa NonuTHUKa
WcTounuk: Cepeep: 10.111.6.156
Hazsanue: Clientl
AxkTuBMpoBaHa: Thu Jul 04 17:17:14 2013

Pucynok 16 — Ilanens ynpasnenusi mocie BXo/1a B CUCTEMY
3.1.1. MNepe3sarpy3ka JIMNb

IIpu mepexone B cocTosiHMe «BBIKI» yHaisioTcs BCE€ CO3JaHHbIE Acenmom 3allUIleHHbIE
coenuneHust (SA) u mporpyxkaercs cucTeMHas nonutuka mbo DDP, HactpamBaemas B OKHe

«YTIpaBieHHe MOTUTHKaMI (CM. Topasaen 3.5) eciii OTCYTCTBYET CHCTEMHas! ITOJUTHKA.

IIpu nepexone B cocrosinue «Bkin» B Aeenme nporpyxaercs Mojb30BaTeabcKas MOJIUTHKA.

3.1.2. NMpocmoTp cobbITUN

Bb1 Mmoxkere npocmarpuBath (aiin perucrpauuu coobituit 34 CTABA-Knuenm nipu moMoIu
kHonku «KypHan» Ha [lanenu ynpaenenus. 1lpn Ha)kaTUM 3TOM KHOIIKM MOSIBUTCS OKHO <«OKypHam»,

oToOpaxaroriee HHHOPMAIIUIO O CHCTEMHBIX COOBITHSX.

3.1.3. MoHuTOp
OkHO «MOHHTOP», MOCTYITHOE Ha)XaTHEM Ha KHOMKY «MOHHTOP», MPEIoCTaBISIET 0030p

AKTUBHBIX B HACTOAIICC BPEMS 3allIUIIICHHBIX COG}II/IHGHHfI, YCTAaHOBJICHHBIX C JaHHBIM KOMIIBIOTCPOM.
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Kpome TOro, okHo «MOHHUTOpP» MO3BOJISIET MPOBECTH (GUIBTPALUIO 3AIUUIEHHBIX COECTUHEHHI,
MPOCMOTPETh CTATUCTHKY IO MaKeTaM, CIMCOK BbIICICHHBIX axpecoB ike-cfg, a taxke mapameTpsl

LIUI030B MPUKJIAAHOIO YPOBHS.

3.1.4. CepTtucukaTtbl N KNoum

Ceprudukarsl (Brimouas ceprudukarsl YII), mpeaBapUTENbHO pacHpeIelCHHBIC KITIOYH
(pre-shared)?. COC perucrpupyrorcst B 34CTABA-Kuuenm depes oxno «Cepruukarst u Kiroumy.
BeizoBute 310 OKHO, BbIOpaB «Ceprudukare» Ha [laneiu ynpaenenus. OxHO «CepTHHKATH H

Kittoum» mokaspIBaeT KpaTkuii 0030p cepTuHUKATOB.

3.1.5. PaboTta c nonuTnkKon

JIIIb sBnsieTcss TEKCTOBBIM (haiiioM, ONMKMCHIBAIOIIUM IPABHJIA, KOTOPBIC OMPEICIAIOT, KaK
B3alMO/JICHCTBYIOT OOBEKTHI B 3alUILIEHHON cpene. s HacTpolku mapaMeTpoB HEOOXOAUMO HaXaTh
kHonky «llomutukay wa [lanenu ynpaenenus. Oxuo «llonmutvka» mnpegHA3HAYEHO IS
penaktupoBanus cnucka JIIIb u ycranoBku onuwmit JIIIB. [Ins coxpanenus namenenusix onuuid JII1b
TpeOyeTcst BBeleHUE Mapois aAMHUHHCTpaTopa. Jljis akTUBalMK BHIOPAHHOW M3 CIMCKA IMOJHUTUKH

BBEJICHHE TIAPOJIS aIMUHHICTPATOPA HE TPEOyeTCs.

3.1.6. PaboTa c ToKeHaMm

3ACTABA-Knuenm mo3BosisieT BaM HCHOib30BaTh TOKEHBI KaK Cpeay TPaHCHOPTHPOBKU
BaXHOW uHGpOpManuu (XpaHEHHWE U TIOUCK Maposiei, cepTU(UKATOB, 3aKPBITBIX Kitouei). Jlis
HAacCTpOWKM MapamMeTpoB HEOOXOOUMO HaxaTb KHONKY «TokeHbl» Ha [lanenu ynpaenenus. OKHO
«ToKeHb» NpeHa3HAYCHO AJIS PEAAKTHPOBAHUS CIIMCKA TOKEHOB M BBINOJIHEHUS pAJa JTOCTYIHBIX

JENUCTBUIA: 3aTPy3KH, BX0J1a, CMEHBI MApOJisi, MHUIIUATU3AIMN U OOHOBJICHHUS TOKECHOB.

3.1.7. PaboTta c nnaruHamMmm

HpI/I noMomu ™MOAyJsd KPUITOIUIArMHOB MOXHO PCruCTpuUpOBaATb HU  AKTUBUPOBATH
KpI/IHTO6I/I6J'H/IOTeKI/I, a TAaKXKC YIMpPaBJIATH OTACIBHBIMH KPUIITOAJITOPUTMAaMU, BXOOAIIUMHU B COCTaB

OUOIIMOTEK.

Pabora ¢ MOAYJIEM KPUIITOIIJIATKMHOB MOKCT IMPOU3BOAUTHCA, 0o u3 KOMaHIHOM CTPOKH,
0o Ipu 1nmomMomun rpa(bnqecxoro HHTCp(I)CfIC& okHa «llmarusHel», OJISI 3TOTO HCO6XOI(I/IMO HaXXaTb

kHonKy «IInarune» Ha [lanenu ynpaenenus, nuO0 U3 KOMaHIHOM CTPOKH - CM. pa3fen 5.

? [IpeABapHTEIBHO PACTIPEICICHHbIE KII0UN oepkuBaciotcs B 34 CTABA-Oguc npn sammann Tokena PKCS #11
KOTOpPBIH 00a1a1aeT BO3MOKHOCTBIO XPAHHUTh TIPEIBAPUTEILHO paclipe/ieJIeHHbIE KIF0UN
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3.1.8. Hactponkn 3ACTABA-KnueHm

[Tonmp30BaTeny WMEIOT JOCTYN K CpeAcTBaM KoHQurypupoBanus HacTpoek 3ACTABA-

Knuenm. JIns sToro Heo6xoaumo HaxkaTh KHONKY «Hactpoiiku» Ha Ilanenu ynpasnenus.

3.1.9. NMomouwb

BriOpate «Ilomomiby», 4T00bI 0TOOPA3MIOCh MEHIO, C MOMOIIBI0O KOTOPOTO MOKHO BBI3BAThH

cnpaBounyto cucremy 34 CTABA-Knuenm, a TaxKe MOTYyYUTh HHPOPMAIIHIO O IIPOTrpamMMe.

3.1.9.1. Uudopmauusa o nporpamme
Jiis monmydeHuss uHGOpPMAIMKA O MPOrpaMMme HEOOXOAUMO HaxaTh KHOMKY «llomomie» Ha

Ianenu ynpasnenus v B BblliagaronieM MeHto BoiOpaTh NyHKT «O ZASTAVA Client...».

3.1.9.2. CnpaBo4Hasa cuctema 3ACTABA-KnueHm

WNHTepakTuBHAs ClIpaBOYHAsi CHCTEMa MOXET HCIIONb30BaThCS IS MOJY4YEHHUs OTBETOB Ha
Bonpocel 1o pabore 34ACTABA-Knuenm. Ecnu Bbl ucnbIThIBaeTe TPYAHOCTH C CO3JAaHHUEM WM
penakTupoBaHUEeM OOBEKTOB WM Yy Bac ecTb BONpOCHI OTHOCHUTENBHO MapaMeTpoB, Bel Moxere
BOCIIOJIb30BaThCS CIPABOYHOM cucTeMoil. [IJig BbI30Ba cHUCTEMBI HAJl0 HaXKaTh KHOMKY «lloMomiby» Ha
Ilanenu ympaeénenus W B BBINIAJAIONIEM MEHIO BbIOpaTh NYHKT «lloMoOIIb», OTKpOETCS OKHO

«[Tomorby, moapoOHee cM. moapasmen 3.9.

3.1.10. 3akpbiTne

Haxxatue xkHomku «Bbixomy 3akpsiBaeT ToJbko rpaduueckuiit unrepdeiic 34 CTABA-Knuenm.
[Tpunoxenue u 34 CTABA-Knuenm OynyT npoaomkarh paboTaTh.

3.1.11. Crpoka ctatyca JIlNb

B nwxkneit yactu Ilanenu ynpasnenus Haxoautcst cTpoka (cM. Pucynok 16), otroOpaskarorast
texkymuii cratyc JIIIb 34CTABA-Kiuenm (ucrounuk JII[Ib u nata u Bpems ee akTHUBAIlUU, Ha3BaHUE

KOH(HTYpaIHH).

3.1.12. Beop naponsi TOKeHa

Korga Aeenm nauvHaeT MHULIUMUPOBATH CO3[aHUE 3AIIUIIEHHOTO COEIMHEHHS C CEPBEPOM
LVYII. B mporecce co3manusi COENMHEHHUS TPU OOpaIIeHUH K MEPCOHATBHOMY cepTHu(UKaATy OyAeT

3anpomieH napoib (PIN-koj TokeHa) XpaHWIIUIIA TepcoHanbHOro ceprudukara (cM. Pucynok 17).

Taxke maponp 3ampalMBaeTcsl IpU JIFOOOM OOpallleHMH K MEepCOHAIBHOMY CepTHU(HUKATY,

HarpumMmep, Ipu UMIIOpPTe NMEPCOHATBHOT0 cepTudukara, ynainenuu ero uz 34CTABA-Knuenm u T.1.
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& BeeawTe naponb x|

TokeH: ETOKEN_JAWA_0040712F\CCO0M0027: 004071 2F

Maponk: I

[ CoxpanmTe napons ANA By AYILHE COSAMHEHHH

[oToED OTHEHHTE

Pucynok 17 — BBoa mapoJis TOK€Ha MpU CO3JaHUU 3aIUIIEHHOTO COSIMHEHUS

VY nocroBeputbes B ToM, uTo y Bac 3anymen / paguueckuii unmepgheiic 3ACTABA-Knuenm,
B MPOTUBHOM CITy4ae OKHO C 3allpOCOM Ha BBOJI IMApOJisi TOKEHA HE MOSABUTCS U 3alUIIEHHOE
coequnenue ¢ cepepoM LIYII ne cozmacres.

3.2. OkHO «XXypHan»

Bbr Mmoxere npocmarpuBath ¢aitn peructpammu codbituii 34 CTABA-Knuenm nipu moMouiu
kaonku «KypHan» Ha [lanenu ynpasnenus. Ilpu HaxaThuu 3TOM KHOMKHU MOSBHUTCS OKHO <«OKypHam»,
oTobpaxkaroriee MHGOPMALUIO O CHCTEMHBIX COOBITHSAX (cM. Pucynok 18). YpoBenb aeramusanuu
ycTaHaBiauBaercsa B 3akiajuke «KypHam» oxkHa «lIpoune HacTpolKkW» B MOJSX «YPOBEHb JIOra AJIs
VYpogus [Ipunoxenus u Yposus SAnpa (3anpemien, Coobitus, Jletanbupiii 1 OTIaq049HbIN), @ TAKKE BO

BKIi1agke «O0paboTka» okHa «[lapameTpsl noray, noapobHee cMm. B 1. 3.2.2.2.

ESJ ZASTAVA Client - Hypnan (Tewymuii) [ C:\Program Files\ELVIS+\ZASTAVA ClientMogibin__... (= (B[]

daiin  OunbTpel  Cepeuc  Momowb

EU & 7 qé X é KoavpoBKka: [U_TFB v
OTKpBITE  TEKyWMA  DUABTP MO cecck  [lokasaTe B2 O4McTMTe  HacTpoiikv  Momowe e
Hoebii duneTp: ¥ Creayrowmi | Mpeablaywni MNepebii Mocnearnii [] Pernctp 6yke | BKouMTe T
Aata v Bpema Ceccrna ¥poseH Mctounm CooblieHve N
i 1 0 A T3 Y & A DIV I T TH GV R e v T S
2011.09.06 13:35:10 9ESB16FBDDO259A... MOTICE IKE Exchange completed {Transaction, Initiator): Goal: CheckjU...
2011.09.06 13:35:20 9ESB16FBDD02594... NOTICE IKE Exchange started (Transaction, Initiator): Goal: CheckfUpda...
2011.09.06 13:35:20 9EBB16FBDDO259A... MOTICE IKE Exchange completed {Transaction, Initiator): Goal: CheckfU...
2011.09.06 13:35:30 9EBB16FBDDO25S9A... E Exchange started (Transaction, Initistor): Goal: CheckfUpda...
2011.09.06 13:35:30 9ESB16FBDDOZS9A... MU E Exchange completed {Transaction, Initiator): Goal: CheckfU...
2011,09,06 13:35:40 9EBB16FBDDO259A... MOTICE IKE Exchange started (Transaction, Initiator): Goal: CheckflUpda...
2011.09.06 13:35:40 9EBB16FBDD02594... MOTICE IKE Exchange completed {Transaction, Initiator): Goal: CheckjU...
2011.09.06 13:35:50 9ESB16FBDD0259A... NOTICE IKE Exchange started (Transaction, Initiator): Goal: CheckjUpda...
2011.09.06 13:35:50 9ESB16FBDDO259A... MOTICE IKE Exchange completed (Transaction, Initiator): Goal: CheckjU...
2011.09.06 13:36:00 9ESB16FBDDO259A... MNOTICE IKE Exchange started (Transaction, Initiator): Goal: CheckflUpda...
2011.09.06 13:36:00 9ESB16FEDD0259A... NOTICE IKE Exchange completed {Transaction, Initiator): Goal: CheckfU...
2011.09.06 13:36:10 9EBB16FBDDO259A... MOTICE IKE Exchange started (Transaction, Initiator): Goal: CheckflUpda..
2011.09.06 13:36:10 9ESB16FBDD0259A... MOTICE IKE Exchange completed {Transaction, Initiator): Goal: CheckfU...
2011,09,06 13:36:20 9ESB16FBDD0259A... NOTICE IKE Exchange started (Transaction, Initiator): Goal: CheckfUpda...
Z0L109.06:13:36120, ~9EEEI6FEDDUS0A: . NOTICEAIKE: _3Exchaegeicompleted (Tranisactior) Inkiaton):..Goali Chedil).... [
Exchange completed (Transaction, Initiator):

Goal:  CheckjUpdate LSP

Peer Address:  87.245.150.143:500

IKE SPIs:  9ES8B16FBDD0D259A6:022C779E7F22DESS

Message-ID: 628C4672

Pucynox 18 - OxHO ¢ 3aperucTpupoBaHHBIMU COOBITUSAMU
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1) Bbl MOXeTe KONMpPOBaTh TEKCT M3 HHMKHEH 4acTH Moy OKHa «OKypHamy perucrpaunu B
Bydpep Oomena (Clipboard), Bbimensis ero mpu TOMOIIM MBI M HAXHMas KIaBHIIH
<Ctrl>+<C>. Tlpu He0OXOAUMOCTH, MOXHO IOCIATh 3Ty MH()OPMAIUIO aJIMUHUCTPATOPY
0€30MaCHOCTH IS aHaJIN3a BOSHUKIINX TpobieM ¢ 34 CTABA-Kiuenm.

3.2.1. CtpyKtypa okHa «XKypHan»

3.2.1.1. Ctpoka MEHHI0

okHa «XKypHana»

Ctpoka MEHIO COAEpKUT cieayronme MeH: «Daitny, «Punbtpy, «CepBuc», «llomoiby.

Koman el MeHIO mipejicTaBiieHbl B Tabnuiie (cM. Tabmuia 1).

Tabnuma 1 - Komanasl meHto okHa «KypHan»

Komannga

XapakTepucruka

daiia

OTKpBITh

OTkpbIBaeT J000H KypHan coObITUI U3 (HaliI0BOI CHCTEMBI.

OTKpBITH TEKYILUN
KypHa

[IpocmoTp TekyIIero KypHaaa COOBITHIA.

OTKpBITH HOBBIN KypHAI

OTkpbIBaeT erie 0H0 OKHO «XKypHaimy.

OuiabTp

@uIbTp 1O CECCUU

Beigensier B )xypHasie jiora Bce CoObITHS 110 BRIOpaHHOM ceccuu (Cookie
Initiator; cookie Responder).

@uibTp MO MOJHON
CECCHH

BLII[eJ'ISIeT B JKYpHaJIC Jiora BCC COOBITHS 110 ITOJTHOH BLIGpaHHOﬁ ceCCun
(cookie Initiator; cookie Responder; Massager ID).

OuibTp MO0 YPOBHIO

Brigenser B xxypHane jora Bce coObiTus 1o ux 3Hauumoctu (INFO,
WARNING, ERROR).

OUIbTP MO UCTOUHUKY

Beizensier B xypHaiie Jora Bce cOObITHS OTHOCUTENIBHO ITPOrPaMMHOI0
MOJ1yJIsl, B KOTOPOM IPOU301LI0 cOObITHE (T10J1€ «VICTOUHUKY).

Tloka3ath Bce

OTtmensieT mapameTpsl GUIBTPAIIMK U TIO3BIBAET BECh JKYpPHAT
CUCTEMHBIX COOBITHH.

Cepsuc
Konuposats B 6ydep Konupyer BbIIeNIeHHYIO CTPOKY 110 BEIOpAaHHOMY IapaMeTpy KypHaja
oOMeHa coObITHiI B Oydep oOMeHa.

Konmposats B nosie
¢bunbpTpa

Konupyet BbIIeNIEHHYIO CTPOKY 110 BEIOpaHHOMY IapaMeTpy >KypHaia
coObITH B moJie «DUILTP».
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Komanna XapakTepucTHKA
Ouunctuth Ouwniraer Tekymee coaepKuMoro okHa «XKypHam» u daitna
pETUCTpAIH CUCTEMHBIX COOBITHH.
Hacrtpotiku OtkpsiBaeT okHO «IlapameTpsl 0Tay 171 HACTPOUKH CUCTEMBI
JIOTUPOBAHUS U MIPE/ICTABJICHUS CUCTEMHBIX COOBITUH.
ITomome

CrpaBka 110 )XypHairy

OtkpeiBaer pazgen «CrpaBKuy», MOSCHSIONMN paboOTy C KypHaJIOM
pEerucTpalnuy CUCTEMHBIX COOBITHI.

ITomonis

BrizoB o6mieit CripaBounoii cuctembl 34 CTABA-Knuenm

3.2.1.2.

UHcTpymMeHTanb

HaA naHenb okHa «XXypHana»

Ilanenv uncmpymenmos okHa «KypHam» cCOAepKUT CIASAYIOUINE KHOTKH:

- OTKpLITB - OTKpbITE ,

&y

— OTKpBITH TEKYIMIT KypHATT - TEKYWHA

) {

— OunabTp MO ceccuu - PHNLTR NO ceccik

%

— Tlokazath Bce - Mokasate Bee

X

— OYUCTHUTH - OUHCTHTE ’

— Hacrpoiiku - HacTpofikn

d

I HOMOHII) - nOMOLU.b_

DyHKIMK 3THX KHOIIOK COOTBETCTBYIOT MMyHKTaM MeHio (cM. 1. 3.2.1.1).

3.2.1.3.

KoHTeKkcTHOe

MeHI OKHa «XKypHan»

B oxne «KypHan» cyiiecTByeT KOHTEKCTHOE MeHIo ¢ komanaamu (cm. Tabnuma 2).

Tabnuna 2 - KomaH1pl KOHTEKCTHOrO0 MEHI0 OKHa «OKypHam»

Komanna

XapakrepucTHKa

OuibTp M0 CECCUU

Beigensier B s)xypHase jiora Bce COObITHS 110 BEIOpaHHOH ceccun (Cookie
Initiator; cookie Responder).

DuIbTP 1O NOJHON

Brigensier B )kypHae jiora Bce COOBITHSI 110 MOJTHON BEIOPAaHHON CECCHU
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Komanna

XapakTepucTHKA

ceCCun

(cookie Initiator; cookie Responder; Massager ID).

@uIbTp 1O YPOBHIO

Brizenser B sxypHaiie jiora Bce coObiTus 1o ux 3HaunmMoctu (INFO,
WARNING, ERROR).

@uiIbTp 110 UCTOUYHUKY

Brigensier B )kypHale Jiora Bce COOBITHSI OTHOCUTEIBHO IPOrPaMMHOTO
MOJYJIsL, B KOTOPOM MPOoU301LI0 coObITHE (T1I071e «VICTOUHUKY).

Komuposats B 6ydep
oOMeHa

KomupyeT BBIIEICHHYIO CTPOKY 110 BEIOPAHHOMY ITapaMeTpy >KypHaia
coObITHH B Oyep oOmeHa.

Komnmposats B nosne
¢unbTpa

Komupyer BbIICIEHHYIO CTPOKY 110 BEIOPAaHHOMY IapaMeTpy )KypHaa
coObITHI B TTOJIE «DUTBTP.

3.2.1.3.1. ®dunbTpauma cobbITUM NO NapamMeTpam

HpI/I IIOMOIINKM KOHTCKCTHOI'O MCHIO OKHa «)KypHan» MOXXHO OTO6pa)KaTB CIIMCOK CO6BITPII>1, B

Ha3BaHUM KOTOPBIX €CTh OMpeAeTICHHAs MOJACTPOKa, moaApodOHee cM. 1. 3.2.5.

3.2.1.3.2. KonupoBaHue cobbiTUi B OKHe «XKypHan»

HpI/I IIOMOIIIKM KOHTCKCTHOIO MCHIO OKHa (()KypHaJ'I» MOXXHO KOIIMPOBATb CO6I>ITI/I$I,

O0TOOpaXCHHBIE B )KypHAJIE B CTPOKY «DMIBTP», a Takxke B Oydep oOMeHa, moapoOHOE OMUCAHUE CM. B

. 3.2.4.

3.2.2. HacTpouka napameTpoB normpoBaHus

C momorpio mapameTpoB MeHI0 «CepBuc» okHa «JKypHal» MOKHO MPOU3BECTH CIEYIOIINE

HaCTPOMKH:

— Hacrpolika cucTemsl JOrUpOBaHUs, U 3TOTO U3 BBINAJAIOUIETO CIIMCKA MEHIO «CepBUCH

BbIOpaTh mapamerp «Hactpoiiku», Bo Bkiagke «OO0pabotka» okHa «llapamerpsl jora»

IMPOU3BCCTU HaCTPOﬁKH napamMeTpoOB JIOTUPOBAHU.

— Hacrpolika nmapameTpoB mnpejcTaBlIeHUsl JOTMPOBAHUS CUCTEMHBIX COOBITHUH. {15 3TOTO

HeO6XOI[I/IMO M3 BbINIAAAOOICro CIIMCKa MCHIO «CepBI/IC» BLI6paTL ((HaCTpOﬁKH)>, Jajiec BO

BKJIaJIKE ((OTOGpa)KCHI/IC» OKHa «HapaMCTpBI Jiora» mMpOu3BCCTH HaCTpOﬁKH napameTpoB

MMPEaACTAaBJICHHUA JIOTUPOBAHUA.

Peructpanust coObiTuii mo3BoJIsieT Bam COXpaHATh XPOHOJOTHIO CHCTEMHBIX COOBITHH,

npoucxoasmux B 3ACTABA-Knuenm.

3.2.2.1.

HacTtpounku

napamMeTpoB npeacTaBrieHUs

I[J'ISI 0003HAYCHHS CUCTEMHBIX COOBITHI I10 YMOJTYaHUTO HPHUHATHI CIICAYIOIINC (bOpMaTBII
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— Kpacusiit — ERROR, cunnit — Warning;

— Coo01eHus BbIAIOTCS CTPOKOH, pa30MTON Ha KOJIOHKH.

[TapameTpsl mpencTaBieHUs] JOTMPOBAHUS CHUCTEMHBIX COOBITHH MOTYT OBITH HACTPOSHBI

WHJIUBUYAJIbHO, I 3TOr0 HAJ0:

— BriOpatp u3 menio «CepBucy» napametp «HacTpoitkuy.

— B otkpeiBmiemcs okHe «IlapameTpsl 10ra» OTKPBITH BKIAAKY «OTOOpaXKEHHEY.

— H3MeHHUTHh HY)KHBIC HapaMETPbl OTOOPaXKCHHS CHCTEMHBIX COOBITHH (cM. Pucynok 19)
(uBet Tekcra, pazMep Tabynsauuu u T.4.). Haxats kHOTIKY «I"0TOBOY.

ObpaboTka Otobpaxenue |
™ Pucosatb ceTky
[ ®oH c yepenosaHuen

|7 MokasbiBaTh cooblueHue npK HEYA3a4HOM NOUCKE

Pasmep Tabynawm, NMKCENOB: |20 E:

—LWpudTel M uBETa
YposeHs  LlseT Texcta  LiseT doma WpncpT
INFO . | rpesxa.. | mpasca.. | copoc |
WARN ~ Mpasxa.. | mpasca.. | npasxa.. | copoc |
ERROR  Mpaska... | Mpeska.. | mpasxa.. |  Copoc |
NOTICE  Mpaska... | mpasa.. | rmpasca.. |  copoc |
SEARCH  Mpaska... | mpasca... | rmpasca.. | cépoc |
Mpaska... | Mpasxa... | Chpoc |
TEXT... Mpasxa... |  Copoc |

[oToBO I Qmemm:l

Pucynok 19 — Hactpoiika mapamMeTpoB IpeICTaBICHHS KypHAIA JOTUPOBAHUS CUCTEMHBIX COOBITHI

Cuctemnbie coObITHS B TaOmuUIe OKHA «OKypHam» pa3OUTHI MO CIAEAYIOMIUM ITapaMeTpam:

— [ara u Bpems — BpeMms peructpauuu coObITHS.

— Ceccust — IIECTHAAIIATEPUYHOE BBIpaXKEHUE, COCTaBiieHHOe u3: COOoKie Initiator; cookie
Responder; Massager ID. Tlpuuem ir000¢ H3 JBYX MEPBBIX BBIPAKECHUH CIYKUT
uaentudpukaropom IKE-ceccun.

— VYposens - 3HaunMocth coobiTHst (INFO, WARNING, ERROR).

— MHcrounuk — nporpaMMHBIA MOJyJIb, B KOTOPOM ITPOU30LLIO COOBITHE.
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— Coo01enue — TeKCTOBOE MPEICTABICHUE TPOU3OIIEANIET0 CUCTEMHOTO COOBITHSI.

3.2.2.2. HacTtpoiku

napameTpoB CUCTeMbl TIOrMpoBaHusA
Hactpoliky Ha3BaHus apXUBHBIX (pailJIoB JOra, MX KOJMYECTBO, MAKCUMAIIbHBIA pa3Mep Jor-

¢daiina u Hactpoiikm Syslog MoxHO mnpousBecTd B okHe <« KypHam». HacTpoutb mnapamerpbl

JIOTUPOBaHMs MOKHO, HaKaB KHONKY HaCTROMKH ya [Tncmpymenmanvroti nanenu n BHIOPATh 3aKJIAAKY

«O0pabotka» (cM. Pucynok 20), mmubo mpoiias no cceuike «CepBucy-> «HacTtpoliku» B OKHE

«[TapameTpsl noray 3axnanka «O6padboTka.

OfpaboTka l Otobpaxetie |

—Application level

YpoBeHb nora: ICOGbITMFI vl

™ Force verbose mode

—Kernel level

YpoBeHb nora: |C06bm4ﬂ vI

[ Force verbose mode

A3biK nora: IKBK A3bIK MHTEpdEeica EJ

- ¥ Becty sanuce & daitn

Makc pazmep daina (KB): I 10240 3: Yucno pesepsHbIX Konui: I 5 3:

I~ 3anucoiBaTh B cucTeMHbIN xypHan (Syslog)

Anpec cepeepa Syslog: I 127.0.0.1 MpoToKkon |udp vl
KoanposKka: |LITF-6 VI

Fadlity: |0

[oToBO OTMEHUTD |

Pucynok 20 — OkHO HAacTpOIKH MapaMeTpoOB CUCTEMBbI JIOTHPOBAHUS

Hactpoiiku cucremsl JorupoBaHuss xpanarcs B cekuun LOG_MODULE_ID (aiina

localsettings.ini, kotopsrii pacmonaraetcs B ocHoBHOM aupekropun 34CTABA-Kuuenm.

Jlis Gosee AETaTBLHOTO ONMHMCAHHS HACTPOHKH MapaMeTpOB CHCTEMBI JIOTHPOBAHUS HAJO
obparutbes k 1. 3.8.1.

HexoTtopsie mapamerpsl ypoBHEW peructpanuu xpassrcs takxke B JIIIB, co3zmannon s
3ACTABA-Knuenm
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3.2.3. ®aun peructpaumm CUCTEMHbIX COObITUN

Copnepxxumoe okHa «KypHam» XxpaHutcd B Qaiine bin log.txt.

Brl Mokere nmpocmaTtpuBath apyrue (aitiel peructpanuu coobituii 34 CTABA-Knuenm npu

MOMOIIHN KHOTIKH «OTKpBITE» Ha HHcmpymenmanvhol naneau okHa «KypHamy.

BbI MOXeTe mpocMOTpeTh TEeKYIIMH XKypHall COOBITUH, BBIOpaB n3 MeHIO «®Dailn» KoMaHIy

«OTKpBITh TEKYIIUH KypHAI».

[Tpu mpocMoTpe TEKYIIETO KypHalia COOBITHI KHONKA «Tekymuiiy Ha MHcmpymenmanvrot
nauenu OkHa «OKypHaiD) HE aKkTHBHA

Jost xaxmoit rpymnmbl cucteMHbix coObituil ([[IOJIMTUKA], [CEPTUOUKATBI] u T1.1.)
Oyzner mnokazaHa wuHpopmanus o0 ypoBHEe JeTanu3anuu. Eciau HeHTpalu30BaHHOE YyIpaBJIEHUE
ypoBHeM jora B LIYII orkmoueno (3Hauenue DEFAULT), To 3T0 o03Hauyaer, 4T0 YypOBEHb
JeTaIu3aluy JUIsl COOTBETCTBYIOLIEH Tpymnmbl coObiTHil orcyrcTByeT B JIIIB. B aTom ciiydae OymayT

HCIIOJIB30BaHbl YCTAHOBKY U3 3aKknaaku «KypHam» okHa «lIpoune HacTpOMKn».

3.2.4. KonnpoBaHue cobbiTUi B OKHe «XKypHan»
Jlist KonmupoBaHUsS HHOOPMAIH HEOOXOAUMO:
1) Bbiienuth CTpOKy, HEOOXOAUMYIO JUIsl KOITMPOBAHHS, 10 TTApaMeTpy AeTaln3aliH.

2) Haxxatp mpaBoii KHOIKO# MBI HA JTAHHOW CTPOKE M BHIOpaTh HEOOXOIMMBII Mapamerp
KOIMPOBAHUS U3 MOSIBUBILIETOCS KOHTEKCTHOTO MEHIO WJIM BBIOpATh U3 MEHIO «DUIBTPHI»

HEOOXOIUMBIN TUI KOIMPOBAHMUSI.

B pesynpraTe BBIOOpa OJHOTO W3 BApUAHTOB KOIMUPOBAaHUS HaHHAas HHGopManus 1100

ckonupyertcs B 0ydep oOMeHa, 1100 ckonupyeTcs B noiie «PunbTp» okHa «KypHam».

3.2.5. dunbTpauma otobpaxaeMbiX COObLITUN

HpI/I IIOMOIIIHN ITOJIA «(I)I/IJ'IBTp» MOKHO OT06pa)KaTL CIIMCOK CO6BITI/II71, B HAa3BaHUH KOTOPBIX
€CThb OIpCACJICHHAs MMOACTPOKaA. PC3YJ'IBT3.TBI IMOUCKa MOACBCUYUBAOTCA HACTPOCHHBIM LIBETOM I10 MEPC
BBOJIa TekcTa. [Ipu HaxaThn KHONKU «BKII0OUUTH GUIBTP» 0TOOpakatoTCs TONbKO OT(HUIBTPOBAHHBIE
CTPOKH.

3.2.5.1. PunbTpauma no

ceccuu

CoObITHS B J0Ore 0T06pa>1<a10Tc;1 o BpCMCHU HUX NOCTYIUICHUA, YTO IIPHU OI(HOBpCMCHHOfI

pa60Te C HCCKOJIbKUMHU IMapTHEPAMHU 3aTPYAHACT OTCIICIKUBAHNEC CCCCUN C ONIPCACIICHHBIM ITAPTHCPOM.
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Onmueit «@UIBTP MO CECCUU» MOXKHO BBIICIIUTD B JKYPHAJIE JIOTA BCE COOBITHS 1O BRIOPAHHOM CECCHH.
Jlj1s 3TOT0 HAZO BBHIOPATH JIOO0YIO CTPOKY C TPeOyeMbIM HIECHTU(UKATOPOM CECCHH U HAXaTh KHOIMKY

«DUIIBTP TIO CECCUUM.

3.25.2. Ouuctka danna
permcrpaumm CUCTeMHbIX COObITUIN

Haxarp kHONKYy «OYHUCTUTBY» JUIsl OYMCTKU TEKYIIETro COJepKUMOro okHa <« Kypram» u
¢aiina perucTpald CUCTEMHBIX COOBITUNA. DTO coObITHE OyAeT 3aperucTpUpPOBAHO M pPa3MEUICHO B
Havaye (aitia peructpanu COOBITUH WM TOSBHUTCS BBEpXy cmucka B okHe «KypHam». «Crapsrii»

CIHMCOK 3aPETHCTPUPOBAHHBIX COOBITUI OyIeT meperuMeHOBaH B (aiisl ¢ JPyruM UMEHEM.

3.3. OkHO «MoHuTOpP»
OxHO «MOHI/ITOp», AOCTYIIHOC HaAXXATHEM Ha KHOIIKY «MOHI/ITOp», MpeaoCTaBJIACT 0630p

AKTUBHBIX B HACTOAIICC BPEMA 3allIlMIIICHHBIX COGI[I/IHCHI/If/'I, YCTAHOBJICHHBIX C JaHHBIM KOMIIBIOTCPOM.

Kpome Ttoro, oxHo «MoOHHUTOp» TO3BOJIAET MPOBECTU (PUIBTPALMIO 3AIIMIIEHHBIX
COEIMHEHUH, MPOCMOTPETh CTATUCTHKY IO MaKeTaM, CIMCOK BbIIEJIEHHBIX ajipecoB ike-cfg, a Takxke
IapaMeTpsl ILI030B MPUKIAAHOTO YpoBHA. OKHO CONEPKUT HECKOJIBKO BKJIAJOK, KaK IOKa3aHO Ha

pucyske (cMm. Pucynok 21).
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El ZASTAVA Cliert - Marrrop T oo
£ CTaTUCTHKa El Crmcok SA E] Crvcok HnsTpos
Mapamerp 3HaueHue -
4 IPsec
Monyuero nakeros (Baift) 256 937 (356 938 083)
Mocnano naketos (BaiT) 153 029 (9 585 474)
Paclundposaro naketos 25062
3aWwndpoBaHD NAKETOE 17493
! Meayyene HesawwndposanHex n., 231 875
Mocnaro nesawndposannsx na... 135 534
OmMBKK BO EXOAALLMX N3KETAX [i]
QMGKN B MCKOAALLIMK MBKETaK [i]
QwMBKN ayTEHTUBUKALWK BO BX... 0

OwnBkn Npn Nogaenernmn atak .. 0
OrbpoLueno nakeros (sxogaupnc.. 0 (0/0)
Konudectee ncnonesceaqtel Bx... 0
Konuuecteo ucnonszoeanHeice.. 0
KonM4ecTso co3gaHHbx BoiagH... 0
Konuuectso naketos - sanpocos... 2
Konuuecteo npomaxos 4nA exog. 18
Konuyectso npomaxos 4na uexo.., 1453
4 TKEv1
IKE SA casaamo (we cosgano) um... 0 (0) /0 (0)
OTBEPrHYTO 33MPOCOB Ha CO34aH...
IPsec SA cosgano [i]
MIM obmenos yenewnen (meyen... 0 (0) /0 {0}
AM oBmeroe yenewwsen (Heyen... 0 (0) /0 (0)
QM oBmeHos yenewHex (Heyen., 0(0) /0 (0)
IX oBmenos yenewnsix (neycne... 0 (0) /0 (0)
TX obmenos ycnewner (Heyene.. 0 (0) /0 (0)
4 TKEv2
IKE 5A cospano (He cosgano) uH. 2 (0) /0 (0)
IKE SA so306HOBEHD WHILANPO... 0 /0
Mepenanpasnenuii npi cosgarm... 0 /0

mn

COOKIE sanpoweno/oTocnaHo 0/0
OTBEPrHYTO 38NPOCOE HA CO3AH. O
O6rosnenwid kntosei IKESAwn.,. 0/0/0
IPsec SA cozgaHo 1

Q6Hoenenuid Kntovei IPsec SAn., 0/0/0
MoneiTox 0BHOBAEHNA kKAkOYed .. 0 /0
Bpemetnbix oTkas08 8 0BHoBAEH.., 0/ 0

INIT o6meros yenewmen (c o, 2 (0) /0 (0)
RESUME o6menos yenewnen (c... 0 (0) /0 (0)
AUTH o6menos yenewnex (co.. 2 (0) /0 (0)
CHILD o6menos yenewnsi (c a.. 0 (@) /0 (0)
INFO oBmenos ycnewHer (c ow... 113 (0) /0 (0)

4 FiltDB Ksw
Pasnep sow-tabauyer (Baiit mak... 1*8192 * 8 (5 440 048/825 568)
MeTka BanmaHocTi 13
AKTHEHBIX 3anucei 1446
fl YaanenHbIx 3anucei (i}
AnnounposanHeix 3anucei 1446

YaanerHsix sanucefi nosTopHo M. 11
3anuceil B AMHUAX NOBTOPHO MC... (0
Krnnuanii n

IKEvL: init: 0, resp: O IKEv2: init: 2, resp: 0 IPsec:  bundles: 1, ESP: 1, AH: 0, IPcomp: 0 FiltDB:  alt: 4, main: 4, dynamic: 0

Pucynok 21 — OxHo «MoHUTOp», BKIaIKa «CTaTUCTHKA
3.3.1. Bknagka «CtaTuctuka»

Bo Bkmamke «Crartuctuka» (cM. PucyHok 21) MOXHO TMONYYHTh CTATHCTHYECKYIO
MH(pOpPMAIIUIO 1O BCEM MaKeTaM, MPOUIEANINX 4Yepe3 ApaBep Aeenma (Hampumep, Mo MPOTOKOITY

IPsec) (cm. Tabmuma 3).

Tabmuia 3 - Onucanue mapameTpoB BKIAAKU «CTaTHCTUKA»

ITapamerp Onucanue

IPsec

[TonyueHo maketoB (baiit) KonnuecTBo nakeToB, NOJy4eHHOE ¢ MOMEHTA 3aItycKa Aeenma
[Tocnano nmakeros (0Oaiir) KoaruecTBo MakeToB, NOCIaHHOE C MOMEHTA 3aIlycKa Aeenma
OmuOKHA BO BXOISIINX ITAKETaX KonmuecTBO ONIMOOK BO BXOISIIMX ITAKETaX

OmuOKu B HUCXOOAIIHNX ITaKE€Tax KonnuecTBo 0mmoOOK B HCXOOAIHNX ITaKETax
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IMapameTp

Onucanune

Omnbku ayTeHTU(hUKAITUN BO
BXOJISAIINX TTAKETaX

KonnyecTBo ommO0K ayTeHTH(PUKAINY BO BXOISIINX aKeTax

[0)1117 () 471 IIpH ITIOAABJICHUHA aTaK
BOCITPOMU3BCACHUS BO BXOAAIUX
[IaKCTax

KonmuecTBo 0mmO0OK IIpu MMOAaBJICHHUU aTaK BOCHIPOU3BCACHU A
BO BXOIAIIMX IMTaAKETaxX

[lonmy4eHo He3aUIIPOBAHHbBIX
aKeTOB

KonnyecTBo mosryuyeHHbIX Aeenmom He3ammu(ppoBaHHBIX
[1aKETOB

[lociano HE3aIIMBPOBAHHLIX ITAKCTOB

KommuecTBo OTIIPABJICHHBIX HCSaH_II/I(bPOBaHHBIX ITaK€TOB

PacmmdpoBaHo makeToB

KomdecTBo makeToB, pacmupoOBaHHBIX Aeenmom

3amuppoBaHO MaKETOB

KomnuecTBo makeToB, 3anppoOBaHHbIX A2eHmom

OTOpOIIEHO MAKETOB
(BXOISAITUX/UCXOISAITUX )

KonnyecTBO OTOPOIICHHBIX TAKETOB MM (pparMeHTOB

KoJIn4ecTBO NCIIOJIb3yEeMbIX BXOIHBIX
¢dbparmMeHToB

KomuuecTBo IP-pparMeHTOB, NCITONB30BaHHBIX MPU
[peacceMOIMPOBAaHUN BXOAHOTO MTaKeTa

Kon1uecTBO UCIIONIb3yEeMBbIX
BBIXOJTHBIX (pparMeHTOB

KomuuecTBo IP-pparMeHTOB, NCITONB30BAHHBIX MPU
[peacceMOIMPOBAHNN BBIXOJHOTO TTaKeTa

KoJin4ecTBO CO3aHHBIX BBIXOIHBIX
¢dbparMeHToB

KomnuecTBo IP-pparMeHTOB, CO31aHHBIX TTPU parMeHTAIIIN
BBIXOHOTO TTaKeTa

KosimuecTBO makeToB — 3alpoCOB HA
noHmwxenne MTU

KomrdecTBo makeToB — 3ampocoB Ha moHmwxkenue MTU

KOJ'II/ILICCTBO HpOMaXOB JJI BXOOAIINUX
MaKeTOB MPHU MOUCKe (PUIBTPA B XOIII-
Ta0IuIe

KonmdyecTBO MpoMaxoB /sl BXOJISIINX ITAKETOB MPH MTOUCKE
(bunbTpa B Xo1I-TabIuIe

KosndyecTBO MpomMaxoB Juis
WCXOJIAIINX TTAKETOB TPH MTOMCKE
¢mibTpa B X31I-Tabauie

KonnyecTBO MpoMaxoB JjIsl UCXOSIIUX MAaKeTOB IPU TOUCKE
(buabTpa B X2UI-Ta0bNNIIE

IKEv1

IKE SA co3nano (He co3/1aHo)
WHUITUPOBAHHBIX/OTBEYEHHBIX

KoruecTBo co3/laHHBIX (HE CO3AaHHBIX ) MHUIIUMPOBAHHBIX/
orBedeHHBIX IKE SA B dhopmate X(X)/X(X)

OTBEprHyTO 3aMpOCOB HA CO3/IaHKE
IKE SA

KosiaecTBO OTBEpPrHYTHIX 3apocoB Ha co3mpanne |KE SA

IPsec SA co3gaHo

KonnuectBo co3nanHbix IPsec SA

MM 00MEHOB yCHeIHBIX

KosnuecTBo yenemnbix (HeycnenHpix) ooMeHoB MainMode
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IMapameTp

Onucanune

(HEeYCITeITHBIX )
WHUIIMAPOBAHO/OTBEUEHO

MHUIIMAPOBAaHO/0TBeUEHO B hopmare X(X)/X(X)

AM 00MEHOB yCIIEIIHBIX
(HEeyCIEeIIHBIX )
WHUIIMAPOBAHO/OTBEUCHO

KonnyecTBo ycnenHpix (HeycCrenHbix) oomenoB Aggressive
Mode unuurpoBano/otsedeHo B hopmate X(X)/X(X)

QM 00MeHOB ycIemnHbIX
(HEeYCITeITHBIX )
WHUIIMAPOBAHO/OTBEUEHO

KonuecTBo ycrnemnbix (HeycnenHpix) oomeHoB Quick Mode
MHUIIMAPOBAaHO/0TBeUEHO B hopmare X(X)/X(X)

IX 00MEHOB yCHENTHBIX (HEYCHEIIHbIX )
WHUIIMAPOBAHO/OTBEUEHO

KonmuecTBo yenemnsix (HeycnenHbix) oomeHos Informational
Exchange ununuuposano/oTBeueHo B opmare X(X)/X(X)

TX 0OMEHOB yCHELIHBIX
(HEeyCHeIIHbIX)
WHUIIMAPOBAHO/OTBEUCHO

KosnuecTBo ycremHbIX (HeycnenHpix) ooMeHoB Transaction
Exchange nannmnpoBano/0TBEYCHO MPUHSTHIX 3AIPOCOB HA
coznanue 1X B popmare X(X)/X(X)

IKEV2

IKE SA co3nano (He co3ano)
WHUIIMAPOBAHHBIX/OTBCUCHHBIX

KormaecTBo co3laHHBIX (HE CO3/IaHHBIX ) MHUITUHUPOBAHHBIX/
orBeueHHBIX |KE SA B hopmare X(X)/X(X)

IKE SA B0300HOBIJICHO
WHUITUIPOBAHHBIX/OTBCUCHHBIX

KonmuectBo Bo300HOBIEHHBIX |IKE SA
MHUITUUPOBAHHBIX/OTBCUCHHBIX

[lepenamnpasnenuii npu coznanuu IKE
SA nonryueHo/mocnano

KonnuectBo nepenanpasnenuit IKE SA nonyueno/mocnano

COOKIE 3anpomieHo/0TociaHo

KonnyecTBo 3anpouieHHbIx/oTpasieHHbIX TokeHoB COOKIE

OTBEpruyTO 3aIpoCOB HA CO3JaHUE
IKE SA

KosrdecTBo OTBEpPrHYTHIX 3ampocoB Ha co3manue |[KE SA

OOHoBeHU Kiroueii |IKE SA
WHULIMUPOBAHHBIX/OTBEUEHHBIX/
KOJIJIN3UN

KonnuectBo o6HOBNeHMI kimtouel IKE SA nHUIIMHPOBaHHBIX/
OTBEUCHHBIX/KOJUTN3HiT B hopmate X/X/X

IPsec SA co3maHo

KonuuectBo co3nanubix IPsec SA

OOHOBJIEHUN Ktoueit IPsec SA
WHUITUIPOBAHHBIX/OTBEUECHHBIX/
KOJUJTU3UNA

KommaectBo oOHOBNeHUH Kinroueid IPseC SA nHUIIMMPOBaHHBIX/
[OJTy4EHHBIX/KOJUTN3UH B hopmate X/X/X

[TommbITOK OOHOBIIEHUS KIIFOUEH
HecymiecTByromei IPsec SA maHHBIM
XOCTOM/TIApTHEPOM

KonnyecTBO MOMBITOK OOHOBIIEHUS KITFOUYEH HECYIIECTBYIOMIEH
IPsec SA maHHBIM XOCTOM/TIAPTHEPOM

BpeMeHHBIX 0TKa30B B OOHOBJICHUH
KITFOUYEH TaHHBIM XOCTOM/TIapTHEPOM

KonnyecTBO BpeMEHHBIX OTKA30B B OOHOBJICHUH KITIOUEH
TaHHBIM XOCTOM/TIAPTHEPOM
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IMapameTp

Onucanune

INIT oOMeHOB ycrienHbIX (C
OIIMOKaMU WJIA HEYCIICITHBIX )
WHUIIMAPOBAHO/OTBEUEHO

KomuuectBo ooMenoB INIT_IKE_SA ycnemssix (¢ omuokaMu
VJTH HEYCTICIITHBIX ) HHUIIMUPOBAHO/OTBEYEHO B popmare

X(X)/X(X)

RESUME o6meHnoB ycrienssIx (¢
OIMOKaMU MJIH HEYCIIEIITHBIX )
WHUIIMAPOBAHO/OTBEUEHO

KommaectBo oomenoB RESUME_IKE_SA ycremnsix (¢
OIIMOKaMHU WJIM HEYCIICIIHBIX ) THUIIMUPOBAHO/OTBEYCHO B
(bopmare X(X)/X(X)

AUTH o6meHoB ycriemHbIx(C
OIIMOKaMU WJIA HEYCIIEITHBIX )
WHUIIMAPOBAHO/OTBEUCHO

KosnuecTBo ycnemHpix (¢ ormuOKaMu UM HEYCHEIIHbIX )

oomenoB |IKE_AUTH unumunpoBano/otnpasieHo B popmare
X(X)/X(X)

CHILD o6menoB ycnemHbIx(c
OIIMOKaMU WA HEYCIEIIHBIX )
WHUIIMAPOBAHO/OTBEUEHO

KonnuecTBo ycrenHbix (¢ ommuOKamMu WM HEYCIIEITHBIX )
oomenoB CREATE_CHILD_SA o6menoB
MHULMKPOBAaHO/OTIpaieHo B popmate X(X)/X(X)

INFO o6meHOB ycniemHbIX (¢
OIIMOKaMU WJIA HEYCIEIIHbIX )
WHUIIMAPOBAHO/OTBEUEHO

KoanuecTBo ycnemHbIx (¢ omuOKaMu Ui HEYCIEIIHbIX )
oomenoB INFORMATIONAL uHUITUUPOBaHO/OTIIPABICHO B
bopmate X(X)/X(X)

FiltDB Kam

Pasmep xam-tabmuis! (0alT
MaKCHMYM/BBIJIEJICHO)

Pa3mep xam-Tadnuib (0alT MakCUMyM/BBIICNIEHO) B (hopmare
X*X*X(X/X)

MeTka BaIUuIHOCTH

TGKYH_IGC 3HAa4YCHUC MCTKH, cnyxcameﬁ AJI1 OIIPCACIICHUA
BO3MOKHOCTH HCITOJIE30BaHUS 3aIIHCEH B X3HI'T36J'H/IHG

AKTHUBHBIX 3aICEH

KoanuecTBO aKTUBHBIX 3aIllUCEi

'V HajieHHbBIX 3a0UCceEN

KosnuecTBO yIalieHHBIX 3anucei

AJIJTOIIMPOBAHHBIX 3aITUCEl

KommgecTBo 3anmceit BBIICJIICHHBIX U3 IIaMATHU

Y 1an€HHBIX 3alMCEN IIOBTOPHO
MCII0JIb30BaHO

KoauuectBo IMOBTOPHO HUCIIOJIb30BAHHBIX yz[aHéHHBIX 3anucen

3anucel B IUHHUAX IIOBTOPHO
M CIIOJIB30BaHO

KoanuecTBO NCIONIB30BaHHBIX 3aMCEH B TUHUAX

Kommusuii

KommyecTBO MOIBITOK )IO63B.]'IGHI/I5[ OJWMHAKOBBIX 3armcei

3aIlOJHCHHBIX JTUHUN

KoanuecTBO 3aI10IHEHHBIX JTHHHM

[ycThIX TMHUI

KonnuecTBO MyCThIX JIMHAN

OcCTaJILHBIX JTUHUUI

KoimyecTBO OCTAIbHBIX JUHUN

Cpe;[Hsm JJINHA HCITYCTBIX JIMHUHN

CpeIIHHH JAJINHA HCITYCTBIX JIMHUH




43
MKEI0.00435-01 32 01

3.3.2. Bknagka «Cnucok SA»

Bknanka «Cricok SA» B JIEBOM 4acTH COACPIKHUT JPEBOBUAHYIO CTPYKTYpY (cM. PucyHok 22)

AKTHUBHBIX 3aH_[I/IH_IéHHbIX COCHHHGHHﬁ, YCTAHOBJICHHBIX C JaHHBIM KOMIIBIOTCPOM, a TaKKC

CO3JAIOIIUXCS 3aIMUINEHHBIX COEIMHEHUMN.

B npaBoﬁ YacTh OKHa COACPKHUTCA ACTajlbHaA

PIH(bOpMaI_[I/II-O (6] BBI6paHHOM B JICBOH YacTH OKHA aKTUBHOM COCIMHCHHUU.

Tabnuua B JIeBOM YacTH OKHA COJAEPXKUT CIEAYIOUIYI0 HH(OPMAIMIO O 3aIIMIICHHBIX

coenunenusix (IPSec SAS) (cm. Tabmwuma 4).

Tabmuma 4 — Undopmanus 00 akTUBHBIX 3aITUIIICHHBIX COCTUHEHUSIX

IMapamerp

XapakTepucruka

ID

ID IKE SA (IKE SPI) wnu BHyTpenHuii unenrudukarop IPsec SA

Anpec nmapTHepa

IP-anpec mapTHEepa

ID napruepa WNnentudukarop naptaepa (qacto DN ceprudukara)
MeTtop Hcnonb3yemblii B 3aIUIIICHHOM COSTUHEHUH METO/T ayTeHTU(UKAIIMH TS
ayTeHTU(UKALUN IKE SA u ums npaBuna B LSP ms IPsec SA

Bpewms coznanus

Bpewms coznanus coenuHeHus




U | CratveThca

[=5] 2a5TAYA Client - MonsTop

El Crmcok 54

E] CrHCoK dHNETPOE
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izl E3
XX Y

jis}

= Innpec napTHepa

| 1D napTHEpa

MapateTp

| SHaueHHe

[ 6CB46507F 3155054
Tl

. DOEOB4 2FEEDHB18F

10.111.10.131
10.111,10.151
10.111.10.130

(DR C=RLI,OL=0TAen paspabpTrw [1C
19 0. 1

El IPsec bundle
El 10, -
(D) C=RL, 0=000 ENBHC MIKC, Ol

- MpasHng
DHneTp
- CenexTop
AADECINOPT NapTHERa
-+ AADECINOPT NOKANbHLA
DH rpynna
- Ccbinka Ha IKE 5
- IKE SA ID napTHEpa
=+ ESP
- SPIinjout
Mpagrng
- NpeoBpasosatve
AYTEHTHEMKALMA
- CocTosHHe
- CTaTucTHKa
= MHESNCY MpoEaHD |

OWHBRH 3yTEHTHDM
- TpoHe owHBKK 4K,

= Mpouee
Epems cosaaHns
 BPEMA #H3HA (CEK.)

e YpOBEHE NOra

= IPcomp
CPTinjout

~ Mpashng
MpecfpasoeaHie

- COCTORHME

- CTaTucTHRa

= MHESNCY MMpOEaHD |

- MNaKeTos cHatTo
-~ EafiT NEpea CHaTHEN
BaliT nocne cuaTHA
- Mpouee
Epera cosaaHHs
BPEMA HH3HA (CEK.)

- YpoBeHs N0ra

o QWABKH ASWADPAUH. .

DWHBKH WHBPAELMH ...

-~ B&HT NepeaaHD Ha A...

OrpaHKHEHKe N TPa. .

ESP + IPcomp (TYHHENBHBIA) MHWLLMATOP
1

rule_ipsecs

Filk4

192,168.21.0..192,168.21.255 <- 10.111.10.132
100111,10.131

10.111.10.132

From IKE SA

BCB48507FI155054

(DM} C=RL,0U=0Taen pazpabipTicn MO, CN=\Windows2008 Gate
(#6)

17DCFOCA § CTARSADZ

proto_espd

GOST28147.89-CBC

GOST34114 Mpaewno: proto_espd

AKTHEHOE
11 (1397) [ 11 {1 386)
0
0
0
0

2014.05.29 12:13:43
25789 (28800)

OrpaHM4eHKe No Tpa... 4096

OTNaACHHEI
(#7)

AS42 | FFBF
proto_iprompd
LZ5

ARTHEHOE

11 (11528)/ 11 (11 528)
1386

11
11308
1177

2014.05.29 12:13:43
HeorpaniserHo

Het

OTAaACHHEI

q | i
TKEw1: 54 0/0(0) \IKEvz: 54 2i0(0) |ESP1 AHO IPCOMP 1 y
Pucynok 22 - OxHo «MoHuTOp», BKIaaKa «Cricok SA»
B mnpaBoii wactm SKkpaHa OTOOpaKalOTCs MapaMeTpbl W WX 3HAYEHHUS JUIS JaHHOTO
COEIMHEHMUSL.
Wudopmanus o0 3alIMIIEHHOM COEAMHEHUM TOSBISETCS TOJIBKO MOCie  BBIOOpA

)

COOTBCTCTBYIOIICTO COCIUHCHW B JIEBOM 9aCTH OKHA.

OT(bI/IJ'II)TpOBaTI) 3alUIIEHHBIE COCIUMHCHHUA MOXHO C IIOMOIIIBIO KHOIIKHU

«DunbTp»,

PacrojoKeHHOW B BEPXHEM IIpaBOM YIJIy OKHA. TaOnmuipl B HM)KHEW 4YacTH OKHA C IapaMeTpamu

(GUIbTpalluu HECYT TY YK€ CMBICIIOBYIO HAarpy3Ky, 4TO M TaOJIUIbI B IPaBOil yacTH okHa «Crucok SAy.

B Bepxneii yactu okHa «Cricok SA —> OUIBTP» MOXKHO 3a/1aTh pa3IMYHbIC TapaMeTPphl GUIbTPAIHN

npotokoioB IKE u IPsec. Bknanka «®unbtp» nmokasana Ha pucyHke (cM. Pucyrnok 23).

Ota BKJIaJKa ITO3BOJISACT OT(i)I/IJ'II)TPOBaTI) BCC CYHICCTBYIOIIUEC 3allIUIIICHHBIC COCANMHCHUSA 10

psily mapaMeTpoB.
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EZJ ZASTAVA Client - Morutop o[-
A | Cratuctuka E_-j Crmcok SA é_j Crnmcok dunsTpos >< @
V] IKE
(V] [Twn v ] [conepxwr 6es yueta peructpa (<<¥) v ] v  yaamuTb
[¥] 1Psec
V] |1D v ] [conepmwr 6es yyeTa peructpa (<<% v ] v yaanuTb
HexkoTopbie Nnpasuna GuneTpawm Bbink usmeHeHsl, HaxxkmiuTe TipuMeHuTs' Ana nepednnbTpaLum
LAobasuTb Npasuno IKEJ [Aoﬁaswrb npasuno IPsec] [ MpuMeHUTH J
D Aapec napTHepa ID napTHepa Merteog ayTent | [Mapamerp 3HayeHne “
\
1E.. 10.004 (DN) C=RU,CN=user5 rOCT3410.200 | « IKEvV2(PMP) WUanym... |
_ Coctoanue IKE SA AKTUBHOE
A Jil ¥ Moaeuno nmn isa...

IKEvl: SA0/0(0) QMO/0

IKEv2: SA1/0 (0) CHILD0/0 ESP0 AHO IPCOMPO

Pucynok 23 - OxkHo «MOHUTOPY, aKTUBHBINA «DUIBTP»

[Mapametpsr puibTparmu nporokoiia |IKE npusenens! B Tabnuue (cm. Tabmuia 5).

Tabnuma 5 — [TapameTpsi

bunbTpanmu npotokosa IKE

ITapamerp XapakTrepucTHKa
Tun Tun co3nanus SA
Pexxnm PexxuM cozganusa SA
Poib Pob TOKaIbHON MalIMHBI TPU CO3JaHUHU SA

Cocrosuue |[KE SA

Cocrosuue |IKE SA

EAP ID coOcTBeHHBINH

Csoit EAP ID

IKE ID coOcTBeHHBI

IKE ID nanHoro xommbroTepa

EAP ID naptaep

EAP ID, npucnanuslii mnapTHepom

IKE ID maptuepa

IKE ID maptuepa

ID maptHepa ID maptuepa (IKE ID unu EAP ID B 3aBucuMocTs ot MeToza
ayTEeHTU(UKALINN)
[IpaBuio Mst mpaBumta

ANropuT™ HM(pOBaHUs

ATITOpUTM IH(PPOBAHUS
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IHapamerp XapakTrepucTuKa
Xo1m-pyHKIus AJITOPUTM XEIIUPOBAHHUS
DH rpynna DH rpynma
AJNTOpUTM KOHTPOJIS AJITOPUTM KOHTPOJIS LIETIOCTHOCTH
L[€JIOCTHOCTHU
PRF [IceBnocnyuaiinas QyHKIus

JloxanbHbIN aapec

IP-az[pec JaHHOI'O KOMIIbKOTEpPA, HCITOJIb30BaHHBIN IIpu CO3JaHNHN
BAIIUIICHHOT'O COCANHCHU A

JlokayibHBIN TOPT

UDP-HOpT Ha JaHHOM KOMIIBIOTEPC, HCITOJIb30BaHHBIN IIpHu CO3JaHNHA
BAIIUIICHHOT'O COCANHCHU A

Anpec nmapTHepa

1P KOMIIBIOTEpPA, C KOTOPBIM CO3JdHO 3aIIUIICHHOC COCINHCHHUEC

[Topt mapTHepa

UDP-HOpT KOMIIBIOTEpPA, C KOTOPBIM CO3JdHO 3aIMUIIICHHOC COCANHCHNEC

[lepenanpasieH ¢ agpeca

IP xomnbroTepa, ¢ KOTOPOIro MPOU3OILIO [IEPEHANPABICHUE HA JaHHbBIN

MeTto ayTeHTH(PUKATUU

Metoa uaeHTU(PUKAMKA JAaHHOTO KOMITBIOTEPA

MeTto ayTeHTH(PUKATUU
napTHepa

MeTto ayTeHTUUKALIMY TApTHEPA

IKE SA cookie

IKE v1 SA cookie

IKE SPI

IKE v2 SPI

'YpoBeHb jora

Y pOBEHB JTOTMpPOBaHUSA

HOI[I[Cp)KI/IBaeMLIe OIIIIHH

Crucox MOAACPIKUBACMBIX OmIui

[Tapametpsl GpunbTpaiyu npotokona IPsec npusenens! B tabnuie (cm. Tabmiuma 6).

Tabmuma 6 — [Mapamerpsr GunpTpanuu nmpotokona IPsec SA

Tun

Xapakrepucruka

ID

W neraTudukaimoHHbIH HOMEP

Ccruika Ha |IKE SA

Ccruika Ha |IKE SA

IKE SA ID naptHepa

IKE SA ID xommnbroTepa, ¢ KOTOPBIM CO3/IaHO 3aIIUIIEHHOE COCTUHEHNE

Pexnm

Pexxum cozmauusg SA
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Tun

XapakrepucTuKa

Poinn

Ponw npu cozmanuu SA

Id mapTaepa

ID mapTtHEepa

Id mokanpHBII

ID nanHOrO KOMIBIOTEpA

Anpec nmaptHepa

IP-az[pec KOMIIBIOTEPA, C KOTOPBIM CO3JaHO 3alIUIICHHOC ITOJAKITIOUYCHUEC

[TopT napTHepa

UDP'HOpT KOMITIBIOTEPA, C KOTOPBIM CO3aHO 3alIMIICHHOC ITOAKIOYCHNUEC

AJipec JIOKaJIbHBIN

IP-anpec nanHOTO KOMITBIOTEPA, UCTIOIB30BAHHBIN MTPU CO3AaHUU
3AIUIIEHHOr0 COSIUHEHUS

[TopT nokanbHbIN

UDP-nopt Ha 1aHHOM KOMITbIOTEPE, UCIIOIb30BAHHBIN MPU CO3/1aHUN
3alIUIEHHOT0 COeIMHEHUS

IKE-CFG anpec

IP-anpec, mony4eHHsbIH OT HUTI032

(kmeHTa)

DH rpynna DH rpynna

OuibTp OunbTp

IIpaBuio IIpaBuno

(AH) TIpaBuio (AH) TIpaBuio

(AH) SPI in 3nauenue SPI ans xomsimeit SA (AH)
(AH) SPI1 out 3nauenue SPI ams ucxomseit SA (AH)

(AH) Rekey SPI in

3navyenue SPI s Bxogsmeit SA, Kiro4n KOTOpoi ObliIr 0OHOBIIEHBI

(AH) Ypogsens jora

(AH) Yposens jora

(AH) AyrenTudukarms

(AH) AnropuT™M UMUTO3AIIHUTHI

(ESP) IIpaBwuiio

(ESP) IpaBuiio

(ESP) SPI in

3unauyenue SPI mis Bxoasmeit SA (ESP)

(ESP) SPI out

3unauyenue SPI nis ucxomsmert SA (ESP)
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Tun XapakrepucTuKa
(ESP) Rekey SPI in (ESP) Rekey SPI in
(ESP) Yposens nora (ESP) Yposens nora

(ESP) IlpeobpazoBanue |(ESP) Anroputm mmdpoBaHus

(ESP) Ayrentudukarms | (ESP) AaroputM HMHUTO3AIIMTEI

(ESP) Ucxonusiii anpec | (ESP) Mcxoanblit aapec mapTHepa
napTHepa

(ESP) Ucxonnsiii anpec | (ESP) McxoaHblii agpec 1aHHOTO KOMITbIOTEPA

JIOKaJIbHBIN

(IPcomp) IlpaBuio (IPcomp) IIpaBuio

(IPcomp) CPl in 3nauenue CPIl ms Bxomsmeit SA (IPcomp)
(IPcomp) CPI out 3unauyenue CPI s ucxomsmieit SA (IPcomp)

(IPcomp) Rekey CPI in 3navyenue CPI mis Bxogsmed SA, KoYl KOTOPO# ObLITH OOHOBJICHBI
(IPcomp)

(IPcomp) Yposens nora | (IPcomp) Yposens siora

(IPcomp) (IPcomp) Anroput™m cxkatus
[Tpeobpa3oBanue

1) PuibTpamus MoxkeT ocymecTBaAThea Kak cpenu IKE SA, Tax u cpemu IPsec SA. Beibop
OCYILECTBIISIETCS C TIOMOIIBIO MEPEKIoUaTeNs B JIEBOM BEPXHEH YacTH 3KpaHa.

Jlnst 3aiaHust onepauuy i GUIbTPAMM HEOOXOJUMO BBIOpaTh MapaMeTp U3 BBINAAIOIIETO
CIIMCKa BTOPOTO MOJISI CTPOKM JUIsl 3a/laHusl apaMeTpoB (DUIBTPALMU, ONEpalMy CHEeUUPUUHBI IS

KaXI0T0 U3 rmapaMeTpoB (cm. Tabmwuma 7).

Tabnuma 7 — Onucanue TUINOB onepanuii puapTpanuu

Komanpna | XapaKkTepucTHKA

Onepanuu 11 GUIbTpallMy MO TUIY oOMeHa

paBeH 3HAUEHHE TIOJII PaBHO 3TANOHY (3HaYeHue MoxeT ObITh: mMm(Main Mode), am
(Aggressive Mode), gm (Quick Mode), ix (Informational), tx (Transaction), mis
IKEV2: resume, init, auth, child, info)
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Komanna

XapaKkTepucTHKA

HC paBCH

3HAYCHUE I10JI HC paBHO 3TAJIOHY

Omneparuu 1y1st Gt

bTpallvy 110 POJIK B IIPOLECCC obMeHa

paBeH

3HAaYeHHE TIOJIsI PABHO TAIOHY (3HAYCHHE MOXKET OBbITh: initiator, responder)

HC paBCH

3HAYCHUE I10JI HEC paBHO 3TAJIOHY

Omneparuu 1y1st Gt

bTpanuu 1o COACPNKAaHNIO CTPOK

COJIEPKUT 0€3
ydeTa perucrpa

HI0JIE COJIEPKUT MOJCTPOKY (3TATOH), UTHOPUPYS pETUCTp OYKB

HE ConepKuT 6e3
ydera perucrpa

10JIe HE COACPXKUT MOACTPOKY (3TAJIOH), UTHOPUPYS PErucTp OYKB

COOCPIKHUT

M0JIE COJEPIKUT MOJCTPOKY (ITAJIOH), YUYUTHIBAsI PETUCTP OYKB

HE COJICPKUT

I0JIe HE COACPIKUT MOACTPOKY (ITAJIOH), YUUTHIBAsI PETHCTP OYKB

paBHsieTcs 6e3
ydera perucTpa

I10JIC PABHACTCA DTAJIOHY, UTHOPUDPYS PETUCTP 6y1(B

He paBHseTcs 0e3
ydera perucrpa

1I0JIe HE paBHSETCS ATAJIOHY, UTHOPUPYS PETUcTp OYKB

paBHsETCS

I0JIe PaBHSIETCS ITATOHY, YIUTHIBAst PETUCTP OYKB

HC PABHACTCA

I1OJIC HC PABHACTCA 3TAJIOHY, YUHUTBIBAA PETUCTP 6YKB

Omneparuu 1y1st Gt

pTpanui no nomo IP-agpec

B AHAI1a3oHE

3nauenue nois (IP-agpec) BXOAUT B Mana3oH 3aJaHHbINA 3TAIOHOM, B KAYECTBE
3TaJIOHA MOXKHO yKazaTh npocto IP-agpec (10.1.1.1) nnau quanazon
(10.1.1.1...10.1.1.255) wmm noxcets (10.1.1.0/24 wmm 10.1.1.0/255.255.255.0)

HC B JHUaIlla30HC

snauenue noss (IP-agpec) He BXOAWUT B IHana3oH

paBeH

saauyenue nojst (IP-aapec) pasuo sranony (IP-ampec)

HE paBeH

snauenue nosst (IP-aapec) ve pasHo stanony(IP-agpecy)

Omnepatmu 11 Gt

pTpalyu 1o noso IP-nopt

paBeH

3Ha4YeHHe MoJis (MOPT) PaBHO ATAIOHY

HE paBeH

S3HAYCHUEC I10JIA HC paBHO 3TAJIOHY

B IWAIIa30HE

3HAYEHHE MOJIsI BXOAUT B JMAIa30H, 3aJaHHbIN 3TAIOHOM, B KA4€CTBE STaJIOHA
MOYHO ykazathb mpocto mopt (8080) miu auanaszon (0..65535)

HC B JUaIlla30HEC

3HAUYCHHE MOJIs HE BXOJAUT B IMAIla30H, 3aJJaHHBIN 3TaIOHOM

Omneparmu 1151 Gt

bTpallruu 110 MOJIIO YPOBCHB JIOTUPOBAHU S
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Komanpna XapaKkTepucTHKA
paBeH 3HAYCHHE 101 (YPOBEHB JIOTUPOBAHMS ) PABHO ATAJIOHY (BO3MOYKHBIC 3HAUCHHUS:
disabled, events, details, verbose)
HC paBCH 3HAYCHHUC IOJId HEC paBHO 3TAJIOHY

00JIBIIIE YEM

3HaveHue moss O6osbiie stanona (disabled < events < details < verbose)

MCHBIIC YEM

3HA4YCHUC I10JI1 MCHBIIC 3TAaJIOHA

00JIbLLIE WU
paBeH

3HAYEHHE MOJIs1 OOJIbIIE WM PABHO ATATIOHY

MEHbIIIE WU
paBeH

3HAYCHHUC MMOJI1 MCHBUIC UJIM PABHO 3TAJIOHY

Onepanuu 11 Gumn

pTpanuu no IPsec-coenuHeHunto no Mmoo NpoToKoI

paBeH

3HAYCHHE MOJISl PABHO 3TAJOHY (BO3MOXHBIE 3HAaUeHUs: ah, esp, pcp)

HC paBCH

3HAYCHUC I10JIs1 HC PaBHO 3TAJIOHY

Onepanuu 11 Gumn

pTpanuu 1o IPsec-coenuenuio mo noso mode

paBeH

3HAYCHHE MOJISl PAaBHO TAOHY (BO3MOXHBIC 3HAaYeHUs: tunnel, transport)

HC paBCH

3HAYCHUC I10JIs1 HC PaBHO 3TAJIOHY

Onepanuu 11 Guin

pTparuu no IP-nmporokony

paBeH

3HA4YEHHE MO (TPOTOKOJ) PAaBHO ITAJTIOHY

HC paBCH

3HAYCHUC ITOJI HE paBHO 3TAJIOHY

B AHAI1a3oHE

3HAUEHUE TOJIS BXOAWT B TUATA30H, 33JaHHBIA dTAIOHOM, B KA4€CTBE dTAIOHA
MOYHO yKa3aTh MpocTo MpoToko (6) wiu auanason (0..255)

HE B JIMaIla30He

3HAYCHUC IT10JI1 HE BXOAUT B JHUAIla30H, SaHaHHBIﬁ O9TaJIOHOM

Omneparuu 11t Gt

bTpaIuu 1o nuamnasony IP-agpecos

COJIEPKUT

3nauenue nons (IP-auamaszon) cogepxkur IP-aapec, 3a1aHHbIH 3TATOHOM

HE COJICPKUT

snayenue noJjst (IP-auamazon) He comepxut IP-anpec, 3a1aHHbIi ATATOHOM

B JIAaIIa30He

snadenue mos (IP-auana3on) Bxoaut B Apyroi IP-auama3on, 3aqaHHbIi
STaJIOHOM

HE B JIMaIla30He

snavenue mous (IP-auana3on) He BXOauT B apyroi IP-muama3oH, 3aganHbIi
STaJIOHOM

paBeH

snavenue mos (IP-auana3zon) coBmagaer ¢ IP-nquana3oHom, 3a1aHHbBII
3TAJIOHOM

HC paBCH

3Hauenue nojs (IP-auamason) He coBnamaer ¢ IP-gquana3oHoM, 3a1aHHbBII
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Komanpna XapaKkTepucTHKA

3TAJIOHOM

[Tocre BhIOOpa mapameTpa CTEHTa W BHIOOpPA, KaKylO ONEPalHI0 NMPHUMEHHTh, HEOOXO0ANMO
yKa3arh 3HaYCHHUE, IO KOTOPOMY OyJeT IPOU3BOAUTHCS CPABHEHUE, B KpailHEM MPaBOM I0OJIE CTPOKU
¢unbTpanmu, W Haxarb KHONKY «lIpumenuts». B HmwkHeidl Tabnume Oynyr mOKa3aHbI
oT¢ubTpoBaHHBIE cOOBITHS. KommuecTBo cOOBITHI, YIOBIETBOPSIOIINX MPAaBUITY UIbTpanuH, Oyaer
MO0Ka3aHo npaBee KHOMKHU «[[puMeHnTHY.

Bo Brnazke «Criucok SA» cyliecTByeT KOHTEKCTHOE MeHI0 ¢ komanaamu (cm. Tabmuma 8).

Tabauia 8 — KoMmaHapl KOHTEKCTHOTO MEHIO BKIIAAKU «CIicoxk SA»

Komanpa XapaKkTepucTHKA
ITokaszaTp xKypHan [Tepexon B 0kHO «MOHUTOP» ISl IPOCMOTPA COOBITHIA
BrinenuTs nepBbIii Brinenenue nepporo SA B OKHE 3alMCH
Brigemuts mocieqHui Brigenenne nociennero SA B OKHE 3alUCU
Pa3zBepnyTh BCce OTto0pakaeT CoOAepKUMOE COCTOSHUN SA-COSTUHCHHH
IToxa3eiBaTh Bce SA [Toka3seiBaer Bce SA-coeIMHEHUS
IToxassiBaTh TONBKO IKE SA ITokassiBaeT TosbKO IKE SA
ITokassiBaTh TONBKO IPSec SA IToka3ssiBaeT ToNbKO IPSec SA

IToka3biBaTh cuHXpOHU3UpOBaHHBIE SA | IToka3bpIBaeT CHHXPOHU3UPOBAaHHBIE SA

[TokaspIBaTh ynaieHHbIe SA [Toka3pIBaeT ymaieHHbIe SA

HckaTh ToNbKO B iepeBe SA [Touck TompKkoO B nepeBe SA

CMEHUTH K04 3arycTuTh NpoLecc OOHOBIEHUS KIIouei
VY nanute VY 1anuTe BBIACIIEHHYIO CECCHIO

VY nanuTe Bce U3 CIMCKa VY nanute Bce COeTUHEHUS

CoxpaHuTh CoxpaHUTh BBIJIETIEHHYIO CECCUIO
CoxpaHUTh BETBb CoxpaHUTh BBIIEIEHHYIO BETBb

CoxpaHuThb BCE CoxpaHuTh BCe
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3.3.3. Bknagka «Cnucok ®unbTpoB»

Bxmagka «Choucok @uiIbTpoB»

MO3BOJIACT TMIPOCMOTPETL KaK CTAaTUYCCKHC,

TaKk H

JIMHAMHYECKUE (HIBTPBI, MPOrPYKEHHbIC B JapaiiBep (crnucok ¢uibtpoB onpenensiercs JIIIB) (cm.

Pucynok 24).

Panom ¢ kHomnkol «®uiabTp» B IpaBOM BEpXHEM yriy OKHa «MOHHUTOPY» PacloiIOkKeHbI JIBE

KHOIIKH «y[[aJII/ITB» n ((Y,[[aJII/ITb BCC M3 CIIMCKa», IO3BOJIAKOIINC YAAJINTbH aKTHUBHOC 3aIJ_II/IH.[éHHOG

COCAUHCHHUC.
Bl ZASTAVA Client - MonuTop =N
| L] cramucrina E CrucoxSA | ] Crmcok dunsTpos
[LobasuTb npasuno ] l MpuMerUTL
Hazsanue JlokanbHbll YaaneHHbli cenektop [Jevictene  Yposenb no Cratuctuka Ha Bxoa  Cratw
autopass pmp IP:10.111... gf’%iﬁq&;;opﬂ 0 Mponycka... Cobbrrua  lMepexsaueHo: 104 ... [Mepex
Mpotokon: 17 MopT: 4500
: : 1P:10111.10.221 Mepexsauero: 0 (0)  Mepex
autopass ike IP:10.111... Mporokon: 17 Mponycka... 3anpellen Or6povuero: 0 Otépc
" p Mepexeavero: 0 (0)  Mepex
filtd 1P:10.112... 1P:10.112.10.0/255.255.255.0 Mponycka... 3anpeulen OTSPpOLueno: 0 OTng
filt? Mpotoko... Mpotokon: 17 Mopt: 67 Mponycka... 3anpewer [epexsaueHo: 548.. [Mepex 3
) Mepex
filtd Mpotoko... Mpotokon:1 Mponycka... 3anpewen [epexsayeno: 306 (... Ovépc
: " Mepexeaueno: 0 (0)  MMepex
filtl2 (ONE_BREQ) 1P:10.112.10.0/255.255.255.0 Mpumenate 3anpelex Or6povueo: 0 Orépc
default_pass Mponycka... 3anpewen [Mepexsaveno: 328 ... Mepex _
< m »
IKEv1: init: 0, resp: 0, halfopen: 0 IKEv2: init: 1, resp: 0, halfopen: 0 IPsec: bundles: 0, ESP: 0, AH: 0, IPcomp: 0 FiltDB: alt: 4, main: 5, dynamic: 0

Pucynok 24 - OxHo «MoHHTOp», BKIaKa «CIHCOK (PUIBTPOBY

Bxnagka «Crnucok @uibTpoB» BKIIIOYAeT B ce0s CTaTHCTUKY MO MapameTpaM (uibTpaluuu

(cMm. Tabmura 9).

Tabmuna 9 - [NapameTpsr GuabTpOB

ITapamerp

XapakrepucTuka

HazBauue

[Tapamerp punbTpanuu no noito «Ha3Banue»

JIoKaJIbHBIN CENEKTOP

A,upec, MPOTOKOJI U MMOPT JIOKAJIBHOTO CCIICKTOpA

Y IaJICHHBIN CEIIEKTOP

A,upec, MPOTOKOJI U MMOPT YAAICHHOI'O CCJIICKTOPA

WuTepdeiic

HuTepdeiic, Ha KOTOPOM yCTaHOBIIEH QUIBTP

JleiicTBue

JleiicTBue 11 GuabTpauU

'YpoBeHb J0ora

ypOBCHB JIOTUPOBAHUA
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ITapameTp

XapakTepucTUKa

CTaTUCTUKA HA BXO/

CraTHCTHKA BXOAAINUX ITIAKETOB

CTaTUCTUKA HA BBIXOI

CTaTHCTHKa HCXOOAIUX ITAKETOB

BXOI[HH_[I/IX IIPOMAaxoB B K3III€

CTaTHCTHKA IPOMAaXOB I10CIIE TIPOBEPKE BXOAAIINX MTAKETOB HA
COOTBETCTBHUE C (PMIBTPAMU B KAIIIE

I/ICXOI[HH_II/IX IIPOMAaxoB B K3IIIC

CTaTuCTHKA IPOMAaXOB I10CIIE IPOBEPKE UCXOAIINX ITAKETOB Ha
COOTBETCTBUE C GMIBTPAMU B KAIIIE

Bxoasmux nakeToB B CEKYHIY

CraTHCTHKA BXOAIIUX MMAKECTOB B CCKYHIY

Vcxonsmux makeToB B CEKYHTY

CraTHCcTHUKA HCXOOAIHNX ITAaKETOB B CEKYHAY

Hcxonsamumx 0aiiToB B CEKYHIY

CTaTHCTHKA UCXOIAIINUX OAlT B CEKYHIY

Bxoasmmx 0alT B CEKyHTY

CraTucTuka BXOJAIIMX OalT B CEKyHIY

DaepBOsIbHBIE TPOIIEAYPHI

DaepBoJIbHBIE POLIETYPHI

KoMmMmeHTapui

KommeHTapuii (Hanpumep, onucanue GUIbTpa)

CymiecTByeT BO3MOKHOCTh TPOM3BECTH (WIBTpaUui0 B OKHE «MOHUTOpY», ISl 3TOTO

HEOO0XOMMO B MPAaBOM BEPXHEM YIIy HaXaTb KHOMNKY «QDWIbTp», B TOSBUBIIEMCS OKHE (CM.

Pucynok 25) BeiOpath HeoOXx0oauMbIe mapameTpbl Gpuiabrpaiuu (cm. Tabmuia 10).

o

ELl ZASTAVA Client - Monwtop

} 1] Cratuctuka

E Crmcok SA ‘ é_] Crucok punbTpos
|

=)

[¥]

7| |Twn

b2 ‘ [DBBEH

v] [AMHanmecmﬁ 'J yaanuTb

HekoTopble npasuna GunbTpaLm Bbinu u3mMeHeHb!, HaxmuTe TipuMeHnTs' ana nepedunbTpaLsm

[AofasuTe Npasinno ] ‘ MpuMeHnTL

HazeaHue JlokaneHbll YaaneHHbli cenektop Qeiictene  YpoeeHe no Cratuctuka va exog Cratm #
autopass pmp 1P:10.111... gf’;’g‘ﬁi"{(ﬁg@omi 300 Mponycka... Cobbitua  [Mepexsadero: 104 ... [Mepex

Mpotokon: 17 MopT: 4500
. . 1P:10.111.10.221 Mepexsaueno: 0 (0)  Mepex

autopass ike 1P:10.111... Mporoxon: 17 Mponycka... 3anpeweH Orépoiuenc: 0 Otépc
) . . , Mepexsauero: 0 (0) Mepex
filt4 1P:10.112... 1P:10.112.10.0/255.255.255.0 Mponycka... 3anpewen Orépoero: 0 Orépc
filt7 Mpotoko... Mpotokon: 17 MopT: 67 Mponycka... 3anpewer [Mepexeaueno: 548... MMepex|
. Mepex
filt Mpotoko... Mpotokon: 1 Mponycka... 3anpewen [MepexsauyeHo: 306 (... Or6pc
: . Mepexsauero: 0 (0)  Mepex
filtl2 (ONE_BREQ) 1P:10.112.10.0/255.255.255.0 Mpumenste 3anpelyeq Or6powuero: 0 Orépe
default_pass Mponycka... 3anpewen [MepexsaueHo: 328 ... [Mepex _

< nm »

IKEv1: init: 0, resp: 0, halfopen: 0 IKEv2:

init: 1, resp: 0, halfopen: 0 IPsec:  bundles: 0, ESP: 0, AH: 0, IPcomp: 0 FiltDB: alt: 4, main: 5, dynamic: 0

Pucynok 25 - OxHO «MOHHUTOpP», OKHO (pUIBTpAIIH (PUIHTPOB

Ta6muma 10 - [Tapamerps! GrmbTparim

ITapamerp

XapakrepucTuka
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ITapameTp XapakTepucTUKAa
Tun [Tapametp dmibTpanuu mno nomo «Tum»
Hassanue [Tapametp ¢uibTpanuu mno noito «Hazpanue»
[lelicTBue [TapameTp ¢unbTpanmu 1mo noso «JlerctBuey
YpoBeHb jiora [TapameTp GUIBTpALUU 110 OO Y POBEHB JIOTA»
drnaru [TapameTp ¢unbTpanmu mo noiro «Ha3zsanuey»
KoMmMmeHTapui [Tapametp ¢ribTpanuu 1o mnoto «KoMmeHTapuii
Wutepdeiic [Tapametp ¢mibTpanuu no nomo «Mutepderic
JlokaJIbHBIN CeNeKTOp [TapameTp ¢uiabTpamnuu 1Mo mosro «JIoKaabHBII CEIeKTOP»

AZpec U3 JOKaJIbHOTO cenektopa (PunbTpanus nois «JlokaneHblil cenextop» no IP-anpecy

[lopT n3 oKanbHOrO cenexkropa  [PuiabTpanys Nois «JIOKaIbHBIN CENEKTOP» 1O MOPTY

Anpec u3 ynajJeHHOro cenektopa |OunbTpanus nojis «Y aaneHHsli cenektopy mo [P-aapecy

[lopT U3 ynaneHHoOro cenekropa  [PuibTpanys o «Y JAJEHHBIN CEJIEKTOP» MO MOPTY

Bxoasmmx npoMaxoB B K31IE DunbTpanus noys «BXoasmux npoMaxoB B K3IIE»

HMcxogsamux IMPpOMAaxoOB B KOIIC (DI/IJ'IBTpaI_II/IH nons «Mcxoasmux IIpOMAaxoB B KoLIC»

DaepBOJIbHBIC POLIETYPBI [TapameTp ¢unbTpamnuu 1mo noio «PaepBoIbHBIC TPOIIEAYPHD

I/ICXO[[HIIII/IX IMaK€TOB B CCKYHAY CDI/IJII)TpaIII/IFI I10JI4 <<I/ICXOII$IHH/IX ITaKCTOB B CCKYHAY»

Hcxonsmux 6aiT oTOpOIIeHO OunbTpanms nois «Mcxoaanmx 6aiT oTOPOIIeHO»
Bxoasiux 6aiT oTOpoIIeHO DuibTpanus nomist «Bxoasmux 6aiT oTOpoeHo»
HMcxomammumx 0ait OunbTpanus nodst «Mcexoasammx 0anT»

Bxosmux 0ait DunbTparnys nomis «Bxoasimx 6aiT»

3.4. OkKHO «CepTudunKaTtbl U KINLOUYN»
. Ceprudukarsl (Bkimovas ceptudurarsl YII), mpeaBapuTenbHO pacrpeaeiicHHbIE KITIOYH,
COC perucrpupytorcsi B 3ACTABA-Knuenm uepe3 okno «Ceptudukarsl u Kiroumy. BwizBath 310

OKHO, BbIOpaB «Ceptudukars» Ha [lanenu ynpaenenus.

34ACTABA-Knuenm nofepxxuBaet asa tuna ceptudpukatoB X.509 V3: ceprudukarsl Y1 u
cepTH(HKATHl KOHEUHBIX Mosb3oBaTenel. Cpeau cepTU(PHUKATOB KOHEUHBIX MOJIb30BATENCH BBIICIAIOT
(c TOYKM 3peHus JAHHOTO XOCTa) NEepCOHATbHbIE CEepTU(GUKATHI, MpoUHMe CepTUPUKATHI U

MPOMEXKYTOUHBIE cepTr(HUKaThl. Huke onmrcanbl 0COOEHHOCTH ITHX YETBIPEX TPYII CePTUHUKATOB:

— loBepeHHbIil  cepTH(HUKAT - TPUHALIESKAT JOBEPEHHBIM TPETBHUM  CTOPOHAM
(opranuzanusM), KOTOpbIE 3aHHMAIOTCSI BBITYCKOM UU(GPOBbIX ceprudukaTos. I[Ipu

noMomu ceprudukara YI[ MOXKHO NpOBEpUTH NOJIMHHOCTH JTHOOOT0o cepTuduUKaTa,
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n3nanHoro naHHeIM Y. Ceprudukarsr Y1l moryr ObiTh umMnoptupoBanbl B 34CTABA-
Knuenm ¢ uenpl0 TPOBEpPKHM TOJIMHHOCTH BCEX CEpTU(UKATOB, MPHUCHUIAEMBIX
napTHEpaMH MO CBS3M B IIPOLIECCE YCTAHOBJICHUS 3alIUIICHHBIX COCIUHEHUN (CM.

«cepTuuKaTel TApTHEPOBY).

—IlepcoHa/IbHBINH cePTURHUKAT - 3TO CEPTUPHKAT, UCTIOTIB3yEMbIN JAHHBIM I10JIb30BATEIEM
3ACTABA-Knuenm. OTIMYUTEIBHOH OCOOCHHOCTBIO SBIISICTCA TO, YTO JIOKAJIBHBIM
ceptuukaT XpaHUTCS HAa TOKEHE BMECTE€ C COOTBETCTBYIOIIMM 3aKPBITHIM KIIOUOM.
Hannume 3akpeitoro kimova mo3oiisier 34CTABA-Oguc ocymecTBIsTh ABYCTOPOHHIOIO
KpunTorpaguueckyro ayTeHTU(UKALNWIO TMPH YCTAHOBICHUH COCAMHCHUU C JIPYTHMH

XOCTaMH 3alIUIIICHHOM KOpIopaTuBHOM cetu Ha 6aze npoTokoisioB IKEv] u IKEv2.

—IIpoune ceprudukarsl - 310 cepTuduKarhl, ucnoiabzyemsle naHHbIM 34 CTABA-Knuenm.
OTIUYHUTENBHOW OCOOCHHOCTBIO SIBISIETCS TO, YTO JAHHBIE CEPTU(UKATH BHIKIIAIBIBACTCS
0€3 COOTBETCTBYIOILETO 3aKPBITOrO KJIH0Ya M UX HEJIb3sl OTHECTH K 0003HAYEHHBIM THIIaM

cepTU(UKATOB.

—IIpomexxyTounble cepTUUKATBI - 3TO CepTU(UKATHI, HCHOIb3yeMble JaHHBIM
3ACTABA-Knuenm. OTIMYUTSIBHON OCOOCHHOCTBIO sBIseTcs TO, 4ro 310 CA-
ceprudukaTel MPOMEXKYTOUHBIX Y1, BBIIaHHBIE TPOMEKYTOUHBIM CEPTUPHUITUPYIOITIM

opranom (CA - certification authority).

[IpeaBapuTenbHO COTrIacOBaHHBIE KIIIOUM MOTYT uUcnonb3oBaTbess B 34ACTABA-Kiuenm B
KauecTBE albTePHATHBBI HCIIONIB30BaHMs cepTuduKatoB. [l moxydenus 6osee moaHoN nHGOpMaLuu

Haj0 oOpatuThes K 1. 3.4.7.

B okne «Ceptudukarsl u Kimroun» Bel Mmoxere Taxke coznate 3PC, ecnu Bbl HCNONb3yeTe
TOKEHBI, KOTOpPbIE MOAAEPKHUBAIOT reHeparuio KiroueBoi napsl. 3PC moxHo nmocnats B Y1, rae Ha
€ro OCHOBaHHM OyzeT u3faH ceptudukat. s nomydeHus Oonee noiHoi uHpopmauuu cM. 1. 3.4.6.
3ACTABA-Knuenm mnopnepxuBaer COC. Jlna mnomydeHuss OoJjiee TOJHONW WHOOpPMAIUU HAJO

obOparutbes k 11. 3.4.8.

3.4.1. CtpyKktypa okHa «CepTucpukatbl n Knroumn»

Uro6sl oTKphITh OKHO «Ceprudukarsl u Kmoun» neobOxoaumo Ha [llanenu ympaeénenus
HaxaTh KHONMKY «Ceprudukatsl»y. OkHo «Ceptuduxarsl u Kiroum» mokasbiBaeT KpaTKuil 0030p
cepTuuKaToB. OKHO COJEPKUT MEHIO, MHCTPYMEHTAJbHYIO IMaHelb W BKIJIAIKH, Pa3/eJIeHHBIE I10

Tumnam ceptudukaros (cMm. PrucyHok 26).
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[=] ZASTAVA Client - Ceprudukarsl u knroun = S0
Ceptudukar [Momouls

o X @

WMnopT Preshared 3anpoc 3kcnopt VYaamute OBHOBUTL

MepcoHanbHbIe { [oseperHble I MNpoMexyToYHbIe ] Mpouwme ] CRL l Preshared l

Wma enagenbuya Kem BbigaH TokeH Jelictentened go Anroputm

Pucynok 26 — Okno «Ceptudukarsr u Kimrouny»

3.4.1.1. Bknapgku okHa «CepTucukatbl U KNOYN»

Oxno «CepruduKaThl W KIIOYM» COACPKHUT BKIAJKA C  33apETHCTPHUPOBAHHBIMU
cepTUHKATAMUA  pa3NeNeHHBIX 10 THnaM ceptudukaroB: Ilepconanbuble, JloBepeHHBIE,
IMpomexytounsie, ITpoune, CRL, Preshared. Oxuo «CepTudukaTbl W KIIOYM» OTOOpaXkaeT BCe

9K3EMIUISIPBI 00BEKTOB, B COOTBETCTBHHU C TUIIOM BhIOpaHHOM BkiIaaku (cMm. Tabmuma 11).

Tabmuma 11 — Brnanku okHa «CepTuduKaThl U KIIFOUN» U UX COJCP)KaHHUE

Tun o0beKTa XapakTepucTruka
IIepconanbubie [lepconanbuble cepTuuKaTel (00BIYHO OAMH), a Takke 3PC
JloBepeHHbIE Ceptuduxats Y|

[Ipomexyrounbie | CepTudukatsl Mexay ceptudukarom Y1l u cepruduxaramu KOHEUHBIX

M0JIb30BaTEIICHN
[Ipoune Bce ocranpubie cepTUdUKATBI, KOTOPBIE HENB3s1 OTHECTH K 0003HAUYEHHBIM
THIIaM CepTU(UKATOB
CRL CocC
Preshared [IpeaBapuTenbHO COTIACOBAHHBIE KITFOUN
3.4.1.2. CTpokKa mMeHIo

CTpOKa MCHIO COACPIKUT CICAYIOINIUEC MCHIO: «CepTI/I(I)I/IKaTLI», «ITomomp». KOMaHI[LI MCHIO

npeacTaBieHbl B Tadmuie (cMm. Tabnuma 12).

Tab6muna 12 — Komauas! MeHI0

Komanpa ‘ JelictBue

CepTtudukarbl

Nmnopr 3anmyckaer Mactepa Mmmopra ceprudukaToB, KOTOpblii momMoraer Bawm
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Komanna JleilicTBue
ceprudukara umropTupoBath ceptudurat, COC u3 (HailsioBoil CHCTEMBbI WIN U3 TOKEHA
Nmmopt 3anyckaer mactepa MMmopra npeaBapueTibHO paclpeelIeHHBIX KIIOUeH,
MIpeIBApUTEIILHO KOTOpBI oMoraer Bam uMnopTupoBath MpeIBapuUTEIbHO pacipe/IeIeHHbIH
pacrpeiesIeHHOTo KJIIOY (TaKkKe MapaMmeTphbl MPEeABAPUTEIILHO PACIPEACIICHHOI0 KIl0Ya MOTYT
KJIF04a OBITH BBEJICHBI BPYYHYIO)

I'enepanus  3ampoca

3amyckaer mactepa ['eHepanuu 3ampoca ceprudukarTa, KOTOPBIA MOMOTaeT

ceprudukara Bawm coznmaBate 3PC

OKkcnopt 3amyckaer Mactepa OJKcmopra cepTH(UKAaToB, KOTOPBIA IIOMOTaeT BaMm

ceprudukara IKCIIOPTUPOBATH JIFOOOH cepTH(HUKAT.
OOHOBNISIET CIHMCOK CepTU(PUKATOB, 3apETHCTPUPOBAHHBIX B 0a3e JaHHBIX
(BO). Ecmum oxHOo «CepTuduKaThl ¥  KIOYH»  OTKPBITO, KOrIa
aktuBuzupoBana JIIIb, to ceptudwukarel, nmomydennoie B TeueHue IKE-

OO6HOBUTH obmena, He oOHOBsOTCS  aBroMaruuecku. COC,  moydeHHBIE
aBromatuyecku oT cepBepa LDAP, taxke He mnokasbiBarorcs. Haxartue
KHOMKH «OOHOBHUTHY» rapaHTUPYET TO, 4TO Bbl BunuTe Hanbosee CBEXKYIO
nHpopmanuo o bJ]

Momowb

PaGora c .
OtkpsiBaer pasnen «Pabora ¢ cepTudukaraMu U KIIOUYAMU», TOSACHSIOMUN

cepTH(HUKATaAMU U
paboty ¢ cepTuPUKaTaMH U KIF0YaMu

KIIF0YaMu

[Tomorp BrizoB o6mieit CripaBounoii cucrembl 34 CTABA-Knauenm

3.4.1.3. UHcTpyMeHTanb

HasA naHenb OKHa «CepTuUdUKaTbI U KNHOYU»

I/IHCTp}/'MeHTaJ'ILHaSI MaHeJIb COACPIKUT CICAYIOIUC KHOIIKU:

g

— Wmmopt WmnopT

&
O,

— VIMIOpT NpeiBapuTebHO Pachpe/ieleHHOro Kiroya Freshared

&

— T'eneparus 3ampoca ceprudukara 3anpoc

=
2

— DOKNopT ceTudukara 3kenopt,

— VY anute ¥aammte,

@

I O6HOBI/ITB OBHOBMTL i

@DyHKINY 5THX KHOMIOK COOTBETCTBYIOT IMMyHKTaM MeHio (cMm. 1. 3.4.1.2).

Pa6ora B oxHe «CepTudukars» nogpodHee onucana B paszene 4.
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3.4.2. XapakTepucTtukm ceptudmnkaTon
3.4.2.1. CBownucTtBa cepTtucukara
Jlst mpocMoTpa CBOKMCTB cepTUdUKaTa HY)KHO BBIOpAaTh €ro B COOTBETCTBYIOIICH BKJIAIKE

(ITepconanbubie, JloBepeHHbIE U T.I.) W JBAXKIbl Ha)KaTh HA HEro MPaBOil KHOMKON MBIIIM WM

BOCIIOJIb30BaThCA KiaBulie <Enter>.
XapakTepucTUKU cepTH(HKaTa IpuBecHbI B Tabauie (cMm. Tabnuma 13).

Tabmuna 13 — XapakTepucTuku cepTudukara
ITapameTp XapakTepucTuka

Version Bepcus ceprudukara

Cepuiinbiii Homep | CepuitHbiii HoMep cepTudukara

Issuer Kewm Bbiman ceprudukat

ConepKUT OTIMYUTEIBHOE UMSI CyOBEKTa, TO €CTh BIIaJeblla 3aKPBITOTO
KIIF0Ya, COOTBETCTBYIOLIETO OTKPBHITOMY KIIIOUYy MJAaHHOTO cepTudukaTta.

Subject .
CyOBbexToM cepTUHUKAaTa MOXKET BBICTYNATh Y aoctoBepsitommii LleHTp
(Y10), Peructpanuonnsiii [entp (PLI) win koHeUHbIH CyObEKT

Sign Algorithm Anroput™ nuppoBoii MOANNCH CepTUPHUKATA

Key Algorithm Tun oTKpBITOro Kio4a (JIrOpuT™M HUGPOBOM MOAMKUCH U AJINHA)

Public Key 3Ha4eHHEe OTKPBITOTO KIF0Ya

JelcTBUTEIEH ¢ HauanbHas nata neiictBus ceptudukaTa

JlelicTBUATEJIEH 10 Koneunas nata neiictBusi ceptudukara

Authority Key | Unentudukarop kimoda wH3AaTeNs, MOMOTaeT ONPEAENUTh IPaBUIIbHbIN

Identifier KJTFOY JUTS BepU(HUKAIUY MTOJIIHCH Ha CepTU(HUKATE

Subject Key | Unentudukartop Kimoya CyObeKTa, WCIOIB3YeTCS JUIS TOTO, YTOOBI

Identifier pas3nnyaTth KIK0YM HOJMHUCH B cepTU(UKaTax OJHOTO U TOTO K€ Biajiesblia

Key Usage Haznauenwue kinroua

Ext. Key Usage Pacmiupennoe Ha3HaueHuUeE Kitoua

Touku pacrnpocrpanenus COC, yka3zaHHble B JaHHOM cepTtuduxare. s
KaX/I0M TOYKHM pacnpoCTpaHeHUs: oToOpakaeTcs cienyromas nHpopMaims:
S DP[N] "<DP Value>", CRLI[N] "<Issuer Value>", rae:

CRL Distribution
Points — N — HOMep TOUKH PaCIPOCTPAHEHHUS;

— <DP Value>- mectopacmnoioxeHue TOuky, rjae MokHo nonyuuts COC;

— <lIssuer Value>- ums opranusainmu, Beimycrusineit COC
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ITapamerp XapakTepucTHKA

Authority Info

Access Cnoco6 nocryna k uapopmaimu Y11

Fingerprint (md5) | Xemr-cymma ceptudukata, BelaucisemMas mo amroputmy mad>s

Fingerprint (shal) | Xem-cymma ceptudukara, Braucisiemas o anroputmy shal

\il_) Ecmu B crpoke DN (monst «Bmanmenmeny, «M3matenb») NPUCYTCTBYIOT HAIIMOHAIBHBIE
CHUMBOJIBI, TO Ui KOPPEKTHOIO OTOOpakeHus B rpaduyeckoM HHTEpdeiice OHH JTOJIKHBI
ObITh 3a1aHbI (B Tene ceprudukara) B koguposke UTF-8 (cm. RFC 2459, RFC 3280).

3.4.2.2. CBouctBa 3anpoca Ha Peructpauuio Ceptucpukara

Xapaxktepuctiku 3PC npuBezens! B Tadauie (cM. Tabnuia 14).

Tabnuna 14 — Xapakrepuctuku 3PC

ITapamertp XapakTepucTuka
YerpoiicTBo YcTpoiicTBO, HA KOTOPOM OYAET COXpaHEeHbI CEPTUDUKAT U KITIOUN
AJITOpuT™M Turm OTKpHITOrO KITtoYa (ITOPUTM IUPPOBOH MOIIHCH)
JlanHa KiIo4a JIlJIMHA OTKPBITOTO KITF0Ya
X31I-aJropuTM ANTOpUTM XEIINPOBAHUS
HNmsa Brageabua Nudopmanuro o Bragenbiie ceprudukara
Kon crpanbi Kox crpansl
Opranusanus HanmeHnoBanue opranuzanuu
Ionpasnenenne HaumeHnoBanue noapasaeneHus
Ha3Banmue HaunmenoBanue daiina ceprudukara.
AJIbTEpPHATHBHOE UMSI XapakrepusyeT uzziatens ceprudukara.
BJIaJeJIb1a
IP-aapec IP-anmpec
DNS DNS
E-mail: E-mail
®aar «ITomeTHuTh | 3aKpBITHII KIIIOY cepTU(UKATa TOMEYAETCs KaK IKCIIOPTHPYEMBIN
3aKPbIThII KJII0Y KaK
JIKCIOPTUPYEMBbIiD)
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3.4.2.3. CocTtaB npeaBapuTenbHO pacnpeaeneHHbIX Knoyen

CocraB npeBapUTEILHO pacpe/Ie/iCHHbIX KIII0Yel npuBecH B Tabnuie (cM. Tabmura 15).

Tabmuia 15 — Cocta npeiBapuTEIbHO paclpeieICHHbIX KIIUen

ITapamerp XapakTepucTHKA

YcrpoiicTBo YCTpoiicTBO, HA KOTOPOM OYAET COXpaHEeHbI KITHOUH.

Umsa Wms  mpenBapuTeNbHO  pacHpelelIeHHOro  Kioya  (Ha3HaueHHOe
M0JIb30BaTEIIEM )

3HaueHune AndaButHO-LIM(POBOE 3HAYEHHE MPEIBAPUTEIBLHO PaCHPEesIEHHOTO
KJIF04Ya

IlecTHagunaTtepuunoe | [llectHaanarepuunas TpaHcasaius — andaBUTHO-LIM(PPOBOTO  3HAUYEHUS

3HAYeHHUe IIPEJIBAPUTENLHO PACIPEIEICHHOTO KIt04a

3.4.2.4. CoctaB CRL (Cnucka Oto3BaHHbIX CepTudmkaToB)
OtoOpaxkaercs cienytomas uHpopmanus o COC B okHe «CepTu(dUKATHI U KIHOUU» (CM.

Tabmuma 16).

Tabnuna 16 — Muadopmarus o COC

ITapamertp XapakTrepucTuka
Kem BbI1aH Wms V11, koTopblil ©3aa JaHHBIN cepTUUKAT
Toxen VYerpoiicTBo, Ha kKoTopoM Oynet coxpanen COC
Iocnennee Hara u Bpems m3mganmst CRL (mara ero mocnemnero oOHoBieHus YII), Bpems

obnoByienne  |3anaHo 1o ['punBuuy (GMT)

Caenyiouiee Jara u Bpems ouepenHoro miaHoBoro ooHosienuss COC VY11, Bpems mo GMT. Ilo
00HOBJIEHHE ucteueHuu AanHoi natel/BpeMenn COC OyaeT cuuTaThes HEACHCTBUTEIHHBIM

AJroputm Tur oTKpHITOro Kiroua (AJIrOPUTM ITUPPOBOH MOITHUCH)

3.4.3. N'eHepauusa ceptudumkatoB ana SACTABA-KnueHm

Jlnis reHepupoBaHUs cepTU(PUKATOB MOTYT MPUMEHSAThCS pasnuunble PKI-poayKTsl TpeTbux
npousBogutenet. JIIIb nns 34CTABA-Knuenm dopmupytores npu nomomu LIYIL. J{ns monydenus
JIOTIONIHUTENBHOW HMHpOpMaMM 00 OSTUX TNPOAYKTAX HYKHO CMOTPETh COOTBETCTBYIOIIYIO

AOKYMCHTAIIUIO U BCTPOCHHBIC CIIPABOYHLIC CUCTEMBI ITPOAYKTOB.

Ecnu BBl UCHONb3yeTe TOKEHBI, KOTOpBIE MOJIEPKUBAIOT TEHEpaIMIo KIIIOYEBOW Taphl,
coznmaiite 3PC 34CTABA-Knuenm, xax ommcaHo B 1. 3.4.6.1. 3PC Oymer co3maH W coXpaHEH B
3ACTABA-Knuenm BMECTE ¢ COOTBETCTBYIOIUM JINYHBIM KIIFOUOM, KOTOPBI T€HEPUPYETCS B MOMEHT

coznanust 3PC. OtnpasbTe co3nanubli 3anpoc B Y11 (B 3aBucumoctu ot TpedoBanuii Y1 nucnonb3yiite
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AJIEKTPOHHYIO TOUTY, BeO-Opay3ep miu apyrue cpenctsa). [locne momydenus ceprudukara n3 Y[
nmroptupyite ero B 34CTABA-Kiuenm, kax onucano B 1. 3.4.4.1. Tlocime Toro, kak ceprudukar
OyzeT UMIIOPTUPOBAH, OH 3aMeHUT co00i cooTBeTcTBYIOMUK 3PC B okHEe «CepTU(hUKATHI M KITIOUH)

34CTABA-Knuenm u 6yaeT aBTOMaTHYECKH CBSI3aH CO CBOMM 3aKPBITBIM KITFOYOM.

3.4.4. Pernctpauusa n yaaneHue ceptudukara

3.4.4.1. Peructpauusa ceptucukata
Ber Moxere peructpupoBarh aBa Tuna X.509 ceprtuduxatoB B 34CTABA-Knuenm:

Jlosepennsie u [lepconansubie. s monydenus nadopmanuu o Timax ceprudukaros (cm. m. 3.4.1.1).

Uro0s1 3apeructpupoBath HOBBIN ceptudukar (JJosepennsie u Ilepconanbubie) B 34CTABA-
Knuenm Heob6xoauMo cienaTh Ceayrolee:

hid

1) Haxars xkHonky “MNopT «(mmopt» mwim «mmopt ceprudukaray u3 MeHro «CepTudurary.

3anycturtcs nporpaMMHbIid Macrep.

2) B mosiBuBIIIEMCsI OKHE BBIOpaTh HEOOXOMMUMBIH /IS YCTAaHOBKH CEPTH(PHUKAT M HAXKATh

KHOIIKY «OTKpBITE» (cM. PrcyHOK 27).

x
'e(—)c . v CepTudmkaTsl v @I Search CepTudmkaTsl \ﬂ_‘]‘

Organize v  New folder = ED (@

:t} Documents Al Name * l Date modified I Type
@' Music
|&=/ Pictures
B videos
A Administrator
1% Computer
Gﬁ Network
5 control Panel
& Recydle Bin
3.6_R2
) Certs
Distr b
New folder

Zastava Common L] < | _’l
File name: I _v_l che dainbl (*.7) LI
Open Cancel |

@] 123.reg 06.06.2013 11:52 Registration

Pucynox 27 — Bei60p UMIOPTHPOBAHHOTO O0BEKTA
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3) BeiOpats HeoOX0auMBIH «PekuM umIopTtay ceprudukara, Hanpumep: «IMIopTHpoBaThy,

a100 OCTaBUTh PEXKHUM 110 yMOTYaHuio (cM. PucyHok 28) u Haxarh KHOIKY «Jlamee».

& Boibepure ceprmdukaTel Ans uMnopra 5]

BribepuTe cepTudMKaThl, NOANEXAELWME UMNOPTY, ¥ HEODX0AMMBIE oMLK,

Pexxum uMnopTa J Ycrpoiictso | VMg Bnagensua ' Kem BolaaH | [encTeMTensH 4o I CepuitHbiit NO |
¥ | SoftToken common C=RU,CN=userl E=info@cryptopr.. 04.10.2014 11:0... 5D35DCC000020...

Lanee > OTMEHUTD |

4

Pucynok 28 — Br16op pexxuma uMmopTta ceptudukarta
4) Tlpu ycremHoM MMIIOPTHPOBAHUU TIOSBUTCS MHIMKATOP & (cm. Pucynok 29). Tenepb

Macrtep cepTu(UKaTOB MOKA3bIBAET HMMIIOPTHPOBAHHBIA CEPTHU(PHUKAT, HAKATh KHOIKY

«["oToBOY.
B Pesynbrarsl uMnopra 3 5]
Coobuieqne ] MmMa Bnagensua ceptudmkaTa I
o CepTudmKaT MMNOpTUPOBaH C=RU,CN=user1

[oToBO

Pucynok 29 — OkHo pe3ysibTaTa UMIOPTUPOBAaHUS cepTU(dUKATa

5) 3aperucTpupoBaHHbBIl CepTU(HKAT Tereph BKIOUYCH B TaOnuiy okHa «CepTH(UKATBI U

Kirouny.

@ [lepen urenuem ceprudukara u3 ¢aitna ygocrtoBepbTech B ToM, yTo OC HacTpoeHa s
nokasa (haijIoB BCEX THIIOB.

6) Ecnu Bel ummopTupyete oauH i 6onee ceprudukaroB u3 ¢aitna B popmare PKCS#12,
HE0O0X0/IMMO BBECTH Mapojib I JIOCTyNa K 3ToMy ailmy. B HekoTopbhIX ciydasx Ha
JTAHHOM 3Tane Heobxoaumo BBoAUTh PIN-ko TOKeHa, Ha KOTOPOM XpaHUTCS KOHTEHHEp C
ceprudukatom (amu). Macrep Temepb TOKa3bIBaeT CepTUPHUKAT, KOTOpbI Bhr

coOupaerech 3aperucTpUpoOBaTh:

- Ecmu Bl peructpupyere cepruduxar YII, Hy)xHo B mone «Pexxum ummopra» (cMm.
Pucynox 30) HasHauuTh O3TOMYy CepTH(HKATy COOTBETCTBYIOUIMH CTaTyc -

«/loBepennsbIi». [locne yero Haxxath KHOTIKY «Jlanee».
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iEEpTHdJHHaT,.-"MacTEp KNHYeH il
BrifeprTe CEpTHRMEATE], MNOANEXALME MMNOPTY, H HEORXOAMMEIE OMLHK,
PexkM HMNopTa WCTROHCTED lMA BnaaeneuLa Fem BelAaH JeRCTEMTENEH A0 | CEpHAHEIA N
AoEepEHHEIR Trusted Certificat. . [ CN=Ch-ilva CH=1_f-ilva MH KON S 1971 A3ERGEARSEIEEG. ..
Hdanee = OTHEHHTE |
i

Pucynok 30 — Beibop pexxuma ummnopra ceptudukara s peructpauuu JloBepeHHoOro cepruduxara

-  Heo6xomumo BBectu PIN-kon Tokena (cm. Pucynox 31), B kotopoM Oynet

conepkathcs ceprudukar. [Tocne BBoma PIN-ko1a Hy:)KHO HaKaTh KHOTIKY «["OTOBO».

M BBeAWTE Napont afMHH 5[

Token: Trusted Certificates token: 29092009

Hapnnb:l

[oToED OTHEHHTE

Pucynok 31 — Beox maposist TokeHa

Ecmu cepruduxar YI[ Obin mocnman Bam yepe3 HezamMIIEHHBIM KaHan (Hampumep, IO
SJIEKTPOHHOM T0YTe) W BBl XOTHTE COXpaHUTHh €ro, Kak «JloBepeHHbIN», Bbl MOMKHBI
IPOBEPUTH MOATMHHOCTD 3TOT0 cepTU(dUKaTa BPyUHYIO.

HemnocpencrBenno mocne peructpanmuun ero B 34CTABA-Kiuenm  CBSIKUTECH C
ammuHuctpatopoM YII, uroObr cpaBuuth curHatypy (fingerprint) opurunansHOrO
cepruduxara Y1 ¢ curnaTypoii mojiyueHHOro cepTudukara, KoTopas 0ToOOpaXkaeTcsl B MOJISIX
«Fingerprinty B Tabmuue cepruduxatoB 34ACTABA-Kiuenm. Ecnu cUrHaTypel He
COBMAAIOT, HeMeIeHHO yaanuTte cepTudukat u3 34 CTABA-Knuenm.

Pexum wumnopra «JloBepeHHBII» OTOOpakaeTcst TOJIBKO s cepTudukaroB VYII.
[TepconanpHBIM cepTHdUKaTAM aBTOMATHUYECKH Ha3HA4daeTcs cTtaryc «JloBepeHHBI» (eciu
CepTU(HUKAT HMMEET 3aKpbITBI KIIOY, 3TOMY CepTU(UKATy JOBEPAIOT MO YMOIYAHHIO).
[IpomexxyTouHble CepTH(PUKATEI HE MOTYT COXPAHATHCSA CO CTAaTycOM «JlOBEpPEHHBIN»; OHU
BCET/ia IPOBEPSIOTCS 10 LETIOYKE JOBEPHUSL.
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Ecnu oTKpbITa ceccust CBSA3U C TOKEHOM, B OKHE «CepTU(UKATHI U KITIOUN» aBTOMATHUECKU
oToOpa)kaeT OOBEKTHI cepTHU(HKaATa, COAEpKalluecss Ha TOKeHe. Bce 3TH cepTH(HKATHI
UMeroT craryc «JloBepseMslii». Bol Moxkere coxpansaTh ceprudukar Y1 kak «/{oBepsembliiy.
Ceprudukarel HapTHEPOB IO CBSI3M, UMIIOPTUPOBAaHHBIE W3 TOKEHOB, OyayT Bcerja
IIPOBEPATHCS 110 LIETIOYKE JOBEPHUSL.

- Haxarp kHOnKy «['0TOBO». 3aperucTpupOBaHHBIA CEpTH(HKAT Terepb BKIOYECH B

tabnuiy okHa «Ceprudukarsr u Kimroum.

\il) Uto0bI co3aaTh JOKaJIbHBIN cepTudukar nmpu nomomu BHemHero Y1 nago co3nats 3PC, cm.
. 3.4.6.1. 3PC Oyner co3aan u coxpanén B 34CTABA-Kiuenm BMecTe ¢ COOTBETCTBYIOLTUM

JUYHBIM KJII04OM (OH TeHepupyercs oaHoBpeMeHHO ¢ coszgaHueM 3PC). Ilepemnute
co3nannblii 3PC B V1. Korna Ber Oynere ummnoptupoBath cepTUdUKAT, MOTydeHHbIN u3 Y1,
B 3ACTABA-Knuenm, »stoT ceptudukaT 3amMeHUT coorBercTBytoumii 3PC u Oyzer
ABTOMATHUYECKH CBSI3aH C JIMYHBIM KIIFOUOM.
3.4.4.2. YpaneHue ceptudumkaTa
Hns ynanenust ceprudukara uz 34CTABA-Knuenm Hafo BBIACTUTH CEPTUPUKAT, KOTOPHIHA

Brol xotute yganuth B okHe «CepTudukaTsl U KIHOUYW», HAXaATh HA MHCcmpyMenmanvHol naneiu OKHa

«Ceprudukarsl ¥ KIIOUW» KHONKY «Y nanutb». Teneps ceprudukar ynanen uz 34 CTABA-Knuenm.

1 Ecmu cpok nelictBust ceprudukara, Haxoxpsmerocsi B 34ACTABA-Knuewm, 3aKOHYHIICS,
JMaHHBIA cepTudukar OyaeT aBTOMATHYEeCKH yAaléH u3 okHa «CepTU(UKATBHI M KITFOUM»
nocie npoBepku. OgHAKO 3TO HE OTHOCHUTCS K JIOKAJbHBIM CepTH(UKATaM (C JHMYHBIMU
KIIFOYaMH ).

3.4.5. JkcnopT cepTudukara

J11s1 TOro 4To0B! BBINOJIHUTE MPOLEAYPY IKCIOPTa cepTUUKaTa HEOOXOAUMO!

1) Br16paTh TpeOyeMslii cepTrdukar B okHe «CepTUPUKATHI U KITIOYN.

+

2) Haxarb KHOTKY | ™ «QKCopT» WK «KCIOPT cepTUdHKaTay u3 MeHio «CepTudukar.

3amycTuTCs mporpaMMHbIii Macrep.

3) B mosBuBIIeMcs OKHE BBIOpaTh (GopMar SKCIOPTUPYEMOTo cepTHUdHKaTa (CM.
Pucynox 32). BBect mapons Ha KIIOUYEBYIO HWHPOPMANHWIO, ecid cepTudukar
skcnoptupyercss B PKCS  #12 ¢opmare. Haxare xkHonky «[otoBo». Ilpu
HE00X0AMMOCTHU MOCTaBUTH ¢utar B moJie «[1o BO3MOXKHOCTH BKIIOUUTH BCE CEPTUDUKATHI

N3 UCpapXUum».

4) B mosiBHBIIEMCS OKHE BbIOpaTh HEOOXOIMMBINA Ui COXPAaHCHHs cepTU(HKATa MyTh U
HaxaTb KHONKY «CoxpaHuTb». IlosBUTCS MHPOPMALMOHHOE OKHO C COOOIIEHHEM O

pe3yiibTaTax 3KCIOopPTa.
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B3 3kcnopT cepruwdmkara: C=RU,CN=user1(RE x|

[V 3kcnopTuposaTh cekpeTHbIN KNy

—®opMaT
{" DER encoded binary X.509 {,cer)
(" Base-64 ericoded X.509 (.cer)
{* Cryptographic Message Syntax Standard - PKES #7 Ceriificates {,p7b)

J

¢ Personal Information Exchange - PKCS #12 (.pfx)

I” Mo BO3MOXHOCTI BKAKOYUTE BCE CEPTUDMKATDI M3 MEPAPXIA

MNaponb: l

MoaTsepxaeHue napons: |

CnoXHOCTb Naponsa: Hynesas I MokasaTe naponb

[oToBO OTMEHUTD I

Pucynok 32 — [TapameTpsl 5knopra ceprudukara
3.4.6. 3anpocbl Ha Peructpauuto Ceptudukara

CyliecTByeT HECKOJIBKO CIIOCOOOB TMOJYYHUTh JIOKaIbHBIA ceptudukar s 34CTABA-
Knuenm. Hanpumep, Bpl MokeTe MMIIOPTHPOBATH CEPTU(UKAT BMECTE C €0 JIMYHBIM KITFOUOM W3
¢aitnoBoii cuctemsl, kak onucano B 1. 3.4.4.1. Kpome toro, Ber MoxeTe 3aperucTpupoBaTh TOKEH,

COJIep>KaIInii cepTU(HUKAT C €ro JUYHBIM KIF0YOM, KaK OmucaHo B 1. 3.6.1.

Bor Taoke moxere co3nath 3PC B okHe «Ceprudukarsl u Kiroun». Co3gaHHbI 3ampoc

otmpasisiercs 3areM B Y L, KoTopbiil mpeoOpa3oBbIBAET MMOIYUYEHHBIHN 3a1IpOC B CEPTU(HUKAT.

3.4.6.1. CospaHue 3anpoca Ha Perncrtpauuto Ceptucdukara

Jist Toro uToObI co3aaTh 3PC HY)KHO BBITIOJIHUTH CIEAYIOIINE ONEePaIlin:

0

1) Haxkarp kHOMKy 339P9¢ (3anpocy mim «Mmmopt ceprudukaray u3 menro «Ceprudukary.

3amycTUTCs MPOTrpaMMHBIN MacTep.

2) B nmosiBuBmemcs: okHe «Co3nanue 3anpoca Ha Perucrpanuio CepTudukaToB) 3amoIHUTH

HeoOxoaumbIe most (cM. Pucynok 33).
3) BriOparh yCTpOHCTBO, HAa KOTOPOM OY/IET XPaHUTHCS 3aKPBITHIN KITIOY.

4) Beectn uHpOpMAIMIO O BIajeiblie cepTU(HKATa, 3AMOJHUB COOTBETCTBYIOIIHME OIS

«MMs BIagenbia. HCO6XOIII/IMO 3aI10JIHUTh KaK MUHUMYM OJHO ITI0JIC:
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- cootBeTcTBYIOIMI «Koa cTpaHb» W3 BBINAAAIONIETO CIHCKAa M OAHO WM Oojiee W3
noer  «Opranmzamus»,  «llompasneneHue — opranm3anum»,  «OOmee  UMs».

He3zanonnennsie nomns He Oyayt BitoueHsl B 3PC.

5) Ilo HeoOXOAMMOCTH, 3aIOJHHUTH MOJIS B MAHEIH «AJIbTEpHATUBHOE UMs Biaaenbiay (IP-
azpec, aapec 37AeKTpoHHOM mouThl, DNS Mwms). DTH 10as ABISIOTCS HEOOSI3aTEIbHBIMU.

Haxartb kHONKY «I"0TOBOY».

6) ITo 3ampocy BBectu PIN-kon (mapoib) ycTpoiicTBa Ha KOTOPOM T'€HEPUPYETCS KITIO4eBas

napa.

7) Tenepp B okHe «Ceprrdurar/MacTep Kirouei» oToOpasurcs chOpMHUPOBAHHBIN 3aIpoc

Ha nony4yeHue ceprudukarta. Haxars kHonky «I'otoBo». OTnpaButs 3amnpoc B YLI.

il:u3gam1e 3anpoCcoE Ha PErMCTPaLHD CEPTHHHK

WeTpoiicTea:  |ETOKEN_JAVA_DD407 12f|CC00Y0027

ANrOpHTH: IGOST R 34,10-2001

AnKHa Kneoda: |512

K NTINTINEI

AI-ANTOpHTH! IGOST 34.11-94

—MrA Bnagensua

{* = pasfverHen No nonsm B sMae dOpMaTHPOBSHHDH CTPORK

Ko cTpaHel (C): I ;I

CIpraHKsauHa (o I

MoapazaeneHye (CLY: I

HazeanHe (T I

—ANETEPHATHEHOE MMA ENaAENELA

IP-aapec: I

DhS: |

E-mail: I

¥ MoMETHTE aKPBITEIA KHY KaK 3KONOpTHRYEMEIF

[oToED I OTHEHHTE

Pucynok 33 — Brog undopmaru st coznanus 3PC
3PC 1 cOOTBETCTBYIOIIMI €My 3aKpBIThIN Kit04 OynyT coxpaHeHsl B 34CTABA-Kauenm. Cam
3alpoc TakXKe MOXeT ObITh coxpaHeH B ¢ailn uimum ckonupoBaH B Oydep oOmeHa (cM.

Pucynox 34).

OtnpaBbTe co3nanHbli 3anpoc B Y1 (c momomsio Be6-Opay3epa, 37€KTPOHHON MOYTHI WU

npyrux cpencts). [locne nonydenus ceprudukara ot YL umnoprupyiire ero B 34CTABA-Knuenm,
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Kak 370 onucano B 1. 3.4.4.1. [Tocne Toro, kak cepTudukaT OyJaeT UMIIOPTUPOBAH, OH 3aMEHHUT CO00
coorBercTByommii 3PC B okHe «Ceprudukarel u kimwoun» 3ACTABA-Knuenm wu  Oyner

ABTOMATHUYCCKU CBA3aH CO CBOUM 3aKPBITHIM KIIFOYOM.

@ Cospanubiil 3anpoc Ha perncr pat x|

-—--—BEGIN CERTIFICATE REQUEST----- i
MIIBKjCB2AIBADAXMQswCQYDVQQGEwWIBRJEK
MAgGA 1UEChMBRTEKMAQGA 1UECxMB
RTEKMAQGA 1UEAXMBRTBsMCUGBiqFAWICEzAD
BgcghQMCAIMBBacghQMCAh4BBacq
hQMCAhSAAOMABEDt+2Et3N3wkFwwSMyYfae
SQzaGO4FMM4+QalZTrilTwFaUk +0x

CnfnfGr 1L 55RgWS4Ibh6o7zgmk44NCM5SxeAR0
DIWMAY JKoZIhvcNAQkOMSMWITAO
BgNVHQBBAfSEBAMCBaAwDwWYDVRORBAgwBoC
ECmQKCjAKBaYghQMCAgMFAANBASWN
mQ04cNy5/4513rTeoKnfDhXPM34Z3pSUQbScL. ™
FpLuRdifIkCf16pj0QxOYxgHMH
UDIOkOIgjuvXkUj2w +g= ~|

KonuposaTe B bydep obMera I QTtMeHa

Z

Pucynok 34 — Konimposanue 3PC B Oydep oOMeHa
3.4.6.1.1. ®opmart ctpokn UHanBunayanoHoro UmeHun (DN)
[Tpu ucnons3zoBanuu YuukanbHoro menu (DN) B 3PC Heob6xoanmo BBectu 3HaueHus DN B
dbopmare, ONMCAaHHOM B ATOM ITyHKTE. VICIONIB3YyITE TONBKO T€ 3HAUCHHS, KOTOPbIE HEOOXOIUMBI IS

co3manus 3PC.

attrl=attrl value,attr2=attr2 value,...,
rac. attrN=attrN value,
attrl,attr2,...,attrN - wumena arpubyrtos DN;

attrl value,attr2 value,...,attrN value - 3Ha4Y€HUSA COOTBETCTBYIOLIUX
aTpuOyTOB.

Hanpumep, crpoka DN MoxeT BBITTIAAETD CIEAYIOIIMM 00pa3oM:
O=Test,OU= Marketing,CN= Ivanov
Tumnsl arpulyToB, 00BIMHO UCTIONB3YIOMIUXCS B cTpokax DN, mpencraBinens! B Tabauie (CMm.

Tabmuna 17).

Tabnuma 17 — Tunel atpubyToB

Tuner arpudyroB HaumeHoBanue Pacuu¢poska
CN Subject Common Name Oomee nms*
C Subject Country Crpana

L Subject Locality Paiion pacnonosxenus
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Tunsl arpudyToB HaunmeHoBaHue Pacumn¢pposka
ST Subject State or Province O06aacTh PacHoOIOKEHHUS
@) Subject Organization HaszBanue opranusanun
Ou Subject Organizational Unit Ha3zBanue oTiena opranusaiuu
SN Subject Surname damunus
GN Subject Given Name Nwms
I Subject Initials Wuurmans
T Subject Title Unit JIO/KHOCTD
HptIJ/IMer;aHHe. * - Bee mepedrcIeHHbIe aTpuOyThl OTHOCSTCS K BIIAJIEIbILy cepTrdukara (1moie
Subject

[Tpu ompenenenun 3HadyeHuit arpudyroB DN pexomeHIyeTcss UCHOIb30BaTh TOJIBKO OYKBBI
JaTUHCKOTrOo andasuta U Hudpbl. HeKoTopble CHMBOJIBI UMEIOT clielMalibHOE 3HaueHue B cTpoke DN u
JIOJDKHBI TTHCAThCsl ¢ OOpaTHOM HAKJIOHHOM yepToil nepen Humu. Hanpumep, B Haspanuu otnena (OU)

MOKHO UCIIOJIB30BAaTh 3AIIATHIC CICAYIOIIUM 06pa30M:

O=Test,OU=Marketing\, Management, CN=Ivanov

JIro6o#i crenuanbHBII CUMBOJ MOKHO 3aMEHUTh OOpaTHOM HAKIOHHOW 4epTol U JIBYMs

HIeCTHAAATEPUUHBIMU U (PpamMH, KOTOPbIE MPEJICTABIAIOT COO0H KOJ CUMBOJIA.
Hanpumep, crpoka DN, B KOTOpoil yka3zaH nepeBo/] KapeTKH, BBITJISIUT TaK:

O=Test,CN=Ivanov\0DPetr
\il) Bo3moxxHO Takxke 00aBiieHHE TPOU3BOJIBHBIX arpuOyToB B cTpoky DN, wucnons3ys

«TOYEYHO-JIeIMMaJIbHBIIN (hopMaT Tuna arpudyra,

Hampumep, 1.2.840.113549.1.9.1=ivanov@test.com

[Topsinox pasmemienust arpudyroB DN B cepTu¢ukare 3aBUCUT OT MOpsAKa pa3MELICHUS
atpubytroB B 3ampoce u oT YL, Bbigaromero cepruduxar. Hexoropeie BUC-Aeenmwbr TpeThbux
MIPOU3BOIUTENEH PACIIO3HAIOT CEPTUDUKATHI YIAIEHHBIX TAPTHEPOB I10 CBSI3H, TOJBKO €CIIU aTpUOYTHI
DN pacnonoxensl B onpeaeneHHoM nopsnake. [locne momydenus: ceprudukara ot VI yoenurecr B

toM, uT0 34CTABA-Knuenm crioco0eH KOPPEKTHO B3aUMOJIEHCTBOBATh CO BCEMH BUIAMH Acenmos,

HEO0OXOIMMBIMHU I pabOTHI.
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1) B xommnonentax IIK «VPN/FW «3ACTABA» Bepcun 6 arpubytel DN cepruduxaros
pacHoIOKEHBl B TOM XK€ IOps/IKe, B KOTOPOM OHH yKa3aHbl B cepTHdukare. Bo MHOrmx
AQHAJIOTHYHBIX  NPOAYKTaX TPEThbHX  HNPOM3BOAUTENECH  HCIOJB3YETCS  PEBEPCHBHOE
otoOpakenue arpudyroB DN.

\il) Ecin B crpoke DN (monsa «Bnanmeneu», «M3parensy») NpUCYTCTBYIOT HallMOHAJIbHBIE
CUMBOJIbI, TO JUIsl KOPPEKTHOTO OTOOpa)keHUs B rpaguueckoM HHTepdeiice OHU JOJIKHBI
ObITh 3a/1aHbI (B Tene cepTudukara) B koguporke UTF-8 (cm. RFC 2459, RFC 3280).
3.4.6.2. YpaneHue 3anpoca Ha Pernctpauuto Ceptucukara
Hns Toro uro6wl ynanute 3PC u3 34CTABA-Knuenm nano Beinenuth 3PC, xoTopbiii Bbr

XOTUTE ynanuTh B OKHe «CepTU(UKATBHl M KIOUW», HaXaTh HAa MHCmMpyMenmanbHoOlU naneiu OKHA

«CepTrdUKaTHI U KIFOUW» KHONKY «Y 1anuthy». 3anpoc Oynet yaanen u3z 34CTABA-Kauenm.

3.4.7. MNpepBaputenbHo PacnpeaeneHHbie Knouun

Kak wm ceprudukarsl, TpeaBapUTEILHO COTJIACOBAHHBIC KIFOYM TO3BOJIIOT IPOBOIUTH
ayTeHTU(UKAIMIO TP YCTAHOBJIICHUU 3AIUIICHHOTO COCIWHEHUS C YJAJICHHBIM TapTHEpoM. JTa
npoueaypa ayreHTUGUKauu OyIeT YCHEIIHOW, ecliu yAaji€HHBbIA MapTHEP MMeEeT MpeABapUTEIbHO
COTJIACOBAHHBIN KIIIOU C TEM K€ CaMbIM 3HaYeHHEM, 4To W Bamn kirod (3TH 3HAUYEHHUS JOJKHBI OBITh
COIJIacOBaHbI C MapTHepoM 3apaHee). Eciu Bamm ximtoun He coBMajaroT, 3allMIIEHHOE TOAKIIOUYEHNE

He OyZIeT yCTaHOBJIEHO.

CYH_IGCTBCHHBIM HEAOCTAaTKOM HPCABAPUTCIIBHO COITIACOBAHHBIX KJII04Yer mo CpaBHCHHIO C
CepTH(bHKaTaMH ABIIACTCA HCAOCTATOYHAs MaCH_ITa6I/IpyeMOCTB, IMOCKOJIBKY HCO6XOI[I/IMO py4HOC

COTJIACOBaHME 3HAUEHUN KITIOUEH /1711 BCEX BO3ZMOXKHBIX Iap MapTHEPOB.

Korz[a HCIIOJIB3YIOTCS MMpeaABapUTCIIbHO COI'JIaCOBaHHBIC KIJIFOYH, Brr JOJI?KHBI
3aperucTpupoBaTh, IO KpallHEH Mepe, cepTU(]UKATBl, HCHOIb3yeMble Ji IPOBEPKU
nenoctHoctr JIIb.

3.4.7.1. Perncrtpauus npeaBapuTesibHO COrflacoBaHHOro Krikoya

UTo0Bl 3aperucTpupoBaTh IPEABAPUTENBHO corjacoBaHHbIM kiMod B 34 CTABA-Knuenm

HCOGXO,Z[I/IMO CACJIaTh CJIICAYIOIICC:

3+
O

1) Haxatp kHomky  P®"*?  «Preshared» wmm «mmopt ceprudukaray #u3 MEHIO

«Ceprudukary». 3anmycTurcs mporpaMMHbIii Macrep.
2) B nosBuBmiemcst okae «Preshared Keyy 3anoaauts HeoOxoaumble moss (cMm. Pucyrok 35).

3) B nosBuBmeMcs OKHE BBECTHU YHUKAJIBHOC UM KJI0OYa B IIOJIC «Hms ximroday. OTO BMs

OyzeT UCIoJIb30BaHO B KauecTBe uiaeHTudukaropa B JIIb.
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NwMs kimroua He 0ondcHo coaepkarh MpoOeroB W JIFOOBIX APYTUX CIENHUATHHBIX 3HAKOB 32
UCKJTFOUEHHEM CUMBOJIa moauépkuBanus (“ 7).

x

YerporicTso: |SoftToken common |

[~ Show all Security Devices

Vna: I
3HayeHue: I WMmnopT I
16-puy.: I

[oToBO OTMEHUTD |

Pucynox 35 — BBoa mapameTpoB npeaBapUTEIHHO COTTIACOBAHHOTO KITFOYa
4) BBecTn 3HaucHHME KiIo4Ya B moje «3HaueHue» win «16-puu.» WM HaXaThb KHOIKY
«VIMnopTHpoBaTh 3Ha4YEHHE KJIHOYa» M yKazaTh (ailll co 3HauUeHHEM IpPEIBapUTEIILHO

COrJIaCOBaAHHOI'O KJIrO4a.

5) Temepr Mactep Kiroueill MOKa3bIBACT HPEIBAPUTEILHO COITIACOBAHHBINA KITFOY, KOTOPBI
Bre1 cobupaerecy peructpupoBath. HaxaTh KHONKY «['0TOBO». 3aperucTpupOBaHHBIHN
IpeIBapUTENIFHO COTJIACOBAHHBIA KITIOY TENeph BKIOYEH B Tabnumy Biimagku «Preshared

Key» oxna «Ceptudukars! u Knrouny.

3.4.7.2. YpaneHue npeaBapuUTernbHO COrNnacoBaHHOIO Kro4a

Jlnsg  ynaneHust mnpeaBapuTENbHO corjacoBaHHoro kmouya w3 34ACTABA-Knuewm Hano
BBIZICIIUTh KIFOY, KOTOpbIi Bbl xoTHTe ymamuth, B Tabnuie Bkiuamku «Preshared Key» okna
«Ceptuduxarsl u Kimroun», Haxatb Ha Mucmpymenmanvhoti naneau okHa «CepTUHUKATHI U KITFOUM)

KHOIIKY «¥Y ganuThy». 3anpoc Oyner yaaneH u3 tabnuubl u u3 34 CTABA-Knuenm.

3.4.8. Cnuckm OTo3BaHHbIX CepTuchukaron

COC — 310 crucok cepTuPuKaToB, KOTOPHIE C JAHHOTO MOMEHTA BPEMEHU HE UMEIOT CHIIBI U
HE JIOJDKHBI UCTIONB30BaThCs it popmupoBanus 3amuineHHsx Coeanaenni (SA) B TeueHHe ceaHca

0e30I1acHOro COCOUHCHUA.

Kaxnpiii COC Bbimyckaercss omnpeaeiaeHHbIM YL W COIepX HUT TOJNBKO CepTH(UKATHI,
aHHynupoBaHHble JaHHBIM Y1I. JIro60it COC umeer cuiy B Teue€HUE NEpPUOAAa BPEMEHH, YKa3aHHOTO B
COC: ¢ natel (1 Bpemenn) coznanusi COC a0 natsl (M BpeMeHH) clieyrolieid HaMEe4eHHON KOppeKLInuu
COC. 3nauenus BpemeH 3aanbl 1o ['punBuuy; Bamn yacoBoit mosic OyneT NpUHAT BO BHUMAaHUE MPH

Borunciaenun nepuoga aeiicteus COC. Kak Ttonpko stor mepuox 3akonuutcs, 34CTABA-Knuenm
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nomwkeH monyunth HOBBIH COC. COC wmoxer ObiTh ummoptupoBad B 34ACTABA-Knuenm nm6o

aBTOMAaTUYECKHU (M3 BHEIIHETO cepBepa, pHu oMoty nporokona LDAP), mubo Bpyunyro.

B GonpmmncTtBe cnyyaeB 34CTABA-Kiuenm aBTOMAaTUYECKH IMPOBEPSET CEPTUPHUKATHI MO
COC. Besikuit pas, korja cepTH(HKAT 1MojiydeH oT naptHépa 1o cssu 1o nporokony IKE, 34CTABA-
Knuenm cuavana nomsiTaercs Haiitu HeoOxomumbiii COC. Ilpu orcyrctBum COC B 34CTABA-
Knuenm (wm ecim cpok paeiictBus COC 3akonuwmncs) 34ACTABA-Knuenm coequnutcs ¢ LDAP
34CTABA-Knuenm, aro6sl nonyuutsh o0HoBIeHHBIH COC. Ecnu ceprudukar naptHEpa 1Mo CBSI3U WIN
cootBeTcTBytomuii ceprudukar YL ykazan B COC, umu tpebyempiii COC HE JTOCTYIEH - CBSI3b C
napTHepoM He Oynmer ycranosiieHa. Ecnu B Tekymeit JIIIb o6padotka COC He BKItOUeHaA ((haakok
«O6paboTtka COCy», ycranosieH B coctosinue «DISABLEDy), ceptudukarsl He OyayT mpoBepsAThCS

no COC. Ins nomydenust uadopmaryn o nposepke ceprugukaros mo COC cwm. m. 3.4.8.2.

3.4.8.1. O6pabotka COC

Ipu nposepke Bamuanoct ceprudukara 34 CTABA-Knuenm nyrem npocmorpa CRL (COC)
yIOCTOBEpsiIETCS TO, 4TO cepTudukar He aHHyaupoBan. CRL MoxeT OBITH MMIOPTHPOBAaH B
3ACTABA-Knuenm wnu aBromatuyecku (u3 BHeurHero 3A4ACTABA-Knuewm, WCTONB3ys MPOTOKOI

LDAP), unu Bpy4HYIO.

Eciu B Tekymeir JIIIB ob6paborka CRL 3abnokupoBana (¢umaxxoxk CRL processing,
ycraHoBieH B coctosiHue «DISABLEDy), sta mpoBepka He OyneT BBINOJHATHCS (cepTudukar
nosiyduTt ctaryc «IIpoBepeHHbIi», eciiu OH JeMCTBUTENBHO MOATBEPXKAEH cepTudukaToM Y1 u moxer
OBITH TIpOBEpeH 1o Ienouke nosepust). Ecnu aktuHas JIIIB momyckaer o6pabotky COC (dmaxkok

CRL processing, ycranosien B coctosaue «AUTO»»), BO3MOXKHBI CIEIYIONINE CUTYAIHH:

— [Cepruduxar coaepxur nose «Touku pacnpoctpanenuss COCy» (CRL Distribution Point)].
Cnauana, 34 CTABA-Knuenm 6ynet uckathb Tpedyembiii COC cpenu 3aperucTpupOoBaHHbIX.
Ecmu tpebyembrit COC naiinen, ceptuduxat Oyner nposepen mo stomy COC. Ecnu Her
tpedyemoro COC cpenu 3apeructpupoBaHHbix, 34ACTABA-Knuenm cnenaer TOMBITKY
nonyuuts ero ¢ LDAP-cepBepa, ykazannoro B COC. Eciu tpeOyemsbiii COC HenocTymeH,

COCAUHCHUC C MAPTHCPOM, MTPHUCIABIINM 3TOT CepTI/I(bI/IKaT, HC 6yI[CT YCTaHABJIMBATLCA.

— [Ceptudukar He comepxut noje «Touku pacrnpoctpanenusi COCy», HO COOTBETCTBYIOIIHI
COC 3zapeructpupoBan B 34ACTABA-Kauenm] Ecmu stor COC neilcTBUTENEH, TO
ceprudukar Oymer mpoBepeH 1o 3Tomy COC. Ecoim y COC wucrtek cpok nencTBus,
3ACTABA-Knuenm cnenaer nonbITky nonydutb COC ¢ LDAP-cepBepa, ykazaHHOTO B
JIIB. Ecmu tpebyembiii COC He AOCTYNEH, COeUHEHNE ¢ MapTHEPOM, IPUCIABIINM 3TOT

CepTI/I(bI/IKaT, HC GYHCT YCTaHaBJIMBATHCA.
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— [Cepruduxar ne conepxkut noie «Touku pacnpoctpanenuss COC» M COOTBETCTBYIOIIUI
COC wne 3apeructpupoBan B 34ACTABA-Kiuenm| 3ACTABA-Knuenm we upoBepsieT
aHHyJIupoBaH Jm ceptudukar. Ecium cepTugUKaT MOATBEPKAAETCS IOMYCTHUMBIM
cepruukatrom YI[ m Moxker ObITb HpPOBEpEH IO LENOYKE JOBEpHUs, COCAUHEHHUE C

MapTHEPOM, IPUCIIABIINM 3TOT cepTU(duKar, OyIeT ycTaHaBIMBATHCS.

& Korma ycranaBnuBaercs 3amuinenHoe coenunenue (SA) 3ACTABA-Knuenm Oynper
ABTOMATHUYECKU BBITIOIHATH ACHCTBUS, OMMCAHHBIC BHIIIIE.
3.4.8.2. MNpoBepka cepTudukara
Bb1 MoxeTe nipoBepuTth ceptrdukar, 3apeructpupoBanibiii B 34 CTABA-Kniuenm, oTobpaxas
ero yenouxy oOosepus (T.e. cnmcok Y1, moarBepkIarOnMxX MOIMHHOCTL cepThdukara). JlaHHyro
LIETIOYKY MOXXHO MpPOcMOTpeTh B OokHe «Ceptudukarsl u Kiroum», BbIOpaB B COOTBETCTBYIOIIECH
BKJIaJIKe TpeOyeMblil JIJIsl MPOBEPKHU cepTU(UKAT, U Ha)KaB Ha HEM JBAXJbI MPaBOM (J1€BOM) KHOMKOM

MbImd. B Bepxueit yactu okHa «[lapamerpsl ceprudukara» 6yaer nokazana Mepapxus ceptudukara.

YnocroBeppTech B TOM, 4YTO JaTra, BpeMsS M HACTPOWKM YacOBOIO II0sica IPABHUIIBLHO
yCTaHOBJIEHBI Ha Bamem kommbrorepe. HenpaBuibHas ycTaHOBKAa HaHHBIX I[1apaMETPOB
MOJKET MPUBECTH K TOMY, uTO cepTudukaTsl mid CRL OymyT moMedeHbl HeAeHCTBUTENBHBI.

\il) Ecniu aktuBnas JIIIb pomyckaer o6pabotky COC (dnaxoxk «O6pabotka COCy,
ycranoBieH B AUTO), 34CTABA-Knuenm Oyner NbITaTbCs YAOCTOBEPUTHCS B TOM, UTO

cepTUUKAT HE aHHYIUpoBaH. J[Is TONydeHUs JOMOJHHUTEIbHONH WH(POPMALUHU, CM.
m 3.4.8.1.

3.5. OKHO «YnpaBneHue NofiMTUKamMmm»

OkHO «YmpaBieHHE MOJUTUKAMW» MpeJHa3HadeHo Juis pedakTupoBaHus cnucka JIIIb u
ycranoBku omuuit JIIIB (cm. Pucynok 36). Korma Bbl 3akoHYMTE BHOCHUTH HM3MEHCHHS B 3TOU
3aknazake. Jns nmomydenus undopmamuu o6 JIIIb cm. m. 3.5.3. I nmomydyenus uHdopmamuu o0

ocobeHHocTax co3ganus JIIIb cm. o. 3.5.5.

JITIb sBsieTcst TEKCTOBBIM (haiijIOM, OMHCHIBAIOIIUM IPABHIIA, KOTOPBIE OMPENETAIOT, KaK

3ACTABA-Knuenm cBSI3bIBAaETCS C APYTUMHU OOBEKTaMH B 3aITUIIIEHHON Cpejie.

JIIIb  moxer ObITh YCTaHOBJIEHA, AaKTMBMpOBaHA M  IMpocMoTpeHa. HauanbHoe

KOHUT'YPUPOBAHUEC TAKIKC ITPOU3ZBOJUTCA 3/1€Ch.
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=z ZASTAVA Client - Ynpasnexne noawtukamm =08 @
MonuTuka Mpumerenme MNapameTpbl BoIBPaHHOM NONUTHMKM
Texywas nonut... MNoantuka, coxpaHeHHas B apaieept | Mapametp 3HayeHune 2
4 Craprosas non.. 3arpyxaerca npu crapte OC AKTMBHaA NONMTHKE MonuTuKa Nonb...
Monutuka ... Wcnonesyerca npu cBoe NCTOYHMK C cepsepa
Cucremnan... Wcnonesyerca nepes exogom nones| | Cepsep(bl) nommtik 10.111.10.187 |
Monutnka ... Wcnonbsyerca nocne exoaa nonssol | CYBLEKT cepTidmkaTa C=RU,0=0A0 .. |=
HauaneHas no... [MonuTuka, KOTOPYHO MOXKHO NOAYY Msna'femz cepTudmkaTa C=RU,0=Elvis,...
CepuitHblit HoMep cepTuduKaTa 3489DES30000...
ANropuTM cepTUdMKaTa GOSTR 34.10-...
Tun naeHTudmkaTopa IKE DN
- . YposeHb nora CobbiTna
3 il ’ Timeout 10 i
AKTMBMPOBaTbH ] [ MpocMoTp ] [ MoMows \ MNpaska

Pucynoxk 36 — OkHO «YTIpaBJICHHE MOJTUTHKAMI
3.5.1. CTpyKTypa oKkHa «YnpaBrieHue nosimTukamm»
OxkHO «Y1paBlieHHuEe TOTUTHKAMU» COCTOUT JIBYX Pa3/IeIioB:

— Pazpen ¢ nepeBoM MOJUTHK;

— Pazpgen ¢ mapamerpamu BEIOpaHHOM TOJUTHUKH.

ITone «Ilomutukay COACPIKUT ACPCBO CYHICCTBYIOIUX ITOJUTHK. HpI/I BBIJICJICHUH ITIOJIMTHUKU B
ACPCBC IMOJUTHUK B II0JIC «HapaMeprI BBI6paHHOI71 IIOJIUTUKHN)» OT06pa)KaIOTC$I mapaMeTpbl IOJIUTHUKH.

ITone «ITomuTtuka» COACPIKUT TAKIKC KHOIIKHU ((AKTI/IBI/IPOBaTL», «HpOCMOTp» u «IToMomnis»

3.5.2. Tunbl NONUTUK
B I10JIC «HOJ'II/ITI/IKa» Cy'I_I_[eCTBy}OT CJ'ICIIYIOIJ_II/Ie THUIIBI ITIOJIUTUK

— Tekymas — nonutuka, coxpansemas B JipaiiBepe Aeenma.
— CraproBas — nonurtuka, 3arpyxaemas rnpu crapre OC.
— Tlonwuruka JpaiiBepa no ymonuanuto (DDP) — nonuTHKa, 3arpyxaemas mpu cooe;
— CucremHass — TIOIMTHKA, MCIIOJIb3yeMas Iepe]] BXOAOM U IIOCIE BbIXOJA

I10JIb30BaTEII,

— IloauTtuka moap30BaTeNs — MOJINTHKA, UCIIOJB3yEMas IIOCJIC BXOJa IIOJIb30BATCIIAA B

OC.
— HavannHas nonuTtuka — MOJIMTHKA, KOTOPYIO MOYKHO ITIOJIYUUTHh U3 CEPBEpaA.
3.5.3. MapameTpbl nonutuk 3ACTABA-KnueHm

3.5.3.1. CuctemHasn JINB

CucreMHasi HOJUTHKA MOXET OBITH MOJIydeHa U3 (ailia, ¢ cepBepa Ui OTCYyTCTBOBATb.
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ﬂJ’IH HN3MCHCHUA ITapaMETPOB CHCTEMHOM MOJUTHKH HCO6XOI[I/IMO Ha CHCTEMHOH ITOJINTHUKEC B
none «llomuTHkay HaxaTh JABaXXbI JIEBOM KHOIIKOM MBIIIN U BI)I6paTI) HCO6XOI[I/IMBIG napaMeETpul B

okHe «Ormiuu mosuTuK» (cM. Pucynok 37).

3 "y
s CONUUE NoAMTHER @

MCTodHMK: ICepBep + CepTudukaT v]

Cepriduar: |CN=ZASTAVAdient (GOST R 34.10-2001) noanmcan CN=CprocA2012 ~ | | peramn... |

Cepeep(bl) monMTiie:  10,111,10,197

YpoBeHs nora: lCuGblTMﬂ b I
IKEwv 1 Pesim: lOmuBHuﬁ PEHMM - I
Timeout 5 {cek.) =

MaeHTudukaTop IKE

Tun: lDN b

3Hadenwe: C=RU,0=0A0 ENBAC NMKDC,0U=0Taen paspaboTim NO,CN=ZA5TAVAdient

[ [oToBD ] I OTMEHWTE

Pucynok 37 — Hactpoiika mapameTpoB CUCTEMHOM MOJIUTUKHI

I[J'ISI HaCTpOﬁKH CUCTEMHOH MOJIMTHKH H606XOI[I/IMOZ

1) BeiOparh THI MeTOJa aKTHUBAUUMU H3 TOJS «VICTOYHUK» W ONPEACIHUTH MapamMeTphl

JaHHOTO METOJa.

— Ilpu BeIOOpE MeToa POrpy3kH U3 ¢aita Heooxonumo B none «IlyTh» ykazaTh myTh K
¢aiiny ¢ NOJUTUKON WM Ha)kaB KHOMKY «BbiOpaTh» BbIOpaTh HEOOXOAMMBIN (ailn u3
(aiinoBoil cucTemsl, 3aTeM HaxaTb KHOMNKY «['oToBo». CoxpaHeHue ONUUNA MOIUTHUKH

Tpe6yeT BBCCHHUC MTApPOJIsI aIMUHHUCTPATOpPA.

— IIpu BeIOOpE MeTOAa MPOTPY3KH € cepBepa HeoOxoaumo B moJie «VcTouHuk» BRIOpaTh U3
pPacKphIBAIOIIErOCs ~ CIHCKa HEOOXOAMMBIM  TapaMmerp s YCTaHOBKM  SA.
PackpriBarormumiicst ciicok cofepkuT cuenyromue 3HaueHus: «Cepsep+Cepruduxary,

«Ceprep+Kirou». Jl11s1 HacTpOKY MPOTPY3KH MOTUTHKU C CEPBEPA HEOOXOTUMO:

- BLI6paTL U3 BbIIIaJArOmICro CIHUCKa II0JIA ((CepTI/I(bI/IKaT» mm  «Kirouay

3aperucTpupoBaHHbIN cepTudukat unu Preshared Key.

C momomnipio KHOMIKH «PemakThpoBaTh» MpH BHIOOpPE METOJA aKTHBAMH U3 Qaiiia MOXKHO
IIPOM3BECTU U3MEHEHHUE (ailia MOJUTUKU B OKHE «PemakTop».
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C mnomomsio KHOMKK «Jletanu» mpu BbIOOpE MeETOJa aKTUBAIMM C CEpBEpa MOXKHO
IPOCMOTPETH MapaMeTpbl BIOpaHHOTO cepTudukara B okHe «I[lapamerpsl cepTudukaTa.
— Uro6s1 HacTpouts nonydenue JIIb ¢ cepBepa monuTuku HEOOXOAUMO BBECTH B
nose «CepBep(bl) mosuTHK» |P-ampec(a) cepBepa u mopT, ¢ KOTOporo Oyaet
MoJIyueHa IOJIUTUKA, €CIM HE YKa3aTb MOpT, TO Oepercsa 3HAuYeHHE II0

ymosrganuto (500).

— s norupoBaHus cooOmieHui npu mnepemade JIIIb ¢ cepBepa moauTuKH
HE0oOXOIUMO BEIOpaTh YpPOBEHb JIOTHPOBAHHSI B TOJie «YPOBEHBH JIOTay,

noapoOHee 00 ypoBHE jorupoBanus cM. B 1. 3.8.1.1.

— BeiOpars pexum ycraHoBieHus coenuHeHuss IKE v1: ocHoBHOW wumm

arpeccuBHbIii B ojie «IKE v1 Pexxumy.

— Otmetuth BpeMms, 4epe3 KOTOpoe HeoOXoauMo XoauTh Ha cepsep 3a JIIIb, B
moine «Time outy. B cekmum «Mnentudukarop IKE» BeiOpars THI
uaeHTuuKaTopa s MPOrpPY3KH TOJUTHKH, KOTOPBIM JIOIDKEH OBITh

coryiacoBan ¢ LIYII.

— B cexmun «aentuduxarop IKE» BeiOpats Tun IKE maentudukaropa mis

MPOTPY3KHU MOJUTHUKH, coryiacoBaHHoro ¢ LI VII.

2) Haxarp kHOTKY «['0TOBO». COXpaHCHHE OIIUI MOJUTHKA TPeOyeT BBEICHHE MapOiis

AIMUHUCTpATOpPA.

3) HaxxaTh B MOSIBUBIIEMCS MOCJE COXPAHEHHs MapamMeTPOB MOJUTHKA HH()OPMAIHOHHOM
OKHE KHONKY «Jla», ecnmu Bbl XO0TUTE akTUBMPOBATh TAHHYIO MOJUTHUKY, «HeT», ecin He
XOTUTE aKTUBUPOBATH JAHHYIO MMOJUTHKY.

3.5.3.2. Monutuka

nonb3oBaTens

[Tonutuka, ucnonb3zyemas nocie Bxoja nonub3oarens B OC. [lonuTuka nonb30BaTens MOXKET

OBITH MoJTyyeHa u3 (ailyia uiu ¢ cepBepa MOJUTHK.

Jns m3MeHeHus TapamMeTpoB IOJb30BATEIbCKOM TOJUTHKH HEOOXOIUMO Ha TOJIUTHUKE
noib3oBarens B nose «llonmuTrukay HakaTh JBAXKIbI JIEBOW KHOIKOW MBITIM W BRIOpaTh HEOOXOIMMBIE

napamMeTpsl B okHe «Omiuu monutuk» (cMm. Pucynok 38).
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= OnUMe NoauTHER @

WeTodHmi: [Cepsep + CepTudmkaTt v]

Ceprudwar: | CN=ZASTAVAient (GOST R 34.10-2001) noammcan CN=CproCA2012 » | | ferana... |

Cepeep(bl) nomMmiak:  10.111.10. 197

YpoEeHb nora; [Coﬁblmn hd l
IKEv1 PesimM: [DI:HDBHDL'& PEHHM b ]
Timeout 5 (cew.) =

MaoeHTubmkaTop IKE
Tin: [DN -

3Ha4eHue: C=RU,0=0A0 EMBIC NAKC,0U=01aen paspaboTri NO,CN=FASTAVAdient

[ [oToBD ] [ OTMEHWTBL ]

Pucynok 38 - Hacrpoiika mapamMeTpoB MOJIUTUKU TOJIH30BATEIIS

,Z[JI?I HaCTpOﬁKH noJaumuKu nojlbzoeamelisi HCO6XOI[I/IMOI

1)BbiOpaTh THI MeTOAa aKTUBAlMU M3 MOJs «VICTOYHHK» M ONPENCITHTh IapaMeTphl

JAaHHOT'O METOJa.

— Ilpu BeIOOpE MeTOa TIpOTPY3KH U3 (aitia Heooxonumo B mone «IlyTh» ykazaTh myTh K
Gbaiiny ¢ MOJUTHKOW UM Ha)kaB KHOMKY «BbiOpaTh» BeIOpaTh HE0OXOMUMBIH (aiin u3
GbaiinoBoii cucTeMbl, 3aTeM HaxaTh KHONKY «I'0ToBO» (cM. Pucynok 39). CoxpaHenue

OTIIUI TIOJIUTUKH TpeOyeT BBEACHUE MapoJIs aIMUHUCTPATOPA.

— Ilpu BBIOOpe Meroma mporpy3ku «OTCYTCTBYeT» B Cilydae OLIMOKU MpU NPOrpy3Ke

10JIb30BATEIBCKOM MONUTUKH, OyeT nporpyxarbest DDP.

-~

'.i?.’ Ol'll.llﬂld NOAUTUKN

UcTouHuK: |Daitn v

MyTb: v

[ [oToBO ] [ OTMEHWUTDL |

Pucynox 39 — HacTpoiiku MOJMTHKY 1OJIb30BATENs IPU MPOTPY3KU NOJIUTUKU U3 daiina
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— Ilpu BBIOOpE MeTOma mporpy3ku ¢ cepsepa (mins 3arpysku JIIIb ¢ cepBepa u ycTaHOBKH
IPsec SA ¢ momompto ceptudukara) HeoOxoauMo B moie «McTouHuK» BHIOpaTh
snayenne «CepBeptCeprudukar» (cm. Pucynok 40). [is HaCTpOWKH MpPOrpy3KH

M0JIL30BaTEIILCKOM MOJIUTHKH C CEpBEpa HCO6XOI[I/IMOZ

— BriOpars u3 Beinazgaromero cnucka mnoss «CepTudukar 3aperucTpupOBaHHbII

cepTuduKar.

C nomouipto KHONKKM «PenakTUpoBaTh» MpU BHIOOpE METOJAa aKTUBALMMU U3 (ailla MOXKHO
IPOM3BECTH N3MEHEHHE (hailyia MOMUTUKU B OKHE «PemakTopy.

C nomomipto KHONKK «Jletanu» mpu BbIOOpe MeToJa aKTUBALMM C CEpBepa MOXKHO
IPOCMOTPETH MapaMeTphl BEIOpaHHOTO cepTu(ukarta B okHe «Ilapamerpsl cepTudurara.

[Ipu BeI6OpE MeToa nporpy3ku «Cepep+CepTudukar» MOXKHO yka3aTh 3HaueHHe «JIr00oi
NepCOHANbHBIN cepTudukaty B mojie «CepTUdHUKaT» TPU ITOM Ui aKTHUBAIMUA OyneT
UCIIONIb30BaH cepTU(HKAT, KOTOPHI HE YKa3aH B IapaMeTpax CUCTEMHOMN TTOJIUTHKH.

3 =)
Oy NoauTHEN @

T odHMK: ICepBep + CepTudmKaT v]

Ceprundwmrar: | CN=ZASTAVAGient (GOST R 34.10-2001) noanucaH CN=CpraCA2012 ¥ | | fetam... |

Cepeeplel) nonmmire: 10,111, 10,197

YpoEEeHb nora: ICDﬁbITMﬂ - I
IKEv 1 Pesmm: IOmuBHuﬁ peMiM - I
Timeout 5 (cew.) =

MaeHTudmkaTop IKE
Tun: IDN -

3HaqeHue: C=RU,0=0A0 EMBMC NNKOC,0U=01aen paspabotri NO,CN=ZASTAVAdient

[oToBOD ] I OTMEHMTE I

Pucynok 40 — HacTpoiiku MOMUTHKH MTOJIB30BATENs MPU BEIOOpE METO1a IPOTPY3KH € cepBepa
— Bsectu anpec cepsepa B cTpoke «Cepep(bl) MOJUTUK» MU yKa3aTh IMOPT, C
KOTOpOro OyJeT ToilyuyeHa MOJIMTHKA, €CIM HE yKa3aThb MOpPT, TO Oepercs
3HaueHue nmo ymomyanuio (500). B xauectBe ampeca cepBepa MOIUTUK MOKHO

ucnoap3osars DNS.

— Jlna norupoBanus coobmenuid npu nepemade JIIIb ¢ cepBepa monuTHKU
HeoOXoMMO BbIOpaTh YpPOBEHb JIOTUPOBaHMS B T0Jie «YPOBEHb JIOTay,

noipoOHee 00 ypoBHE JorupoBanus cM. B 1. 3.8.1.1.
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— BriOpats pexum ycranoBienuss coeauHeHus |KE v1: ocHoBHOW win

arpeccuBHblii B ojie «IKE v1 Pexxumy».

— OtMmetuth Bpemsi, 4epe3 KOTOpoe HeoOXoauMo XoauTh Ha cepsep 3a JIIIb, B

mousie «Time outy.

— Otmetuth Bpemsi, 4epe3 KOTopoe HeoOXoammo XxoauTh Ha cepsep 3a JIIIb, B
moine «Time outy. B cekmum «nentudukarop IKE» BeiOpars THI
UACHTUDUKATOPA JUIA TPOTPY3KH TIOJIUTUKU, KOTOPBIA JOJDKEH OBITh

cornacoBan ¢ IIVII.

— B cexmun «aentuduxarop IKE» BweiOpats Tun IKE maentudukaropa mis

MPOTPY3KHU MOJUTUKH, coryiacoBaHHoro ¢ LI VII.

2) Haxarp kHOmKYy «I'0TOBOY». COXpaHCHHE OIIMI MOJUTUKUA TPeOyeT BBEICHUE MapOJis

aJIMUHHUCTpPAaTOpa.

3) HaxaTp B MOSIBUBILEMCS IOCJIC COXPAHCHHUS MApaMETPOB MOJUTUKH MH(POPMAIMOHHOM
OKHE KHOIIKY «/la», ecu Bel XOTUTE aKTMBUPOBAaTh JaHHYIO NOJUTHKY, «Her», ecin He
XOTHUTE aKTUBUPOBATh JAHHYIO IOJUTHUKY.
3.5.3.3. Monutuka
ApanBepa No yMOs4yaHuio
B 34CTABA-Knuewm wumeercs TmpocTas TOJIMTHKAa 00paboTku Tpaduka, KoTopas
UCHOJB3YIOTCS TIPU OTCYTCTBUU (MK HexocTynHocTH) pabdoueit JIIIb. Oto «IlonuTHka apaiiBepa mo

YMOJTYAHHUIO.

«[Tonutuka apaiisepa o ymonuanuto» (Default Driver Policy, DDP) Bcrynaer B cuiny npu
3amycke OC - 1o mMomeHTa 3arpy3ku paboueit JIIIb, B cinyuyae eciu mpowusonuia omuOka Hpu

MMPOTrpy3KE NOJIUTUKH NI OCTAHOBJICH CEPBUC Vpndmn.

Jns m3menennst mapametpoB «llonmTuka apaiiBepa MO yMOITYaHHIO» HEOOXOAMMO B TOJE
«[TomuTHkay oKkHA «YTpaBlieHHE TMOJIUTUKAMIY) HAXKATh JBaXIbl JIEBOH KHOMKOW MBI M BBIOPATh
HE0O0XOJMMBbIC TIapaMeTpbl B OkHE «Omiuu moJuTHK» (cM. Pucynok 41). «[lomutuka napaiiBepa mo
YMOJIYAHHIO» MOXKET OBbITh ycTaHOBJeHa, 1mbo B «CoOpacwiBath Bce» (DROP ALL), nubo B
«CopaceiBatb Bce, kpome DHCP» (DROP ALL EXCEPT DHCP), nu6o B «IIpomyckats Bce» (PASS
ALL). Tlocne BbIOOpa HEOOXOAMMBIX HACTPOCK HaKaTh KHOMKY «COXpaHUTB» sl COXPAHECHHUS

HacTpoek B 34ACTABA-Knuenm.

N3 coobpaxkeHuit 0e30MacCHOCTH peKOMeHayeTcsl ycraHaBnuBaTh «llomuTHka apaiiBepa mo

YMOJIYaHUIO» B 3HAYCHUC «C6paCLIBaTL BCE». CHG,Z[yCT Y4€CTh, UTO B 3TOM CJIydac CCTb HC 6y,Z[CT
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JIOCTYITHA, €CJIM KOMIThIOTEPY HE MPHUCBOEH cratuueckuil |P-ampec. Ecinu xommerotep momydaer IP-
aapec mo DHCP, To cnenyet BoiOpath oniuto «CopaceiBath Bee, kpome DHCP». B atoMm ciydae ceTh
OyzeTr HelocTynmHa A0 MOMEeHTa aktuBanuu padoueit JIIIb (uckmroueHne cocTaBisieT TOIBKO Tpaduk

DHCP, neob6xoaumeblii ans HazHaueHus koMiblotepy IP-anpeca).

x|
NCTOYHMK: Iﬂpaﬁsep v I
Monmaca: [T A |

YpoBeHb nora: |3anpeu1en |

[oToBO I OTMEHUTL

Pucynox 41 — Hactpoiika napametpoB «llonutuka apaiiBepa mo yMOJTUaHHUIO»

& Ecmu na xommbtorepe ¢ 34ACTABA-Knuenm HacTpoeHa ynalieHHas ayTeHTU(QUKAIMS TpU

BXOJIE€ IIOJB30BATENsl B CUCTEMY (HampuMep, ayTeHTH(UKAIMS IOCPEICTBOM JIOMEH-
KOHTpOJUIEpa), TO AJIsl €€ MpaBmiIbHON paboThl «llonuTrka qpaiiBepa 1Mo yMOI4aHHIO» OJDKHA
obITh: «IIpomyckars Bcey.

3.5.4. NameHeHue napameTpos JIMNB

I[JISI HU3MCHCHUA ITapaMETPOB BBI6paHHOfI IOJIMTUKKU M3 ACPCBa IOJUTHUK II0JIA «lTommTrka»
H606XOI[I/IMO HaXXaTb ABAXIbI JIEBOM KHOIIKOM MBIIIIM Ha Tpe6yeM017I MOJIMTHKE. B mosBUBIIEMCS OKHE

«OMnuuu MOIUTHK» U3MEHUTh HEOOXOIUMBIE TapaMeTpPHI.
J1st ”3BMEHEeHU S TOCTYIHBI TapaMeTPhl CIAEAYIOMNUX TTOJUTHK:
- Tomutuka [paiisepa no ymomdanuto(DDP) — monutuka, 3arpykaemasi npu cooe.
- CucremHas — OJUTHUKA, UCIIOJIb3yeMas IEpPe BXOAOM IOJIb30BATEIIS.
- Ilonutuka nmosb3oBaTeNs — MOJIUTHKA, UCIIOJIb3yeMasl ocie Bxoa nonb3oBarens B OC.
- HavanpHas monuTuka — MOJIUTHKA, KOTOPYIO MOKHO MOJTYYUTh U3 CEpBEpa.

[Tapamerpsr «CucteMHoM nomutukn» U «llonmutukm JlpaiiBepa mo yMOTYaHHUIO» MOXKHO
TaKXe M3MEHUTh, BBIICIHNB B JIPEBE MOJUTHK TpeOyeMylo MOJUTHKY M Ha)KaB OJUH pa3 Ha MPaBYIO
KHOTKY MBIIIM, M3 BBINAJAIOLIETO MEHIO BbIOpaTh mapamerp «lIpaBka». B mosiBuBIIEMCS OKHE
«Onuuy MOJIUTHK» M3MEHUTh HeoOXxoaumble mnapameTpbl. CoxpaHEHHE W3MEHEHHBIX MapaMeTpoB

TpeOyeT BBOJIa NapoJisi aIMUHHCTPATOPA.
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3.5.5. Co3paHue JIMNB

JIIIBb, co3mannas B 34CTABA-Ynpasnenue, coxpaHseTcsi Kak TEKCTOBBIM ain. J[aHHBIN

pexum 3anaercs B 34ACTABA-Ynpasnenue.

Coznanue JII1b B 34CTABA-Ynpasnenue:

Jlo6aButh cootBercTBytomuid 34ACTABA-Knuenm 0OOBEKT B TJIOOANBHYIO IOJTUTHKY

6esonacuoctu (I'TIB);
Onpenenuts npaBuiia Ui JaHHOTO 00BEKTa;
Ottpancnuposats ['TIb B JIIIBb nnm coxpanuts JIIIb kak ¢aiin;

3apeructpuponartb JI[Ib B 34CTABA-Knuenm. 3a noNOMHUTEIBHONW MHGOpMAaIEl HaI0

obpatuthes k 1. 3.5.5.1.

\il) @aitn ¢ JIIIb HyxHOo mnepeHectu Ha Komnbiotep 3ACTABA-Kauenm wu 3areM
3aperucTpupoBaTh, HaxaB Ha KHONKY «[lonutuka» okHa «lIpoune HacTpolku», HIU
3aperucTpupoBaTh €€ C MOMOUIbI0 KOMaHIbl vpnconfig -set 1lsp user/system
file <path>. O0GBYHO, 3TO JAENAIOT TOJIBKO OJUH pa3 MpU peructparuu HayaasHou JIITB.
ITocne storo JIIIb nony4atot ot 34 CTABA-Ynpasnenue aBTOMaTHUECKH.

3.5.5.1. Perucrpauunsn

HoBou cuctemHom J1MNB

JIITb MoxeT OBITH 3aperucTpupoBaHa B OKHE «YmpaBieHue mnoiauTukamu». JIIIb moxer

HaxoauThcsi B (aitmoBoit cucreme. Ilpu axtuBanum ykazaHHoW mnoautuku 34 CTABA-Knuenm

o0paTuTCs K 3aJaHHOMY HCTOYHHKY W CKONUPYET TOJUTUKY B JpaiiBep Aeenma, MOCIE 4YEro 3Ta

noJuTHKa OyaeT akTuBupoBaHa. J{is peructparuu HoBoit JIIIb Heo6xoaumo:

Haxats kHONKY «IIpaBkan.

Bribpare ogun u3 cnoco6oB mobasnenus JIIIb u3 mons «Mcrounnk» okHa «Ommuu

MTOJINTUKY:
- 3arpy3utsb u3 (aiina;

s 3arpy3ku JIIIb u3 daiina neodxoaumo ykaszats (aiin JIIIb B TekctoBoM (opmare,

WJIM BBECTH BPYUYHYIO MYTh K (haiimy.
- 3arpy3uth ¢ ceppepa L[VII.
s 3arpy3ku JIIIb ¢ cepBepa HE0OOXOAMMO BBIIOIHUTH CIIEAYIOIINE ACHCTBUS:

- BriOpath o1uH U3 mapaMeTpoB:
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- ITapamerp «CepBep+Ceptudukary (mas 3arpy3ku JIIIB ¢ cepBepa u

yctanoBku [Psec SA ¢ momomisto ceprudukara),

- ITapamerp «Cepsep+Kiou» (mns 3arpy3ku JIIIB ¢ cepBepa u ycTaHOBKH

IPsec SA ¢ momorisio Preshared Key, Toabko mis cucremuoii JITB);

- BriOpare u3 BbIMAJAIOUIET0 CHHCKA 3apETHCTPUPOBAHHBIA CcepTUPUKAT WU

Preshared Key, B cooTBeTCTBHM ¢ BEIOpaHHBIM METOJIOM MPOTPY3KH C CEpBEpa.

- Bsectu agpec cepsepa B crpoke «CepBep(bl) MOJUTHK» B MOPT, C KOTOPOTro Oyzer
NOJTy4eHa IMOJIUTHKA, €CIM He yKa3aTbh HOPT, TO OepeTcs 3HaueHHE 10 YMOJIYAHHIO
(500), B npoTHBHOM cily4ae cileqyeT yKa3aTb opT. BelOpaTh peskuM yCTaHOBJIECHUS

coenunenus IKE v1: ocHoBHOM nmun arpeccuBHbIi B nose «IKE v1 Pexxumy.

- OrMeruTh BpeMmsl, yepe3 KoTopoe Heo0XoAuMO XoauTh Ha cepsep 3a JIIIb, B mone

«Time outy.

- BuiOpare Tun unentugukaropa B cexuuu «Muentudpukarop IKE» mis mporpysku

MTOJIMTHKH, KOTOPBIN T0DKEeH ObITh cormacoBad ¢ IIVII.
- Haxatp kHONIKY «COXpaHUTHY.

- OtBeruTh HA BOMPOC 00 AKTUBAIIUU TOJUTUKU. JJIS aKTHBAIMK 3apEeTUCTPUPOBAHHON

IMOJIMTHUKHU ITOCJIC COXPAHCHUS TapaMETPOB HAXKATh KHOIIKY «}la».

& [lepen urenuem JIIIb u3 daiina ynocroBeputhes B ToM, uro OC HacTpoeHa il oKa3a BCex
TUNOB (hailyioB, HHAUE HyXHble BaM ¢ailsibl MOTyT OKa3aTbCsi CKPBITHIMH.

3.5.5.2. Perncrpauunsn
HoBou nonb3oBaTenbckon JNIMNB

Perucrpanus nonp3oBatenbckoil JIIIb mpou3BoauTCs Takke Kak PErMCTpalMs CHUCTEMHOU

MOJUTUKH cM. 1. 3.5.5.1.

3.5.6. MpocmoTp JIMNB

B noste ¢ nepeBoM MONUTHK OKHA «YIIpaBIEHUE MTOJIUTUKAMI» MOXHO IPOU3BECTU IPOCMOTP
tekymie JIIIB, mig aToro Heo6xoaMMO BHIOPATh U3 JIepeBa MOJUTUK CTPOKY «Tekyinas moiuTuka» u
Haxarb KHONKY «IIpocMoTp» okHa «YmpaBieHue noautukammn». B nosBumemcs okHe «Penakrop»
MO>KHO MPOCMOTPETH KOJ MOJIUTUKH, TPOU3BECTH M3MEHEHHs WM MOUCK HEOOXOAMMBIX MapaMeTpoB,
BBIIIOJIHUTH IIEPEXOJ HA ONPENEICHHYI0 CTPOKY ITOJIMTHKH, BOCIIOJIB30BABIIMCH IS 3TOTO MEHIO
«Bun» oxna «Penakrop» u, mpu HEOOXOAWMOCTH, COXPaHUTh JAHHYIO MOJUTUKY B (haijoBoi

CUCTEME, BLI6paB B MeHIO «®Daiiny» KOMaHOy «COXpaHI/ITB» " onpCAcsIvB IIYThb IJIsI COXpaHCHUA.
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3.5.7. AktuBauus JIMNb

Hns axktuBanmu JIIIB (T.e. mis 3arpy3kud B jApaiiBep Aeenma), HEOOXOIUMO BBIICIUTH
HY)XHYIO TIOJUTHKY B J€pEeBE IOJUTUK OKHa «YmpaBieHue nonutukamu» 34CTABA-Kiuenm n
HaXaTh KHOIIKY «AKTHBUPOBATh», BBECTU JIOTMH MU Mapojib agmuHuctparopa. JIIIb 3arpysurcs B

npaiiBep Aeenma v ipaBuiia, onpeaenéuueie B JIIIB, BcTynar B aeiicTBue.

Ecnu aktuBanus npouuta ycneuso, JIIIb 3arpyxaercsa B npaiiBep Aeenma U akTUBHpYETCH,
3TO 03Havaet, 4to IP-tpaduk Oynmer oOpabaThiBaThCS B COOTBETCTBUU C MPABUJIIAMH, OMUCAHHBIMHU B

JIIIb.

3.6. OKHO «TOKeHbI»

3ACTABA-Knuenm mo3Bonsier BaM ucCnosib30BaTh TOKEHBI KakK Cpely TPaHCIOPTHUPOBKHU
BakHOUM wuH(popManuu (ceprudukatoB, 3akpbIThiX kimtouelt). 34CTABA-Knuenm moaaepx uUBaeT
pabory ¢ PKCS#11-coBmecTuMbiMu TOKeHamu Bepcuu 2.10 u BbIme, i paboThl HEOOXOAUMO
HaJIMYU€ COOTBETCTBYIOIIMX JMHAMUYECKM NOJKIIOYaeMblx Oubnuorek. Taxke IOMOIHUTEIBHO

MOCTABJIACTCA OMYJIATOP MOAYJISI TOKCHA Ha JKECTKOM JUCKE.

B okne «Tokens» (cM. Pucynok 42) Bel moxere 3apeructpupoBath PKCS#11 monynu mis
3aganHoro tumna TokeHa (USB-kimiow, cmapr-kapra, SMynsTOp TOKEHa HAa THOKOM/KECTKOM IHCKE).
DTO OKHO COJEPKHT CHUCOK BCEX 3apETUCTPUPOBAHHBIX MOy TOKEHOB. J[OCTymHa BO3MOXKHOCTh

3arpyKatb MOJYJIHN TOKCHOB KaK ITOJIb30BATCIILCKUC.

e o

=3 ZASTAVA Client - TokeHbi | (-5 3]
Builtin CryptoPro User Module (... Mapamerp 3HauyeHne
4 Builtin CryptoPro Module MyTs softpkes 11-cpro.dll
REGISTRY\\gwf Mma Builtin CryptoPro Us...
REGISTRY\\mzc Bepaus Cryptoki 2.10
4 Builtin Roots Module Bepaua bubnuoTexku 3.0
Trusted Certificates token MpoussoanTens ELVIS-PLUS
OnucaHwe Crypto-Pro GOSTR....
3arpysuTb | ‘ BeIrpysuTb ] [ Beepx ’ [ BHu3 ] [ OBHOBUTL

Pucynok 42 — Oxao «TOKEeHBI»

3.6.1. lobaBneHue moaynen TOKEHOB

s peructpanun moayiist PKCS#11 B okae «TokeHBI» HE00X0UMO:
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1) Haxath KHOMKY «3arpy3uTh» B OKHE «TOKEHBI», B TOSBUBIIEMCS OKHE «3arpy3uTh

MOJIyJIb» BBECTH TpeOyeMble manHbie (cM. Pucynok 43).

#. 3arpyauth Moayib @

MMa MOAYNA: |

[] 3arpysute Kak nonbsoBaTeNLCKHE

[ [oToBO ] [ OTMEHHTDE ]

Pucynoxk 43 — OkHO «3arpy3uTh MOIYJIb

2) Bsectu ms moayns PKCS#11.

3) Vkazarh nyThb K JauHaMuueckod OubOmmoreke Mmonyiss PKCS#11 um Haxkarh KHOINKY

«OTKpBITH.

bubnmuorexu moxyneit TokeHOB 34 CTABA-Knuenm (17151 AUCKETHI U AMYIATOPOB TOKEHA Ha
KECTKOM IHCKE) KOMUPYIOTCA B COOTBETCTBYIOIIME KaTanoru Bo Bpemsi uHctamisiuuu 34CTABA-

Kauenm.

Ecim Bwl ucnonws3dyere B KadecTBe TOKeHa cmapT-kapry wiau USB-mocurens, Ttorma
tpebyemoe 1O AOMKHO BXOAUTH B KOMIUIEKT MOCTaBKM TOKeHa. MmeHa OHOIMOTEYHBIX Moynen
PKCS#*11, kotopsie BxoasaT B coctaB 34 CTABA-Knuenm, npuBenens! B Tadbmuie (cm. Tabnuma 18).
Oobparute BHUManue Ha To, uTo npyrue PKCS#11 6ubamoTexn MoryTt mocraBiarbes ¢ apyrum [10O

JU1s TOKeHOB. UTOOBI HaiiTh nMs TpeOyeMoi OnbIMoTekn oOpaTuTech K JOKYMEHTAIMH 110 TOKEHAM.

Tabmuna 18 — Mmena 6ubmmoreunsix moaymneid PKCS#*11

Tun Toxkena HNmsa oudauorexu moayiass PKCS#11
SoftToken common softpkcsll.dll*
CryptoPro SoftToken softpkcsll-cpro.dll
Trusted Certificates token softpkcsll-trusted.dll
* - JlaHHBIN MOJTYJIb, BXOAUT B JIOTIOJTHUTENIbHBIN NTakeT ycTaHOBKH 34 CTABA-Knuenm

4) Tlpu HEOOXOAUMOCTH OTMETHUTH (uar «3arpy3uTh Kak MOJIb30BATEIbCKUIT», OMPEIeUB

3arpy’kaeMblii MOAYJIb TOKEHA OIIPEICIIEHHOMY 0JIb30BaTEIIIO.

5) Haxarp kHOTIKY «I"'O0TOBOY.



84
MKEI0.00435-01 32 01

3.6.2. CmeHa PIN-koaa TokeHa

Ecnn Bel xoture n3menuts PIN-kox Tekyiiero TokeHa, To B okHe «TOKeHbD» HE00X0AUMO
BbIOpAaTh TOKEH M3 CIMCKA, 3aTeM HakaThb KHONKY «CMEHHTh maposb». BBecTu Tekymuil maposis B
none «Texymmii maposb». Beectn HOBBINM napoisis B noyid «Hosswil napons» u «lloBTop maposs» u

HaXaTb KHOIIKY «I"oTOoBOY.

& PIN-xox Mmoxet ObITh n3MeHeH, eciu uHTepdeiic PKCS#11 TokeHa mo3BoseT 3TO ASUCTBHE.

PIN-kox MoxeT OBITh U3MEHEH TOJIHKO Ha aKTUBHOM TOKEHE (COCIMHEHUE C TOKCHOM JIOJIKHO
OBITH OTKPHITO).

Knonka «CMeHUTH mapoiib» OyneT HEIOCTYIHA, €CIM HET TOKEHOB, 3apETHCTPHPOBAHHBIX B
34ACTABA-Knuenm.

3.6.3. MHnumanusaumsa TokeHa
HJ'ISI HHHUIIHAJIN3allu1 TOKCHA B 3aKJIaIKE «MO,ZLy.]'II/I TOKGHOB» HCOXOI[I/IMO:
1) Ha)I(aTB KHOHKy «I/IHI/IL[I/IaJ'II/IBI/IpOBaTb» B OKHC «TOKCHLI», B IHNOJABHUBIHICMCA OKHC

«MHMnmanu3anms TOKeHa» BIUCATh JaHHbIe (CM. PucyHok 44).

A Mnnumanusauns ToKeHa x|

TokeH: |REGISTRY\\user 1]

Maponb aaMMHUCTpaTopa: |

—TaKxXe yCTaHOBUTbL Naponb NMonb30BaTens

HoBblit Nnapons: |

MoaTeepxxaeHWe napons: I
CnoxHoCTb naponsa: Hynesas [ Nokasate naponb

™ CoxpanuTe naponb ang Byaylmx coeauHeHnit

[oToBO OTMEHUTD

Pucynoxk 44 — OxknHo «/HUIIMATU3ams TOKEHA

2) BaecTu napoib aAMUHHCTPATOPA TOKEHA.

3) B mone «Takxke ycTaHOBHUTH TapoJib MOJb30BaTeNss» B mose «HOBBIM Mmaposib» BBECTH
HOBBIH MapoJib MOJB30BATENsl U TOBTOPUTH BBEJEHHBIN napoiib B nose «lloarsepxaeHue

apoJIs».

4) Tlapamerp «CoxpaHuTh NapoJb Ui OYAYIIMX COEAMHEHHI» — He00sS3aTeIbHBIN

napameTp, KOTOPBIN OTBEYAET 3a COXPAHEHUE MapOoJIs OJIb30BaTES.

5) Haxatp kHOTIKY «['0OTOBOY.
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3.6.4. YaaneHne moayna TOKeHa
Yro6wl ymamute mMoaynb PKCS#11 w3 34CTABA-Knuenm Bl HOMKHBI BBIOpaTh €ro B

TabJIMIe U HaXKaTh KHOMKY «BBITpy3UTHY.

3.7. OkHoO «[narnHbI»

Monyne ynpaBiaeHHs KpUNTOOMOIMOTEK (MOJYdb KPHUMNTOIUIATUHOB) — BCTPOCHHBIN
MPOrPaMMHBIN MOJYJb, TIPETHA3HAYCHHBIN IS MOAKIIOYCHUST KPUMITOOUOINOTEK, UCTIONh3YEMBIX BO
Bcex kommoneHTax ITIK «VPN/FW «3ACTABAy», Bepcuss 6 (komnoneHT 34CTABA-Ynpaenenue,
Bepcust 6, komroHeHT 34ACTABA-Kauenm, Bepcus 6 u kommnoHeHT 3ACTABA-Odgpuc, Bepcus 6).
Kpunrobubimoreka BKIOYaeT B ceOs pasauyHbie Kpunrtorpaduueckue GyHKIUH (TeHepaTop
CIIy9aliHBIX 4YHCell, (YHKIMH XCIIMPOBAHWS, BBIYHUCICHHS MNH(PPOBOM MOANMUCH W IU(POBAHUS),
KOTOpBbIC WCIONB3YIOTCS TPH AyTCHTH()HUKAIMK TIOJh30BaTeIed M CO3J@aHUM  3al[UIICHHBIX
coequHeHnii. KpuntoOubnmoreka MoxkeT OBITh pa3paboTaHa HE3aBUCHMBIM IPOU3BOJAUTENEM U
nogimoyateest K I[IK «VPN/FW «(3ACTABAY, Bepcust 6 Kak OTAENbHBIA MOAynb (miarux). Ilo
ymonuanuio, B coctaB IIK «VPN/FW <«3ACTABA», Bepcuss 6 BXOAMT HAOOp IMITATHBIX

kpunroounoimotek (cm. Tabnuma 19).

Tab6muma 19 — CocraB KpunTOoOHOIHOTEK

HaunumenoBanue Onucanune

crypto_cpro_user Kpunroanroputmsl 'OCT mns mudpoanus

HpI/I nmoMomu ™MOAyJsd KPUITOIUIArMHOB MOXHO PCruCTpuUpoOBaATb HU  AKTUBUPOBATH
KpI/IHTO6I/I6JII/IOTeKI/I, a TaK¥XKE YIIPABJIAITb OTACIIBHBIMU KPHUIITOAITOPUTMAMH, BXOAAIIUMH B COCTAaB

6ubanorex. KpuntoaaropuTMbl HCTIONB3YIOTCS JUISI CIAEAYIOLINX LETeH:

- BBINOJHEHUE KPUNTOTpaguuecKux mpoueayp Ha ypoBHe siapa OC i 3alUTl CETEBOTO
Tpaduka;

- BBITIOJIHCHHUC KpI/IHTOl"pa(l)I/I‘leCKI/IX npoueayp Ha NpuKJIalHOM YpOBHC.

PaGota ¢ MomyneM KpUNTOIUIATMHOB MOXKET MPOUZBOAMTHCH, JIMOO TPU TTOMOIIH

rpaduueckoro uHrepdeiica B okHe «llimaruas», 1160 U3 KOMaHAHON CTPOKH - CM. pa3jen .

3.7.1. MpocmMoTp KPUNTOOMONNOTEK U KPUNTOANITOPUTMOB

KpI/IHTO6I/I6HI/IOTCKI/I, 3apCTUCTPUPOBAHHBIC B MOAYJIC KPUIITOIIATrMHOB, IPOCMATPUBAIOTCA B
TJIaBHOM OKHC IIPOrpaMMbI B BUAC CITUCKA. IImroc (+) paaoM €¢ UMCHEM KpI/IHT06I/I6HI/IOTCKI/I 0O3Hay4acT,
YTO OHA COJEPXKUT KPUITOAITOPUTMBL. UTOOBI MPOCMOTPETh KPUIITOAITOPUTMBI, COJEpKAlIUecs B

M000H 3aperuCTpUPOBAHHON KPUNITOOMOIMOTEKE, HEOOXOIMMO Ha)XaTh Ha TUTIOC PSJIOM C UMEHEM.
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Crucok anropuTMoB, COAEPKAIIUXCS B KPUNTOOMOINOTEKE, PACIIUPUTCS, KaK MOKa3aHO Ha PUCYHKE

(cMm. Pucynok 45).

Ecnu mMs KpunToOMOIMOTEKH BBIZAEICHO CEPHIM ILBETOM, 3TO 3HAYUT, YTO TPH 3arpyskKe
JTAaHHOM KpUNTOOMOINOTEKH MPOU301ILIA OUTHOKA M OHA HE JIOCTYITHA JJISl HCTIOJIb30BaHHUSL.

Ilo YMOJIYaHHIO B Aeenmax YCTAHOBJICHBI CJICAYIOIINEC KpI/IHTO6I/I6J'II/IOTCKI/I, IMpEaACTaBJICHHBIC

B Tabute (cm. Tabauia 19).

S0 FASTAVA Client - Mnarvde El@

¢ [¥] crypto_cpro_user

NobaenTe NnarkuH | | ¥0aniTe NnarkH | BoccTaHoBUTE CoXpaHWTL

Pucynok 45 — OxkHO MOAYJIsI KPUIITOILUIArUHOB

3.7.2. Perncrpaums KpuntooumbnmnoTekun

Moyns KPHUNTOIUIATMHOB MOXET YIPABISATh KPUNTOOMOIHMOTEKAaMH (PETUCTPUPOBATH M
aKTUBUPOBaTh), KoTopble wucnonbdytotes I[IK «VPN/FW «3ACTABAy», Bepcus 6, 4YTOOBI
obecrieynBaTh 3alUTy HH(GOPMAIMOHHBIX O0OMeHOB. KpunToOHOMMOTEKHM — 3TO MHOJKIIOYacMble
MPOTpaMMHBIE MOMYJIH, KOTOpBIE COJAEpKaT KPHUIITOAITOPUTMBIL; JIF00ast KPUNTOOMOIMOTEKAa MOKET
OBITh 3apETHCTPUPOBAHA B MOJYyJE KPUIITOIUIATMHOB W MOKeT ucmosib3oBathes B IIK «VPN/FW

«3ACTABAY, Bepcus 6.
Jnis peructpauy HOBOW KpUNTOOMOIMOTEKH HEOOXOIUMO:

- HaKaTh KHONKY «J{00aBUTH MyIarun»,
- B okHe «/loOaBuTh muaruH» HaWTU TpeOyembli (aila KpUNTOOMOIMOTEKHU, U BHIOpATh

«OTKPBITHY.

Ecmu perucTtpanud Iponjia yCIICIIHO, B OKHE «lImaruHp» 6y,I[CT IIOKa3aHa I/IH(bOpMaI_[I/ISI (o)
3aperI/ICTpI/IpOBaHHOI>'I KpI/IHTO6I/I6J'II/IOTGKC. UToOBl BBIMTH W3 nporpamMmbl HaJ0 HaKaTb KHOIIKY

«CoXpaHUThH.
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3.7.3. YoaneHue KpuntoomMonmoTteku

VY nanenue KpunToOuOIMOTEKHU:

- Bopuzenuts 3aperucTpupoBaHHYIO KPUNITOOMOIMOTEKY, KOTOPYIO HYKHO YIaIHTh;

- HaxaTp KHOIIKY «Y JaJIUTh ILUIaruH»;

- IloxrBepauth pemieHHe ynalIuTh KpUINTOOMOIMOTEKY B OKHe «llmarusel», Haxartb
kHomky «Jla» u mepesanycturh OC, uToOBl 3aBEepIIUTh MPOLECC YyAAICHUSA

KPUNTOOUOINOTEKH.

3.7.4. AKTUBaUuMsa KpUNToOMONNOTEKU
KpunroanropuTmsl, coaepikammuecss B CIEHUAIBHBIX KPUNTOOMOIMOTEKaX, MOTYT OBITh

AKTHUBUPOBAHbI UJIM JCAKTUBHPOBAHBI.

- YTto06BI AKTHUBUPOBATb KPUIITOAJITIOPUTM, HAAO HalTH €ro B CIHMCKE M HaXXaTb KHOIIKY

«BoccTaHOBUTHY.

- Haxarp kHOnKy «COXpaHUTb», YTOOBI COXPAHUTh PE3YJIbTATHI.

& [lepen akTuBalued KpUNTOAITOpUTMA YOEIUTECh B TOM, YTO JAHHBIM ajaroputM He Obul

aKTUBHUPOBAH HHU B Kakoil Apyroil kpuntobubimoreke. Ecnu anroputm ObUT aKTUBUPOBAH B

Apyro KpuUOnTOOMOIMOTEKE, €ro HY)XKHO CHavaja JeaKTUBUPOBATh, MPEKAE YEeM OTOT
KPUIITOANTOPUTM OyJeT aKTUBUPOBAH B HOBOW KPUITOOMOIUOTEKE.

3.8. OkHoO «[llpou4me HacTponKn»

Bce napameTtpsl, KOTOpbIE ONPEAEIAIOT paboTy Aeenmos, MOXKHO pa3feuTh Ha JIBE TPYIIIbL:

- JIOKaJIbHBIE YCTAaHOBKH;

- napamertpsl B JIIIb.

OxkHo «IIpoune HacTpoMKM» NpPEIHA3HAYEHO [UIsI M3MEHEHHUS JIOKAJIbHBIX YCTaHOBOK
34ACTABA-Knuenm. Ilpu mratHoM pabore 34CTABA-Knuenm W3MEHEHHE JIOKAIbHBIX YCTAaHOBOK
o0bryHO He TpeOyercss u ynpaBieHue 3ACTABA-Knuewm TpOU3BOAUTCS UEHTPAIH3O0BAHHO TPHU

nomoru LYTI (myrem BHecenust uamenenuii B JII1B).

YroObl MOTY4UTH JOCTYI K OKHY «IIpoune HacTpoiikm» HeoOxoaumo Ha [lanenu ynpaeneHus

HakaTh KHOMIKY «Hactpoiikn» (cM. PucyHok 46).
[Tocne pemaxkTupoBaHusi mnapameTpoB okHa «lIpodne HacTpoilku» HEOOXOOUMMO HaXXaTh

KHOIIKY ((COXpaHI/ITI))), 9TOOBI COXPAaHUTb UBMCHCHMUSI.

HekoTtopeie m3MeHeHUs: BCTyHarOT B CHIIY TOJBKO IMOCIE TOro, Kak OyleT nepe3arpykeHa
JIIIb.
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L
\11) Hexotopsie uamenenus, Hanpumep, aktuBaius JIIIb, He MOTyT OBITh OTMEHEHBI.

=) ZASTAVA Client - Mpoune Hacrpoiiku ] =10( x|

XKypHan I IKE l GUI | AamuHucTpaTtop  HacTpoitki obHoBneHus

—HacTpoitku obHoBneHns
I =l

YcranosuTb url ana cnyxbel obHoBNEHUS:

—Pexum obHOBNEHNA

{+ ASTOMaETMYECKM 3arpy#aTh OOHOBNEHUE W YCTaHaBNMBaTE Bro ro paaiucaHmo  Kaxabii AeHb B | 0:00 = I
{* ABTOMETHYECKM 3arPyKaTo OOHOBAEHNE W VCTaHaBMBaTE Er0 HEMEANEHHO
{" 3arpysuTh 0OHOBREHWE, YCTaHOBKa OOHOBNEHNSA OCYILECTEARETCH BPYHHYIO

{" CooBluuTs 0 Hani-ui 0GHOBREHIS, HO HE SarpyKaTh M HE YCTaHaBnBaTh

[poBEpUTE U 3arpy3uTh 0GHOBREHNE YCTaHoBUTL

HeT obHoBnenna

CoxpaHuTb OTMEHUTD MoMoLwb

Pucynok 46 — Okno «IIpoune HacTpoitku» ¢ oToOpakeHneM 3akianku «HacTpoilku 0OHOBIEHUS
OxHo «IIpoune HacTpoONKKW» MMEET 3aKJIaJAKHU JUIsl CIAEAYIOUIMX NapaMeTpoB, MPUBEICHHBIX B

tabsuie (cm. Tabmura 20).

Ta6muua 20 — [TapameTpsl okHa «IIpoune HaCTPOHKN»

HanmeHoBaHHMe BKJIAAKH ITapamerpsbl
XKypnan VYcTaHoBKa MapaMeTpoB JKypHaJla perucTpalii COObITHIMA
IKE YcranoBKa 3HaueHU mapameTpos npoTtokoia IKE
GUI YcTaHoBKa mapaMeTpoB IpeCTaBlIeHUs HH(OpMaLY B
rpapuueckom untepgeiice 34 CTABA-Knuenm
AJIMUHUCTPATOP Cozmanne y4eTHOM 3amucu AJIMUHUCTpaTOpa
Hactpoliku oOHOBIIEHHS VYnpaBieHne MEXaHU3MOM aBTOMAaTUYECKOr0 OOHOBJICHHUS

3.8.1. Bknagka «XXypHan»

Peructpanus coOwiTuii mo3BosiseT BaMm COXpaHATh XPOHOJOTHIO CHCTEMHBIX COOBITHH,

npoucxogaumx B 34ACTABA-Knuenm. HacTpoliKy CHUCTEMBI JIOTUPOBAaHHS MOXHO IPOU3BECTH BO
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Biianke <«OKypHam» okHa «lIpoume HAcTpoWKm», il BbIOOpa BKIAIKH «JKypHam» HE0OXO0IUMO Ha
llanenu ynpaenenus HaxaThb KHONKY «HacTpoilku» M B NOSBHBIIEMCS OKHE BBIOpaTh BKIIAAKY
«Kypnan» (cMm. Pucynok 47). Bo Briangke «KypHam» okna «[Ipoune HaCTpOHKH» MOXKHO W3MEHHUTh
S3BIK JIOTUPOBAHMS CUCTEMHBIX COOBITHH, /Ul 3TOTO0 HEOOXOIMMO BHIOpATh HY)KHOE 3HAUCHHE B I10JIC

«SI3BIK JIOTa» ¥ HaXKaTh KHOIIKY ((COXpaHI/ITI)» AJId COXPAaHCHUA H3MEHEHHH.

Y| ZASTAVA Office - Mpoune Hacr poiiku ) =10 x|

KypHan | IKE ] Knactep | WHTepdeiico! I GUI I AaMuHUCTPaTOP | HacTpoiiku obHoBREHUS |

—YpoBeHb NpUNoXeHUa
YposeHb nora: |C06brrm: vl

™ OTnanouHbIit pexim

—YpoBeHb fapa
¥YpoBeHb nora: ICoSbrmg vl

[~ OTnanouHbI pexxim

SA3biK nora: IAHrnnf«cxm“q vI

- ¥ Bectu 3anucs B daiin
MakcuManbHbii pasmep daiina (KB): I 102400 3: YiCno pesepBHbIX Konuii: | 10 3:

- ¥ 3anucsisaTh B atcTemHBIN xypHan (Syslog)
Aapec cepsepa Syslog: | 127.0.0.1 MpoTokon Judp ~|

Koaupoeka: |UTF-8 v

KaTteropus: Ilocalo v |

[ Remove new line symbols from messages

CoxpaHuTb OTMEHUTD | MomMoub I

Pucynoxk 47 — Bxianka «Jlor» okna «IIpoune HacTpOHKm»

3.8.1.1. YpoBeHb
cucTeMbl
norupoBaHus

YpoBeHb perucTpaiuu COOBITHI MOXKET OBITh YCTaHOBJIEH B 3akianke «KypHam» OkHa
«IIpoumne HACTpOHKHN» B TOJIe «YPOBEHBb peructpanuu coObiTuiy: 3anperieH, CoobiTus, [leTanbHbBIN,
OTtnanounslii (B MOPSAKE OT HAMMEHBIIETO KONWYecTBa WH(popManuu K Hanbonbmemy). Ecnu Bel He
XOTUTE PETUCTPUPOBATH COOBITHS, BBl JOMKHBI BHIOPATh M3 BBIMAAAIOIICTO CIHCKA IMOJS «YPOBEHb

perucTpanuu coObITHIN 3HaUeHHE «3aIperieH.

3anaTh mapaMeTp JOTUPOBAHUS MOXKHO JJIs IBYX YPOBHEH: YpOBEHb NPUIIOKEHUS U Y POBEHb
anapa (cMm. Pucynok 47). Ha YpoBHe npuiIokKeHHs TeHEPUPYIOTCsl COOOILIEHHS OT CIyObI (ITpoLiecchl 1

T.1.), Ha YPOBHE s1pa — OT ApaiiBepa. B nore momevarotcs kak «DRV».
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®nar «OTnamounsiii pexum» (cMm. PucyHok 47) mo3BOJsSeT UTHOPUPOBATH YPOBHU JIOTa,

3a1aHHBbIC B ITIOJIUTHUKE.

JlocTymHBI CHEeNYIONINe 3HAYCHUS JJIsi YPOBHS PETUCTPAMH COOBITUH, MPEICTABICHHBIC B

tabmwuie (cm. Tabmuma 21).

Tabnuua 21 — 3Hauenust 1y ypoBHS PETUCTPALIUN COOBITHIMA

YpoBeHb
ITapamerpbl
JIOTHPOBAHUA
3anpenieH CoObITus HE OyIyT pEeruCTPUPOBATHCS
CoObITus byner peructpupoBaTbcsi MUHMMaIbHOE KOJIMYECTBO MHGOpPMALUU 00 onepauusx, a

TaKXe BCe cOOOIEeHus 00 onnoKax.

Heraneublit  |Byner peructpupoBarscst monHas wuHpopMmanus 00 omepauusx (Uig  IOMCKa
HEUCIPABHOCTEN).

OTJ'IaI[O‘IHHﬁ Bce cobpiTHS 6y,HYT 3apCTUCTPUPOBAHBI; YPOBCHB UCIIOJIB3YCTCA, B OCHOBHOM, IJIA
OTJIAAKH.

ITpu ycraHoBke ypoBHs peructpanuu «Ominagounsiii» (Verbose) reHepupyercst OorpoMHOE
KOJIM4YeCTBO coobmmennid. K nmpumepy, napopMaiis 00 YCTAaHOBICHHH OJHOTO 3aIUIICHHOTO
coequHeHus (SA) MOXKET 3aHUMATh B JKypHaje cooOmienuii 6onee 20 crpanuil. Mcmnons3yiite
3TOT YpOBEHBb TOJBKO NpPHU OOHAPYKEHUU W JACTaTu3aluu omuOok mnpu padore 34CTABA-
Knuenm.

\il) [TapameTpsl ypoBHSI perucTpaiuu MoryT Takxke ykasbiBatbes B JIIIb, cozmannont 34CTABA-
Vnpaenenue nna 3ACTABA-Knuenm. B stom cnyuyae ycraHoBku u3 JIIIb Oyayt umersb
MPEUMYIIECTBO TMEpe/ JIOKAJbHBIMU YCTaHOBKaMHU. BBl MokeTe NOCMOTpEeTh TEeKyIIUl
peanbHBIN YPOBEHB perucTpanun coObITui, HaxaB KHOTNKY «MH}opmarus o6 ypoBHe j0ra» B
okHe «KypHam» (ipu 3TOM «YPOBEHb PETUCTPAIIUU COOBITHIN HE IOJDKEH OBITh B COCTOSTHUN

«JIor BBIKITFOUCH).

Hactpoiiku cucrtembl jorupoBaHusi (Ha3BaHHME apXUBHBIX (ailyioB jora, MX KOJHWYECTBO,
MaKCUMaJlbHBI pa3Mep Jor-¢aitna, HacTpoiiku Syslog) Xxpansrcs B cekuuun /log (ailna
localsettings.ini, xoropslii pacmonaraercs B ocHOBHOW aupekropun 34ACTABA-Knuenm nnst OC
Windows, B cekuun /var/vpnagent/ nnss OC ALT Linux. HekoTopsle M3 3THX MapamMeTpoB MOTYT
Tak)xe HacTpauBaTbcs yepe3 rpaduyeckuit unrepdeiic 34 CTABA-Knuenm — cM. 3aknanxy «KypHam»
okHa «[Ipoune HacTporKm».

3.8.1.2. NapameT
pbl channa

peructpauumn
CcoObITUN

@aiin peructpanmu codbituii (bin log.txt) MOXKET CTaTh YPE3BBIYAWHO OOJIBIINM H B

UTOTe COJEpKaTh CTApyl0, HEHYKHYI HHGpopMaiuioo. YToObl YCTaHOBUTH MaKCHUMaJbHBIA pasMmep
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(aiina orpemakTupyiite 3HadeHue B mose «Makc pasmep ¢aitma (MB)». Korma pasmep daiina
MIPEBBICUT 3aJJaHHOE 3HAY€HHUE, TeKyIIUd (aiinm OyneT mepemeleH B apXUBHBIA (aiin, mocne vero
Oymer Hauar HOBBIM  (aiin.  KonmuecTBO  cOXpaHAEMBIX  PE3€pPBHBIX  KOMM  Jiora

(mpeaycTaHOBIIEHHOE - 5) ycTaHaBIMBaeTcs B 1osie «Yuciio pe3epBHBIX KOIUI».

\il) CaM >KypHalm MOXET IpocMaTpuBaThbcs MO HaxaTuio KHONkM <« OKypHan» Ha [lanenu
ynpasnenus (cM. moapasaei 3.2).

\il) [Mapamerper SYSTEM, LP, LDAP, CM ynpasistorcs kak u3 34CTABA-Knuenm, Tak u
nentpanu3oBano u3 LYII, mpu ycimoBum, 4TO YpPOBEHB pETHUCTpAIlMU COOBITUH JaHHBIX
moxyneit B LIVII ycranosnen B 3nauenne DEFAULT.

3.8.1.3. MapamerT
pbl XXypHana
Syslog

3ACTABA-Knuenm 1mo3BOJIIET HACTPOUTH PETUCTPALUIO COOBITUN C MOMOIIBIO CHCTEMHOTO
cpeacrtsa orupoBanus — Syslog. IIpu atom Syslog-cepBep MOXKET HaXOAUTHCS KaK Ha JIOKAIbHOM, TaK
U Ha YJWIEHHOM KoMmbloTepe. /[l HACTpOMKM IIapaMeTpoB 3alMCH B CHCTEMHBIM JKypHAI
BOCHIONIB3YiTECh 3akiankod «KypHam» okHa «lIpoune HacTpovikm». J[locTynHBI cienyromue

HACTPOMKH, yKa3aHHbIe B Tabmuile (cM. Tabnuia 22).

Tabmuna 22 — HacTtpoiika mapaMeTpoB 3al¥Cy B CHCTEMHBIN JKypHaI

Hacrpoiiku ITapamerpbl
Anpec cepsepa Syslog 3anaér 3HaueHue aapeca Syslog-cepsepa
Fasility OHo u3 npeponpenenéHHbix 3HaueHuil ot 0 nmo 7. Ilo3Bossier
(YpoBeHb MpoTOKOIMpPOBaHus) |uaeHTHGHUIHpoBaTh coodiienus ot 34ACTABA-Knuenm B oOiiem
JKypHaie
Konuposka KoaupoBka, B xotopoir OyayTr ¢opMupoBaTbCsi COOOLICHMS AJis

CHUCTEMHOIO )KypHaia

IIpoTokon [IpoTokos, B COOTBETCTBHUM C KOTOpPHIM OyJIeT NpPOUCXOAUTH
nepegava JaHHbIX

Remove new line symbols from|ITapamerp 1is ckjenBaHUs CTPOUYCK B MHOTOCTPOYHOM COOOIIIEHUH
messages

3.8.1.3.1. YpanéHHas pernctpauma coobitun ana OC ALT Linux

Jns HacTpoiiku ynanéHHoit perumctpaimu coObitmit B OC  LinUX HeoOXoamMmo Takke

OTpEeNaKTHPOBaTh Qaiin /etc/syslog.conf, 100aBUB CTPOKY BUAA:
<facility>.<level> @<syslog-server-addr>,

rae: <facility> - oxano u3 3Hadenuit local0..local7, 3anannoe B HacTpoiikax 34CTABA-

Knuenm,
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<syslog-server-addr> — aapec yaanéunoro Syslog-cepsepa;

<level> — ypoBeHb mpoTokoiupoBanus (info, error, u T.x1.). st moapoOHoN uHGOpMamuu

10 YPOBHIO MTPOTOKOJIMPOBAHHS 00PATHTECh K JOKyMeHTaImu 1o Syslog.

[Tpumep 3amucu B Syslog.conf mis orchuiku Ha yraanéuueiii Syslog-cepsep cooOuienuit 00

ommboOkax: localO.err @192.168.0.3

3.8.2. Bknapka «IKE»
3ACTABA-Knuenm 1O03BOJSE€T HACTpoUTh napaMerpbl mporokosna IKE g s3toro

HEoOX0IMMO BOCIIONb30BaThes 3akiaakon «IKE» okna «IIpoune HacTpoiiku» (cM. PrcyHok 48).

HypHan | IKE | GLI I ALMMHUCTPETOP | HacTpoliki oBHoBNEHUA |

KMran JHaueHne ol

IKEv1 PazpeweH

IKEv2 PaspeweH

IKE nopTt 500

MNAT-T nopT 4500
|| ||Bpema sasepweH... 60
| | ¥kopoueHHoE BP... 5

HenoaTteepxaeHd... 64
N | WMHvmaTop, ofmM... 4 E
I OTEeTUMK, obMe... 4
: MonuTuka Beibo...  MocnenoBaTensHelH Nepefop cepeepoE 'l
N [MonuTika paboT... CTaHoapT

OTCeinka Hesaw ...  OToenaTe He Donee 10 B cekyHay

IKEv1 dparmeHT. .. BrnroueH

IKEv2 chparmeHT ...  ABTOONPEOENEHKE

PaHAOMMZELMA B... Brnoden

PangoMmMzaumA B... Exnroqen

IKEv2 sos00H0E. .. BrnroqeH

Knwow QCD He ucnonesoeaTte

MAT Keep-glive ... 20

|IPsec SA 3a0ac T.. 2048 i

Bce mapaMETPhI B 3aKIaJiIKaX U3MCHAKOTCA OAMHAKOBO!:

{20 }
[anpaHHTb] [ OTMEHWTE ] MoMoWwb

Pucynok 48 - OxHo «I[Ipoune Hactporiku» Bkiaaka «IKE»

3.8.2.1. N3meHeH
ne
napameTpoB
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1) BeimenuB mapamMeTp U ABOMHBIM Ha)XaTHEM JICBOW KHOIKOM MBIIIH Ha IMapaMeTpe BBECTH
HEOOXOIMMOE 3HAYCHHE IapameTpa, Jubo yoOparh Quiar ¢ mapameTpa WM BBIOpaTh

3HAa4YCHUC U3 BHINIAAAOIICTIO CIIMCKA.
2) Bsectu nndopmanuio. Henomyctumbie CHMBOJIBI HE OTOOPaXKarOTCs B MOJIE.
3) UroObl COXpaHUTh U3MEHEHHS HEOOXOIMMO HaXKaTh KHOIKY «COXPaHHUTHY.

3.8.2.2. NMapameT

pbI
npoTokona
IKE

IIpotokon IKE sBmsercs mnporokonom ympaeienus kiaouamu. |IKE moareepikmaer
noyIMHHOCTE  IPSec-maptuépoB u opranuzyer BTopuuHbie |Psec-coemunenusi. Ilapamerpsr IKE

npuBesieHbl B Tabuie (cM. Tabnuia 23).

Tabmuna 23 — [Tapametpsr IKE

IMapametp Pacumdposka
Ypasnenue pexumom padotsl IKEv] (o ymonuanuio -
PasperieH)
PesxuMbl:
IKEVL — Paspemen;
— ToJbKO OTBETUHK;
— 3anpelieH.
Vrpasnenue pexxumom padotsl IKEv2 (o ymondanuto -
Pasperien)
PesxxuMbl:
IKEV2 — Paspemen;
— Tonpko oTBETUHK;
— 3amnperteH.
IKE nopr Howmep nopta miist IKE-coenqunenus (1-65535, mo ymon4anuio

500)

[TopT niia pa6otel anroputma NAT-Traversal. Tpadux IKE
OyZeT mepeKIIoueH Ha 3TOT MOPT, KOT/IA PH YCTaHOBIICHUH
NAT-T nopt COEMHEHUS] MEXKIY MMapTHEpaMu OOHapyKUBaeTCs
npucyrctBiue NAT-ycTpoiicTB. 3HaueHHUE 110 YMOITYaHUIO:
(1-65535, mo ymomuanuto 4500)

MakcruMalTbHOE BpEMA IJI CO3AaHUA 3aIMUIICHHOI'O

Bpews sasepuienns obmena (cex) coenuHeHus (SA). (5-600, mo ymomuanuto 60)

YKopodeHHOE BpeMst TSl 3aBepIIeHUsT |YKOpOUYeHHOE BpeMs AJis 3aBepiierHus oomena (3-60, mo
oOMeHa (ceK) YMOJTYAHUIO 5)

Henonrepxaennbix 3anpocos IKE  [Makcumansnoe konuuectso creiiros IKE B mpornecce cospanus
SA, He Ooree SA, B KOTOpBIX HET moaTBep:kaeHust [P-anpeca mapraepa (0-
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ITapameTp

Pacumdposka

256, mo ymosruanuto 64)

uummarop, oOMeHOB He Ooiiee

MaxkcumaabHOe KOJIMYECTBO 00padaThIiBaeéMbIX 3alIPOCOB Ha
coeuHeHue ¢ naprepami (1-16, no ymonuanuo 4)

OtBeT, 0OMEHOB HE OoJiee

MaxkcumaabHOe KOJIMYECTBO 00padaThIBaeéMbIX 3alIPOCOB OT
napTtHepos (1-16, no ymonuanuio 4)

[lonuTuka BEIOOpA CEpBEPOB

[TonuTrka BEIOOpa cepBepOB (IO YMOITYAHHIO — 1Ty SErvers
sequencially)

PexuMbl:
— CoenHATHCS TOJIBKO C IEPBBIM CEPBEPOM U3 CIIMCKA;
— IlocnenoBaTenbHBIN MIEpedOp CEPBEPOB;
— Ilepebop cepBepoB B 2 MOTOKA;
— Ilepebop cepBepoB B 4 MOTOKa;

— Ilepebop cepBepoB B § MOTOKOB.

[lonntuka padoTsl uepe3 NAT

[TonmTrka BeIOOpa MeToaa padbotel uyepe3 NAT (o ymordaHuro
- Ctannapr)

OTChUIKA HE3ANUILEHHBIX COOOLICHUN
00 omunoOKax

JacToTa OTHpPaBKM HE3aLIUILEHHBIX COOOIIEHUI 00 ommoKax|
(mo ymomuanuto — Orcbulath He Oonee 100 B cekyHIy).
Bo3MoKHBIE 3HaUEHMsI: OTKJIIOYUTh, OTHPABIATH dyepe3 1 cek,
ornpaBiaTh uepe3 10 cek, ormpaBmsath uyepe3 100 cek,
oTpaBysITh yepe3 1000 cek,MOCTOSIHHO OTIPABIIATh.

IKE v1 ¢parmenTtanms

Bxirouenne/oTkimodenne pexxnma ¢parmenranun (IKEv1) (mmo
YMOJIYaHHIO BKJIFOUEH)

IKE v2 ¢pparmenranus

Yupasnenue pexumom pparmentanuu (IKEv2) (mo
YMOJTYaHUIO — ABTOOIIPEIETICHHE)

SHaUYEeHUS
— He ucnonp3oBars;
— ABTOMAaTHYECKUI;

— Bcerna ¢pparmeHTHPOBATD.

Pannomusanus Bpemenu xusuu [KE
v2 IPsec SA

Pannomuzanus Bpemenu xxu3au [Psec SA (o ymonuaHuto
BKJTFOYCHA)

Pannomusanus Bpemenu xusuu IKE
v2 SA

Pannomuzanus Bpemenu xxu3au IKE SA (IKEv2) (mo
YMOJYAHUIO BKJIIOUYEHA)

Kirou QCD

Knrou st BeipaboTkm TokeHa aias meroma Quick Crash
Detection (1o ymMoa4aHWIO T€HEPUPYETCS aBTOMATHYECKH HIIH|
MOKET OBITh OTKJTFOUCH).

Ha Bcex y3iax Kiactepa 3Ha4YeHHE KIIOYa JOJDKHO OBITh
OJIMHAKOBOE, CICHEPUPOBAHHOE Ha OJHOM Yy3Ji¢ 3HaYCHUE
HEOO0XO0IMMO MTPUMEHHTD JJIs BCEX Y3JIOB KilacTepa.

/I BBIKITFOUEHHS] HEOOXOMMMO yKa3aTh 3HAuUCHHE «HE
MCTIONB30BaThy. OTKIIIOYEHHE MapaMeTpa He PEeKOMEHIyeTcs,
HO BO3MOJKHO B TECTOBBIX U OTJAJOYHBIX LIEISIX WM B Cllydyae
Mpo0JIeM CO CTOPOHHUMH areHTaMH.
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ITapameTp

Pacumdposka

NAT Keep - alive uaTepBai (cek)

MHuTepBan B cexyHaax mis ornpasku UDP nakera niis
noanepxkanus TpaHcysiiuu Ha NAT yerpoiictse (1-60, o
ymomadanuio 20)

IPsec SA 3amnac tpaduka (Kb) (Kb)

3amnac Tpaduka IPsec, Mo 10cTHXEHUN KOTOPOTO 3aITyCKAETCs
nporecc ooHoBeHUs Kitouei (0-16384, mo ymonuanuio 2048)

IPsec SA 3anepxka ynaneHus (CeK)

3anepxka 1o ynanenus [Psec

Nuunnmuposats IPsec SA mpu
nepesarpyske JIIIb

[Ipu BKIIOUEHHOM pexkuMe Ha kaxaoe [PSec npasuio B
MOJINTUKE co3aeTcs ike u ipsec sa Mpu Meperpy3Ke MOJTUTUKH.

IPSec SA pa3mep okHa st
[10/IaBJICHUS aTaK BOCIIPOU3BEACHHUS

[PSec pasmep okHa JyIsl MOJIaBJICHUS aTaK BOCIPOU3BEACHUS
(mo ymomyanuto 64). Boamosxusie 3Hauenus: 32, 64, 128,264,
512, OTKIIIOYCHO.

IKE-CFG xondurypupoanue DNS
CepBepOB

[Tapametp, perynupyromuii peskumbl 00padotku IKE-CFG
Pexumbi:

— Brikmroueno;

— BximoueHo;

— BxJi1r0yeHo, IpUMEHSTH 0 CUCTEMHBIX;

— BKJHO'—ICHO, IMPUMCHATH MTOCJIC CUCTCMHBIX.

O6padorka CRL

[Tapametp, perynupyromuii pexxumbl 00padotkun CRL
Pexumbi:

— BrikmroueHna;

— Bxumrouena, otr3eiBath eciin CRL HemocTyrieH;

— Bxkarouena, He ot3biBath ecniu CRL HenmoctymneH.

Ikecfg aBTomaTnueckas
MapIIpyTU3AIHS

Hy>xno Brirouats Ha UNIX reiite, kotopsrit nenaer ikecfg, B
CJIy4ae €CJIM I1yJI BBIACIIEH U3 3alIUIIaeMOM T€HTOM CETH.

[Tpu TOM B Tabuuily MapupyTuszanuu ¢ <table id>, ykazaHHOM
B 3HaueHuM napamerpa Route Injection Table ID 6yner
M0GABIIATH CTPOKA U1l MapIIPYTU3AI[MH OOPATHBIX MAKETOB

[Tepen no6asnenuem npasuia Mapupyruzanuu ais IKE-CFG
ajpeca, y CHCTEMBI CIIPAIMBACTCS MAPIIPYT 10 TYHHEIBHOTO
ajpeca mapTHepa

— €CJIM MapupyT HE Haﬁ,[[eH, B JIOT MUIICTCA COO6H.[€HI/IG u
HHUYCTO HE ,Z[O6aBJ'I}IeTC}I;

— €CJIM BO3BPALIAETCs MApUIPYT Yyepe3 KaKou-To Te|T, TO
ucnonb3yercs aapec aroro reira B IKE-CFG
MapIpyre;

— eCIIM BO3BpAIaeTcsl MapmpyT Oe3 agpeca reira, T.e.
MapIpyT 4epe3 nHTepQenc, To UCTIOIb3yeTCs
TYHHEJIbHBIN aJipec MapTHEpa B KauecTBe reira s
IKE-CFG mapuipyrTa.
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1 ) Hekoropeie nomonnuTensHbie napameTpsbl npotokona IKE xpaunsrcs B JIIIb, coznaBaemoi
1151 3ACTABA-Knuenm 8 34ACTABA-Ynpasnenue.

3.8.2.3. MonuTtuk
a paboTbl
yepe3 NAT

YrpasiieHrue TOTUTHKON BeIOOpa MeToaa padothl uepe3 NAT ocyriecTBiseTcs: U3 JOKAIBHBIX
Hactpoek 3ACTABA-Knuenm B 3aknanke «IKE» mapamerp «llomutuka pabGoter uepes NAT».

[TomuTrKa MOKET OBITH TAKOM, KakK MpejcTaBieHas B Tadbuuie (cMm. Tabmuma 24).

Tabnuna 24 — YpaBneHue NoJIUTUKOM BeIOOpa MeToa paboTsl uepe3 NAT

IMapameTp Pacmmugposka

3anpeTuTh Aeenm He npemaraet (Oynydd WHUIMATOPOM) W HE BOCTpUHHMAaeT (Oymydu
pecnioneHTOM) HH oauH u3 MerofoB UDP-unkancymsuuu. To ectb,
MHKancymsanuu He Oyzaer gaxe npu Hammuun NAT mexny Aeenmamu.

(Crangapr) OTOT peX UM YCTaHABIMBAETCS 110 YMOJYAHUIO IOCIE YCTAaHOBKU Acenma.
Byayun wmnunmaropoMm, npennaratorcs Bce BapuanTbhl UDP-nnkancynsuuu,
KpoMe Meroaa Huttunen, Oyayuu pecrioHIEHTOM HPUOPUTETHBIM CUMTACTCS
meroa Ctanmgapr.

Bce meronbl Hcnonp3oBate Bce MeETOAbl. byayud MHUIMATOPOM, HpPEJIaratloTcsi Bce
BapuaHTtbl UDP-unkancynsuuu, Oyaydu pPECHOHAEHTOM IPUOPUTETHHIM
cuuraercs meron CTaHmapr.

(Huttunen) OrtoT Meron aenaeT BapuaHT Huttunen Ooisiee mnpHOpUTETHBIM. bBymyun
WHUIMATOPOM, Aeenm TpeAsiaraeT TOJbKO ero. bynydu pecrnoHaepoM MeTon
Huttunen cunraercs 601ee npuopuUTETHBIM (HO HE €IMHCTBEHHO BO3MOXHBIM).

(ABTOBBIOOD) DTOT peXUM YCTAaHABIMBAETCA IO YMOJYAHUIO TOCJIE YCTAaHOBKH Aeenma.
Pexxum xapakrepusyercs TeMm, 4To, Oyay4du uHUIMaTopoMm, B Main Mode
Azenm mipITaeTCs caMm BeIOpaTh moaxoasanmii meroa UDP-unkancynsuuu.

(Cranpapt CraHgapTHBI peXuM C OpPUHYAUTENbHOM uHKancyssnueil. IlomHocThio
(ITpunyautensHo)) | aHanoruyeH pexumy CTaHIapT, 3a TeM HCKIIOYEHHMEM, YTO HMHKAICYJSAIUSL
UCIOJIb3YETCSl BCEr/a, He3aBUCUMO OT Hanuuus uiau orcyrctBus NAT-a
MEXy TapTHEPAMH.

Bce metoaer Pexxum Bce Meromsl ¢ NpUHYAUTENbHOW HMHKancyiasauuen. IlomHocTeiO
(IpUHYIUTENBbHO) | aHAJOTHMYEH peXUMy Bce MeTozbl, 3a TeM HCKIIOYEHHEM, YTO MHKAICYJISIus
UCTOJb3yeTCsl BCErja, He3aBHUCHMO OT Hamuuust winm otcyrctBus NAT-a
MEXy ITapTHEPaMHu.

(Huttunen Pexxum  Huttunen ¢ npunyaurensHOM — uHKancymisuued.  IlosHOCTBIO
(IlpunynuTenbHO)) | aHajgormueH pexxumy Huttunen, 3a TeMm HCKIIIOUEHHEM, YTO HHKAICYISLUS
UCMOJb3yeTCsl BCErja, He3aBHCUMO OT Hamuuust wim otcyrctBus NAT-a
MEXy MapTHEPaMHu

(ABTOBBIOOD ABTOOMNpeAeNeHNe ¢ NPUHYAUTENbHON HMHKANCysnuel. Pexum MmoaHoCThIo
(ITlpunynuTeNbHO)) | aHAJOTHYEH peXUMy ABTOBBIOOD, 32 TEM HCKJIIOYEHHEM, YTO MHKAICYJISIUS
UCTOJb3yeTCsl BCErja, He3aBHCUMO OT Hamuuust wim oTtcyrctBus NAT-a
MEX1y MapTHEPAMHU.
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3.8.3. Bknagka «GUI»
3aximanka «GUI» okna «lIpoune HacTpoWKW» TMO3BOJSET HACTPOUTH MPEICTABICHUE

rpaduueckoro unreppeiica 34 CTABA-Knuenm (cMm. Pucynok 49).

“ﬂ ZASTAVA Client - Mpovwe HacTpoikm o o

|}KypHan | IKE | GUI | AAMWHWUCTPATOP HacTpoliki obHoBREHKA

C1unb Toalbar

) Tonsko HAAMKOM

() Tonbko KAPTHHKK

@ KapTHHKK M HaamMoa

Bonblume MkoHkM B toolbar

| CucTeMHaR obNacTe yEEA0MNEHWIA

AHMMALMA CUCTEMHOA MKOHKK

Bonneisarowes coofilueHre MW OTKMKHYEHWM CEPBHCE

[7] BennuiBatowes coofileHre Bo BPEMA 3ArPY3KM NOMMTHIHM
Benneigatowes cooblueHWE NOCNE YENEWHON SEMPY3KIM NoAMTHKM
Benneigatowes cooblueHrE Npu owubBKe SarpysKmM NomMTHKK

MpuHyAMTENEHD YoMpaTe coobweHke Yepes 5 cekyHa

[gm(paHMTb l [ OTMEHWUTL ] [ MomMolws ]

Pucynok 49 — 3aknangka «GUI» okna «[Ipoune HacTpoHKm»
B none «Ctunp Toolbar» MOXHO U3MEHUTH TIpe/ICTaBIeHHE Tpaduieckoro uHTepdeiica, ais

3TOr0 HEOOXOJUMO OTMETUTh OJHO W3 BUAOB mpejacTaBieHuil: «lloka3aTb TONBKO HAIMHUCH»,
«[Toka3zath TONBKO KApTUHKNY, «[loKa3aTh KAPTUHKHU W HAIIHCH.

Takoke MOXHO U3MEHHUTH IIPE/ICTaBlIeHne UKOHOK Ha [lanenu ynpasnenus 3ACTABA-Knuenm,
JUIL 3TOr0 HEOOXO0aMMO TocTaBUTh (jiar B moje «bonbiire mkonku B toolbary. fseik GUI Taroke
MO>KHO ITOMEHSTh B 3TOM 3aKJaJIKe.

B nmnone «CucremHas o01acTb yBEJOMJICHHH» MOXHO HacTpPOMTb OTOOpa)keHHE
BCIUTBIBAIOIINX OKOH B KAUeCTBE PEaKIMM Ha COOBITHS B CHUCTEME, a TAaK)KE BKIFOYUTH AHMMAIUIO
CHUCTEMHON UKOHKH.

[Mapamerpsr 3aknanku «GUI» npencraBnenst B Tabmuie (cM. Tabmumna 25).

Tabmura 25 — [MapameTpsr okHa «GUI»

ITapamerp Onucanue

Tonpko KapTUHKHN OT06pa>I<aeT/ CKpPbIBACT ITanens YHpaBJICHUA B BUIC UKOHOK U B
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ITapameTp

Onucanue

npeacrabieHnu Bcex okoH 34CTABA-Kauenm.

Tonpko HaanucH

OTto0OpaxkaeT/CKpbIBaCT UMEHA KHOTIOK Ha [lanenu ynpasnenus u
B npejcTaBieHun BceX okoH 34ACTABA-Knuenm.

KapTtunku n Hagnucu

OTto0OpaxkaeT/CKpbIBaeT UMEHA KHOTIOK Ha [lanenu ynpasnenus u
B npejctaBieHun BceX okoH 34ACTABA-Knuenm.

Boxpmue ukonku B toolbar

N3mensier pazmep MKOHOK Ha [lanenu ynpasnenus u B
npeacrabieHnu Bcex okoH 34CTABA-Kauenm.

SI3BIK

Wsmensier s3bik uHTEpdeiica (myHKThI «Pycckuit», «Englishy)
npencrasienus GUI 34CTABA-Knuenm.

AHUMAaIUI CUCTEMHON NKOHKHU

OtoOpaxacT/CKppIBaCT aHMMAIIMI0 CHUCTEMHOW WKOHKM Ha
MaHeJI UHCTPYMEHTOB paboyero croa.

BcemibiBaromue cooOIieHus npu
OTKJIIOYEHUU CEPBHUCA

Bxmrouaer TPaHCIIALUIO
OTKJIFOUCHUH CCPBUCA

BCIUTBIBAIOIIUX  COOOIICHHWH IpH

BcenneiBaromine cooOIieHus BO
BpeMs 3arpy3KH MOJUTUKH

BxurodaeT TpaHCIALMIO BCIUIBIBAIOIIMX COOOIIEHUN BO BpeMs
3arpy3Ku MOJUTHKU

BcenubiBarommue COOOLIeHNS
II0CJIE€  YCHEIIHOW  3arpy3Ku
HOJUTUKH

Bkiroyaer TpaHCHALUIO BCIUIBIBAIOIIMX COOOLIEHHWH Mocie
YCHEUIHOW 3arpy3KH MOJUTUKHU

BennpiBaromue cooOuieHust npu
OLIMOKE 3arpy3KHu MOJIUTUKU

Brirodaer  TpaHCIALNIO COOOIIeHn

oIInOKe 3ar PY3KH ITOJIUTHUKU

BCIIJIBIBAKOIIINUX npu

[IpunyaurensHO yOpaTh
cOOOLIeHUs Yepe3 5 CeKyH/I

3aKpbIBaeT TYJATHUIIBI Yyepe3 5 CEKyH], JaXKe €ClIU I0JIb30BaTelb
HE JIBUTAET MBIIIKOH (110 yMOTYAHUIO HCIIOJIB3YETCs - BKIIFOUCH)

3.8.4. Bknagka «KAQMUHUCTpPATOP»

Bximanka

«AJIMHUHHUCTPATOP»

npeaHa3Ha4ycHa JJI CO3daHUsA yquHOﬁ 3aliucu

AnmuHUCTpaTOpa, UCIoNIb3yeMoit 1 n3MeneHust HacTpoek 34 CTABA-Knuenm (cm. PucyHok 50).

Co3/iaHHbIC yYETHBIC 3aITMCH TIPEICTABIICHBI B Ta0ONHUIE ¢ mapameTrpamu (cM. Tabnuia 26).

Tabnuua 26 — CiMcok OKHA «AJIMHHUCTPATOP»

IHapamerp

Onucanue

Nwms

OTtobpakaeT UMs y4eTHOH 3anucu AJIMUHHCTpaTopa

JeicTBuTeNeH 10
3aMucu

OtoOpaxkaeT 1aTy U BpeMsi OKOHYaHUS TTOJTHOMOYHM BRIOPAHHON YIETHOM

Ceccun

YHUKaIBHBIA UISHTU(DUKATOP TEKYIIEH CECCU
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'/ ZASTAVA Client - lpoune HacT poitkn g =101 x|

XKypHan I IKE | GUI  AamuHucTpaTop I HacTpoiiki obHoBneHs |

Vimg | feiicTBuTEnEH A0 | Cecom I

Cecous normHa uctexkaeT nocne (cek.): | 10
[V CnpawmsaTs Naponb aaMUHMCTPATOPA NPK COXPAHEHIN NaPONSa TOKEHa

NobasuTb I YaanuTb | Logout CMEHUTL Naponb

| CoxpaHuTb I OTMEHUTD | Momolub I

Pucynok 50 — Bkiagka « A IMUHUCTPATOP
[Tapamerp «Ceccust TOTMHA HUCTEKAET TOCIIe» OMpeeiseT BpeMs (B CeKyHAax) Mocie BXoaa
MO/ CBOEHM Y4YeTHOW 3alKChi0, TIO UCTEUYEHUU KOTOPOTo, ISl COXpPAHEHHS M3MEHEHHS HAacTPOeK
AnmunucTparopy Oyaer HeoOXOAWMO MOBTOPHO BOWTH TOJ CBOEH y4eTHOW 3amuchio (T.e. BBECTHU

JIOTHMH | TapoJib, cM. PucyHok 51).

e ™

}“_._2\ Admin login

ABTOpU3aLMA AN AOCTYNa K MOAYMO: JlokanbHble HacTpoiky (IKE)

Noru: |

Maponb: ‘

[ [oToBO ] [ OTMEHUTD ]

Pucynox 51 — BBoj jioruHa 1 mapoJsisi y4eTHOM 3arucu A IMUHHUCTPATopa

Bkrnanka «AI[MI/IHI/ICTpaTOp» COACPKUT P KOMaHJ JIA YHPABJICHUSA YYCTHBIMU 3aIlHCIAMU

(cm. Tabmuna 27).
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Tabnuma 27 — KoManabl 1S yIpaBlieHUs yY€THBIMU 3aMMUCAMU AJIMUHHCTPATOpa

Komannga Onucanue

Jlo6aBuTH Hcnonw3yercst ais 1o0aBiIeHUs] HOBOK YYETHOM 3amucu AJMHHHUCTpaTopa (CM.
Pucynok 52). TpeOyeT BBeJCHHUS JIOTWHA, Mapojis W JaThl U BPEMEHHU, [0
KOTOPBIX JaHHAs y4eTHas 3aluch OyAeT JeiCTBUTENbHA.

VY nanute Hcnonp3yercs Uit ynaneHus BBIOpaHHOW yYETHOM 3amucu. YYeTHYIO 3aIiCh
BO3MOXXHO YJAJIUTh 10 UCTEYECHHIO €€ CPOKA JCHCTBUS.

Logout Vcnonb3yeTcst U1 3aBepIeHUs] CECCHH BEIOPAHHOM YUeTHOH 3amucu

Cmenuts aposib | Mconb3yerces Juist U3MEHEHHsI TapoJisi BRBIOPAHHON YYETHOM 3aIicH (CM.
Pucynox 53). TpeOyeT BBeieHHsI TEKYIIETO MapoJIsl.

n MNew admin @

NorvH:  admin

Mapone: sessss

MoATEEDKOEHWE NAPONA: ssss s

CnosHOCTE napona: Huskas || MokasaTe naponb

AeficTeyeT ao:  24.02,2014 15:05:28 -

[ [oToBO ] I OTMEHWTE |

Pucynok 52 — JloGaBiieHue HOBOW y4eTHOM 3anucu A IMUHHUCTpATOpa

u CMEHWUTb Naponb aAMUHKCTPaTOpPa

TNoruH:  admin
TekyLwmit Nnaponb:
Maponb:
MoaTsepxaeHue napons:
CnoxHocTb napons: Hynesaa || MokasaTe napone

[deiicteyeT Ao  24.02.2014 18:06:51 v

| loToso ] [ OTMEHUTD ‘

Pucynok 53 — M3MeneHue naposist y4eTHO 3anucu
[lpu 3amaHuM WMeHM M TApOJId AJAMHUHUCTpATOpa HEOOXOAMMO PYKOBOJICTBOBATHCS

CICOAYIOIUMU IIpaBUJIaMU:

- UM A)IMI/IHI/ICTpaTOpa 0e30MmacHOCTH JOJIDKHO OBLITH YHUKAJIBHBIM W HE IOJIXKHO

IPEBLIIATE BOCbMU CUMBOJIOB;

- UM AI[MI/IHI/ICTpaTOpa 0€30IMacCHOCTH JOJDKHO Ha4YMHATbhCA C 6yKBBI JJAaTHUHCKOI'O

andasuTa (CTPOUHON MM MPOIMUCHOMN), lajee MOTYT UATH OYKBBI JJATUHCKOTO ajdaBuTa
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(CTpo4HBIC WJIM TIPOIMHUCHBIE), ITUGPBI, CUMBOI « » (TOTYEPKUBAHHE) M CHUMBOJ «-»
(neduc);
- JIIMHA MapoJisi JOJDKHA OBITh HE MEHEE IIECTH CHMBOJIOB;

- B YHCIIE CHMBOJIOB IMapojisi 00s13aTENIbHO JODKHBI IPUCYTCTBOBATh OYKBBI B BEPXHEM U

HW)KHEM PErucTpax, MUQphI U CrienuanbHbie CUMBOIB (@, #, $, &, *, % u T.11.);

- IIapoJjb HE OOJIXKCH BKJIKOYATh B ce0s JIETKO BBIYMCIIIEMBIE COUETAHUS CUMBOJIOB (I/IMeHa,

dbamunmm U T. 1.), a Takke oomenpunsteie cokpamenus (USER, ADMIN u T.1.);

- IIpru CMCHC IIapoJisi HOBOC 3HAYUCHUC JOJIKHO OTIMYATHCA OT MPCALIAYLICIO HE MCHEC,

4Y€M Ha 4YC€TBIPC CUMBOIJIA,

- NEPUOAUYIHOCTE CMCHBI IIApOJIsA  JOJDKHA  OIIPCACIIATLCA HpHHHTOﬁ MOJIUTUKOM

6630HaCHOCTI/I, HO HC JOJI’KHA IMPEBBIIIAThL OAHOIO roaa.

3.8.5. Bknagka «HacTponkm oGHOBEeHUsA»
3aknanka «Hactpoilku oOHoBieHus» okHa «lIpoune HacTpolkuW» mpelHa3HayeHa s

JIOKaJIbHOTO KOH(MUTYPUPOBAHKsI ABTOMATHYECKUX 00HOBIICHHH (1oapodHee cM. B 1. 3.8.5.1).

3.8.5.1. OnucaHm
e 3NeMeHToB
MHTepcenca

3ACTABA-Knuenm mo3Bonsier Bam mnpousBecTH HacTpoiiku oOHOBieHuil. B 3akmanke
«Hactpoiiku oOHOBeHHs» okHa «[Ipoune HacTpoiiki» (cM. PucyHok 54) Bel MokeTe BHIOpaTh METON
KOH(Urypanuu oOHOBICHUH, p&KUM OOHOBIIEHUH, a TakKe MPOBEPUTH HAJTMYUE HOBBIX OOHOBIICHMH,
3arpy3uTh U yCTaHOBUTH MX. [lapameTprl KOHGUTYpUpPOBaHUS HACTPOEK OOHOBJIICHUS MPEJICTABICHbI B

tabsuue (cMm. Tabmuia 28).



="/ ZASTAVA Client - lpoune Hacr poiiku :

Nor ] IKE I GUI I AaMuHUCTpaTop

—HacTpoitku obHoBnEHs

Py4HbIE YCTaHOBKM v

YcraHosuTh url ana cnyxbbl obHoBReHMs:
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=0l ]

HacTpoiiki obHoBNEHS |

—Pesxum obHoBneHns

{¢ ABTOMaTWHECKM 3arpyXaTb 0BHOBNEHWE M YCTaHABNMBATL o No PacMcaHMio  Kaxabii AeHb B I 0:00 vI
(" ABTOMaTWMYECKM 3arpyaTh 0BHOBNEHME W YCTaHaBNMBATL Ero HEMEANEHHO
(" 3arpyauTb oBHoBneHue, YcTaHoBKa 0BHOBNEHMA OCYWECTENRETCR BPYHHYIO

" CooBlumTs 0 HanuuMi 0BHOBNEHWA, HO HE 3arPYXKaTh U HE YCTaHaBNMBaTL

MpoBepuThb 1 3arpy3uTs 0BHOBREHWE

YCTaHoBUTE

HeT obHoBneHuA

CoxpannTb OTMeHUTD I MoMowb I

Pucynok 54 — OxHo «IIpourie HacTpoHKu» ¢ 0TOOpakeHueM 3akiaaku «HacTpoliku 0OHOBICHHS

Tabmuua 28 — Onucanue >nmemMenToB uHTEpderica Brimaaku «HacTpoitku 0OHOBICHUS»

DJIeMeHT Onucanne
Boinaparomuii | Meton kKoHGUTrypupoBaHUsl OOHOBIIEHUH.
CIIMCOK

JlocTynHbIe 3HAYCHUS:

OTKJII0YNTH aBTOOOHOBJIEHHE — aBTOMAaTUYECKHE OOHOBIICHUS OTKITIOUEHBI.
JlokaJibHasi NOJMTHKA 0€30aCHOCTH — KOHPUTYpHUpOBaHUE OOHOBJIEHUM
BBINOJIHSAETCS LIEHTpaNU30BaHHo, uepe3 34CTABA-Ynpasnenue (mapaMeTpsl
Oynyt cunutbiBaTthesa Aeenmom u3 JIIIB).

PyuHble ycTAaHOBKH — KOHQUTypUpOBaHUE OOHOBICHUN IPOBOIUTCS BPYUHYIO
(T.€. B JTaHHOM OKHE).

VYcranosuts Url

(YuuThIBacTCS TOJIBKO B METOJIE KOHPUTYpUpOBaHUs PydHble yCTAHOBKH)

JUISL CITY>KOBI Anpec pecypca, K KoTopoMy OyzieT oOpamaTbest Aeenm MpH MPOBEpKe

OOHOBJICHHUS OOHOBJICHUH.

Pexum (YuuThIBaeTCS TOIBKO B METOJIE KOHPHUTYpUpOBaHUsl PydHble yCTAHOBKH)

OOHOBIIEHUS PexxumM ckaunBaHUs M MHCTAUIAIIMU OOHOBJICHUH (YEThIPE BapUAHTA).
[Tpumeuanue. Popmar CTPOKH pacnucaHus MpuBeeH B 1. 3.8.5.2.

Knomka [Ipu HaXkaTUM KHOTIKH MIPOBEPSETCS COEUHEHHE C YKa3aHHBIM CEPBEPOM U

«[IpoBeputp u | Hanuuue cBexelt Bepcuu 34CTABA-Knuenm. B ciyyae ycriexa OyJeT BBIBEIEHO

3arpy3uTh COOTBETCTBYIOIIIEE COOOIIEHNE U MOXKHO OYJET 3ayCTUTh CKaulBaHHE

OOHOBIICHHE» OOHOBJICHHSI.

Knonka WHcTannmupoBaTh CKayeHHOE OOHOBIICHHE.

«Y CTaHOBUTH)
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3.8.5.2. OnucaHu
e doopmaTa
npeacraBrieH
msa
pacnucaHus

[Ipu BEIOOpPE MeTO/a OOHOBIIEHUS MO PACTHCAHHIO HEOOXOIMMO BO BCILIBIBAIOIIEM CITHCKE
yKa3aTh BpeMs, Korja OyAeT mpoucxoauTh oOHoBieHHe. OOHOBICHUS OYAYT MPOUCXOIUTH KK I

JIEHb.

3.9. OkHo «MomoLub»

WHTepakTUBHAs CHpaBOYHAs CHCTEMA MOKET HCIOJb30BaThCS Ul MOJIY4YEHHUsS OTBETOB Ha
Bonpocel 1o pabote ¢ 34CTABA-Knuenm. Ecnu Bbl ucnbIThIBacTe TPYAHOCTH C CO3JaHHUEM WM
penakTupoBaHueM OOBEKTOB WM y Bac ecTb BONpOCHI OTHOCHUTENBHO MapaMeTpoB, Bel Moxere
BOCIIOJIB30BATHCS CIIPABOYHOM CHUCTEMOM. J[J11 BhI30Ba CHUCTEMBI HAJ0 HaxaTh KHONKY «[loMommp» Ha
Ilanenu ynpaenenus 1 B BbIIaatolieM MeHIO BbIOpaTh NyHKT «[lomoiey». B oknax 34 CTABA-Kiuenm
CIpaBOYHAsl cHUCTeMa MOXKET OBITh BbI3BaHA ¢ MoMoulblo kinaBumu <F1>, kHomku «llomomb» wmm

koMaH]1 «ITomoIs MeH0» (€Cu BO3MOXKHO).

HaBuramuonnas o0acTh CipaBOYHON CHCTEMBI OTOOpaskaeTcs mpu 3amycke okHa «Help» u

conepxkut ornanienune «3ACTABA-Knuent 6. CripaBounas cucrema» (cMm. PrucyHok 55).

% HTML Help == EC )
N &
Hide Home Print  Options
Content: | -
it I index | sealo] BeeneHue Hauano Creayiouiaa |E
[2) Beenerne
@ Eloorcam: O 3ACTABA-Knuenm
@ Pabora & rpac
® @ Uurepdeiic n Ha3HayeHue

@ Hnurepdeiic x

¢ ‘- Komnonent 34CTABA-Kauenm, sepcus 6 npenHasHadeH A 3aMWTBI U

GuIBTpaLIMK BXOAAMEro M MCXONAMEro TpaduKa Ha KOMIBIOTEpEe IMONb30OBATeNd.
OfecriedeHne LENOCTHOCTH, ayTeHTHMKAMM M mMUpPOBaHMA IepeaBaeMbIX
OaHHBIX TPOM3BOAMTICA B COOTBeTCcTBMM c 3arpyxkaemoit B 3ACTABA-Kauewm
JlokansHoit ITomitukoit Bezonacoctn (JIIIB). cosnaHHOIl ¢ MOMOMBRO MPOAYKTA
3ACTABA-Vnpasenenue 6 MKEKD.00436-01.

TIporpammHEIt KOMILIEKC ([IK) 3amMU Tl KOPITOPAaTHEHEIX

BBIMHMCIUTENBHEIX PECYPCOE Ha CETEEOM YPOBHEe Mopenu ezaumozneiictena OSIISO

«m » o e . aatriariaini MDA e Svisveminaniaeie s iy

< m 3

Pucynok 55 - HaBurannonHas 06;1acTh ClipaBOYHON CUCTEMBbI
Jlis mpocMOTpa CHpaBKM MO OMNPEIENIEHHBIM HMHTEPECYIOIIUM HacTpolkaM HEoO0XOIMMO
Ha)kaTh CCBUIKY Ha HeoOXoauMblii Bam pasznen s ero npocmotpa. IIpu BeiGope paszziena u3 crucka,

3TOT pa3zziel OyIeT 0TOOpakeH B HOBOM OkHe (cM. PucyHok 56).
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Hapurammonnsie kHonku — «Previous» (Ilpempiaymas), «Top» (Hauamo) m  «Next»

(Cnenyromasi) pacroyioKeHbI CrpaBa BBepXy paszena. Vcmonb3yst 3TH KHONKH, Bbl MoXxeTe

nepcABUTATHCH 110 pa3aciiaM B UX JIOT MYCSCKOM MOCIEI0BATCILHOCTH.

) HTML Help =5 ECH =<=
s N & o
Hide Baci( Home Print  Options
Contents | index | se4 | » -
| ncex | 5 MaHenb MHCTPYMEHTOB Mpeasiaywan Havano Creayiowas |=|
[21 OC cemeii B
@oc cemeii Ilarxens uHcmpyMermoe CONEep UT KHOMKU, TP
[2 Boccraro) TIOMOmMM KOTOPBIX MOKHO BBIMONHHUTE HEOOXOOMMYO
() 3anyex GU OMepaLMio MIM OTKPHITH JOMONHMTENbHOe OKHO. Ilocte
1= santycka 3ACTABA-Kauenm, wua Ilanwenu uxcmpymeHmos
% IB‘°“4’"TYF 2 34CTABAK o¢
BICTPOE E s
) s oTobpaxaroTcs  KHOMKM: «AKTMBMPOBATh»., <« KypHam»,
() Pabora e rpa M e . T
@‘ | «Monutop», «Ceprudurarery, «Ilommtura», «TokeHBI»,
[ Oxato Ky «Hactpoitxm», «[Tomoms», 1 «Bexomy.
[2] Oxaz0 M« B  wmmwxumeit wactm Ilanewu  uMcmpymermog
(2] Osato «Ce Haxoautcd none (cM. Pucynok 15), otobpakaromee Texymyro
@ C_)mo «E’n % JOI6 3ACTABA-Kauewm (tun axtueupoeanmoit JIIIB,
232 =) » — . - C =
< | m | »

Pucynok 56 — IHCTpyMeHTaIbHAs TTAHETh CIIPABOYHON CHCTEMBI
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4, UHTEP®EWUC lMAHEN YIIPABJIEHUSI PABOYEIO CTONA

Texymuit craryc JIIIb 34CTABA-Kauenm MOXXHO IPOCMOTPETh B HYDKHEW yactu [lawenu
ynpasneruss 3ACTABA-Knuenm (cMm. monpaznen 3.1), Takke TeKyIui cTaTyc 0TOOpakaeTcsi UKOHKOM,

paCHOHOX(GHHOﬁ Ha I1aHCJIu 3aaa4.

s oroOpaxenus: tekymero craryca JIIIb 34CTABA-Knuenm cymecTBYIOT TSTh HKOHOK,
Ka)KJasi CO CBOMM COOCTBEHHBIM IBeTOM. CTaTyc BCeria Mmoka3blBaeTCs, HE3aBHCUMO OT TOTO, OTKPBIT

Ha Bamem pabouem crone 34 CTABA-Knuenm Wiy HET.

[Ipn nBOWHOM Ha)KaTWKW HA WKOHKE JIEBOM KHOMKOW MBIIIM OTKpPBIBAeTCsA TpaduvecKuii

untepoeiic 34CTABA-Knuenm.

4.1. KoHTeKCcTHOe MeHIo
C noMonibl0 KOHTEKCTHOTO MEHIO MKOHKM Ha IaHEeNIM MHCTPYMEHTOB pabouero crona (cm.
Pucynok 57) MOXHO JBOMHBIM Ha)XaTMEM Ha HKOHKE JIEBOM KHONKOM MBIIIN 3amycTUTh [lanens
uncmpymenmog 3ACTABA-Kniuenm, unu OJHOKPATHBIM HAa)KaTUEM MPABOM KHOIMKOW MBIILN Ha NKOHKE
3alyCTUTh KOHTEKCTHOE MEHIO, BbIOpaB mapamerp «llaHenb ympaBieHHsS», MOTYyYUTh CHPABKY IO
3ACTABA-Knuenm, BbIOpaB B BhIManaromieM MeHIO mapamerp «IloMoIb», OTKPBITh HEOOXOAMMOE
OkHO [lanenu ympaeénenusi, IUIS HACTPOWKH TapaMeTpoB, JHOO 3aKpbITh HWHTEpdEiic maHemn
WHCTPYMEHTOB pabodero cToia, BHIOpaB nmapamerp «Brixomy.
&4 MaHesnb ynpasneH s

& BrA/BLIKA

HypHan
MOHUTOP

i) A

CepTHUPUKATEI
MonnTIKA
TOKeHE!

£ 0k

MnaryHel
S HacTpoiiku

MoMoLs
O nporpanvie

X Bbixog

PI/ICYHOK 57 — KOHTEKCTHOE MEHIO HKOHKHU CTaTyCa Ha MaHCIIN NHCTPYMCHTOB pa60qero CTOJ1a
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4.2. BBopg napons ToKeHa
Korna Acenm HaumHaeT WHUIMMPOBATH CO3/IaHHE 3AIMUIIEHHOTO COCTUHEHUS C CEPBEPOM
IIYII. B mpormecce co3aHus COSIUHEHUs MPH OOpalIeHUH K NMEPCOHAIBHOMY cepTHdHKaTy Oyner

3amporireH napois (PIN-ko TokeHa) XpaHHIHIIA EPCOHaTLHOr0 cepTrudukara (cM. Pucynok 58).

Taxxe maposib 3ampammBaeTcs HpU JIIOOOM OOpalieHHH K NEepCOHATbHOMY cepTH(UKATY,

HarpuMep, IPU UMIIOPTE NMEPCOHATBHOTO cepTu(dukara, ynainenuu ero uz 34CTABA-Knuenm u T.1.

YnoctoBeputbcs B TOM, uTo Y Bac 3anymen I paguuecxuii unmepgetic 34ACTABA-Knuenm,
B MPOTUBHOM CITy4ae OKHO C 3allpOCOM Ha BBOJI IMApOJisi TOKEHA HE MOSBUTCS U 3aIUIIEHHOE
coequnenue ¢ cepepoM LIYII ve cozmacres.

& BeegWTe Naponk X|

Toked: ETOKEM_JAYA_D0407 12FYyCC00N0027: 0040712F

Hapunb:l

[T CoxpanMTs napons ANA GyAYUIHY COBAMHEHHE

FoToED OTHEHHTE

Pucynok 58 — BBoa maposisi TOkeHa py CO3JJaHUH 3aIUIIIEHHOTO COSTUHEHUS

4.3. WHamKauus TeKkyllero cratyca

ITomecTB Kypcop MOBEpX HKOHKH, IIOJ0KIUTE HECKOJIBKO CEKyHJ, OyaeT IoKa3aHa
MoJICKa3ka ¢ noapoOHoi nHpopmanueit o texymem craryce JII1b. Ta ke camas uHpopmanus Oyzaer
oTtoOpakeHa B CTpoke cocTossHus Ilanenu ynpaenenus. VIKOHKH U CTATyChl MPEACTABISAIOTCS pa3HbIMU

rpaduyeckumu cumBosiamu (cM. Tabmuna 29).

Tabnuua 29 — Ilepeuens rpadpuyeckux cuMBoiioB cratycos JIIIb

Crarycel 34CTABA-Kauenm Hxonka (uBer)
OmmbKa akTHUBAIMY; TIPEABIAYIAS TOJTUTHKA HE Oy/1eT BOCCTaHOBJICHA. (KpacHBIiA)
[Iporpyxena nrobast Ipyras moiauTHka, Harpumep, «llonutruka
JpaiiBepa o yMoJI4aHUIO»

AKTHBHpOBaHa TeKyIas nojp3osarenbekas JIIb (3enEHbIi)

AxTuBHpoBaHa Tekymas cuctemuas JII1b (TEeMHO 3eJeHbIN)

Omnbka akTUBAILUY; MTPEIbIYIIast MOJUTHKA OyJIeT BOCCTaHOBIIEHA & (KENTHIIT)

AxTtuBupoBana «[lonutuka npaiiBepa 1o yMoadaHUIO» B (cuHHiN)

Cucremnas ciyx6a 34CTABA-Knuenm vpndmn OCTaHOBIICHA (cepwrit)

IIpu 3arpyske nonutuku 34 CTABA-Knuenm ¢ 1IYII (cepsep nocrynen) | Bl (sapko senenas
paMka)

ITpu 3arpy3ke nonutuku 34CTABA-Knuenm ¢ LIYII (cepBep He (sIpko KpacHast paMKa)

JTOCTYIICH)
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Taxke, B 3aBUCUMOCTH OT Tekyumiero craryca JIIIb, MOryr mpeacTaBisiTbCa CleAyIONIue
ukoHku (cMm. Tabmuia 30), ukonka co crarycom «Cucremuas cinyx06a 34CTABA-Kiuenm vpndmn

OCTAaHOBJICHA» HUKAKHUX JOIOJJHUTCIIbHBIX CTATYyCOB HC UMCCT.

Tabmuua 30 — Mkonka craryca. JlonomHuTenbHbIEe H300paKeHUs K IIBETY UKOHKU

Jononnurenbuslie cratycbl 3ACTABA-Knuenm HNxonka (n300paskeHne BHYTPH)

- * )
HoctynHo ooHoBnenune 34 CTABA-Kiuenm & (BoCKHIATE b HBIi 3HaK)

HpI/IMe‘IaHI/Ie. * - AKTYyaJIbHO AJId BCEX HBETOB KPOME KpaCHOI'0 IB€Ta UKOHKH CTaTyca.
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5. UHTEP®ENC KOMAHOHOW CTPOKU

Nurepdeiic KOMaHIHOW CTPOKH MO3BOJIICT aAMUHHCTPATOPY aBTOMATH3HPOBATh IPOIECC
koHpurypupoBauuss 3ACTABA-Knuenm. UVHTepdeiic KOMaHIHOM CTPOKM  MOXET  TaKke
WCTOJB30BATECS, €CIM 0 HEKOTOpPHIM IpuyrHaM Bam Oonee ymoOHO paboTaTh € KOHCOJBHBIMHU

MIPUJIOKEHUSMHU, YEM B OKOHHOM CpeJie, UM €CII OKOHHBINA HHTep(deiic OTCYyTCTBYET.

5.1. MoHuTopuHr pabotol 3ACTABA-KnueHm
5.1.1. O630p cpeacTB MOHUTOPUHra

JIJist BO3MOXKHOCTH OCYIIECTBICHUSI MOHUTOpUHTA padboThl 34 CTABA-Kiuenm uCnob3yroTCs

CIIEAYIOIINE CPEACTBA:

— XKypnans peructpauuu coosituii (bin_log.txt, vpndmn_init.log);
— YTuianuThl KOHOUIYPUPOBaHHS W MOHHTOPHHIA AKTHBHOCTH, BXOJSIIME B KOMIUICKT

noctaBkul 34ACTABA-Kiuenum.

5.1.1.1.1. ®ann perucTpayum CUCTeMHbIX COObITUN

3amucu O PErucTpUPyeMbIX CHUCTEMHBIX COOBITHAX XpaHATCs B (aitie bin log.txt B

nupekrtopun C: \Program Files\ELVIS+\ZASTAVA Client\log.

Jlnst OC Linux daiisel s)KypHAIOB pacroyiaraloTcst B JUpeKTopun /var/vpnagent/log/

(HampuMmep: bin log.txt m vpndmn init.log).

B JIIIb ans xaxpou rpymmbl cucteMHbIX coObitii ([POLICY] (monutuka 6e30macHOCTH),
[CERTS] (cepTudukatsl) u T.1.) MOXKET COEPKATHCS HACTPOMKA YPOBHS JeTanu3aiuu. Eciu ypoBeHb
JeTau3alliy 111 COOTBETCTBYIOIIEH Tpymnmbl coobiTuil oTtcyrcTByeT B JIIIB, TO B 3TOM ciyuyae Oynyt

HCITIOJIB30BaHbI JIOKAJIbHBIC HﬁCTpOfIKPI YPOBHA ACTATIU3AIUH.

5.1.1.1.2. O4ucTKa c¢panna permcTpaumm CUCTEMHbIX COObLITUN

Ounctka cogepkuMoro  (aitla  perucTpallii  CUCTEMHBIX  COOBITUH  MPOMCXOIUT
ABTOMATHUYECKU M0 JOCTHXKEHUHW UM MaKCUMaIbHO TOMyCTUMOro pasmepa. [loapoOGHO o HacTpoiike
MapaMeTpoOB PETUCTPAIMU CUCTEMHBIX COOBITHI W ympaBieHUH (aimamu peructpanuu cM. 1. 5.3.6.

310 coObITHE OYIET 3aperuCTPUPOBAHO U pa3MeEIleHO B Havalle ¢aiina xypHaia.

5.2. YtunuTta vpnmonitor
YTuaura vpnmonitor IpeaoCTaBIsACT BO3MOKHOCTD 0630pa AKTUBHBIX B HACTOSAIICC BPCMHA
3alIMIIEHHBIX COEMHEHUM, YCTAHOBJIEHHBIX C JaHHBIM KOMIbIOTEpOM. Kpome Toro, vpnmonitor

MO3BOJIACT HIPOCMOTPETh CTATUCTUKY I10 IMaKETaM.
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5.2.1. CnpaBoy4Has cucrtema no pabore ¢ yTunuTon
Jis  monydeHuss COpaBKM 1O paboTe YTWIMTBI KOMAaHTHOW CTPOKM vpnmonitor

HEO0OXOMMO BBECTH KOMaHly vpnmonitor -—h.

5.2.2. NMpocMOTp CTaTUCTUKU
I[JISI BbIBO/1a CTAaTUCTUKHU BBITIOJIHUTH KOMaHAay: vpnmon itor —S

[ipsec|ike|ikel|ike2|fcache|all] (cm. Tabauma 31).

Tabnuna 31 — [TapameTpsl KOMaHAbl vpnmonitor -s

IHapamerp Onucanue
all [IpocMOTp NOJTHOM CTATUCTUKU
ipsec [Tpocmotp cratrctuku IPsec
ike IMpocmotp cratuctuku IKE (IKE v1 u IKE v2)
ikel [Tpocmotp cratuctuxu IKE v1
ike2 [Tpocmotp cratuctuxu IKE v2
fcache ITpocmotp craructuku fcache

Croucok mapaMeTpoB BBIBOAMMOW CTATUCTUKHU TpelcTaBieH B Tabmuie (cMm. Tabnuma 32).

[ToxpoOHOE omKcaHue MapaMeTPOB CTATHCTUKU IpeACTaBiIeHo B mojapaszaeie 3.3 (cMm. Tabmura 3).

Tabmuna 32 - IleyeHp napaMeTpoB CTATHCTUKU

ITapamerp Onucanue

IPsec

KomnnuectBo MMaKeTOB, IMOJTYYCHHOC C MOMCHTA 3aIlyCKa

[TomyueHo makeToB
ya |Acenma

KonuyecTBO makeToB, MOCIaHHOE C MOMEHTA 3aIycKa
[lociaHo makeToB

Acenma
[Tosyueno OailT CyMMmapHbIi 00beM HH(OPMALIMK BO BXOAIIUX MaKeTax
[Tocnano Gaift CymMMapHbIi 00beM HH(DOPMAIK B HCXOAALINX ITaKeTax
OmunOKy BO BXOASIIUX MaKeTax KosinyecTBO OmMO0K BO BXOAIIMX MAKeTax
OmuOKM B UCXOIALINX MAaKeTax KonruecTBo omMOOK B UCXOASIINX MaKeTax

KonnuectBo MOJIYUYCHHBIX Aeenmom HCBaI_HI/I(prBaHHBIX
Honyquo HE3aIIMIIPOBAHHBIX ITAKETOB

[aKETOB

[TocaHo He3alIMBPOBAHHBIX [TAKETOB KoruecTBO OTHpaBieHHBIX HE3aM(PPOBAHHBIX TAKETOB
PacmmdpoBano nakeros KosinyecTBO MakeToB, pacin(ppoBaHHBIX Aeenmom
3amuppoBaHO MaKeTOB KonruecTBo makeToB, 3aIM(pPOBAHHBIX A2eHmom

OTOpOIIEHO MAKETOB

KonruecTBO 0TOPOIIEHHBIX TAKETOB WK (parMeHTOB
(BXOASIIIUX/UCXOISIINX )

KonnuecTBo ncnonb3yeMbix BXogHblx  [KommuectBo IP-bparMeHToB, HCIOIB30BaHHBIX NPU
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IMapameTp

Onucanune

¢dbparmMeHTOB

[peacceMOIMpPOBAaHUY BXOJHOIO MTAKETa

KoJruecTBO UCIOJIb3YEMbIX BBIXOTHBIX
dbparmMeHTOB

KonuyectBo |P-pparmMeHTOB, NCIIOJIB30BAaHHBIX MTPH
[peacceMOIMPOBAaHUN BBIXOTHOTO TIAKETa

KosruecTBO CO3IaHHBIX BBIXOTHBIX
¢dbparmMeHTOB

KonuyectBo |P-pparmMeHTOB, CO31aHHBIX TTPH
(bparMeHTaIK BBIXOTHOTO MaKeTa

KoIr4uecTBO MakeToB - 3aIPOCOB Ha
nmoumxenre MTU

KonuyecTBO makeToB - 3arpocoB Ha nonmxenune MTU

IKEv1

IKE SA co3nano (He co3aHo)
WHUIIMAPOBAHHBIX/OTBECUCHHBIX

KoyimyecTBO CO31aHHBIX (HE CO3JJaHHBIX )
nHUIMUpOBaHHBIX/0TBeueHHBIX IKE SA B dpopmare

X(X)/X(X)

OTtBepruyto 3anpocoB Ha coznanue |KE
SA

KonruecTBO 0TBEpruyThIX 3ampocoB Ha coznanue |IKE SA

IPsec SA co3ngaHo

KommuectBo co3nanubix IPsec SA

MM 00MEHOB yCTIENIHBIX (HEYCIICIIHBIX )
WHUIIMAPOBAHO/OTBEUEHO

Ko11uecTBO ycHemHbIX (HEYCIEIHbIX) 0OMEHOB
MainMode nannmupoBano/oTBeYeHO B popmate X(X)/X(X)

AM 00MEHOB yCHEIIHBIX (HEYCIEITHbBIX )
WHUIIMAPOBAHO/OTBEUEHO

KonruecTBo ycnemHbIX (HeYCHenHbIX) 00OMEHOB
Aggressive Mode nHUIIMEPOBaHO/OTBEUCHO B (hopmare
X(X)/X(X)

QM 00MeHOB ycCIeNHbIX (HeYCIEeIIHbIX )
WHUIUHPOBAHO/OTBEYECHO

KonuuecTBo ycremHbix (HeycnemHbix) ooMernoB Quick
Mode unuiurpoBano/orBeueHo B hopmate X(X)/X(X)

IX 0O0MEHOB yCEeNIHBIX (HEYCIEITHbIX )
WHUIUMPOBAHO/OTBEYEHO

KonruecTBo ycnemHbIX (HeyCHenHbIX) 0OMEHOB
Informational Exchange uHuIIMEPOBaHO/OTBEYCHO B
dopmate X(X)/X(X)

TX 0OMEHOB yCHElHbIX (HEYCHEIIHbIX )
WHUIIMAPOBAHO/OTBEUEHO

KonnuecTBo ycnemHbIX (HeyCHenHbX) 0OMEHOB
Transaction Exchange nHHIIMHPOBaHO/OTBEUCHO MPUHSTHIX
3anpocoB Ha co3ianue IX B popmate X(X)/X(X)

IKEV2

IKE SA co3nano (He co3/1aHo0)
I/IHI/IIII/II/IpOBaHHI)IX/ OTBCYCHHBIX

Kon1uecTBo co3JaHHBIX (HE CO3aHHBIX )
WHUITMHIpOoBaHHBIX/0TBeueHHBIX |IKE SA B (hopmare

X(X)/X(X)

IKE SA B0300HOBJIEHO
WHUITUUPOBAHHBIX/OTBEUEHHBIX

KonunuectBo Bo300HOBIEHHBIX IKE SA
WHUITUUPOBAHHBIX/OTBEUEHHBIX

[lepenanpasnennii npu coznanuu IKE
SA nosyueHo/mociaaHo

KonngectBo nepenanpasienuit IKE SA momyueHo/mocinano

COOKIE 3anpormieHo/0TociaHo

KonndecTBO 3ampoIeHHbIX/OTIPaBIEHHBIX TOKEHOB

COOKIE

OTtBepruyTo 3amnpocoB Ha coznanue |IKE
SA

KosinyecTBO OTBEPIrHYTHIX 3ampocoB Ha co3aanue |KE SA

Oo6noBneHu# krouei IKE SA
WHUALIMAPOBAHHBIX/0TBEUEHHBIX/KOJUTU3HH]

KonmuectBo o6HOBNEHMH Kinrouei IKE SA
WHHUIIMAPOBAHHBIX/OTBCUCHHBIX/KOJUTU3UI B (hopmaTe X/X/X

IPsec SA co3gaHo

KonmuectBo co3nanubix IPsec SA
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IMapameTp

Onucanune

OOHoBIeHNN Kiroueil IPsec SA

KoimuectBo 00HOBIIEHUI Kirrouer IPsec SA

WHHUIUMPOBAHHBIX/0TBEUCHHBIX/KOJUTM3UH{MHUIIMA POBAHHBIX/TIOJTyYCHHBIX/KOJLTH3HUN B popmaTe X/X/X

[TomBITOK OOHOBIIEHUS KIIFOUEH

HecymiecTByromei IPsec SA nanHbBIM

XO0CTOM/IIapTHEPOM

KonraecTBO MonbsITOK 0OHOBICHUS KITIOUEH
HecyiecTByomiei |IPSec SA maHHBIM XOCTOM/TIapTHEPOM

BpeMeHHBIX 0TKa30B B OOHOBJICHUHU
KJIFOYEl JaHHBIM XOCTOM/TIApTHEPOM

KonruecTBO BpeMEHHBIX OTKa30B B OOHOBIICHUH KITFOUEH
TaHHBIM XOCTOM/TIAPTHEPOM

INIT o6menoB ycnemnbix (¢ ommbkamu  |KomudectBo oomeHoB INIT_IKE_SA ycnemsbix (¢

VI HEYCIICIITHBIX )
WHUIUIPOBAHO/OTBEYCHO

OIIMOKAMH WITH HEYCIEIIHBIX ) HHUIIMUPOBAHO/OTBEYEHO B
dopmare X(X)/X(X)

RESUME o6meHoB ycrienHsIx (¢

OMMOKaMU WJIM HEYCIICITHBIX )
MHUIMAPOBAHO/OTBEUEHO

KonmuectBo oomMmenoB RESUME_IKE_SA ycremnbix (¢
OIIMOKaMU WJIA HEYCITCITHBIX ) HHUITUUPOBAHO/OTBEYCHO B
dopmare X(X)/X(X)

AUTH oOmeHoB ycnemHbIx(c omnokamu [Kon4yecTBoO yCrenuHbIxX (¢ OmnOKaMu WM HEYCIIELIHBIX )

VI HEYCICITHBIX )
WHHUIIMAPOBAHO/OTIIPABIICHO

oomenoB IKE_AUTH uaMIIMMpOBaHO/OTIIPaBICHO B
dopmate X(X)/X(X)

CHILD o6menoB ycnenrHsix(c
OMMOKaMU WJIM HEYCIICITHBIX )
WHHUIUHIPOBAHO/OTIPABICHO

KosnuecTBO yCenHbiX (¢ OMMOKaMK WK HEYCICIITHBIX )
oomenoB CREATE_CHILD_SA obmenoB
MHUIIMAPOBaHO/OTIpaBieHo B hopmate X(X)/X(X)

INFO o6menoB ycnemnbix(c omudkamu [KoJnM4ecTBO yCIENHbIX (¢ OIMOKaMU WIIM HEYCIICITHBIX )

WJIM HEYCIIELIHBIX )
WHUIUIPOBAHO/OTIIPABIICHO

oomenoB INFORMATIONAL uHHIIMAPOBaHO/OTIIPABICHO
B (hopmare X(X)/X(X)

FiltDB Kam

Pa3smep xomr-rabnuiibl (6aiiT
MaKCHMYyM/BBIJIETICHO)

Pa3mep xam-tadnuiibl (0alT MakCUMYM/BBIZIENIEHO) B (hopmare
X*X*X(X/X)

MeTKa BaIMIHOCTH

TGKYIJ_IGG 3HaAYCHHUEC MCTKHU, cnyncameﬁ AJId OIIPEACIICHUSA
BO3MOKHOCTH HCITOJIE30BaHUS 3aIIHCEH B X3HI'T36J'H/IHG

AKTHUBHBIX 3aIUCEH

KoanuecTBO aKTUBHBIX 3aIllUCEi

'Y najleHHBIX 3anUceN

KoauuectBo YAAJICHHBIX 3amnucen

AJIJIOIIMPOBAHHBIX 3aMUCEH

KommgecTBo 3amnuceit BBIICJIICHHBIX U3 IIaMATHU

Y 1an€HHBIX 3alIMCEN IIOBTOPHO
MCII0JIb30BaHO

KoauuectBo IMOBTOPHO UCIIOJIb30BAHHBIX yI[aJIéHHBIX 3anucen

3anucel B IMHUAX ITOBTOPHO
HCIIOJIb30BaHO

KommaecTBo HCITOIBE30BaHHBIX 3aIIUCEH B IMHUSIX

Kommusuii

KommyecTBO MOMBITOK )IO63B.]'IGHI/I5[ OJWMHAKOBBIX 3armcei

3aIlOJHCHHBIX JTUHUN

KoanuecTBO 3aI10IHEHHBIX JTUHHM
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IMapameTp

Onucanune

[IycThIX TMHUI

KosmnyecTBO MyCThIX JIMHUN

OcCTaIbHBIX JIMHUHN

KonnuecTBO OCTaIbHBIX TUHUMN

Cpenssis JyIMHa HEMYCThIX JTMHUN

CpenHsisi JyIMHA HEeMYCThIX JIMHUN

[Ipumep BbIBOJA pe3yibTaTa KOMaHAbl vpnmonitor —s MpeacTaBiIeH HUXKE:

Packets (bytes) recieved
Packets (bytes) sent

Incoming errors
Outgoing errors

|0
|0

Packets (bytes) recieved uns~|16 724 437 (0)

ecure |

Packets (bytes) sent unsecurel|l 416 371 (0)
Decapsulated packets | 0
Encapsulated packets | 0

Dropped packets (in/out) |0 (0 / 0)
Input frags consumed | 0

Output frags consumed | 0

Output frags created | O

Decrease MTU requests | 0

Incoming packets not found i~|3 554 271

n hash table

Outgoing packets not found i~|57 669

n hash table

IKEvl: init: O,
IKEv2: init: O,
IPsec: Dbundles:

resp: 1, halfopen: O
resp: 0, halfopen: O

ESP: 0, AH: 0, IPcomp: O

FiltDB: alt: 3, main: 10, dynamic: O

HA mode: single

vpndmn started at:

2015.12.11 10:07:03

|16 724 437 (1 651 817 861)
|1 416 371 (201 232 920)

worked: 59 days 3 hours 42 minutes 52 seconds

5.2.3. BbiBoag wuHdOpMauMmM O nMONIUTUKE, aKTUBUPOBAHHOM Ha
3ACTABA-KnueHm
Hns mpocmotpa wuHbopManmu 00 aktuBupoBaHHOM Ha 34ACTABA-Knuenm TNOAUTHKA

HEOO0XO/JMMO BBINOJIHUTH KOMaHAy: vpnmonitor -—p. Ilpumep BbIBOJa pe3ynbTaTa JaHHOU

koMaHAel: Default driver policy/activated:Mon Apr 19 19:32:42 2010.
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5.2.4. NMpocmoTp nHdopmauum no cosfaHHbIM SA

I[J'ISI MMpOCMOTpa AaKTHBHBIX 3alUIIEHHBIX COC,HHHCHHﬁ, YCTAHOBJICHHBIX C JaHHBIM

KOMIIBKOTCPOM, a TAKKE CO3Jat0IINUXCs 3alUIIEHHBIX COCHHHCHHﬁ, H606XOI[I/IMO BBIIIOJIHUTH KOMAaHAY

vpnmonitor -1i.

IIpumep BeIBOa KOMaHABl vpnmonitor -1 IpeacTaBlIeH HUXKE:

E00834D4AD1962CF.C46F13CEO092AB899 10.111.6.152 (DN) C=RU, CN=user2

GOST3410.2001-S1g/Gost3410.2001-Sig

IKE states count 1

IPsec states count 0

5.2.5. ®dunbTpaumsa opunbTPOB U CO3AaHHbIX SA NO napameTpam

Jiia hunpTpanny 3aiuiieHHbIX COSTUHEHHI He0OX0IMMO BBITTOHUTH KOMaH/Y:

vpnmonitor -i <options>

rae: options:

-show (all | ike | ipsec | ipsectree);
-view (line | table | list| details | count):;
-ike-sa;

-ipsec-sa;

-cmd
—-delete.

(delete | rekey);

Hepez[ q)HJ'ILTpaMI/I MOZKHO 3aJ1aTb IIapaMETPhI 0T06pa)I(CHI/I$II

-view

-view

-show

line | table | list| details (0 yMOJYaHHIO HCIOIb3YETCS
table -show all).OnucaHue 3HAYCHUIT TapameTpa view:

view line - moka3bIBaTh HHPOPMAIHUIO MO CTEHTY B BUIE CTPOK;

view table — moka3piBaTh OCHOBHYIO HH(poOpManuio o creuty (1P, ID)
B BHUJIE TaOIUIBL;

view 1list - moka3bBaTh BCIO HMH(OpMALUIO TO CTEUTy B (opmare
IapaMeTp-3HauYeHHUE;

view details - moka3biBaTh BCIO MH(OPMAIMIO MO CTEUTYy B TabIuIle
¢dopmara napamerp: 3HaUCHHE;

view count — IoKa3blBaTh TEKYIIYI0 HH(OpMAIUIO

all | ike | dipsec | 1ipsectree (M0 yMOJYAHHIO

ucrons3dyercss —-view table -show all). OnucaHue 3Ha4eHHWI mapaMmeTpa

show:
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- show all - mnoka3bpIBaTh BCE CTECUTEHIL,
- show ike - mnoxa3biBaTh TOJNBLKO |IKE cTelTEI;
- show ipsec - mnoka3wiBaTh TOJILKO |IPSEC CTEHTHI,
- show ipsectree - mnokaswiBath IKE 1 SA cTelThl.
Jyis GunbTpanyy 3aUIeHHbIX COSTUHEHU HE0OOX0IMMO OMIPENEIUTh TUIT SA, IO KOTOPOMY

OyneT npousBeaeHa GUIbTPALHS:

—  nns punetparun o IKE: vpnmonitor —-i [-ike-sa <filtering rules>].
— gna  umeTpammu  mo IPsec: vpnmonitor -1 [-ipsec-sa <filtering
rules>].

[Tpu ucnons3oBanuu npasui ¢punsbTpanuu no IKE u [Psec punbtpy kimtou —1ke-sa MOXKHO HE
yKa3bIBaTh, T.€. BCE, YTO HAMIUCAHO J0 KItoya —ipsec-sa Oynet cuutathes IKE dunstpom

Jns 3aganus npaBuil GuiIbTpanuii HEOOXOIMMO BOCIIONb30BaThCs KOMaHI0M:

vpnmonitor —-i [[-ike-sa] <filtering rules (mpaBuio_¢duibrpanuu) >].

[TpaBuiia puAbTpaIUU MOXKHO OOBEAUHATH C TOMOUIBIO JIOTHUECKUX onepauuii: and | or

<rulel> <and|or> <rule2>, rae! rulel..N mpaBwio ¢uiabTpauuu SA BBHIOPAHHOTO

THUIIA.

Jlist coctaBienus npasuia Guistpanuu (mapamerp <rulel...N>) HeoOxoaumMo ykasath moie,

10 KOTOPOMY OyZIeT IPOU3BOANUTHCS (GUIIBTPALIUS, U ONEPALUIO Ul HaX0XKJIECHHSI TOr0 WK HHOTO SA.
®dopmar rnpaBuiia MOKET OBITh BBEJIEH CIEAYIOLUIUM 00pa3oM:

<field> <operation> <etalon> <umma nona> <omnepauma> <3TaJOH>,
rae: field - mose, mo KoTopomy Oyzer mpousBencHa ¢uabTparus (cm. Tadmuma 5 u Tabmawma 6),
operation — omepaumus s NPOU3BEICHUS CPABHEHHUS MO BHIOPAHHOMY IIOJIFO C ATATOHOM (CM.
Tabmuma 33), etalon — 3TalIOHHOE 3HAYCHUE BBHIOPAHHOTO IOJIS, IO KOTOPOMY OyIIeT MPOM3BEICHO
CpaBHEHHE B COOTBETCTBHM C BbIOpaHHOM omepauuent. s mpocMoTpa BceX BO3MOXKHBIX OINEpalluy B
COOTBETCTBHUH C BEIOPaHHBIM TIOJIEM U THITOM SA.

Tabmuna 33 — Onucanue THIOB onepanuii puiabTpanuu
Komanpna | XapaKTepucTHKA
Omnepanuu U1t UIBTPALIUH IO THITY OOMEHa

equal 3HAUEHHE TIOJIS PaBHO 3TAIOHY (3HaueHHe MOKeT ObITh: MM (Main Mode), am
(Aggressive Mode), gm (Quick Mode), ix (Informational), tx (Transaction), mis
IKEV2: resume, init, auth, child, info)

not_equal 3HA4YEHHE MOJISl HE PABHO TAJIOHY

Omnepanyu 11 GUIBTPALUU 110 POJIU B ITpoLiecce OOMEHa

equal 3HaYeHHE OIS PAaBHO ITAIIOHY (3HAYCHHME MOXET OBITh: initiator, responder)
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Komanna

XapaKkTepucTHKA

not_equal

3HAYCHUE I10JI HC paBHO 3TAJIOHY

Onepanuu U1 GUIBTPaLMU O CONEPIKAHUIO CTPOK

icontain I0JIC COJICPIKUT MOJICTPOKY (3TAJIOH), UTHOPUPYS PETUCTP OYKB
not_icontain | mone He COAEPKUT MOJCTPOKY (ITAJIOH), HTHOPHPYSI PErUCTp OYKB
contain I0JI€ COJIEPKUT MOJACTPOKY (3TANOH), yUUTHIBast pErUcTp OyKB
not_contain | mosie He COAEPIKUT NOACTPOKY (ITAJIOH), YIUTHIBAsI PETUCTP OYKB
iequal I10JI€ PaBHSIETCS 3TAIOHY, UTHOPUPYSI pETUCTp OyKB

not_iequa I0JI€ HE PaBHAETCS ITAJIOHY, UTHOPUPYS pErucTp OyKB

equal I0JIe PaBHSIETCS ITATOHY, YUUTHIBAst PETUCTP OYKB

not_equal [I0JI€ HE PaBHAETCS ITAJIOHY, YUUTBIBAsI PErUCTp OYKB

Onepanuu g GunpTpanuu no noimo IP-aapec

inrange 3nauenue nois (IP-agpec) BXoAUT B Mana3oH 3aJaHHbINA 3TAIOHOM, B KAYECTBE
3TaJIoHa MOXHO yka3ath npocto IP-anpec (10.1.1.1) mnu quanazon
(10.1.1.1...10.1.1.255) unm noacets (10.1.1.0/24 wmm 10.1.1.0/255.255.255.0)

not_inrange | suauenue mous (IP-agpec) He BXOIUT B qUama3oH

equal snauenue nos (IP-aapec) pasuo stanony (IP-aapec)

not_equal snauenue noJjst (IP-aapec) ve pasuo stanony (IP-agpecy)

Omnepanyu 111 uiibTpanuu 1o noso IP-nopr

equal 3HaueHue MoJjs (MOpT) paBHO 3TAJIOHY

not_equal 3HAYEHHE TOJISI HE PABHO ATAIIOHY

inrange 3HAUCHHUE MOJIS BXOJUT B JIMATIa30H 3a/IaHHBIN STAJIOHOM, B KAUECTBE ITANIOHA
MOYHO yka3athb mpocto mopt (8080) wiu nuanazon (0...65535)

not_inrange | 3sHaveHue mosi He BXOAUT B TUAIa30H 33aHHbIN 3TaJOHOM

OHCpaI_II/II/I JJIsL (I)I/IJ'IBTpaL[I/II/I 110 ITOJIFO YPOBCHB JIOTUPOBAHU A

equal 3Ha4YeHHe MoJist (YpOBEHb JIOTHPOBAHMSI) PABHO ATAJIOHY (BO3MOYKHBIE 3HAYEHUSI:
disabled, events, details, verbose)

not_equal 3HAYECHUE I10JI HE PaBHO STAIOHY

gt 3HaveHue moss O6osbiie stanona (disabled < events < details < verbose)

It

3HA4YCHUC I10JI1 MCHBIIC 3TAaJIOHA
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Komanpna XapaKkTepucTHKA
gteq 3Ha4YeHUe MoJisd 00JIbIIEe UK PABHO 3TAJIOHY
Iteq 3HA4YEHUE M0JIs MEHbILIE WJIM PABHO TAJIOHY

Onepanun i punbrpanuu mo IPsec-coenuHenuto mo moiro mode

equal 3Ha4YEHHE TMOJIsl PABHO 3TANOHY (BO3MOXKHBIE 3HaUeHHUA: tunnel, transport)

not_equal 3HAaYEHHE TMOJISI HE PABHO ATAIOHY

B HEKOTOpBIX KOMaHAHBIX O0O0JIOYKaX 3alpeIieHO HCIOJIb30BaHHE HEKOTOPHIX CHMBOJIOB
(manpumep, B bash '(, '), '*', KaBbIUKM W T.I.), MOITOMY MEpPea STUMU CHUMBOJIAMH HYXHO
cTaBUTh 3HaK '\' WM HCIIOJIB30BaTh JPYrHe CIy)KEOHbIE CHMBOJIBI JaHHOW KOMaHIHOW
000JI0YKH JTNOO TOTB30BATHCS APYTrOi KOMaHIHOW 00OJIOUKOM.

Jlst mpocMOTpa BCEX BO3MOXKHBIX TMOJIEH W THUIIOB ONEpaluil yisi (GUIBTpAIMU MPOTOKOJIOB
IKE u IPsec HeoOxoaumMo BOCIONIB30BaThCA KOMaHI0H vpnmonitor.exe —-i —help.
Cy1iecTByeT BO3MOXHOCTD IOKCKa cTelTa 1o ero ID:
& vpnmonitor -i [-view details|list] -ike-id <3HaueHnwme id>
vpnmonitor -i [-view details|list] -ipsec-id <sHaueHme id>

ID mns IKE creiita - 3to cookie nauimaropa (kak B jiore session id). ID mist IPsec creiita - 310
1[eJ10€ YUCII0, KOTOPOe OBLIO €My MPUCBOCHO M KOTOPOE YBEINYHBACTCS IPH KaKIOM CO3aHUH
HOBOT'O CTEHTA.

IIpumep:
vpnmonitor -1i -view details dhgroup.not contain(testl) or
local ip.equal (test2)-ipsec-sa log level.gt (test3) and

transform.not iequal (testd)

s ynanenus Bcex |IKE creiiToB ncnomnp3yercs koMaHa:

vpnmonitor -i —-clearikesa [delpmp]

5.2.6. NMpocmoTp cnucka punbTPOB

KOMaHI[a vpnmonitor —f T03BOJISAECT MMpoCMOTPETh KaK CTAaTUYCCKHUE, TaK H
IUHaMUYecKue (QUIBTPhI, MPOrpyXeHHble B JpaiiBep (cnucok ¢uiubTpoB onpeaensercs JIIIB).
PesynpTar BRIBO/IA TaHHOW KOMaH/bBI MPEJCTABIsIET cOO0 TabIMUHYIO CTPYKTYpPY CO CIEAYIOIIUMHU

MOJISIMU, TIPEJICTAaBICHHBIMU B Tabuie (cM. Tabnuia 34).

Jlns mpocMoTpa omnpeseneHHOro GpuibTpa, MOKHO BOCIIOJIb30BAThCS KOMaHAAMHU

vpnmonitor -f [-view <table|line|list|details|count>] [-filter
<.>] [-delay <num>] [-orderby <field> [up] [-tail <num>] [-cmd
<delete>]

rue. —orderby <field> - COpPTHPOBKA IO 3aJaHHOMY IIOJIIO
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— delay <num> - BbIBOJ KOMaHJbl C 3aJ€PKKOW B 3aJaHHOE KOJIMYECTBO
CEKYHI
—tail <num> - BBIBOJ IOCIEHIUX <NUM> CTPOK

— cmd <delete> - ynanuTh OT(QWIBTPOBAHHBIE 3HAYEHUS (TOJBKO JIS
JTUHAMHUYECKHUX (DHIIBTPOR)

[Tpumep:
vpnmonitor -f -view list -filter srcsel ip not contain testl or name
not contain test2 and fh count 1t test3

Tabnuma 34 — OrobpaxkaemMbie MapaMeTpbl HHPOPMAIMH O ACHCTBYIOMIMX (PHIbTpax

Hms moas Onucanue moJs
id Wnentudukarop Gpuiasrpa
Name Haspanwne punpTpa
Action JleiictBue puabTpa
Log level YpoBEHb JIOTHPOBAHUS

IIpumep BeIBOa KOMaHABl vpnmonitor —f mpencTraBieH HUXKE:

id | Name | Action | Log level

1 | autopass ike | PASS | Disabled

2 | autopass broadcast in | PASS | Disabled

3 ! autopass broadcast out ! PASS ! Disabled

4 i filt4 (ONE BREQ) i APPLY i Disabled
CymecTByeT BO3MOKHOCTB TIOMCKa (GmiibTpa o ero ID:

& vpnmonitor -f [-view details|list] -id <3HaueHume id>

vpnmonitor —-f [-view details|list] -id <3HaueHume id>
<id> - wuneHTH(UKAUMOHHBIA HOMEp GHIBTPA, IMO3BOJSET MPOCMOTPETh MOAPOOHYIO

nH(pOpMaIIKIO O BEIOpaHHOM (DUITBTPE.

5.3. Ytunuta vpnconfig

YTunura xoHpuUrypupoBanus vonconfig mnpeaHazHaueHa A U3MEHEHMsI UM NPOCMOTpa
JoKabHbIX YCTaHOBOK 3ACTABA-Kauenm. Ilpu mratHoit pabore 34CTABA-Knuenwm w3MeHeHUe
JIOKAJIbHBIX YCTaHOBOK OObIYHO He Tpebyercs u ympasinenue 34CTABA-Knuenm TpOU3BOIUTCS

ueHTpanu3oBanHo npu nomouu LYII (myrem BHecenus: uamenenuii B JIIIB).

& HexoTtopble n3aMeHeHHs BCTYNAOT B CUITY TOJIBKO TOCIIE TOTO, Kak OyneT nepesarpyxena JII1b.

L
\ll) Hexotopsie namMenenus, Hanpumep, aktuBaius JIIIb, He MOTyT ObITh OTMEHEHBI.
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5.3.1. CnpaBoy4Has cucrtema no pabore ¢ yTunuTon
I[J'ISI MMOJIYy4YCHUSA CIIpaBKU I10 pa60Te YTUJIUTHBI KOMaHZ[HOfI CTPOKH HCO6XOI[I/IMO BBECTU

koMaHay vpnconfig —h.
CnpaBka 0 KOHKpeTHOUM KkoMaHzie: vpnconfig -help <kxomaHma>.

CnpaBka 0 KOHKPETHOM KOMaHJe U TUne 00beKkTOB:vpnconfig -help <xomanzma>

<THMII OOBLEKTa>.

Takxke CylecTByeT BO3MOXKHOCTh IOJNYYUTh MOAPOOHYIO CIpaBKy C MpUMEPaMU H

OIMCAaHWEM KOMaHJ IS 3TOTO BBECTHM KOMaHAy vpnconfig -h all.

5.3.2. NMpocmoTtp nHcpopmauun o SACTABA-KnueHm
Hns nonyuenust uHpopmaruu o 34CTABA-Kiuenm HEOOXOIMMO BOCIOJIB30BATHCA

KOMAaHIOM:
vpnconfig -ver.

[Tpumep BeIBOAA KOMaHAbl vpnconfig -ver:

Product name: ZASTAVA Client

Vendor name: OAO ELVIS-PLUS

Product build: 6.0.13457

Product release: 6.0

Build date: 2013/7/4 (PM)

Product/platform information: CLIENT WINXX amd64

5.3.3. Pabota c ceptucmkatamm n Knroyamm

[ludpossie cepTUUKATBI U MPEIBAPUTEILHO paciipe/eieHHbIe KU HEOOXOIUMBI, UTOOBI
MIPOBEPATH MOJIMHHOCTH MapTHEPOB MO B3aumojeicTBuio, CepTU(HKaThl (BKIOYas CepTUPUKATHI
VYI), mpeaaputenbHo pacnpenenennsie kimoun, COC peructpupytorcs B 34CTABA-Knuenm.

Omnwucanue BUIOB cepTU(UKATOB U MX TTAPAMETPOB PUBEICHO B mojapaszene 3.4.

[IpeaBapuTenbHO pacnpefeNeHHble KIoUM MOTryT ucnonb3oBatbes ¢ 34ACTABA-Knuenm B
KauecTBE albTePHATHBBI UCIIONIBb30BaHUs cepTU(dUKaToB. [l moxydeHus Oosee MoMHOM HHPOpMaIiu

oOpammaiitech k 1. 3.4.7.

3ACTABA-Knuenm mnonnepxkuBaer COC. Jlns momydeHust Oojee MmoiaHOW uWHMOpMaIun

oOpammaiitecs k 1. 3.4.8.



119
MKEI0.00435-01 32 01

5.3.3.1. CBoucTtB
a
CepTtudukara
M ero
npoBepkKa

Jlnst mpocMOTpa BceX CBOKMCTB cepTU(HKaTa He0OX0uMO y3HaTh Id ceprudukara, st 3TOro
HAJI0 BBHIMOJHUTH KOMaHny vpnconfig -list cert. 3aTeM BBITOIHHUTH KOMaHIy vpnconfig

-view cert <id>.

Byner BriBenena monHast uH(GOpMAIKs O CBOMCTBAaxX cepTH(]HKaTa, a TaKkKe BbIBEIEHA €ro
yenouxka 0ogepus, T.e. cnucok YL, MOATBEp)KOAOMMX MOMIMHHOCTh cepThdukara. OObIYHO HET
HE0O0XOMMOCTH IPOBEPATh CEPTU(UKAT BPYUHYIO, MOCKOJIbKY IOCIE IMOJYyYeHMs cepTHdUKaTa OT
naptHépa no cBsa3u uepe3 npotokon IKE, ceprudukar Beerna nposepsiercss apromarndecku. OiHaKo,
py4Has mpoBepKa cepTU(UKaTa MOJIe3HA, KOT/Ia BOSHUKAIOT MPOOJIeMbl P CO3/IaHUM 3aIUIIEHHOTO

COCJTMHEHUS C TAaHHBIM MApPTHEPOM CBSI3H.
Omnucanue BceX CBOUCTB cepTrduKkara mpeacrarieHo B Tadsuie (cm. Tabmuma 35).

Tabmuna 35 — CpoiicTBa ceprudukara

CsoiicTBO Onucanue

Version Bepcus ceprudukara

Cepuiinbiii Homep | CepuiiHbiii HOMep cepTudukara

Issuer Kewm BbI1aH ceptudukar

CoJepKUT OTIAMYUTENEHOE UMS CYyOBEKTa, TO €CTh BJIaIeNblia 3aKPhITOTO
KIIF04Ya, COOTBETCTBYIOIIETO OTKPHITOMY KIIFOUY TAHHOTO cepTH(HUKaTa.
Cy0nextoMm ceprudukara MoxeT BeicTynarh YL, PI] win koHneunsrit
CyOBEeKT.

Subject

Sign Algorithm Anroput™ 1udpoBoOi OIMUCH cepTUhUKATA

Key Algorithm Tun OTKPBITOTO K04 (QJITOPUTM ITUGPPOBOH MOANMKMCH U JJTHHA)

Public Key 3HaueHHe OTKPHITOTO KIIFoYa.

JleicTBUTEJIEH ¢ HauanbHas nata neiictBus ceptudukaTa

HeilicrButesien no | KoHeuHas nara aeiicTBus cepTudukara

Authority Key WnentudukaTtop Kiroya U3aaresis, IOMOTaeT ONPeeIUTh PaBHIbHBIH
Identifier KJII0Y ISl Bepu(UKaIlUK MTOAMUCH Ha cepTudukare

WNnentudukatop Kiroda cyObeKTa, HCIOIb3YETCs ISl TOTO, YTOObI

Subject Key ldentifier
pasznuyaTh KIFOYM MOANKMCH B CepTU(HUKAaTaX OTHOTO U TOTO K€ BIIaJIebIla

Key Usage Ha3nauenue kiroua

Ext. Key Usage Pacmmpennoe HazHaueHUE KITr04Ya

Touku pacnpocrpanenus COC, yka3zaHHble B JAaHHOM cepTudukare. [[ns
CRL Distribution |KaXI0i TOYKH paclpoCTpaHEHHUs OTOOpa)kaeTcs cieayrouas HHPopMaLus:
Points DP[N] "<DP Value>", CRLI[N] "<Issuer Value>", rae:

— N — HOMEp TOUKH PACIPOCTPAHEHHUS;




120
MKEI0.00435-01 32 01

CBoliCTBO Onucanune

— <DP Value>- mecropacmonokeHnue TOUKH, Tae MokHO monyuuts COC;
—  <lIssuer Value>- ums opranu3aimu, Beimycrusiuneit COC.

Authority Info Access | Cnioco6 goctyna k napopmanmu Y1I.

S/IMIME Capabilities | BoamoxuocTts mudposanus mno nporokoiry S/IMIME

Issuer Alt Name ATnbTEepHATUBHOE UMSI U3/IaTENsl cepTH(UKATa

Subject Alt Name | AnbTepHaTHBHOE UMs CyObeKTa ceTuuKara

Fingerprint (md5) |Xem-cymma ceptudukata, BeraucisemMas o anropurmy mab.

Fingerprint (shal) |Xem-cymma ceprudukara, BerauciseMas o anropurmy shal.

[Tpumep BBIBONA yenouku dogepus Ceprudukara:

.—+- E=info@cryptopro.ru, C=RU, O=CRYPTO-PRO, CN=Test Center CRYPTO-PRO

.——— C=RU, L=Moscow, 0=ELVIS-PLUS, OU=TC, CN=CLIENT-LINUX

5.3.3.2. Perucrtpauusa v ynaneHme Ceptucukaton

5.3.3.2.1. Perucrtpauunsa ceptucpukarta

Ber moxetre peructpupoBath aBa tumna X.509 ceptudukaroB B 34CTABA-Knuenm:

ceprucukarsel Y1 u cepTudukarel KOHEUHBIX IMOJIb30BATENEH (JOKalbHBIE U MApTHEPOB MO CBSI3M).

Jiis mosrydenus nHGOpMaIuu o Tunax ceprudukaros cM. . 5.3.3.

Urobb1 3apeructpupoBats HOBbIA ceprudukar YL B 34CTABA-Knuenm HeoOXoauMo

IMPOU3BCCTHU CIICAYIOLINC JEUCTBUS:

1)

2)

3)

4)

5)

6)

Bemonaute komanay vpnconfig -add cert <file> [<password>],

rae. [<password>] — mapojb I0CTyIa K KOHTeHHEpY.

ITpu umnoptupoBanuu JloBepeHHOro cepTuuKaTa MOSBUTCS COOOIIEHHE, aHAJOTMYHOE
HpeHCTaBJ'IeHHOMy HUXCEC:

[Token: Trusted Certificates token 29092009]

Enter SO password:

Beectu PIN-xox TokeHa.

IlosiBUTCA 3a1pocC € NpCIAJIOKCHUEM COXPAHUTDH PlN-KOZ{ JUIS JadbHEUIITNX O6paIJ_ICHI/II71 K

TOKEHY BUJA:

Save password for future requests? (Y/N) [N]:
Beectu <Y> s coxpanenus PIN-kona, ninm BBecti <N> 11 TOro, 4To0bl HE COXPaHSTh

PIN-xon.

B cnysae BBoma koppektHoro PIN-koma mosiBUTCS — cheayromiee  COOOIIeHHE,

CUTHAJIM3UPYIOIIEe 00 YCIENTHON perucTpamnuu ceprudukara:
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Password OK.

Certificate is imported.
UtoOBbl 3aperucTpupoBaTh HOBBIM mnepcoHanbHBIM ceptudukar B 34CTABA-Kiuenm

HEOOXO0JMMO IIPOU3BECTH CIIEAYIOIIUE AEHCTBUS:

1) BemonauTh KOMaHAy vpnconfig -—add cert <path> [<password>],

rae: [<password>] — napoJib 10CTylla K KOHTEUHEDY.

2) Ilpum umnoprupoBanuu IlepconanbHoro ceprudpukata HeobOxomumo BBecTH PIN-kon

TOKeHa B nosiuBiiemcsa okHe. [Tocne BBosa PIN-ko/1a HyKHO HaxaTh KHOIKY «[ 0OTOBOY.

3) IlocraButh ¢uiar B moise «Save password for future requests», eciau TpebyeTcsi COXpaHHTD

1apojib TOKEHA JJis OeNyIOIIMX COETUHEHU.

4) B caywsae BBoma KoppektHoro PIN-koma mosBUTCS —crienyroliee  COOOIICHUE,
CUTHAJIM3UpYIollee 00 YCHEeIHOW perucTpaluuu cepTudukara:
Password OK.
Certificate is imported.

UToObl 3aperucTpupoBaTh HOBBIM IepcoHaNbHbI cepTudukar B 34ACTABA-Knuenm

H606XO[[I/IMO CACJIaTh CJIICAYIOIICE:

1) CkomnupoBarh COAEPKHUMOE KOHTEHHEPA, COMEPIKAIIETO 3aKPBIThIA KIOY U CepTU(HKAT,

MO>KHO ¢ nomoupro CK3H, B peecTp wiin Ha HOCUTEINb.

2) 3A4ACTABA-Kiuewm aBTOMaTHuYeCKH ONpenenuT cepTudukat kak «llepcoHaNbHBINY, MO
Hanuuuio Kkimoda. Ho, HE00X0AMMO MOMHHUTb, YTO NIl TOTO YTOOBI ObLIA BO3MOYKHOCTD
UCIOJIb30BaTh MEPCOHAIBHBIA cepTU(UKAT HEOOXOJUMO, YTOOBI CeaHC C TOKEHOM ObLI

OTKPBIT.

Ecmu ceprudukar YI[ O6bu1 mocnan Bam yepe3 He3amuIEHHBIA KaHan (Hampumep, IO
JJIEKTPOHHOW mTouTe) U BBl X0THTE CcOXpaHUTh ero kKak «JloBepsembiity, Bbl mOMKHBI
IPOBEPUTh TMOJIMHHOCTh 3TOro ceptudukaTa BpyuyHyro. HemocpeactBeHHO mocie
peructpauuu ero B 34CTABA-Kauenm cBsxxuTech ¢ anMuHUCTpaTtopoM YLI, 4ToObI CpaBHUTH
curarypy (fingerprint) opurunameHOoro ceprudukara YI[ ¢ curHarypoil MOJy4eHHOTO
ceprudukara Y1, kotopas otoOpaxaercst B monsx «Fingerprinty B tabnuie ceptudukaToB

3ACTABA-Knuenm. Ecnu curHaTypbl HE COBIQJIAlOT, HEMEAJICHHO yIAlIUTe cepTU(UKAT U3
3ACTABA-Knuenm.

5.3.3.2.2. JkcnopT cepTudunkara
Jlst Toro 4TOOBI BBIMOJTHUTE MPOIEAYPY IKCIOpTa cepTu(dHUKaTa HEOOXOAMMO BBITIOJHUTH
KoMaHny vpnconfig -export cert <id> <file> [key] [der] [base64]

[pkcs7] [pkcsl2] [path] [password <password>].
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5.3.3.2.3. YpaneHue ceptudukarta

Hus ynanenus ceprudukara uz 34CTABA-Kiuenm neodxomumo y3Hath Id ceprudukara,
KOTOpPBI Bbl X0THTE ymanuTh. [t 3TOro Hy»KHO BOCIOJIB30BaThCsA KOMaHI0i vpnconfig —-list

cert. [locie 3Toro HEOOXOAMMO BBIMIOTHUTH KOMaHAy vpnconfig -remove cert <id>.

1 Ecmu cpok neiictBust ceprudukara, Haxoxpsmerocss B 34ACTABA-Knuenm, 3aKOHYWICS,
naHHbIA ceprudukar Oyner apromarnuecku ynanéH u3z 34CTABA-Knuenm mociie IpOBEpKU.
OpmHako 3TO HE OTHOCHUTCS K JIOKAJIbHBIM cepTU(uKaTtaM (C 3aKphITHIMH Kiro4amu). [ToaTomy
YAOCTOBEPhTECH B TOM, 4YTO JaTa, BpeMsl M HACTPOMKM YacOBOTO II0sCa IPABUIBHO
yCTaHOBJICHBI Ha Baiiem kommnsroTepe.

5.3.3.3. MNpeaBaputenbHo CornacoBaHHble Knroum

Kak u ceprudukarsl, mpeaBapUTEIbHO COTJIACOBAHHBIC KIIOYH TO3BOJSIOT IMPOBOAHTH
ayTeHTU(UKAIUIO TP YCTAHOBJIICHUH 3AIUIICHHOTO COCIWHEHUS C YJAJICHHBIM TapTHEpoM. JTa
npoueaypa ayreHTU(GUKauu Oy[eT YCIENIHOW, eclid YyAaNEHHBIA MapTHEP UMEET MpeABapUTEIbHO
COTJIACOBAHHBINM KIIIOY C TE€M K€ CaMbIM 3Hau€HUEM 4TO M Bamn kimou (3Tu 3HaYeHUs! JOJHKHBI OBITh
coryiacoBaHbl ¢ mapTHEpoM 3apaHee). Eciu Bamm xintoun He coBMajaroT, 3allMIIEHHOE MOAKIIOUYEHNE

He OyZIeT yCTaHOBJIEHO.

CYH_IGCTBGHHHM HCIOCTATKOM IIPCABAPUTCIBHO COIIaCOBAHHBIX KJII0YeH 110 CPaBHCHHIO C
CepTI/I(bI/IKaTaMI/I ABJIICTCA HCEAOCTAaTO4YHAaA MaCH_ITa6I/IpyeMOCTB, IMOCKOJIbKY H606XOI[I/IMO pPy4HOC

COTJIaCOBaHME 3HAYEHUN KITIOUEH /111 BCEX BO3ZMOXKHBIX Iap MapTHEPOB.

5.3.3.3.1. Perucrpauusa npeaBapuTeribHO pacnpeaeneHHoro Krnr4a
YroObl 3aperucTpupoBaTh MperBapUTENbHO pacupenencHHbll kmou B 34CTABA-Kiuenm

HEO0OXOMMO MPOU3BECTH CICTYIONINE TCUCTBUS:
1) BbImoNHUTH koMagay vpnconfig —add key <name> [<options>],

ruge: <name> - HUMA IPEABAPUTEIILHO pacHpelesIeHHOro Kiw4ya, [<options>] -
JOTIOJTHUTEIILHBIC TTapaMeTphl I CO3JIaHMus MPEABAPUTEIBHO PACHPEACICHHOTO KIIoYa.

HpI/I CO3aaHnU MPEABAPUTCIIBHO paCIpCACICHHOTO KIIF0Ya BO3MOKHBI CJICAYIOMIUC OIIIHHN:

— token <token id> - yCTpOMCTBO JUIsI XPaHEHHs  IPEIBAPUTEIBHO
pacIpeIeneHHOro Kiroya;
— file <path> - nyTs K ¢aiiny, cogepxalieMy 3HaUeHHUE KITI0Ya;

— inline <key> - mapaMeTp Ui BBOJA KJIIOYa B CTPOKY.
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2) Ecau ommuu file m inline HE MCIONB30BAINCH, TO B KOHCOJIH IOSBUTCSA COOOIIECHUE
JUTA BBOJIA 3HAYEHHE MTPEJIBAPUTEIBLHO PACTIPENECIICHHOTO KIIF0Ya BUJa Enter key: W ero

noATBepXAeHUud Repeat key!.

NwMs xmova He 00191cHO coAepkKaTh MPOOEIIOB WIIN JIFOOBIX APYTUX CIEIUATBHBIX 3HAKOB, 32
HCKIIFOYCHHEM CUMBOJIA TOAYEpKUBanus (© ).

3) Ecau onmus token He KCIOIb30BANACH, TO KJIFOY OyJIeT COXpAaHEH Ha YCTAHOBICHHOM I10
YMOJTYAaHUIO TOKEHE, NPUTOJHOM [UIsl PEruCcTpaldd MpeIBapUTENIbHO COIJIACOBAHHOIO
kimoua. Ecnu oy token ucnosnbs3oBasiack, TO MOSBUTCA 3alpoc BUaa Enter user

ras sword:, MOCJE 4ero HGOGXOI[I/IMO BBCCTH IIapOJIb AJIA 3TOI'O TOKCHA.

4) TlosBuTcs 3ampoc Buaa Save password for future requests? (Y/N)
[N] :, Hocie 4ero Heo0X0AUMO BBECTH <y> U1 COXpaHEHHUS IapoJIsl, MU BBECTH <N> I

TOoro, YTOOBI I1apoJib 3aIpaliruBaJICA IIPpU KaXXI0OM O6paH_IeHI/II/I K TOKCHY.

5) Ecau Bce BBeJCHHBIC TaHHBIE KOPPEKTHBI - MOSBATCS CIACIYIONIME COOOMICHHUS:
Password OK.
Preshared key imported.
5.3.3.3.2. MpocmoTp npeaBapuTenbHO COrfnacoBaHHbIX KIKO4Yen
s Toro 4toOBI MPOCMOTPETh BCE MPEABAPUTEIHLHO COIIACOBAHHBIE KIIIOUM HEOOXOAUMO
BBIIIOJIHUTh KOMaHAy vpnconfig -1list cert preshared. Ilpumep BbIBOJa pe3yibrara
HCIIOJTHEHUS JaHHOW KOMAaH/BbI:
Certificate
Id: 5/0
Type: preshared

Name: ExampleKey

Device Name: SoftToken common
5.3.3.3.3. YoaneHue npeaBapuTenibHO COrfnacoBaHHOIO Kfo4a
Jns ynanenus npeiBapuTeNbHO corjacoBaHHoro kitova u3z 34 CTABA-Kauenm Heo0X01uMO
BBIIOJHUTh KOMaHAy vpnconfig -remove cert <id>. B ciaydae ycCHEmIHOrO yJIajJeHHS
MpeIBApUTENIHLHO COTJIACOBAaHHOTO KIltoua OyAeT BBIBEEHO coolmieHue: «Preshared key was

deleted».
5.3.3.4. Cnucku OTo3BaHHbIX CepTuUdmnkaToB

Hnst Ttoro 4utroOel mpocMoTperh 3apeructpupoBaHHbli COC HEOO0XOAUMO BBITIOJHUTH

koMaHay vpnconfig -list cert crl.
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Kaxnprit COC BbImyckaeTcsi omnpeaesieHHbIM Y[ U comepXUT TONBKO CepTH(UKATHI,
annynupoBaHHbie JaHHBIM Y. JIro60it COC umeeT cuity B TEUCHHE TIEPHO/Ia BPEMEHH, YKa3aHHOTO B
COC: ¢ natbl (1 Bpemenn) cozganust COC 1o aatel (M BpeMEeHH) CIeAYIOLEed HaMEUEHHON KOpPEKIUU
COC. 3nauenus BpeMeH 3ajanbl o ['punBudy - Bam yacoBoii mosic OyeT NpUHAT BO BHUMaHUE IPU
Beiunciennn nepuoaa nerctsus COC. Kak Tonbko 3TOoT nepuon 3akoHuutcs, 34CTABA-Kiuenm
nowkeH mnonyunth HOBbIH COC. COC moxer ObiThb umnoptupoBaH B 34CTABA-Knuenm nu6o

aBTOMAaTHYECKH (M3 BHEIIHETo cepBepa npu nomoiry nporokoia LDAP), mubo BpyuHyt0, Kak OMUCAHO

B1. 53.3.4.1.

B 6onsmmnHcTBe cnydaeB 34ACTABA-Knuenm aBTOMaTUYECKH TPOBEPSET CEpTU(DHKATHI 1O
COC. Bcskuii pa3, korna ceptudukar moiaydeH ot naptaépa mno cBsas3u mno nporokony IKE, 34CTABA-
Knuenm cnauana nonelitaercss HailTH HeoOXxoauMbIil 3apeructpupoBaHHblii COC B 34 CTABA-Knauenm.
[Ipu orcyrctBun COC (umu ecau cpok aeiicteust COC 3akonuumncs), 34 CTABA-Kauenm coequHUTCS
¢ LDAP-cepBepomM, uto6s! momyunts o0HoBIeHHBIH COC. Ecin ceprudukar naptHépa 1mo cBs3U WU
coorBercTBytouii ceprupukar YI[ ykazan B COC, mau tpebyemsiiit COC HenocTymneH, CBs3b C
naptHepoMm He Oyzaer ycranomieHa. Eciu B tekymieit JIIIb o6pabotka COC nHe BkitoueHa ((raxkox
CRL processing ycranosien B cocrosuue DISABLED), ceprudukartsl He OyayT NMpOBEPATHCS IO
COC.

5.3.3.4.1. Amnoptuposanme COC Bpy4HyIO
Bl moxete B mo6oe Bpems BpyuHyto umnoptupoBate COC. Ilpouecc ummopra - TOT ke
camblif, UTO U NpH perucrpauuu ceprudukarta. Yroods! 3apeructpupoarb COC B 34CTABA-Knuenm

HEO0OXOMMO BBINOJIHUTE KOMaHay vpnconfig —add cert file://path.

Kak tonsko COC O6yneT ycnenHo uMIOpTUPOBaH, Bce cepTU(UKATHI, 3apETUCTPUPOBAHHBIE B
3ACTABA-Knuenm, 6ynyt cBepenbl ¢ COC. Ecnu ceprudukar, KOTOpbIH 3aperucTpUpoBaH B
3ACTABA-Knuenm, coorBerctByer mnonsM «Cepuiinplii HoMep» u «M3pmarens» opHOro wus3
ceptudukaroB B COC, oH OyaeT 0TMEUEH KaK aHHYJIMPOBAHHBIN. 3alMIIEHHOE COEMHEHNUE C JIOOBIM

MapTHEPOM I10 CBSI3U, UCIOIB3YIOIIUM 3TOT cepTU(UKAT, OyIeT HEBO3ZMOXKHO.

COC ne moxert 0b1Th ynaneH u3 34CTABA-Knauenm. Korna cpok IeHCTBHsI CIUCKA UCTEK, OH
JoJDKeH ObITh OOHOBIeH aBTomartudecku ¢ LDAP-cepBepa (3TO MpoM30iMIeT HpU yCTAaHOBICHUU
OYepeHOTo 3aluineHHoro coeaunenus). Ecnu moanepxka LDAP-cepBepoB He HacTpoeHa, Haa0

00HOBUTH COC BpyuHYI0, UMIIOPTUPYS (aiii.
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5.3.4. Beb-koHhuUrypupoBaHue

s OC ALT Linux cyimecTByeT BO3MOXKHOCTh HAYaIbHOT'O KOH(PUTYPHUPOBAHHS C TOMOIIBIO
YTHIIMT KOMaHJIHOM CTpoku. [l 3Toro HeoOXommmo 3amycTHTh CKpunt web configure. sh,
KOTOpBIM pACHoOJIONKEH B AUPEKTOpuU /opt/ZASTAVAclient/bin/. Ilocine 3amycka CKpUNT B
pexxumMe auanora 3anpocuT undopmanuto o [P-aapece u Homepe mopra cepBepa MOIUTUKH, JTOTHHE U

naposie.

5.3.5. Pa6oTa c JIlNb
Jns mpocMoTpa JOCTYITHBIX MOJMTUK HEOOXOIMMO BBIMOJHUTH KOMaHAy vpnconfig -
list lsp. BeiBog pe3ynbrara BBIOJHEHUS JAaHHONH KOMaHIbI OyneT coaepxkars ciucok JIIIb u ux

napamerpsl, a Takxke cocrosgaue JIIIb.

5.3.5.1. YcTaHOBKa
cnucka J1NB

JIIIb moxer OBITH ynaneHa, W3MEHEHa M akTHBHpoBaHa. Bo Bpems aktuBanuu JIIIb

H606XOI[I/IMO BBCCTH JIOTUH U I1aPOJIb a/IMUHUCTPATOPA.

5.3.5.2. Hactpouka
napameTpoB nonutuk S3ACTABA-KnueHm

5.3.5.2.1. CuctemHas J1INB

CucremHast IOJIUTHKA MOXET OBITH MOJTydeHa u3 (haiia, ¢ cepBepa Wil OTCYTCTBOBATE.

I[J'IH HU3MCHCHUA IIapaMCTPOB CHUCTEMHOM IOJIUTUKHU HCO6XO,[[I/IMO BOCIIOJIB30BAaThCA YTHHHTOﬁ

vpnconfig.
Jliis HaCTpOMKU CUCTEMHOM MOJUTUKU HEOOXOMMO:

1) BeiOpath THI METO/A aKTUBAIMH U3 T0JIs1 «ICTOYHHMK» M ONPECTUTh TapaMeTphl TaHHOTO

MEeTOoAa.

— Ilpu BbeIOOpe MeTona mporpy3kd u3 (aiina HEOOXOAWMO BBINOJIHUTH KOMaHAY
vpnconfig -set 1lsp system file <path>, roe: path — myts k ¢aiiny

KOH(UTypaItH.

— Ilpu BBIOOpE MeTOAa TPOTPY3KH C cepBepa HEOOXOAUMO BBHIMOIHUTH KOMAaHIY
vpnconfig -set 1sp system  pmp [<cert id> <id_type>
<server ip> [<log level>]. Vkasare cert id, g mpocMorpa id
ceptuduKaTa MOXKHO BOCIOJB30BaThCA KOMaHIoW vpnconfig -list cert
personal, nubO yKa3aTh 3HAY€HHWE any TMPH HCHOJb30BAaHUU I COCAMHEHUS

1100010 3aperuCTPUPOBAHHOTO JOKAIBbHOTO cepTudukara. Ykaszath <id type> tun
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uieHTUHKATOpa UISl MPOTPY3KH TOJUTUKH, KOTOPBIA JIOJDKEH OBITh COTJIACOBAaH C
LIVIIL. Vkasate <server ip> azapec cepBepa Nporpysku, nocie perucrpauuu JIIb
34CTABA-Knuenm Oynetr oOpamarbCsi K 3aJaHHOMY HMCTOYHHKY BCSKHI pa3, Korja
NOJIUTUKA aKTUBUPYETCs. YKa3aTh YPOBEHb JIOTUPOBAaHUS COOBITHI <log level>.

YkazaTh BpeMEHHOH MPOMEXYTOK MEXKIY OOpallleHUsIMU K cepBepy <t imeout>.

— Ilpu BbIOOpPE MeTOAa MPOTPY3KU «OTCYTCTBYET» HEOOXOJUMO BBIIIOJHUTH KOMaHAY
vpnconfig -set lsp system none, Torma B ciiydae OLIMOKU IPU MPOrpy3Ke

MOJIH30BaTEILCKON MTOJIMTUKH, OyAeT nmporpyxarbcss DDP.

& Jns HACTpOWKM MapameTpPOB IOJIUTUKUA U €€ aKTUBALMM MOYXHO BOCIOJIB30BATHCS OJHOM

KomaHgoi vpnconfig -activate 1sp system [file <path>] wumm
vpnconfig -activate 1lsp system [pmp <cert id>] wmm vpnconfig -
activate lsp system [pmp <key id>].

5.3.5.2.2. NMonuTuka nonb3oBaTens
HOJII/ITI/IKa, HCHOHLSyeMaﬂ I10CJIC BXO4a ITOJIb30BATCIIA B OC HOJII/ITI/IKa I1I0JIb30BaTCJI A MOKET

OBITH MOJTy4deHa u3 (aiiyia Wi ¢ cepBepa MOJIUTHK.

I[J'ISI H3MCHCHUA I1apaMCTPOB MOJIb30BATEILCKON MOIUTUKH H606XOI[I/IMO BOCIIOJIB30BAaTbhCA

yrtunuton vpnconfig.
J151s HacTpONKU noaumuKku noivzoeamessi HEOOXOAUMO:

— Ilpu BBIOOpe MeTona mporpy3ku u3 (aiina HEOOXOAWMO BBINOJIHUTH KOMaHAY
vpnconfig -set 1lsp user file <path>, roe: path — myts k daiiny

KOH(UTypaluH.

— Ilpu BBIOOpEe MeTOAa TPOTPY3KH C cepBepa HEOOXOAUMO BBHIMOJHUTH KOMaHIY
vpnconfig -set 1sp wuser pmp any|<cert id> <id type>
<server ip> [<log level>]. Vkasare cert id, mma mpocMmorpa id
ceptuduKaTa MOXKHO BOCIOJB30BaThCS KoMaHIoW vpnconfig -list cert
personal, 100 yKa3aTh 3HAYCHHE any TNPH HCHOJB30BAHUU JISI COCAMHEHUS
11000r0 3aperuCTPUPOBAHHOIO JIOKAJILHOTO cepTuduKaTa. YKasarh <id type> Tun
uaeHTuUKaTopa AN MPOTPY3KHU MOJUTHUKH, KOTOPBIA JOMKEH OBITh COTJIACOBaH C
IIVII. Vkasate <server ip> azapec cepBepa nporpysku, nociue perucrpanuu JIIb
3ACTABA-Knuenm Oynet oOpamarbcs K 3aJaHHOMY HCTOYHHMKY BCSIKANM pa3, KOTIa
TIOJIUTHKA aKTHUBUPYETCA. YKa3aTh YPOBEHBb JIOTUPOBAHUA COOBITHA <log level>.

VYka3zaTb BpeMEHHOM MTPOMEKYTOK MEX]Ty 0OpalleHUsIMU K cepBepy <t imeout>.
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& JIisi HaCTpPOMKM IapamMeTpoOB IOJIUTHUKA M €€ aKTUBALMKM MOKHO BOCIIOJIB30BaTbCA OJHOM
komaHJoi vpnconfig -activate lsp user [file <path>] wmm vpnconfig
—activate lsp user [pmp any|<cert id>].

5.3.5.2.3. MNMonutuka apanBepa No ymosi4aHuro
B 3A4ACTABA-Knuenm wmeercs TpocTas TMOJUTUKA 0O0paboTku Tpaduka, KoTopas
UCHOJB3YIOTCS TPU OTCYTCTBUU (M HenocTynHocTH) paboueit JIIIb. Oto «I[lomuTHka apaiiBepa mo

YMOIIYaHHUIO».

«[TonmuTrka npaiiBepa mo ymomdanuto» (Default Driver Policy, DDP) Bctynaer B cuiay npu
3anycke OC - 1o momeHTa 3arpy3ku paboued JIIIb, B ciayuae eciu mnpousonuia omwuOKa Npu

MPOrpy3Ke MOJUTHKH WK OCTaHOBIICH cepBrc Vpndmn.

I[J'ISI HU3MCHCHHUA I1apaMCTpPOB «ITonuTuka ﬂpaﬁBepa no yYMOJYaHUIO» H606XOI[I/IMO

BBIIIOJIHUATBE KOMaHAy vpnconfig -set lsp ddp drop|pass.

Jlns HacCTpOWKH MapamMeTpoB IOJUTUKHM W €€ aKTHUBAIIMM MOXXHO BOCIOJIb30BAThCS OJHOMN
KoMaHA0i vpnconfig -activate ddp [drop|pass].

U3 coobpaxenuii 6e30macHOCTH peKoMeHayeTcsl ycraHaBnuBaTh «llomuTuka npaiiBepa mo
yMor4anuio» B 3HaueHue «COpackiBath Bce, kpome DHCPy» (drop). Cnenyer yuecth, YTO B 3TOM
cilydae ceTh He OyaeT NIOCTymHa /10 MOMeHTa aktuBanuu padoueit JIIIb (uckirodenune cocraBiisieT

ToabKo Tpaduk DHCP, HeoOxouMmblil 17151 Ha3HaUYeHus: KoMmrbtotepy |P-anpeca).

& Ecin na xommnbtotepe ¢ 34CTABA-Knuenm HacTpoeHa yJaleHHas ayTeHTU(UKaLUs INpU

BXOJIe IMOJb30BATENsl B CHUCTEMY (HampuMmep, ayTeHTU(UKAIUs MOCPEICTBOM JIOMEH-
KOHTpOJIIepa), TO Uil €€ paBuiIbHOM paboThl «[lonmuTHka apaiiBepa Mo yMOITUYaHUIO» JTOHKHA
ObITh: «IIpomyckarb Bcey.

5.3.5.2.4. U3meHeHna cepTtucpukata /Preshared key pna coeauHeHus C
cepBepom

Jns u3aMeHeHus: cepTuduUKara, ¢ MOMOIIbIO KOTOPOro OyaeT yCTaHaBIMBATHCSA COCIUHEHHE C
CEpPBEPOM IMOJUTHUKHU, HYKHO BBIOJHUTH KOMaHAy vpnconfig -set 1lsp system|user
cert anyl<cert id>, rme: <cert id> - uneHtndpuxarop ceprudukara. Jas mpocMoTpa
<cert id> MOKHO BOCHONIB30BaThcs KoMaHaol vpnconfig -list cert personal, nubo
yKa3aTh 3HAYEHUWE any TMpPU KCTIOJb30BAaHUU [JISI COEAUHEHHUS JIFOOOTO 3aperucTpPUpPOBAHHOTO

JIOKAJIBHOT'O CCpTI/I(I)I/IKaTa.

s usmenenus Preshared key, ¢ moMorpio KoToporo Oy/1eT yCTaHaBIUBATHCS COSAUHEHUE C
CEpPBEpPOM TMOJUTUKH, HYXKHO BBINOJHUTH KOMaHAy vpnconfig -set 1lsp system key

any|<key id>, rme: <key id> - mpentudukarop preshared key. [us mpocmotpa <key id>
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MOJKHO BOCIIOJIb30BaThCs KOMaHIOW vpnconfig -1list cert preshared, nubo ykasarb

3HAYCHUE any IIPHU UCIIOJb30BAHUMN JJIs1 COCANMHCHUA JIF000Tr0 3apCTUCTPUPOBAHHOI'O KIKOYa.

5.3.5.2.5. YpoBeHb peructpaumm cobbiTun

Hns norupoBanusi cooOmieHuit npu nepeaade JIIIb ¢ cepBepa monuTHKH HEOOXOIUMO
YCTAHOBUTh YPOBEHb JIOTUPOBAHUsA, JUIsl 3TOrO HYKHO BBIIIOJIHUTH KOMaHAy vpnconfig -set
lsp system|user loglevel <log level>, rge: <log level> - ypOBEHb JIOTUPOBAHUSA

coobuienuit mpu nepenaue JIIb ¢ cepBepa noauTUKH.

Jlis mpocMoTpa BO3MOXHBIX YPOBHEH Jiora BBINOJIHUTH KoMaHay vpnconfig -set lsp

loglevel.

5.3.5.2.6. IKE ngeHtudukatop

Yro6sl HacTpouts nonyuenue JIIIb ¢ Cepsepa [lonutuku Heo6xomumo ykazath IKE id, mis
3TOT0 HYKHO BBIIOJHUTH KOMaHAy vpnconfig -set 1sp system|user idtype
<id type>. [lnd u3MEHEHHUs 3HAUEHUs UACHTHU(UKATOPA  HYKHO BBIIOJHUTH KOMaHAY

vpnconfig -set lsp system idvalue <id value>.

5.3.5.2.7. CepBepbl NONUTUK

Uro6s1 HacTpouts noiydenue JIIIb ¢ Cepsepa [lomutuku HeoOxoaumo ykasaTth IP-agpec(a)
cepBepa, ¢ KOTOporo Oy/eT MoJydeHa MOJUTHKA IS 3TOT0 HYXKHO BBITIOJIHUTH KOMaHay vpnconfig

-set lsp system|user server <server ip>.

[Tocne perucrpaunu JIIIb 34CTABA-Knuenm Oyner obpamaThest K 3aJaHHOMY HCTOYHHKY

BCSIKUM pas, Korjga rnmoJinTuKa akTUBUPYCTCA.

5.3.5.3. YpaneHue JIMNB
Hns ynanenus JIIIb neo6xonumMo y3HaTh ee <id>, KOTOPBIA COACPIKUTCS B BBIBOJIE KOMAH IbI

vpnconfig -1list 1sp. Ilocne sToro HeoOXOAMMO BBIMOJHUTH KOMaHAy vpnconfig -

remove lsp <id>.

5.3.5.4. AxktnBauus JIMNB

s axtuarnuu JIIIb (T.e. ans 3arpy3ku B ApaiiBep Aeewma) HEOOXOAUMO y3HATh €€ TIMII,
KOTOpBIM colepkuTCs B BhIBOJE KoMaHIbl vpnconfig —-list 1sp. Ilocne aToro HeoOXoaumo
BBIIIOJHUTh KOMaHAy vpnconfig -activate 1sp system]|user. JIIIb 3arpy3urca B

npaiiBep Aeenma v npaBuia, onpenenénnele B JIIIb, BCcTynaT B aelicTue.

5.3.5.5. MpocmoTp JIMNB
C momomrpto yruuTel Vpnconfig moxkHo mpousBectu npocmotp Tekyiueit JIIb, mis sToro

HEO0OXOMMO BBIMTOJIHUTE KOMaHay vpnconfig -view lsp current.
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5.3.6. Peructpaumus cobbiTi
KondurypupoBanue peructpanuu COOBITUNA TPOUCXOIUT C MOMOIIBI0 KOMaHabl vpnconfig

-set 1log, mapaMeTpsl KOMaHIbI IpeAcTaBacHbl ynciamu ot 0 1o 15 (cm. Tabnuna 36).

Tabmuma 36 — [TapameTpsl komannel vpnconfig —-set log

YucaoBou
Onucanue Pacuu¢poska
napaMerp
0 Log Level YpOBEHb perucTpayu CoOBITHI
1 Log Level kernel VY poBEeHb perucTpaiiy COOBITUI YPOBHS sIIpa
2 File log BximtoueHre WM OTKIIOYEHHE IIapaMerpa  3aIlucCH
CHCTEMHBIX COOBITUH B (aii
3 Max Log Size VYcraHOBKa MakKCHMajbHOTO pa3mepa (aitma 3amucu
CUCTEMHBIX COOBITHIT
4 Backup Depth YcTaHOBKA KOJUYECTBA CO37aBaCMbIX DPE3CPBHBIX KOIHIA
(haiina 3anucH CUCTEMHBIX COOBITUI
5 Syslog BritoueHne wWiIM  OTKIIIOYEHHE Iapamerpa  3aIlucH
CHCTEMHBIX coOBITHIA Ha SYSl0g-cepBep
6 Destination 3amanue ajapeca yaaineHHoro Syslog-cepsepa
7 Protocol ITpoTokot
8 Put msg len when use tcp | BeiBoauTh cooOIIIeHIE IPU UCIIOJIB30BAHUH MTPOTOKOJIA tCP
9 Encoding from BriOop anroputMa KOAMPOBKH U OTKPBITHS JKypHAaja
JIOTUPOBAHUS COOBITUI
10 Encoding to BriGop anroputmMa KOIWpPOBaHUS COOOIIEHUH 3alUCH
CUCTEMHBIX COOBITHIA
11 Facility Hacroiika ypoBHst mpoTtokosupoBanus Syslog
12 Language YcTaHOBKa sI3bIKa JIOTHPOBAHHUS
13 Broadcast messages to | IllupokoBemiarenbHble  COOOIIECHHS ~ TePMUHAIAM  OT
terminals from vpndmn | ciyx661 34 CTABA-Knuenm
14 Verbose mode for | YcraHoBUTh OTNIaIOYHBIA YPOBEHb PETUCTPALUHN COOBITHIA
application level ISl YPOBHSI TIPUJIOKCHHUS
15 Verbose mode for kernel | YcTaHoBUTh OTNIaIOUHBII YPOBEHb PErHCTPALUU COOBITHIA
level ISl YpOBHS ApaiiBepa

Peructpanus coOpiTuii mo3BoJIseT BaMm cOXpaHATH XPOHOJOTHIO CHCTEMHBIX COOBITHM,
npoucxonamux B 34ACTABA-Knuenm. YpOBeHb PErMCTPALUU COOBITHI MOXXET OBITh YCTaHOBJIEH
koMaHaoi vpnconfig -set log 0 (Log Level) <0 (Disabled), 1 (Events), 2
(Details), 4 (Verbose)>. YcraHoBuTh 3HaueHue napametpa «Disabled», ecau Ber BooO1ie

HC XOTUTC PpCTUCTPUPOBATH COOBITHSI.

I[OCTYHHBI CICAYIOMIUC 3HAUCHHUA IJid YPOBHA PErucTpanmuun COOBITHIH (B ImopsaKe OT

HaMMEHBIIETO KOJN4ecTBa HHPOpMaIlMU K HauOoIbIIeMy):

— Jlor Beiximtouen (Disabled) - CoObiTHs HE OyayT perucTpupoBarhes;
—CooOprtust (Event) - Byzmer peructpupoBaThCsi MUHHMAIBHOE KOJIMYECTBO MH(OpMALIUH

00 omeparusx, a TakKe Bce COOO0IIEeHns 00 ommnoKax;
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— Jeranbupiii (Details) - Byner perucrpupoBarbes nonHas uH(opMmanus 00 onepanusx
(nJ1s1 MOMCKA HEUCTIPABHOCTEM );
—Ormmagounsiii  (Verbose) - Bce coObituss OyayT 3aperucTpupoBaHbl;  YPOBEHb

HCIIOJIB3YCTCA, B OCHOBHOM, IJId OTJIaJKH.

[lpu ycranoBke ypoBHsi peructpamuu «Otnamounsiity (Verbose) renepupyercs orpomnoe
KosnuyecTtBo coobuieHuil. K npumepy, uHpopmanus 00 yCTaHOBJIEHHUH OJHOTO 3alUILEHHOIO
coequHeHHs (SA) MOXKET 3aHUMAaTh B )KypHaNe cooOmenuid 6onee 20 crpanun. Mcmonb3yiTe
3TOT YPOBEHb C OCTOPOKHOCTBIO.

\il) [TapameTpsl ypoBHS peructpauuu MOryT Takxke ykaswiBaThesi B JIIIb, co3pannoit 34CTABA-

Vnpasnenue nns 34ACTABA-Knuenwm. B stom cnydae ycranoBku u3 JIIIb Oyayr umerh
MPEUMYIIECTBO TIEpe]l JIOKAIbHBIMU YCTaHOBKaMU. BBl MOXET€ MMOCMOTPETh TEKYIIUH
pealIbHbII YpOBEHb pErucTpalyy COOBITHIA, BBIMONHUB KoMaHay vpnconfig -list log,
B BBIBOJIE 3TOHl KOMaHIbl OYyAET colep:KaThbCs BCS HHQPOpPMAIMS O HACTPOWKAX CHCTEMBI
peructpanuu coosituii 34 CTABA-Knuenm.

Hacrtpoiiku cuctembl jorupoBaHusi (Ha3BaHME apXUBHBIX (AMIOB JioTa, MX KOJIHYECTBO,
MaKCHMaJIbHBII pa3mep Jior-(aiina, HacTpoiiku Syslog) xpansrces B cekuuun LOG MODULE ID caiina

localsettings.xml, koTopslii pacmonaraeTcsi B OJHOM U3 OCHOBHBIX qupektopuit 34ACTABA-Knuenm.

5.3.6.1. dann
peructpauum coobIiTUN

Jis BKITIOYCHHSI WJIM OTKJIIOYCHHS TlapaMeTpa 3alliCh CUCTEMHBIX COOBITHH B  (aiin
HE0OXOIUMO  BBIOJIHUTH KOMaHAy vpnconfig -set log w2 <value>, rIe:

<value>1/0/on/off/true/false/Enabled/ Disabled.

3anMcH O PETUCTPUPYEMBIX CHCTEMHBIX COOBITMSAX XpaHsATca B (aiile bin log.txt B

nupekrtopun /var/vpnagent/log/.

@aiin peructpanmu coobituii (bin log.txt) MOXKET CTaTh YpPE3BBIYAHO OOJIBIINM H B
UTOTE COJEp’KaTh YCTapeBIIYIO, HEHYXHYIO HH(popManuioo. YToObl YCTaHOBUTH MaKCHUMaJbHBIN
pa3mep aiina HeoOXOJMMO BBINOIHUTH KOMaHAy vpnconfig -set log “3”. Korma pazmep
¢ailna mpeBbICUT 33JaHHOE 3HAueHHWe, TeKymui Qaiin Oyaer mepernMeHoBaH B (ailn ¢ apyrum

MMEHEM, T10cJIe Yero OyeT HayaT HOBBIN (aii.

Jlns 3a1aHus KOJTMYECTBA CO3aBaeMbIX PE3EPBHBIX KOMUN HEOOXOIMMO BBIOJIHUTH KOMaHIY

vpnconfig -set log “4” <value>.

Jl1s ycTaHOBKM sI3bIKa JIOTHPOBAHUS HEOOXOIMMO BBINOJHUTH KOMaHAy vpnconfig -set

log “12” <value>. Bo3moxwusie 3HaueHus: 0 — Aaramiickuii, 1 — Pycckuii.



131
MKEI0.00435-01 32 01

Jns BbIOOpa anropuTMa KOIWPOBKH JUISI OTKPBITHUS JKypHaja JIOTUPOBAHUS COOBITHH
HE0OXO0IMMO BBITIOMHUTH KOMaHAy vpnconfig -set log “9” <value>, rme: <value> -

AJITOPUTM KOJUPOBKU cooOIieHnii, Bo3MoskHbie 3HaueHus: KOI-8R, DOS-866, Win-1251, UTF-8.

\:'E) CaMm >KypHaJl MOXXET IPOCMATpPHUBAaThCSA C TOMompl0 yruiaut cat, vi, tail. s storo

HE00X0IUMO BOCIIOJIb30BaThCsI KOMaHI01 tail =i

/var/vpnagent/log/bin log.txt | grep --line-buffered <value>.

Torma Ha sKpaH OyAyT BBIBOJUTHCS TOJBKO TE€ COOOIIEHHS CHCTEMHOW PETHUCTPAIIWH,
KOTOPBIC COJIEpIKAT CTPOKY-mapameTp <value>.

\il) Hexoropsie mapamerpbl ypoBHEN peructpauuu xpassrcs takxke B JIIIb, cozmanHon mis
3ACTABA-Knueum

5.3.6.2. MapameTpbl
XypHana Syslog

3ACTABA-Knuenm 1mo3BOJNIIET HACTPOUTH PETUCTPALUIO COOBITUN C MOMOIIBIO CHCTEMHOTO
cpencta jorupoBanus — Syslog. ITpu stom Syslog-cepBep MOXeT HAXOUTHCS KaK Ha JIOKAILHOM, TaK

Y Ha yJaJI€HHOM KOMIIBIOTEpE.

J11s BKITIOYCHHUST MJTH OTKJIFOUCHHS TlapamMeTpa 3alrcy CUCTEMHBIX coObITHIT Ha Syslog-cepsep
HEOOXOIMMO  BBINIOJIHUTH koMaHay vpnconfig -set log w5 <value>, rIe:

<value>1/0/on/off/true/false/Enabled/ Disabled.

Hns BbIOOpa anropuTMa KOIUPOBAHHUS COOOIIEHUN HEOOXOIUMO BBITIOJHUTH KOMaHIY
vpnconfig -set log “10” <value>, rme: <value> -  QITOPUTM KOAUPOBKHU

cooOwennit, Bo3moxkusie 3Hauennss KOI-8R, DOS-866, Win-1251, UTF-8.

Jns 3amaHus  azgpeca ynaneHHOro Syslog-cepBepa HEOOXOIMMO BBITOJHUTH KOMaHy

vpnconfig -set log “6” <value>,<value> - aapec yaanéunoro Syslog-cepsepa.

Jlns HAacTOWKM YpPOBHS MPOTOKOJMMpOBaHHsS SySlOJ HE0O0XOIUMO BBIMOJIHUTH KOMAHIY

vpnconfig -set log “11” <value>,<value> - onaHO u33HadeHui ot 0 mo 7.

5.3.6.3. YpanéHHas
perncrtpauus coobiTuUn

Jiss HacTpoWKM yHaln€HHOM perucTpanu coObITHMH HEOOXOAMMO OTPEIAKTHPOBATH (hailn

/etc/syslog.conf, 106aBUB CTPOKY BHA:
<facility>.<level> (@<syslog-server-addr>,
rae: <facility> - oxano u3 3uauenwuii localO..local7, 3amannoe B Hactpoiikax 34 CTABA-Kiuenm;

<syslog-server-addr> — aapec yaan€uaoro Syslog-cepsepa;
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<level> - ypoBeHb mportokosuposanus (info, error, u T.1.). s moxpoOHON WHpOPMAIUH IO

YPOBHIO IPOTOKOJIUPOBAHUS 00paTUTECh K JOKyMeHTaluu o Syslog.

[Mpumep 3amucu B Syslog.conf mms orceiiku Ha ynanéHubii SYslog-cepBep cooOieHuit 00

ommbOkax: localO.err ©@192.168.0.3

5.3.7. Mpotokon IKE

C nomotpo YTHAXTEL VPNCONTig MOXHO BBIMIOIHUTH HACTPOHKY s mpoTtokona IKE\. Bee

MapaMeTpbl JJIsl IPOTOKOJIAa U3MEHSAIOTCSA U MPOCMATPUBAIOTCS OJIMHAKOBO:
1) Jlns mpocMoOTpa HACTPOEK MPOTOKOJIA HAJ0 BBIIOIHHMTH KOMaHAy vpnconfig —-list
ike.
2) s W3MCHEHHUsI HACTPOCK MPOTOKOJA HAJO BBIMOJHUTH KOMaHIy vpnconfig -set

ike <id-parameter> <value>.

3) HJ’IH YCTAHOBKHU IIapaM€Tpa B 3HAYCHHC II0 YMOJIYAaHUIO HCO6XO,Z[I/IMO BBIIIOJIHUTH

koMagay vpnconfig —-reset <ike> <id-parameter>.
5.3.7.1. MapameTtpbl npoTtokona IKE

[Tporoxon |IKE sBnsercs mnpoTokonoMm ympaBienus kimouamu. IKE moareepxknaer
noJUIMHHOCTh |IPSec-napTHEpoB u opranusyer BropuuHble IPsec-coenunenus. Ilapamerpsr IKE

npuBeacHbI B TabmuIe (cm. Tabnuma 37).

Tabnuua 37 — [TapameTps! npotokona IKE

Homep
napamerpa IHapamerp Pacmu¢pposka
0 IKEv1 Vrpasnenue pexxumom padotsl IKEV1 (mo ymonuanuto -
Respond and Initiate)
1 IKEv2 Yrpasnenue pexxumom padotsl IKEV2 (o ymonuanuto -
Respond and Initiate)
2 IKE nopr Howmep nopra aist IKE-coeannenust (1-65535, o ymonuanuio
500)
NAT-T nopt [Topt nnst pabots! anroputma NAT-Traversal. Tpaduk IKE
OyZeT mepeKIIoueH Ha 3TOT MOPT, KOTia MPH YCTaHOBICHUH
3 COCIMHEHUST MY MTApTHEPaMU OOHAPYKUBACTCS IPUCYTCTBUE
NAT-ycTpoticTB. 3HaueHue o ymonmyanuto: (1-65535, mo
ymomadanuio 4500)
4 Bpewms 3aBepiieHust  [MakcuManabHOE BpeMsl ISl CO3/1aHuUs 3AIUIIEHHOTO COSAMHEHUS
oOMeHa (cek) (SA). (5-600, mo ymomuanuto 60)
5 Shortened time to 'YkopoueHHOe BpeMs 171 3aBeplieHus: oomena (3-60, mo
complete exchange YMOJTYAHUIO 5)
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Homep IHapamerp Pacuugposka
napamerpa

(ykopoueHHOE BpeMst

3aBepicHus) (Cek)

MakcumanbHOe MakcumanbHoe kosnuectBo creiitoB IKE B nponecce cozganus

KOJTMYECTBO SA, B KOTOpBIX HET oaTBepxkaeHus IP-anpeca nmaptaepa (0-256,

HEOTBEYEHHBIX 10 YMOJTYaHHIO 64)

COCTOSHHUI Ecnu koJinuecTBO 3apoCcTOB OT HEMOATBEPKIeHHBIX [P ampecoB
[IPEBBIIIAET STOT MApaMeTp, TO JaTbHEHIIINE IeUCTBUS 3aBUCST
ot Bepcun npotokoiia IKE. Jns IKEv]1 nro6oit HOBBIH 3ampoc
urnopupyercs. st IKEv2 mr060it HOBBIN 3a1IpoC Takxke
WTHOPHUPYETCS, HO MIPH 3TOM 3aIlyCKaeTcs mpoueaypa

6 noarBepxkaeHus [P agpeca. Dta nponeaypa 3akirovaercs B
OTIpaBke WHUIIMATOPY creranbHoro 3Hauenus - COOKIE,
KOTOPOE TOT JIOJDKEH BEepHYTh. CTEUT MIPU 3TOM HE CO3aeTCsl.
Ecnu 3anpoc nmoceutancs ¢ HecymectBytomiero [P agpeca, o
COOKIE ne OynmeTr moiaydeHo TeM, KTO MOChUTAN 3ampoc |,
COOTBETCTBEHHO, He OyneT Bo3BpaieHo. Eciu e aapec Obu1
[peabHBIN, TO UHUIIMATOP MOBTOPHO MOCHUIAET 3alIPOC, BKIIOYAs
B Hero COOKIE. Takue 3anpockl CUUTaIOTCS] OTBETYUKOM
MOITBEPKICHHBIMHA U MUHYIOT ITPOBEPKY HA MPEBBIIICHUE
OTHCHIBAEMOTO MapameTpa
Wuurmrarop, oOMeHOB [MakcHMaibHOE KOJIMUYECTBO MapauieabHbix 00MeHoB (1-16, mo
He Oonee YMOJTYAHUIO 4), KOTOPBIC MOTYT ObITh HHUIIUUPOBAHBI IAHHBIM
7 xocToM B paMkax ojgHoi IKE SA. Ecnu cucrema noceuiaet
0oJIBIIIe 3aITPOCOB, TO OHU OYAYT OKUIATH 3aBEPIICHUS KAKOTO-
100 M3 aKTUBHBIX 0OMEHO

OTtBeT, 0OMEHOB HE  [MakcuMabHOE KOJIMYECTBO MapauieTbHbIX 0OMEHOB, KOTOpPhIE

Oosee TaHHBINA XOCT TOTOB MPUHUMAMAaTh B KAUECTBE OTBETUHKA B
pamkax ogHoi IKE SA (1-16, mo ymomuanuio 4). s IKEv2

8 HTOT K€ MapaMeTp (HO 33aHHBINA y HapTHepa) OyAeT onpeneniTh
MaKCUMaJIbHOE KOJIMYECTBO MapaljIeIbHBIX 0OMEHOB, KOTOPHIE
MOTYT OBITh HMHUITUUPOBAHBI JAHHBIM XOCTOM B paMKax OJHOU
IKE SA.

9 [Tonutuka BeIOOpA [TonuTuka BeIOOpa cepBepoB (MO0 yMOTUAHUIO — TTY SErvers

CepBEepOB sequencially)

10 [Tonutuka paboTs [TonuTuka BeIOOpa MeTo1a paboThl uepe3 NAT (o ymonyanuio -
uepe3 NAT Cranmapr)

O6paboTka KonmuaecTBo mepeHanpasieHuii B mpomecce co3nanus IKE SA

11 nepenanpanienuii B |(IKEV2) (o ymomuanuto — At most 16 redirects)

MpOLIECCE CO3/IaHuUS

SA

KommuecTBo UacToTa oTIpaBKH HE3AIIMIIEHHBIX COOOIIEHH 00 omunoKax (mo

1p  [HE3AUMIIEHHBIX ymouanuro — Limit rate to 10 per second)

CO00IIIeHnIT 00

OIMOKax

13 |IKE v1 ¢parmenranus |Brimouenue/oTkmodenne pexnma gparmenrarmu (IKEv1) (o
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Homep IHapamerp Pacuugposka
napamerpa
YMOJTYAHUIO BKITFOUECH)
14 IKE v2 dbparmenTarus |Yupasnenue pexxumom ¢parmentannu (IKEv2) (o ymomuanuto
— Auto)
15 IKEv2 SA lifetime Pangomusarus Bpemenu sxu3nu IKE SA (IKEV2) (no
YMOJTYAaHUIO BKJIIOUYEHA)
QCD Secret Kirou st BeIpaboTku Tokena s meroma Quick Crash
Detection (o ymoJYaHHIO T€HEPHUPYETCS ABTOMATHUECKH HIIH
MOYKET OBITh OTKJIFOUEH).
Ha Bcex y3max KiacTepa 3HadeHHE KIIIO4Ya [OJDKHO OBbITh
16 OJIMHAKOBOE, CICHEPHPOBAHHOE HA OJHOM Y3Jie 3HAuCHHE
HE00X0IUMO MIPUMEHHTD ISl BCEX Y3JIOB KilacTepa.
lns  BBIKIIOYEHHMS] HEOOXOOUMO yKa3aTh 3HAUCHHE «HE
MCTI0JIB30BaThy. OTKIIIOYEHUE MTapaMeTpa HEe PEKOMEHAYETCs, HO
BO3MOXXHO B TECTOBBIX W OTJQJOYHBIX MEISIX WJIA B clydae
po0JeM CO CTOPOHHUMH areHTaMH.
NAT Keep alive uTtepBan B cekynaax s ornpasku UDP nakera niis
17  jmHTepBan (cex) noaepxanus tpanciaiuu Ha NAT yerpoiictse (1-60, mo
ymomdanuio 20)
18 3anac Tpaduka [Psec [3amac tpaduka [Psec, mo qocTuKeHHH KOTOPOTO 3ayCKaeTCs
(KB) rporecc ooHoBneHus kmodei (0-16384, mo ymomuanuto 2048)
19 3arac BpeMeHH KU3HU [3anac BpeMeHu xu3Hu [Psec
IPsec (cexk)
20 3anepxka yaaneHus — [3ajepikka 1o ynanenus [Psec
IPsec SA (cek)
Ikecfg [Tpu crapte cucremsr B LINUX HYXHO BBI3BIBATh KOMaHITY:
ABTOMAaTHYCCKasA ip rule add from all lookup <table id>
MapIIpyTH3aIHs riie <table id> - HOMep TaGIHIIBI, KOTOPBIH 3a/1aH B JIOKATbHbIX
HacTpoiikax arenra (RRI table id)
21 MHAYe T€ MapUIPyThl, KOTOPbIE IPONUCHIBAIOTCS B TAOJINILY C
HOMepoM <table id>, cuctema He BUIUT
npumep komanzst: ip rule add from all lookup 111
IUTs yaJieHusl IpaBriia HY’)KHO BBI3BaTh KOMaH/IY:
ip rule del table <table id>
Kondurypuposanue [[Ipu ycranoBnennuu |IPSec rynnens Ha unrepdiiece, uepes
DNS cepBepoB uepe3  [KOTOPHIH MOCTPOEH TyHHENb, ipornckiBaeTcsi DNS cepsep,
29 IKE_CFG 3aJJaHHBIN B MOJUTHKE, TIpU 3TOM B ouepean Ha DNS Resolve
HTOT cepBep sBisieTcs mepBbM. [Ipu nmpekpamiennu IPSec
coeauHenus, 3anmuck o DNS cepsepe ynansercsa. Ecnu B
nonmtuke DNS-cepBep He 3amaH, To Tabmua DNS He MeHseTcst
1 ) Hexoropeie mononnurensubie napamerpbl nporokona IKE xpansrcs B JIIIb, cosnaaemoit

st 34ACTABA-Knuenm B 3ACTABA-Ynpasnenue.
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5.3.7.1.1. Nonutuka BbiGOpa meToaa paboTbl Yepe3 NAT

VYnpasnenue noiauTHKoi Beidopa meroaa padotsl yepe3 NAT ocyiiecTBisieTcs: U3 JT0KaIbHbIX

Hactpoek 34CTABA-Knuenm. B 3aBUCHMOCTH OT BHIOPAHHOTO YHCIIOBOTO 3HauUCHHs mapamerpa ¢ id =

ike_nat_t_policy momutrka MokeT ObITh crieayrorieii (cm. Tabnuma 38).

Tabnunua 38 — BapuanTtbl monuTHKHE BEIOOpa MeTo1a paboThl uepe3 NAT

YuciaoBoe
3HaYeHHue

IMoauTHka

0 (3anpeTuTs)

Azenm uHe npeiaraet (Oyay4u HHUIIMATOPOM) M HE BOCIIpUHUMAET (Oymyun
pPECIIOHAEHTOM) HM 0AUH U3 MeTo10B UDP-unkancynsanuu. To ects,
WHKANCyasuu He Oynet naxe npu Hamuaun NAT mexny Aeenmamu.

1 (Cranpnapr)

OTOT peXUM YCTaHABJIMBAETCS 110 YMOJIYAHHUIO 110CIIE€ YCTAHOBKU A2enma.
Bynyuun ununmaTtopom, npearatorces Bce Bapuantsl UDP-unkancynsauuuy,
KpoMe merona Huttunen, 6yaydn pecrioHICHTOM MPHOPUTETHBIM CUUTACTCS
Metoa CtangapT.

2 (Bce meTopp)

Hcnonb3oBatk Bce MeTOAbL. by iydun HHUIIMATOPOM, ITpEAIIararoTcs BCe
BapuaHTbl UDP-unkancymnsnum, Oyyun pecrioHA€HTOM PUOPUTETHBIM
cuuraercs merog CtaHnapr.

3 (Huttunen)

OrtoT Meroa aenaer Bapuant Huttunen Gonee npuoputeTHsIM. bBynyun
WHUIIUATOPOM, A2eHm TIpeasaraeT ToiabKo ero. byayun pecnonaepoM MeTos
Huttunen cuuraetcst 601€e TPUOPUTETHBIM (HO HE €AMHCTBEHHO BO3MOKHBIM).

4 (ABTOBBIOOD)

Pexxum xapakTepusyercs TeM, 4To, Oyaydn nHunuaropom, B Main Mode Aeenm
MBITaeTCs caM BbIOpaTh noaxoasaumii meron UDP-unkancynsuuu.

129 (Cranpapr
(ITpunyauTensHO))

CraHgapTHBIN peXUM ¢ IPUHYAUTEIbHON HHKancysuuei. [lonHocTeio
aHasiornueH pexumy CTaHaapr, 3a TEM UCKJIFOUEHUEM, YTO HHKAICYIIALINS
WCIIOJIB3YETCs BCET/1a, He3aBUCUMO OT Hanmnuus win otcyrcTBust NAT-a Mexay
napTHEPaMH.

130 (Bce meTost
(ITpunynuTenbHO))

Pexxum Bee meTonb! ¢ npuRyauTenbHOM HHKancysnuei. [lomHocTsio
AQHAJIOTUYEH peKUMY Bce MeTopl, 3a TEM HCKITFOYEHUEM, YTO UHKATICYIIALUS
UCTOJIb3YeTCsl BCET1a, HE3aBUCUMO OT Hanuus win otcytcTBust NAT-a Mexny
IapTHEPAMH.

131 (Huttunen
(ITpunynuTenbHO))

Pexxum Huttunen ¢ npunyaurensHoN HHKancymsnuen. 110JHOCTEIO aHaTornyeH
pexumy Huttunen, 3a TeM UCKIIOUEHHEM, YTO MHKAICYJISLNS UCIIOIB3YETCS
BCErJa, HE3aBUCUMO OT Hajauuus uiu otcytctBus NAT-a Mexxay napTHepamu

132 (ABTOBBIOOD
(ITpunynuTenbHO))

ABTOOHpeI[eJ'IeHI/IC C HpHHy,HHTeHBHOﬁ HHKaHCYHHHHCﬁ. PexxuM moIHOCTEIO
AHAJIOTUYCH PCIKUMY ABTOBI)I60p, 3a TEM UCKIIIOYCHUEM, YTO MHKAIICYJIAIINUA
HCIOJIB3YCTCA BCCT1d, HE3aBUCUMO OT HAJIMYUA UIIU OTCYTCTBUS NAT-a MCKOY
napTHEpaMu.

VYcnoBHbIe 0003HaYeHUS 111 MeTOoA0B HHKarcyssiuu IPsec 8 UDP:

OLD - cormacuo nokymenry draft-huttunen-ipsec-esp-in-udp;

STD - cornacHo nokymeHTy rfc3947.
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5.3.7.1.2. OnucaHme pexmnmoB obpabotkm CRL
B nokansHbIx HacTpoiikax B rpynne napamerpoB IKE naxonurcs napamerp CRL PROCESSING,

KOTOPBIN CIYXKHUT IS yIIpaBiaeHus pexxumamu oopadorkn CRL.

JI1st mpocMOTpa 3Ha4€HMsI 3TOTO IapaMeTpa ¢ IIOMOLIbI0 YTHIIMTHI KOMaHIHOM CTPOKH HY>KHO 3aIlyCTHUTh:

vpnconfig - ike.

,HJ'IS[ HN3MCHCHUA 3HAYCHUS 3TOI'0 IapaMeTpa ¢ IOMOIIBIO YTUIIUTHI KOMaHHHOﬁ CTPOKH HYKXHO 3aIlyCTHUTh:

vpnconfig —s ike crl_processing <id-parameter>. B 3aBucuMoctu oT BeIOpaHHOrO 3HaueHus id-parameter,

obpaborka CRL Oyner B pexxumax:

YucaoBoe 3HAUEHHE

Pe:xum padotsl 00padorku CRL

0 (CRL_DISABLE)

O6padotka CRL Beikirouena. CRL He uiercs U He mpoBepsETCs] HUA
JUIsl Kakoro ceprudukara

1 (CRL_ENABLE)

O6pabotka CRL Bxmrouena, mpu atom, eciiu CRL He Oyner goctyrmeH,
cepruduraT OyIeT CUUTATHCS OTO3BAHHBIM.

Ecmu B ceprudukare ner moss CDP(CRL Distribution Points), o CRL
JUISL HETO HE WMIIETCS ¥ HE IPOBEPACTCSL.

Ecnu mone CDP ectb, nmeitaemcs 3arpy3uts CRL, ecinu mo nanaomy
CDP CRL ne 6b11 3arpy>keH paHee, WM HACTYIUJIO BpeMsi OOHOBIICHUS
(moste next_update 8 CRL) panee 3arpyxennoro CRL.

Ecnu CRL He ynanock 3arpy3uTh WIH B MIPOLIECCE 3arpy3KU MPOU30IILIA
omuOKa, B JIOKAJIbHOH 0a3e (TokeHbl criocoOHbIe XpanuTh CRL) niem
CRL cootBercTBytomuii sMmuteHTY(iSSUEr) cepTUdHKara.

Ecmu CRL momyuuTs He yaanock wim y noiaydernnoro CRL Hactynmmo
Bpems ooHoBneHus (CRL uctek) cuutaem, 4To cepTudukaT OTO3BaH.

Ecnu momyuen Banmuanbiii CRL umiem cepuitHbiit Homep ceptudukara B
stroM CRL, eciu HaiiieH TO cuMTaeM 4To cCepTU(PHUKAT OTO3BAH.

Jlst kaxkoro 3arpyxaemoro CRL mpoBepsieTcst MoAN#ch ¢ TOMOIIIBIO
AMHUTEHTa cepTudukata 1y kotoporo 3arpyxaercs CRL. Eciu
npoBepka nojanucu He npouuia, CRL He ucnomnb3yercs.

2 (CRL_ENABLE_SOFT)

Oo6pabotka CRL Britouena, ecmu CRL Het, cunraeTcs uto ceptuduxar
HE OTO3BaH.

Ecnu B ceprudukare et mosnst CDP(CRL Distribution Points), o CRL
JUTS HETO HE MIIETCS U HE IPOBEPSIETCS.

Ecmu moe CDP ectb, meiTaemcs 3arpy3utb CRL, eciu mo manHOMY
CDP CRL ne 6bu1 3arpyskeH paHee, HJIM HACTYIUIO BpeMsi OOHOBJICHUS
(moste next_update 8 CRL) panee 3arpyxennoro CRL.

Ecnu CRL He ynanoch 3arpy3uTh WK B IPOLIECCE 3arpy3Ku MPpOU301LIa
omuOKa, B JIOKAIbHOH 0a3e (TokeHbI criocoOHbIe XpanuTh CRL) umem
CRL cootBercTByromuii sMmuTeHTY(ISSUEN) cepTrduKara.

Ecmu CRL momyunTs He yaanock cuntaem, uro ceprudurar HE
OTO3BaH.

Ecmu momyuen CRL nmem cepuiinbiii Homep ceptudukara B 3tom CRL,
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YucsioBoe 3HaYeHHE

Pe:xum pa6otbl 0opadoTkn CRL

€CIIM HAl/ICH TO CYUTAEeM 4YTO CepTU(HUKAT OTO3BaH.

Jns kaxxporo 3arpyxkaemoro CRL npoBepsieTcs moanuch ¢ moOMOIIbIO
AMHTEHTA cepTuduKkaTa g Kotoporo 3arpyxaercs CRL. Eciu
npoBepka noanucu He npouuia, CRL He ucnonezyercs.

5.3.8. TokeHbI
3ACTABA-Knuenm mno3BosiseT BaMm wHcnonb3oBaThb TOKEHbl KaK Cpely TPaHCIOPTUPOBKHU
BakHON wuHMopMmaruu (cepTuduraToB, 3aKkpbIThiX Kitoueh). 34CTABA-Kiuenm moanepKuBaet

paboty ¢ PKCS#11-coBMecTHMBIMHA TOKEHAMU; JJIsl PaOOTHI HEOOXOIMMO HAJIMYUE COOTBETCTBYIOITUX

NUHAMHAYECKN [OAKII0YAEMBIX OUOIIHOTEK.

5.3.8.1.

MpocmoTp

Mopaynen TokeHOB

st mpocMoTpa BCeX 3aperucTpupoBaHHBIX Mojyneil TOKEHOB HEOOXOIMMO BBIIOTHUTH

KoMaHay vpnconfig

-list provider. BpiBog pe3ynbrara BBINOIHEHHS] JAHHOW KOMaHIbI

Oyzert comepkath HH()OPMALIUIO O BCEX 3aperucTpUpOBaHHBIX Moayisx TokeHoB. [Ipumep BrIBOAA:

Provider

Name: Builtin Module

Path: libsoftpkcsll.so

Cryptoki Version: 2.10

Library Version: 1.8

Manufacturer: ELVIS-PLUS

Description:

Tokens:

Token:

5.3.8.2.

SoftToken common

SoftToken common

[ob6aBneHue

Moaynen TokeHOB

Jns peructpanuu monynst PKCS#11 B 34 CTABA-Knauenm Heo0X0IMMO BBITOJHUTE KOMaHIY

vpnconfig -add provider <module name> <module file>,

rae: <module name> - UMs Ui PETUCTPUpYEeMOro moxayisi, <module file> - yka3aHue Ha

myTh K Qaitry ¢ Onbmmorekoit moayns Tokena PKCS#11.

Ecim Bel ucrnone3yeTe B KauecTBe TOKeHa cMmapt-kapTy wim USB-Opernok, Tpedyemoe 1O

JOJIDKHO BXOAUTHh B KOMIIJICKT ITIOCTaBKH TOKCHA.
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5.3.8.3. YpnaneHune
Moayns TokeHa

Uto06wl ynanute monyinb PKCS#11 u3z 34CTABA-Kiuenm nHeobxoauMo onpenenuTsb ero ms
(Name), mms 3TOrO BOCHOJB3YHTECH KOMaHAOM vpnconfig —list provider. 3arem

HEO0OXOMMO BBIITOJIHUTL KOMaHay vpnconfig -remove provider <name>.

5.3.9. PaboTa c ToKeHaMm

5.3.9.1. MpocmoTp
3aperncTpmMpoBaHHbIX TOKEHOB

Jns mpocMOTpa BCEX 3aperMCTPUPOBAHHBIX TOKCHOB HEOOXOJMMO BBITIOJIHUTH KOMaHIY
vpnconfig -1list token. bByner BeiBenena mHdopmarus o kaxaoMm TokeHne. [Ipumep BbIBOga

pe3yJibTaTa JaHHOM KOMaH/bI:

Token
Id: O
Label: SoftToken common
Model: SoftToken
Manufacturer: ELVIS-PLUS
Serial Number: 4711
Hardware Version: 2.0
Firmware Version: 2.0
Logged In: No
Trusted: No
Login required: Yes
Algorithms:
RSA
Key Length: 512, 1024, 2048, 4096
Hash Algorithms: MD5, SHAlL
DSA
Key Length: 512, 1024, 2048, 4096
Hash Algorithms: SHAlL
GOST R 34.10-2001
Key Length: 512
Hadh Algorithms: GOST 34.11-94
Token
Id: 1
Label: HDIMAGE\\client-1.000\7E32
Model: \client-1.000\7E
Manufacturer: ELVIS-PLUS
Serial Number: c536c69656e647d2
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Hardware Version: 2.0
Firmware Version: 2.0
Logged In: No
Trusted: No

Login required: No

5.3.9.2. AyTteHTUMKaUmn
f1 HA TOKEeHe

Jiist Toro 4toOBl TOKEH OBLT JOCTYNEH HEOOXOJMMO BBINOJIHUTH KOMaHay vpnconfig -

login token <token id> <pin> [savel],

rae: <token id> -npeHTH(UKATOP TOKEHA WM €ro Ha3BaHMe B cucteMme (cM. 1. 5.3.9.1), <pin> -
PIN-kon Tokena, [save] — HeoOs3aTeNbHBIA Mapamerp, €CIU €ro He ycTaHOBUTh, TO 3ACTABA-

Knuenm 6yner 3anpammsats PIN-xox mpu kax1oM oOpamieHnu K TOKEHY.

I[J'IH TOro 4TOOBI 3aKOHYHMTEL CEaHC pa6OTBI C TOKCHOM H606XOI[I/IMO BBIIIOJIHUTH KOMaHIYy

vpnconfig —-logout token <token id>.

5.3.9.3. CwmeHa PIN-kopa
TOKeHa

Hns cmensl PIN-xkona TokeHa ciefyeT BBINOJIHUTH KoMaHay vpnconfig -password

token <token id> <pin> [savel],

rae: <token id> - uaeHTH(UKATOpP TOKEHA MJIM €T0 Ha3BaHUE B cHUcTeMe, <pin> - HoBHII PIN-kox
TOKEHa, [save] — HeoOs3aTeNbHBIN MapameTp, KOTOphIM oTBedaeT 3a coxpaHeHue PIN-koma nmis

JTaTbHEHIINX 00paleHui K TOKEHY.

& PIN-xox Mmoxet ObITh m3MeHeH, eciii uHTepdeiic PKCS#11 TokeHa mo3BOSET 3TO ACHCTBHE.

& PIN-xo1 MokeT ObITh U3MEHEH TOJbKO Ha aKTHBHOM TOKEHE (COEMHEHUE C TOKEHOM JIOJKHO
OBITH OTKPBITO).

& Oyukius cmeHbl  PIN-koma TokeHa OyAeT  HEOOCTYIIHA, €CJIM  HET  TOKEHOB,
3aperucTpupoBaHHbIX B 34 CTABA-Kauenm.

5.3.10. HacTtponku obHOBNEHUA

C mnomomiplo  yTHAMTBL VPNCONfiJ MOXKHO BBIMOJHHUTH HACTPOHKY aBTOMATHYECKOTO
oOHOBieHHd. [l mpocMoTpa Bcex MapaMeTpoB aBTOMATHUYECKOTO OOHOBJIEHHS HEOOXO0IUMO

BBIIIOJIHUTHE KOMaHay vpnconfig —list update.
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Jl51g BBOJ@/peIakTHPOBAHUS ITApaMETPOB OOHOBIICHUS CIIETYET BBIIOJHUTH KOMaHy U 33/1aTh

<id> HeoOXoMMOro mapameTpa u ero 3Hadenue vpnconfig -set update <id> <value>,

rae: <id> - uaeHtudukaTop napamerpa oOHOBICHUHN, <value> - 3Ha4eHHEe BLHIOPAHHOTO MapameTpa.

[Mapamerpsr IKE npusenenst B Tabmuie (cm. Tabnuma 39).

Tabmunua 39 — [TapameTpbl 0OHOBIEHUS

Homep
napamMer ITapamerp Pacumn¢pposka
pa
MuTepBai 3ampoca oOHOBIIEHUS ¢ cepBepa. JloctynHbie 3HaueHus 0 10
0 |Check Inetval (sec) (4294967295
3HaueHue 1o ymonyanuto 1800
1 [|Path [1yTb 1151 cOXpaHEHUS 3arpy>KEHHOTr0 OOHOBIICHUS
5 Available Update  [Bepcust 1ocTymHOr0 OOHOBJICHUS
\Version
3 Downloaded Update [Bepcust 3arpy:keHHOTO 0OOHOBJICHHSI
\Version
4 |Update Version Bepcus s 0OHOBJICHHUS
Schedule [TapameTp A5l yCTAaHOBKH PACIUCAHUs OOHOBICHUIN
MeTo1 KOHGUTYpUPOBAHKS OOHOBIICHUI
Bo3MOKHBIC 3HAYCHUS:
13 Disable - OTk/1r04UTh aBTOOOHOBIICHHE — ABTOMATHUYCCKHE
OOHOBJICHUSI OTKJIFOUYEHBI.
6  [Settings 14 LSP - JlokanbHast HOAUTHKA O€30MACHOCTH — KOH(UTYpUPOBaHHE
OOHOBJICHUH BBINOJIHACTCS LIEHTPAIN30BaHHO, uepe3 34ACTABA-
Ynpasnenue (mapametpsl OyayT cuuThiBathCsi Aeenmom u3 JIIB).
15 Local - Pyunbie ycTaHOBKH — KOHOUTYpUPOBaHHE OOHOBIICHHIA
MPOBOJIUTCS BPYUYHYIO.
(YuutbiBaeTcss TOJBKO B MeToJe KOHGUTrypupoBaHus PyuHble
YCTAaHOBKH)
7 JURL
Anpec pecypca, K KOTOpoMy OyJieT oOpaiatbsesi Aeenm Ipu MpoBepKe
OOHOBJIEHUH.
(YuutbiBaeTcss TOJBKO B MeToJe KOHGUTrypupoBaHus PyuHble
8 |Mode yCTaHOBKH)
PexxuM ckaurBaHUs U MHCTAJUIAIIMU OOHOBJIEHUH (4 BapuaHTa).
9 Available Update MIMs1 1OCTYITHOTO OOHOBJICHUS
Name

s mpocmotpa craryca oOHoBneHuit 34CTABA-Kauenm He0OX0AUMO BBIOJIHUTH KOMaHy

vpnconfig

He00X0IUMO

—update

BBIMIOJTHUTh KOMaHAy vpnconfig

status. na mpocmotpa cratyca obOHoBneHuit 34CTABA-Knuenm

—update check. nga UHCTAIALUU

3arpy>KeHHBIX OOHOBJICHU HEOOXOAUMO BBITIOJIHUTh KOMaHay vpnconfig —-update install.
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5.4. Ytunuta plg_ctl

Monyne  ympaBieHUST — KpUOTOOMOMMOTeKamu  (KPUNTOIIAaTMHAMHU) —  BCTPOCHHBIM
MPOrPaMMHBIA MOAYJb, MPEAHA3HAYCHHBIM ISl MOJKIIOYCHUS KPUMTOOMOINOTEK, HCIIOIb3yeMbIX B
34ACTABA-Knuenm. Kpuntobubaunoreka BKItOUaeT B ceOsl pa3inyHbie Kpunrorpadguueckue GyHKIUN
(reneparop ciay4alHbIX uyuces, (YHKIUU XEHIMPOBAHMS, BBIYMCICHUS IUPPOBOI mMOANKHCH U
muQpoBaHus), KOTOPHIE UCIHOIB3YIOTCS TPU AayTEHTU(PUKALWK TONH30BATENCH U  CO3JaHUHN
3aIMIIEHHBIX coenuHeHud. KpunroOubnuoreka MoxkeT ObITh pa3paboTaHa HE3aBUCHMBIM
npou3BoguTeneM u mnoakiaoudateess K 34CTABA-Knuenm kak otaenbHbI Monynb (miarwH). Ilo

ymorganuto B coctaB 34 CTABA-Knuenm BXoauT HAOOP MITATHBIX KPUIITOOMOIMOTEK.

IIpy nomommy MOAyNsd KPUNTOILIATMHOB MOYHO PETUCTPUPOBATh M aKTUBUPOBATH
KpUNTOOUOIMOTEKH, a TAKKE YIPABIATH OTIACIBHBIMUA KPUNTOAITOPUTMAMH, BXOJSIIMMHU B COCTaB

6ubnnorek. KpuntoaaropuTMbl HCTIONB3YIOTCS TSI CIEAYIOUINX LETeH:

— BBINOJHEHUE KPUNTOTpaQUUeCKuX mpoueayp Ha ypoBHe sapa OC [uist 3alIUTHl CETEBOTO
Tpaduka;

— BBINOJHEHUE KPUNITOrpadUIeCKUX MPOIEeayp Ha MIPHUKIIATHOM YPOBHE.

Bce neiicTBus 10 KOHGUIypUPOBAHHIO BBIIOIHAIOTCS Yepe3 yTUIIUTY ylpaBieHus plg ctl,

KOTOpasA HMCIOJIB3YCTCA IJId YIIPABJICHHSA KakK KpI/IHT06I/I6JII/IOTCKaMI/I, TaK U COACPKAIMMMHCA B HUX

KpUIITOAJITOPUTMAMHU.

5.4.1. CuHTaKcmc

KpI/IHTO6I/I6J'II/IOTeKI/I OJHO3HAYHO H,Z[eHTH(bI/IHHpYIOTCH Inmo HWMCHaM, OCHOBAHHBIM Ha
aJ'Il"Opl/ITMe NIn aJIFOPI/ITMaX, KOTOpBIG OHHA coglepncaT. ECJ’H/I nMs KpI/IHTO6I/I6J'II/IOTeKI/I COI[ep)KI/IT
MpOoOEIbl UM CUMBOJIBI, KOTOPbIE UMEIOT CIIEMaIbHOE 3HaUY€HUE B MHTepdeiice KOMaHIHOM CTPOKH,

TO UMS KPUNITOOMOIMOTEKH JOJDKHO CTOSITh B KaBBIUKAX.
Crnenyromuii oOnMii CHHTaKCUC HCTIONB3YETCs IIPH 3allyCKe YTHIHTHI plg ctl:
plg ctl [mencrBue <aprymeHT>] [omumsal],
rne: [mericTeme] — 310 omeparys, KOTOPYIO YTHIUTA J0JKHA BBITIOIHUTb.

54.1.1. OdenctBuAa
Vrumura plg ctl Hoafep:KUBaeT CAeAyIOIHe JIeHCTBYsA, IPeICTaBIeHHbIE B Ta0nuIe (CM.

Ta0mauia 40).

Tabmuma 40 — JleficTBus, IOACpKUBAEMbIe YTHIUTOW plg ctl

Kuarou | HazBanue Onucanue
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Kirou | HazBanue Onucanue
—-e |Enable AKTHBUPOBATh KPUNITOOHOIHOTEKY MIIH KPHIITOAITOPHTM
—-d |Disable JleakTHBUPOBATh KPUNTOOMOIMOTEKY HITH KPUIITOAITOPUTM

[TokazaTh ciucok KpUnToOUOIMOTEK (1TaHHOE IEHCTBUE MPOU3BOAUTCS MIPU

-1 |List
Boi3oBe plg_ctl 6e3 mapamerpos)
-r |Remove VY nanuth uHGOPMALINIO O KPUITOOUOIMOTEKE U3 TeKYyIIeH KOH(pUrypau
-1 |Install Jlo6aBuTh MHGOPMAIIHIO O KPUITOOUOIMOTEKE B TEKYIIYIO KOH(PHUTYPAIHIO
-p |Print Haneuarats aeranbHOE onrcaHue KPUNTOOMOIMOTEKH UITH KPUIITOAITOPUTMA
5.4.1.2. Onuun
Yrumuta plg ctl moanep:KuBaeT CIEAYIOIIUE ONLUH, NPEICTaBICHHbIE B TabiauLe (CM.
Tabnuna 41).
Tabnuna 41 — Onuuu, noxaepKuBaeMple yTuiauTo plg ctl
Kirou| Ha3Banue Onucanue
K Kernel BrImonHUTE onepaniu ToJapKo ¢ Kpunrtooudanorexkamu ypoBas siapa OC.
(ypoBeHb sapa) | [lanHbii (har COBMECTUM C ICUCTBUSAMU: —e, —d, —r U —P.
User BBITIOTHUTE Olepanyy TOJIBKO C KPUIITOOMOIHOTEKAMU YPOBHSI
-U  |(mpuKiagHOM  |MHOJB30BATEIIA.
YPOBEHB) JlaHHBI# ¢ar COBMECTUM C ACHCTBUAMH: —e, —d, =¥ U —D.

ms KpUuIToaJIropurmMa, IJjisi KOTOpOro BBIITOJIHACTCA JICHCTBUE.

—-a | Algorithm . .
JlaHHBbI# ¢iar COBMECTUM ¢ ACHCTBUAMH: —e, —d B —P.

VM 1BonuHOTO (haitna KpunToOuOIMOTeKH (JMHAMUYecKas OMOnuoTeka

-b | Binary file WJIH JIpaiiBep)
JlauHbIil ¢ar COBMECTUM C JCHCTBUAMH: — 1.

[1yTh K ¢aily, B KOTOPBIH HYKHO COXpPAaHUTh HACTPOUKU
KPUITOAITOPUTMOB U3 yJaIsieMON KpUITOOMOINOTEKH.

-x | Backup [Tpu no6aBneHNM KpUNTOOMOIMOTEKU MYTh K (paidiy, U3 KOTOPOTO HYXKHO
3aYUTaTh COXPaHEHHbIE HACTPOUKHU.

JlaHHbIi (ar COBMECTUM C IEHCTBUSMU: —1 U —T.

Hexotopeie omiuu MOryT OBITH OOBEAWMHEHBI B OJHOM KOMaHIE IS YKa3aHUS HWMEHH

KpUINITOAITOPUTMA W/WIIM YPOBHS siApa WK npuioxenus. Hanpumep,
-a <uMda_ KPpUITOAJIlOpUTMa> —u
5.4.2. lo6aBneHne KpMNTOOMOINOTEKH
Jliis noGaBieHust KpUNITOOUOIMOTEKH HEOOXOAMMO yKa3aTh CIEAYIOIIEe:

plg ctl -i <myre K (aiiny KOHQUIypanuu KpUNTOOMONMOTEKH> [-b <myTe K Qaiiny

KpUNTOOUOIMOTEKH>] [-x <IIyTh K paHee COXpaHEHHBIM HACTpOMKaM>> ]
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Ecmu mpu mobaBineHnd KpunToOMOIMOTEKH He Oblia yKaszaHa OMIus -D, To myTh K daitny

KpUnToOuoImoTeku Oynet Oparbes u3 (aiiia KoHpurypammm.

IIpumep: plg ctl -i c:\temp\test plg.cfg -b c:\work\bin\test plg.dll

5.4.3. YaaneHue KpuntoomMbnmnoteku

s ynaneHus: KpuntoouOIMOTeKH HE00X0JUMO YKa3aTh Cleayolee:

plg ctl -r <umsa kpunrobubmuoreku> [-u|-k] [-x <myre Kk ¢ailmy i coxpaHeHHs

HacTpoeK>].

Ecnu ykazana onuust —u unu —k, To yJaieHue npou3oiieT, eciiv HaliieHa KpunToOuoiImorexa

COOTBCTCTBCHHO YPOBHS IOJIB30BATCIIA UJIKM YPOBHA AJpa.

5.4.4. BbiBopg nHdopmauuu o Kpuntoobnodnuorteke nnum
Kpuntoanropurmax

Jns BbIBOga MH(POPMAMU O KPUNTOOMOIMOTEKH WM KPHUIITOAITOPUTMAX HEOOXOIUMO

yKasarh Cleayromiee:
plg ctl —p <umsg KpUNTOOMOIMOTEKH™> [-a <uMs Kpunroanroput™a>] [-U | -K].

Ecnmu He ykazaHa ommmst —a, TO OyJeT BbiBeJeHAa WH(OpPMAIHs O KPUMTOOMOIHMOTEKE s

YKa3aHHOI'O UMCHH. C OImIuen —a 6y,[[eT BBIBCICHA I/IH(I)OpMaI_II/IH 00 YKa3aHHOM aJITOPpUTMC.

HpI/I YKa3daHuu UMCH MOXKHO HCIIOJIb30BATh CIIELHAIbHBIA CUMBOJ - *, O3HAYaroIIHM m000e

KOJIMYECTBO JTIIOOBIX CIMBOJIOB.

[Ipumep: BriBog uHGpOpManuu 0 BceX 3aperuCTPUPOBAHHBIX KPUNTOAITOPUTMAX YPOBHS

npuioxenus: plg ctl -p * -a * -u

5.4.5. MNMpumepbl KOMaHA B UHTepdence KOMaHAHOU CTPOKU
[Ipumepsl komaHn B uHTepdelice KOMAaHIHOW CTPOKM MpHUBEAEHbI B Tabiuie (CM.

Tabnuna 42).

Tabmuna 42 — [Tpumeps! KoMaH] B nHTep(deiice KOMaHTHOW CTPOKH

Komanna Beinosnnsiemoe neiicreue
plg ctl -p * -u [Toxazate nHGOpPMAIKIO O BCEX KPUNTOOMOINOTEKAX MPUKIIATHOTO
YPOBHs
plg ctl -p [TokxazaTh COUCOK KPUIITOAJITOPUTMOB B CYILIECTBYIOIIEM

crypto plgl user —-a * |mpUKIaJAHOM YPOBHE KPUNTOOMOIMOTEKH, Ha3BAaHHON
crypto plgl user

plg ctl -d JleakTHBUPOBATh KPUNITOOUOINOTEKY C HMEHEM
crypto plgl kernel crypto plgl kernel
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Komannga Brinmosinsiemoe neicreue
plg ctl -e AKTHUBHPOBATH BCE aITOPUTMBI M3 KPUTITOOMOINOTEKH C UMEHEM
crypto plgl user -a * |crypto plgl kernel
plg ctl -r VY 1anuTh CyIIeCTBYIONTYIO KPUIITOOHOINOTEKY
crypto plgl kernel crypto plgl kernel
plg ctl —-i <path cfg> |/lo6aButh kpunrodbudianoreky. [I[pumeps! 3HaUeHUI IS
b <path_ 1lib> <path cfg>wu<path 1ib> npuBeneHsI BbILIC.
plg ctl -h ITokazaThk cripaBOYHYIO HH(POPMALIHUIO IO YTHIIUTE.

5.5. Ytunutbl icv_writer nicv_checker

Yruimira icv_writer npeaHasHauyeHa JUis BEIYMCIEHUS KOHTPOJILHOW CYMMBI.

I[J'ISI MOJIy4YCHHA CIpPpaBKHU II0 pa60Te YTUIINTBI H€O6XOI[I/IMO BBITIIOJIHUTE KOMaHIYy

icv _writer -h
Crenyronuii CHHTAKCHC UCTIONB3YETCS IS 3aIlyCKa YTHIUT ICV_Writer:
icv writer.exe -L<FilelList file name> [> outfile]
WK

icv_writer.exe -

F[DestPath/]FileName.ext [=SourcePath/FileName.ext] [> outfile]
YTunura Bo3BpalaeT cieayronue KOIbl:
0 - OK.
1 — HenpaBUJIbHBIN MapaMeTp 3arycKa
-1 - uHBIC OMIMOKHU

HpI/IMep HUCIIOJB30BaHHA KOMaHAblI [JJIs BBIYUCICHUSA KOHTpOJ'IBHOfI CYMMBI OT (baﬁna

filelist.hash:
icv _writer.exe -Ffilelist.hash > filelist hash.hash
IIpoBepUTL KOHTPOJILHEIE CYMMBI MOXKHO, 3aIlyCTHB B YTHIUTY icv_checker.

I[J'ISI MOJIY4YCHHA CIIPABKU 110 pa60Te YTHIIUTLL HCOGXOI{I/IMO BBITIOJIHUTH KOMAHIY

icv_checker.exe -h
Hcnonp3yercs cneayrommuil CHHTaKCUC:
icv_checker.exe <filelist.hash>

®dopmMmar (aiisia ¢ KOHTPOJILHBIMU CYMMaMHU JOJIKEH OBITh CIICTYIOIINNA:
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filenamel (full path)=<hash value (64 chars)>

filenameN (full path)=<hash value (64 chars)>
YTHJIUTA BO3BPAILAET CIACAYIOIINE KOJIBI:
0 - OK.
1 — HenpaBuibHBINM mapaMeTp 3amycka
-1 — HeKOppeKTHasi KOHTPOJIbHAS CyMMa B aiine
-2 — UHBIC OMIHOKH

Jns nposepkn 1nenoctHoctd IIO HeoOXomuMO BBIIONHHMTH KOMaHAy icv checker

filelist.hash, rae: filelist.hash - gaiin ¢ Tekyuwm 3HaYeHIEM KOHTPOIBHBIX CYMM.

Jlnst mpoepku  nenoctHocTu  daitna  filelist.hash HeoOxomuMo BBIMOMHUTE  KOMaHTY
icv checker filelist hash.hash, rae: filelist_hash.hash - daiin ¢ Texymum 3HaueHnem

KOHTPOJIbHOM cymMmbl s daiina filelist.hash.
IIpumep BBINONHEHHUS YTHINTEL icv checker:

icv_checker.exe filelist hash.hash

Files processed 1
Changed Files O
NotFound Files O

NotAccessed Files O
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NMPUNOXEHUE 1. KOHOUIYPUPOBAHUE MOAYNA TOKEHOB

Cy1iecTByeT BO3MOKHOCTh KOH(MUTypupoBaTh mosegeHue Softtoken common ¢ momorisio
KoHburypamronsoro ¢aiina pkcsll.cfg. ®aitr pkesll.cfg pacmonosken B mupexkropuu /var/vpnagent (mms

OC Linux) unu B rnaBHo# aupekropun Aeenma (st OC Windows).

JlauHbli (haiin He YCTaHABIMBAETCS COBMECTHO C MHCTAIATOPOM, MPU HEOOXOTUMOCTU €ro

HYXXHO CO3/1aTh.
[Tpu 3arpy3ke TOKeHa MOAXBATHIBAIOTCS HACTPOMKH U3 KOH(PUTypallMOHHOTO (aiina:
— mepesaryck ciayx0b1 vpndmn;
—  BBITPY3UTH/3arpy3UTh TOKEH U3 Tpaduueckoro nHrepdeiica Aeenma.

Ha nannbiii MOMEHT moJIep>KUBaeTCsl Bcero oHa HacTpoika ais Builtin CryptoPro Module.
Orta HacTpoiika no3BoisieT nubo kemuposarh ceccun CK3U «Kpunrollpo CSP» (nmo ymonuanuto), mubo

OTKpPBIBATh CECCHU TI0 3aIPOCy.
[Tpumep kKoHPUTYpaIOHHOTO (aiina:
[CryptoPro]

delayed=0|1, rme: 0 - HeMemIEeHHOE CO3JaHHME CECCHM, KCIIMPOBAaHHE BKIIIOYECHO, JHOO 1 -

CCCCHHU OTKPBIBAIOTCH 110 3aIIPOCYy, KEINIMPOBAHUEC BBIKJIFOUCHO.
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NMPUNOXEHUE 2. KOHOUTIYPUPOBAHUE MOAYNA VPNPCAP

CymiecTByeT BO3MOXHOCTh KOH(MUTYpHpOBaTh MmoBefAeHHe Momayias vpnpcap B OC Linux c

IIOMOIIBIO 3aJaHUs IapaMCETPOB:

— filth_max_count - pasmep xemr-rabauip GuasTpoB (Mo ymomdanuto 8192). Xemr-radbauia
obecrieunBaeT OBICTPHIA TMOKWCK (GHUIBTPA TPH TOYHOM COOTBETCTBHM 3alliCH B HEM

napaMmeTpam IaKeTa;

— threads_mask - OuToBass Macka, ompenensroNmas Ha KakuX Iporeccopax Oyaer
BBIIIOJIHATBCS KOJ ApaiBepa. [lo ymon4anuio - Bce HyJM, 4TO O3HA4aeT - Ha BCeX,
YCTaHOBJIEHHBIX B cucreMe. Eciaum macka OTiM4YHA OT HYJs, TO YCTAaHOBJIEHHbIE OWTHI
paspelIaT BBIIOJIHEHHE Koja jpaiiBepa Ha coorBercTByroumx CPU, a cOpouieHHble —

3aIpenanT;
— pcap_defcfg - momuTrka apaiiBepa mpu OTCYTCTBUU CBSI3H C CEPBUCOM:

— 2 - PASS(default);
— 1-DROP.

HJ’IH 3aJlaHuA OTHX ITapaMCTPOB H606XOI[I/IMO BBIIIOJTHUTH CJICAYIOIEC KOMAH/bI.

/etc/init.d/vpngate stop

rmmod vpnpcap

modprobe vpnpcap pcap_defcfg=1 filth_max_count=5000
hreads_mask=c0000000,00000000

[etc/init.d/vpngate start.
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NMPUNOXEHUE 3. KOHOUIYPUPOBAHUE MOAYNA CP_PLG_CPRO

st kondurypupoBanus Moayis cp plg cpro-36r2 ucnosip3dyercs mapamerp max_handles.
[Tapamerp Max_handles - makcumanbHOe KonmuecTBO X3HI0B Kpumnrollpo, mapamerp BiuseT Ha
MakcuMaibHoe KonmuyecTBO IPsec SA, xoropeie MOTyT OBITH ycTaHOBJIEHBI. [lo yMomyaHWIO JaHHBINA

napameTp paBeH 262140.
JIst i3MEHEHUs 3TOro rnapameTpa HeoOXO0AUMO BBIOTHUTH CIIEAYIOIINE KOMaH/IbI:

— B OC ALT Linux:

[etc/init.d/vpnclient stop;
— rmmod cp_plg_cpro36;
— modprobe cp_plg_cpro-36r2 max_handles=120000;

— [etc/init.d/vpnclient start.
— B OC Windows:

— 3anate B peectpe
(HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\vpnpcap\Paramete
rs) monb3oBaTenbckuii mapamerp MaxHandles, Tum = DWORD. Ilocne 3amanus

napamerpa HeoOxoumo nepesanyctuthb cepsuc «VPN Service for Windowsy.

AHaIOTHYHBIE ONepanuy He0OXO0IUMO BBITTOJHUTD [T HaCTPOrKu Moaysst CP_plg_cpro-36r3.
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NMPUNOXEHUE 4. UHUUMANU3AUMKM ACY «KrpuntollrPo CSP»
BHELUHEW FAMMOW

Hus xoppektHoi paboTel «Kpuntollpo CSP» TpeOyercs MHUIIMANHM3aIsl BCTPOSHHOTO JaTYHKA

cnyvyailHpix uucen. [lpm nHammumm anmapatHoro JICY wHMnManu3anuss BCTPOEHHOTO JIaTYMKa

MPOUCXOJUT ABTOMATUYECKH TMPH HWHULUANM3AMK KpUOTOoIlaruHa Crypto_cpro_user. Ilpu

ucnons3oBanuu  «Kpunrollpo CSP» KC1 wu orcyrctBum ammapatHoro JICY nHeoOxoaumo

MHULMAIU3UPOBaTh BCTpoeHHbIN JJCY ¢ MoMOIIbI0 BHEITHEN raMMBl.

Jlnst maumanu3anuu BcrpoeHHoro JJCY ¢ momolbio BHENTHEH TaMMbl HEOOXOIUMO:

1) Ha APM BbIpabOTKH BHEIIHEH raMMbl HEOOXOIUMO CT€HEPUPOBATH BHEIIHIO raMMYy, COTJIACHO
noxkymenTtaun «OKTAN.00050-02 90 04. Kpunrollpo CSP. APM BBIpaOOTKH BHEUIHEW TaMMBD».
Heo0OxommMoe KOTMYeCTBO CITyd4alHBIX OTPE3KOB T'aMMBI JIOJDKHO OBITH J1BA.

2) Ha APM c¢ «BACTABA-Knuent» 3amyctuth «Kpuntollpo CSP» oT uMeHHM aaMUHUCTpaTopa,

nepeitu Bo BKIaaky «O0opynoBanue» u BeiOpaTh myHKT «Hactpouts ACU»

||@ Kpuntollpo CSP @

[AononHuTensHo I*AHFOPMTMbI l besonacHocTb | Winlogon
OBwwme l ObopyaosaHue l Cepsuc i

CUMTBIBATENM 3aKPbLITLIX KNKOYEN
\'*‘ MossonseT A0HaBUTL MM YAANUTL CHUTHIBATENM
33KPbITBIX KNIOYe.

[ HacTpouTb CYMTbIBATENM. .. J

[aTyuKK CyYaitHbIX Yucen

ool -
mooo]  Mo3sonseT AobaBuTL MK YAENUTL AETHMKM CYHEIHBIX

niooo yucen.

[ HacTpoute ACH...

MossonseT AobaBuTb UNK YAENUTE TUMbl KNKOYEBLIX
HoCUTEnEN,

[ HacTpouTb TUMbl HOCUTENEN. .. ]

I OK H OTMeHa ] MoV

Pucynok 59 — «Kpunrollpo CSP» 3aknanka O6opymoBanue
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3) B mosiBHBIIEMCS OKHE BBIOpATh «J[00aBUTH

||@ YnpasneHue 4aT4MKamMmn Cny4aiHbIX YUCEn @

AaTUMKKM CNy4YaitHbIX Yucen

YcTaHoBneHbl cneayowme AaTHMKK Cﬂ‘/‘-laﬁHbIX qucen:

ggs&mnormuemaﬁ AacH

| OK H OTMeHa }

Pucynox 60 — «Kpunrollpo CSP» YmpaBneHue qaTyukaMu CIy9aifHbIX YUCEIT

4) B 3anyctusmiemcs Mactepe ycranoBku JICH naxats «/lanee»

=

2 Macrep ycranoskn ACY

MacTtep yctadHoBku [CH

MacTep ycTaHOBKM NOMOraeT BbiNONHUTE YCTAHOBKY W
HaCTPOMKY A3TYMKOB cnyyaiHbix yucen ([CY).

Y1oBbl NPUCTYNWTE K YCTEHOBKE, HaxmuTe KHonky "[anee".

Hasan | anee > | [ Omvena J

Pucynok 61 — «Kpunrollpo CSP» 3amyck mactepa ycranoBku JJCYH
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5) Beiopars «Kpunrtollpo ucxoausiii MaTepuai», Haxarthb «/lamee»

Il@ Macrep ycranosku 4CY

BeiGop [ICY %
-

Kakon OCY Heofixoammo ycTaHoBUTE 7

BeiGepute [CY, koTopeiit cneayeT noGasnTs, U HaxmuTe KHonky " [anee”.

MpoussomiTenn: LoctynHeie OCY:
{Bce nponssoamTenn) -‘IAKKopn
Komnanua Kpunto-TMpo S Kpunrolpo Mexogrbiit Matepuan
i! CobBonb

[ < Hasan ][ Danee > | [ Omvena

=

Pucynok 62 — «KpunrolIlpo CSP» Brioop 1CH

6) Bsectu ums JICY, Haxats «/lamee»

2 Macrep ycranosxn ACYU =

Wma OCY
TpebyeTca HazHauiTe MMA ana atoro CY =
-

MoxHo nubo BBecTM xenaemoe uMa ang atoro [CY, nubo ncnons3osats
npeanoxeHrHoe Hinke umsa. Yokl NpoaonXxuTe yCTaEHOBKY Nocne Belbopa uMeHn,
HaxmuTe KHonky "Hanee”.

Wma OCY:

[ < Hazan ][ Oanee > J [ Omvena

Pucynox 63 — «Kpunrollpo CSP» Beox umenn JICH

7) Vkasarb IyTh K Hankam, rjae Haxoastcs nanku db
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(
2 Macrep ycranosxn ACYU

My k nankam db: Sy

[ < Hasan J| Oanee > | [ Omvena

Pucynok 64 — «Kpunrollpo CSP» Yka3anue myTuk marnke

8) Haxarb «'0TOBO», IIepe3arpy3uTh KOMIBIOTEP

-
I2 Macrep ycraroskn ACH

3aBeplieHune paboTbl macTepa
yctaHoBku [1CY

Ytobbl 3aKoHuMTE yeTaHoeky JACY, HaxmuTe KHONKy
"ToToBO".

lMNocne 3aBeplueHna YCTEHOBKM PEKOMEHAYETCA
MEPE3AIPY3UTh komnstoTep.

Haxmute kHonky "Hazan", ecnu TpefyeTca M3MEHNTE
NapamMeTpbl YCTEHOBKM.

l < Hasan J[ lotos0 | [ Ommena J

Pucynox 65 — «Kpunrollpo CSP» 3aBepuienue padotsl mactepa ICH
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Yo6eauThcss, uTO TOCNIE Tmepe3arpy3ku kKommbioTepa B kypHaie «3ACTABA-KmuenT»
MPHUCYTCTBYET 3amuch: [Crypto_cpro_user] CryptoPro info: Ver: 3.9, PKZI: 8227, SKZI: 8001,
Type: RELEASE(0), Arch: AMD64(4), OS: WINDOWS(0), RNG: Hardware

Jns uaunuanu3anuu BerpoenHoro JICH ¢ momorneio BHenHel rammbl Ha OC cemeiictBa Linux
HEe00XO0IUMO:

Ha APM BpIpaObOTKHM BHEIIHEH raMMbl HEOOXOJUMO CT€HEPHUPOBATh BHEITHIOI TaMMY, COTJIACHO
noxkymenrtaun «OKTAN.00050-02 90 04. Kpunrollpo CSP. APM BbIpaOOTKH BHEUIHEW raMMBD».
Heo6xoarMoe KoMu4ecTBO CIIy4ailHbIX OTPE3KOB T'aMMBI JIOJKHO OBITH J1Ba

Ha APM c¢ «3ACTABA-Oduc» pasmecTuth (ailsibl ¢ JaHHBIMH, TOJy4eHHbIMH Ha APM
BBIPAOOTKHU BHEIIHEH raMMBI, TI0 CIIeAYIOeMy nyTu: /[var /opt/cprocsp/dsrf/

BemonauTh crnemyronme komanasl Kpunrollpo CSP:

./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3
./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis 1
/var/opt/cprocsp/dsrf/dbl/kis 1

./cpconfig -hardware rndm -configure cpsd -add string /db2/kis 1
/var/opt/cprocsp/dsrf/db2/kis 1

[Iepesarpy3uTh KOMIIBIOTED

Y6enutbes, 4To mocie nepesarpy3ku komneiotepa B xypHaie «3ACTABA-Oducy» nmpucyrcrByer
3amuchk: [crypto_cpro_user] CryptoPro info: Ver: 3.9, PKZI: 8227, SKZI: 8001, Type:
RELEASE(0), Arch: AMD64(4), OS: WINDOWS(0), RNG: Hardware
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YCTPAHEHME HEUCIMPABHOCTEW

n/xH

Onucanue HeuCNpaBHOCTE

Pemenne

Kondurypuposanue
«Kpunrollpo CSP». Cmena
HCTIOJIHEHUS TTpoBaiaepa -
KC1, KC2.

fopt/cprocsp/shin/<arch>/cpconfig -defprov -view -provtype 75 :
MOKa3aTh CIHUCOK ycTaHOBIEHHBIX MpoBaiifepoB CK3U «Kpunrollpo
CSP» tuma 75 (TOCT P 34.10-2001)

{lopt/cprocsp/sbin/<arch>/cpconfig -ini \cryptography\Defaults\Provider
Types\Type 075\Name' -view: mokasats npoBaiiiep mo yMOJ4aHHIO THIIA
75

{opt/cprocsp/shin/<arch>/cpconfig -defprov -setdef -provtype 75 -
provname 'Crypto-Pro GOST R 34.10-2001 KC2 CSP': yctaHOBUTh
npoBaiiaep no ymomuanuto tuna Crypto-Pro GOST R 34.10-2001 KC2
CSP

{opt/cprocsp/shin/<arch>/cpconfig -license -set <license> : Ycranosuth
munensuto Kpunrollpo

lopt/cprocsp/bin/<arch>/csptest -keys -verifycontext : mokasaTe Bepcuio
«KpurrrolIpo CSP»

{opt/cprocsp/shin/famd64/cpconfig -hardware reader -del FLASH :
VY nanuth anmnapatHeiil cauteiBaTens "FLASH"
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MEPEYEHb NMPUHATbLIX TEPMUHOB U COKPALLEHUA

Hwxe nmpuBeieH CIMCOK PyCcCKO- M aHTJIOSA3BIYHBIX COKPALICHUN U OTAEIBHBIX CIEIHaTbHBIX
tepMuHOB, ucnonb3yeMbix B [IK «VPN/FW «3ACTABA», Bepcusi 6. Hekotopsie (B OCHOBHOM,
AHTJIOSI3BIYHBIC) COKPALICHHS U TEPMHUHBI YIIOTPEOJIAIOTCS TOJIBKO BO BHYTPEHHUX UACHTU(UKATOpAX
MIPOrpaMM U MPUBEJICHBI 3/1€Ch JJIsl CIIPABKHU.

Az2enm — cobupaTesbHOE Ha3BaHUE IS JIMHEHKU YIIPaBIISiEeMbIX areHTOB 0€30MaCHOCTH (KOMIIOHEHT
«3ACTABA-Knuenmy, Bepcus 6,xomnoneHt «34CTABA-Od¢ucy, Bepcus 6)

b/l — 6a3za maHHBIX

BUC - BupTyanbpHas yacTHas CETh

I'TIB - rno6anbHas nmonutrka 6e3omacHocTH (B kKoHTekcTe [TK «VPN/FW «3ACTABAY, Bepcus 6)
3PC - 3anpoc Perucrpannn Ceprudukara

JITIB - nokansHast noiutuka 6e3onacuoctu (B koutekcre [TK « VPN/FW «3ACTABAY, Bepcust 6)
OC - onepanrioHHas cucTemMa

[TK — mporpaMMHBIi KOMILIEKC

10 - nporpammHoe obecrnieueHue

PII — PeructpaniuOHHbINA LIEHTP

CK3U - cpeactBo kpuntorpaduueckoi 3anmTsl HHOOpMaIu

COC - cniucok 0TO3BaHHBIX CEPTU(HUKATOB

VII - Y nocroBepsromuii LEHTP

IIVYII - uentp ynpasnenus noautukamu 6esonacHoctu 34CTABA-Ynpasnenue

AH (Authentication Header) - npotokos u3 rpymisr IPsec

CA (Certification Authority) - cm. VI

CRL (Certificate Revocation List) - cm. COC

CRL Distribution Point - Touku pacnipoctpanenus COC

DHCP - cranapTHBII IPOTOKOI MONTy4deHUs KiueHTamu |P-anpeca u npyroit uadopmarym ot
neHtpanuzoBanHoro DHCP-cepsepa

DNS (Domain Name System) - cucreMa JJOMEHHBIX HMEH JJIsi HMEHOBAHHUS XOCTOB B TII00aIbHBIX
CeTsx

ESP (Encapsulated Security Payload) - mpotoko: u3 rpymmsl IPseCGMT - Bpewmst o I'punBuuy
GUI (Graphical User Interface) - rpa¢uueckuii uatepdeiic moap3oBaTes

IKE (Internet Key Exchange) - mpotokoa oOMeHa KiTroueBOit HHPOpMAIHei; HCIOIb3YeTCs
COBMECTHO C IpoTokoiaMu IPSec asst opranuzaiuy nepBUYHOro 3amuiienHoro kanana ISAKMP
SA

IP (Internet Protocol) - mpoTokoJ ceTeBOro ypoBHS, SIBIISIOLIHICS 0a30BbIM MTPOTOKOIOM IP-cereit

IPsec (IP security) - rpymmna mpoToKOJIOB Il YCTAHOBJICHHUS 3aIUIIEHHBIX coequHeHnii B IP-ceTsx
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LDAP (Lightweight Directory Access Protocol) — rpynma cranzapTHBIX TPOTOKOJIOB YIS IOCTYIIA K
karayoram ("Directories™)

Log - )xypHan perucrpanuu
Log level - ypoBens neranuzanuu Ipu perucTpaiy COObITHI
LSP (Local Security Policy) - cm. JIIIb

MIB (Management Information Base) - ctpykTypupoBaHHbIii (B BUIE AepeBa) HAOOP MapaMeTpoB,
UCHOJIBb3yeMbIX poTokoioM SNMP

NAT (Network Address Translation) - TpaHcsIus CETEBBIX aIpecoB

NMS (Network Management System) - cicrema yrpaBjieHUs 1 MOHUTOPUHTA CeTH (OOBIYHO Ha
ocHoBe mpoTokoia SNMP)

PKI (Public Key Infrastructure) — uappactpykTypa OTKPBITBIX KIF0UEH (KOMILIEKC TPOTPAMMHBIX
CPEJICTB M METOIUK ISl paOOThI ¢ IU(PPOBBIMU CEPTHHUKATAMM )

PMP (Policy Management Protocol) - mporokoin pacnpeaesienus noautuku 6e3omnacuoctu (B I[TK
«VPN/FW «(3ACTABAY, Bepcust 6)

SA (Security Association) - 3amuiieHHoe coeauHeHue (B KoHTekere nmpotokosos IPsec u IKE)
SNMP (Simple Network Management Protocol) - nporoko: ynpasienus B IP-ceTsx

TCP - ceTeBoii MPOTOKOJ TPAHCIIOPTHOTO YPOBHS (C TApaHTUPOBAHHOM JTocTaBKoil) B IP-ceTsix
UDP - ceteBoii mpOTOKOJ TPaHCIIOPTHOTO YpoBHs (6€3 rapaHTUpOBaHHOM JA0cTaBKU) B IP-ceTsx

VPN (Virtual Private Network) - cm. BUC
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NMEPEYEHb CCbINIOYHbIX AOKYMEHTOB

[1] MKEIO.00434 01 32 01 «IIporpaMMHbIii KOMIUIEKC 3alIMThl KOPHOPATUBHBIX BBIYHCIHATEIBHBIX
PECYPCOB Ha CETEBOM YPOBHE C HCHOJIb30BAHMEM TeXHOJIOTMKA VPN M pacrpenesieHHOro MexceTeBoro
SKpaHUPOBAaHUS Ha OCHOBE HHTEepHET-poToKoJoB cemeiictBa [Psec/IKE «VPN/FW «3ACTABAY,
Bepcusa 6» («IIK «VPN/FW «3BACTABA», Bepcus 6»). Kommonent «3ACTABA-Oducy», Bepcus 6.

PykoBOJCTBO CUCTEMHOTO TPOrPAMMHUCTAY.

[2] MKEIO.00436-01 32 01 «IIporpaMMHBIi KOMIUIEKC 3aIIUTHl KOPIOPATHBHBIX BBIYHCIHATEIBHBIX
pPECYpCOB Ha CETEBOM YpPOBHE C HMCIIOJIb30BaHMEM TexHonoruid VPN M pacnpeneiseHHOro MexceTeBOoro
SKpaHUPOBAaHUS Ha OCHOBE HHTEepHET-poToKoJoB cemeiictBa [Psec/IKE «VPN/FW «3ACTABAY,
Bepcust 6» («IIK «VPN/FW «3ACTABAY», Bepcust 6»).. Kommnonent «3ACTABA-Ympasnenue,

Bepcust 6. PyKOBOICTBO CHCTEMHOTO MTPOTPAMMHECTa.

[3] MKE.00433-01 91 01 «IIporpaMMHBIi KOMIUICKC 3aIlUThl KOPIMOPATHBHBIX BBIYHCIATEIBHBIX
PECYPCOB Ha CETEBOM YpPOBHE C HCIOJb30BaHHEeM TexHoloruid VPN U pacnpeneneHHOTO MEeXCETeBOro
JKpaHUPOBAHUS HA OCHOBE HHTEpHET-TPOTOKOIOB cemelictBa [Psec/IKE «VPN/FW «3ACTABA»,

Bepeust 6» («IIK «VPN/FW «3ACTABAY, Bepcust 6»). [IpaBuiia monbp30BaHus .
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