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1 BBEJIEHHUE

JlaHHBII TOKYMEHT IpeIHAa3HA4YeH JIs aAMUHUCTPATOpa IPOrPaMMHOIO KOMILJIEKCA 3allUThI
KOPIOPATUBHBIX BBIYMCIUTEIBHBIX PECYPCOB HA CETEBOM YPOBHE C HCIIOJIb30BAHUEM TEXHOJIOTHMI
VPN u pacnpeeneHHOro MeKCEeTeBOro SJKpaHUPOBaHUs HA OCHOBE UHTEPHET-IIPOTOKOJIOB CEMENCTBA
[Psec/IKE «VPN/FW «3ACTABAY, Bepcus 6 ucnonnenue KC3» B xomminekrammuu Z06-L64-FV-03»
(maee — ITIK) u comeput onucanue uHTEpdeiica nmporpammuoro obdecreuenus (I10), mporenypsl,
BBITMIOJIHSIEMbIE aIMUHUCTpaTopoM B mpouecce mnoaroroBku I[IK k pabote, Tekyume omepanu,
JEICTBUS NPU BOZHUKHOBEHUH HEILTATHBIX CUTYaLUi.

1.1 Ha3naueHue

[IK npenna3HaueH aJig 3alUTHl KOPIOPATHBHBIX BBIYUCIUTEIBHBIX PECYPCOB HA CETEBOM
ypoBHe mojenu B3aumoeicteust OSI/ISO (crek nporokonoB TCP/IP) ¢ ucnonb3oBaHreM TEXHOIOTHIA
VPN Ha ocHOBe UHTEpHET-NPOTOKOJIOB cemeiicTBa [PSec.

[IK obecrieunBaet 3amuTy WHGOPMAUU KOHPHUICHIIMATBHOTO XapaKkTepa, HEe COJAepiKalei
CBEICHHM, COCTaBJISIONIMX TOCYJAapCTBEHHYIO TaillHy: CBEICHUW MMl CIY>KeOHOro MOJIb30BAHUSA,
MEPCOHANBHBIX JIaHHBIX, CBEICHHI, COCTaBISIONIMX KOMMEPUYECKYI0, 0aHKOBCKYIO TaliHy U JPYTHX
BUJIOB KOH(PHICHITUATBHON MHPOPMAITUH.

1.2 Tpe6oBanus K ypOBHIO NOATrOTOBKH IepPCOHAIa

YpoBeHb MOATOTOBKU OOCITYKMBAIOIIETO IEpPCOHAala JOJKEH YIOBJIETBOPSATH CIEAYIOUIUM
TpeOOBaHUSIM:

—  BbICILIEE MJIM CpeJIHEe TEXHUYECKOe 00pa3oBaHue;

— 3HaHUE IMOJIOKEHWH HACTOSILEr0 PYKOBOJCTBA M SKCIUIyaTallUOHHOW JIOKYMEHTAllUH,

BXOJSLIEN B KOMILIEKT IIOCTAaBKH.
Anmvuauctparop [IK gomkeH 3HaTh OCHOBBI 3 IMUHUCTPUPOBAHUS JTOKAIBHBIX CETEH.

1.3 Tumnorpadckue coranmeHus

Kypcus Kypcus uctionb3yercs, 4ToObl BBIIEIUTH Ha3BaHUs (aitnos. Kypcus
TaKKe€ MOXKET MUCIOJIb30BAThCS JJIsI aKIICHTA.
«KaBBIYKI TeKkcT, 3aKII0UYECHHBIN B KABBIUKH, UCTIOIb3YETCS JJIs1 Ha3BAHUI

2JIEMEHTOB UHTep(erica.

HenponopumoHaneHe | HenponopruoHanbHb HIpU@T UCHOTB3YETCS sl CCHUIOK Ha
cucremusle nlIKu u katanoru, komana B MHTEpderice KOMaHIHON
CTPOKH.

<VYTIIOBBIE CKOOKI> VYriaoBeie CKOOKHU HCIIOJIB3YIOTCA B HA3BAHHUAX KIIABUIII Ha KJIIaBUATYPC
KOMITBIOTEPA, a TAKXKE B OIMMCAHUAX TapaMETPOB.
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OBIIME CBEJIEHUA

2.1 Toanas pyHKUMOHATbHASA celHPUKANMA

2.1.1  Cnucok GpyHKIIMOHAIBHBIX Bo3MOkHOCTEH 1K

[1K peanusyer cneayrouiue ¢GyHKIIMN 0€30MaCHOCTH:

Aynut 0€30MMacHOCTH;

Nnentudukanus u ayreHTUDUKAIUS;

3amuTa JaHHBIX OJIb30BATCIICH;

YmpasieHnue 6€30MacHOCTbIO;

Bamura ynkiuii 6ezomacHoctr 06bekTa (PBO);

Hcnonb3oBanue PECypCOB.

2.1.1.1 Aynur 6e30mMacHOCTH

B nponecce pynkumonuposanus I1IK B nokanpHbIX xypHanax aymuta [1IK mo ymomrganuto

bukcupyercs Cleqymui CIUCOK COOBITHI:

3aITyCK M 3aBEPILICHIE BHITIOTHEHUS (PYHKITUH;

neiictus, npeanpunumMaemslie [1K B oTBeT Ha HapylieHHs 6€3011aCHOCTH;

nevctBust, npeanpuHuMaemsbie [TK mpu coOmroqeHnn MoMTUKY 0€30TaCHOCTH;

(hakT OUMCTKHU M apXUBaIMHK KypHana bin_log;

BHECEHHE U3MEHEHUH B CIIMCOK MH(pOpMAaLNH, MOAJISKAIIEH ayTuTYy,;

BCE pEIlIeHUs 10 3anpocaM Ha HH(POpMALIMOHHBIE TOTOKH;

BCE IOMBITKM MOJAKIIOUEHUS K CyOBeKTaM 3alllMIIaéMOro CEerMeHTa CeTH U3
HEKOHTPOJIMPYEMOI'0 CETMEHTA CETH, BKJIt0Yas JitoOble aTpUOyThI 0€30MaCHOCTH;

BCE TOIBITKH MOJAKIIOYEHUsI CyObEKTOB, HAXOMAIIMXCS B 3alUIIIAEMOM CETMEHTE CeTH, K
pecypcaM, pacoyIOKEHHBIM B HEKOHTPOJIUPYEMOM CETMEHTE CETH;

BCE MOAM(DUKALINYU CIIHCKA TUIIOB KOHTPOJIMPYEMOTO CETEBOr0 TpahuKa;

M3MEHEHUE HACTPOEK nporpaMMHoi coctasisitomen [1K;

M3MEHEHHE HACTPOEK MOIYUYEeHHsI MOJIUTUKH 0€30aCHOCTH;

COOOIIIEHUsI CHHXPOHU3AIMH [TPH UCIIOJIb30BAHUN KIIACTEPU3ALINN;

ynauHslii Bxox Aamunucrparopa [1K;

HeynauHbli Bxog AnMunuctparopa I1K;

3aIryck U octaHoBKa ciyx0sl I1K;

pe3ynbTaT NPOBEPKH KOHTPONIbHBIX cCyMM [IK.
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Anvunuctpatop I[IK wumeeT BO3MOXHOCTH BBIOOpa OJHOTO M3 YETHIPEX YPOBHEH

KYpPHAJIUPOBAHHUS

3a0JI0KMPOBaH;

COOBITHS,

MOIPOOHBIIA;

—  OTJIQIOYHBIH,

& He pexomenyeTcst ycTaHaBIMBAaTh YPOBEHb JIOTA — «3a0JIOKMPOBAH».

Anmunuctparop 1K, npomenmmii ayreHTHOHUKAINIO, ©UMEET BO3MOKHOCTH IPOCMATPUBAThH
COOBITHS JIOKAJIBHBIX KYPHAJIOB ayJJUTA CPEJCTBAMU IPOrPAaMMHOM COCTaBIISIOIIEH.

Anmunuctpatopy IIK npu oOpameHuu K KypHanaM ayauTa pas3pelieHbl CleAYIOIIHe
NEHCTBUS: IPOCMOTP, YAAJCHUE U OUYHUCTKA JIOKAJIbHOIO KypHana ayauta. Anqmunucrpartop 1K numeer
BO3MOXXHOCTh TPOU3BOAMTH TIOUCK, COPTHUPOBKY, YIOpSIOUYEHHE COOBITUH, (QHUKCHPYEMBIX B

JIOKAJIbHOM XYpHAJIC ayiuTa CpeACTBAaMU HpOFpaMMHOﬁ COCTAaBIISIOIICH.

2.1.1.2 WneHTtuduKanys 1 ayTeHTHPUKAIAS

Hoctyn k I10 «3ACTABA-Oducy», nokanpueiM xypHasiam aynuta [1IK mpemocraBnsiercs

A,I[MI/IHI/ICTpaTopy IIK mocne ayTCHTI/I(bI/IKaI_II/II/I " aBTOpU3allU 110 JIOTUHY U I1apOJIKO.

2.1.1.3 3ammra JaHHBIX MMOJL30BaTEIEH

[IK ocymectBasier (QuibTpanuio ceTeBOro Tpaduka B COOTBETCTBHH C €ro JIOKaJbHOMN
HOJUTUKON (PUIBTPALIH.

I1K ucnone3yer npu GuiabTpanuu cieayromue arpuOytel: [P-anpeca, mpoTOKOIBI U MOPTHI
OTIpaBUTENS U Tosydarens, uaeHtTupukarop unrepgeiica. IIK obecrnieunBaer QuibTpanuio, B TOM
ymcie, pparMeHTUPOBAHHBIX MTAKETOB.

IIK npu ¢unbrpanuu Tpaduka HCIoib3yeT uaeHTuuKaTop cereBoro uHrepdeiica I1K Ha
YPOBHE CETEBOI0 ajpeca.

[IK nmeer uHTEpdEiic ynpaBieHus, MO3BOJISIONNNA MPUHUMATH YIPABISIONINE KOMaHbI OT
B3aumozeiictBytomux ¢ I1K cpenctB 3amuTsl mHPOpMAIMK IpYruX BUIOB: MHTEpdeiic KoMaHIHON
ctpoku [10 MKEN0.00525-01 «3ACTABA-Ynpasnenue» (I[VII), mno3Bonstomuii 3aaaBaTh
OTJIeNIbHBIE 2JIEMEHTHI MOMUTUKH Oe3onacHocTH [IK, 10CTaBIsATh UX U AKTUBUPOBATb.

[Tpu ¢punbTpanuu NakeToB, NPUXOMANIMX U3 ceTH MHTEepHET WM HEKOHTPOJIUPYEMOM 30HBI,
[1K crioco6en urnopupoath aTpuOyThl Oe3omacHocTu: [P-aapec, MOpT MpOTOKOIA CETEBOTO YPOBHS,

MyTeM 3aJaHusl B QUIbTPE YCIOBUS «IJIsl BCEX (3BE30UKA)».


http://dog/zastava/6/Forms/AllItems.aspx?RootFolder=%2Fzastava%2F6%2F%D0%97%D0%90%D0%A1%D0%A2%D0%90%D0%92%D0%90%206%20%D0%9A%D0%A13%20Windows%2F%D0%95%D0%9A%D0%9A%D0%94%2F%D0%9C%D0%9A%D0%95%D0%AE%2E00525%2D01%20%C2%AB%D0%97%D0%90%D0%A1%D0%A2%D0%90%D0%92%D0%90%2D%D0%A3%D0%BF%D1%80%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%B8%D0%B5%C2%BB%2C%20%D0%B2%D0%B5%D1%80%D1%81%D0%B8%D1%8F%206&FolderCTID=0x012000DABB1AEC848BDE4CBEA017661CE3DD20&View=%7bAE843DD2-A12B-45C5-ADDD-6D77FA63C3AA%7d
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[IK oOecneunBaeT KOHPUAECHUUATBHOCTh JAHHBIX WH(GOPMAIMOHHBIX MOTOKOB, MCIOJIB3YS
kpunrorpaduaeckue meto bl TexHoiaoruu IKE/IPSec.

[1K obecnieunBaeT KOH(PUACHINATHLHOCTh JAHHBIX CETEBOTO Tpaddrka myTeM UCIOIb30BaHUS
pexxuma TyHHenmupoBanus poTokonioB IKE/[PSec. Pexum TyHHETUpoBaHUs 00ECTICUNBACT COKPBITHE
nosab3oBarenei (IP-axpecos), THIIOB MHPOPMALIUH B 3alIUIAEMON HH(POPMAITMOHHON CHCTEME.

IIK obecnieunBaeT GpUIbTpAIIO CETEBOTO TpaduKa C UCIOIb30BaHUEM cocTosiHUH (statefull).
[1K ocymiecTBisieT IPOBEPKY NAKETOB C YUETOM COCTOSHUSL U KOHTPOJIUPYET BXOSAIINE U UCXOSIINE
MaKEeThl C TEYCHNUEM BPEMEHH, a TAK)KE COCTOSIHUE COCIMHEHHS, U COXPAHsET JaHHbIE B JUHAMUYECKUX
dmbTpax.

[IK obecnieunBaeT a5 KaXA0ro COCIUHEHUS BEIACHHUE TaOJIUIbl COCTOSHUN, OCHOBAaHHOW Ha
uH(popmanuu cocrosinus coenunenus. [IK umeer B cBoeM cocTaBe cieqyroIIne aBTOMaThl COCTOSHUM:

ICMP, UDP, TCP, FTP.

2.1.1.4 VYmupaBneHue 6€30MaCHOCTHIO

Anmunuctpatop 11K, npomenmmuii ayreHTUGUKAIMIO, UMEET BO3MOXHOCTb MPOU3BOJUTH
CIEAYIOLIME TEUCTBUA:

— npousBoauTh HacTpoiiku 1K

— IpOCMaTpuBaTh, yJAIATh U OUMIIATH JOKAJIBHBIN JKypHaJ ayIuTa;

—  OCTaHaBJIMBATh, 3aIyCKaTh U nepe3anyckats ciyx0y I10 «3ACTABA-Oducy;

—  BHOCHUTb U3MEHEHHUS B CIIUCOK MH(OPMAIINH, OAJIEKAIIeH ayauTy;

— TpocCMaTpuBaTh U aKTUBUPOBATH JIOKAJIbHYIO MOJIUTHKY Oe3onacHocTH (JII1B);

—  Tpou3BoAuTH ceTeBble HacTpoiiku OC Ha koTopoM pyHkunonupyer [1K;

— npousBoauTh Apyrue Hactpoiiku OC Ha koTtopoM ¢yHkunonupyert [1K;

— I[pocMaTpuBaTh, cCOpachIiBaTh 3HAYEHUS TaOIMIIBI COCTOSIHUN COeAMHEHUIH;

—  BOCCTaHaBJIMBaTh paboTocrnocobHocts [1K.

B IIK peann3oBaH MexaHW3M YJAJIEHHOTO YIIPABIICHUS.

Anvuanctparop IIK ummeer BO3MOXHOCTH 3amaBath M joctaBisiTh Ha IIK mpaBuiia

bunbTpauy 1o gfoBepeHHoMy kaHany cBsi3u ¢ LIYII, ocHoBanHbIe Ha aTpuOyTax 6€30MacCHOCTH.

2.1.1.5 3amwuTHBIE Mepsl peanmzoBaHHble B [IK

B cnyugae c6os mpu mporpyske JIIIb TIK mpomomkaer o06paboTKy BceX MAKETOB B
COOTBETCTBUHU C pPaHEe MPOTPYKEHHOW MOMUTHKOW Oe3zomacHocTH. I[Ipm sTom B MouumTope I[VII

COOTBGTCTBYIOI_I_[I/II\/'I 00BEKT TOIOJOTHH OTO6pa)KaeTCH CO CTaTyCcOM «CocTossHuE HEU3BECTHO». B 3T0
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Bpems IIK mpomomxaer oOpamenus 3a JIIIb Ha cepBep mporpy3ku. HoBas mommtmka Oyner
IPOrpyXkeHa, KaK TOJIbKO Oy/eT yCTpaHeHa IPUYMHA cOO0s IOCTaBKU MOJUTUKH O€3011aCHOCTH.

B cimydae c60s1 Bo Bpems paboThl ciyx0b1 (vpndmn) 1K mepectaeT mochiiaTh Ha KOMIIOHEHT
I[IYII curHamel, CBHUIETEIBCTBYIONIME O HOPMalIbHOM (QyHKIMOHUpoBanuu. Ilpu stom IIVII
curnanusupyer o6 amapuitHoM coctostuuu [IK agmunmcrparopy IIK. Ilpu stom IIK mepexoaut B
aBapUMHBIA pEeXHUM, KOTOpBIM IIpenanosiaracT IPUMEHEHHE TIOJIUTHKH aBAPUHHOIO PEKHMA,
OIpeIeIEeHHON B HAaCTpOIKax ciyx0b! vpndmn.

B cnyuyae cOost mpu 3amycke ciyx0bl (vpndmn) IIK mepexoautr B aBapuiiHBIA pexuM,
KOTOPBIM MpPEIonaracT NPUMEHEHUE MOJIUTUKN aBAPUMHOIO PEXHUMa, OIPENEICHHON B HACTPOMKAx
JipaiiBepa vpnpcap.

Jlns 6e3omacHOro (hyHKIMOHUPOBAHMS IpeIoaracTcs 3a/laBaTh B MOJUTHKAX aBapUHHOTO
peXrMa TpaBmiia sl 3aIpeTa MPOXoKIeHHs ceTeBoro Tpaduka yepes [1K.

s BoccranoBneHus: padotsl IIK Anmunucrparop IIK mmeer BO3MOXKHOCTH BpYUYHYIO
nepe3anyctuth ciyx0y 110 «3BACTABA-Oducy», Hactpouts 11K Ha aBTOMaTH4eckuii 3amyck ciry>kKObl
[10 «3ACTABA-Oducy» nnu Bepayts 1K k 3aBocKkuM apamerpam.

Jlia obecneueHuss HazexkHOCTH MeToK BpeMeHu [IK wucnome3yer cuctemMHoe Bpems
nporpammuon  cocrapisomerd 1IK. IIporpammuas cocrasimsromas I[IK umeer BO3MOXKHOCTB
CUHXPOHHM3UPOBATh CUCTEMHBIE Yachl CO CIyXObl BpeMeHU 1o mnpotokosny NTP, B Tom uucie no
HacTpoeHHOMY ¢ nomouisto [IK noBepeHHOMY KaHaIy CBS3H.

IIpn xaxxnom BkimroueHnu [IK, BBIMONHSAETCA NpPOBEpPKAa LEIOCTHOCTH MOAYISA-3arpy3KH U
nporpammHoi cocraBisironied 11K, Ilpu HecoBmajgeHWM KOHTPOJIBHBIX CYMM C 3TAJIOHHBIMH
3HayeHusaMu [IK Beixitouaercs mo nutaHuto. CoObITHS 00 ylayHOM M HEYJA4HOM HPOXOXKIECHUH
IIPOBEPKN KOHTPOJIBHBIX CYMM C OJTaJOHHBIMHM 3HAYEHHUSMH 3alMCBIBAIOTCS B JIOKAJIBHBINA >KypHAJ
ayJInTa.

[Ipu kaxxaom 3amycke ciyk0bl vpndmn mpou3BOAUTCS MPOBEPKAa KOHTPOJIBHON CyMMBI BCEX
daiinos I10 «BACTABA-Oduc». Pe3ynbrarsl npoBepku pukcupyrotes B daitne xxyprana bin_log.txt.

PeanuzoBana py4Has BO3MOXXHOCTb 3allyCTUTh IIPOBEPKY KOHTPOJISI  LEJIOCTHOCTH
nporpammuoil cocrapnsitomiedt [IK umun [1O «3ACTABA-Oduc». octyn k aaHHOM (yHKUMU

OTpaHUYEH U IpenocTaBisercs Toyibko Anmunuctparopy K.

2.1.1.6 Hcmosb30BaHHE PECYPCOB

PesepBupoBanne ¢yHKunoHanbHbIX Bo3MoxkHOcTel [IK oOecneunBaercs KiacTepu3alMen.
IIpu c6oe cayxopr 110 «3BACTABA-Oducy, BHEMIAaHOBOM TMpepbiBaHUH pPaboThl ciyxO0b1 110

«3ACTABA-O¢uc», BeIX0Jle U3 CTPOSl WIM BBIKIIOYEHUH CEPBEPHON IUIaT(OPMBI OCHOBHOTO Y3ia
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IIK, pe3epBHBIA y3€ll CTAaHOBUTCA OCHOBHBIM M IPOJOJDKAET BBINOIHATH BCE IPEANHCAHHBIE U
HactpoeHnble pyHkuun [1K.

I1K ocymecTBisier NpHOPUTU3ALMIO MHPOPMALIMOHHBIX IIOTOKOB Ha OCHOBE MH(OpPMALUHU O
CyObeKTe MEXKCETEBOro B3aMMOICWCTBUS U THIE IMEPeJaBacMbIX NAaHHBIX IyTEM YCTAaHOBKH OWUTOB
noJisi ToS, ocHoBbIBasick Ha [P-afgpecax moprax v MpOTOKOJIaX OTHPABUTENS U MOITY4aTENS.

IIK oGecneunBaeT 00pabOTKy JaHHbBIX, OCHOBBIBAsICh HA MPUOPUTHU3ALUU MH()OPMALIMOHHBIX

IIOTOKOB.

2.1.2  Onwucanue Ha3HAYECHUS U METO] HMCIOJIb30BaHUS MHTEP(EHCOB B3aUMOACHCTBHS C
bynkuusamMu 6e30macHOCTH (onHrcaHue HHTeP(HEHCOB yIpaBICHUs)

Wutepdeiicel B3aumojeicTBuss ¢ (GYHKIUAMH O€30MAaCHOCTH 00ECIEYMBAIOT 3arpy3Ky
noautuku Oe3zonacHoctd. IlomuTnka Ge3omacHocTH ObiBaeT AByx Tunos: «[lonutuka apaiiBepa mo
ymomuanuio» (Default Driver Policy, DDP) u «CucremHas moautukay. «CHCTEMHas MOJHTHKA
BCTyMaeT B CHJIy C MOMEHTa 3arpy3Ku mporpammHon coctaBisomen. «[lonutuka npaiiBepa mo
YMOJTYaHHIOY» TIPUMEHSIETCS B clIydae cOosl.

Hacrpoiika «[lonutuku apaiiBepa 1mo yMoJI9aHHiO» omnrcana B 1. 3.2.2.5.1.2.

CucreMHasi TOTUTHKA MOKET OBITh 3arpy:keHa u3 ¢aiisa ¢ cepBepa IpOrpy3KH MOJTUTUKHA UITU
cootBercTBoBaTh «llomuTuke npaiiBepa mo ymondaHuto». Hactpoiika «CHCTEMHON TMOTHTHKI

onucaHaB 1. 3.2.2.5.1.1.

& Jlo 3arpy3ku mporpaMMHON COCTaBISIONIECH MPUMEHSETCS MOJUTHKA MO YMOJTYAaHUIO, KOTOpas
CKOH(UTYpHpPOBaHA CITOCOOOM, OTIMCAHHBIM B T1. 3.2.6.

2.1.3  Onwucanue Bcex mapamMeTpoB HHTEP(PECOB B3aNMOACHCTBH

Hns 3amanus «[lonmutuku npaiiBepa MO yMOTYaHUIO» HEOOXOIMMO YKa3aHUE CIEAYIOIIUX
apaMeTpoB:

— IIpumensemoe nerictue. Jlonyctumsie 3Hauenus: [Ipomyckars Bce (PASS), CopacsiBath

Bce kpome DHCP (DROP), CopacsiBats Bce(DROPALL);

—  VYposens xxypHanupoBanwus. Jlonyctumeie 3Hauenus: Disabled, Events, Details, Debug.

Jns 3ananus «CUCTEMHOM MOTUTHKIY, 3arpyx)aemMoii u3 (aiiina, HeoOX0AUMO yKa3aTh MyTh K
¢aiiny ¢ onucanuem JIIb.

Jna 3aganus «CUCTEMHOW MOJIUTHUKHY, IMOJIYy4aeMOM C cepBepa MpOrpy3KH MOJIUTHKH,
HEO00XO0IUMO yKa3aTh CJIEIYIOIINEe TapaMeTphl:

— Azpec uiu UMs cepBepa Nporpy3Ku M MopT;
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— uAaeHTU(UKATOp IS YCTAHOBKM  3alMIIEHHOTO COCOUHEHUs  (MACHTU(PHUKATOP
NEPCOHATBHOTO cepTU(UKATA HITH IPEIBAPUTEIHHO PACTIPEICIICHHOTO KITI0Ya);

—  ypoBeHb xypHanupoBanus. Jlomyctumeie 3Hadenus: Disabled, Events, Details, Debug;

— pexum pabotel mporokona IKEv1., Jomyctumbie 3HadeHus:: OCHOBHOH pPEXHM U

arpeCCUBHBIN PEKUM.

2.1.4  Omnwucanue Bcex ACUCTBUHN C KaXKIbIM HHTEp(]EicoM B3auMOACHCTBUS

K JIITb MOHO MPUMEHUTD CIICTYIOIINE ACHUCTBHUS:
— IIpocmoTp Tekylieil NOJTUTHKH,

—  AKTHBaIus NOJMTHKH,

— HM3menenue nmapamMeTpoB MOJUTHKH.

JeiicTBus, npumenumble k JIIIB, onucansl B . 3.2.2.5.

2.1.5 Onucamme BceX BO3MOXHBIX OMIMOOK TIPH BBI30BE KAXKIOrOo HHTEpdeiica
B3aMMOJICHCTBUS

[Ipy BO3HMKHOBEHMH OIIMOOYHBIX CHUTyallii B (haiil perucrpanuu COOBITHI 3aHOCUTCS

coobOmenue 06 ommobke. Ilpu 3arpy3ke JI[Ib B03MOXHO BO3HWKHOBEHHE CICAYIONIMX ONIMOOYHBIX

CUTYaLHI:

—  OmmOka npu ureHnu (aiina nonutuku. [pumep coobmeHus:
2017.07.06 11:51:24 ERROR LP Local Policy parse error at
line: 373:24 \

expected '(' begin of section: filter filt user manage
2017.07.06 11:51:24 ERROR LP Fail to activate security
policy \

Type: System \

File: /home/admin/TestPolicy.txt
— CepBep nporpy3Ku MOTUTHKY HeaocTymeH. [Ipumep coobmenust 06 ommoke:
2017.07.06 11:59:22 5017755A925276B6 ERROR IKE Failed to create
IKEvl SA: \

Reason: Exchange timeout \

Peer Address: 10.111.10.137:500 \

IKE SPIs: 5017755A925276B6:0000000000000000 \

Attempts in progress: None
- OmmOka ayTeHTH(UKAIMK Ha CEpBEpe MPOTPY3KU:
2017.07.06 12:01:14 4EC6E7BD8DAA992E.00000001,I WARN IKE Peer
reported authentication failed
2017.07.06 12:01:14 4EC6E7BD8DAAYI2E ERROR IKE Failed to create
IKEv2 SA: \

Reason: Peer reported error \

Peer Address: 10.111.10.130:500 \

IKE SPIs: 4EC6E7BD8DARA992E:56B8628A8D8FD0O50 \

Attempts in progress: None

—  IlepcoHanbHbli cepTUUKAT OTCYTCTBYET MIIM UCTEK:
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2018.04.27 12:08:48 ERROR CM Local certificate is not
selected. \
Search params: \
LSP rule: 'pmp auth ike sign', cert subject:
C=RU, CN=GateWinl31 CPROCA2016 \
Found certificates: 2/4 \
1: cert locallll]: Not valid after: 26.04.2018 13:57:03:
C=RU,CN=GateWinl31 CPROCA2016 / GOST R 34.10-2001 \
2: cert locall[ll]: Not valid after: 26.04.2018 16:55:36:
C=RU,CN=GateWinl31 CPROCA2016 / GOST R 34.10-2001
2018.04.27 12:08:48 WARN LP Local certificate not found
or not valid, activation of system security policy from Policy Management
Server was paused. \
Certificate: C=RU,CN=GateWinl31l CPROCA2016

—  OrtcyTcTBYeT AOBEpEHHBIN cepTU]UKAT MapTHepa:

2017.07.06 12:14:23 C6F308940C07032E.00000001, T ERROR CM
Trusted certificates are not selected to form list of Cert Request: \
LSP rule: 'pmp auth ike sign gost2001' - 'cert trust' is empty \
Reason: Trusted Certificates DB is empty
2017.07.06 12:14:23 C6F308940C07032E.00000001, T ERROR CM Peer
certificate is not selected. \
Search params: \
id remote: (DN) C=RU,CN=win 130 gost3 \
LSP rule: 'pmp auth ike sign gost2001' - 'cert remote' is empty,

CRL processing: disabled \
Found certificates: 1 \

1: Certificates chain is not complete \
[income] C=RU,CN=win 130 gost3 / GOST R 34.10-2001 (issuer:
C=RU, 0=A0 ELVIS PLUS,OU=0RPO,CN=CPROCA2016)
2017.07.06 12:14:23 C6F308940C07032E.00000001,T ERROR IKE Peer

(DN) C=RU,CN=win 130 gost3 (IP address: 10.111.10.130) is not authorized to
communicate with this host
2017.07.06 12:14:23 CoF308940C07032E ERROR IKE Failed to create
IKEv2 SA: \

Reason: Authentication failed \

Peer Address: 10.111.10.130:500 \

IKE SPIs: C6F308940C07032E:04679801071C8D05 \

Attempts in progress: None

— IP-agpec oO6bexTa HE COOTBETCTBYET YKa3aHHOMY B IMOJUTHKHA O0€3011aCHOCTH

2017.07.06 12:16:03 B41B1B33AB9B37F5.00000001, I WARN IKE Peer
reported authentication failed
2017.07.06 12:16:03 B41B1B33AB9B37F5 ERROR IKE Failed to create
IKEv2 SA: \

Reason: Peer reported error \

Peer Address: 10.111.10.130:500 \

IKE SPIs: B41B1B33ABI9B37F5:36799AD292FA26C8 \

Attempts in progress: None

2.1.6  JleMoHcTpauusi NMpOCIEKUBAHUS (YHKIMOHAJIBHBIX TpeOOBaHMM O€30MacHOCTH K
uHTepdeiicaM B3auMOAeCTBHS

Onucannple BbIIE HUHTEPDEHCH  B3auMojeicTBHs obOecrneunBaroT jgoctaBky JIIIB,

peanmsyrontyro ®BO, onucannbie B .. 2.1.1.2, 2.1.1.3, 2.1.1.5.
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2.1.7 OnucaHue JOCTYNHBIX MOJB30BATeNsIM  (QYHKUMH, BO3MOXHBIX TIpaB U
00s3aHHOCTEH, KOTOPBIMM  CJIELyeT YIOpaBIATbh B  3allUILEHHOM  cpene
(YHKLMOHUPOBAHUS

Omnucanue JOCTYIIHBIX I1OJB30BATCIISIM (bYHKHHfI, BO3MOJXHBIX IIpaB H 00s3aHHOCTEN

onuvcanel B1I. 2.1.1.1.

2.1.8 Onucanue I KaKI0M MOJIb30BaTEIbCKOM POJIM MPUHITUIIOB O€301acHON paboThI ¢
npenoctasieHHbIME B OO uHTEpdeiicaMi B3anMOACHCTBH

K unrepoeiicy nporpysku JIIIb umeer noctyn Tonpko Aamunuctpatop [1K.

Anmunuctpatopy IIK pexomenayercst obecrieunBaTh cielyronue Mepbl 0€30I1acHOCTH:

— 3amper nepenauy JIIIb no oTkpsiTOMy KaHaiy;

— 3amper Ha HCIOJIb30BaHHME IpoTokojsa SSH 1o OTKpBITHIM KaHajlaM CBSI3H  (CETh
WuTepuer) 6e3 ucnonb3oBanus Texnonoruu VPN g ynanennoro noakimouenus k [1K;

— 3amper Ha YCTaHOBKY YPOBHS )KypHaJIMpoBaHus paBHbIi Disable;

—  Bemonnste onepanuto 10gout 1o 3aBepiieHUH CBOMX JICHCTBUI B CHCTEME.

N3 coobpaxeHnii 0E30MacCHOCTH PEKOMEHIyeTcs ycTaHaBiuBaTh «[lomuTHka paiiBepa 1o
yMOJTYaHHi0» B 3HaueHue «COpachiBath Beey» (dropall). Cieayer yuecThb, 4TO B 3TOM CiIydae
CeTh He OyAeT JOCTyIHA, €CIIi KOMIIBIOTEpY HE IpHcBOeH crartudeckuit |IP-ampec. Ecmu
komnbtotep nonyyaet IP-ampec mo DHCP, To cneayer BbiOpath ommmio «COpackiBaTth Bce,
kpome DHCP» (drop). B arom cimydae ceth OyaeT HENOCTYIIHA JO MOMEHTAa AaKTHUBAITUU
paboueii JIIIb (uckmrouenune cocraBisieT Toibko Tpadhuk DHCP, nHeoOxomumeri ans
Ha3HadeHus Komnelotepy IP-anpeca).

2.1.9 Onucannve s KaXJOW TOJIb30BAaTEIbCKOM POJM  JOCTYNHBIX (PYHKIIUH U
uHTep(eiicoB ¢ ykazaHreM 0e30MacHbIX 3HAUCHUN

Mepsl U1 o0ecrieueHHst 0e30macHoN paboThl ¢ HHTEPQEcOM NPOrpy3KU NOTUTUKU ONHCAHBI

B 2.1.8.

2.1.10 Omnwucanue ansS KaxI0W TOJIH30BATENICKOW POIU THUIIOB COOBITHI, HMEIOIINUX
3HaUYeHHE IS 0€30MaCHOCTH

Tunossie nevictBust Aagmunucrparopa [1K Bkitouator B ceds:

— Bxon B cucteMy ¢ KOppeKTHBIMU ayTeHTU(HUKAIMOHHBIMU JTAHHBIMU;

— Bsixon u3 cuctemsi;

— IlombiTKa BXO/a ¢ HEKOPPEKTHBIMU JTaHHBIMH,

— H3mMeHenue napameTpoB O€30MACHOCTH U yIpaBieHHE HACTPOHKAMH;

—  3amyck mporpamm M moposkaeHue mpoieccoB, oTHocsmxcs K [10 «(3ACTABA-Odwucy;
—  Ouncrka xypaana [10 «(3ACTABA-Oducy;

— Axtusanus JII1B;
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—  Brimonnenue npouenypsl KoHTpoJIs 1€70CTHOCTH;

- BOSBpﬂH.IGHI/Ie K 3aBOJCKHM HaCTPOﬁKaM.

2.1.11 Omnwucanue mep 0€30MaCHOCTH JUIs Cpeibl PYHKITMOHUPOBAHUS

Hust toro utoObl 1K BBIONHSUT Bce 3asBiCHHBIC (QYHKIMH O 3ammrTe WHpOpManmuu ot
HECAHKIIMOHUPOBAHHOTO JIOCTYNa W3 BHEIIHEH CETH HEOOXOIUMBI CIEIYIONIMEe OpraHU3aI[OHHO-
pacropsiAUTeNbHbIE U TEXHHYECKHE MEpPhl MPUMEHUMBIE K cpene (PYHKIMOHUPOBAHUS XapaKTEpHbIC
JUISL BCEX OIPECIICHHBIX POJIEH:

— obecrieueHrne COXPaHHOCTH obOopynoBanust u (usuueckor uenoctHoctd CBT Ha

KoTopoM ¢yHkimonupyer [1K;

—  oOecrieyeHne UCKIIOYEHNE KAaHAJIOB CBA3U 3alUIIaeMoil HH(POPMAIIMOHHON CHCTEMBI C

WHBIMU HH(OpMAIMOHHBIMH cucTeMaMmu B 00xox [1K;

—  pa3paboTKa HOPMATHUBHBIX JOKYMEHTOB, ONPEACISIONIUX MOPSIOK JOMycKa MepcoHaa

K pecypcaM IIK u Ha3zHaYeHHs UX HOHHOMO‘{I/IP'I;

- Obecneuenne  (u3MYECKOW  3alIMTHIl  AJAMHUHUCTPATHBHOTO  IEPCOHAIBLHOTO

UICHTHPHUKATOPA;

- COXpaHEHHE B CEKpeTe NACHTU(UKATOPOB (MMeH) 1 naposieii Aqmuanctparopa [1K.
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3 HMHTEP®ENVC KOMAHJHOM CTPOKH IO «3ACTABA-Oduc»
3.1 Monurtopunr padors I10 «(3ACTABA-O¢uc»

3.1.1  O0630p cpeaACTB MOHUTOPUHTA

Hnst  ocymectBiaeHuss MouutopuHra padotel [I0 «3ACTABA-Oduc» uCHoab3yrTCs
CJIEYIOIINE CPECTBA!

—  )Kypmnans! perucrpanuu coosituii (bin log.txt, vpndmn_init.log);

—  Cucremuslii )xypHai Syslog;

—  Yrtunuta vpnmonitor.

3.1.1.1 ®aiin perucrpanuy CHCTEMHBIX COOBITHI

3anucu 0  PETUCTPUPYEMBIX  CHCTEMHBIX  COOBITHUSAX  XPAHIATCS B JTUPEKTOPHUH
/var/vpnagent/log/ (Hampumep: bin log.txt m vpndmn init.log).

B JIIIb mns xaxmoit rpynmsl cucteMHbix coObiTuil ([POLICY] (nmonmutuka Ge3o0macHOCTH),
[CERTS] (ceptudukarsl) u T.1.) MOKET COJICPKATHCS HACTPOHKA yPOBHS JAeTanu3aluu. Eciu ypoBeHb
JeTalu3aluy A COOTBETCTBYIONIECH rpymmbl coobiTuit oTcyTrcTBYeT B JIIIB, TO B 3TOM Ccitydae OyayT

HCIIOJIB30BaHBbI JIOKAJIbHBIC HaCTpOﬁKH YPOBHA KYPHAIIUPOBAHUA.

3.1.1.2 Ounctka (haitna perucTpaluu CHCTEMHBIX COOBITHI

Ouunctka colepkuMoro (Qaiiga perucTpallud CHUCTEMHBIX  COOBITMH  NPOUCXOAMT
aBTOMATHUYECKHU IO JIOCTH)KEHUH MM MaKCHUMAaJbHO JOMycTHUMOro pasmepa. [lonpoOGHO o HacTpoiike
napaMeTpPOB PETHCTPALNU CUCTEMHBIX COOBITUN M YIpaBlieHHH (aiaMu perucrpanuu cM. 1. 3.2.2.6.
CoObiTHe ouncTKH (haityia OyeT 3aperucTpUpPOBAHO U pa3MeEIIeHO B Hadaje ¢aiiia sKypHaa.

Jlnist IpUHYIUTETFHOW OYMCTKH JKypHaJla MOYKHO BOCIIOJB30BaThCS KOMaHIOW vpnconfig

—clear log./lanHas komaHaa TpeOyeT BBOJIa apois aIMUHUCTPATOPA.

3.1.2  VYTumura vpnmonitor

Yrunurta vpnmonitor mpemnocTaBisieT BO3MOKHOCTh 0030pa aKTUBHBIX B HACTOSIIIEE BPEMS
3allMILEHHBIX COEAMHEHUH, YCTAaHOBJIEHHBIX C JaHHBIM KommbioTepoMm. Kpome Toro, vpnmonitor

MO3BOJIACT MPOCMOTPETL CTATUCTUKY I10 ITAKCTaM.
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3.1.2.1 CnpaBouHas cuctema o paboTe ¢ yTUIUTON

JUia monydeHus cCHpaBKM 10 paboTe YTUIUTHl KOMAaHIHOM CTpOKHM vpnmonitor

HE0OXOMMO BBECTH KOMaHly vpnmonitor -—h.

3.1.2.2 TIpocMOTp CTaTHCTUKU

JInst BBIBOJIa CTATUCTUKY HAJ0 BBIMOJHUTH KOMAHAY:

vpnmonitor -s [ipsec|ikelikel|ike2|ha]|fcachelall].

Onucanre mnapaMeTpoB KOMaHABI vpnmonitor —s MpencTaBiIeHO B Tabmuie (cm.
Tabmuma 1).

Ta6mmma 1 — [TapameTpsl KoMaHaBI Vpnmonitor —S

IMapamerp Onucanue
ipsec [TpocMoTp cTaTUCTUKY 11O TPOTOKOIY IPSec
ike ITpocmotp cratuctrku nporokoiam IKE (IKE vl u IKE v2)
ikel [IpocMoTp cTatuctuku oTAEIBHO Mo npotokony IKE v1
ike2 [TpocMOTp CTaTUCTHKH OTIENBHO 110 rpoTokory IKE v2
ha ITpocMOTp CTATUCTUKH IO TPOTOKOIY ha
fcache [Mpocmotp craructuku fcache
all ITpocMOTp MOJHON CTATUCTUKH

CHHCOK MapaMeTpOB BHIBOJIMMO#M CTATUCTUKY MpeCTaBiieH B Tabuiie (cm. Tabmuia 2).

Tabnuua 2 — [leyeHb mapamMeTpoB CTATUCTUKH

ITapamerp Onucanne
IPsec
Packets (bytes) recieved [Tonyuyeno maketoB (OaiiT)
Packets (bytes) sent IMTocnano makeroB (0Oaiir)
Decapsulated packets JlekancynupoBaHo (paciu@poBaHo) MaKeTOB
Encapsulated packets WuxkancynupoBaHo (3ammdpoBaHo) MaKeTOB
Packets recieved unsecure KomuuectBo monmydenHbix [10 He3ammppoBaHHBIX TAKETOB
Packets sent unsecure KonnuecTBo oTnpaBieHHBIX HE3aIU(PPOBAHHBIX TAKETOB
Incoming errors OmnOKH BO BXOIAIINX MaKETaX
Outgoing errors OmmOKY B UCXO/ISIINX TTAKETax
Incoming auth errors KonmuuaecTBo om0k ayreHTH(UKAIMY BO BXOISIIUX MTaKeTax
Incoming anti-replay errors KosrgecTBo onmmOOoK mpH MOIaBIICHUH aTaK BOCIIPOU3BEICHHUS
BO BXOJISIIHNX MaKeTax
Dropped packets (in/out) OTOpoIIIeHO MaKeTOB (BXOMSIINX/UCXOISIINX )
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IMapameTp

Onucanune

Input frags consumed

KonmuecTBO HCIIOIB30BaHHBIX BXOAHBIX (bpar MCHTOB

Output frags consumed

KonmuecTBO MCIIOIB30BaHHBIX BBIXOJHBIX q)paFMeHTOB

Output frags created

KommuectBo CO3JaHHBIX BBIXOIOHBIX (bpal"MeHTOB

Decrease MTU requests

KonunuecTBo nmakeroB-3anpocoB Ha nonmxenne MTU

Incoming packets not found in
hash table

KonuyecTBo mpoMaxoB It BXOSIIKX [TAKETOB PH MOUCKE
¢ubTpa B Xo1I-TabIuIe

Outgoing packets not found in
hash table

KonuyecTBo mpoMaxoB It HCXOASIINX ITAKETOB MPH [TOUCKE
¢ubTpa B XoUI-TabauIe

IKEv1

IKE SAs created (failed)
initiated/responded

KonnuecTBo co3/1aHHBIX (HE CO3IaHHBIX ) MHUIIUUPOBAHHBIX/
orBeueHHbIX IKE SA B hopmate X(X)/X(X)

Denied IKE SAs requests

KonnuecTBo oTBepruyThixX 3ampocoB Ha coznanue |IKE SA

IPsec SA bundless created

KommuectBo co3nanubix IPsec SA

MM exchanges completed (failed)
initiated/responded

KonnuecTBo ycrnenHbix (HeycHenHbix) ooMmenos Main Mode
MHHUIIUMPOBaHO/0TBeUeHO B popmate X(X)/X(X)

AM exchanges completed (failed)
initiated/responded

KonnuecTBo ycrnemHbix (HeycnenHbix) ooMeHoB Aggressive
Mode unuiurpoBano/otseueHo B hpopmate X(X)/X(X)

QM exchanges completed (failed)
initiated/responded

KonunuectBo ycrnemnbix (HeycnenHbix) oomenoB Quick Mode
UHHUIIMAPOBAHO/0TBEUCHO B hopmare X(X)/X(X)

IX exchanges completed (failed)
initiated/responded

KonnuectBo ycnemHbix (HeycnemHbix) oomenos Informational
Exchange naunuuposano/oTBedeHo B hopmare X(X)/X(X)

TX exchanges completed (failed)
initiated/responded

KonuuecTBo ycmemnbix (HeycnenHpx) ooMeHoB Transaction
Exchange nHuIMnpoBaHo/0TBEYCHO MPHUHATHIX 3aIIPOCOB HA
cozmanue 1X B popmare X(X)/X(X)

IKEV2

IKE SAs created (failed)
initiated/responded

KonmuaecTBo co31aHHBIX (HE CO3/1aHHBIX ) MHUIIMUPOBAHHBIX/
otBeueHHbIX IKE SA B hopmare X(X)/X(X)

Resumed IKE SA
initiated/responded

KomnmnuaectBo Bo3o6HOBIEeHHBIX |IKE SA nHuimupoBanHbix/
OTBEUYEHHBIX

IKE SA redirections received/sent

KomuuectBo nepenanpasnennii IKE SA nonyueno/mocnano

COOKIE requested/sent

KonnyectBo 3anpouieHHsix/oTmnpasieHHbIX TokeHOB COOKIE

Denied IKE SA requests

KosaecTBo oTBEepruyTHIX 3ampocoB Ha co3panue |[KE SA

IKE SA rekeys
initiated/responded/collisions

KonmaectBo o6HOBNeHUi kinroueii IKE SA
HHUIIMAPOBAHHBIX/OTBEUCHHBIX/KOJUTH3UI B hopmare X/X/X

IPsec SA bundless created

KomnnuectBo co3pannbix IPsec SA

IPsec SA rekeys
initiated/responded/collisions

KonuuectBo 00HOBIIEHUH Kitrouent IPsec SA
WHUIIMAPOBAHHBIX/TIOTYUYEHHBIX/KOJUTU3UH B popmate X/X/X
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IMapameTp

Onucanune

Attempts to rekey non-existend
IPsec SA by this host/by peer

KonmdecTBo monsITOK 0OHOBJICHHSI KITFOUEH HECYIIECTBYIOMIEH
IPsec SA maHHBIM XOCTOM/TTAPTHEPOM

Temporary rekey failures
on this host/on peer

KonndecTBo BpEMEHHBIX OTKa30B B OOHOBJICHUU KITFOUCH
JTAaHHBIM XOCTOM/TIAPTHEPOM

INIT exchanges completed (with
errors or failed)
initiated/responded

KomuuectBo o6menoB INIT_IKE_SA ycnemssix (¢ omuokaMu
WJIM HEYCTICITHBIX ) HHUIIMUPOBAHO/OTBEYEHO B popmare

X(X)/X(X)

RESUME exchanges completed
(with errors or failed)
initiated/responded

Kommaecto oomenoB RESUME_IKE_SA ycremnbix (¢
OIMMOKaMHU MJIM HEYCIICIIHBIX ) HHUITUMPOBAHO/OTBEYCHO B
dopmare X(X)/X(X)

AUTH exchanges completed
(with errors or failed)
initiated/responded

KommuectBo YCHCUIHBIX (C OIIMOKAMH UJIN HGYCHGI_HHBIX)

oomenoB IKE_AUTH unumunpoBano/otnpasieHo B popmare
X(X)/X(X)

CHILD exchanges completed
(with errors or failed)
initiated/responded

KonuuecTBo ycrenspix (¢ ommOKaMu WM HEYCIIEITHBIX )
oomenoB CREATE_CHILD_SA uHMITMUPOBaHO/OTIIPABJICHO B
dopmate X(X)/X(X)

INFO exchanges completed (with
errors or failed)
initiated/responded

KonuuecTBo ycnemnsIx (¢ ommmOKaMu WM HEYCIECIITHBIX )
oomenoB INFORMATIONAL uHUIIMHPOBaHO/OTIPABICHO B
dopmare X(X)/X(X)

HA

Single start at

Bpems crapra 0IuHOYHOTO pexuMa

Single start count

KoauuectBo Mepexoa0B B OJIMHOYHBIN PEKUM

Active start count

KonnuecTBo nepexos0B B AKTUBHBIN PEXKUM

Passive start count

KoauuectBo Mepexoa0B B MMaCCUBHBIN PEKUM

Total recv/sent messages (bytes)

O6beM NosTyueHHBIX/ OTIIPaBICHHBIX COOOIIEHNH B OaliTax

Total errors in recv/sent messages

KonnyectBo ommOOK Mpy Moayd4eHUN/OTIpaBKe COOOIIEHU I

Unknown messages(bytes) recv

KonnuecTBo Hen3BeCTHBIX cOOOIIEHHH (0alT) IpU MOTy4YEeHUN
coo0IeHHH

Create IKE SA: recv/sent
messages (bytes)

O0BeM nostyueHHBIX/ OTIIPaBIEHHBIX COOOLICHUH B OaiiTax pu
coznanuu IKE SA

Create IKE SA: errors in recv/sent
messages

KomnndecTBo ommboK B MOTy4EHHBIX/ OTIIPABICHHBIX
coobmenusx nmpu co3panuu |IKE SA

Delete IKE SA: recv/sent
messages (bytes)

O0BeM nosryyeHHBIX/ OTIIPABICHHBIX COOOLIEHNH B OaiiTax mpu
ynanenuu IKE SA

Delete IKE SA: errors in recv/sent
messages

KomnndecTBo ommboK B MOTy4eHHBIX/ OTIIPABICHHBIX
coobmenusx npu ynanennn |[KE SA

Update IKE SA: recv/sent
messages (bytes)

O0BeM nosryuyeHHBIX/ OTIIPABIECHHBIX COOOLIEHNH B OaliTax mpu
obHoBneHnn napamerpoB IKE SA

Update IKE SA: errors in

KonnuectBo ommboK B HOHy‘{eHHLIX/ OTIIPABJICHHBIX
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IMapameTp

Onucanune

recv/sent messages

cooOmieHusx npu ooHosieHuu nmapamerpos |IKE SA

Request IKE SA list: recv/sent
messages (bytes)

O0BeM NoTydeHHBIX/ OTIIPABIEHHBIX COOOIIEHNH B OaliTax nmpu
3ampoce criucka IKE SA

Request IKE SA list: errors in
recv/sent messages

KonnyecTBo omm60K B NOIYYEHHBIX/ OTHPABICHHBIX
cooOuienusix mpu 3ampoce crnucka |KE SA

Get IKE SA list: recv/sent
messages (bytes)

O0beM NoJTydeHHBIX/ OTIIPABIEHHBIX COOOIIEHNH B OaliTax mpu
3ampoce IKE SA

Get IKE SA list: errors in
recv/sent messages

KonnyectBo ommO0OK B MOTYyYEHHBIX/ OTIPABICHHBIX
coobuienusix mpu 3ampoce IKE SA

IKE-CFG sync: recv/sent
messages (bytes)

O0beM NoJTydeHHBIX/ OTIIPABIEHHBIX COOOIIEHNH B OaliTax mpu
obnorennu 3ammceit IKE-CFG

IKE-CFG sync: errors in recv/sent
messages

KonnyecTBo ommO0K B MOTYYCHHBIX/ OTIPABICHHBIX
coobmeHusx nmpu ooHosneHuu 3anuceit IKE-CFG

IKE-CFG del: recv/sent messages

(bytes)

OO0beM noTyueHHBIX/ OTIIPABICHHBIX COOOIIEHUH B OaiiTax mpu
ynaneruu 3anuceit IKE-CFG

IKE-CFG del: errors in recv/sent
messages

KonnyecTBo ommOOK B MOTYYEHHBIX/ OTIPABICHHBIX
coobmienusix npu ynanenuu 3anuceit |IKE-CFG

IKE-CFG clear: recv/sent
messages (bytes)

OO0beM MoTydeHHBIX/ OTIIPABJIICHHBIX COOOIICHUH B OaliTax mpu
obHoBnenuu copoce 3anuceit IKE-CFG

IKE-CFG clear: errors in
recv/sent messages

KonnyecTBo ommOOK B MOTYYSHHBIX/ OTIPABICHHBIX
cooOuieHusx npu copoce 3anuceit IKE-CFG

FiltDB Cache

Hash table size (bytes max/alloc)

Pa3zmep xam-rabnuibl (0alT MakCUMYM/BBIIENIEHO) B (hopmare
X*X*FX(X/X)

Validity tag Tekyiee 3Ha4YeHUE METKH, CITyKaLIEH I OIPeIeIICHUs
BO3MO’KHOCTH MCIIOJIb30BAHMUS 3alIUCel B X3II-TabIHIIe
Live entries KonnyecTBo akTUBHBIX 3amucei

Dead entries

KonnuecTBo ynaneHHbIX 3anucei

Allocated entries

KoauuectBo 3anuceit BBIACJIICHHBIX U3 ITaMATHU

Dead reused

KommuectBo IMOBTOPHO UCITIOJIB30BaHHBIX y,HaJ'IéHHI)IX 3amnucei

Line reused KoanuecTBO HCIIOIB30BaHHBIX 3aIIUCEH B TMHUSIX
Collisions KonudgecTBO MONBITOK JOOABIEHNS OJUHAKOBBIX 3aITHCEH
Full lines KoanuecTBo 3an01HCHHBIX JIMHUM

Empty lines KomnuecTBo 1mycTeIX TMHUMA

Other lines KommdecTBo OCTambHBIX JTHHUAM

Avarage length of non-empty
lines

CpeIIHHH JAJINHA HCITYCTBIX JIMHUY

IIpumep BbIBOJA pe3ynbTaTa KOMaHAbl vpnmonitor -—s:
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param |value
_____________________________ | S,
IPsec |

Packets (bytes) recieved 398 774 (69 396 140)
Packets (bytes) sent |79 362 (15 988 088)
Decapsulated packets |0

Encapsulated packets |0

Packets recieved unsecure |398 774

Packets sent unsecure |79 362

Incoming errors |0

Outgoing errors | 0

Incoming auth errors |0

Incoming anti-replay errors |0

Dropped packets (in/out) [0 (0 / 0)

Input frags consumed |0

Output frags consumed |0

Output frags created |0

Decrease MTU requests |0

Incoming packets not found i~[45 171
n hash table |
Outgoing packets not found i~|842

n hash table |

IKEvl: init: 0, resp: O

IKEv2: init: 0, resp: 1

IPsec: Dbundles: 0, ESP: 0, AH: 0, IPcomp: O
FiltDB: alt: 3, main: 6, dynamic: O

HA mode: single

vpndmn started at: 2016.04.26 11:23:58
worked: 23 hours 37 minutes 35 seconds

3.1.2.3 BsiBox nHpOpMANU 00 aKTUBUPOBAHHOH ITOJUTHKE

st mpocmoTtpa uH(OpManu 00 aKTUBUPOBAHHOW TMOJMTHKE HEOOXOIUMO BBITIOJIHHUTH
KOMaHy: vpnmonitor -p.

[Ipumep BeIBOZA pe3ynbTaTa JaHHOM KOMaH/IbIL:

Current Policy:

Type: System policy

Source: Server: 10.111.10.130
Title: GateWinl31l

Activated: Fri Jun 16 14:36:32 2017

Jlis mpocmoTpa mnoapoOHON uH(OpManMM O mapaMeTrpax MPOTPYKEHHOW MOJUTHKU
UCIIOJIb3yeTCss KOMaHa: vpnmonitor —pp.

ITpumep BbIBOJA 1TOPOOHOM MH(POPMAITUH O TTOIUTHKE!

LSP request:
type: System PMP
file path:
pmp servers: 10.111.10.130
cert subject: C=RU,CN=GateWinl3l CPROCA2016
log level: EVENTS
LSP active:
type: System PMP
file path:
pmp servers: 10.111.10.130
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pmp cert subject: C=RU,CN=GateWinl31l CPROCA2016

pmp cert issuer: C=RU,0=A0 ELVIS PLUS,OU=0RPO,CN=CPROCA2016

pmp cert serial: 5600000080930538360CC5729B000000000080

pmp cert key alg: GOST R 34.10-2001

pmp log level: EVENTS

title: GateWinl3l

hash: BDSEB22D4EE4EE31C801457F7E9C5D06

time: Mon Jun 19 10:19:47 2017

in progress: false

from DB: false

cert present: true

connected to TPN: true

last error:

diagnostic: System policy 'GateWinl31l' activated at Mon Jun 19
10:19:47

2017

3.1.2.4 Tlpocmotp undopmanuu o co3nanubix IKE/IPSec SA

JInst mpocMoOTpa  aKTHUBHBIX —3alUMIIEHHBIX COCAWHEHHH, YCTAHOBJIEHHBIX C JaHHBIM
KOMIIBIOTEPOM, a TAKXKE CO3AAIOIINXCS 3alUIIEHHBIX COEAMHEHNUN, HEOOX0UMO BBIIIOJIHUTH KOMaHAY
vpnmonitor -i. KomaHga BBIBOAUT MH(POPMAIMIO 10 KaXKIOMY M3 CO3JaHHBIX COECIUHEHHUI B

crienyromeM hopmare:

WUnentudpukatop ceccun - Axapec maptaepa - Waentudukarop maptaepa - Merton

ayTeHTU(UKAINH

U xonmuuectBo ycranoBieHHbIX |IKE u IPSec coennnenuii.

IIpumep:

C4E4102DD1900627.D2B64ES50EBA937B9 10.111.10.168 (DN) C=RU, O=32mBuUC
[lmoc, OU=OTnen paspaborku II0,CN=WIN 7 32,E=mozhaevalelvas.ru
GOST3410.2001-Sig / GOST3410.2001-Sig

1 ESP (Tunnel) Responder 10.111.10.168 ->
192.168.21.0..192.168.21.255 rule ipsec
35644A41932BB5E394.3ED09011BE4EE9DO 10.111.10.130 (DN)
C=RU,CN=win 130 gost3 GOST3410.2001-Sig / GOST3410.2001-Sig
AE746FD322B297DB.820EE0OD33788D2BA 10.111.10.132 (DN)
C=RU,CN=Client132 EPCSP GOST3410.2001-Sig / GOST3410.2001-Sig

IKE states count 3
IPsec states count 1

3.1.25 ®unprpanus GUIBTPOB U CO3TAHHBIX SA 10 TapaMeTpam

21.]'[5{ (1)I/IJ'[I)TpaIII/II/I S3alIUIICHHBIX COG}II/IHGHI/Iﬁ H@O6XO)II/IMO BBIIIOJITHUTE KOMaHAY:

vpnmonitor —-i <options>,

rae. options:

-show (all | ike | ipsec | ipsectree);
-view (line | list | table | details | count);
-ike-sa;

-ipsec-sa;
-cmd (delete | rekey);
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-delete.
[lepen punbTpamMu MOXKHO 3a7aTh TapaMETPbl OTOOPAKECHHUS:

-show all | ike | ipsec | ipsectree. Onucanue 3HayeHUM Mapamerpa
show:

show all - mOKa3bIBaTh BCE YCTAHOBJICHHBIE COCIUHEHU,

show 1ke - moka3sBaTh TONBKO IKE SA;

show ipsec - mnoka3biBaTh TOJNBKO IPSec SA;

show ipsectree - mnokaseBath IKE u IPSec SA. IKE SA, xoropsie HE HMEIOT
nouepaux IPSec SA He moka3bIBaIOTCH,

-view line | table | list| details (0 yMOJYaHHIO HCIIOJIB3YETCS —
view line -show all). Onmus npeaHasHaveHa A (OPMATHPOBAHHUS BHIBOJA
cnucka SA. Onmcanue 3Ha4YeHU TapameTpa view:

view line — moka3biBaTh HHGOPMAIUIO B BUJIE CTPOK;

view table — moKa3bBaTh OCHOBHYIO HH(OPMAIIHIO B BHJIE TAOIHIIBL;

view 1list — mokKa3bIBaTh MOAPOOHYIO HH(OPMALKIO MO KAXKIOMY COEIWHEHUIO B
dbopmaTe mapameTp-3HaUCHUE;

view details — moka3plBaTh MOJPOOHYIO WH(OPMALIUIO IO KAKIOMY COCIMHEHUIO B
TaOIMYHOM BUJIE;

view count — IoKa3bIBaTh TOJBKO KOJHYECTBO COCI[I/IHGHI/II\/JI.

Taxxe npeaycMoTpeHa BO3MOXHOCTb (I)I/IJ'IBTpaI_[I/II/I nmo mnapamMeTpaM COCAUHCHUA B

3aBHUCHUMOCTHU OT IIPOTOKOJIA.

THIIA.

st puneTpanuu o IKE: vpnmonitor —-i [-ike-sa <filtering rules>].
st unbtparu no  IPsec: vpnmonitor -1 [-ipsec-sa <filtering
rules>].

[Tpu ncnons3oanuu npasui Guiastpanuu no IKE u [Psec punpTpy kimrou —ike-sa MOXHO He
YKa3bIBaTh, T.€. BCE, YTO HAMMCAHO JI0 KJI04Ya —ipsec-sa, Oyaer cuutatbes IKE-dunsTpom.
Jnst 3a1anus paBuIl GUIIBTPALUi HEOOXOJMMO BOCIOIB30BaThCs KOMAaHIOM:

vpnmonitor —-i [[-ike-sa] <filtering rules (mpaBuio_¢duabTpanuu) >].
[IpaBuna puabTpaiu MOXKHO OOBETUHSATH C TOMOIIBIO JJOTHYECKHX omepanuii: and | or

<rulel> <and|or> <rule2>, rae: rulel..N npaBuio puisTpamuu SA BEIOPAHHOTO
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Jlns cocraBienus npasuia ¢uibTpanuu (mapamerp <rulel...N>) HeoOxoauMo ykasath IoJe,

10 KOTOPOMY OyJIeT MPOU3BOIUTHCS (QUIBTPALMS, U ONEPAIUIO I HAXOXKICHHS TOTO WM MHOTO SA.

@dopmar npaBuia MOXKET ObITh BBEJICH CIIEAYIOIUM 00pa3oM:

<field> <operation> <etalon> (<mumma nosna> <onepauma> <3TaJOH>),

rae: field — mone, mo koTtopomy OymeT mpousBeneHa unbTpanus (cM. Tabmumna 3 u

Tabmawuma 4),

operation — onepanuda AJid IPOU3BCACHUA CPABHCHUSA I10 BBI6paHHOMy ITIOJIFO C 3TAaJIOHOM

(cm. Tabmuna 4),

etalon — 3TaJOHHOE 3HAYEHHE BBHIOPAHHOTO IOJIA, MO KOTOPOMY OyJIeT MNpOM3BEICHO

CpaBHEHHE B COOTBETCTBUH C BRIOPAHHOMW OIEepanueii.

[MTapametpsl ¢punbTparmu npotokona IKE SA npuseaens! B Tabmwuie (cMm. Tabnuia 3).

Tabmuna 3 — [Mapamerpsr unbTpanuu nmporokoina IKE SA

ITapamerp XapakTepucruka
type Tun cozmanus SA
mode Pexum coszmanus SA
role Posb nokasibHOM MalliMHbI IpU co3JaHUK SA
state Cocrosnue IKE SA
eapid_local Jlokanwubiit EAP ID
ikeid_local Jlokaneubii IKE 1D

eapid_remote

EAP ID naprtaepa

ikeid_remote IKE ID naprtaepa
id_remote ID naptaepa
rule_name Wwms npaBmiia
algcipher Anroput™ mmdpoBaHus
alghash AJITOPUTM X3UIHPOBAHHUS
dhgroup DH rpynmna
algintegrity AJNTOPUTM KOHTPOJIS IIETIOCTHOCTH
algprf [IceBnocnmyyaitHast GyHKIHS
local i IP-ampec 10KaIbHOTO KOMITBIOTEPA, UCIIOJIB30BAHHBIN MTPU CO3IaHUH
P 3AIIUIICHHOTO COETHNHEHHS
UDP-1opT Ha JTOKaJIbHOM KOMIIBIOTEPE, HCIOIb30BAHHBIN TIPH CO3TaHUU
local_port
- 3AIIUIICHHOTO COETHNHEHHS
peer_ip IP-ampec mapTHepa, ¢ KOTOPBIM CO3/IaHO 3AIUIICHHOE COSTUHCHHE
peer_port UDP-nopt naptHepa, ¢ KOTOPBIM CO3/aHO 3aIlUIIEHHOE COSAMHEHUE

redirect_ip

[P xoMIbrOTEPA, € KOTOPOIO MPOU3OILIO IEPEHANPABICHUE HA JAHHBII
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ITapameTp

XapakTepucTHKA

peer_auth_method

Merton ayreHTH(UKALINN TApTHEPA

auth_method

Merona ayTeHTU(UKAITUHT JIOKATbHBIN

cookie IKEv1 SA cookie

spi IKEvV2 SPI

log_level YpoBeHb perucTpanuu CoObITHIA
features CIUCOK MOAIeP)KUBACMBIX OIIIHAN

[TapameTtpsl ¢punbTpanuu nporokosa IPsec SA npusenens! B Tabnuie (cM. Tabmuna 4).

Tabmuna 4 — [Napamerps! punpTpanuu npotokona IPsec SA

Tun XapakTepucruka
idstr W nentuukaimoHHbIA HOMEP
ike_saref str Ccouika Ha IKE SA
ike_id_remote IKE SA ID napraepa
mode Pexxum co3manus SA
role Posb nipu cozmanuu SA
peer_id ID naptuépa
local_id ID nokanbHbBII
peer_ip IP-anpec mapTHepa
peer_port UDP-niopt maptaepa
local_ip IP-agpec moKanbHbIH
local_port UDP-niopT Ha JIOKaJIbHOM KOMITBIOTEPE
Ike cfg_server IKE CFG aapec, BbIIaHHbIH KIHEHTY
dhgroup DH rpymmna
filter OUIbTp
rule I[paBuiio
ah_proto (AH) TIpaBuio
ah_spi_in 3nauvenue SPI as Bxomsieit SA (AH)
ah_spi_out 3nauenue SPI ams ucxomsmeit SA (AH)
ah_rekey spi 3nauenne SPI s Bxosmeit SA, Kiiroun KOTopoit Obutn 06HOBIICHBI (AH)
ah_log_level (AH) YpoBenb perucrparyu coObITHI
ah_pmtu (AH) 3rauerare MTU, KoTOpo€ yCTAaHOBICHO HA MTPOMEKYTOUHOM IILTIO3€
ah_status (AH) Cocrosiaue
ah_auth (AH) AnropuT™ IMHTO3AIIUTHI

ah_pkts_decap

AH) JlexancymupoBaHO MaKeTOB

ah_bytes_decap

(AH) HekancymupoBaHo OaiT

ah_pkts_decap_ce

(AH) Omubku nemudparyn (MaKeToB)

ah_pkts_decap_ae

(AH) Ombku ayrenTrduKaiyu (MakeTos)

ah_pkts_decap_re

(AH) Ommbku atak BOCIpou3BeieHUs (ITAKETOB)

ah_pkts_decap_tl

(AH) Omubku orpannvenust Tpaduka (ITakeToB)

ah_pkts_decap_oe

(AH) ITpoune ommOku neKancyasuuu (IMakeToB)

ah_pkts_encap

(AH) MHkancynupoBaHO MaKkeToB

ah_bytes encap

(AH) MukancynupoBaHo Gaiit

ah_pkts_encap_ce

(AH) Ommbku mmdpanmu (MakeTos)

esp_proto

(ESP) IIpaBwuiio
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Tun XapakTepucTHKa
esp_spi_in 3nauenue SPI mis Bxoasmeit SA (ESP)
esp_spi_out 3unauenue SPI qs ucxomsmeii SA (ESP)
esp_rekey_spi 3nauyenue SPI mis Bxozasueit SA, Kiroun KOTopoit Opiau 00HoBIIECHBI (ESP)
esp_log_level (ESP) YpoBeHb peructpaiiu coObITHI
esp_pmtu (ESP) 3naueare MTU, K0TOpO€ yCTaHOBICHO Ha IMIPOMEKYTOUHOM IILTIO3€
esp_status (ESP) Cocrosinue
esp_transform (ESP) Anroputwm miudpoBaHus
esp_auth (ESP) AAropuT™M HMUTO3AIIHUTEI

esp_orig_peer_

ip (ESP) Ucxoanblit aapec mapTHepa

esp_orig_local_ip

(ESP) Ucxoanblit aapec TaHHOTO KOMITbIOTEPA

esp_pkts_decap

(ESP) [ekancyinpoBaHO MaKeTOB

esp_bytes_decap

(ESP) [ekancynupoBaHo OaiT

esp_pkts_decap_ce

(ESP) Omnbku nemmdparmu (MakeToB)

esp_pkts_decap_ae

(ESP) Omnbku ayrenTudukaiyu (IakeTos)

esp_pkts_decap_re

(ESP) Ounbku arak BOCIpPOU3BEICHUS (ITAKETOB)

esp_pkts decap _tl

(ESP) Ounbku orpannyenust tpaduka (11akeToB)

esp_pkts_decap oe

(ESP) Ilpouwre ommbOKu aeKancysisiiuy (IakeToB)

esp_pkts_encap

(ESP) MHukarncyaupoBaHO MaKeTOB

esp_bytes_encap

(ESP) MukancynupoBaHo Oaiit

esp_pkts_encap _ce

(ESP) Ournbku mudparmu (aKeToB)

ipcomp_proto

(IPcomp) IIpaBuiio

ipcomp_spi_in

3nauenue CPIl qisa Bxomsmeit SA (IPcomp)

ipcomp_spi_out

3nauenue CPI s ucxomsmieit SA (IPcomp)

ipcomp_rekey

3nauenne CPl mis Bxomsmieit SA, Kitouu KOTOPOr ObLTH OOHOBIICHBI
(IPcomp)

spi

ipcomp_log_level

(IPcomp) YpoBeHb peructpaiuu coObITHit

ipcomp_pmtu

(IPcomp) 3uauenne MTU, KoTOpOE YCTAaHOBJIEHO Ha MPOMEKYTOTHOM
JTI03€

ipcomp_status

(IPcomp) CocrosiHue

ipcomp_compression

(IPcomp) Anroput™m cxxatus

Tabnuna 5 — Onucanue TUIOB onepanuil GuiIbTpanuu

Komanaa

XapakrTepucTuka

Omneparuu ajis

GunbTpaIyu 1o TUILy oOMeHa

equal 3HAYEHHE TOJIsI PAaBHO ATANOHY (3HaueHHe MoXkeT OpITh: Mm (Main Mode), am
(Aggressive Mode), gm (Quick Mode), ix (Informational), tx (Transaction), mis
IKEV2: resume, init, auth, child, info)

not_equal 3HAYCHHUE TOJISI HE PABHO ITAIIOHY

Onepauuu aJist

($bunbTpanUu Mo POJIM B Ipoliecce oOMeHa

equal

3Ha4YeHHUE MOJIsI PaBHO 3TANOHY (3HaUYCHHE MOXKET ObITh: initiator, responder)

not_equal

3HAYCHHE I10JId HC paBHO 3TAJIOHY

Onepauuu aJist

(bunmpTpaIuy mo coAep>KaHuio CTPOK

icontain

MI0JIE COJIEPKUT MOACTPOKY (3TAJIOH), UTHOPUPYS perucTp OyKB
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Komanna XapakTepucTuka
not_icontain | mosie He COEPIKUT MOACTPOKY (ITATIOH), UTHOPUPYSI PETUCTP OYKB
contain T0JIE COJICPIKUT TIOJICTPOKY (ITAJNIOH), YYUTHIBAS PETUCTP OYKB
not_contain | mose He COAEPIKUT MOACTPOKY (ITAIOH), YUUTHIBASI PETUCTP OYKB
iequal TI0JIC PAaBHSETCS ITAIOHY, HTHOPUPYS PETHCTP OYKB
not_iequa TI0JIC HE PaBHSETCSI ATAIOHY, HTHOPHPYS PETHCTP OYKB
equal T0JIC PABHSCTCS ATAIIOHY, YYUTHIBAsI PErUCTpP OYKB
not_equal I10JI€ HE PABHAETCS ATAJIOHY, YUUTHIBAsE PETUCTP OYKB

Onepauuu ajist

¢dbunpTparuu no noiro IP-aapec

inrange 3nauenue nois (IP-aapec) BXoaAuT B Auana3oH 3aJJaHHBIA ATAIOHOM, B Ka4eCTBE
3TajloHa MOXHO yka3aTh npocto [P-anpec (10.1.1.1) win auanason
(10.1.1.1...10.1.1.255) wum moacets (10.1.1.0/24 wm 10.1.1.0/255.255.255.0)

not_inrange 3Hauenue nojs (IP-ampec) He BXOIUT B quanazoH

equal 3nauenue nois (IP-aapec) pasuo stanony (IP-ampec)

not_equal 3nauenue nois (IP-anpec) ne pasuo stanony (IP-agpecy)

Omneparuu ais

¢wupTpanuu no nomo IP-mopr

equal 3Ha4YeHUE oISl (TIOPT) PaBHO ATAIIOHY

not_equal 3HAYCHHUE TI0JIsI HE PAaBHO ATAJIOHY

inrange 3HAUYEHUE MOJISl BXOAWT B JUAMA30H 33IaHHBIN STAJIOHOM, B KAYECTBE ITAJIOHA MOYKHO
yka3zatb mpocto nopt (8080) nnu nuanazoH (0...65535)

not_inrange | 3HaueHHe MOJIS HE BXOJIHUT B AMAIA30H 33 JaHHBII STAIOHOM

Omneparuu asis

(buIbTpanUy 10 MOJII0 YPOBEHB JIOTA

equal 3Ha4YeHHUe MOoJIsl paBHO 3TANOHY (BO3MOKHBIE 3HaueHus: disabled, events,
details, verbose)

not_equal 3Ha4YeHHUE MOJIsI HEe PaBHO TAJIOHY

gt 3HaueHue noss oosbiire stanona (disabled < events < details < verbose)

It 3HA4YEHHUE TIO0JISI MEHbBIIIE STATOHA

gteq 3Ha4YeHHUe MOoJIst 0OJIbILE I PABHO ATAJIOHY

Iteq 3Ha4YeHHUE MOJIsI MEHbIIIE I PABHO ATAJIOHY

Onepauuu aJist

¢unbrpanuu no [Psec-coequuenuto no noito mode

equal

3HAYEHUE MOJIs PaBHO 3TAJIOHY (BO3MOXKHBIE 3HAUEeHHUsI: tunnel, transport)

not_equal

3HAYCHUC 1TOJII HC paBHO 3TAJIOHY

B HEKOTOphIX KOMaHIHBIX OO0OJOYKAaX 3alpelieHO HCIOJb30BaHUE HEKOTOPBIX CHMBOJIOB
(mampumep, B bash '(', )", '"*', kaBbIUKH U T.1.), TO3TOMY N€pE] ITUMH CUMBOJIAMH HYKHO CTaBUTh

3HaK '\

, WJIN HUCIIOJIb30BATH APYIruc CHy)KC6HLIC CHUMBOJIBI JaHHOW KOMaHIHOM 06OJ'IO‘-IKI/I, nin

MOJIb30BATHCA IPYTO KOMaHHOU 000JTIOUKOM.
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Jlnst mpocMOTpa BCEX BO3MOXKHBIX TTOJIEH M THIIOB OTepanuid sl GUiIbTpaii IPOTOKOJIOB
IKE u IPsec HeoOX0oauMO0 BOCIIOIB30BaThCS KOMaHAOW vpnmonitor.exe —-i —help.

CymiecTByeT BO3MOXKHOCTh (PHIIBTPAIIMU CIIMCKA YCTAHOBIICHHBIX coeauHeHui 1o ID:
vpnmonitor -i [-view details|list] -ike-id <3Hauenme id>
vpnmonitor -i [-view details|list] -ipsec-id <3HaueHme id>

ID mus IKE SA- sto cookie uannmaropa (kak B jore session id). ID ms IPsec SA - sto mesoe
YHCII0, KOTOPOE OBLIO €My IIPUCBOCHO, U KOTOPOE YBEIIMYUBACTCS MPHU KaXKIOM CO3JaHUUA HOBOTO

SA.
IIpumep:
vpnmonitor -1 -view details dhgroup.not contain(testl) or
local ip.equal (test2)-ipsec-sa log level.gt (test3) and

transform.not iequal (test4)
3.1.2.6 KomaHnjpl, IpUMEHUMBIE K OTHUIBTPOBAHHBIM SA

JlJis BBIMONTHEHHWST KOMaHA Haa OT(QHUIBTpOBaHHBIMH SA TIpeaycMOTpeHa omius —cmd

<delete|rekey>:
— delete - ypamser SA,
— rekey — Jaer KOMaHJy Ha CMEHY KJIF0Ya COCIUHECHUS.

Jis ynanenus Bcex SA ucnosib3yeTcst KoMaHja:
vpnmonitor -i -clearikesa delpmp
vpnmonitor -i -clearikesa ygpamder Bce SA, 3aUCKIIOYEHHEM YCTAHOBIIEHHBIX C
CEpPBEPOM-TIIPOrPY3UUKOM.
3.1.2.7 TIpocmoTp criucka GUIBTPOB

Komanga vpnmonitor —-f moO3BOJISET NPOCMOTPETh KaKk CTaTUYECKUE, TakK U
JUHaAMHU4YecKue (UIBTPbI, MPOrpyXeHHble B JpaiiBep (cmucok ¢uneTpoB omnpexaensercs JIIIB).
PesynbTar BhIBOJA TaHHOM KOMaHABI MPEACTaBISET CO00M TAaOIUYHYIO CTPYKTYPY CO CIEIYIOIIUMU
HOJISIMH, TTPEJICTaBICHHBIMU B Tabmuie (cM. Tabnuia 8).

Z[J'ISI MpoCcMOTpa OIIPEACICHHOTO q)HJ'IBTpa MO>KHO BOCIIOJIb30BATHCA OIIIIUAMH q)HHLTpaI_II/II/I:

vpnmonitor —-f [-view <table|line|list|details|count>] [-filter
<.>] [-delay <num>] [-orderby <field> [up] [-tail <num>] [-cmd
<delete>]

roe. — view <tablel|line|list|details|count>] — ompexaenser ¢opMmar

BbIBOJIa HH(OpMAIUU:

table — B BHuje TaOIHIIBI,

— line — B BUJE CTPOK;

— 1list —B Qopmare nmapameTp — 3HaUEHUE, ISl KAXKJI0TO PHIBTPA;

— details — B Tabnuie ¢popmMara mapameTp — 3HAUCHUE, TSI KAXKI0TO PUIBTPA;
— count — [OKa3bIBaTh KOJIUYECTBO (DUIBTPOB;

— ~-filter — QuupTpanus B COOTBETCTBUU C 33JaHHBIM MPABUIIOM;
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— — orderby <field> - cOpTHpPOBKA IO 3aJaHHOMY IIOJIIO;

— — delay <num> - BBIBOJ KOMaHJBI C 33JICP>KKOM Ha 3aJaHHOE KOJIMYECTBO CEKYH];

— — tail <num> - BBIBOJ HOCJICAHUX <num> CTPOK;

— - cmd <delete> - ymanuTh OTQWIBTPOBAHHBIE 3HAYCHHA (TOJIBKO  JUIs
JTUHAMHYECKUX (PHIIBTPOB).

Jnia 3amanus npaBuil GUIBTPAIMI CIIEAYET BOCIOJIB30BATHCS KOMAaHI0M:

vpnmonitor -filter <filtering rules (mpaBwio_(uibTpanun) >].

[TpaBuna puabTpai MOXKHO OOBEIUHSTH C IIOMOIIBIO JIOTHYECKUX onepauuii: and | or

<rulel> <and|or> <rule2> .. <ruleN>, rae: rulel .. N — mnpaBwia

¢unbTpanuu.

Jlnst cocraBnenus npasuia GuiabTpanuu (mapametp <rulel...N>) cnemyer ykasaTh moJje, Mo

KOTOpPpOMY 6yz[eT IMIPOU3BOJUTLCA (bHHpraI_II/IH, n oncpanvlo I HAXOXACHUA TOrO HIIM HHOI'O

¢unbTpa. @opmar npaBuiia MOXKET ObITh BBEJICH CIEAYIOIIUM 00pa3oM:

<field> <operation> <etalon> (<mummsa nosua> <onepauma> <3TajoH>),
rae: field — mose, Mo KotopoMy OyeT mpousBeacHa ¢punbrpanus (cMm. Tabnura 6),
operation — omnepanus Jjs MPOU3BEICHHUS CPABHEHHSI MO0 BHIOPAHHOMY IOJIIO C ATAJIOHOM
(cm. Tabmuna 7),

etalon — JTaJOHHOE 3HA4YE€HUE BBHIOPAHHOIO MOJIA, MO KOTOpOMY OyAeT NpOU3BEICHO

CpaBHEHHE B COOTBETCTBUU C BHIOPAHHON omneparuei.

Tabmuna 6 — [TapameTps! GUIBTpaIK TPOTOKOJIA

IMapamertp XapakrTepucTuka
type [Tapametp punbTparuu mo mnoito «Tum»
name [Tapametp punbTpanuu no nomto «Ha3Banue»
action [Tapametp punpTparuu o noito «/leiictBue»
log_level [TapameTp GUIBTpaAINK MO MO0 «Y POBEHB JOTa»
flags_ttl_str [TapameTp GuIBTpAIIKU 10 BPEMEHH KH3HU
comment [Tapamertp unbTparuu mno noito «KommeHTapuii»
if-names [Tapamerp uibTparmu o noiro «MHaTepdeiicy

srcsel_as_str

[Tapametp unbTpanuu 1o noiko «JIokaabHBIN cETeKTOP»

srcsel_ip

Ounptpanus nois «JlokanbHelil cenexkrop» no [P-aapecy

srcsel_port

OunbTpanys nois «JIokaapHBIN CEIEKTOP» MO MOPTY

dstsel_as_str

[TapameTp GuIBTpaLUy 110 MO0 «Y JaTCHHBIN CETEKTOP»

dstsel_ip

@unpTpanus nos «Y IaleHHbli cenektop» no [P-aapecy
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IHapameTp XapakTepucTuka
dstsel_port dunbrparyst mois «Y AaJeHHBINA CEIEKTOP 110 MOPTY
pkt_in GunbTpanus nous «Bxoasimue nakeTsn
pkt_out QunbTpanus noius «Mexonsamue nakers»
bytes_in OunpTpanus mos «Bxoasmux 6ainTy
bytes out OunbTpanus nomus «Mexogsammx 0anT»
drop_in QunbTpanms nois «Bxoaamux 6aiiT 0TOpoIeHo»
drop_out OunpTpanus mois «Mcexoaammx 6aiT 0TOPOIICHO )
miss_in OunbTpanys noius «Bxoasamux mpoMaxoB B K31IE»
miss_out GunbTpanuyst nois «Vcxoasmmx NpoMaxoB B KIIIE»
fh_count dunbTpanys nojst «3anuceid B K3e»
fwprocs [Tapametp punbTpanuu 1o noito «PaepBosibHBIE TPOLETYPHI»

Tabmuna 7 — Onucanue TAMIOB onepanyii GuIbTpanun

Komanaa

XapakrTepucruka

Onepanuu s GUIBTpaUy MO TUILY OOMEeHa

equal

SHAYCHUC I10JId PAaBHO 3TAJIOHY

not_equal

SHAYCHUEC I10JI1 HC paBHO 3TAJIOHY

Onepanuu s GUIBTPALUU MO COJIEPKAHUIO CTPOK

icontain TI0JI€ COACPIKUT MOJICTPOKY (ITAJIOH), UTHOPHUPYS PETUCTP OYKB
not_icontain 0JI€ HE COAEPXKUT MOACTPOKY (3TAJIOH), UTHOPUPYSI pETUCTp OYKB
contain 10JIE€ COJEPKUT MOJCTPOKY (ITAJIOH), YUYUTHIBAsI pErUCTp OyKB
not_contain 10JI€ HE COAEP)KUT MOACTPOKY (3TAJIOH), YUUThIBasE PETHCTP OYKB
iequal TI0JIe PAaBHSETCS ATAJIOHY, HTHOPUPYSI PETHCTpP OYKB

not_iequa T10JI€ HE PAaBHAETCS 3TAJIOHY, UTHOPUPYS PETUCTP OYKB

equal I0JI€ paBHSETCS 3TAIOHY, YUUTHIBAsI pETUCTP OYKB

not_equal I10JI€ HE PAaBHSAETCS 3TAJIOHY, YUUTHIBAsL PETUCTP OYKB

Onepam/m JJIsA (I)I/IJ'IBTpaI_[I/II/I 110 ITOJIIO YPOBCHB JIOor'a

equal 3HAYEHHE T10JIS1 PAaBHO dTaJOHY (BO3MOXHBIC 3HaUeHUs: disabled, events,
details, verbose)

not_equal 3HAYCHHE TIOJISI HE PABHO ATATIOHY

gt 3HaueHue nosist Ooubine tanona (disabled < events < details < verbose)

It 3HAYEHHE TIOJISI MEHBIIIE 3TAJIOHA

gteq 3HA4YEHUE OIS OOJIBIIE HITH PABHO ATAJIOHY

Iteq 3HAYEHHE TIO0JISI MEHBIIIE HIIH PABHO ATAJIOHY

Omneparuu a1 GrutbTpanuu mmo nodto IP-aapec
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Komanna XapakTepucTUKa
contain 3nauenue nois (IP-agpec) conepsxur sranon (IP-agpec)
not_ contain sHauenue oy (IP-agpec) ve cogepxur stanon (IP-aapec)

Onepanuu s punsTpanuu no noito IP-opt

contain

3Ha4YeHHE MOoJIs (IMOPT) COACPKHUT ITAIOH

not_ contain

SHA4YCHUC I10JI HC COACPIKUT IOTAJIOH

Unsigned int operation

equal 3HAYCHHME T10JIS PABHO dTaJOHY (BO3MOXxHBIe 3HaYeHUs: disabled, events,
details, verbose)
not_equal 3HAYEHHUE I10JI51 HE PABHO 3TAJIOHY
gt 3HaveHue mosts Oosbiie staona (disabled < events < details < verbose)
It 3HAYEHHUE I10JIS1 MEHBLIE 3TAJIOHA
gteq 3HaYEHHE 10JIs1 OOJIbIIE UM PABHO ATAJIOHY
Iteq 3HAYCHHUEC MIOJI1 MCHBIIC UM PAaBHO 3TAJIOHY
[Ipumep:
vpnmonitor -f -view list -filter srcsel ip not contain testl

or name not contain testZ and fh count 1t test3

Tabmuna 8 — OtobpaxaeMblie napamMeTpbl HHGOPMALIUU O ACHCTBYIONMX (QUIBTPax

Nms noas Onucanue moas
id Wnentudukarop puinsrpa
Name Ha3zpanue ¢unbtpa
Action HeiictBre GumbTpa
Log level YpoBeHB KypHAITUPOBaHHUS

[Tpumep BbIBOJA KOMaHIbl vpnmonitor —f:

id Name Action Log level
1 . autopass ike . PASS . Disabled
2 autopass broadcast in PASS Disabled
3 ! autopass broadcast out ! PASS ! Disabled
4 | filt4 (ONE_BREQ) | APPLY | Disabled

CymecTByeT BO3MOKHOCTh MOMCKa GuibTpa 1o ero ID:

vpnmonitor -f

<id> -—

UIECHTU(DUKAITMOHHBI  HOMEp (UIBTPA,

[-view details|list] -id <3HaueHMe id>

MO3BOJIIET TPOCMOTPETh  MOIPOOHYIO

UH(pOpMaIKIO 0 BEIOpaHHOM (DUIIBTpE.
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3.1.2.8 TIlpocmotp cratuctuku ike-cfg

Komanna vpnmonitor —ike-cfg mo3Bossier mpocMoTpers MHGOPMANUIO 00 yCTaHOBJICHHBIX
coequHEHUsAX c wucnonb3zoBanuem nportokona IKE-CFG. PesynpraT BbIBOJA JaHHOW KOMaH/bI
IpPE/ICTABISIET COOO0 CTPOKY C JaHHBIMH, TIPEICTaBICHHBIMY B Tabnuie (cm. Tabmuia 9).

Tabmuna 9 — OtoOpaxaeMble mapaMeTpbl WHPOPMALUK O ACUCTBYIOIIMX COCIMHEHHSIX HA OCHOBE
IKE-CFG

IHapamerp XapakTepucTuka
ip BriieneHHbIi aapec
ike idref M neHTrUKaIMOHHBII HOMEP COSTUHEHUS
ike_id_remote IKE ID niepBoii dassl mapTaepa
peer_ip IP-anpec mapTHEepa
status Tekyiunii cTaTyC BBIACIEHHOIO aipeca
request_time_str /laTta 1 Bpems 3ampoca ajpeca
free_time_str JlaTa 1 BpemMsi OCBOOOXKICHHS ajipeca
rule_name [Tpaswio IKE CFG

[Tpumep BriBOAAa KOMaHAbl vpnmonitor —-ike-cfg:
vpnmonitor -ike-cfg
192.168.21.30 (DN) C=RU,O=3nBuc Iuwoc,OU=0Orgmesn paszpaborku II0,CN=WIN XP

[3FF4381E8440F4F8] 10.111.10.226 Allocated 2015.03.13 16:57:52
rule isakmp34: 192.168.21.30..192.168.21.40 IKE-CFG addrs count 1

3.1.2.9 TIlIpocmotp cratuctuku RRI

B I1O «3ACTABA-Oduc» cymecTByeT BO3MOXXHOCTb IPOCMOTPETh TaOJIUIy C MapIIPyTaMH.
RRI (Reverse Route Injection) — sto mportokosn s ympasienus tomonorueii VPN u cucremoit
MapLIpyTU3allKy, MO3BOJIAIOMINNA MapHIpyTaM K yAaJeHHBIM 3allMIICHHBIM IOJCETAM U KIMEHTaM,
aBTOMATUYECKM NPUHMMATh ydacTHE B Ipolecce Mapumpyrusauuu. [locne co3gaHus 3alMIEHHOrO
coequnenus IPsec SA B Tabmuny mapmpytuzaimuu [10 «3ACTABA-Oduc» ¢ BximoueHHbiM RRI
ABTOMAaTUYECKM BHOCHUTCSI 3allUCh O MaplIpyTe€ K YJAJE€HHON CeTH MapTHepa WiM KiueHty. llpu
HapyIICHWH 3allUIIEeHHOI0 COEJUHEHMs J00aBJIEHHBbIM MapmipyT u3 Tabnuusl MapupyTtuzanuu [10
«3ACTABA-Oducy» ynansercs.

Komanga vpnmonitor -rri [-view <line|list|table|details|count>]
[-show <vpn|syslall>] [-filter<.>] - MO3BOJET IPOCMOTPETh CUCTEMHBIN KypHAI

MapUIpyTU3alUU U MapLIPyT K yIAJIEHHOW CETH MapTHepa WU KIUEHTY.

Onncanne 3Ha4eHM MapaMeTpa view:

— view line —moka3plBaTh HHPOPMALHMIO MO MApIIPYTy B BUJAE CTPOK;
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— view table —mnoka3bBaTh HH(OPMAIMIO 10 MAPLIPYTY B BHJIE TAOJIUIIBL;

— view list — moka3bBaTh BCIO MH(OpMAIMIO 1O MapuipyTy B (opmare mapamerp-
3HA4YCHUE;

— view details — mokaspiBaTh BCIO MH(YOpPMAIHIO MO MapupyTy B Tabmuie dopmara

napamMeTp: 3HaUYCHUC.

Onucanue 3Ha4eHU MmapaMeTpa show:
— show vpn — noka3siBaTh TOJABKO MapupyT s [Psec;
— show sys — OKa3bIBaTh TOJHKO CHCTEMHYIO TaOJIUIy MapIIpyTHU3aIUH;

— show all - moka3bIBaTh BCE MApUIPYTHL.

Omnwucanue 3HaueHuii napamerpa filter:
—  Jlna HacTpolKku (QMIIBTPALIMHU HCIIONB30BATh KOMAHIY:

vpnmonitor -rri —-filter -h.

3.2 Koundurypuposanue I1O «<3ACTABA-Oduc»
3.21  O030p cpencTB KOHGUTYPUPOBAHUS

st korudurypuposanus 110 «3ACTABA-Oduc» UCronb3yroTCs CIeIyIONIe CPEeaCcTBa:
—  Yrtunura vpnconfig;
—  VYrunura plg_ctl;

- Komangs! oneparmonnoii cucrem (OC).

3.2.2  YTumura vpnconfig

YTunura xoHpurypupoBanuss vpnconfig mnpeaHasHadeHa IS M3MEHEHUS U NPOCMOTpa
nokanbHbIX ycTaHOBOK [IO «3ACTABA-Oducy». Ilpu mrataoit padore IO «3ACTABA-Oduc»
U3MEHEHHE JIOKAJbHBIX YCTAaHOBOK OOBIYHO He TpeOyeTrcs W yIOpaBieHUE IPOU3BOJUTCSA
LEHTPaJIN30BaHHO ITyTeM BHeceHus n3MeHnenui B JII1B).

[Tonmp3oBaTbes yTuauToi vpnconfig MOTYT TOJNBKO MOJB30BAaTENb root M IOJIB30BATENH,
noOaBIIeHHBIE ~ CHUCTEMHBIMH  CpPEICTBAaMH B TPYINIy,  yKa3aHHYl0O B (aiiine
Ivar/vpnagent/localsettings.ini B mapamerpe ADMIN_GROUP.

& HexoTtopsie n3MeHeHus BCTYIAIOT B CHITY TOJBKO MOCIHE TOTo, Kak OyneT nepesarpyxena JIIIb.

3.2.2.1 CupaBo4Has cucTema 1o padoTe ¢ yTHINTON

Jlnst monmydeHusi CIpaBKH 1O pabOTe€ YTUIWTHI KOMAaHIHOW CTPOKM HEOOXOJMMO BBECTH

koMaHny vpnconfig -h
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CnpaBka o KOHKpeTHOM komanzae: vpnconfig -help <komaHja>.

CrpaBka O KOHKpETHOW KoMaHJe M Tule o0bekToB:vpnconfig -help <komanma>
<THN 00BEKTa>.

Taxke CymecTByeT BO3MOXKHOCTh IOJIYYUTh IOAPOOHYIO CHPAaBKY C TIpUMEPAMH U

OIMMCAaHUEM KOMAaHJ, IS 3TOTO HAJI0 BBECTH KOMaHay vpnconfig -h all.

3.2.2.2 TIpocmortp ungopmanmu o [10 «3ACTABA-Oducy»

Hns nonydenuss uapopmanuu o 10 «3ACTABA-O¢uc» HEoOX0IMMO BOCIIOIB30BATHCA
KOMaHI0M:
vpnconfig -ver

[Ipumep BbIBOJIa KOMaHIBl vpnmonitor -ver:

Product name: ZASTAVA Office

Vendor name: AO ELVIS-PLUS

Product build: 6.3.16253

Product release: 6.3

Build date: 2016/03/30 17:35
Product/platform information: GATE LINUX x64

3.2.2.3 YkazaHue JIOTHHA U MapOJs aIMUHUCTPATOPA

Komanast wu3smenenuss Hactpoek [0 «3BACTABA-Oduc», wu3MeHeHuss ypoBHS
KYPHAIUPOBAHMSI, U3MEHEHUS! HACTPOEK TMOIYYCHHs] TOJUTHKH, OUYMCTKU KypHayna TpeOyroT BBOja
naposisi aAMUHUCTpaTopa. s 3Toro mepen KOMaHIOW cieayeT ykasaTh omiuio —login admin
<username> <password>. [Tpumep:

vpnconfig -login admin zoadmin russia -activate lsp system pmp

0/0 DN 10.111.10.61 1

3.2.2.4 Pabora c cepTuduKaTaMH U KIFOYaAMH

3.2.2.4.1 CaoiicTBa cepTH(HKaTa U €ro MpoBepKa

JInst mpocMOTpa BceX CBOMCTB cepTH(HKaTa HE0OX0MMO y3HaTh id cepTudukara, st 3TOro
HaJI0 BBINOJHUTH KoMaHy vpnconfig —-1list cert. 3areM BBINONHUTH KOMaHAy vpnconfig
—view cert <id>.

Byner BriBenena monHast nH(pOpMaIHs O CBOMCTBax cepTu(dmkara, a Takke BBIBEJCHA €ro
yenouxka 006epus, T.e. CIHCOK ymoctoBepsiomiero nentpa (YLI), moAaTBepkIaromux IOUTMHHOCTD
ceprudukata. OObBIYHO HET HEOOXOIMMOCTH MPOBEPATh CEPTH(PHKAT BPYUHYIO, IOCKOJBKY IOCIE
nojy4yeHus ceprudukara or mapTHEpa mo cBa3M uepe3 nporokon IKE, cepruduxar Bcerma
npoBepsieTcsi aBromMatudecku. OHaKo, pydHas TMpoBepKa cepTHdHKara Toje3Ha, KOTJa BO3HUKAIOT

Hp06HeMLI IIpU CO3JaHNU 3AIMUIICHHOT'O COCAUHCHUA C JTaHHBIM HapTHépOM CBs3H.
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Omnwcanue Bcex CBOMCTB cepTuduKaTa rnpeacTaBicHo B Tabnuiie (cMm. Tabmura 10).

Tab6muua 10 — CBoiicTBa ceptudukara

CpolicTBO

Onucanue

Version

Bepcus popmara ceprudukara

Cepuiinblii HOMeEp

Cepuiinblii HOMep cepTupuKaTa

Issuer Kewm BbiIan ceprudukat

Subject CollepXHT OTIMYUTEIBHOE UMS CYOBEKTA, TO €CTh BJIaIeiIbI[a 3aKPBITOTO
KJTF0Ya, COOTBETCTBYIOIIETO OTKPBITOMY KITFOUY JIAHHOTO CepTH(UKaTa.

Sign Algorithm Anroput™ nuppoBoii MOAIUCH CEpTUDUKATA

Key Algorithm Tum oTKpBHITOro Kit0o4a (aIropuT™M HU(POBOI MOAMCH U AITUHA)

Public Key 3Ha4YCHUE OTKPBITOrO KIIF0Ya

JeiicTBUTEJICH C

HauanpHas para geiictBus cepTudukara

JlelicTBUTEIEH 10

Koneunas nata neiictBusi ceprudukara

Authority Key
Identifier

Wnentudukarop Kiroya u3aarels, IOMOTaeT ONPEACTUTh PaBHIIbHBIA KITI0Y
JUTs Bepu(UKany MOANMCH Ha CepTH(HKATE

Subject Key
Identifier

HI[CHTPI(I)HK&TO[) KJIr0O4a Cy'6’beKTa, HCIIOJIB3YCTCA MJId TOTO, YTOOBI pas3jin4aTrb
KJIIOYH ITIOAIIMCH B CepTI/I(l)I/IKaTaX OJJHOI'O U TOI'O K€ BJIaAC/IbLIA

Key Usage

Haznauenwue kiroya

Ext. Key Usage

PacmnpeHHoe Ha3HAa4YCHUEC KIIF04Ya

CRL Distribution
Points

Touku pacmpocTpaHeHHs CIOUCKOB oTo3BaHHBIX cepTrdukatoB (COC),
YKa3aHHbIE B JJaHHOM cepTuduKare. (s Kaxmol TOYKM pacrpoCTpaHEHUS
oToOpaxkaercs ClIelyroIas uH(pOpMaLIHS:
DP[N] "<DP Value>", CRLI[N] "<Issuer Value>", rae:

— N — HOMep TOUKH PACIPOCTPAHEHHUS;
— <DP Value>- mecTopacmnonoxeHne TOYKH, Te MOKHO moiayuutb COC;
—  <lIssuer Value>- ums opranu3aimu, Beimycrusineii COC.

Authority Info Access

Crnioco6 noctyna k nadopmaruu YII.

Fingerprint (md5)

Xnmi-cymMMma cepTudukara, BeraucisieMas o anropurmy mds

Fingerprint (shal)

Xnm-cymma ceptudukara, BerauciseMas 1mo aaroputmy shal

[Tpumep BeIBOA yenouxu dosepus Ceprudukara:

.—+- E=infolcryptopro.ru, C=RU, O=CRYPTO-PRO,CN=Test Center

CRYPTO-PRO

.——— C=RU, L=Moscow, O=ELVIS-PLUS, OU=TC, CN=CLIENT-LINUX

3.2.242

Perucrpamus ceprudukara

Ber moxere peructpupoBath aBa thuna X.509 ceprugukaros B [10 «3ACTABA-Oducy:

ceprudukatsl Y1 u ceprudrkarel KOHEUHBIX MOJIb30BaTeNEH (JIOKaIbHbIE U TAPTHEPOB IO CBA3H).

Uro6s! 3apeructpupoBarh HOBbIN ceprudukar Y1 B [10 «3ACTABA-Oduc» nHeodxoaumo

MIPOU3BECTH CIEAYIOIINE ICHCTBHS:
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1) Bemmonaute kOMaHay vpnconfig —-list token, HAWTH B MOSBUBILIEMCS CIIUCKE

TOoKeH Trusted Certificates token wu3amomHuUTH ero ID.

2) Bemonuutes komanay vpnconfig -add cert <file> password
<password> pin <pin> ca token <token_ 1id>,
rae: <password> — MmapoJyib JOCTyINa K 3aKpbITOMY K4y, <pin> — mapojp AOCTyIa K

TOKeHy, <token id> - ID gma Trusted Certificates token.

3) B ciyuae BBoza xoppektHoro PIN-kozia ¥ maposisi OsSBUTCS Clienyloliee COOOIeHHE,

CHUTHAJIM3UPYIOIIee 00 YCHEIHOW perucTpanuu cepTudukara:

Certificate is imported.
4) Bemonnute koManay vpnconfig -login token <token id> <pin>

save rge. <pin> — maposb J0CTymna K TOKeHy, <token id> - ID mma Trusted

Certificates token.

UYroObl 3aperucTpupoBaTh HOBBIM nepcoHanbHbI ceprudurar B 10 «3ACTABA-Oduc»

HE00XO0UMO IIPOU3BECTH CIIEAYIOLINE JEUCTBUA:

1) Beimmosnaute kOMaHay vpnconfig -—-add cert <path> [<password>],

rae: [<password>] — mapojb A0CTyIa K KOHTEHHepY.

2)  Ilpu umnoprupoBanuu IlepcoHanmbHOro ceprudukara Heodxoaumo BBectH PIN-kox

TOKeHa B nosieusiiemMcs okHe. [locne BBoa PIN-ko1a HyKHO HaxaTh KHOIIKY «[ OTOBOY.

3) TlocraBute ¢aar B mose «Save password for future requests», ecau TpeOyercs

COXPAHUTH NAPOJIb TOKEHA 751 OYAYIINX COeTMHEHUH.

4) B canywsae BBoma KoppektHoro PIN-koma mosiBUTCS —crieayroniee  COOOLICHHE,

CUTHAJIM3UpYIollee 00 YCHEeIHOW perucTpalnuu cepTudukara:

Password OK.

Certificate is imported.
Urtob6sl 3apeructpupoBaTh HOBbIM nepcoHanbHbll ceptudukar B 110 «3ACTABA-Oduc»

IyTeM KOIMPOBaHMs KOHTEHHEpa HE00X0AUMO CAEaTh CIeayIollee:

1)  CkommpoBarbh COAEPKUMOE KOHTEHHEPA, COIEPIKAIIETO 3aKPHITHIA KU U cepTH(UKAT,

ITOMECTUTE €ro /var/opt/cprocsp/keys.

2) TIO «3ACTABA-Oduc»  aBTOMaTHYECKH ompenenuT  cepTudUKaT  Kak

«HCpCOH&J’IBHHﬁ», 110 HAJIMYHUIO KJIrOo4a. HO, HeO6XO,Z[I/IMO IIOMHHTB, YTO IJA TOI'O YTOOBI
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OblJIa BO3MOKHOCTh HMCIIOJB30BaTh NMEPCOHANBHBIA CEPTH(HUKAT HEOOXOIUMO, YTOOBI CEaHC C
TOKEHOM OBLIT OTKPBIT.
Ecnu ceprudukar Y11 6bu1 mosydeH dyepes He3amUIIEHHBIN KaHall (HalpuMep, 1Mo AJICKTPOHHOU
noute) 1 Bel xoTUTE COXpaHUTH €ro Kak «JloBepsieMblil», Bbl 10IKHBI IPOBEPUTH MOIJIMHHOCTD
aToro ceprtudukara BpyuHyro. HemocpencrBenHo mocie peructpanuu ero B «3ACTABA-
Oduc» cesokutech ¢ aamuHucTpatopoMm YII, utoObl cpaBuuth curHatypy (fingerprint)
opurnHainbHOTO ceprtudukara YII ¢ curHarypoii moisydeHHoro ceptudukara YL, xotopas

oroOpaxaercs B moiisix «Fingerprint» B Tabnune ceprugpukaroB [10 «3BACTABA-Oducy. Ecin
CUTHATYphI HE COBITAJIal0T, HeMemieHHO ynanuTe ceprudukar uz [10 «3ACTABA-Oducy.

3.2.2.4.3 DKcnopt cepTuduUKaTa
Jlyiss TOro 4TOOBI BBHIMOJIHHUTH MPOILEIYPY IKCIOPTa cepTUdUKaTa HEOOXOIUMO BBIIOIHUTH

KoMaHny vpnconfig -export cert <id> <file> [key] [der] [base64d]

[pkcs7] [pkcsl2] [path] [password <password>].

3.2244 VY nanenue ceptudukara
Jns  ynanenusi ceprudpukara u3z [10 «3ACTABA-Oduc» nHeobOxomumo y3Hath Id

ceprudukarta, kotopelii Bpl xoture ymamuth. s 3TOro HYXKHO BOCHOJB30BAaThCS KOMaHIOU
vpnconfig -1list cert. Ilocie 3TOoro HEOOXOIMMO BBIMIOJIHUTH KOMaHAy vpnconfig -
remove cert <id>.

\il) Ecnmn nns JloBepeHHOro TOKeHa ObLI 3aJaH Maposib I0JIb30BaTels, TO HpPU YyIAIEHUHU
ceprudukara TpedyeTcst BBOJ apoJIs TOJIH30BATEIIS.
Ecnu cpok neiictBus ceprudukara, Haxoxasmerocs B [10 «3ACTABA-Oducy, 3akoHUMmCS,
\il) naHHbIM cepruukar Oyner aromarnyecku yaanéH u3z 110 «3ACTABA-Oduc» mnocne
npoBepku. OHAKO 3TO HE OTHOCHUTCS K JIOKaJIbHBIM cepTU(UKaTaM (C 3aKPBITBIMH KJIIOUYaMU).
[ToaTroMy Hajgo yAOCTOBEPUTHCA B TOM, UYTO JaTa, BpPEMs M HACTPOMKHM YacoOBOIO Iosica
IIPaBUJIbHO YCTaHOBJIEHBI Ha Bariem koMmproTepe.

3.2.245 IIpenBapuTENBbHO pacpeIeIeHHbIE KIII0UN

Kak u ceptudukarsl, npeaBapUTEeNbHO paclpele/ieHHbIe KIIOYU T03BOJISIOT MPOBOJUTH
ayTeHTHU()UKALMIO TIPU YCTAHOBJICHWU 3alIMIICHHOTO COCIWHEHHS C yJAJIEHHBIM TapTHEPOM. OTa
nporenypa ayTeHTU(GUKAIMK OyJIeT YCIEeNIHOH, eClH YAaJIEHHBIH MapTHEP MMEET IMpeBapUTEIBHO
pacripe/ie/IeHHbII KIII0Y ¢ TEM K€ CaMbIM 3HA4Y€HUEM 4TO U Bar kiirod (3TH 3HaYeHUs JOJKHBI OBbITh
COIJIAaCOBaHbI ¢ MapTHEPOM 3apaHee). Ecam kiIouM HE COBMAJAIOT, 3aLIUIIEHHOE MOIKIIOUEHHE He
OyJleT yCTaHOBJICHO.

CyIecTBeHHBIM HEJOCTATKOM IPEIBAPUTENBHO PACIPEeICHHBIX KITF0OUe 10 CPaBHEHHUIO C
cepTUUKATaMU SIBIIIETCS HEJOCTAaTOYHAs MAacIITaOUpyeMOCTb, IOCKOJIBKY HEOOXOIUMO pydHOE

COrJIacOBaHME 3HAYECHMH KII0UYEH I BCEX BO3MOXKHBIX nap HapTHépOB.
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3.2.24.6 Perucrpanus npeaBapuTenbHO pacpeaeeHHOro Kiroda

UtoOBI 3aperucTpupoBaTh MpeaBapuTenbHO pactpeaeneHubii kimod B 110 «3ACTABA-

Oduc» He0OXOIUMO TTPOU3BECTH CIICAYIONINE JICHCTBHUS:
1) Beimonauts komanay vpnconfig —add key <name> [<options>],

rge: <name> — HWMs [PEABAPUTENBHO PACIpENeNICeHHOro Kito4da, [<options>] —
JIOTIOJIHUTENBHBIEC TIAPAMETPBI Ul CO3JaHUs IPEIBAPUTEILHO PaCIPEeIeHHOro Kiroya. 1lpu
CO3JIaHMH IIPEABAPUTEILHO PACIIPENEIEHHOI0 KIF04a BO3MOXKHBI CIEAYIOIINE OILIHH:
— token <token id> — yCTpPOMCTBO [UIi XpaHEHUSA IPEIBAPUTEIIBHO
pacIpeIeaIeHHOro Kiro4a;
— file <path>—nyTs Kk (aiiny, coaepkanieMy 3Ha4YeHUE KIII0Ya;

— 1inline <key> — mapameTp Ui BBOJA KJII0Ya B CTPOKY.

2) Ecmum ommmu file m inline He UCHOJB30BAINCh, TO B KOHCOJIH TTOSBHUTCS
cooOmieHre JUIsi BBO/Ia 3HAYCHHUE MPEIBAPUTEIBHO pacIpe/ielieHHOro Kifoda: Enter key:
U €ro NOATBEPKJEHU Repeat key:.
Nms ximroda He O0oaoicHo conepkarh MpoOEToB WM JIOOBIX IPYTUX CHEIHalbHBIX 3HAKOB, 32
UCKJTIOYCHHEM CUMBOJIA MoauépkuBanus (““ 7).
3)  Ecnm onmms token He UCMOJIB30BAIACh, TO KJIFOU OY/IET COXpaHEH HAa YCTAaHOBICHHOM
[0 YMOJIYAHUIO TOKEHE, MPUTOJHOM JUIsl PETUCTpPAlMU TMPEABAPUTENBHO PACIpPEAEIICHHOTO
kimoua. Eciom onumst token wucnmonp3oBaliachk, TO MOSBUTCS 3ampoc Buga Enter user

ras sword:, IIOCJIE YET0 H€O6XOJII/IMO BBCCTH MAapOJIb AJId 3TOTO TOKCHA.

4)  TlosiButcst 3ampoc Buaa Save password for future requests? (Y/N)
[N] :, mocie 4ero HeoOX0AUMO BBECTH <Y> JJIsl COXpPAHEHHUS MMapoJisi, WJIM BBECTH <N> st

TOrO, YTOOBI MapoJib 3alpamuBajIC IIPU KaKAOM O6paH_IeHI/II/I K TOKCHY.

5)  Ecnwu Bce BBe/IEHHBIC TaHHBIC KOPPEKTHBI - TOSABSATCS CIICIYIOIINE COOOIIECHUS:

1. Password OK.
2. Preshared key imported.
3.2.2.4.7 [IpocMoTp peaBapUTENBHO paCHpPEeIEHHBIX KITH0Ue

st Toro 4ToOBI MPOCMOTPETH BCE MPEABAPUTENBHO PACIpe/leIeHHbIE KIIIOUM HE0OXOAUMO
BBINOJIHUTH KoMaHay vpnconfig -list cert preshared. [Ipumep BbIBoAa pe3ynbTraTa UCIOIHEHUS JaHHON
KOMAaH/bl:

Certificate
Id: 5/0
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Type: preshared
Name: ExampleKey
Device Name: SoftToken common

3.2.2.4.8 VY nanenue npeaBapuTeILHO PaCIPEACIICHHOTO KITF0Ya

Jns ynanenuss mpenBaputenbHO pacnpeneneHHoro kimoda u3 [10 «3ACTABA-Odwucy
HEOOXOIUMO BBIMIOJIHUTE KOMaHAy vpnconfig -remove cert <id>. B caywae ycmenrHoro
yIAIEeHUsl MPEeIBAPUTEIILHO PACHpeAeTICHHOTO Kiroua OyAeT BhIBEIEHO coolmieHue: «Preshared

key was deleted».

3.2.2.4.9 Crucku Oro3BaHHbIX CepTr(HUKATOB

COC — 370 cnMcok cepTu(UKaTOB, KOTOPBIE C JAHHOTO MOMEHTA BPEMEHHU HE UMEIOT CUJIbI U
HE JIOJDKHBI MCTIONB30BaThest Aist popmupoBanus 3amuimeHHbx Coennnennii (SA) B TeueHUe ceaHca
Oe3omacHoro coenuvHeHus. [nst Toro 4roObl mpocMoTpeTh 3aperucrpupoBaHHblii COC cnenyer

BBIIIOJIHUTHL KOMaHy vpnconfig -list cert crl.

3.2.2.4.10 Nmnoptuposanne COC BpyuHytO

Ber moxere B mo6oe Bpems BpyuHyto ummnoptupoBats COC. Ilponecc ummopra — TOT Xke
caMmblii, 4TO W Tpu peructpanuu cepruduxara. Utodsl 3apeructpupoars COC B 110 «(3ACTABA-
Oduc» HeoOX0AUMO BBINIOJIHUTE KOMaHAy vpnconfig —add cert <file>.

Kak tonpko COC OyneT ycnemHo UMIOPTUPOBAH, BCe cepTU(UKATHI, 3apETUCTPUPOBAHHBIC B
ITO «3ACTABA-Oduc», 6yayr ceepensl ¢ COC. Ecnu cepTudukar, KOTOpbIi 3aperucTpUpoOBaH B
10 «3ACTABA-Od¢uc», coorBerctByer mnosssMm «CepuiiHblii Homep» u «M3natens» omHoro us
ceprudukatoB B COC, oH OyZIeT OTMEUEH KaK aHHYJIMPOBAHHBINA. 3alIUIIEHHOE COEAMHEHUE C JTFOOBIM
HapTHEPOM IO CBS3M, UCTIOJIB3YIOIIHUM 3TOT CepTU(UKAT, OyJIeT HEBO3MOXKHO.

COC ne moxer 0biTh ynaneH u3 110 «3ACTABA-Oduc». Korna cpok aelcTBus crnucka
UCTEK, OH JOJDKEeH ObIThb OOHOBIEH aBTomatnuecku ¢ LDAP-cepBepa (3T0 mnpowusoiiger mnpu
YCTAaHOBJIEHUM OYEPEIHOr0o 3aluilieHHoro coenuHenus). Eciu moanepkka LDAP-cepBepoB He

HacTpoeHa, Haj10 00HOBUTh COC Bpy4yHYIO, UMIIOPTUPYS (haiii.

3.2.25 Pa6ora c JITIb

Jlj1s mpocMOTpa AOCTYIHBIX MOJUTHK HEOOXOMMO BBIIIOJTHUTH KOMAH]TY:
vpnconfig —list 1lsp
BreiBon pe3ynbpTaTa BBIOJHEHHUS JaHHOM KoMaHAbl Oyaer conepxkarh cnucok JIIIb u ux

napameTpsl, a Takxke cocrosiuue JIIIb.
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3.2.2.5.1 Hacrpoiika napamerpoB nonutuk 10 «3ACTABA-O¢uc»

3.2.2.5.1.1 Cucremnas JII1b
CucreMHas TOJIMTHKA MOXKET OBITH MOy4yeHa w3 (¢aiia, ¢ cepBepa WM COOTBETCTBOBATh

«[lonmuTHKe npaiiBepa 0 YMOIYAHHUION.
JUist HACTPOMKM CUCTEMHOM MOJIMTHUKU HEOOXOAMMO:

1) TIlpu BbeIOOpe MeTOAa TpOrpy3ku u3 (aitla HEoOXOAMMO BBIIOIHUTH KOMAaHIY

vpnconfig -set 1sp system file <path> rme: path — nyrs kK daiuty

KOH(UTypaIyH;
2) Ilpm BBIOOpPE MeETOZa MPOTPY3KH C CEpBEpa HEOOXOAUMO BBIMOJIHUTH KOMAHIY
vpnconfig -set 1sp system pPmp [<cert id> <id type>

<server 1ip>|<server name> <log level> [<timeout>]], rue:

— cert id - wugeHtudukatop ceprudukara; i1 OpocMorpa id ceprudukaTa
MOYKHO BOCIIOJIb30BaThCs KOMaHAo vpnconfig -list cert personal;

— <id type> — Tun uaeHTH(UKATOpa Ul MPOrPY3KU IOJIUTHUKU, KOTOPBIA JOJKEH
ObITh cornacoBad ¢ L[V,

— <server 1ip>|<server name> - aapec cepBepa MPOrpy3KU[MMs KOMIBIOTEPA U
nopt. Ecnu mopT He ykaszaH, To Oepercs 3HadeHue no ymomdanuto (500). Ecim cepepoB
Heckonbko, IP-ampeca ykaspiBaroTcs uepes 3amsaTyro. Homep mopra ykasbIBaeTcs uepes
JIBOETOUHE;

— <log level> — ypoBeHb KypHATUPOBAHUS COOBITHIA,

— <timeout> — BpeMEHHOW MPOMEKYTOK MEXAY OOpaIIeHUsIMH K CEpBEpY.

3) Ilpu BeIOOpE MeTOJa MPOTPY3KH «OTCYTCTBYET», HEOOXOIMMO BBIMOIHUTH KOMAaHIY
vpnconfig -set 1sp system none, Torga B ciy4ae OIIMOKU IpHU TNPOrpy3Ke

CHCTEMHOM MOJIUTUKHU, OyJeT MPOrpy>KaThCs MOJUTHKA JIpaiiBepa M0 YMOIYaHHUIO.

& Jns HAaCTpPOWKH TMMapaMeTpOB TOJHUTHKH M €€ aKTHUBAIlMH HEOOXOAMMO BOCIOJIB30BAThCS

KoMaHjJoM vpnconfig -—activate 1sp system [file <path>] 50301
vpnconfig —activate 1lsp system [pmp <cert id> <id type>
<server ip> <log level> [<timeout>]] mm vpnconfig -activate lsp

system [pmp <key id> <id type> <id value> <server ip> <log
level> [<timeout>]] wmmu vpnconfig -set lsp system [none].

3.2.2.5.1.2 TlonuTHka apaiiBepa o yMOJITYaHUIO
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B T10 «3ACTABA-Oduc» umeercs mnpocras TOJUTHKAa 00paboTkM Tpaduka, KoTopas
HCITOJIB3YIOTCS TPU OTCYTCTBUHU (WM HemocTynmHocTH) padoueit JIIIB. Oto «llonuTtuka npaiiBepa 1mo
YMOJTYaHUIO.

«[Tonutuka npaiiepa o ymonuanuto» (Default Driver Policy, DDP) Bctynaer B cuiy npu
sammycke OC — nmo MomeHTa 3arpy3kum paboueii JIIIb, B cinyuae ecnm mpousonuia ommOka Tpu
HpOrpy3Ke MOJUTUKU MM OCTAHOBIICH cepBUC Vpndmn.

Jns wu3smenenuss mnapametrpoB «llomuTuka gpaiiBepa 1O yMOJIYaHUIO» HEOOXOAUMO
BBINIOJIHUTE KOMaHAy vpnconfig -set lsp ddp pass|dropl|dropall.

s HAaCTpOMKM HapaMeTpoB IIOJIMTHKM M €€ aKTUBALMd MOKHO BOCIIOJIB30BaTbCA OIHOU
KoMaHaoM vpnconfig -activate ddp [pass|drop|dropalll].
N3 coobpaxeHnii 6e30MacHOCTH peKOMeHJyeTcsi ycraHaBiuBaTh «llomuThka apaiiBepa mo

yMoJT4aHuio» B 3HaueHue «COpaceiBaTh Beey» (dropall). ChaemyeT yuecTb, 4TO B 3TOM Cilydae CeTh
He OyIeT OOCTyIHa, €ClIM KOMIBbIOTEpY He mpucBoeH cratuueckuil IP-ampec. Ecnu xommbroTep
noay4vaer IP-aapec mo DHCP, To ciieayer BoiOpaTh omiuio «CopacsiBath Bee, kpome DHCP» (drop).
B srom cnyuae cerpb OymeT HemOCTynmHa 10 MOMEHTa aktuBamumu pabdodueir JIIIb (uckimroueHwue

cocrasmsieT Tonbko Tpaduk DHCP, HeoOxonuMmelii st Ha3HaueHus: komnbioTepy IP-agpeca).

3.2.2.5.2 H3meHeHue cepTu(HKaTa ISl COSAUHEHHS C CEPBEPOM

Jlyis m3MeHeHus1 cepTU(UKaTa, C IOMOIILI0 KOTOPOTo OYJET YCTaHABIUBATHCS COSAMHCHHE C
CEpPBEPOM TIOJIMTUKHU, HYKHO BBIIIOJHUTHL KOMaHay vpnconfig -set 1sp system cert
<cert id>, rpe: <cert id> — uaeHtudukarop ceprudukara. Jnga mpocmorpa <cert id>
MO>KHO BOCHOJIB30BaThCAd KOMaHAoM vpnconfig -list cert personal.

Jlis u3MeHeHUs! MPEeABAPUTENBHO paclpeeIeHHOr0 KIo4a, ¢ MOMOIILI0 KOTOpOro Oyner
YCTAHABJIMBATLCS COEIUHEHHUE C CEPBEPOM IOJIUTHUKH, HY)KHO BBIIIOJHUTHL KOMaHAy venconfig -
set lsp system key <key id>, rme: <key id> — HIECHTH(QHKATOp IpPEIBAPUTEIBHO
pacnpenenennoro kmova. Jig mnpocmorpa <key id>  MOXKHO BOCIHOJIB30BATHCA KOMaHIOM

vpnconfig -list cert preshared.

3.2.2.5.3 H3MeHeHHE YPOBHS PErHCTPALIUU COOBITHIA

Jlna xypHanupoBanusi cooOuienuit npu nepegaude JIIIb ¢ cepBepa monutuku HEOOXOAUMO
YCTaHOBUTH YPOBEHBb PETHCTPALIMH COOBITHH, JJISI TOTO HY)KHO BBIITOJIHUTH KOMaH1y vpnconfig -
set 1lsp system loglevel <log level>, rme: <log level> — ypOBEHb pErucTpalnuu
coorrTuii npu nepenave JIIIb ¢ ceppepa nomutuku. Jomyctumele 3HaueHus: Disabled, Events,

Details, Debug.
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3.2.2.5.4 U3zmenenus tuna IKE unentuduxaropa
YroObl n3mMeHuTh 3HaucHue ThKa |IKE id, Heo0X0aMMO BBIIOJIHUTE KOMaHIy vpnconfig -

set 1lsp system|user idtype <id type>. JHomycrumsle 3HaueHus: DN, DNS, IP,
EMAIL.

3.2.2.5.5 CepBepsl MOTUTHK

UtoObl W3MEHUTH aJpec WIM HMs CepBepa, C KOTOpOro OyAeT IMojydeHa MOJIUTHKA,
HEOOXOAMMO  BBINOJHUTH  KoMmaHay vpnconfig -set 1lsp system server

<server 1ip>|<server name>.

3.2.2.5.6 Axrusanus JII1b

st HacTpoOMKM TapaMeTpoOB MOJUTHKA W €€ aKTUBAlMU HEOOXOIMMO BOCIIOJIH30BATHCA
KOMaHO0M:

vpnconfig -activate lsp system [file <path>] — i mporpy3ku u3 ¢aina;

vpnconfig -—activate 1lsp system [pmp <cert id> <id type>

<server ip> <log level> [<timeout>]] — a1 OpOrpy3KH ¢ ce€pBepa C UCIOIb30BAHUEM
ceptuduKara,

vpnconfig -activate 1sp system [pmp <key id> <id type>
<id value> <server ip> <log level> [<timeout>]] - mud OporpysKu ¢ cepsepa c

HCITOJIb30BAaHNUEM IIPEBAPUTEIBHO PACIIPEACIIEHHOIO KIIF0YA.

3.2.2.5.7 TIpocmotp Texymieii JITTb

C nomoupto yrunuTel vpnconfig MoxHO npousBecT npocMmoTp Tekyuieit JIIb, mis atoro
HE00X0/IMMO BBINOJIHUTE KOMaHay vpnconfig -view lsp current.

3.2.2.6 ®daiin perucTpanuu CoOBITHHA

3anucH O PErucCTPUPYEMBIX CHCTEMHBIX COOBITHAX XpaHATcs B (Qaiine bin log.txt B
JupekTopuu /var/vpnagent/log/.

JUis BKJIIOYEHUS MM OTKIIOYEHHMs (YHKIMM 3alUCU CHUCTEMHBIX COOBITMH B (ailn
HEOOXOONMO BBIIIOJHUATE KoMaHny vpnconfig -set log FILELOG ON <value>, rue:
<value> - 1/0/on/off/true/false/Enabled/ Disabled.

Jlnig 3a1aHus YpOBHS JKypHaJIMpPOBaHUS HEOOXOIUMO BBINOJIHUTH KOMaHAy vpnconfig -
set log LOG LEVEL <value>, rme: <value> - Disabled, Events, Details,
Debug -mma ypoBHsa mnpuioxkenus. M vpnconfig -set 1log LOG LEVEL KERNEL
<value>,rae. <value>-Disabled, Events, Details, Debug

IIpenycMoTpeHo apXuBHPOBAaHHOE XpaHeHUe (pailiioB xypHaa.
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YroObl yCTaHOBUTH MaKCUMAaJbHBIH pa3Mmep Qaiina HeoOXOAUMO BBIOJHUTH KOMaHIy
vpnconfig -set log MAX LOG SIZE. Korza pasmep (aiina npeBbICUT 3aJaHHOE 3HaYCHUE,
Tekymui Qaiin Oyner neperuMeHoBan B ¢aiin ¢ umenem bin_log_0000000000.bak (c yBennuennem
HOMepa JUIsl TTOCIIeAYIONNX (aiioB pe3epBHOIO XpaHEHUs), TIOCIIE Yero OyIeT HadyaT HOBBIH (aiii.

Jlns 3a7jaHns KOJIMYECTBA CO3/1aBaeMbIX PE3EPBHBIX KOMUHA HEOOXOAUMO BBIIIOJHUTH KOMaHy
vpnconfig -set log BACKUP DEPTH <value>.

JU1sl yCTaHOBKH S3bIKA XKYPHAJIMPOBAHUSA HEOOXOAUMO BBINOJIHUTH KOMaHAy vpnconfig -
set log LANGUAGE <value>. Bo3moxhble 3HaueHus: 0 — Aurauiickuii, 1 — Pycckuil.

3 ) Hekoropsle mapameTpsl ypoBHe#l perucrpauuu xpassarcs taike B JIIIB, cosgannoi xaa 10
«3ACTABA-Oduc»
3.2.2.7 Tlapamerpsl xxypHana Syslog

[0 «3ACTABA-O¢uc» mo3BOMSET HACTPOUTH PETUCTPAIUIO COOBITHA C ITOMOIIBIO
cucteMHOro )XypHaia — Syslog. ITpu atom Syslog-cepBep MOKET HAXOIUTHCS KaK Ha JIOKAJIbHOM, TaK U
Ha yZAaJIEHHOM KOMIIBIOTEPE.

JIist BKITIOYCHHUS WIIM OTKJIFOUCHHMS TTapaMeTpa 3alich CUCTEMHBIX cOObITHI Ha SYSlog-cepBep
HEOOXOIUMO BBIMOJTHUTH KOMaHAy vpnconfig -set log SYSLOG ON <value>,
rae: <value>1/0/on/off/true/false/Enabled/ Disabled.

Jiis  BeIOOpa anropuTMa KOAMPOBKHA COOOMICHUH HEOOXOJWMO BBITIOJHUTH KOMAaHIY
vpnconfig -set log ENCODING TO <value>, rme: <value> - aJIroput™m KOJUPOBKH
cooOwenunii, Bo3smoxuble 3HaueHus: KOI8-R, DOS-866, Win-1251, UTF-8.

JIns HACTOMKH YpPOBHS MPOTOKOJIMpOBaHUSA SYySIOg HEOOXOAWMO BBIOIHUTHE KOMaHIy
vpnconfig -set log FACILITY <value>,<value> - 0JHO U3 3HaueHuit ot 0 10 7.

Jns ynanmeHuss CMMBOJIOB KOHIIA CTPOKM M3 coobmieHuit - vpnconfig -set log
SYSLOG SINGLELINE ON

3.2.2.8 TIlporoxon IKE

C momorpo yTHiIMThl VPNCONfig MOXHO BBIMOMHHUTH HACTPOUKY it mpotokosa IKE. Bee
rapaMeTpsl 171 3TUX IIPOTOKOJIOB U3MEHSIOTCA U IPOCMATPUBAIOTCS OAUHAKOBO:

1)  Jlst mpocMOTpa HACTPOEK MPOTOKOJIA HA/IO BHIMOIHUTE KOMaHIy vpnconfig —list

<ike>.

2)  Jlnst u3aMeHeHHs HACTPOEK MPOTOKOJIA HAJ0 BBIMOJIHUTH KOMaHay vpnconfig -set

<ike> <id-parameter> <value>.

3) Jlns ycTaHOBKHM MapaMeTpa B 3HAYCHHE [0 YMOJYAHUID HEOOXOIMMO BBITOJHHUTH

KoMaHny vpnconfig —-reset <ike> <id-parameter>.
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3.2.2.8.1 [TapameTpsl mpotokona IKE

IIpotokon IKE sBmsiercs mnportokosnom ympabienus kmodamu. |KE moarepxkmaer
noyIMHHOCTE  IPSec-mapTtuépoB u opranuzyer BTopuuHbie |PSec-coenunenus. Ilapamerpsr IKE
npuBe/cHbI B Tabauie (cm. Tabnuma 11).

Ta6mmma 11 — [TapameTpsl npotokona IKE

Homep

napamerpa ITapamerp Pacuu¢poska
0 IKEvV1 VYmpasnenue pexxumoM padotsl IKEVL.
Bo3MoxHbIE 3HAUCHUSA:
— Disabled
— Enabled (ucmonp3yercs Mo yMoI4aHuio)
— Responder only
1 IKEV2 Yupasnenue pexumom padbotst IKEV2
Bo3MoxHbIE 3HAUECHUS:
— Disabled
— Enabled (ucnonbe3yercs o ymosr4aHuro)
— Responder only
IKE port Howmep nopra st IKE-coenunenus (1 - 65535, no ymonuanuto 500)
3 NAT-T port [Topt nisa pabotel anroputma NAT-Traversal. Tpadux IKE Gyner
MEepeKII0UeH Ha 3TOT MOPT, KOTJa MPU YCTAHOBIEHUU COCTUHEHHS
MeX 1y mapTHEpaMu oOHapyxkuBaeTcs npucyrcrsue NAT-ycTpoicTs.
BuaueHue 1o ymoryanuio: (1 - 65535, no ymomuanuto 4500)
4 Time to complete  [MakcumabHOE BpeMst [Tt CO3/IaHUS 3aIUIIEHHOTO coeuHEHUS (SA).
exchange (sec) (5-600, mo ymomuanuto 60)
5 Shortened time to  [YkopoduenHoe BpeMs /171 3aBepiieHust oomena (3-60, mo yMor9aHuto
complete exchange [5)
6 Max half-open MaxkcumanbsHoe KonmdecTBo IKE-coeanuaenuii B mporecce co3manmust

states SA, B KOTOPBIX HeT oaTBepkaeHus IP-anpeca mapraepa (0 - 256, 1o
yMOJTYaHHIO 64).

Eciii KOIM4YecTBO 3alpoCcOB OT HEMOATBEP K AeHHBIX [P-anpecos
[pEBBILIAET ITOT ApaMETP, TO JalbHEeHIINE NeHCTBUS 3aBUCST OT
Bepcuu nporokona IKE. [lns IKEv] mo60it HOBBIN 3ampoc
urnopupyercs. s IKEv2 mo60ii HOBBII 3ampoc Takxke
MIHOPUPYETCS, HO IIPH 3TOM 3aIlyCKaeTCsl MpoLeaypa NOATBEPKACHHUS
IP-agpeca. Dta mporeaypa 3aKiIr04aeTcsi B OTIPABKE HHUITUATOPY
cnenuanpHoro 3HaueHus — COOKIE, koTopoe TOT JOIKEH BEPHYTH.
SA mipu 5ToM He co3maercs. Ecnu 3anpoc mockutancs ¢
HecymecTBytoniero [P-aapeca, To COOKIE nnunmnaropom noiayueHo
He OyJIeT ¥, COOTBETCTBEHHO, HE OyeT Bo3BpaleHo. Ecnu ke anpec
ObLT peaNbHbIM, TO HHUIIMATOP MOBTOPHO MOCHUIAET 3aMpoc, BKIOYas B
Hero COOKIE. Takue 3anpocel CUUTArOTCSI OTBETYUKOM
[OTBEP>KIEHHBIMHA U MUHYIOT IIPOBEPKY Ha NPEBBILLICHUE
OTHMCHIBAEMOT0 IapameTpa

7 Initiate no more MaxkcrMalTbHOE KOJIMYECTBO MapajuiesibHbIX 0oMeHoB (1 — 16, mo
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Homep

napaverpa ITapameTp Pacumdgposka
exchanges yMOJTYaHUIO — 4), KOTOPbIC MOT'YT OBITh HHUIIMUPOBAHBI B paMKax
onuoit IKE SA. Ecnu cucrema nmockuiaeT 00ibliie 3apocoB, TO OHU
OyIyT OKUIATh 3aBEPIICHHS KAKOTO-IN00 U3 aKTHBHBIX OOMEHOB.
/lanHbIil mapameTp aktyaiieH Toiabko aisa IKEvI.
8 Respond to no more|MakcuManbHOE KOJTHYECTBO MapaUICIbHBIX 0OMEHOB, KOTOpPBIC
exchanges TaHHBINA XOCT TOTOB MIPHHUMATH B KAYECTBE OTBETYHMKA B paMKaX OJHOMN
IKE SA (1 - 16, o ymomuanuio — 4). lns IKEv2 ator ke mapamerp
(HO 3aaHHBIN y IapTHEpa) OyJeT ONpenesITh MAKCUMAJIbHOE
KOJIMYECTBO MapajlIeIbHBIX 0OMEHOB, KOTOPBIE MOTYT OBITh
MHUIMUPOBAHbl JaHHBIM XOCTOM B pamkax ogHoi IKE SA.
9 Servers selecting  |[[TonuTrka BeIOOpa cepBepoB (110 YMOTUIaHUIO — TTYy Servers
policy sequencially)
10 NAT traversal [TonuTuka BeiOOpa MeTona paboThl uepe3 NAT (1o ymonyanuro —
policy ABTOBBIOOD)
11 Sending UacToTa OTIpaBKH HE3AIIMIIEHHBIX COOOIIEHM 00 omuoKax (1o
unprotected error  [ymouanuto — Limit rate to 10 per second)
notifications
12 IKE v1 Brxiroucnue/oTkimoueHue pexnma pparmerranuu (IKEV1) (o
fragmentation YMOJTYQHHIO BKJIFOUEH)
13 IKE v2 'Yrpasnenue pexxumom ¢parmentanuu (IKEv2) (o ymonuanuio —
fragmentation Auto)
14 IKEvV2 SA lifetime [Panmomu3arus Bpemenu sxusuu IKE SA (IKEV2) (o ymosuaHuto
jitter BKITIOYCHA)
15 IKEV2 IPsec SA  [Panmomu3anus Bpemenu xxu3nu IKE IPsec SA (IKEv2) (o
lifetime jitter YMOJTYAaHHIO BKJIFOUCHA)
16 QCD Secret Kirou it BeipaboTku TokeHa /it mMeroaa Quick Crash Detection (o
[YMOJTYaHUIO OTKITIOYEH).
Ha Bcex y3nmax kiactepa 3Ha4eHHE KJF04Ya JOJDKHO OBITh OJMHAKOBOE,
CreHepUPOBAHHOE HA OJHOM Y3Ji€ 3HaYyeHHe HEe0OXOJUMO MPUMEHHTH
1T BCEX y3JI0B KJIacTepa.
J1)1s BBIKJTFOUCHUST HEOOXOIMMO YKa3aTh 3HAYCHHUE «HE HCIOJB30BaAThY.
OTKITIOYEHHE TapaMeTpa He PEKOMEHYETCs, HO BO3MOXKHO B TECTOBBIX
M OTJIa/I0YHBIX LEISIX WIK B ciaydae npo0siem co ctoponHuM [10.
17 NAT Keep alive MuTtepBan B cekynaax s ornpasku UDP makera ansa nogaepxanus
interval (sec) rpancisiun Ha NAT ycerpotictse (1 - 60, mo ymonyanuto 20)
18 IPsec SA provision Bamac tpaduka IPsec, mo JOCTHKEHHH KOTOPOTO 3aIyCKAETCs IPOIece
traffic (KB) oOHOBeHHs Kirouel (0 - 16384, mo ymomuanuto 2048)
19 IPsec SA removal [PBaxepkka 10 yaanenus [Psec (o ymoauanuio — 5)
delay (sec)
20 IPsec SA anti- IPSec pa3smep okHa IS IOJABJICHAS aTaKk BOCIIPOU3BeIeHUS (TI0
replay window ymoaanuto 64). Bo3amoxxHbIle 3HaueHus: 32, 64, 128,264, 512,
OTKJIFOYEHO.
21 Save SAs on LSP|Coxpanenne SA nipu nepesarpyske JIIIb (o ymMoa4anuio BEIKITIOUEHO)
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Homep

napamerpa ITapameTp Pacumdgposka
reload
22 Initiate Persistent  [[Ipu BKIFOUEHHOM pekuMe Ha Kaxaoe IPSec mpaBuiio B MOJUTHKE
IPsec SAs on LSP |cozmaercs ike u ipsec sa mipu neperpy3ke MOJUTHKH (TI0 yMOITYaAHUIO —
reload false)
23 IKE-CFG most long

unused address [TapameTp, koHTpONHpYyromui ucnonb3zoBanue IKE-CFG

24 IKE-CFG auto routellIpu ctapte cucremsl B LINUX Heo0X01uMO BbI3bIBATH KOMaH/TY:

ip rule add from all lookup <table id>

['ne: <table id>— HOMep TaONUIIbI, KOTOPHIH 3a/1aH B JTOKAJIBHBIX

Hactpoiikax I10 (RRI table id), B mpotuBHOM citydae Te MapLIpyThI,

KOTOpBIE IMPOITUCHIBAIOTCS B TAOIUILYy C HOMEpoM <table id>,

CHUCTEMa HE BUIUT.

[ [prumep KOMaHIbI:

ip rule add from all lookup 111

J)1st yaneHus paBuiia HY»KHO BBI3BaTh KOMaH/Y:

ip rule del table <table id>

25 CRL processing [Tapametp, perynupymomuii peskuMbl 00padotku CRL. Bo3moxHbie

BHAYCHUS:

— Disabled (Boikitodena) (MCIOIb3YETCs IO YMOITYAHHUIO);

— Enabled, revoke also if CRL not available (Bkitouena, oT3biBars,
ecau CRL Hemoctymen);

— Enabled, don't revoke if CRL not available (Bxirouena, ne
or3biBath, ecii CRL HemocTyneH).

1 ) Hekoropsle nononuuTensueie napamerpsl nporokona IKE xpansrca B JIIIb, coznasaemoit s
1O «3ACTABA Oducy.

3.2.2.8.2 Onucanue pexxumon 006padotku CRL

B nokanpHbIX HacTpoiikax B rpynne mnapamerpoB IKE  HaxomuTcs —mapamerp
CRL_PROCESSING, KOTOpBIii CIIy>KUT JUIs1 yrIpaBieHus pexumamu oopadbotku CRL.

Jlj1g mpocMOTpa 3Ha4eHMsI 3TOT0 IMapaMeTpa ¢ MOMOIIBIO YTHIIUThI KOMaHHOW CTPOKU HY’KHO
BBIIIOJIHUTH KOMaHAy: vpnconfig -1 ike.

JU1 n3MEHEHUs] 3HA4€HUs ATOTrO ITapaMeTpa ¢ MOMOIIBI0 YTHINTEI KOMaHJHOW CTPOKH HYKHO
BBLINOJIHUTE KOMaHAy. vpnconfig -s 1ke crl processing <id-parameter>. B
3aBUCHMOCTH OT BbIOpaHHOTrO 3HaueHus Id-parameter, oopadotka CRL Oymer mpow3BOAMTHCS B
peKUMax, MpUBeIeHHBIX B Tabauie (cM. Tabnuma 12).

Tabmuma 12 — Pesxumsbl pabotel 00pabotkn CRL

YuciaoBoe

IHAYCHAE Pe:xxum padornl 06padorku CRL

0 Disabled.
Oo6pabotka CRL Breixmouena. [lonck u mpoepka CRL He npounssonsTcs.

1 Enabled, revoke also if CRL not available.
Oo6pabotka CRL Britouena, npu 3tom, eciu CRL He noctyneH, ceptudukar 6yaer
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YucaoBoe

3HAYCHHE Pesxxum padots oopadorkn CRL

CUUTAThCA OTO3BAHHBIM.

O0paboTKa OCYIIECTBIISICTCS CICTYIOIUM 00pa3oMm:

Ecmu B ceprudukare mer moinst CDP (CRL Distribution Points), To mouck u mposepka CRL
IUIsL HETO HE TIPOU3BOIHUTCS.

Ecnu mone CDP ects, nenaercs monsiTka 3arpy3uth CRL, ecniu mo nannomy CDP CRL He
ObUI 3arpy’>KeH paHee, UM HACTYITWIO BpeMsi OOHOBJIEHUS paHee 3arpy:kenHoro CRL.

Ecnu CRL He ynanock 3arpy3uTh WM B IPoLIeCCe 3arpy3Ky MPOU30I1ILIa OIKNOKa, B
JoKanbHOM 0aze (TokeHsl, ciocobnbie xpanuth CRL) umercs CRL, cooTBeTcTBYIOLIHIA
smutenTy (issuer) ceprudukara.

Ecnu CRL nonyunts He yaanocs, win y noiaydennoro CRL nHactynuio Bpemst 0OHOBIICHUS
(CRL uctek) cunrtaercs, 4to cepTu(UKaT OTO3BAH.

Ecnu nmonyuen neiicteurensubiii CRL, B HeM uiiercst cepuifHblii Homep cepTudukara,

€CJIM HOMEep Haii/ieH, TO CYMTACTCS, UTO CEPTHU(PUKAT OTO3BAH.

s kaxaoro 3arpyxkaemoro CRL npoBepsieTcs moAMuch ¢ TOMOIIBIO YMUTEHTA
ceprudukara, 1ia koroporo 3arpyxkaetrcst CRL. Ecnu npoBepka noanucu He mpouuia, CRL
HE MCIOJIb3YETCSl.

2 Enabled, don't revoke if CRL not available.

Oo6pabotka CRL Bxrouena, mpu 3tom, eciim CRL He moctynen, canraercs, 4To
ceprudukar HE oTo3Bas.

O6paboTKa OCYIIECTBISACTCS CASAYIOIUM 00pa3oMm:

Ecmu B ceprudukare mer monst CDP (CRL Distribution Points), To mouck u mposepka CRL
IUIsL HETO HE TIPOU3BOIUTCSI.

Ecnu none CDP ects, nenaercsa nonsitTka 3arpy3utb CRL, ecnu mo nannomy CDP CRL ne
OBUI 3arpy>KeH paHee, UM HACTYITUIIO BpeMsi OOHOBJICHUS paHee 3arpykenHoro CRL.
Ecnu CRL He ynanock 3arpy3uTh WM B MPOIIECCE 3arpy3KH MPOU30IILIA OINOKa, B
JOKaIbHOM 0aze (TokeHsl, criocobnbie xpanuth CRL) mmercs CRL, cooTBeTCTBYIOMIHIA
amuTeHTy (iSSuer) ceprudukara.

Ecmu CRL monyunTh HE yIanoch, CYATAETCS, YTO CepTU(UKAT HE OTO3BaH.

Ecnu monyuen CRL, B HeM uIeTcsi cepuiiHbIi HOMEp cepTudukaTa, eciim HoMep HalJeH,
TO CUMTAETCS, YTO CePTU(UKAT OTO3BAH.

Jlnsa kaxxnoro 3arpyxaemoro CRL mpoBepsieTcs moAnuch ¢ MOMOIIBIO SMUTEHTA
ceprudukara, s koroporo 3arpyxaercst CRL. Eciu npoBepka noanucu He mponuia, CRL
HE MCIOJIBb3YETCSl.

3.2.2.8.3 [Tonutuka BeIOOpa MeToaa paboThl uepe3 NAT

VYrpasnenue nmouTUKo BeiOOpa MeToia padbotel uepe3 NAT ocyiecTBiseTcs U3 JOKATbHBIX
HacTpoek 110 «(BACTABA-Od¢ucy». B 3aBucMMOCTH OT BHIOPAaHHOTO YHCIIOBOTO 3HAUCHHs MapameTpa
¢ id = 15 monutuka mMoxer ObITh cienyromeil (cMm. Tabmuna 13):. TTox Arenrom monumaetcs [10
3ACTABA-Oducy» mm MKEH.00435-01I10 «3ACTABA-KimenT».

Tabnuua 13 — BapuaHTbl NOJIMTHKY BEIOOpa MeToAa paboThl yepe3 NAT

YuciioBoe 3HAYECHHUE IHoauTuka

0 (BanpeTuTs) Aeenm He npeyiaraeT (OyAy4d HHUIIMATOPOM) M HE BocpuHUMaeT (Oyayuu
pecrioHieHTOM) HU ouH U3 MeTo10B UDP-unkancynsmuu. To ecTs,
MHKancynauuu He oyzaer aaxe npu Hamuuuu NAT mexny Aeenmamu.
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YucJsioBoe 3HaYeHHE

IMoauTuka

1 (Cranmapr)

DTOT peXHUM yCTAaHABIMBACTCS [0 YMOIYAHHIO [TOCIIE YCTAHOBKU A2eHma.
Bynyun uaunmaTopom, npeyiaratorcs Bce BapuanThl UDP-nnkancymsiuuy,
Kpome Meroza Huttunen, 6yayun pecrioHIEHTOM IIPUOPUTETHBIM CUUTAETCS
Meton CtangaprT.

2 (Bce meTobn)

Hcnons3oBars Bce MeTOAbl. byiydn HHUIIMATOPOM, IIPEUIaratoTCs BCe
BapuaHTbl UDP-uHKancymsauuu, 0yay4u pecrioHIeHTOM MPUOPUTETHBIM
curtaetcs metosl CTanaapr.

3 (Huttunen)

Jrtot Meron AenaeT BapuaHT Huttunen 6osee npuoputetHoiM. bynyun
MHULMATOPOM, A2enm TIpeAaraeT ToJabKo ero. by ryun pecrioniepoM MeTos
Huttunen cunraercs 601ee npuopUTETHHIM (HO HE €UHCTBEHHO BO3MOXHBIM).

4 (ABTOBBIOOD)

Pexxum xapakTepusyercs TeM, 4to, Oyayuu uaunmatopom, B Main Mode
Azenm mipITaeTCs caM BeIOpaTh noaxoasauuii meron UDP-unkancynsuuu.

129 (Cranpapr
(ITpunynuTenbHO))

CrangapTHBIN peXUM € IPUHYAUTENbHON HHKancysuueil. [lonHocThio
aHasiornueH pexumy CraHapr, 3a TEM UCKIIFOUEHUEM, YTO UHKAIICYJIALINS
HCIIOJIb3YETCs BCErja, HE3aBUCUMO OT Hainuuus win orcytcTBust NAT-a Mexay
IapTHEPaMH.

130 (Bce meTobr
(ITpunynuTenbHO))

Pexxum Bce meToibl ¢ npuHyAuTENbHOW HHKaNCysiuuen. [lonHocThio
aHAJIOTMYEH pexuMy Bce MeTo/ibl, 3a TEM UCKIOYEHUEM, UTO UHKAIMCYIISALU
HCIIOJIb3YETCs BCErja, HE3aBUCUMO OT Hainuuus win orcyTcTBust NAT-a Mexay
MapTHEPAMH.

131 (Huttunen
(ITpunynuTenbHO))

Pexxum Huttunen ¢ npunyaurensHon nHKancyasauuen. IlonHocTsro
aHanorudeH pexxumy Huttunen, 3a TeM HCKIIOUEHUEM, YTO MHKATICYJISIUSA
UCIOJIb3YyeTCsl BCET1a, HE3aBUCUMO OT Hannuus win otcytcTBust NAT-a Mexy
IapTHEPaMHu

132 (ABTOBBIOOD
(ITpunynuTenbHO))

ABTOOHpeI[CJ'ICHI/IC C HpI/IHy,Z[HTeJIBHOP’I HHKaHCYHHHHeﬁ. PexxuM moaHOCTEIO
AHAJIOTUYCH PCIKUMY ABTOBBI60p, 34 TEM UCKIIIOYCHUCM, YTO MHKAIICYJIAI A
HCIOJIB3YCTCA BCCTId, HE3aBUCHUMO OT HAJIMYUA NI OTCYTCTBHUS NAT-a MCKAY
ImapTHCPaAMH.

3.2.2.9 TokeHsl

10 «3ACTABA-Oduc» mno3BojiseT UCHOJIb30BaTh TOKEHBI KakK Cpeay TPaHCIOPTUPOBKHU

BakxHOW MH(opManuu (cepTudukaron, 3akpbeIThiX kimroueit). [10 «3ACTABA-Oduc» nogaepxuBaet

paboty ¢ PKCS#11-coBMeCTUMBIMU TOKEHAMU; i1 pa0OThl HEOOXOAMMO HAJIMUNE COOTBETCTBYIOLIMX

JAUHaAMHUYCCKU ITOAKITIOYaCMbIX OMOINOTEK.

3.2291

IIpocMOTp MOIyJIEH TOKEHOB

I[J'ISI IMpOCMOTpPa BCEX 3apCTUCTPUPOBAHHBIX MO,[[yJ'ICﬁ TOKCHOB HCO6XO,Z[I/IMO BBITIOJIHUTD

KoMaHny vpnconfig

—-list provider. BeiBox pe3ynbTaTa BBIIOJHEHHS JTaHHOW KOMAaH/]IbI

Oyznet copepxarh HHPOpPMALINIO 000 BCEX 3apETUCTPUPOBAHHBIX MOYIIAX TOKEHOB. [IpumMep BbiBoA!

3. Provider

4. Name :

Builtin Trusted Module
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Path: softpkcsll-trusted.dll
Cryptoki Version: 2.20

Library Version: 2.32

Manufacturer: ELVIS-PLUS

. Description: Trusted Certificates
0. Tokens: 1

1. Token: Trusted Certificates token

P W 00 J oy U

3.2.29.2 Ho6asnenne Mopyineit TOKEHOB

Hus peructpammu monayiss PKCS#11 B IO «3ACTABA-Oduc» HEOOXOIUMO BBIIOIHUTH
Komanay vpnconfig -add provider <module name> <module file>,
rae: <module name> - UMs ISl pErUCTpUpyeMoro mMoxayisi, <module file> - yka3aHue Ha

nyTh K (paiimy ¢ bubnanorekoit moayns TokeHa PKCS#11.

3.2.2.9.3 Vnanenune Mojyins TOKkeHa
UYroOsl ymanuts Mmoayns PKCS#11 u3 110 «3ACTABA-O¢uc» HeoOX0aMMO OIPENeIIUTh €0

Nwmsa (Name), muist 5Toro Haio BOCIONIB30BaThes KoManaon vpnconfig —-list provider. 3atem

HEO0OXOUMO BBIIOTHUTH KOMaHIly vpnconfig -remove provider <name>.

3.2.29.4 AyTteHTudukamnms Ha TOKEHE

Jlyis Toro 94To0BI TOKEH OBLI JOCTYIIEH HEOOXOAMMO BBIMOJIHUTH KOMaHIy vpnconfig -
login token <token id> <pin> [save], rge: <token id> — UICHTU(UKATOP TOKEHA
WM ero uMs B cucteme, <pin> — PIN-kox TokeHa, [save] — HeoOs3aTENbHBINA TapaMeTp, €CIIN €ro
He ycTaHoBUTh, TO 10 «3ACTABA-O¢uc» 6yner 3anpamubath PIN-koa npu kaxaoMm oOpaiieHuu K
TOKEHY.

Jl7is TOoro 4toOBl 3aKOHYUTH CEAHC PAdOTHl C TOKEHOM HEOOXOAMMO BHIOIHUTH KOMaHIY

vpnconfig —-logout token <token id>.

3.2.2.95 Cwmena PIN-koja TokeHa

Hns cmensl PIN-koma TokeHa ciieqyeT BBIMOTHUTH KoMaHAay vpnconfig -password
token <token id> <pin> [save],
rae: <token id> — uneHTH(UKATOp TOKEHA HJIM €ro ums B cucreMe, <pin> — HOBBIA PIN-kon
TOKEHa, [save] — HeoOsA3aTeNnbHBINM MapamMeTp, KOTOphIM oTBeuyaeT 3a coxpaHeHue PIN-xoma s

JTAIbHEUITNX 00palleHnui K TOKEHY.

& PIN-xox Moxet ObITh U3MeHeH, eciu uHTepdeiic PKCS#11 TokeHa mo3BossieT 3To ACHCTBHE.

& PIN-xo1 MOXeT ObITh U3MEHEH TOJIBKO Ha aKTMBHOM TOKEHE (COECJMHEHHE C TOKEHOM JOJIKHO
OBITH OTKPBITO).
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Oynkius cmensl PIN-koa TokeHa OyaeT HeJOCTyIHA, €CJIM HET TOKEHOB, 3apEerHCTPUPOBAHHBIX
B [1O «3ACTABA-Oducy.

3.2.2.10 JlokanbHbIe HHTEP(DEHCHI

C momouipto yTHIHTHL VPNCONfig MOXKHO BBINOJHUTH HACTPOMKY aKTUBHBIX HHTEP(EHCOB.
JUia mpocMoTpa BCEeX 3aperMCTPUpPOBAHHBIX HMHTEpP(EHCcOB HEOOXOAMMO BBIIOIHUTH KOMAHIY
vpnconfig —-list interface.

s BBOona/penakTupoBanus HMoenmughukamopa unmepgetica cnenyer BBIIOIHUTH KOMaHIy
U 3a/aTh NICEBAOHUM HHTepdeiica vpnconfig -set interface <id> alias <alias>,

rae: <id> — uaeHrudukatop uHTepdeiica, <alias> — HOBBIH IICEBJOHUM HHTEpdeiica.

3.2.3  Yrumura plg ctl

Vrunura plg_ctl — momynp ymnpaBneHuss KpUnTOOMOMMOTEKaMH (KPHIITOIUIATMHAMHU) —
BCTPOCHHBI TMPOTPaMMHBIA MOJYJb, NPEAHA3HAYCHHBIH I MOJKIIOYEHUS KPUNTOOMOINOTEK,
ucnonszyembix B I[IO «3ACTABA-Oducy». Kpunrobubnmuorexka BKiIOYaeT B ce0s pa3iIUyHbIC
Kpunrorpadguueckue GyHKIUHM (FeHepaTop CiydyallHbIX yuces, (QyHKIUM XEeIUPOBaHUs, BHIUMCICHUS
U(PPOBON MOAMHUCH ¥ MH(PPOBAHNUS), KOTOPBIE HCIOIB3YIOTCSA NPU ayTEHTH(PHUKAINN TOJIb30BaTENICH
U CO3JJaHMM 3aIIMILIEHHBIX coenuHeHuil. Kpunrobubanoreka MoxeT ObITh pa3paboTaHa HE3aBUCUMBIM
npousBoguTeneM u noakiarodarbes K 110 «3ACTABA-Oduc» kak otnenbHbId Moayns (miarus). [lo
ymomyanuio B coctaB [10 «3ACTABA-Oduc» BXoaAUT HAOOP ITATHBIX KPUNTOOMOINOTEK.

[Ipy mnomomu MOIyNAs KPUNTOIJIATUHOB MOYKHO PETHCTPUPOBaTH M aKTHUBUPOBATh
KpUNTOOMOIMOTEKH, a TAKXKE YIPABIATH OTAEIbHBIMU KPHUITOAITOPUTMAMHM, BXOSIIMMU B COCTaB
6ubnmmorex. KpunroanropuTMbl UCTIONB3YIOTCS IS CIETYIOLINX Lieneit:

— BBIMOJIHEHHE KpUNTOrpaUyecKux TMpoLeayp Ha YpPOBHE sjpa MpPOrpaMMHOMN

COCTaBJIAIOLIEH JUIs 3alUThI CETEBOTO TpaduKa;

—  BBINOJHEHHUE KpUNTOrpapuuecKux nporenyp Ha NpUKIaIHOM YPOBHE.

Bce neiicTBus 110 KOHQHUIYPHPOBAHUIO BBIITOJIHAIOTCS Yepe3 yTHIIUTY yrpasileHus plg ctl,
KOTOpasi UCHOJb3yeTcs ISl YIpaBJIEeHHUS KaK KPUOTOOMOIMOTEKaMM, TaK M COJEP)KAlIUMHCS B HHUX

KPHUIITOAJITOPUTMAMHU.

3.2.3.1 CuHrakcuc

KpuntoOubimoTexkn OAHO3HAYHO UJEHTUPUIMPYIOTCS IO HMEHaM, OCHOBaHHBIM Ha

AITOPUTME HJIM AJITOPHUTMAX, KOTOPBIC OHU COACPIKAT. Ecmn nms KpI/IHTO6I/I6J'H/IOTeKI/I COJACPIKHUT
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po0OeIbl UM CUMBOJIBI, KOTOPbIE UMEIOT CIIEUAIbHOE 3HAaUeHHE B HHTepdeiice KOMaHTHOW CTPOKH,
TO UMsI KpUIITOOUOIMOTEKHU JOKHO CTOSITh B KaBbIUKAX.

Cnenyromuii 001U CUHTaKCHC HCHONB3YeTCs IPH 3allycKe YTHINTB plg ctl:
plg ctl [mericreue <aprymeHTr>] [omumua],

rae: [mericTeme] — 370 omnepalys, KOTOPYIO YTHIUTA JOJKHA BBITTOJIHHUTS.

3.2.3.1.1 JletictBus
Vrumra plg ctl noanepKUBaeT cleAyrolue IeHCTBUs, IPEeICTaBICHHbIE B TaOIHULE (CM.

Tabmuna 14).

Tabnuna 14 — JlelicTBus, noaaepKuBaeMbie yTUIuTol plg ctl

Kiou | HazBanue Onucanne
-e Enable | AkrtuBupoBaTh KpUNTOOHOIMOTEKY WIIM KPUIITOAITOPHUTM
-d Disable |/leakTuBHpOBaThH KPUIITOOUOIMOTEKY MM KPHIITOAITOPUTM
1 List IToka3zath ciMCOK KpUNITOOMOINOTEK (JaHHOE JIefiCTBHE IPOU3BOUTCS IIPU
Bb13oBe plg_ctl 6e3 mapamerpon)
-r Remove |Ypxanuts nHpOpMaKIO 0 KpUNTOOHOINOTEKE U3 TEKYIIeH KOHPHUTypanuu
-1i Install | lo6aBuTh HHGOPMAIHIO O KPUIITOOMOINOTEKE B TEKYIILYIO KOH(PUTYPAIHIO
-p Print Haneuarats netajibHOE onucaHue KPUITOONOIMOTEKN WM KPUIITOAITOPUTMA

3.2.3.1.20mmumn
Vrumra plg ctl Hoajep:KUBaeT CleAyIoLIMe OIIMH, MPEeACTaBICHHbIE B TaOIMIE (CM.

Tabnuma 15).

Tabmuma 15 — Onuuun, noanepKuBaeMbie yTUINTON plg ctl

Kurou Ha3Banue Onucanue
Kernel BrInoaHUTE onepainuu TOJIbKO ¢ KPUNTOOMOIMOTEKaMH YPOBHS si/Ipa
-k MIPOTPAMMHOM COCTABJISIOLLIEH.
(YpoBeHB siIpa) . .
JauHb1it ¢iar coBMeCTUM ¢ JEHCTBUAMH: —e, —d, =¥ U —D.
User BrImomHUTE onepanuu ToIbKO ¢ KPUMTOOUOTHOTEKaMHU YPOBHSI
-U  |(mpuKIagHOW  |IIOJL30BATENs.
YpOBEHB) JlaHHbIi (ar COBMECTUM C IEUCTBUSAMU: —€, —d, = U —P.
. M kpunToaropuTMa, uisi KOTOPOTO BBITIOJIHAETCS ACHCTBUE.
-a [Algorithm P P ’ p

JauHb1it ¢ar COBMECTUM ¢ JEHCTBUAMH: —e, —d B —p.

VIMs1 qBoMuHOTrO (aiiia KpUNnToOMOINOTEKH (JUHAMUYecKas OMOIuoTeKka
-b |Binary file WJIH JIpaiiBep)
JlauHbIi ar COBMECTUM C JCHCTBUAMH: — 1.

[1yTh K ¢ailiry, B KOTOPBIH HYKHO COXPAaHUTh HACTPOUKHU
-x | Backup KPUINITOAITOPUTMOB U3 yJalsieMOl KpUNTOOUOINOTEKH.
[Tpu no6aBneHnM KpUNTOOMOINOTEKN MYTh K (paiiiny, U3 KOTOPOro HYKHO
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Kuarou Ha3zBanue Onucanue

3aUNTATh COXPAHEHHbIE HACTPOUKHU.
JlaHHbIi (ar COBMECTUM C IEHCTBUSMU: —1 U —T.

Hekortopeie onmuu MOryt ObITh OObEIUHEHBI B OJHOM KOMaHAE Jid yKa3aHUs HMEHU
KPUNTOAJITOPUTMA U/UIIH YPOBHS SApA WK MPUIIOKEHUS.

Hanmpumep, -a <mmsa kpunroanropmrTMa> —U

3.2.3.2 JloGaBneHne KpUNTOOUOIHOTEKH

Jiis noGaBieHusI KpUIITOOUOIHMOTEKH HEOOXOAMMO yKa3aTh CIEAYIOIIEe:

plg ctl —i <myrts K (aiity KoHGUrypauuu Kpunrooudanorekn> [-b <myTs K ¢ailny
KpunToOnomorekn>] [-loglevel ERROR|NOTE |WARNING|DEBUG|DISABLE]

Ecnu npu mobasieHnn KpunToOHOIMOTEKH HE Oblia yKazaHa omius -b, To myTh K daitry
Kpunroouodimoreku Oynet Oparbest U3 Qaiia KOHPUTYpAIIH.

IIpumep: plg ctl -i c:\temp\test plg.cfg -b
c:\work\bin\test plg.dll

3.2.3.3 Ypanenue KpunToOUOIMOTEKH

Jlns ynaneHust KpunToOoMOINOTEKH HE00X0IMMO yKa3aTh CIeIyIolIee:
plg ctl -r <umsa kpunrobubmuoreku> [-u|-k] [-x <moyrs k ¢ailmy s coxpaHeHus
HacTpoek>] [-loglevel ERROR|NOTE |WARNING|DEBUG|DISABLE].

Ecnu yka3zana omnuus —u uiam —K, To yaaneHue mpou30iIeT, eciiu HaiieHa KpunToouoimoreka

COOTBETCTBCHHO YPOBHS IMOJIB30BATCIIA UJIK YPOBHS A1pa.

3.2.3.4 BsiBoI MHPOPMALIUU O KPUIITOOUOIMOTEKE MM KPUIITOAITOPUTMAX

Jlnst BbIBOJa WHGOPMAIMK O KPUOTOOMOIMOTEKM WM KPUITOAITOPUTMAX HEOOXOIUMO

yKa3aTh CIIeyIoIIee:
plg ctl —p <uMs KpunToOMOIHOTEeKI™> [-a <mMs Kpunroanropurma>] [-u | -K].

Ecnu He ykaszana omius —a, TO OyleT BbIBeJeHa WH(OpMAIUs O KPUMTOOHOIHOTEKE IS
ykazanHoro uMmenu. C onmueii —a Oyaer BbiBeeHa HH(OpMaIHs 00 yKa3aHHOM aJlTOpPUTME.

Ipy ykazaHWKM UMEH MOKHO HCIIOJIb30BaTh CIIENHUAIBHBIM CHMBOI - *, 03HAYAIONIHi JTH000€e
KOJIMYECTBO JFOOBIX CHMBOJIOB.

IMpumep: BoiBoa uH(pOpMANKMKH O BCEX 3apErMCTPUPOBAHHBIX KPUITOAITOPHUTMAX YPOBHS

NpUJIoKeHUA: plg ctl -p * -a * -u
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3.2.3.5 TIlpumeps! komMaH] B HHTep(eiice KOMaHIHOW CTPOKU

[Ipumepsl komaHn B uHTepdeilice KOMaHIHOW CTPOKM TMpHUBEAEHbl B Tabiuie (cM.

Tabmauna 16).

Ta6ymma 16 — [Ipumepsl koMan 1 B uHTEp(deiice KOMaHIHOW CTPOKH

Komanga

BreinosinsieMoe aeiicTBue

plg ctl -p * -u

[Tokazate uHGOpPMAIKIO O BCEX KPUNTOOMOINOTEKAX MPUKIIATHOTO
YpOBHS

plg ctl -p
crypto plgl user -a *

[Toka3aTh CIUCOK KPUIITOAITOPUTMOB B CYIIECTBYIOIIEM
MPUKJIATHOM YPOBHE KPUITOOUOINOTEKH, Ha3BaHHOK
crypto plgl user

plg ctl -d
crypto plgl kernel

JleakTHBHPOBATh KPUNITOOMOINOTEKY C UMEHEM
crypto plgl kernel

plg ctl -e
crypto plgl user -a *

AKTHBHUPOBATH BCE aJITOPUTMBI U3 KPUNTOOMOIUOTEKH C UMEHEM
crypto plgl kernel

plg ctl -r
crypto plgl kernel

VY 1anuTh CyecTBYIONIYIO0 KpUIITOOUOINOTEKY
crypto plgl kernel

plg ctl —-i <path cfg>
-b <path 1lib>

Jo6aButh kpunrodbudamorexky. [Ipumepsl 3HaUSHMIA 1151
<path cfg>wu<path 1lib> npuBeaeHsbI BbILIE.

plg ctl -h

IToka3zath CIIPpaBOYHYIO I/IH(I)OpMaI_II/IIO 10 YTHUIINTC.

3.24

VYrumatel icv_writer u icv_checker

Yrmimra icv_writer npenHasHadeHa Jis BHIYMCIECHUS KOHTPOIBHOM CyMMBI.

JUia mosydyeHuss CHpaBKM 1O padoTe YTUIIUTHI

icv_writer -h

HCO6XOHI/IMO BBINIOJIHUTh KOMaHAY.

Crnenyronuii CHHTAKCHC UCTIONIB3YETCs TS 3alycka YTHIUT ICV_Writer:

icv _writer.exe -L<FileList file name>

niIn

icv_writer.exe -

F[DestPath/]FileName.ext [=SourcePath/FileName.ext]

[> outfile]

[> outfile]

YTunura BO3BpallacT CJICAYOIHNE KOIbI:

0-0K;

1 — HempaBWIIBbHBIN MapaMeTp 3aIycKa,

-1 - uHbBIE OLIMOKH.

HpHMep HUCIOJB30BaHUA KOMaHAbI [OJ1s1 BBIYMCICHUA KOHTpOJ’ILHOﬁ CYMMbBI OT (baﬁna

filelist.hash:

icv _writer.exe -Ffilelist.hash > filelist hash.hash
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IIpoBepUTL KOHTPOIBLHEIE CYMMBI MOXKHO, 3aIlyCTUB YTHIUTY 1cv_checker.

Jlns monydeHus copaBKd 1o paboTe YTHIMTBI HEOOXOAHMMO BBIIOJHUTH KOMaHY:
icv_checker.exe -h

Hcnonb3yercs clieyomuid CHHTaKCUC:

icv_checker.exe <filelist.hash>

®dopmar daiisia ¢ KOHTPOJILHBIMH CYMMaMH JIOJIKEH OBITh CIICTYIOIIIHIA:

filenamel (full path)=<hash value (64 chars)>

filenameN (full path)=<hash value (64 chars)>
YTUJIMTA BO3BPAIIAET CIACAYIOIINE KOJIbI:
0- 0K,
1 — HenpaBuibHBIH MapaMeTp 3aIycKa,;
-1 — HeKOppeKTHas KOHTPOJIbHASI cymMMa B (Qaiiie;
-2 — UHBIE OIIHOKH.

Jins mpoBepku uenoctHocTH IIO HEoOXOIMMO BBINOJIHUTH KOMaHmy icv checker
filelist.hash,rue: filelist.hash - daiin ¢ TekynM 3HaYEHHEM KOHTPOJIBHBIX CYMM.

Jns mpoBepku  nenoctHoctr  ¢aitma  filelist.hash HeoOXxoguMo  BBIMOMHUTE  KOMaHIY
icv checker filelist hash.hash, rae: filelist_hash.hash - daiin ¢ Texymum 3HaueHHEM
KOHTPOJILHOUN cymmbl ist (paiina filelist.hash.

[Tpumep BEINONIHEHUS YTHIUTEL 1cv_checker:

icv_checker.exe filelist hash.hash

Files processed 1
Changed Files O
NotFound Files O

NotAccessed Files 0
3.25  KoHdurypupoBaHue MOIyisi TOKEHOB

Cy1iecTByeT BO3MOXXHOCTh KOH(HrypupoBaTh moseaeHue Softtoken common ¢ momorisio
KoH(purypannoHsoro gaiina pkesll.cfg. ®aiin pkesl1.cfg pacnonoxxen B qupexropun /etc/vpnagent .

JlanHbIi daiia He yCTaHABIMBAETCS COBMECTHO ¢ MHCTAJUIITOPOM, MIPH HEOOXOJAMMOCTH €T0
HYXXHO CO3J1aTh.

ITpu 3arpy3ke TOKeHa MOIXBaThIBAIOTCS HACTPOUKH U3 KOH(PUTYpallMOHHOTO (aiina:

—  mepesaryck ciy:k0b1 vpndmn;

—  BBIFPY3UTH/3arpy3UTh TOKEH U3 rpaduyeckoro uurepdeiica Aeenma.
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Ha manHBIi MOMEHT TOJIIEPI)KMBAETCST BCETO OfHA HacTpoiika s Builtin CryptoPro Module.

Dta HacTtpoika mo3BossieT ymbo kemmupoBaTh ceccun CK3U XTAM.00088-01 «Kpuntollpo CSP»

Bepcus 4.0 (ucnionmaenue 2-Base) 1100 OTKpBIBaTh CECCHUHM T10 3aMPOCYy.

[Tpumep koHUTYparoHHOTO (haiina:

[CryptoPro]

delayed=0|1, rme: 0 - HEeMemJIGHHOE CO3J]aHUE CECCUM, KEeIIMPOBAaHWE BKIFOYEHO, JuO0 1 -

CECCHUM OTKPBIBAKOTCH I10 3aIIPOCy, KEMIMPOBAHKUEC BBIKJIFOYUCHO.

3.2.6  KondurypupoBanue Moayis vpnpcap

Cy1iecTByeT BO3MOXKHOCTh KOH(PHUI'YpHUPOBAaTh MOBEACHHE MOIYyJs VPNPCap ¢ MOMOIIbIO

3aJlaHus 11apaMETPOB:

filth_max_count - pasmep xsmi-tabnuitel GuibTpoB (mo ymosdanuio 8192). Xomi-
Tabmuna obecrieynBaeT OBICTPBIA MOUCK (PUIBTPA MPH TOYHOM COOTBETCTBHHU 3aITUCH B

HEH ITapamMeTpaM I1aKeTa,

threads_mask - OuToBasi Mmacka, ompeaensiollas Ha KaKUX [poleccopax Oyxaer
BBIIIOJIHATBCS KOJ AparBepa. Ilo ymon4anuio - Bce Hy/nIM, YTO O3HA4aeT - Ha BCEX,
YCTAHOBJICHHBIX B cucTeme. Eciim Macka OTiIMYHA OT HYJsl, TO YCTaHOBJECHHBIE OUTBHI
paspeliaT BhINOJIHEHUE KoJa JpaiiBepa Ha cooTBercTBYyomuXx CPU, a cOpouieHHble —

3aIperaT.

pcap_defcfg - momutuka napaiiBepa AedCTBYOMIas BO BpeMs 3arpy3Kd IMPOTPaMMHOM
COCTaBJISIIOLIEH ¢ MOMEHTa 3arpy3KH JipaiiBepa VPNPCap B ONEpaTUBHYIO HaMsThb U 0

MOMEHTA 3aIrycKa ciry0bl vpndmn

— 2 -PASS(default);
- 1-DROP.

Diffserv —mapamerp, oTBevaromiuii 3a BKIIIOUCHUE (QYHKIIUU IPUOPUTU3ALNH TpadHKa Ha
ocHoBaHMM Toyisi T0S 3aromoBka IP-makera. diffserv=1 — npuopurtusanus Ttpaduka

BKJItOUeHa. [Io yMonyanuto ycraHoBiaeHo 3HaueHue 0.

I[J'ISI 3alaHUA OTUX MMapaMCTPOB HCO6XO,Z[I/IMO BBITIOJIHUTB CJICAYIOIIC KOMaH/IbI:

[etc/init.d/S99vpngate stop

/sbin/rmmod vpnpcap

/shin/modprobe vpnpcap pcap_defcfg=1 filth_max_count=5000
hreads_mask=c0000000,00000000 diffserv=1
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—  letc/init.d/S99vpngate start.

3.2.7  KondurypupoBanue moayis cp_plg cpro

Hns  kondurypupoBanus Monyins cp plg cpro-40 HUCIIOIB3YETCS  MIapaMerp
max_handles. [Tapamerp Max_handles - makcumanbroe konmmuectBo xaH10B CK3U XKTAN.00088-01
«Kpunrollpo CSP» Bepcus 4.0 (ucnonnenue 2-Base), mapamerp BinseT Ha MaKCHMaabHOE
koiudecTBO IPsec SA, koTopoe MokeT ObITh yCTaHOBIJICHO. [[0 yMOT9aHUIO JaHHBIA TTapaMeTp paBeH
262140.

Jnist ©'3MEHEHUs 3TOTO MapaMeTpa HEOOXOIUMO BBIITOJIHUTH CIIETYIOLIIE KOMAaH/IbI:

— /etc/init.d/S99vpngate stop

— /shin/frmmod cp_plg_cpro40;

— /shin/modprobe cp_plg_cpro-40 max_handles=120000;

— /etc/init.d/S99vpngate start

3.2.8  Kondurypuposanue [10 «(3ACTABA-Odwuc» B KIIaCTEPHOM HCIIOTHCHHN

10 «3ACTABA-O¢uc» B KilacTepHOM BapuaHTe, Oylydd OCHOBHBIM Y3JIOM, MOCTOSIHHO
CUHXpOHM3UpyeT cocrosiHue akTuBHBIX IKE SA ¢ apyrumm y3namu kiactepa uepe3 HMHTepdeiic
CUHXPOHM3ALMH.

B cnydae BO3HHMKHOBEHHS COOBITHS NEPEKIIIOUEHUsS Y3JI0B KJlacTepa, Yy3els, CTaBLIUHN
OCHOBHBIM, UMeeT noiuyto uHpopmaruio 06 aktuBHbIX IKE SA u moxer ucnons3oBats 5t IKE SA
JUIs B3aUMOJICMCTBUS C MapTHEpaMM KjacTepa, TO €CTh, COOBITHE NEpPEeKIIOYEHHUs HE NPUBOIUT K
HeoOxoaumocTH 3aHoBO co3naBaTh IKE SA. ITockonbky [Psec SA He CHHXPOHU3UPYIOTCS, TO, MOCIHE
MIEPEKITIOUEHHUS Y3JI0B KJIacTepa, OHM OTCYTCTBYIOT Ha y3Jie, CTaBllieM OCHOBHBIM, HO Hanmnuue IKE SA
MO3BOJIIET OBICTPO AMATHOCTUPOBATH ATY CUTYAIMIO U CO3/1aTh UX 3aHOBO.

Hna paborer [10 «3ACTABA-O¢uc» B cocraBe KiacTepa HEOOXOAMMO NPOU3BECTU
CJIEYIOIE HACTPOMKHU:

—  CHMHXPOHH3HMPOBAaTh BPEMs Ha BCEX Y3JIaX;

- BemoaHuTh HacTpoiiku I10 «keepalived» w ommcath BUpTyalibHBIE HHTEP(EHCHI

kiacrepa B daitne keepalived.conf;

—  HacCTPOMTb MPOTPY3KY MONUTUKH (U3 (haitna unu no PMPv2);

—  BKJIIOYUTH U HacTpouTh pexxuM kiacrepa B [10 «3ACTABA-O¢uc» (cm 1. 3.2.8.2);

- YcranoButh ognHakoBoe 3HaueHre QCD secret B HacTpolikax KaKIoro y3ia.
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3.2.8.1 Hactpoiika I1O keepalived

Jlist Hactpoiiku keepalived HE0OX0IMMO BBITIOJHUTD CIISAYIONINE ACHCTBUS:
- OIHCaTh BUPTYAIbHBIE HHTEPEHCHI KilacTepa B daiiie

/etc/keepalived/keepalived.conf.

IIpumep onucanus ¢ NOSCHEHUS:

vrrp sync_group Gl {
group {
VI O
VI 1
}
notify backup "/usr/local/bin/vrrp.back argl arg2"
notify master "/usr/local/bin/vrrp.mast argl arg2"
notify:fault "/usr/local/bin/vrrp.fault argl arg2"
}
vrrp_ script chk vpndmn {
script "killall -0 vpndmn"
interval 2
fall 2
rise 2

}

vrrp instance VI 0 {
interface eth0 #[Iy6auuHwl uHTepbemc

state MASTER #CocTosgHMe, B KOTOPOM 3anyckaeTcsd y3eJ KjacTepa.

Master mmsa OCHOBHOTO, backup njis pesepBHOTO
virtual router id 121 #/IMeHHOe ofOOBHauUeHMe y3Ja

priority 100 # npuopurer yzya nepen mpyrumy, y BACKUP oH Bcerga

OOJDKEH OBITH HMxe ueM y MASTER

authentication #IOanHHble mia ayTeHTuomkaumum. [lapojib MOXeT OHTH

JIIOOBIM, HO OOMHAKOBEIM NIOJIS BCEeX Y3JIOB

{
auth type PASS

auth pass 1111
}

virtual ipaddress #BupTyalbHEIN amjpec KjlacTepa

{
10.111.10.135/24

}
track script {
chk vpndmn

}

- B nllKy /usr/local/bin/ poGaButh (aitibl, Ha KOTOPHIC
keepalived.conf. DTo CKpHUITHL, KOTOpble OYAYT BBIIOIHATHCA

MEPCKIOYCHUA KJIIaCTCPa.

IIpumep ckpUNTOB:

vrrp.back

#! /bin/bash

logger -t vrrp.mast deactivating mode
/opt/ZASTAVAoffice/bin/vpnmonitor -passive

CChIIIacTCA

B MOMCHT
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vrrp.mast

#!

/bin/bash

logger -t vrrp.mast activating mode
/opt/ZASTAVAoffice/bin/vpnmonitor -active

vrrp.fault

#!

/bin/bash

logger -t vrrp.mast deactivating mode
/opt/ZASTAVAoffice/bin/vpnmonitor -passive

VYcTanoBUTH pa3pelIeHue Ha BbIIIOJITHCHHUE CKPUIITOB.

Chmod +x /usr/local/bin/vrrp*

[Tepesamyctuth keepalived

3.2.8.2 Hactpoiika 10 «3ACTABA-O¢uc»

JUig HacTpoMKU pexuMa KiacTepa 0/ Kaxcoo2o y3ia Kiacmepa HeoOXOIUMO BKIIIOUUTH

PCKUM KJIaCTEpa U HACTPOUTH CUHXPOHU3ALNIO Y3JIOB KJIACTCPA. I[JIH 3TOT'0 HAJO:

1)

2)

3)

4)

5)

Jlns  BKJIIOYEHUS pEKUMMa KiacTepa HEOOXOIUMO O/ Kaxcoo20 YV3ia Kidacmepa
BBITNIOJIHUTD CIIEAYIOIINE HACTPOUKHU:

Bxmrounts pexum «Multicasty komanmoir vpnconfig -set ha HA MODE
Multicast,

VYcTaHOBUTH OJMHAKOBOE JUIsl BCEX Y3J0B 3HaueHHe «Kirou kiacTepa» C MOMOIIBIO
KoMaHabl vpnconfig —set ha KEY <key value>;

3agath oAMHaKOBOe Ul Bcex y3ioB 3HaueHne QCD secret B 16-puunom ¢opmare C
noMotikio koman sl Vpnconfig —set ike QCD_secret;

Jlns HacTpOWKH CHHXPOHHU3AllMU, HEOOXOAMMO JIi KaKJIOro y3ja KiacTepa yKa3aTh
azpec uHTepdeiica, KOTOpblii OyIeT MCHOIB30BATHCS JUISI CUHXPOHHU3AIMM KIIACTEPHBIX
y310B. Vpnconfig —-set ha MULTICAST ADDRS <ip adr>;

Vkazatb rpynmoBoil azapec pexuma Multicast u3  guanmaszona  224.0.0.0 1o
239.255.255.255 ¢ momompko koManael vpnconfig —-set ha MULTICAST GROUP
<ip adr>;

Vkazatb mopT pexuma Multicast (;10060€ OECATHYHOE LEN0€ YHUCIO0) C IOMOIIBIO
koman el Vpnconfig —set ha MULTICAST _PORT <value>;

3agaTh ypoBEHb perucTpanuu coObiTuil Uit ¢uibTpa Multicast ¢ TOMOIIBIO KOMaHIbI

vpnconfig - set ha MULTICAST FILTER LOGLEVEL <value>.
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3.2.9  KondurypupoBanue ygaieHHON peructpanuu coobituii (Syslog)

10 «3ACTABA-Oduc» mno3BOJSET HACTPOUTH PETHUCTPALMIO COOBITUH C IOMOIIBIO
cucreMHoro xypHaia — Syslog. [Tpu atom Syslog-cepBep MOXKET HAXOAUTHCS KaK Ha JOKAJIbHOM, TaK U

Ha yIaJ€HHOM KOMIIBIOTEPE.

3.2.9.1 Hactpoiika I1O «3ACTABA-O¢uc»

Hacrtpoiiku 10 «3ACTABA-Od¢uc» mis BKIIOUEHHS YAAJICHHOH PErucTpanuu COOBITHH

ONMCaHbI B 11. 3.2.2.7.

3.2.9.2 Hacrpoiika Syslog

JUiss HaCcTPOWKHM YNAIEHHON PETUCTpaldy COOBITHI HEOOXOAMMO OTPEIaKTUPOBATH (aii
/etc/syslog.conf, 106aBUB CTPOKY BUJA:

<facility>.<level> (@<syslog-server-addr>,
rae: <facility> - oxano m3 3nadenuii localO...local7, 3amannoe B Hacrpoiikax I10 «3ACTABA-
Oducy,
<syslog-server-addr> —aapec yaanéuHoro Syslog-cepsepa;
<level> — ypoBeHb mporokonupoBanus (info, error, u T.1.). Jns noapoOHO# HH(DOPMAILIUK IO
YPOBHIO MPOTOKOJIMPOBAHUS 00pPaTUTECh K JOKyMeHTaluu mo Syslog.

[Tpumep 3amucu B Syslog.conf mis orceiiku Ha ynanéuusiii Syslog-cepep cooOieHuit 00

ommbOkax: localO.err @192.168.0.3

3.2.10 Kondurypupoanue snmp

[Ipu HeoOXOaUMOCTH TOJIy4aTh OT Aeewmog CTaTUCTUKY W CHUTHAIbl HapyIIEHUs IO
npotokonry SNMP (net-snmp) HY>KHO 3aperHCTpUpOBaTh OMOTMOTEKY pacuIMpeHus cepuca snmpd
(MIB-momysns). JIist 5TOro Hamo:

B ¢aiin snmpd.conf 1o6aBuTh cTpOKy:

dlmod snmpagent /opt/ZASTAVAoffice/lib/libsnmpagent.so

JaTte xoMaHy snmpd 715 TOATPY3KHA MOYJISl PaCIIUPEHHUS:

/etc/init.d/snmpd restart

Jl51g HacTpoiiku MOHMTOpPUHTA B Qaitie snmpd.conf n3MeHUTH mapameTp:

"rocommunity public default -V systemonly" Ha "rocommunity

public default -V all "

Curnanel HapymieHus (Snmp-traps) OyAayT OTHpaBIAThCA TOJAbKO Mo ykasanHeiM B JIIb
COOBITHUSAM.
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4 HOAI'OTOBKA K PABOTE

[Toarororka I1K k paboTe BKIFOYAET CICTYIOIIUE OTEPAIIHN:

— IIpoBepky KOHTpOJIEHOW cyMMBbI 00pa3za OC;

— Hactpoiiky cereBbIX mapameTpoB (IIpy HEOOXOAMMOCTH);

—  YCTaHOBKY MEPCOHAIBHOTO M JIOBEPEHHOTO CEPTH(PHUKATOB;

— Hactpoiiky nony4yenus monuTuku 0€300acHOCTH,

4.1 Ilarm, poas HacTpoiiku mocrapijieHHoro IK

411 TIpoBepka KOHTPOIBHOW CYMMBI

[Tocne ycranoBku 1K HeoOX0IMMO MPOBEPHUTH KOHTPOJIBHYIO CYMMY oOpa3a MporpaMMHOMN

cocrasisitomei. [Ipouenypa npoBepku npuseeHa B moapaszaene 5.1.

4.1.2  Hactpolika CEeTeBBIX ITapaMETPOB

Hactpolika ceTeBbIX mapaMeTpoB BKJIIOYaeT HacTpoiky IP-aapeca u, mpu HeoOX0IMMOCTH,
HACTPOMKY TaOJIMLIbI MAPIIPYTU3ALIUH.

Jlnss  HACTPOWMKM  CETEeBBIX  MApaMeTpoB, HEOOXOAMMO  OTPEAAKTHPOBATh  (aiin
/etc/network/interfaces:

1) Jlns Hactpoiiku DHCP HeoOX01iuMO Mponucarh:

auto <uHTepdemc>
iface <unHTepderic> inet dhcp

2) 1y HaCTPOMKHM CTaTHYECKOTO ajpeca He0OXOAMMO MPOMHCATh:

auto <uHTepderc>

iface <umHTepderic> inet static
address <ip-ampec>

netmask <macka>

gateway <azmpec muosza>

rae:

<mHTepdelic> - UMA CETEBOro HHTepdelica, KOTOPOe MOXKHO Y3HATh NPH MOMOIIM KOMaHIbl ip a;
<ip-anmpec> -cratudeckuil IP-aapec, Ha3HauUaeMblil ceTeBOMY UHTEpdeiicy;

<Macka> - ceTeBas Macka;

<ampec mo3a> - IP-agpec moro3a (mpu HE0OX0IUMOCTH).

Hns ykasanms DNS-cepBepa HeoOxommmo B 3TOM ke (aiiie yka3aTb CTPOKY BHAA:
nameserver <IP-azgpec>.
Jnist TOro 9TOOBI IPOBEPUTH YCTAHOBIICHO JIM CETEBOE COCIMHEHHE HEOOXOIUMO BBITOIHUTH

koMaHnay ifconfig -a.



59
MKEIO.00553-01 32 01

Jnst moGamieHWs 3amWicl B TAOMWIy MapmIpyTH3alldd HEOOXOIMMO BOCIOJIb30BAThHCS
KOMaHJ0M BHaa ip route add x.x.x.xX/x via y.y.y.y Wi ip route add
X.x.x.x/x dev <uHTepbemnc>.

st MIPUMECHCHHUS M3MEHEHHUI HEOOXOIMMO BOCITIOJIb30BaThCS KOMaHI0M1
letc/init.d/S40network restart.

J1J1s TpOBEPKHU COJIEPIKUMOTO TaOIHIIBI MaPIIPYTU3ALMH BOCIIONH30BATHCS KOMAaHIOW ip .

413  Koudurypuposanue [10 «(3ACTABA-Oduc»

I[Ipu moarotoBke k pabore HeoOxomumo B II0 «3ACTABA-Oduc» ycTaHOBUTH
MEPCOHAIBHBI W JOBEpEHHBIM CepTU(UKATEI W HACTPOUTH MapaMmeTphbl MOIYYCHHS] MOJUTHKU
oe3omacHocTH. [TogpoOHOE onMcaHue MPOIeAYPhl YCTAHOBKU CEPTU(HUKATOB HAXOMUTCs B 1. 3.2.2.4.2.
[TonpoGHOE omMcaHue MPOLEAYPHl HACTPOWKH MOJUTHKU Oe30MacHOCTH HaxoauTes B 1. 3.2.2.5.1.

Kpome Toro, [10 «3ACTABA-Oduc» MoxkeT ObITh CKOHOUTYPUPOBAH B COOTBETCTBHUU C
NOTPEOHOCTSMU  TIOJIB30BATENII C IOMOIIBIO YTWINT KOH(PUTYPUPOBAHUS, KaK ONUCAHO B

noapazaene 3.2.



5

60
MKEIO.00553-01 32 01

OIMMCAHUE ONEPALIMI

OcHoBHBIE onepaluu, BoinojaHsemsbie B [1K:

IIPOCMOTP JIOKAJIBHBIX JKypHAIIOB COOBITHI (CM. moapasaen 5.2);
IpOBEpKa KOHTPOJIbHOW CYMMBI ITPOrPaMMHO# cocTaBiisitoleit (cM. moapasaen 5.1);
oOHoBIeHHE (CM. TIOapasen 5.2);

BBIKITIOUeHHE (cM. oapasaen Ommoka! McTOYHHK CCHIIIKH He Hali/IeH. ).

5.1 IlpoBepka KOHTPOJBHOI CyMMBbI

[IpoBepka KOHTPOIBHOW CyYMMBI OOpa3a MPOrPaMMHON COCTABIISIFOIICH IMPOU3BOIUTCS

agmuHucrparopom 11K B cienyromux ciydasx:

[Tocne npouenyps! yctanoBku 1K Ha CBT;
OJIMH pa3 B MECHIL;

KabIi pa3 nocie oonosnenus [10 TIK.

Pesynpratel nmpoBepku 3aHocsTest B popmysiplIK.

[Ipouenypa npoBepKH KOHTPOIBHOM CYyMMBI:

1)
2)

3)

4)

5)

Bxntounts CBT ¢ ycranoBinenHsiM [1K.

Beiopate nynkT MeHio «ELVIS VPN GATE - Verify checksums» u naxartps kiaBuinry
<Enter>.

Ha »okpane mosiBUTCS COOOIIEHHME O TIPOBEPKE KOHTPOJIBHOM CyMMBI 00pasa
pOTrpaMMHOM cocTaBistomei. /1o 1aTbcsi OKOHUaHHSI TPOBEPKH.

ITo oxoHYaHMU POBEPKU Ha SKpaHe MOSIBUTCS COOOIIEHUE C BHIUMCIEHHONW KOHTPOJIBHOM
cymmoii. CBepUThH BHIYUCICHHYIO KOHTPOJIBHYIO CYMMY, C YKa3aHHOU B hopMyIIsipe.

Boikmounts CBT ¢ ycranosnennbim [1K, Ha’kaB KHONIKY MUTaHUS.

5.2 Cwmena napoJs

Jns cmensl aposist B OC ycTaHoBIeHa yTriinTa passwd.

[Tocne Bxoga B OC MOXXKHO U3MEHHUTH MapOJIb MOIB30BATENS, AJISI 9TOT0 HEOOXOANMO!

€CJIM II0JIb30BaTelb FOOt, ¥ HeoOXOAMMO IIOMEHATL €ro :Ke apoJjib, TO BBIIIOJHUTH
KOMaHAy passwd, 3artem, cleAyss MHCTPYKLIMSM Ha DKpaHe BBECTH HOBBIM IApoOJib M
NOATBEPAUTH MPABUIILHOCTH BBOJA, BBEISI €0 IIOBTOPHO,

€CM TOJh30BaTeNh F00l, W HEOOXOJUMO TOMEHSTh MHAapPoJb IMO0Jb30BaTeNsl, TO
BBIIIOJIHUTE KOMaHIY passwd <ums norvzoeamens>, 3arem, clienysd UHCTPYKUMIM Ha

OKpaHE€ BBECTU HOBBIH IapoJjb U MOATBEPAUTH IIPAaBUIBHOCTE BBOJA, BBEAS €TI0 IOBTOPHO,
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— €CIIM II0JIb30BaTElb He FOot, To H€O6XO,Z[I/IMO BBINIOJIHUTH KOMAHIY paSSWd, 3aTCM, CJICAyd
HHCTPYKIUAM Ha 3KpPaHC BBCCTU TeKyH_II/Iﬁ napoJjib, 3aTCM HOBBIN napoJjib 1 MOATBCPAUTDH

IIPpaBHUJIBHOCTb BBOJIa HOBOT'O IIApOJIA, BBEA €I'0 IIOBTOPHO.

5.3 Co3nanue 3anpoca PKCS10 na Beinmyck ceprudukara

Jlnist co3manus 3ampoca Ha BBITYCK cepTU(UKaTa UCTIONB3YIOTCS BCTPOCHHBIE BOBMOKHOCTHU B
1O «(BACTABA-Odwucy. Jlns co3nanus 3amnpoca HEOOXOIUMO yKa3aTh HOCHTENb, HA KOTOPOM Oyner
CO3/1aH KJIFOUE€BOW KOHTEUHED.

OOmmii BUJ KOMaH/IbI BBITIISIAT CIEAYIOIINUM 00pazoMm:

vpnconfig -add request <token_id> <key_algorithm> <key_length> <hash_algorithm>

<subject> [ip=<ip-address>] [dns=<dns>] [email=<e-mail>] [upn=<upn>] [eku=ipsec|sclogin]
[noexport].

[TapameTphl, 3aKiIIOYCHHBIE B MPSIMOYTOJIbHBIE CKOOKH, Kpome eku=ipsec, kortopoii
HE00XO0MMO yKa3bIBaTh BCET/a, HE SABISAIOTCSA 0043aTEIbHBIMHU.

Jlj1 mpocMOTpa AOCTYIHBIX TOKEHOB B CUCTEME HEOOXOAMMO BBECTU KOMaHAY:

vpnconfig -list token (cm. Pucynoxk 1).
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[root@2as0S: ~]# wpnconfig -1list token
Token
Id= 8
Label: HDIMAGE keygen
Hodel: HDIHWAGE keygen
Hanufacturer: ELUIS-PLUS
Serial Humber: 89122815
Hardware Uersion: 2.8
Firmware Uersion: %.1
Logged In: Ho
Trusted: Ho
Login required: Ho
RHG: Initialized
Algorithms:
GDST R 34.18-2881
Key Length: 512
Hash nlgurithms: GOST 34_.11-94
GOST R 34.18-2812 512
Key Length: 1824
Hash Algorithms: GOST 34.11-2812 512
GOST R 34.18-2812 256

Key Length: 512
Hash Algorithms: GOST 34.11-2812 256

Token
Id: 1
Label: FLASH keygen
Hodel: FLASH keygen
Manufacturer: ELUIS-PLUS
Serial Number: 89122815
Harduware Uersion: 2.8
Firmware Uersion: %4.1
Logged In: Ho
Trusted: Ho
Login required: Ho
RHG: Initialized
Algorithms:
GDST R 34.18-2881
Key Length: 512
Hash Algorithms: GOST 34.11-94
GOST R 34.18-2812 512
Key Length: 1824
Hash Algorithms: GOST 34.11-2812 512
GDST R 34.18-2812 256
Key Length: 512
Hash Algorithms: GOST 34.11-2812 256

Pucynok 1 - [Tpumep BoiBoa Koman bl Vpnconfig -list token

BHusy, mocie omucaHuMs KaxJoro TOKeHa, mocie cioBa Algorithms: mpuBemeHsl Bce
JOCTYITHBIE JIJISl TAHHOTO TOKEHA aJTOPUTMBI.

[Tocne renepanuu KIOYEBOr0 KOHTEHHEpa Ha dkpaHe Oyaer orobpaxen BASEG4 3anpoc Ha
BBIMyCK cepTudukata. Ecim HeoOXoauMo CcOXpaHUTh 3ampoc B ¢ail, TO HEOOXOIUMO
BOCIIOJIb30BaThCs TIEPCHATIPABICHUEM BBIBOIA TIOCIIC KOMaH bl Ha TeHepanuio ( > ums_daiina).

[Ipumep KoMaHBI:

vpnconfig -add request 0 "GOST R 34.10-2012 256" 512 "GOST 34.11-2012 256"
"C=RU,0OU=PO,CN=APK-150" eku=ipsec

B pesynbrare BHINOTHEHUS KOMaHAbI OyAeT cO3/aH KIIIOYEBOM KOHTEWHEp M Ha dKpaHe

HOSIBUTCS 3aIIPOC Ha BBIMYCK cepTu(UKaTa, KOTOPbIi HeoOxoqumMo nepenath B Y1 (cm.Pucynok 2).
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MIIBJTCBBQIBADASHOsWCQYDUQQGEWJSUTELHAKGATUECKHCUESXEDAOBGNUBANT
BBFQSyOxNTAWZ jAfBggqhQHHAQEBATATBgcqhQHCAiQABggqhQHHAQECAGNDAARRA
EIMeZhu4PUtkUIyurJUCOme j80u/Ey+nH+BLSLhJti2UnADLSUGHSAdts jkZbthsh
qOk0JPSugddiGJ7SUGjnoan2HDQECSqESIb3DQEJD jERHCUWDgYDUR BPAQH/BAQD

Ag¥WgMBHGA1UdJQQHMAOGCCSGAQUFBwHRHAWGECqF AwcBAQMCBQADOOCUBCPB+xk j
fTBHHBHQDnkFwggUWEE3BiFQD2kFU+m2TcHpFux9Hu5rJQPGquqH?mL?EQBE?nL
qHZwg By +7 w82
EHD CERTIFICATE REQUEST
Pucynok 2 — [Ipumep 3ampoca Ha BBIITyCK cepTu(duKara

[Tocne monyuenus ceprudukara Heooxoaumo ero n106aButh B [10 «3ACTABA-Oducy, s
ATOTr0 HEOOXOMMO BBECTH KOMAH/LY:

vpnconfig -add cert <myrs k_ceptudurary> <pin_tokeHa> <token id>

5.4 Hacrpoiika 3axanus aBTomatu4eckoii nepezarpysku CK3U
Jliia nactpoiiku 3aganuil B OC umeercs yruiauTa Cron.
[IIa6ion 3aganuii JOCTyIEH Ut mpocMoTpa B daiine /etc/crontab.template (cm. Pucynoxk 3).

#minute (B8-59),
hour (8-233),
day of the month (1-31}),

month of the year (1-12)},
| day of the week {B-6 with B=Sunday).
| | commands

Pucynox 3 — Il1abGnon 3aganus ais Cron
Jlnst co3manms 3aganus Ha nepe3arpy3ky CK3W meo6xoaumo:

— Boiitu B cuctemy 1o y4eTHOM 3aIIMChIO F0OOt;

— Bsectu xomany cronetab —e;

— OrtpenakTupoBaTh CTPOKY CIEAYIOIIETO BUAA:
1 3 *** Jusr/shin/reboot
JlanHasi cTpoka O3HayaeT, 4TO KOMaHAa Ha mepe3arpy3ky Oyaer BoimonHATbCA B 3:01
KK JeHb. Mcxols W3 BBIMIENIPUBEAEHHOTO IMIAa0IoHa, M3MEHUTh BpeMs Ha TO, B
KOTOpPO€  HEOOXOIMMO  OCYIIECTBIATH  mepe3arpysky.  Ilepesarpy3ka  moJDKHA

OCYIIECTBIATHCS KaKIbIH JICHb.

5.5 TIIpocMOTp NOKAJBHBIX )KYPHAJIOB COOBITHIA

3anucu 0  PETUCTPUPYEMBIX  CHCTEMHBIX  COOBITHSAX  XPAHIATCS B JTUPEKTOPHH
/var/vpnagent/log/ (Hampumep: bin log.txt m vpndmn init.log).

s mpocMoTpa (ailioB KypHAJIOB MOKHO BOCIOJIB30BAThCS CTAHJAPTHBIMH KOMaHJaMU
cat, more, tail, less, ykKa3aB UM IyTh K (ailly B Ka4eCTBE MapaMmeTpa.

Jlna uubTpanmu 3anuceil B ¢ainax XKypHaJIOB PEKOMEH]IyeTCS MCIONb30BaTh KOMaHIy

grep.
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5.6  OonoBJeHHE

Ilocme YCTaHOBKH OOHOBJIEHUS HeO6XO,I[I/IMO IIPOBCPUTH KOHTPOJIbHYIO CYMMY, KaK OITUCAHO B

m. 5.6.1.2. Pe3ynbTaT mpoBepKu 3aHECTH B (POPMYILSP.

5.6.1  PermameHT OOHOBIJICHHS
5.6.1.1 TIpouenypsl mosydeHus OOHOBICHUS

Jlia obHonenus IIK norpedburens NOMKEH CaMOCTOATENBHO MOINYYUTh Ha IPEIIPUSITUN-
nocrasiuke (nzrorosurene) I1IK cormacHo noroBopy Ha MOCTaBKY M/MIM TEXHUUYECKYIO MOIJEPIKKY
o06pa3 obonorneHus Ha CD nuaum USB-flash o6HOBIsIEMOro 110 u nmpuiaraeMyro K HEMY TEXHHUYECKYIO
JOKYMEHTAlMI0 (HOBBIM (QOpMyJsp WIM MpEANHCaHUE HAa BHECEHUWE W3MEHEHHH), COJEepIKallylo

KOHTPOJIBHBIE CYMMBI 3TOT0 nuctpudytuBa B coorBerctBuu ¢ [OCT P 34.11-2012.

HOCTaBKa HOBOI'O CCpTI/I(bI/II_II/IpOBaHHOl"O OOHOBJICHUS HK, J0JDKHaA IMPOU3BOJUTLCA TOJIBKO

10 JIOBEPCHHOMY KaHay.
5.6.1.2 IIpouenypsl KOHTPOJIS LHETOCTHOCTH OOHOBICHUS

Jns oOpaza oOHOBIEHHS HEOOXOAMMO IMPOU3BECTH MPOLEAYPY KOHTPOJIS LEIOCTHOCTH,
UCIIONIB3ysl YTWIHTHI icv_checker m icv_write, W, CpaBHHB IIOJIy4YCHHBIC KOHTPOJIbHBIC CYMMBI C

yKa3aHHBIMH B (hopMyIsipe.

5.6.1.3 TwunoBble MpoIeAYPHl TECTUPOBAHUS OOHOBJICHUS

Jlia TectupoBaHusl OOHOBIEHHM HeoOXxoauMo BbINOIHUTH 3arpy3ky IIK, yOeautbcst B Tow,

YTO KOHTPOJIb HEJIOCTHOCTH YCIICIIHO HpOfII[GH 1 IOCTPOUTH 3aAlIMIICHHOC COCANHCHUC.

5.6.1.4 Tlpouexypbl yCTAaHOBKHM M MIPHUMEHEHHSI OOHOBIICHUS

Jlig ycTaHOBKM HOBOro cepruduuupoBaHHoro ooHosieHus [1K, B aBTOMaTuzupoBaHHOM
pexxuMe MOXeT ObITh HCHOJIb30BaH 000 http-cepBep, pasMelleHne U HKCIUTyaTalust KOTOPOTO
OCYILIECTBIISICTCSI B COOTBETCTBUU € TpeboBaHUAMU pyKoBoAsamux gokymeHToB ®CTIK Poccum no

TEXHUYECKOH 3a1uTe KOHPHUAESHIMaTbHON HHpopMarun™.

«CrienuajabHBIME  TPEOOBAaHMSAMH W PEKOMEHAALUMSAMH IO TEXHWYECKOH 3ammre KOHQHUIESHIHATbHON
uapopmaruu (CTP-K)», yrBepkaennoro npukazom ['ocrexkomuccun Poccun ot 30.08.2002 Ne 282;
«TpeboBaHMsIMA O 3amMTe WHPOPMAIUKM, HE COCTABIIIONICH TOCYNApCTBEHHYIO TalHy, coJepiKaileiics B
rOCY/JIapCTBeHHBIX HMH(MOPMAIMOHHBIX CHCTeMax», yTBepkIaecHHbIMUH I[lpukazom OCTIK Poccun ot
11.02.2013 1. Ne 17;

«CocTaBoM M COJep)KaHHEM OpPTraHW3aIllMOHHBIX W TEXHUYECKUX Mep MO0 o0ecledyeHuro 0e301acHOCTH
NEPCOHANBHBIX JIAHHBIX TMPH HMX 00paboTke B HMHOOPMAIMOHHBIX CHUCTEMaX IIEPCOHANBHBIX JIaHHBIXY,
yrBepkaeHHbIMU [Ipukazom @CTIK Poccun ot 18.02.2013 . Ne 21.
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5.6.1.5 TIlpoueaypbl KOHTPOJIS yCTAHOBKH U IPUMEHEHHUSI OOHOBJICHHUSI.

JUis  KOHTpONsL YCTaHOBKM M BepuUUKAIMK TNpUMEHEHUS OOHOBJICHHS HEOOXOAUMO
BBITOJIHUTH MOJACYET KOHTPOJIBHOW CyMMBI HOBOTO 00pa3a M CpaBHHUTH pPe3yJIbTaThl C YKa3aHHBIMHU B

bopmyspe 3HAUCHUSIMU.
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6 HEIITATHBIE CUTYALIUU

6.1 HexoppexTHas padora IIK mocjie 00HOBJIeHHS

B cnydae nekoppektHo#t pabotsl [IK mocie ouepemHoro oOHOBIEHUS CIEAYET BBIOIHHUTH
BO3BpaT K OJTAJOHHOW BEPCHMU MPOTrPaMMHOM COCTABIAIOUICH. IJTAJOHHOW BEpPCHUEU SIBIACTCS
mporpaMMHasi CcocTaBJjstollas, ycraHoBieHHass mpu mnoctaBke I[IK. OO6pa3 »stamonHoi Bepcuu
IPOTPAMMHOM COCTaBIISIOLIECH XpaHuTcsl Ha xecTkoM nucke CBT Ha kotopom ¢dynkiuonupyer 11K u
MOYET OBITh Pa3BEPHYT MPH HEOOXOAUMOCTH.

Bo3Bpar K 3TalioHy BBINOIHIETCS CIASAYIOIIMM 00pa3oM:

1) Brxmounts CBT, 105K1aThCs MOSIBICHUS MEHIO BHIOOpA BAPUAHTOB 3arpy3KH.

2) Bsiopatp mynkt meHio «ELVIS VPN GATE - FACTORY RESET» u HaxaTh KJIaBHIIY

<Enter>.

3) Ha skpaHe MOSIBUTCS COOOIICHUE O MPOBEPKE KOHTPOJIBHOM CyMMBI 3aBOJICKOTO 0Opasa

OC. Joxxnatbcsi OKOHYAHUSI IPOBEPKHU.
4) Tlo oKOHYAaHWH MPOBEPKU B CIIyyac COBIAJCHUS KOHTPOJILHBIX CYMM OYJAET 3arpyxeHa
JTAJIOHHAs MporpaMMHasi cocrasiisiromasi, [IK nepesarpysurcs.

[Ipu BO3Bpare K STAIOHHOW BepcHH OYAyT YTEpsSHBI BCE BBIIIOJHEHBIC paHEE HACTPONKHU
(HacTpoliku monuTHKU Oe3onacHocTH, HacTpoiiku [10 «3ACTABA-oducy, cereBbie HaCTPONKU
U T.IL.).

[Ipn HecoBmajgeHUM KOHTPOJBHBIX CYMM Ha 3KpaH OyJIeT BBIBEIEHO COOTBETCTBYIOLIEE

coobuieHue. B atom ciiydae He0OX0JUMO 0OpaTUThCS K TPOU3BOAUTEITIO.

6.2 HapyumeHnne ne1ocTHOCTH 00pa3a

B ciyuae HapyiieHus 11eI0CTHOCTH 00pa3a HE0OX0IUMO:

— Ha3Ha4MTh OTBETCTBEHHOTO 3a paccieloBaHMe UHIMJIEHTa. Bcio  KiIodeByro
MH(POPMAIIHIO CYATATh CKOMIIPOMETHPOBAHHOIA,

— B Cllydae eciaM JeWCTBUS, KOTOpbIe MNPHUBEIM K HHIUAEHTY, HE SBIAIOTCS Yrpo30i
Oe3omacHOCTH (HAmpuMep, HapylleHue oOpasza JIsi OOHOBJICHHS TIpHU Ieperade Io
KaHaJlaM JIaHHBIX), HEOOXOIMMO BBIIIOJHHUTH OTKAT B JTaNOH (cM. moxpazaen 6.1) u
BBIITYCTHTh HOBYIO KitoueByto uHpopmanuto st VPN (em. monpazaen 5.3);

— B Cllydae eciH JCWUCTBHUS, KOTOpbIE MpPHBEIH K WHIHWICHTY, SBISIOTCS YIrpO30H

6C3OHaCHOCTI/I, TO HCO6XOIlI/IMO OTIPAaBUTH I[IK HpOI/ISBOI[I/ITCJ'IIO Ha BOCCTAaHOBJICHUC.
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MNepevyeHb NPUHATbLIX TEPMUHOB U COKpaLleHUn

HekoTopsie (B OCHOBHOM, aHTJIOSI3BIYHBIC) COKPAIIEHUS U TEPMUHBI YIIOTPEOISIOTCS TOIBKO

BO BHYTPEHHUX HJCHTH(UKATOPAX MPOTrPaMM H MPHUBEIEHBI 31€Ch JJISI CIIPABKH.

AH — Authentication Header — mporokoi u3 rpymmsl IPsec

BIOS — Basic input/output system — bazoBas crctema BBOa-BbIBOIa

CA —  Certification Authority — cm. VI

CRL —  Certificate Revocation List —cm. COC

CSP —  Cryptographic Service Provider — Kpunrorposaiiiep

DH — Diffie-Hellman — nporokon Auddu-Xemimana

DHCP —  Dynamic Host Configuration Protocol — mpoTtokos tuHaMHU4ecKol HACTPOUKH y3i1a

DN —  Distinguished Name — YuukanbHOE UMSI

DNS — Domain Name System — crctema JOMEHHBIX UMEH JUII HMCHOBAHHS XOCTOB B
JIOOANTBHBIX CETSIX

EAP Extensible Authentication Protocol - paciupsiemsiit [IpoTokon AyreHTHGUKAIIMN

ESP — Encapsulated Security Payload — nmporokos u3 rpymims! IPSeCGMT — Bpems o
I'punBHUy

FTP File Transfer Protocol — mpoTokoun nepeaaun daiiios

HTTP HyperText Transfer Protocol - mporokon nmepenaun rumeprekcra

IKE — Internet Key Exchange — nporokoi oOMeHa KIIt04eBoi HHPOpMAIIKEit; UCITONIb3YeTCs]

COBMECTHO C MpoTokoiaMu [Psec st opranu3anuy NepBUYHOTO 3aIIMILIEHHOTO
kaunaima [SAKMP SA

IP — Internet Protocol — ITpoToko: ceTeBOro ypoBHs, SBJISIOMINICS 0a30BbIM MPOTOKOIOM
IP-cereit

IPsec — IP security — I'pyrnna npoTOKOJIOB JUIsi YCTAaHOBIICHHUS 3aIUIIECHHBIX COSTHHCHUI B
IP-ceTsix

LDAP —  Lightweight Directory Access Protocol rpymma ctangapTHBIX MPOTOKOJIOB JIJIs
nocryma k karaioram ("Directories”)

LSP —  Local Security Policy — cm. JITTB

MTU —  Maximum Transmission Unit — MakcumanbHbIil pa3mep moje3Horo 0ioka
JIAHHBIX OJTHOTO MAaKeTa, KOTOPBIH MOKET OBITh TIepeIaH MPOTOKOJIOM Oe3
dparmeHTanuu

NAT — Network Address Translation — TpaHcsIus ceTeBbIX apecoB

NTP Network Time Protocol — mpoTokon cereBoro BpeMeHn

PIN —  Personal identification number — IlepcoHanbHbIi HaACHTH(GUKAITNMOHHBIA KOJT

SA —  Security Association — 3amurieHHoe coeiMHeHue (B KOHTEKCTE MPOTOKOoJIoB IPsec
IKE)

SMTP Simple Mail Transfer Protocol — mpocToii mpoToKoII Iepeayy moyYThHI

SSH Secure Shell — mpoTokon ynaneHHOTO yripaBiIeHUs


https://ru.wikipedia.org/wiki/%D0%93%D0%B8%D0%BF%D0%B5%D1%80%D1%82%D0%B5%D0%BA%D1%81%D1%82
https://ru.wikipedia.org/wiki/Payload#.D0.92_.D0.BA.D0.BE.D0.BC.D0.BF.D1.8C.D1.8E.D1.82.D0.B5.D1.80.D0.BD.D1.8B.D1.85_.D1.81.D0.B5.D1.82.D1.8F.D1.85
https://ru.wikipedia.org/wiki/Payload#.D0.92_.D0.BA.D0.BE.D0.BC.D0.BF.D1.8C.D1.8E.D1.82.D0.B5.D1.80.D0.BD.D1.8B.D1.85_.D1.81.D0.B5.D1.82.D1.8F.D1.85
https://ru.wikipedia.org/wiki/%D0%9F%D0%B0%D0%BA%D0%B5%D1%82_(%D1%81%D0%B5%D1%82%D0%B5%D0%B2%D1%8B%D0%B5_%D1%82%D0%B5%D1%85%D0%BD%D0%BE%D0%BB%D0%BE%D0%B3%D0%B8%D0%B8)
https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB_%D0%BF%D0%B5%D1%80%D0%B5%D0%B4%D0%B0%D1%87%D0%B8_%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85
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TCP —  CereBoli TPOTOKOJ TPAHCIIOPTHOTO YPOBHS (C rapaHTUPOBAHHOM TOCTaBKOM) B IP-
ceTsxX

UDP —  CereBoii IPOTOKOJ TPAHCIIOPTHOTO YPOBHS (0€3 rapaHTUPOBAHHOM TOCTaBKH) B [P-
ceTsxX

USB — Universal serial bus — YauBepcanbHas mocienoBaTeIbHas IIUHA

VPN — Virtual Private Network — BupryansHast yacTHas ceThb

IIK ArnmnapaTHO-IIpOrpaMMHBIN KOMIUIEKC

I'ocTt — TocynmapcTBeHHBIN CTaHAAPT

JIIIb — JlokanpHas moIUTHKA 6€30aCHOCTH

MD —  MexcereBoll hKpaH

00 OOBEKT OLIEHKH

oC —  OmnepanmoHHas cucteMa

(0 — Ilporpammuoe obecrnieueHne

CK3U1 —  CpenctBo kpunrtorpaguueckoil 3amuTsl “HGOpMaLUH

COC —  CHOmcok 0TO3BaHHBIX CEPTU(HUKATOB

VI — Y JI0CTOBEPSIONIMN [IEHTP

®BO OyHKIMY 0€301MacHOCTH 00BEKTa

OCTOK - ®DegepanbHas cinyk0a 10 TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJTIO

Poccun

OVYII —  UenTp ynpaBneHus: HOTUTHKaMU 0€30M1aCHOCTH
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JlucT peructpaumm nsameHeHun

Bx. Ne
Bcero
Howmepa nucros Howmep |compoBoaute
Nsmene- JICTOB B Ilon-
JIOKY- JIHOTO Jara
HUE JTOKY- MUCH
u3me- 3ame- MEHTa | JOKYMEHTa U
HOBBIX | U3BSTHIX | MEHTE
HEHHBIX | HEHHBIX JaTa
1 2 3 4 5 6 7 8 9 10




