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1.BBEOEHUE

1.1. O gaHHOM OOKYMEeHTe

OTOT  JIOKYMEHT

ONHUCBHIBACT  (PYHKIMOHAIBHBIE  BO3MOXKHOCTH,  OCOOEHHOCTH

koHpurypupoBanus u npumenenus kommnonenta MKER).00435-01 «3ACTABA-Knuent», Bepcus 6
(manee — 34CTABA-Kuuenm v Aeenm) IIK «VPN/FW «3ACTABAY, Bepcus 6,

1.1.1. Twnorpadckue cornawieHus

Kypcus

Kypcus ucnionb3yercs, 9T0OBI BBIIEIUTH HA3BAaHUS KOMIIOHECHTOB
34ACTABA. OH ucnonb3yroTcs, YTOOBI YKa3aTh CTPOKY JaHHBIX,
KoTopasi OyzeT BBezieHa B nosie. KypcuB Tak:ke MOXeT
MCIIOJIb30BATHCS JJIsl aKIIEHTA.

«KaBbprukm»

TekcT, 3aKTI0YCHHBIN B KaBBIUKH, UCIIOJIB3YETCS, YTOOBI YKa3aTh
BBIOOp U3 CIMCKA B JJAHHOM I10JI€ (TO €CTh BBIOOD U3
IPEJOIPEeIEHHOTO CIIMCKA B OKHE), HA3BaHUSI OKOH KOMITOHEHTA,
BCIUTBIBAIOIIMX OKOH, BBIOOPA U3 MEHIO, a TAK)KE ITapaMeTPOB U
aTpuOyTOB OOBEKTOB.

MAJIBIE TIPOTTUCHBIE

Mautbie MPONMCHBIE HCTIONIB3YIOTCS JUISl HA3BaHUH JOKYMEHTOB
(crangaptel, MOHOTpaduu, OyMaru, TEXHUYECKHUE U
M0JIb30BATEIHCKUE JIOKYMEHTHI TI0 KOMITOHCHTaM, HHTCPAKTUBHBIE
CIPaBOYHBIC CHCTEMBI, H T.JI.), @ TAK)KE JUUISI CChIJIOK Ha Pa3/IeIibl
JIOKYMEHTOB.

HenponoplumnoHaJlbHEIM

HenponopunoHanbHbIi MPUPT UCHIOTIB3YETCS ISl CCHIJIOK Ha
CUCTEMHBbIE MAalKu 1 KaTajloru, MOCIe10BaTeIbHOCTH TYHKTOB MEHIO,
Gbailnel U MyTH, ¥ KOMaH/bl B HHTep(eiice KOMaHIHOW CTPOKH.

<VTII0BBIE CKOOKI>

VTI10BBIE CKOOKH HCIIOJIB3YIOTCA B UMCHAX KJIABUIIl HA KJIaBUATYpPEC
KOMIIBIOTCPA, a TAKIKE B OIMMCAHUAX ITaPaAMETPOB.

1.1.2. Kak ucnonb3oBaTb AaHHbIA AOKYMEHT

Jl51g TOro 4To0B! y3HaTh, KaK MHCTAJUIMPOBATh U NOArOTOBUTH K padote 34CTABA-Knuenm n

O3HAaKOMUTECSA C pa60T0171 KOMIIOHCHTA, Haa0 06paTI/ITBC$I K pasacity 2 IToaroToBka K HCIIOJb30BAHUIO

3ACTABA-Knuenm.

Jlis TOoro 4toObl y3HaTh, KaK OCYIIECTBIISITh HaBUTALMIO MO CTpyKType okoH 34CTABA-

Knuenm, Hano odpaTuthes K pazneny 3 Padora B rpaduueckom uatepdeiice 34 CTABA-Knuenm.

3a undopmarmeit o Tom, Kak perucTpupyorcs ceprudukarsl u kiaoun B 34CTABA-Kauenm,

Ha/10 oOparuthes Kk nonpasneny 3.4 OxHo «Ceprudukarsl ¥ KiIoun». B aTom nonpasnene Bel Takoke
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nMeeTcs HHQpopMaIusi OTHOCUTEIIBHO TOTO, Kak co3aath 3anpoc Peructpanun Ceprudukara (3PC) u

KaK UMIIOPTHPOBATH CIHCOK 0TO3BaHHBIX cepTrdukaroB (COC) B 34CTABA-Kuuenm.

UYroObl y3HaTh, Kak KoH(pUrypupoBarh JokanbHble ycTaHOBKU 3A4ACTABA-Knuenm, Hano

obparutbes K pasaeny 3 Pabora B rpadpudeckom unrepdeiice 34 CTABA-Knuenm.

HJ’I?I IMOJIy4YCHUA I/IH(l)OpMaHI/II/I 10 HCII0JIB30BaHHIO TOKCHOB JIA XpaHCHUA

KOH(HUACHIIMAIBHBIX JTAHHBIX HAJ0 00paTuThes K mojpaszaeny 3.6 OkHo «TokeHbI.

Jlnist Toro 4toObl y3HaTh, Kak KoHpurypuposatb 34 CTABA-Knuenm, ucnonb3ys uHTEepdeiic
KOMaHJIHOW CTPOKM M MPOCMOTPETh CIIMCOK JOCTYIMHBIX KOMaHJ, Hajlo OOpaTHTbCA K pazaeny S

HHuTepdeiic KoMaHIHON CTPOKH.

Onucanne paboThl ¢ MOIyJIEM YIpaBICHUS KpUNTOOMOIMOTeKaMu mpuBereHo B m. 3.1.7

PaGora ¢ miaruaamu.

1.2. O 3ACTABA-KnueHm
1.2.1. HasHayeHue

Komnonent 34CTABA-Knuewm, Bepcus 6 mnpeaHasHadyeH Ui 3allUThl U (QUIBTPALIUH
BXOJIAILEr0 M HUCXOAALIero Tpaduka Ha KOMIbIOTEpe Mojb3oBareis. OOecrneyeHue LEI0CTHOCTH,
ayTeHTU(OUKAUMU W MH(POBaHUS TEPEJaBaCMbIX TaHHBIX IPOU3BOAUTCS B COOTBETCTBUU C
3arpyxaemoil B 34ACTABA-Knuenm JlokanbHoit [lomutukoit bezonmacnoctu (JIIIB), co3manHO#l ¢
nomoinsto MKERD.00436-01 kommonenT «3ACTABA-Ynpaenenuey», Bepcust 6 (nanee - 34CTABA-

Vnpaenenue).

Komnonentr 34CTABA-Knuenm MOXET TOCTaBIATHCS B BapUAHTE MEXKCETEBOIO JKpaHa
(MD), obecrieunBarOIero KOHTPOJIb M (GUIBTPALMIO MPOXOASAIINX Yepe3 HETO CETEBBIX MAKETOB WIIH
Bapuante VPN (CK3U + MD), oGecneunBaroiiero, Kak KOHTPOJIb U (GUIBTPAINIO CETEBOTO Tpaduka,
TaKk ¥ B3aUMHYI KpPUITOrpaUYecKyr 3alluTy aOOHEHTOB IpPU YCTAHOBJIEHUH COEIUHEHMS,

mMdpoBaHre U KOHTPOJIb 1IET0CTHOCTH [P-1makeToB B KOpIopaTuBHON MH(MOPMAITMOHHON CHUCTEME.

MKEIO.00433-01 nporpaMMHBIN KOMIUIEKC 3allUThl KOPIIOPATHUBHBIX BBIYMCIUTEIBHBIX
pPECYpPCOB Ha CETEBOM YPOBHE C UCIOJIb30BaHUEM TeXHOJIOTUH VPN U pacnpeneneHHOro MeKCceTeBOro
HKpPAHHUPOBAaHUS Ha OCHOBEe HMHTEpHET-TpoToKosioB cemeicTBa IPsec/IKE «VPN/FW «3ACTABAV,
Bepcus 6» «VPN/FW «3ACTABAY, Bepcus 6 u ero komnoHeHTsl B Bapuante VPN (CK3U + MD),
obOnmagaronue  KpuUNTOorpa@uveckuM  (QyHKIIMOHAIOM,  SIBJSIOTCS,  COTJIACHO  JICHCTBYIOIIUM
HOPMAaTUBHBIM IPaBOBBIM akTaM Poccuiickoit denepanuu, CpeacTBOM KPpUNTOrpapUyuecKoil 3aiuThl

unpopmanuu (CK3U). UcnonszoBanue /K « VPN/FW «3ACTABA», éepcusa 6 1 ero KOMIIOHEHTOB Kak
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CK3U1 nomkHO OCYyHIeCTBIsATECS B cooTrBeTcTBUM ¢ jAokymeHtom MKEFRD.00433-01 90 01
«I[IporpaMMHBIN KOMILIEKC 3aIUTHl KOPIIOPATUBHBIX BBIYMCIMTEIBLHBIX PECYPCOB HA CETEBOM YPOBHE
C UCIOJIb30BaHUEM TexHONorui VPN U pacnpeneneHHOrO0 MEKCETEBOIO SKPAHUPOBAHUSI HA OCHOBE
uHTepHeT-IpoToK0NIOB cemeiictBa IPsec/IKE «VPN/FW «3ACTABAY, Bepcus 6» («IIK «VPN/FW

«3ACTABAY, Bepcus 6»). [IpaBuna moab30BaHUDY.

B cocra IIK B Bapmante VPN (CK3U + MD) Bxogut CK3U «Kpunrollpo CSPy,
npousBoacTBa OO0 «KPUIITO-ITPO» (r. MockBa). B 3aBucMMOCTH OT KOMIUIEKTAIIUU U UCIIOJTHEHUS

B coctaB «I1IK «VPN/FW «(3ACTABAY, Bepcust 6» Moryt BxoauTth cienyromue CK3U:

—KTS1.00050-03 «Kpunrollpo CSP», Bepcns 3.6.1%, ucronnenne | wid HCIOTHEHAS 2;
—XKTAN.00083-01 «Kpunrollpo CSPy», Bepcus 3.9 , ucrionnenue 1 uin ucnoiHeHue 2;
—XKTAN.00087-01 «Kpunrtollpo CSP», Bepcus 4.0KCl1;

—KTAN.00088-01 «Kpunrtollpo CSP», Bepcus 4.0KC2.

1.2.2. Obnactb NpUMeHeHUsA

Komnonenr 34CTABA-Kauenm npeaHazHaueH i pabOThl Ha  KOMIIBIOTEpPAX C
oneparonnoi cucremoit (OC) Windows XP SP3, OC Windows 7, OC Windows 8 miardopmbr ia32
u x64, ALT Linux 6.0 miardopmsr ia32, X64, ALT Linux 7.0 miatdopmsl ia32, X64, HaxOAAIMXCS B
JIOKAJIbHBIX, KOPIIOPATHBHBIX W TJIOOAIBHBIX CETSAX, IJ€ B KA4eCTBE IPOTOKOJA CETEBOIO YPOBHS
UCTIONB3yeTcs nMpoTokoi IP V4, u HeoObxoaum Jyist 3aiuThl HHQOpPMAIIMK TPU TIEpeiaye ee uepe3 CeTH

001I1ero MoIb30BaHHUS.

I/ICHOHBSyeMaH OoC AO0JIKHA UMETb YCTAHOBJICHHYIO WU aKTUBUPOBAHHYIO IMOAACPIKKY CCTU U
creka TCP/IP.

1.2.3. XapaKkTtepucTtuku

1.2.3.1. 3awwmTa Tpadumka n unbTpaumsn

Komnonentr 34CTABA-Knuenm npenocTaBiseT CIEAYIOLIHME BO3MOXXHOCTH IO 3alIUTe U

¢ubTpanun Tpaduka:

— 3ammra TpaduKa Ha CETEBOM YpOBHE Mpu moMoInu mpotokonoB IPsec AH w/umm IPsec

ESP;

! TIpu yemosuu cobmonenns orpanudennii goxymenta U3BEILEHUE OB U3MEHEHUSX XK TSIHM.00050-02.1-2015
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— OO0ecrieueHne OBYCTOPOHHEH KpunTOrpaduuecKkoil ayTeHTH(UKALUU NPH yYCTAaHOBICHUU
COCIMHEHUH C IPYTrUMH XOCTaMH 3alUIEHHONW KOPIIOPATUBHOM ceTH Ha 0a3e MPOTOKOJIOB
IKEv] u IKEv2, KOHTpOJIsSI IETOCTHOCTH JAaHHBIX W KOH(DHICHIMATLHOCTH HWHGOpMAIUU

nmyTeM ee mudpoBaHus;

— Ilakernas (bHHBTpaHI/IH Tpa(bm(a, OCHOBaHHAsI Ha MCIIOJIb30BAHUM IIOJIEHl 3arojIOBKOB

TPAHCIIOPTHEBIX U CETEBBIX ITPOTOKOJIOB:

— Ha cereBoMm ypoBHe - yepe3 IP v4-aapec u/unu nose 3aronoBka IP-porokona;
— Ha tpancnoptHoM ypoBHe - no HampasiieHuto TCP-coennHenus u mo mpoTokojam

cepsucoB (TCP/UDP-mopram);

— PacmnpeHHaﬂ (I)I/IJ'ILTpaI_II/If{ IIaKCTOB (HpI/IMCHCHI/Ie KOHCYHBIX aBTOMATOB ]I 0O0JILIIIOrO

qHncia CCTCBBIX HpOTOKOJIOB);

— OcylecTBICHHE ONPEAEICHHON TIOJMTUKM B3aUMOIECWCTBUS  (MMMTO3AILUTA W/WUIH
mmdpoBanue Tpaduka) UISI KKAOTO 3alIUIIEHHOTO COSNWHEHHS; MapaMeTpsl Tpaduka
OTIPEJIENIAIOTCSL CETEBBIMH a/IpECaMu, MOPTAaMH W/WIH WACHTU(DUKAIIMOHHON HH(pOopMarmei

KOHEYHOTI'O OTIIPABUTEIIA U MTOJIyYaTelis;
— Bo03MOXXHOCTb IPUMEHEHUSI PA3JIMYHbIX CTENEHEH 3aIUThl TpapuKa;

— COKpBITHE TOIIOJIOTHM  3alUIIaeMoi ceTH (TOAJNep)KKa peXrMa TYHHEIHPOBAHUE
Tpaduka);
— BO03MOXXHOCTh HCIONB30BaHUS KOHMUTYPUPYEMBIX TYHHEIBHBIX ajapecoB misi [Psec-

IIPOTOKOJIOB;

— Ilognepxka paboThl B pexxuMe «MOOUIBHOTO MOjb30BaTenss» (koraa IP-agpec koMmmproTepa

Ha3HA4YaCTCA TUHAMHWYCCKHU, T.C. 3apaHCC HCI/I3BCCTCH);

— llopnepxka «ropsiuero» pesepsupoBanusi Illnro30B be3omacHocT (KOMIBIOTEPOB C
ycranoBieHHbIM kKomnonenTtom MKEF).00433-01 «3ACTABA-Od¢ucy, Bepcus 6 (nanee -
34CTABA-Og¢huc) unu mapmpytuzatopoB Cisco) Tak, YTO OJUH M3 3TUX HLIIO30B SBISETCS
aKTUBHBIM, a OCTaJbHbIE IUIIO3bI OyIyT HCHOJIb30BaHbl KaK pPE3E€pBHBIE NMPH BHIXOJAE M3

CTpPOs OCHOBHOI'O aKTMBHOI'O IIJIKO34.
1.2.3.2. OononHuTenbHble BO3MOXHOCTHU

B 34CTABA-Knuenm nipeyCMOTPEHBI:
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— Tonnepxka paGoThl MpU HATUYUU B CETH NMPOMEXKYTOUYHBIX YCTPOMCTB C TpaHCIALUEH
cereBbix azpecoB (NAT) nyrem wunkancymsiuu [Psec B UDP. [lns mporokona IKEv1

moiIepsKUBatoTCs cieayromue Bepcun NAT-Traversal:
1) draft-huttunen-ipsec-esp-in-udp-01;

2) draft-ietf-ipsec-nat-t-ike-02;

3) draft-ietf-ipsec-nat-t-ike-03;

4) RFC3947.

— VYmnpaenenue kadectBoM oOciyxuBanus (QoS): ocymiecTBisieTcs myTeM Moaudukanuu
nosis DiffServ npu tyraenupoBanuu [P-nakeros. [lanHas yHKIIMOHATHHOCTD TIOJIE3HA IS

IIPOTOKOJIOB, UyBCTBUTENBHBIX K 3ajepkkaM (VoIP u T.1w.).
1.2.3.3. CepTtudmkartbl u 06MeH Krnroyamm

Jlnist yCTaHOBJICHUS 3alUICHHBIX COCTUMHEHUH C MCIoNIb3oBaHueM npoTokona |IKE B Aeenmax
(BACTABA-Knuenm, 34CTABA-Oguc - 0oObIYHO yIOTPEOIAETCS COOMpATEIbHBIN TEPMHUH A2enmbi)
ucnons3ytorcs X.509 V3 ceprudukarst B coorBerctBuu ¢ RFC RFC5280.

XpaHeHHE W 3allUTa KOHTCHHEPOB KIFOUEH MEePCOHATBHBIX CEPTUPUKATOB OCYIIECTBISETCS
CK3U «Kpuntollpo CSP» Bepcuu 3.6.1, «Kpuntollpo CSP» Bepcuu 3.9, «Kpuntollpo CSP» Bepcun
4.0.

B 34CTABA-Kauenm mnpemycmotpenbl uctnonb3doBanue COC U mojjaepka MOTydeHUs

ceptudukatoB 1 COC uepes nmpotokon LDAP u HTTP.
1.2.3.4. WHcTannaumsa n KoHdurypupoBaHue

3ACTABA-Knuenm MOXeT ObITh CKOH(UTYypUpoBaH yaaieHHo, noayuus JIIIb ot 34CTABA-
Vnpasnenue - no cetu yepe3 npotoko ymnpasiaeHus noautukoit (Policy Management Protocol), nu6o

10 CETH Yepe3 MPOTOKOJ HadaapHOro KoHpurypuposanus (Web Configure).
1.2.3.5. Peructpauyms cobbITUA N CTaTUCTUKA

Perucrpanusi cOObITHIA U CTaTUCTUKA O0ECTIEYHBACTCS:
— BO03MOXHOCTBIO ~ BEAECHMS  JIOKAJbHOTO  JKypHajla  perucTpanuu  coObITMH  C
LHEHTPAIM30BAaHHOMN WJIH JJOKAJIbHOW HACTPOMKON YPOBHS JETAIN3ALNN;
— B03MOXHOCTBIO BEJICHUS YIAIEHHOT'0 XXYpHaJIa peructpanuu coositrii (Syslog);

— Ornpagkoit SNMP-tpamnoB (coobmuiennii) Ha NMS-cucremy.
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1.2.3.6. CtaHAapTbl ¥ COBMECTUMOCTb C APYIrMMU NPOAYKTaMuN

34ACTABA-Knuenm obecrnieunBaeT COBMECTUMOCTh C JIPYTHMH TMPOIYKTAMH M TOIACPIKKY

CrannaproB Oxaromapsi:

— Ilonnepxke paboTel ¢ cepTUUKATAMU OTKPBITHIX KIHOYEH U MEPCOHAIBHBIX 3aKPBITHIX
KITII04el yepe3 MHTepdeiic BHEIIHUX KPUITONPOBAHIEpOB MOAEPKUBAIOIINX HHTEpderic
PKCS #11 Bepcuu 2.10 u BbIIE;

— Tonnep:xka unepcoHanbHbIX cepTuukaToB u ceprudukaros Y1 B popmare X509v3

— Iloanepxke Bo3moxknoctu pabotel ¢ COC B popmare CRLV2;

— llonnepxke  pexumoB  ayreHTHukauuu IKE  mocpenctBoM — mpeaBapUTEnbHO

pacnpenenenHoro kiroua (preshared key);

[Tonnepxkke nportokosoB cemeiictBa IPsec u IKE (Bepcuit 1 u 2). IIpoTokosibl omucaHbl

HO,Z[pO6HO B HI/I)KerI/IBe,Z[éHHBIX JOKYMCHTAX.

O6wme ctaHaapTbl rpynnbl Ipsec

RFC 4301 |Security Architecture for the Internet |http://www.ietf.org/rfc/rfc4301.txt
Protocol

Psec: npotokonbl ESP n AH

RFC 4302 |IP Authentication Header (AH) http://www.ietf.org/rfc/rfc4302.txt

RFC 4303 |IP Encapsulating Security Payload http://www.ietf.org/rfc/rfc4303.txt
(ESP)

IPsec: oOMeH Knro4vyamu

RFC 2408 |Internet Security Association and Key |http://www.ietf.org/rfc/rfc2408.txt
Management Protocol (ISAKMP)

RFC 2409 |Internet Key Exchange (IKE) http://www.ietf.org/rfc/rfc2409.txt

RFC 5996 |Internet Key Exchange Protocol http://www.ietf.org/rfc/rfc5996.txt
Version 2 (IKEv2)

RFC 6290 |A Quick Crash Detection Method for |http://www.ietf.org/rfc/rfc6290.txt
the Internet Key Exchange Protocol
(IKE)

RFC 6311 |Protocol Support for High http://www.ietf.org/rfc/rfc6311.txt
Availability of IKEv2/IPsec

RFC 5723 |Internet Key Exchange Protocol http://www.iletf.org/rfc/rfc5723.txt
Version 2 (IKEv2) Session
Resumption



http://www.ietf.org/rfc/rfc2401.txt
http://www.ietf.org/rfc/rfc2402.txt
http://www.ietf.org/rfc/rfc2406.txt
http://www.ietf.org/rfc/rfc2408.txt
http://www.ietf.org/rfc/rfc2409.txt
http://www.ietf.org/rfc/rfc2409.txt
http://www.ietf.org/rfc/rfc2409.txt
http://www.ietf.org/rfc/rfc2409.txt
http://www.ietf.org/rfc/rfc2409.txt
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RFC 5685

Redirect Mechanism for the Internet
Key Exchange Protocol Version 2
(IKEv2)

http:

//WWW .

ietf.

org/rfc/rfc5685.txt

PKI

RFC5280

Internet X.509 Public Key
Infrastructure Certificate and
Certificate Revocation List (CRL)
Profile

http:

//Www .

ietf.

org/rfc/rfc5280.txt

Opyrve npotokonbl

RFC 0792

Internet Control Message Protocol
(ICMP)

http:

//Www .

ietf.

org/rfc/rfc792.txt

RFC 1777

Lightweight Directory Access
Protocol (LDAP)

http:

/ /WWW .

ietf.

org/rfc/rfcl777.txt

RFC 1155

Structure and Identification of
Management Information for TCP/IP-
based Internets

http:

//WWW .

ietf.

org/rfc/rfcll55.txt

RFC 1157

Simple Network Management
Protocol (SNMP)

http:

//WWW .

ietf.

org/rfc/rfcll57.txt

RFC 2138

Remote Authentication Dial-in User
Service (RADIUS)

http:

//WWW .

ietf.

org/rfc/rfc2138.txt

RFC 4357

Additional Cryptographic Algorithms
for Use with GOST 28147-89,

GOST R 34.10-94,

GOST R 34.10-2001, and

GOST R 34.11-94 Algorithms

http:

//Www .

ietf.

org/rfc/rfcd375.txt

RFC 4490

Using the GOST 28147-89,

GOST R 34.11-94,

GOST R 34.10-94, and

GOST R 34.10-2001 Algorithms with
Cryptographic Message Syntax
(CMS)

http:

//Www .

ietf.

org/rfc/rfc4490.txt

RFC 4491

Using the GOST R 34.10-94,
GOST R 34.10-2001, and

GOST R 34.11-94 Algorithms with
the Internet X.509 Public Key
Infrastructure Certificate and CRL
Profile

http:

//WwWW .

ietf.

org/rfc/rfc4491.txt

TepMuHbI M onpeaeneHus

RFC 2828

Internet Security Glossary

http:

/ /WwWW .

ietf.

org/rfc/rfc2828.txt



http://www.ietf.org/rfc/rfc2409.txt
http://www.ietf.org/rfc/rfc2459.txt
http://www.ietf.org/rfc/rfc792.txt
http://www.ietf.org/rfc/rfc1777.txt
http://www.ietf.org/rfc/rfc1155.txt
http://www.ietf.org/rfc/rfc1157.txt
http://www.ietf.org/rfc/rfc2138.txt
http://www.ietf.org/rfc/rfc2138.txt
http://www.ietf.org/rfc/rfc4490.txt
http://www.ietf.org/rfc/rfc4491.txt
http://www.ietf.org/rfc/rfc2828.txt
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1.2.4. MMHUManNbHbIE CUCTEMHbIe TpeboBaHUA

AnnapaTHoe obecrneucHue KOMIIBIOTCPA, HA KOTOPOM YCTAHABJIMUBACTCA KOMIIOHCHT

34CTABA-Knuenm OMKHO YAOBJIETBOPATH CIEAYIOIMIUM MUHUMAIbHBIM TPEOOBAHUSM:

Iporieccop, sxBuBanenTHsIi Intel Pentium 111, ¢ gactoroit 600 MI'11.

50 M6aiit cBOOOTHOM OTIEpaTUBHON MAMSATH.

50 M6aiT cBOOOIHOTO AUCKOBOTO MTPOCTPAHCTBA.

Pazpemienne monutopa 1024x768 nukcenei.

Ha xommbrorepe, Ha koTopsiii yctanaBnuBaercs 34 CTABA-Knuenm, nomxHa OBITh yCTaBIIeHA

onna u3 cienyronmx OC:

— OC Windows XP SP3, OC Windows 7, OC Windows 8 mardopmsi ia32 u x64;
— OC ALT Linux 6.0 mrardopmsr ia32, x64, ALT Linux 7.0 mratdopmsr ia32, X64.
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2.MogroToBKA K UCNonb30BAHUIO SACTABA-KITMEHT

Hepeﬂ HadaJIOM YCTAHOBKH HAJ0 Y6C,Z[I/ITBCH B TOM, YTO Br1 YCTaHaBJIIMBACTC

cooTBeTcTBYIOIIYI0 Bepcuto 34 CTABA-Knuenm cootBerctBytomen Bepcun OC.

Iepen ycranoBkoit 3SACTABA-Knuent HeoOxoauMo HHCTAIUpoBaTh Ha kKoMibiotep CK3U

«Kpunrollpo CSP».

A\
4\

A\
4\

UtoObl wHcTaUMpOBaTh W AeuHcTaumpoBaTth 34CTABA-Kiuenwm Bbl NOKHBI HMETh
npuBwieruu agmMmuaucTparopa OC

YocToBepuUTHCS B TOM, 4YTO JaTa, BpeMs M HACTPOWKHM YacoBOTO I0siCa IPAaBHIIBHO
ycTaHOBIIeHB! Ha Bamem kommnbroTepe. Heo0XoauMo MpaBMiIbHO ONPENENIHUTh 3T HapaMeTpHl,
MHAa4Ye MOXKET OKa3aThCs, YTO CPOK JeicTBUs Bammx ceprugukaroB ucrek, u Bel He Moxkere
ycranoBuTh 34CTABA-Kauenm

Jnuna naponst agmuuuctparopa OC, Ha kortopoit ycranaBnuBaercsi 34CTABA-Knuenm,
JIOJKHA OBITH HE MEHBIIIE IIECTH OYKBEHHO-ITU(POBEIX CHMBOJIOB

CK3U1 «Kpunrollpo CSP» nomkHO ObITh yCTaHOBIEHO C MOJACPKKON YPOBHS siipa Ui ATOTO
IIPH YCTaHOBKE MPHIIOKEHUS HEOOXOIUMO BEIOpaTh THM ycTaHOBKHM CUStOM M yCTaHOBHTH

moxayis Kernel mode CSP.

HpI/I HaCTpOﬁKe, KOH(bHprHpOBaHHH Hn CO3JaHHH IIOJIMTHKH 0€30IIaCHOCTH B 4YacTH

IU(PPOBaHUs, KOHTPOJIS L[EJIOCTHOCTH U B3aUMHON ayTeHTHU(UKAIMKM aJMUHUCTPATOp O€30MacHOCTU

AOJDKCH PYKOBOACTBOBATHCA Tpe60BaHI/I$IMI/I HACTOAIICTO JOKYMCHTA.

2.1. OC cemeunctBa Windows

2.1.1. YcTtaHoBKa 3ACTABA-KnueHm

Hnsa nacrannsuun 34CTABA-Knuenm HE0OX0AUMO MPOU3BECTH CIIEAYIONINE ICUCTBUS:

1) 3akpbITh BCE OTKPBITHIC MPOrpaMMbl Ha Bariem koMmbroTepe.

2) BeraBuTh MHCTALIAMOHHBIN auck B CD-mpuBon Bamero kommberoTepa, HalTH Manky ¢
muctpubytuBom  34ACTABA-Knuenm — u  3alyCTUTh  MPOrpaMMy — MHCTaJUIALIUU

(zastavaclient.exe). 3anycturcs Macrep Uucramuisiuu (cm. Pucynok 1).

Hns  3amycka yctaHoBKM 3ACTABA-Knuewm B pexuMe JOTUPOBAHHS HEOOXOIUMO
BOCIIOJIb30BaThCSl MHTEpQEicoM KOMaHIHOM CTpOKH U ¢ nomotibio cpeacts Windows Installer
BBITTOJIHUTH KOMaH/Y:

<nyTh K MHCTAUISIHUOHHOMY OUCTpUOYTHBY> /I*v <myTh K (aiiny snorupoBanus™>, rue: | —
yKaszaresib Ui JIOTHPOBAaHUS MpPU YCTAHOBKE, V — YPOBEHb JIOTUPOBaHUS «Verbosey. daiin
JOTUPOBAHUS ~ YCTAHOBKM  OOBIYHO  coXxpaHsercss B jaupekropum  C:\Program
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Files\ELVIS+\ZASTAVA Client c umenem vpn_agent_install.log.
i 4 ZASTAVA Client Setup [

g SaCTabEa

Jobpo noxanoBartk B MacTtep
yctaHoBkn ZASTAVA Client

PEKDMEHEL':IETCQ ZAKPEME BECE NpOrpardrdel 40 H34ana
YCTAHOEK M.

Hasraume "0TreEHE", YyTolk! BEINTH M3 NPOrpatdkisl YoTaHOBEM,
SATEr 3aKPONTE BCE TEKYWME Nporpardtel. Haxrure
"Nanee", yrofel NPOJON#MTE YCTAHOBEY.

MNPEOYNPEAQEHME: NaHHaa nporpardtda SaliMl eHa

JakoHarK 08 AETOPCKE MY NP3EaR H MEROYHIPOAHEIMNM
COrAaWEHHARNK.

HeneraneHoe BOCNPOMEEEIEHWE UAM PACNPOCTPAHEHUE

ASHHOE NPOrpatrs! Wik M0G0 && YACTH MOKET NPUBECTH K

AAMWHUCTRATMEHOMY W YronosHOMY NPECAE00EaHMAN,
BACTA BA 6 KOTOPEIE BYIYT NPOEOQAWTECA MaKCHMATEHD HECTKO B PakKax

SAK0HOA AT ENBCTEA.

CTARA™ memer e cadrnd
opraseh apamt A “JBAC-TIIOC" Coopka: 6.1.15455

< Hazan [ Hanee > ] [ OTrieHa

Pucynok 1 — 3anyck Mactepa UncTamisauun

3) HO,I[TBepI[I/ITL Bamie cornacue ¢ IMPUBCACHHBIM B OKHC JIMICH3HMOHHBIM COIIAIICHUCM (CM.

Pucynok 2).
[ 4 ZASTAVA Client Setup T

n HUEH3INOHHOE COMMalleHwe

Bel Lon#HEl COrNacHTECA C AMUEHZMOHHEIM COrNSWEHHEM. é EEETEEE

JMIIEASHOHHCOE COTIAMEHME © xoHeYHHM OONB3IOBATENeM R |

r. Mocksa

LD «3MBMC-IUTHIC:, AENANmesCcH OpaBoobfmamaTensH
nporparmeEoTo ofecnedeswa, MMENEDEDCD TODTOEYI MADEY

[ACTARA™ |(mames — OMOmMrrmerl ARTATATNMAR TNARAM

Or naceH

£
1 A He cornaceH

Iguummb l [ < Hazan l[ Hanee > J [ OTrEHS

Pucynok 2 — OKHO ¢ JIMIIEH3UOHHBIM COTJIAIIEHUEM
4) Jns ykazaHus Tanku, B Kotopyto Oyner ycraHoBieH 34CTABA-Knuenm, Haio HaXaThb KHOIKY

«M3meHuTH» ¥ cienath BeIOOp (cM. Pucynok 3).
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2] ZASTAVA Client Setup = &= [
Manka

BeiGepuTe nanky kuna GU0ET YCTAHOENEHD NPMADHEHHE, % EECTEBE

Wize |nztallation Wizard yctanoewt ZASTANA Client B ykasaHHYD nanky.

JnA YCTaHOBKM B APUryo Nanky HaskmuTe KHonEY M ameHTe" W BRIGEpMTE ApYryo
nark.y.

Brl ro#eTe He YoTaHaEMMBaTE SA5 TAVA Client, Haxae kHonky "'OTrena’ ana
EEINOAA M5 NPOLECCA YCTAHOEKM,

Manka

C:\Program Filas\ELYIS +4

[ ¢ Hazan ][ Hanee > J [ OTriEHa

Pucynok 3 — Bei0op nanku juia yctaHoBkU 34 CTABA-Kauenm
5) B okHe «BbIOOp KOMIOHEHT» BBIOpPATh MPOTPaMMHBIC MOIYJIH, KOTOpbie Bbl XxoTute
VHCTAJUIMPOBATh, WIIM OCTABHUTH BCE 3HAUCHUS 110 YMOI4aHHIo (cM. PucyHok 4).
15) ZASTAVA Client Setup ] @

Boibop KOMNOHEHT

a
Brifepure KOMNOHEHTBI, KOTOPbLIE XKOTUTE YCTaHOBUWTb. =AA,. EECTEBE

Lgent core files

OnucaHWe KOMNOHEHTbI:
Agent User Interface

CucTemHble daiinel npoaykTa. 3Ta

. Cryptoplugins KOMMOHEHTa Heobx0auMa Ans patoThl
- vl CryptoPro Support NPOAYKTA.

— Eivl Help subsystem
JlaHHBI KOMNOHEHT GYAET YCTAHOBNEH Ha
NOKANEHBINA KECTKWIH AWUCK.

1A naHHoOro KoMMNoHeHTa TpetyeTca
8862K6 Ha KecTKoM aucKe.

[ Auck ] [ OumeTue ] [ < Hazaa ]{ Nanee > ] [ OtmeHa ]

Pucynok 4 — Beibop ycranaBnuBaeMbix KoMIOHEHTOB 34 CTABA-Kiuenm
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6) Ecnu B Bamieit OC ne ycranosien kommoHeHT SNMP (Simple Network Management
Protocol), To mosSBUTCS OKHO ¢ COOTBETCTBYIOIIMM MpeaynpexacHuemM (cMm. PucyHok 5).
MOHO TPOAODKUTh MHCTAIUILNIO, HAXaB KHONKY «OK», nubo, mpu HEOOXOTUMOCTH
ucnonp3oBanus SNMP-¢ynknmii nientpa ynpasinenus nonutukamu (LIYII), mpepsatb

MHCTAJUISIUIO U YCTAaHOBUTH TpeOyemble KoMInoHeHThl OC corfiacHO MHCTPYKIIUU B OKHE.

15' ZASTAVA Client Setup npegynpexaeHne o & ]| 53

SNMP Agent KomMnoHeHTa He GYaeT YCTaHoBNEHa, T.K. Windows
SNMP komnoHeHTa oTcyTcTEYET B cucTemMe. CaeqosarentHo, Gyaet
HeaocTynHa HekoTopasa SNMP dyHkuuoHaneHocTe. Ecnu Bel xoture
WCMONbS0BATE BCHO dyHKUMOHanbHoCTE SNMP, Bam Heobxagumo
BBIMTH U3 YCTAHOBKM, YCTaHoBUTE Windows KomnoHeHTy 'Simple
Network Management Protocol' 1 nepesanycTute YcTaHOBKY.

Pucynok 5 — [penynpexaenue o HeycTaHOBICHHOM KomnoneHnte SNMP
7) Ecnu B Bameit OC aktuen bpanamaysp Windows, To He0O6xX011uMO0 100aBUTh KOMIOHEHT

34CTABA-Knuenm B CHHUCOK €ro HCKIIOYCHHMI, IS JTOr0 HAJ0 OTMETHTH

COOTBETCTBYIOLIMH (Iar U HaxaTh KHOTKY «Jlanee» (cM. PucyHok 6).

1) ZASTAVA Client Setup =] B [l

FOTOBbI K YCTAHOBKE NPUAOKEHUA a
Hasrure kHonky "“Hanee”, yrobel Ha4aTe YCTIHOBKY. =AA. aaCTaBa

Yokl NPOCMOTPETE MAM U3MEHWTE NAPAMETPbI YCTEHOBKM, HaKMUTE
"Hazaa". Haxmure kHonky "OTMeHa" 404 Bbixoaa W3 NporpamMmel.

BHUMAHWE: Tekywaa KoHPUrypaLua CUCTEMBI MOKET NPENATCTEOBATE
HopManeHok patore ZAS TAVA Client. Mporpamma YcTaHOBKU MOKET BHECTM
HEOOX0AWMBIE W3MEHEHWUA B KOHPUrYpauMIo CUCTEMBI:

[V] DoGasume ZASTaVA Client & cnvcok Wcknouerui Bpanamays pa Windows.

[ < Hazaa J[ Nanee > J [ OTmMeHa ]

Pucynok 6 - Jlo6aBnenue 34CTABA-Knuenm B ciucok uckimodenuit bpanamayspa Windows

8) Ilocne 3aBeplIeHUs] HHCTAUISAIMY Ha)XaTh KHONKY «I'0ToBOY» (cM. PucyHOK 7).
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2] ZASTAVA Client Setup EEREE

=i=acTasa ZASTAVA Client 6b1n ycnewHo
yCTaHOBIEH.

s Hasraume kHonky 'ToToEo' 4nA Sa6EPWEHWA YCTAHOBKM,

3ACTABA 6

SETABA™ mavmerr mperacrppca ol
Toprosch Mapmod RO " FMRMC-TINCE"

[oToEo |

PucyHnok 7 — 3aBepieHue yCTaHOBKH

9) Ilpu HEOOXOAMMOCTH Tepe3arpy3uTh KOMITBIOTED.

B rteuenue uncramauuu 34CTABA-Knuenm, copepXuMoe caMoM3BIIEKarolerocs (aiina
zastavaclient.exe u3BiekaeTcs Bo BpeMeHHbIN katanor. OObI4HO, 3TOT KaTaior c¢:\Documents
and Settings\<user_name>\ Local Settings\Temp; Bbl MoxeTe NpoBepUTh 3TOT IYTh,
ucnone3ys Start—Settings—Control Panel— System— Advanced—Environment Variables.
OOBIYHO, 3TH U3BJICUECHHBIEC (ailiIbl aBTOMAaTHYECKH HE YOANSIOTCS TOCIE MHCTALISAINU. BhI
MOYKETE yIAINTh 3TH (aiiiIbl BPYYIHYIO, KOTJIa HHCTAJUTSIINS Oy/IeT 3aKOHUYEHA.

& 34CTABA-Knuenm conepxxut Application Proxy Moaynu st Heckosbkux mpotokosoB (FTP,

SOCKS, HTTP). ITostomy, ecnu B Bameit OC yxe NMpUCYTCTBYIOT CEpBEpHI JUIS JaHHBIX
MPOTOKOJIOB, TO mocie uHctausauuu 34 CTABA-Knuenm BO3MOXEeH KOHQIUKT IOPTOB, M3-3a
4ero nanHbie cepBepnl wiu Application Proxy cepsepst 34 CTABA-Knuenm MOTyT OKa3aTbCs
HEPaOOTOCTIOCOOHBIMHU.

2.1.2. OoHoBneHue 3ACTABA-KnueHm

34ACTABA-Knuenm moanepXuBaeT MPOLEIYPY aBTOMAaTHYECKOTO OOHOBIICHUS (HACTPONKH
JTaHHOM mpoueaypsl B rpadpudeckom unrepdeiice 34 CTABA-Knuenm onucansl B 11.3.8.5, HacTpolika ¢
MOMOIIBI0 YTWJIMTHI KOMaHIHOW CTpoku omucaHa B 1. 5.3.10), xoropas mo3BOJseT 3arpyxarb U
yctaHaBnuBath cBexue Bepcun 34ACTABA-Knuenm. KondurypupoBaHue aBTOMATHYECKOTO

OOHOBJICHHSI MOXKET BBINOJHATHCS Kak uepe3 JoKajdbHble HacTpoiiku 34ACTABA-Knuenm, Tak u
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HeHTpan30BaHHO — uepe3 34 CTABA-Ynpaesnenue, korna Hactpoiiku yka3biBatotcs B JIIIb 34CTABA-

Kauenm.

[Ipu BKIIOYEHUHM peXHMa aBToMaTtudyeckoro oOHoBieHust 3ACTABA-Knuenm Oynet
MEPUOJIMYECKH CBS3BIBATHCSA C YKAa3aHHBIM CEPBEPOM, COJCPKAIIMM OOHOBICHMS (JaHHBIA CepBeEp
MOJKET pacIoJiaratbCsi B JJOKaJIbHOH ceTu win B ceTu MHTtepHert). Ecnu Ha cepBepe BbUIOKEHA HOBast
Bepcus 34ACTABA-Knuewm, TO Oyner 3amylmieH Tmpoiiecc OOHOBIeHUs (CkauuBaHue aiiia
OOHOBJICHUS, JEUHCTAIUISIMS TEKYIIEH BEPCMU W WHCTALISIUS HOBOW, C COXpaHEHUEM Bcei

nH(pOpMAIUU O HACTPOUKAX).

B 3aBucumoctu ot Hactpoek B JIIIb 34ACTABA-Knuewm mpouecchl CKauMBaHUS U
WHCTAIISIUU OOHOBIIEHUI MOTYT BBIMIOJIHATHCA JTMOO MOJHOCTHIO aBTOMAaTHYECKH, JTUOO MO KOMaH/Ie
MOJIb30BATENs HITU cepBepa oOHOBIeHH. KpoMe Toro, moaiepKuBaeTcss MHCTAUIALUS OOHOBIICHUN IO

pacIucaHuo.

s yenemnoro aBromaruueckoro oOHoBieHUst 34ACTABA-Knuenm tion ynpasinenuem OC

Windows XP Heo0Xx011uMO0 BIOpPAaTh COOTBETCTBYIOIINE MTAPAMETPhI TOAMUCHIBAHUS IPABEPOB:
1) OrtkpsiTh MeHIO «ITyck», BEIOpaTh CBOWCTBA Manku «Moil KOMITBIOTED.

2) BsiOpath Bkianky «OOopynoBanuey, B paszaene «/lpaiiBeps» BbiOpaTh «lloanuceiBanue

JPABEPOBY.

3) B okne «IlogmuchiBaHue apaiiBepoB» BbIOpaTh MyHKT «IIpomyckat — ycTaHaBIMBATh

nporpaMMHOe 00eCIiedeHUEe U He 3alpaliuBaTh yTBepKaAeHus» (cM. PucyHok 8).

I'Iapaue Tpbl NoANHCbIBAHHA ,u,paﬁ BE pa @@

B npouecce yCcTaHOBKK 060py A0BaHKA cHcTeMa Windows MoxeT
0BHapy:¥MTE NporpamMMHoe obecnedYeHme, He NpoWweaWwee TecT
COOTEETCTEMA Windows Logo, ((loYemy 3TOT TECT BaMeEH.)

Kakue AercTEMA 0T CHCTeMbl Windows Bbl 0xMAaETE?

($){IponycKaTk - YCTAHABNMBATE NPOrpaMMHOE 0BEecreYeH e 1 He
3aNpaWMBaTh Y TEED¥AEHUA

() NpeaynpexaaTe - Ka¥AbH pas NPeAnaraTe BbiGop ASHCTEHMA
() BAOKHDOBATE - 38MPETHTE YCTAHOBKY HENOATMCEHHOT G Apaiisepa
NporpamMMHoro ofecneqeHHa

A AMUHUCTPATHEHBIN NapaMeTp

Mcnonb30BaTE AEHCTEHME B KGYECTBE CUCTEMHOMO MO YMONYaHHHD

[ OK ][ OTMEHS ]
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Pucynok 8 — IlapameTpsl moanuchIBaHUS JpaiiBEpPOB

OOpamenne kK cepBepy OOHOBICHHMH MPOMU3BOJAUTCSA MO OTKpbIToMY mpoTokory HTTP. Ilpu
HEOOXOAMMOCTH 3alUThl JAHHOTO COEJUHEHUS MOYKHO BOCIOJIb30BATHCSA IITAaTHBIMU
cpencrtBamn MKEND.00433-01 TIK «VPN/FW «3ACTABAY, Bepcusi 6 (co3nats B LleHtpe
Vupasienus noiautukamu (L[YII) 34CTABA-Ynpasnienuss mpaBuiio UIs 3al{UIICHHOI'O
coeauHeHust Mexay naHHbIM 34 CTABA-Knuenm n cepBepoM 0OHOBIICHHS).

2.1.3. HOewunHctannsauuma S3ACTABA-KnueHm

s ynanenust 34ACTABA-Knuenm n3 OC Windows Hago 3aKpbITh BCE MPOrpaMMHBIE OKHA
34ACTABA-Knuenm u 3ateM npousBectu AeuHctamuiaunio 34 CTABA-Kiuenm, NConb3yst ”HCTPYMEHT
«YcraHoBKa M yzaaineHue nporpamm» B Ilanenu ynpasnenus. Bece xomnonentsl 34 CTABA-Knuenm

6y,Z[YT IMMOJIHOCTBIO YAAJICHBI, IIEPE3arpy3uTh KOMIIBIOTED.

2.2. OC cemenctBa ALT Linux

Wucramisimonnsie naketsl 34CTABA-Knuenm mis OC ALT Linux 6 mpeacraBisioTcs B
Buze ¢aitnos ¢ pacmupenuem .rpm: ZASTAVAclient-<version>-alt27.i386.rpm — 32-6utHas Bepcus,
ZASTAVAclient-<version>-alt31.x86_64.rpm  —  64-OmrHas  Bepcus.  IIpemocTaBisieMble

WHCTAJUTSIIIMOHHBIC TTAKEThl COOMPAIOTCS O Sapa:

—  2.6.32-el-smp-alt31.M60C.1,
—  2.6.32-ovz-el-alt40.M60P.2,
—  3.0.26-alt0.M60P.1.

Z[J'ISI C60pKI/I HHCTAJUIAMUOHHOI'O ITaKETa MOA OTIMYHBIC OT HNPUBCACHHLIX BBIIIC SAACP, HATO

obOparutbes K 11. 2.2.4.

2.2.1. Wuctannauua 3ACTABA-Knuenm
Wncrannsauus 34ACTABA-Knuenm TpOU3BOJUTCS HAa KOMIIBIOTEP, KOTOPBIA HE COJEPIKUT
cpeny KOMIWISIMU U cOOpKH U padoraer Ha Toit Bepcueii siqpa OC ALT Linux 6, asst KoTopoii Obut

IIOJIYUYCH WHCTAUIAAOHHBIN IakeT. MHCcTamamus 3aITyCKacCTCA KOMaH/ 0.

rpm —i <OyTh K MHCTAJJISLUMOHHOMY IakeTy>

2.2.2. ObHoBneHue 3ACTABA-KnueHm

Oo6nosnenune 34CTABA-Knuenm 3amyckaeTcsi KOMaHIOM:

rpm -U <OyTb K MHCTAJIJIALUMOHHOMY IMaKeTy>

2.2.3. OevHctannauua 3ACTABA-KnueHm

Heuncramnsauus 34CTABA-Knuenm 3anmyckaeTcsi KOMaH 10!
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rpm —-e <NOyTb K MHCTAJIJIALMOHHOMY IlakKeTy>

2.2.4. PykoBoACTBO No COOpKe MHCTaNMALUMOHHOIO nakeTa

Jyis cOOpKH MHCTAJUIAIIMOHHOTO TIaKeTa ApaiiBepa vpnpcap U KPUMITOIUIATHHA U3 HCXOTHBIX
KOJZIOB ucnoib3yetcst cpena coopku RPM. Mcxonubie koAbl IpaiiBepa vpnpcap W KpUNTOIUIaruHa
IIPEIOCTABIIAIOTCA B BHae (aiina ¢ pacmmpenuem Src.rpm: ZASTAVAclient-drv-<version>.src.rpm.
ITocne ycranoBku ¢ kommakT-gucka OC ALT Linux 6 HeoOX0aMMO HACTPOHTH COOTBETCTBYIOIIHE
APT-peno3utopun, 0OOHOBHUTH CIMCOK JOCTYIMHBIX W3 HUX MAKETOB, U YCTAHOBUTH MAKEThl rpm-—
build u kernel-headers-modules (ycraHaBiauBaercs maker kernel-headers-modules
toit Bepcuu simpa OC ALT Linux 6, mms koTtopoii coOMpaeTcss MHCTAILIAIMOHHBIN MaKeT apaiBepa
vpnpcap M KpPHUITOIUIarnHOB). Takke HEOOXOIMMO YCTAaHOBUTH cOOpaHHBIN makeT apaiiBepa CK3U
«Kpunrollpo CSP» B 3aBucuMoctu oT KoMiuiekTanuu u ucnoianenus [IK « VPN/FW «3ACTABA» u
N00aBUTH B TAOJHILY IKCIOPTUPYEMBIX CUMBOJIOB sapa OC, CUMBOIBI, IKCIOPTUPYEMBIE U3 MOJYIS

siapa nposazepa CryptoPro CSP (drvcsp . ko), Hanpumep, Tak:
cd /opt/cprocsp/src/drtcsp; bash ./gensyms.sh

C6op1<a HHCTAJJLIOMOHHOI'O IIaKCTa npaﬁBepa vpnpcap "W KpUITOIUIarnHa 3allyCKacTCAd

KOMAaHIOM:
rpmbuild --define "autostart mode " --define "cpro symbols " --define
"kernel release " --define '"pcap smp " --define “cpro release "

ZASTAVAclient-drv-<version>.src.rpm
[TapameTpsi cOOpkHu:

autostart_mode — YHOPAaBJACT 3aIlyCKOM ITOCJIC MHCTAJUIAINU, IPUHUMACMBIC 3HAYCHUA:

1 — He yCTaHaBIMBATh KPUIITOIUIArMH M HE 3arpykarthb JpaiiBep vpnpcap (Hampumep, AJs
YCTaHOBKH MMOJl chroot),

2 — yCTaHaBJIMBaTh NPUHYAUTEIBHO KPUNTOIJIATMH U 3arpyKaTh JApanBep vpnpcap.

bes mapamerpa autostart mode aBTOMAaTW4ecKH OIpEAENAeTCs HEOOXOAMMOCTh
YCTaHOBKHU KPUIITOILJIATMHA U 3aIlyCKa ApaiBepa vpnpcap.

cpro_symbols — yKa3bIBaeT MOJIHBIM ITyTh K CHMBOJIAM DKCIIOPTUPYEMBIM U3 MOAYJIA sAApa
npoBajepa CryptoPro CSP (drvcsp. ko), Hanpumep, /opt/cprocsp/src/drtcsp/Module.symvers.

kernel release — ykaspBaeT Bepcuio sapa OC ALTLInux 6, nmst kotopoit codupaercs

MHCTAIAIIMOHHBINA ITaKeT L[paﬁBepa vpnpcap U KpulToIrviaruHa.
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pcap smp — yKasplBaeT coOHpaTh JpaiiBep vpnpcap ¢ TpeJaMd Wi 0e3 HHX,
MIPUHUMAEMbIC 3HAYCHUS
0 — 6e3 TpenoB,

1 — ¢ Tpenamu.

[Ipn m060M ApyroM 3Ha4e€HHHU MapameTpa pcap Smp WIK €ro OTCYTCTBHU aBTOMAaTHUECKU
oTpeseNisieTcs: HeOOXOAUMOCTh COOpPKH JpaiiBepa vpnpcap ¢ Tpeaamu win 6e3 Hux. Ecmu simpo
cobpano ¢ mogaepxkkoir SMP — To npaiiBep vpnpcap OyaeT ¢ Tpeaamu, eciu 6e3 noiepxku SMP —

TO ApaiiBep vpnpcap Oyzaer 6e3 Tpeaos.

cpro release - ykasbiBaeT cyddukc apaiiBepa cp_plg cpro B 3aBUCUMOCTU OT BEPCHU

CryptoPro CSP, npuHMMaeMble 3HAYCHHUS:
e 36r2 nusa CryptoPro CSP 3.6 R2
e 36r3 musa CryptoPro CSP 3.6 R3
e 40 mnsa mia CryptoPro CSP 3.6 R4, 3.9, 4.0

Ecnu 3HayeHne cpro release He 3a/aHO, TO 110 YMOJIYaHUIO, CPro release paBeH

40.

[Tpumep cOopku apaiiBepa vpnpcap U KpUNTOIUIATHHA!

rpmbuild --rebuild --define "autostart mode 2" -—-define
"cpro_ symbols /opt/cprocsp/src/drtecsp/Module. symvers" --define
"kernel release  2.6.32-ovz-smp-alt8" --define "pcap smp 0" --define

“cpro release 36r3” ZASTAVA-drv-<version>.src.rpm

B pesynbrare Oyner cobpaH apaiiBep vpnpcap M KpUITOIJIaruH 6e3 TpeaoB ¢ (QyHKIueH

MPUHYIUTETFHONW YCTAaHOBKH KPUIITOIUIATHHA W 3arpy3Ku ApaiiBepa vpnpcap s sapa 2.6.32-0vz-

smp-alt8 OC ALTLinux 6 u CryptoPro CSP 3.6 R3.
WNHcTamsmus coOpaHHOTO MakeTa 3amyCcKaeTcsi KOMaH I0M:

rpm —i <noyTes k coOpaHHOMY MakeTy>

2.2.5. WnTerpauna 3ACTABA-KnueHm ¢ cucteMHbiMm SNMP-
cepBUCOM

[Tpu HEOOXOAUMOCTH TONy4YaTh C Aeenmos CTaTUCTHKY 1o mpotokony SNMP (net-snmp),

HYKHO 3aperucTpupoBaTh 0MOIMoTeKy pacuipenus cepsuca snmpd (MIB-moayins). Jlinst aToro Hazgo:
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1) Onpenenuth nyTh K aitny snmpd.conf. Ecnu ¢aiia HeT, HECOOXOIUMO €ro Co3/1aTh

(oOparHTech K TOKyMEHTALUHU 110 snmpd).

2) B ¢aiin snmpd. conf 106aBUTH CTPOKY:

dlmod snmpagent /opt/ZASTAVAclient/lib/libsnmpagent.so
3) Hatb komaHay snmpd Uit MOATPY3KH MOAYJIS PACHIHMPCHHS:

/etc/init.d/snmpd restart

2.3. BoccraHoBneHue 3ACTABA-KnueHm

[Tposepka nenoctoctu mporpammuoro obecrieuenus (I10) kommonenta 34 CTABA-Knuenm
OCYIIECTBISICTCA IyTEM CPAaBHEHUS 3HAYEHUS KOHTPOJBHOH CyMMBI, KOTOpPOE 3amucaHo B aiine
filelist.hash, nns mamnoro aiina, ¢ Tekymum 3HadeHueM. [Ipu HecoBHaJeHUM 3HAYCHUU BBIIACTCS

COOTBCTCTBYIOLIICC MMPCAYITPCIKACHHUC.

[TpoBepka KOHTPOJBHBIX CYMM MPOU3BOJHUTCS B MpoOLecce 3arpy3KH CiayxObl vpndmn, mpu
npoBepke wnenoctHoctd [0 mpous3BOOUTCS JOTHPOBAaHWE B CHCTEMHOM >KypHaie W B (aiine
vpn_init.log.

IIpu mHapymenun uenoctHoctu ciuyx6a 34ACTABA-Knuenm He 3amyCTUTCS, 4TO

CBUIACTCIILCTBYCT O HAPYIICHNUHN KOHTPOJIbHBIX CYMM nporpaMMHoﬁ qacCTu.

[TpoBepUTh KOHTPOJIBHBIE CyMMbI MOKHO, 3allyCTHB B KOMaHJHOM HHTeppeTatope cmd.exe
yruiity icv_checker, Haxoxaduyrocsa B rmaBHOW aupektopuu 34 CTABA-Knuenm. JIns IpOBEpKH
nenoctHoctn IO HeoOXoaMMO BBINONHUTH KOMaHAy icv checker filelist.hash, rze:

filelist.hash - gaiin ¢ TexkynM 3HaUEHHEM KOHTPOJIBHBIX CYMM.

Jlnsa BoccraHoBieHust pabdotocrnocobHoctH 34CTABA-Knuenm HEOOXOAUMO NPOU3BECTU

JEUHCTAUIALMIO ¢ ocnenyromeit nncramnsiune 34 CTABA-Knuenm.

2.4. 3anyck rpacgpuyeckoro uHrepcenca (GUlI) S3ACTABA-
KnueHm

Cucremnsie Mmonynu 34CTABA-Knuenm 3amyckaroTcst aBTomarndecku mpu 3arpyske OC u

paboTar0T NOCTOSAHHO B (POHOBOM PEXHUME.

1) IIpu HeoOxoauMocTH, Bbl MoxeTe oTKpbITh rpaduueckuit uHTepdeiic 34 CTABA-Knuenm

CIIeTyIOIUM 00pa3oM:
— B OC Windows BBITOITHITE KOMaHTy Ye€pe3 MEHIO:

— Ilyck = Iporpammsl 2> ELVIS+ = ZASTAVA Client > VPN Agent, nu0o HaxkaTh

JABa>Xbl HA HKOHKEC B CUCTCMHOM TpEC.
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— B OC Linux BeimosiHuTh KOMaHay /opt/ZASTAVAclient/bin/vpnagent

1) s yenemnoro oroOpaxkenus rpahudeckoro Moaysist kKomnonenta 34 CTABA-Kuuenm B OC
Linux Heodxomumo ucnosp3oBatk OC ¢ yCTaHOBICHHBIM IPadHuECKUM OKPYIKCHHUEM.

2) TosiButcst [lanenv uncmpymenmos, ¢ TOMOIIBIO KOTOPOH Bbl MOXeTe ycTaHaBIMBAThH

napametpbl 34 CTABA-Knuenm.

[MonpoGuocTu o Ilanenu uncmpymenmos u €€ 0COOEHHOCTAX CM. B mojapassene 3.1.

2.5. KoHdurypuposaHume 3ACTABA-KnueHm

Bosmoxnoctu 34CTABA-Knuenm nipyu KOHGUTYPUPOBAHUU!

— 3ACTABA-Knuenm MoOXeT OBbITh CKOH(UI'YpUPOBaH II0OC/IE€ YCTaHOBKM C IIOMOIIBIO
rpaduyeckoro uutepdeiica (GUI - Graphical User Interface) 34CTABA-Knuenm, xax

OIIMCAaHO B pa3aciie 3um c MMOMOIIbI0 KOMaHHOM CTPOKH, KaK OIIMCAHO B Pa3aciic 5.

— Ilpu nepBom 3anycke 3ACTABA-Knuenm HEOOXOAMMO CO34aTh YYETHYIO 3aIUCh
anMUHHCTparopa. [lnMHa mapois aAMUHHCTPaTOpa JOJDKHA OBITh HE MEHBIIEC IIECTH
OyKBeHHO-IIM(POBBIX cMMBOJIOB. [Ipoieaypa co3nanus y4eTHOH 3amucu AIMHHUCTpPAaTOpa
c momoImipio Tpadudeckoro uHTep(eiica onmucana B 1. 3.8.4. Takxke ydeTHas 3aIuch
AI[MI/IHI/ICTpaTOpa MOXHO CO31aTb C IIOMOIIBIO KOMaHI[HOﬁ CTPOKH, KaK OIIMCAaHO B

paznene 5.

2.6. bbicTpoe BkntoyeHne 3ACTABA-KnueHnm B paboTty C

nomouwbio rpacduyeckoro uHTepdenca

Jns Opictporo 3anycka 34 CTABA-Kauenm B paboTy HEOOXOAMMO BBIOIHUTD CIIEAYIOIIEE:

— HOJ'Iy‘II/ITB " INOAKIIFOYUTHE HOCHUTCIJIb C IEPCOHAJIBHBIM CepTI/Iq}I/IKaTOM K KOMIIBIOTEPY C

YCTaHOBJIIEHHBIM KOMIOHEHTOM 34 CTABA-Knuenum,

— 3apeructpupoBath ceptudukar Ymgocrosepsitomero 1entpa (YL[) - wu3marens
MEePCOHANBHOTO CcepTU(UKAaTa WIM BCIO TPACTOBYIO IEMOYKY CEpTU(UKATOB, €CIU

nepcoHANbHBIN cepTuduKat u3gad [lomunnennsm Y1

— Co3znaTh U aKTUBUPOBATh KOH(UTypanuio ans noakimouenus k LIYTI.
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K sromy mMomenty Bam Aeenm nomxen ObiTh co3man B L[VII kak XocT 6e30MacHOCTH WK
OTTpaHCIUpOBaHHOW u akTtuBupoBaHHou JIIIB.
AnmuHHCTpaTOpoM Oe3omacHOCTH BaM JomkeH ObITh BBIIAaH HOCUTENh C KOHTEHHEPOM
Bamero nepcoHanbHOro ceprugukara, B KOTOPOM JOJDKEH OBbITh MHCTAJUIMpoBaH Bam
OTKPBITBIA KiII04U M aitnel ceptudukaroB. CK3U, ycranonenHoe Ha Bamem xommbrorepe,

& MoJIb30BaTelb C cepTU(uUKaToM, C

JOJKHO 00ecreunBaTh MOAAEPKKY HocuTesl ¢ Bammm nepcoHanbHbIM CepTH(PUKATOM.

[Topsimok 6picTporo BratoueHus B padory 34CTABA-Knauenm ciemyroniui:

1) [ToAKIIOYNTE HOCHTENIb C KOHTEHHEPOM K KOMIBIOTEpY. YOeauThcs B TOM, uTo Bamn
cepruukar nosBuiics B 3ACTABA-Knuewm. ]JIns 3TOro HEOOXOIUMO OTKPBHITH OKHO

«Tokenb» u yoemutbcs B ToM, 4Tto B aepeBe Builtin CryptoPro Module nosiBuics Barn

nocutenb (cMm. Pucynok 9).

== ZASTAVA Client - ToxeHb! E -10] x|

=} Builtin Module NapameTp | o I
¢ SoftToken common
[} Builtin CryptoPro Module Cratyc Logged In
Wma REGISTRY\\user2
[} Builtin Roots Module Moaens \user2
- Trusted Certificates token MpoussoauTens ELVIS-PLUS
Bepaa Hardware 2.0
Bepcua Firmware 3.0
CepuitHbiin N2 55737562723
3arpysutb Log Out I CMeHUTb Naponb I WHuwannsupoBaTh | ObHoBUTL

PI/ICYHOK 9- [TogxmroyeHne HOCUTEA C CepTI/I(bI/IKaTOM 1 KIII04YaMHu

OnnoBpemeHHO B okHe «CepTugukarsl

U KIK4YHU»

ceprudukat Bo Bkianake «[lepconanbubie» (cMm. Pucynok 10).

['=] ZASTAVA Client - Ceptudukatsl n Kitoumn
Ceptudukatr Nomowys

2 & BB X g

WMnopt Preshared 3anpoc 3kcnopt Yaanute OBHOBUTL

nosBUWJICA Bamr mnepcoHanbHBIN

MepcoHanbHbie [ [ oBepeHHbie l MpoMexyToYHbIe I

Mpoyne

CRL Preshared ’

Wma enagensua

C=RU,CN=userd

Kem BeigaH

pto)

ro.ru, C=RU O=CRYPTO-PRO,CN=Tes...

TokeH

Pucynox 10 — ABromarnyeckoe 100aBiIeHHEe cepTH(PHUKATAa U3 HOCUTENSA

2) 3apeructpupoBatb ceprupukarsl YL

— OTKpbITh OKHO «CepTu(UKaThl ¥ KIIOUW» U HaXaTh KHOMKY «MmopTy.
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— B oTkpeIBIIEMCS OKHE HaBUraTopa OTKPHITH (aiil ¢ KOpHEBBIM cepTuukarom YII.
Kopuesoii ceprudukar YL nomxeH ObITh 3aperuCTpUpOBaH Kak «J/{oBepeHHBII» Ha

ycrpoiicte Trusted certificate token (cm. Pucynok 11).

Buibepute ceptudmkatel Ana umnopTa

Bblﬁepwre CEDTMd)VIKaTbI, noanexawme MMNopTy, 1 HeobxoauMble onm,

IPQ)KMM umnopTta YcTpolicteo Wma enagencua Kem ebigan Aeitcteutened go CepuiiHblii HomMeE|
@OBEPEHHbIﬁ ¥ | Trusted Certific... E=info@crypto... E=info@crypto.. 04.10.2014 11:0... 698403286AA65...

[ fAanee > J [ OTMEHUTD }

Pucynok 11 — Hactpoiiku B okHe «Ceprudukar/Macrep Kirouein» npu umnopte ceprudukara Y1

A\
A\

— B crnenytomem oxne nauanora BBecTH PIN-xom Trusted Certificate TokeHa (cm.

Pucynox 12).

i BEEAMTE Napoib a MW x|

TokeH: Trusked Certificates token; 20092009

Hapnnb:l

| CoToEo I OTHMEHHTE

Pucynok 12 — OxHo 111 BBOJIa TApOJI TOKEHA

[IpenycranoBnennoe 3Hauenue PIN-koga Tokena — 12345678.

Ecnu mepcoHanbHbli cepTudUKaT H34aH KOpHEBbIM YII, TO 3TOro J0CTaTouHO, €ciu
nomuuHeHHBIM YI[ - TO B mo00#  mociienoBaTtelbHOCTH  KOMaHAOH  «MMmopT»
3aperucTpupoBaTh Bce mpomexyTouHble ceptudukarel. [lpu stom 34CTABA-Knuenm
OIpeJieNIeT TUIl CepTU(HKATA U KIAJET €ro B HY)KHOE XpaHHJIHUIIIE.

3) Moaxmounthest k LIYTI, mis aToro Hamo:

— OTKpBITL OKHO ((praBJ'IeHI/Ie MNOJINTUKaAMMW», OJIA 3TOI'O HeO6XOI[I/IMO HaXaTb KHOIIKY

«[Tomutuka» Ha llanenu uncmpymenmos (cM. Pucynok 36).

— B okxHe «YmpaBieHHE NOJIUTUKAMU» IIPOU3BECTH HACTPOMKY I1apaMETpPOB CHUCTEMHOMU
nonutukd. W3 nepesa moiautuk BeIOpaTh THN «llomuTHKa moiab30BaTENsH» U JBOMHBIM
HakaTHeM Ha Hell JIeBOM KHOIMKOW MBIIIY, B MOSBHUBIIEMCS OKHE BBECTH HEOOXOAMMBbIE

HaCTpOﬁKH HJIK Ha’KaTb KHOIIKY «HpaBKa» " UCIIPABUTDH ﬂeﬁCTBYIOIHyIO MOJINTHUKY:

— B mone  «McrouHuk»  BbIOpaTh ~ WCTOYHUK  MPOTPY3KH  TMOJUTUKH — —

«CepBep+CepTudurary.

— B none «Cepruduxar» BeiOpaTh Bamr nepconanbublii ceprudukar (cm. Pucynok 13).
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— B none «Cepep(bl) HOTUTUK» BBECTH aJIpec cepBepa MOJUTHKU. Ecian He yka3aTh mopt

cepBepa, To bepercs 3HaueHue o ymoruanuto (500).

— Ecnu nepcoHalbHBIN cepTUUKAT OAWH, TO MOKHO B OTOM II0JIC OCTaBUTh 3HAYCHUE

«JIr060i1 mepcoHambHBIN cepTH(UKATY.

— UYroOb1 HacTpouth noaydenue JIIIb ¢ cepBepa MOMUTHKH HEOOXOAMMO BBECTH B MOJIE

«Cepgep(p1) monutux» [P-anpec(a) cepsepa, ¢ KoToporo OyAeT MmoayyeHa MOJTUTHKA.

— Jlns morupoBanus coobmenuii npu nepenade JIIIb ¢ cepBepa MONIUTUKH HEOOXOAMMO
BBIOpaTh ypOBEHb JIOTHPOBaHUS B Moje «YPOBEHb Jiora», MHoapoOHee 00 ypoBHE

norupoBanus cM. 1. 3.8.1.1.

Bomwmmomrme

WcTouHmMK: ICepBep + CepTudmkaT LI

CepTudukaT: ICN=ZASTAVAdient (GOST R 34.10-2001) noanucad CN=CproCA2012 LI Detanu, ..

Cepeep(bi) NOAMTUK: | \110.111,10.187

YpoBeHb nora: |C06brrm

IKEv1 Pexxum: |OCH03H0|71 PEXIMM

Timeout | 10 (cex.)

WaeHtudmkaTtop IKE
Tun: IDN

Mtuul«_|_l1

3HayeHue: IC=RU,O=OAO ENBC NMOC,0U=0Taen paspaboTtku NO,CN=ZASTAVAdlient

[oToBO I OTMEHUTD I

Pucynok 13 - JIo6aBiieHne mapaMeTpoB MOJUTHKH it iporpy3ku JITIB B okHe «ONiuu MOTUTHK

— B cexmun «Maenatuduxarop IKE» BoiOpate TN wuueHTHdUKaTOpa AN TPOTPY3KU
MOJINTUKH, KOTOPBIN AOJKEH ObITh coryacoBaH ¢ LIVII.

— BriOpate co3maHHY0 MOJIMTHKY M HaXaTh KHONKY  «AKTHBHPOBaTh»  Ha
Uncempymenmanvrou nanenu.

— Aeenm HauMHAEeT MHUIMHPOBATH CO3JaHME 3AIIMIICHHOTO COEJUHEHHUS C CEpBEPOM
LVYII. B mnpomecce co3maHusi COEIWHEHUS TIPH OOpalleHWd K TMEPCOHATHBHOMY
ceprudukary Oyner 3anpoineH naposb (PIN-kon TokeHa) XpaHWIHIA TEPCOHATBHOTO

ceptudukara (cM. Pucynok 14).

[Ipu mepBoM oOpaleHnu A7 JOCTyNMa K XPaHWIUILY KOHTEHepa BBIAAeTCS OKHO BBOJA
napoiist (PIN-xkoma) ¢ diaarom «coxpaHuTh mapoib AJs JATBHEWIINX coenuHeHui». Eciu He
YCTaHOBUTH (pyiar, TO BBEIEHHBIM MM Mapoyib OyAeT COXpaHeH, U He OyJeT 3ampaliuBaThbCs
NpYA YCTAaHOBJICHUHM TOCJIEIYIONNX COEAWHEHWA /O TMepe3amycka CIyk0bl vpndmn.exe
Aeenma. Ecnn ycTaHOBUTH (piar, TO mapoib OOJbIIe 3apalIuBaThCs He Oy ieT.
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& BeepuTe naponb x|

TokeH: ETOKEM_Java_0040712F,CC000027: 00407 12F

Hapnnb:l

[” CoxpanMTe Napons AnA Gy AYILHE COEAHHEHHE

CoToED OTMEHHTE |

Pucynoxk 14 — BBox nmapoJisi TOK€HA MpU CO3JaHUH 3aLTUIIICHHOTO COSIUHEHUS

— Bgectu Tpebyemsrii maposs (PIN-kox TokeHa).

— Ilocne ycranoBieHus coequHeHUs] B ”HGOPMAIMOHHOMN cTpoke [lanenu uncmpymenmos

nosiBUTCs uHpopmarus o nporpyske noautuku u3 LIYII (cm. Pucynoxk 15).

' — ®
ZASTAVA Client - Manens ynpasnerus (Monesosarens: AaMuHUCTpaTop) @Elg

_—
& B o = oo X
Bkn/Boikn | XKypHan Monutop CepTudmkatol MommuTika TokeHol [MnarwHbl  Hactpoitku  Momowbs  Beixoa

Tekywas nonMTuKa:
Type: MonuTHKa nonb3osaTens
WcTounmk: Cepeep: 87.245.150.143
Hassanue: SG_Solaris
AkTuBMpoBaHa: Tue Jul 12 15:12:10 2011

Pucynok 15 — Texyuwmii craryc JIIIb 34CTABA-Knuenm (uctounuk JIIIb u nata ee akTuBanun)
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3. PABOTA B lPA®UYECKOM MHTEP®EUCE 3ACTABA-
KNMMEHT

3.1. [llaHenb ynpaesneHus

Ilanenv ynpaenenuss CONEPXKUT KHOIMKH, TPU TIOMOIIM KOTOPBIX MOXHO BBIIIOJIHUTD
HEOOXOUMYIO OIEpAIUIO WJIM OTKPBITH JOnoHUTeNbHOe OKHO. [locne 3amycka 34CTABA-Knuenm,
Ha [lanenu ynpaenenuss oroOpaxarorcs KHomku: «Bxi/Beikny, <« Kypaany, «MoHUTODY,

«Ceprudukare, «[lonutukay, «TokeHb», «[Inaruney, «Hactpoiikuy, «[Tomoms» u «Bexomy.

B vmxuelt yactu [lanenu ynpaenenus Haxomutcs mosie (cM. Pucynok 16), otoOpaxaromiee
tekymyto JIIIb 34CTABA-Knuenm (tun aktusupoBanHoi JIIIB, ucrounuk JIIIB, nata u Bpems ce

aKTHBAIUN).

#. ZASTAVA Client - Nanens ynpasnenns (onbsosartens: mo[:)": = | [=] |_>$|

w2 H M = <0 g [ X

Bkn/Beikn )Kypﬂan MonuTop CepTudmkaTel [lMonuTuka TokeHbl [MnarmHbl HacTpoitkiu  MMoMows  Beixoa

Tekywana nonMTmKa:
Tun: CucTeMHaa NoNMTHUKa
WcTounuk: Cepeep: 10.111.6.156
Hazsanue: Clientl
AxTuBMpoBaHa: Thu Jul 04 17:17:14 2013

Pucynok 16 — Ilanens ynpasnenusi mocie BXo/1a B CUCTEMY
3.1.1. MNepe3sarpy3ka JIMNb

IIpu mepexone B cocTosiHMe «BBIKI» yHaisioTcs BCE€ CO3JaHHbIE Acenmom 3allUIleHHbIE
coenuneHust (SA) u mporpyxkaercs cucTeMHas nonutuka mbo DDP, HactpamBaemas B OKHe

«YTIpaBieHHe MOTUTHKaMI (CM. Topasaen 3.5) eciii OTCYTCTBYET CHCTEMHas! ITOJUTHKA.

IIpu nepexone B cocrosinue «Bkin» B Aeenme nporpyxaercs Mojb30BaTeabcKas MOJIUTHKA.

3.1.2. NMpocmoTp cobbITUN

Bb1 Mmoxkere npocmarpuBath (aiin perucrpauuu coobituit 34 CTABA-Knuenm nipu moMoIu
kHonku «KypHan» Ha [lanenu ynpaenenus. 1lpn Ha)kaTUM 3TOM KHOIIKM MOSIBUTCS OKHO <«OKypHam»,

oToOpaxaroriee HHHOPMAIIUIO O CHCTEMHBIX COOBITHSX.

3.1.3. MoHuTOp
OkHO «MOHHTOP», MOCTYITHOE Ha)XaTHEM Ha KHOMKY «MOHHTOP», MPEIoCTaBISIET 0030p

AKTUBHBIX B HACTOAIICC BPEMS 3allIUIIICHHBIX COG}II/IHGHHfI, YCTAaHOBJICHHBIX C JaHHBIM KOMIIBIOTCPOM.
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Kpome TOro, okHo «MOHHUTOpP» MO3BOJISIET MPOBECTH (GUIBTPALUIO 3AIUUIEHHBIX COECTUHEHHI,
MPOCMOTPETh CTATUCTHKY IO MaKeTaM, CIMCOK BbIICICHHBIX axpecoB ike-cfg, a taxke mapameTpsl

LIUI030B MPUKJIAAHOIO YPOBHS.

3.1.4. CepTtucukaTtbl N KNoum

Ceprudukarsl (Brimouas ceprudukarsl YII), mpeaBapUTENbHO pacHpeIelCHHBIC KITIOYH
(pre-shared)?. COC perucrpupyrorcst B 34CTABA-Kuuenm depes oxno «Cepruukarst u Kiroumy.
BeizoBute 310 OKHO, BbIOpaB «Ceprudukare» Ha [laneiu ynpaenenus. OxHO «CepTHHKATH H

Kittoum» mokaspIBaeT KpaTkuii 0030p cepTuHUKATOB.

3.1.5. PaboTta c nonuTnkKon

JIIIb sBnsieTcss TEKCTOBBIM (haiiioM, ONMKMCHIBAIOIIUM IPABHJIA, KOTOPBIC OMPEICIAIOT, KaK
B3alMO/JICHCTBYIOT OOBEKTHI B 3alUILIEHHON cpene. s HacTpolku mapaMeTpoB HEOOXOAUMO HaXaTh
kHonky «llomutukay wa [lanenu ynpaenenus. Oxuo «llonmutvka» mnpegHA3HAYEHO IS
penaktupoBanus cnucka JIIIb u ycranoBku onuwmit JIIIB. [Ins coxpanenus namenenusix onuuid JII1b
TpeOyeTcst BBeleHUE Mapois aAMHUHHCTpaTopa. Jljis akTUBalMK BHIOPAHHOW M3 CIMCKA IMOJHUTUKH

BBEJICHHE TIAPOJIS aIMUHHICTPATOPA HE TPEOyeTCs.

3.1.6. PaboTa c ToKeHaMm

3ACTABA-Knuenm mo3BosisieT BaM HCHOib30BaTh TOKEHBI KaK Cpeay TPaHCHOPTHPOBKU
BaXHOW uHGpOpManuu (XpaHEHHWE U TIOUCK Maposiei, cepTU(UKATOB, 3aKPBITBIX Kitouei). Jlis
HAacCTpOWKM MapamMeTpoB HEOOXOOUMO HaxaTb KHONKY «TokeHbl» Ha [lanenu ynpaenenus. OKHO
«ToKeHb» NpeHa3HAYCHO AJIS PEAAKTHPOBAHUS CIIMCKA TOKEHOB M BBINOJIHEHUS pAJa JTOCTYIHBIX

JENUCTBUIA: 3aTPy3KH, BX0J1a, CMEHBI MApOJisi, MHUIIUATU3AIMN U OOHOBJICHHUS TOKECHOB.

3.1.7. PaboTta c nnaruHamMmm

HpI/I noMomu ™MOAyJsd KPUITOIUIArMHOB MOXHO PCruCTpuUpOBaATb HU  AKTUBUPOBATH
KpI/IHTO6I/I6J'H/IOTeKI/I, a TAaKXKC YIMpPaBJIATH OTACIBHBIMH KPUIITOAJITOPUTMAaMU, BXOOAIIUMHU B COCTaB

OUOIIMOTEK.

Pabora ¢ MOAYJIEM KPUIITOIIJIATKMHOB MOKCT IMPOU3BOAUTHCA, 0o u3 KOMaHIHOM CTPOKH,
0o Ipu 1nmomMomun rpa(bnqecxoro HHTCp(I)CfIC& okHa «llmarusHel», OJISI 3TOTO HCO6XOI(I/IMO HaXXaTb

kHonKy «IInarune» Ha [lanenu ynpaenenus, nuO0 U3 KOMaHIHOM CTPOKH - CM. pa3fen 5.

? [IpeABapHTEIHHO PACTIPEICICHHbIE KII0UN MoepkuBaciotcs B 34 CTABA-Oguc npn sammann Tokena PKCS #11
KOTOpPBIH 00a1a1aeT BO3MOKHOCTBIO XPAHHUTh TIPEIBAPUTEILHO paclipe/ieJIeHHbIE KIF0UN
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3.1.8. Hactponkn 3ACTABA-KnueHm

[Tonmp30BaTeny WMEIOT JOCTYN K CpeAcTBaM KoHQurypupoBanus HacTpoek 3ACTABA-

Knuenm. JIns sToro Heo6xoaumo HaxkaTh KHONKY «Hactpoiiku» Ha Ilanenu ynpasnenus.

3.1.9. NMomouwb

BriOpate «Ilomomiby», 4T00bI 0TOOPA3MIOCh MEHIO, C MOMOIIBI0O KOTOPOTO MOKHO BBI3BAThH

cnpaBounyto cucremy 34 CTABA-Knuenm, a TaxKe MOTYyYUTh HHPOPMAIIHIO O IIPOTrpamMMe.

3.1.9.1. Uudopmauusa o nporpamme
Jiis monmydeHuss uHGOpPMAIMKA O MPOrpaMMme HEOOXOAUMO HaxaTh KHOMKY «llomomie» Ha

Ianenu ynpasnenus v B BblliagaronieM MeHto BoiOpaTh NyHKT «O ZASTAVA Client...».

3.1.9.2. CnpaBo4Hasa cuctema 3ACTABA-KnueHm

WNHTepakTuBHAs ClIpaBOYHAsi CHCTEMa MOXET HCIIONb30BaThCS IS MOJY4YEHHUs OTBETOB Ha
Bonpocel 1o pabore 34ACTABA-Knuenm. Ecnu Bbl ucnbIThIBaeTe TPYAHOCTH C CO3JAaHHUEM WM
penakTupoBaHUEeM OOBEKTOB WM Yy Bac ecTb BONpOCHI OTHOCHUTENBHO MapaMeTpoB, Bel Moxere
BOCIIOJIb30BaThCS CIPABOYHOM cucTeMoil. [IJig BbI30Ba cHUCTEMBI HAJl0 HaXKaTh KHOMKY «lloMomiby» Ha
Ilanenu ympaeénenus W B BBINIAJAIONIEM MEHIO BbIOpaTh NYHKT «lloMoOIIb», OTKpOETCS OKHO

«[Tomorby, moapoOHee cM. moapasmen 3.9.

3.1.10. 3akpbiTne

Haxxatue xkHomku «Bbixomy 3akpsiBaeT ToJbko rpaduueckuiit unrepdeiic 34 CTABA-Knuenm.
[Tpunoxenue u 34 CTABA-Knuenm OynyT npoaomkarh paboTaTh.

3.1.11. Crpoka ctatyca JIlNb

B nwxkneit yactu Ilanenu ynpasnenus Haxoautcst cTpoka (cM. Pucynok 16), otroOpaskarorast
texkymuii cratyc JIIIb 34CTABA-Kiuenm (ucrounuk JII[Ib u nata u Bpems ee akTHUBAIlUU, Ha3BaHUE

KOH(HTYpaIHH).

3.1.12. Beop naponsi TOKeHa

Korga Aeenm nauvHaeT MHULIUMUPOBATH CO3[aHUE 3AIIUIIEHHOTO COEIMHEHHS C CEPBEPOM
LVYII. B mporecce co3manusi COENMHEHHUS TPU OOpaIIeHUH K MEPCOHATBHOMY cepTHu(UKaATy OyAeT

3anpomieH napoib (PIN-koj TokeHa) XpaHWIIUIIA TepcoHanbHOro ceprudukara (cM. Pucynok 17).

Taxke maponp 3ampalMBaeTcsl IpU JIFOOOM OOpallleHMH K MEepCOHAIBHOMY CepTHU(HUKATY,

HarpumMmep, Ipu UMIIOpPTe NMEPCOHATBHOT0 cepTudukara, ynainenuu ero uz 34CTABA-Knuenm u T.1.



& BeeawTe naponb

TokeH: ETOKEN_JAWA_0040712F\CCO0M0027: 004071 2F
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B

Maponk: I

[ CoxpanmTe napons ANA By AYILHE COSAMHEHHH

[oToED

OTHEHHTE

Pucynok 17 — BBoa mapoJis TOK€Ha MpU CO3JaHUU 3aIUIIEHHOTO COSIMHEHUS

VY nocroBeputbes B ToM, uTo y Bac 3anymen / paguueckuii unmepgheiic 3ACTABA-Knuenm,
B MPOTUBHOM CITy4ae OKHO C 3allpOCOM Ha BBOJI IMApOJisi TOKEHA HE MOSABUTCS U 3alUIIEHHOE
coequnenue ¢ cepepoM LIYII ne cozmacres.

3.2. OkHO «XXypHan»

Bbr Mmoxere npocmarpuBath ¢aitn peructpammu codbituii 34 CTABA-Knuenm nipu moMouiu
kaonku «KypHan» Ha [lanenu ynpasnenus. Ilpu HaxaThuu 3TOM KHOMKHU MOSBHUTCS OKHO <«OKypHam»,
oTobpaxkaroriee MHGOPMALUIO O CHCTEMHBIX COOBITHSAX (cM. Pucynok 18). YpoBenb aeramusanuu
ycTaHaBiauBaercsa B 3akiajuke «KypHam» oxkHa «lIpoune HacTpolKkW» B MOJSX «YPOBEHb JIOra AJIs
VYpogus [Ipunoxenus u Yposus SAnpa (3anpemien, Coobitus, Jletanbupiii 1 OTIaq049HbIN), @ TAKKE BO

BKIi1agke «O0paboTka» okHa «[lapameTpsl noray, noapobHee cMm. B 1. 3.2.2.2.

ESJ ZASTAVA Client - Hypnan (Tewymuii) [ C:\Program Files\ELVIS+\ZASTAVA ClientMogibin_... (= |[B][X]

daiin  DULTPBI

¥ ©

OTKpBITE  TEkyWMA  OUABTP MO ceccu  [loKasaTe BCE  OyucTMTe  HacTpoiikv  Momowe

MoMowes

) 4

Cepeuc

>< ‘—%] Koanpoeka: M

HoBbii duneTp: V Creayrowmi | MNpeablayiwmi Mepsbii Mocnearii [] Pervctp 6yke | BKAHYMTE dHATD
Aata v Bpema Ceccna ¥poeeH Mctounm CooblieHve N
o T O P Tas S Y A G DI T TH GV R OO B | 1T OB G M AV A GHTON /A SN SIS SPa QT
2011.09.06 13:35:10 9ESEB16FBDD0259A... MOTICE IKE Exchange completed {Transaction, Initiator): Goal: CheckjU...
2011.09.06 13:35:20 9ESB16FBDDO259A... NOTICE IKE Exchange started (Transaction, Initiator): Goal: CheckfUpda...
2011.09.06 13:35:20 9EBB16FBDDO259A... MOTICE IKE Exchange completed {Transaction, Initiator): Goal: CheckjU...
2011.09.06 13:35:30 9ESB16FBDDO259A... E Exchange started (Transaction, Initiator): Goal: CheckfUpda...
2011.09.06 13:35:30 9ESB16FBDDOZS9A... MU E Exchange completed {Transaction, Initiator): Goal: Check/U...
2011,09.06 13:35:40 9EBB16FBDDO259A... MOTICE IKE Exchange started (Transaction, Initiator): Goal: CheckflUpda...
2011.09.06 13:35:40 9EBB16FBDD0259A... MOTICE IKE Exchange completed {Transaction, Initiator): Goal: CheckjU...
2011.09.06 13:35:50 9ESB16FEDDO259A... NOTICE IKE Exchange started {Transaction, Initiator): Goal: Check/Upda...
2011.09.06 13:35:50 9ESB16FBDDO259A... MOTICE IKE Exchange completed (Transaction, Initiator): Goal: CheckjU...
2011.09.06 13:36:00 9ESB16FBDDO2594... NOTICE IKE Exchange started (Transaction, Initiator): Goal: CheckfUpda...
2011.09.06 13:36:00 9ESB16FBDD0259A... NOTICE IKE Exchange completed (Transaction, Initiator): Goal: CheckfU...
2011.09.06 13:36:10 9EBB16FBDDO259A... MOTICE IKE Exchange started (Transaction, Initistor): Goal: CheckfUpda...
2011.09.06 13:36:10 9EBB16FBDD0259A... MOTICE IKE Exchange completed {Transaction, Initiator): Goal: CheckfU...
2011,09,06 13:36:20 9ESB16FBDD0259A... MOTICE IKE Exchange started (Transaction, Initiator): Goal: CheckfUpda...
|2011/09:06°13:36:20_“OEEBIGREDDOZA0A:. NOTICECIKE: _:Exchangeomploted (Transactiof; Ihtlaton): Goal: chedd.... [}

Exchange completed (Transaction, Initiator):
Check{Update LSP
§7.245.150.143:500
9ESB16FBDD0259A6:022C779E7F22DESS
628C4672

Goal:
Peer Address:
IKE 5PIs:

Message-1D:

Pucynox 18 - OxHO ¢ 3aperucTpupoBaHHBIMU COOBITUSAMU
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1) Bbl MOXeTe KONMpPOBaTh TEKCT M3 HHMKHEH 4acTH Moy OKHa «OKypHamy perucrpaunu B
Bydpep Oomena (Clipboard), Bbimensis ero mpu TOMOIIM MBI M HAXHMas KIaBHIIH
<Ctrl>+<C>. Tlpu He0OXOAUMOCTH, MOXHO IOCIATh 3Ty MH()OPMAIUIO aJIMUHUCTPATOPY
0€30MaCHOCTH IS aHaJIN3a BOSHUKIINX TpobieM ¢ 34 CTABA-Kiuenm.

3.2.1. CtpyKtypa okHa «XKypHan»

3.2.1.1. Ctpoka MEHHI0

okHa «XKypHana»

Ctpoka MEHIO COAEpKUT cieayronme MeH: «Daitny, «Punbtpy, «CepBuc», «llomoiby.

Koman el MeHIO mipejicTaBiieHbl B Tabnuiie (cM. Tabmuia 1).

Tabnuma 1 - Komanasl meHto okHa «KypHan»

Komannga

XapakTepucruka

daiia

OTKpBITh

OTkpbIBaeT J000H KypHan coObITUI U3 (HaliI0BOI CHCTEMBI.

OTKpBITH TEKYILUN
KypHa

[IpocmoTp TekyIIero KypHaaa COOBITHIA.

OTKpBITH HOBBIN KypHAI

OTkpbIBaeT erie 0H0 OKHO «XKypHaimy.

OuiabTp

@uIbTp 1O CECCUU

Beigensier B )xypHasie jiora Bce CoObITHS 110 BRIOpaHHOM ceccuu (Cookie
Initiator; cookie Responder).

@uibTp MO MOJHON
CECCHH

BLII[eJ'ISIeT B JKYpHaJIC Jiora BCC COOBITHS 110 ITOJTHOH BLIGpaHHOﬁ ceCCun
(cookie Initiator; cookie Responder; Massager ID).

OuibTp MO0 YPOBHIO

Brigenser B xxypHane jora Bce coObiTus 1o ux 3Hauumoctu (INFO,
WARNING, ERROR).

OUIbTP MO UCTOUHUKY

Beizensier B xypHaiie Jora Bce cOObITHS OTHOCUTENIBHO ITPOrPaMMHOI0
MOJ1yJIsl, B KOTOPOM IPOU301LI0 cOObITHE (T10J1€ «VICTOUHUKY).

Tloka3ath Bce

OTtmensieT mapameTpsl GUIBTPAIIMK U TIO3BIBAET BECh JKYpPHAT
CUCTEMHBIX COOBITHH.

Cepsuc
Konuposats B 6ydep Konupyer BbIIeNIeHHYIO CTPOKY 110 BEIOpAaHHOMY IapaMeTpy KypHaja
oOMeHa coObITHiI B Oydep oOMeHa.

Konmposats B nosie
¢bunbpTpa

Konupyet BbIIeNIEHHYIO CTPOKY 110 BEIOpaHHOMY IapaMeTpy >KypHaia
coObITH B moJie «DUILTP».
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Komanna XapakTepucTHKA
Ouunctuth Ouwniraer Tekymee coaepKuMoro okHa «XKypHam» u daitna
pETUCTpAIH CUCTEMHBIX COOBITHH.
Hacrtpotiku OtkpsiBaeT okHO «IlapameTpsl 0Tay 171 HACTPOUKH CUCTEMBI
JIOTUPOBAHUS U MIPE/ICTABJICHUS CUCTEMHBIX COOBITUH.
ITomome

CrpaBka 110 )XypHairy

OtkpeiBaer pazgen «CrpaBKuy», MOSCHSIONMN paboOTy C KypHaJIOM
pEerucTpalnuy CUCTEMHBIX COOBITHI.

ITomonis

BrizoB o6mieit CripaBounoii cuctembl 34 CTABA-Knuenm

3.2.1.2.

UHcTpymMeHTanb

HaA naHenb okHa «XXypHana»

Ilanenv uncmpymenmos okHa «KypHam» cCOAepKUT CIASAYIOUINE KHOTKH:

- OTKpLITB - OTKpbITE ,

— OTKpHITH TEKYIIUH KypHAJT - TSy

) {

— @OunabTp MO ceccuu - PHNLTR NO Ceccik

— Tlokazath Bce - Mokazate Bee

X

— OYUCTUTD - OYHCTHTD ’

— Hacrpoiiku - HacTpobikn

2

I HOMOHII) - nOMOUJ.b_

DyHKIMK 3THX KHOIIOK COOTBETCTBYIOT MMyHKTaM MeHio (cM. 1. 3.2.1.1).

3.2.1.3.

KoHTeKkcTHOe

MeHI OKHa «XKypHan»

B oxne «KypHan» cyiiecTByeT KOHTEKCTHOE MeHIo ¢ komanaamu (cm. Tabnuma 2).

Tabnuna 2 - KomaH1pl KOHTEKCTHOrO0 MEHI0 OKHa «OKypHam»

Komanna

XapakrepucTHKa

OuibTp M0 CECCUU

Beigensier B s)xypHase jiora Bce COObITHS 110 BEIOpaHHOH ceccun (Cookie
Initiator; cookie Responder).

DuIbTP 1O NOJHON

Brigensier B )kypHae jiora Bce COOBITHSI 110 MOJTHON BEIOPAaHHON CECCHU
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Komanna

XapakTepucTHKA

ceCCun

(cookie Initiator; cookie Responder; Massager ID).

@uIbTp 1O YPOBHIO

Brizenser B sxypHaiie jiora Bce coObiTus 1o ux 3HaunmMoctu (INFO,
WARNING, ERROR).

@uiIbTp 110 UCTOUYHUKY

Brigensier B )kypHale Jiora Bce COOBITHSI OTHOCUTEIBHO IPOrPaMMHOTO
MOJYJIsL, B KOTOPOM MPOoU301LI0 coObITHE (T1I071e «VICTOUHUKY).

Komuposats B 6ydep
oOMeHa

KomupyeT BBIIEICHHYIO CTPOKY 110 BEIOPAHHOMY ITapaMeTpy >KypHaia
coObITHH B Oyep oOmeHa.

Komnmposats B nosne
¢unbTpa

Komupyer BbIICIEHHYIO CTPOKY 110 BEIOPAaHHOMY IapaMeTpy )KypHaa
coObITHI B TTOJIE «DUTBTP.

3.2.1.3.1. ®dunbTpauma cobbITUM NO NapamMeTpam

HpI/I IIOMOIINKM KOHTCKCTHOI'O MCHIO OKHa «)KypHan» MOXXHO OTO6pa)KaTB CIIMCOK CO6BITPII>1, B

Ha3BaHUM KOTOPBIX €CTh OMpeAeTICHHAs MOJACTPOKa, moaApodOHee cM. 1. 3.2.5.

3.2.1.3.2. KonupoBaHue cobbiTUi B OKHe «XKypHan»

HpI/I IIOMOIIIKM KOHTCKCTHOIO MCHIO OKHa (()KypHaJ'I» MOXXHO KOIIMPOBATb CO6I>ITI/I$I,

O0TOOpaXCHHBIE B )KypHAJIE B CTPOKY «DMIBTP», a Takxke B Oydep oOMeHa, moapoOHOE OMUCAHUE CM. B

. 3.2.4.

3.2.2. HacTpouka napameTpoB normpoBaHus

C momorpio mapameTpoB MeHI0 «CepBuc» okHa «JKypHal» MOKHO MPOU3BECTH CIEYIOIINE

HaCTPOMKH:

— Hacrpolika cucTemsl JOrUpOBaHUs, U 3TOTO U3 BBINAJAIOUIETO CIIMCKA MEHIO «CepBUCH

BbIOpaTh mapamerp «Hactpoiiku», Bo Bkiagke «OO0pabotka» okHa «llapamerpsl jora»

IMPOU3BCCTU HaCTPOﬁKH napamMeTpoOB JIOTUPOBAHU.

— Hacrpolika nmapameTpoB mnpejcTaBlIeHUsl JOTMPOBAHUS CUCTEMHBIX COOBITHUH. {15 3TOTO

HeO6XOI[I/IMO M3 BbINIAAAOOICro CIIMCKa MCHIO «CepBI/IC» BLI6paTL ((HaCTpOﬁKH)>, Jajiec BO

BKJIaJIKE ((OTOGpa)KCHI/IC» OKHa «HapaMCTpBI Jiora» mMpOu3BCCTH HaCTpOﬁKH napameTpoB

MMPEaACTAaBJICHHUA JIOTUPOBAHUA.

Peructpanust coObiTuii mo3BoJIsieT Bam COXpaHATh XPOHOJOTHIO CHCTEMHBIX COOBITHH,

npoucxoasmux B 3ACTABA-Knuenm.

3.2.2.1.

HacTtpounku

napamMeTpoB npeacTaBrieHUs

I[J'ISI 0003HAYCHHS CUCTEMHBIX COOBITHI I10 YMOJTYaHUTO HPHUHATHI CIICAYIOIINC (bOpMaTBII
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— Kpacusiit — ERROR, cunnit — Warning;

— Coo01eHus BbIAIOTCS CTPOKOH, pa30MTON Ha KOJIOHKH.

[TapameTpsl mpencTaBieHUs] JOTMPOBAHUS CHUCTEMHBIX COOBITHH MOTYT OBITH HACTPOSHBI

WHJIUBUYAJIbHO, I 3TOr0 HAJ0:

— BriOpatp u3 menio «CepBucy» napametp «HacTpoitkuy.

— B otkpeiBmiemcs okHe «IlapameTpsl 10ra» OTKPBITH BKIAAKY «OTOOpaXKEHHEY.

— H3MeHHUTHh HY)KHBIC HapaMETPbl OTOOPaXKCHHS CHCTEMHBIX COOBITHH (cM. Pucynok 19)
(uBet Tekcra, pazMep Tabynsauuu u T.4.). Haxats kHOTIKY «I"0TOBOY.

ObpaboTka Otobpaxenue |
™ Pucosats ceTky
™ ®oH c yepenosaHuem

rV. MokasbiBaTh cooblueHue npu HEYAa4HOM NOUCKE

Pazmep Tabynawm, NMKCENoB: IZO E:

Wprdren v LseTa
Vposews LUserTexcra  UseTdora  Lput
INO  Mpesca.. | Tpaska.. | mpasxa.. |  cépoc |
WARN  Tpas<a... | Mpaska.. | mpaska.. | cepoc |
ERROR Mpaeka... l Mpaeka... | Mpaska... | Chpoc |
NOTICE  Mpaska... I Mpaska... I Mpaska... | Chpoc I
SEARCH Mpaska... l Mpaska... | Mpaska... | CBpoc I
Mpasxa... | Mpaska... | CBpoc |
TEXT... Mpasca... |  Cépoc |

[oToBO I OTMEHUTD |

Pucynok 19 — Hactpoiika mapamMeTpoB IpeICTaBICHHS KypHAIA JOTUPOBAHUS CUCTEMHBIX COOBITHI

Cuctemnbie coObITHS B TaOmuUIe OKHA «OKypHam» pa3OUTHI MO CIAEAYIOMIUM ITapaMeTpam:

— [ara u Bpems — BpeMms peructpauuu coObITHS.

— Ceccust — IIECTHAAIIATEPUYHOE BBIpaXKEHUE, COCTaBiieHHOe u3: COOoKie Initiator; cookie
Responder; Massager ID. Tlpuuem ir000¢ H3 JBYX MEPBBIX BBIPAKECHUH CIYKUT
uaentudpukaropom IKE-ceccun.

— VYposens - 3HaunMocth coobiTHst (INFO, WARNING, ERROR).

— MHcrounuk — nporpaMMHBIA MOJyJIb, B KOTOPOM ITPOU30LLIO COOBITHE.
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— Coo01enue — TeKCTOBOE MPEICTABICHUE TPOU3OIIEANIET0 CUCTEMHOTO COOBITHSI.

3.2.2.2. HacTtpoiku
napamMmeTpoB CUCTEeMbl NOrMpoBaHUs

Hactpoliky Ha3BaHus apXUBHBIX (pailJIoB JOra, MX KOJMYECTBO, MAKCUMAIIbHBIA pa3Mep Jor-

¢daiina u Hactpoiikm Syslog MoxHO mnpousBecTd B okHe <« KypHam». HacTpoutb mnapamerpbl

JIOTUPOBaHMsl MOKHO, Ha)KaB KHONKY HaCTROMKM ya [Tncmpymenmanvroti nanenu M BHIOPATh 3aKJIAAKY

«O0pabotka» (cM. Pucynok 20), mmubo mpoiias no cceuike «CepBucy-> «HacTtpoliku» B OKHE

«[TapameTpsl noray 3axnanka «O6padboTka.

OfpaboTka l OTobpaxenne |

—Application level

YpoBeHb nora: ICOGbITVIﬂ vl

™ Force verbose mode

—Kernel level

VYpoBeHb nora: |C06bmm vl

I Force verbose mode

A3bIK nora: IKaK A3bIK MHTEpdelica l]

- V¥ Becty sanuce & daitn

Makc pazmep daina (KB): I 10240 3: Y1Cno pesepsHbIX KOnit: l 5 5:

- 3amucoiBaTh B GMCTEMHBIN XypHan (Syslog)

Anpec cepeepa Syslog: | 127.0.0.1 MpoToKkon |udp vl
Koavpoeka: |UTF-8 ¥ I

Fadlity: |0

[oToBO OTMEHUTD

Pucynok 20 — OkHO HAacTpOIKH MapaMeTpoOB CUCTEMBbI JIOTHPOBAHUS
Hactpoiiku cucremsl JorupoBaHuss xpanarcs B cekuun LOG_MODULE_ID (aiina

localsettings.ini, kotopsrii pacmonaraetcs B ocHoBHOM aupekropun 34CTABA-Kuuenm.

Jlis Gosee AETaTBLHOTO ONMHMCAHHS HACTPOHKH MapaMeTpOB CHCTEMBI JIOTHPOBAHUS HAJO
obparutbes k 1. 3.8.1.

HexoTtopsie mapamerpsl ypoBHEW peructpanuu xpassrcs takxke B JIIIB, co3zmannon s
3ACTABA-Knuenm
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3.2.3. ®aun peructpaumm CUCTEMHbIX COObITUN

Copnepxxumoe okHa «KypHam» XxpaHutcd B Qaiine bin log.txt.

Brl Mokere nmpocmaTtpuBath apyrue (aitiel peructpanuu coobituii 34 CTABA-Knuenm npu

MOMOIIHN KHOTIKH «OTKpBITE» Ha HHcmpymenmanvhol naneau okHa «KypHamy.

BbI MOXeTe mpocMOTpeTh TEeKYIIMH XKypHall COOBITUH, BBIOpaB n3 MeHIO «®Dailn» KoMaHIy

«OTKpBITh TEKYIIUH KypHAI».

[Tpu mpocMoTpe TEKYIIETO KypHalia COOBITHI KHONKA «Tekymuiiy Ha MHcmpymenmanvrot
nauenu OkHa «OKypHaiD) HE aKkTHBHA

Jost xaxmoit rpymnmbl cucteMHbix coObituil ([[IOJIMTUKA], [CEPTUOUKATBI] u T1.1.)
Oyzner mnokazaHa wuHpopmanus o0 ypoBHEe JeTanu3anuu. Eciau HeHTpalu30BaHHOE YyIpaBJIEHUE
ypoBHeM jora B LIYII orkmoueno (3Hauenue DEFAULT), To 3T0 o03Hauyaer, 4T0 YypOBEHb
JeTaIu3aluy JUIsl COOTBETCTBYIOLIEH Tpymnmbl coObiTHil orcyrcTByeT B JIIIB. B aTom ciiydae OymayT

HCIIOJIB30BaHbl YCTAHOBKY U3 3aKknaaku «KypHam» okHa «lIpoune HacTpOMKn».

3.2.4. KonnpoBaHue cobbiTUi B OKHe «XKypHan»
Jlist KonmupoBaHUsS HHOOPMAIH HEOOXOAUMO:
1) Bbiienuth CTpOKy, HEOOXOAUMYIO JUIsl KOITMPOBAHHS, 10 TTApaMeTpy AeTaln3aliH.

2) Haxxatp mpaBoii KHOIKO# MBI HA JTAHHOW CTPOKE M BHIOpaTh HEOOXOIMMBII Mapamerp
KOIMPOBAHUS U3 MOSIBUBILIETOCS KOHTEKCTHOTO MEHIO WJIM BBIOpATh U3 MEHIO «DUIBTPHI»

HEOOXOIUMBIN TUI KOIMPOBAHMUSI.

B pesynpraTe BBIOOpa OJHOTO W3 BApUAHTOB KOIMUPOBAaHUS HaHHAas HHGopManus 1100

ckonupyertcs B 0ydep oOMeHa, 1100 ckonupyeTcs B noiie «PunbTp» okHa «KypHam».

3.2.5. dunbTpauma otobpaxaeMbiX COObLITUN

HpI/I IIOMOIIIHN ITOJIA «(I)I/IJ'IBTp» MOKHO OT06pa)KaTL CIIMCOK CO6BITI/II71, B HAa3BaHUH KOTOPBIX
€CThb OIpCACJICHHAs MMOACTPOKaA. PC3YJ'IBT3.TBI IMOUCKa MOACBCUYUBAOTCA HACTPOCHHBIM LIBETOM I10 MEPC
BBOJIa TekcTa. [Ipu HaxaThn KHONKU «BKII0OUUTH GUIBTP» 0TOOpakatoTCs TONbKO OT(HUIBTPOBAHHBIE
CTPOKH.

3.2.5.1. PunbTpauma no

ceccuu

CoObITHS B J0Ore 0T06pa>1<a10Tc;1 o BpCMCHU HUX NOCTYIUICHUA, YTO IIPHU OI(HOBpCMCHHOfI

pa60Te C HCCKOJIbKUMHU IMapTHEPAMHU 3aTPYAHACT OTCIICIKUBAHNEC CCCCUN C ONIPCACIICHHBIM ITAPTHCPOM.
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Onmueit «@UIBTP MO CECCUU» MOXKHO BBIICIIUTD B JKYPHAJIE JIOTA BCE COOBITHS 1O BRIOPAHHOM CECCHH.
Jlj1s 3TOT0 HAZO BBHIOPATH JIOO0YIO CTPOKY C TPeOyeMbIM HIECHTU(UKATOPOM CECCHH U HAXaTh KHOIMKY

«DUIIBTP TIO CECCUUM.

3.25.2. Ouuctka danna
permcrpaumm CUCTeMHbIX COObITUIN

Haxarp kHONKYy «OYHUCTUTBY» JUIsl OYMCTKU TEKYIIETro COJepKUMOro okHa <« Kypram» u
¢aiina perucTpald CUCTEMHBIX COOBITUNA. DTO coObITHE OyAeT 3aperucTpUpPOBAHO M pPa3MEUICHO B
Havaye (aitia peructpanu COOBITUH WM TOSBHUTCS BBEpXy cmucka B okHe «KypHam». «Crapsrii»

CIHMCOK 3aPETHCTPUPOBAHHBIX COOBITUI OyIeT meperuMeHOBaH B (aiisl ¢ JPyruM UMEHEM.

3.3. OkHO «MoHuTOpP»
OxHO «MOHI/ITOp», AOCTYIIHOC HaAXXATHEM Ha KHOIIKY «MOHI/ITOp», MpeaoCTaBJIACT 0630p

AKTUBHBIX B HACTOAIICC BPEMA 3allIlMIIICHHBIX COGI[I/IHCHI/If/'I, YCTAHOBJICHHBIX C JaHHBIM KOMIIBIOTCPOM.

Kpome Ttoro, oxHo «MoOHHUTOp» TO3BOJIAET MPOBECTU (PUIBTPALMIO 3AIIMIIEHHBIX
COEIMHEHUH, MPOCMOTPETh CTATUCTHKY IO MaKeTaM, CIMCOK BbIIEJIEHHBIX ajipecoB ike-cfg, a Takxke
IapaMeTpsl ILI030B MPUKIAAHOTO YpoBHA. OKHO CONEPKUT HECKOJIBKO BKJIAJOK, KaK IOKa3aHO Ha

pucyske (cMm. Pucynok 21).
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Do ver T

;J CraTucika i EMSA | E}WWMW E

Mapamerp

4 [Psec
Momyweno naxeros {Gair)
Mocnano nakeron (Gadir)
Pacwndposano nakeros

ﬂ 3awnpoBaHo NakeTos

Owmban 80 ExOARLMX NaKeTaxX
CumBam B WEXOIALME NAKETAX
CluinBen ayTeHTHHUKILMN BO EX...
OumBan Npu NOAIENEHNIN 3TAK ...

Orépoweno NakeToe (EXo0pALL. .
KonudecTeo wenonssosanmen: ox..

KonwyecTso Henonbsosantex B...
KonnwqecTes cosgannbix BoxagH. ..

KonuyecTeo Nakeroe - 3anpocoe...

KonWuecTeo NpOMAxXoE ANA 8X04...

Konwyecteo npomaxoe Ana Moxo...

4 TKEvl
IKE 5A cosgono (He cosaanc) mH...

OTEERrHYTO 3ANPOCOE HA COBARH...

IPzec 54 cozpaHo

MM oBmenoe ycneluHen: (Heycn...

AM ofimenos yonewmsix (Meycn..,

QM oSmence yenewrtx (Heyen...

IX cfimenos yonewnbix (Heycne,..

TX 0BMEHDE YENewWHbIx (Heycne..,
4 IKEw2

IKE SA cozgano (He cozgamnc) uH..

IKE S5A pozoBmoBnenc HHHLMUPC...
Mepenanpasnennii Npu cosgani,..

COOKIE 3anpowesio/oTocnano

CTEERrHYTO 3aNPOCOE HA CO3ARH...

O6noenexnnd knioved IKE SA un...
IPsec SA cosgano

O6rosnennii knouen [Psec 54 w...

Monbirer oBHoBNERIA KIOYER ...

BpemenHbi OTKA308 B OGHOBNEH. ..

INIT oBmeHoB yenelHes: (C oLk,

AUTH obmenos yonewms (c o..
CHILD ofisteron yenewun (€ o..

4 FitDB K3w

Memxa eanmgnocTn

AxTHENEN 3anHCER

Yagnennnx sanucei
AnNoyuMpoEaHHEX 3aNNCER
YARNEHHLIX 3ANWCER NOBTOPHD M.,
3anuced B AMHKAY NOETOPHO WC...

Knnnuaii

Momyueno He3aWMGPoBEaHHBLE N...
Mocnano esawmdposante na...

RESUME oBumenos yenewmen: (c ...

INFO ofmeros yenewnso (¢ ow...

Pazmep aw-Tabnuue (Gair ma..

3nauenne

256 937 (356 538 083)
153029 {9 585 474)
25062

17493

231875

135534

18
1453

0(0) /0 ©)

1]

a

0(0)/0 ()
00)/00)

0(0)/0 )

0(0)/0(0)

0@) /0

2/00)
0/0

0/0

0/0

]

0/0/0

1

0/0/0
0/0

0/0
2(00/0(0)
0(0)/0(0)
20/00)
0(0)/0(0)
113 (0) /0 {0}

18192 8 (5 440 048/825 568)
13

1446

o

Lade

11

0

n

.IKF_vl'. ini: 0, resp: 0 IKEv2:  init: 2, resp: 0 IPsec:  bundles: 1, ESP: 1, AH: 0, IPcomp: 0 FiDE:  alt: 4, main: 4, dynamic: 0

Pucynok 21 — OxHo «MoHUTOp», BKIaIKa «CTaTUCTHKA

3.3.1. Bknagka «CtaTuctuka»

Bo Brmagke «CraTucTUKay

(cMm. PucyHok 21) MOXHO TMOJYYHUTh CTATUCTHYECKYIO

MH(pOpPMAIIMIO 0 BCEM IMaKeTaM, MPOIISANIUX uYepe3 ApaiiBep Aeewma (Hampumep, MO MPOTOKOIY

IPsec) (cm. Tabmuma 3).

Tabmuia 3 - Onucanue mapameTpoB BKIAAKU «CTaTHCTUKA»

ITapamerp

Onucanue

IPsec

[TonyueHo maketoB (baiit)

KommaecTtBo MaKe€TOB, MOJYUYCHHOC C MOMCHTA 3aITyCKa Aeenma

[Tocnano makeToB (Oaiir)

KoauuecTBo MMaKeTOB, TOCJIAHHOC C MOMCHTA 3aIlyCKa Aeenma

O1mnOKHY BO BXOISIINX MaKeTax

KomnyecTBo 0IMOOK BO BXOISIINX MAKETaX

OmuOKu B HUCXOOAIIHNX ITaKE€Tax

KonnuecTBo 0mmoOOK B HCXOOAIHNX ITaKETax
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IMapameTp

Onucanune

Omnbku ayTeHTU(hUKAITUN BO
BXOJISAIINX TTAKETaX

KonnyecTBo ommO0K ayTeHTH(PUKAINY BO BXOISIINX aKeTax

[0)1117 () 471 IIpH ITIOAABJICHUHA aTaK
BOCITPOMU3BCACHUS BO BXOAAIUX
[IaKCTax

KonmuecTBo 0mmO0OK IIpu MMOAaBJICHHUU aTaK BOCHIPOU3BCACHU A
BO BXOIAIIMX IMTaAKETaxX

[lonmy4eHo He3aUIIPOBAHHbBIX
aKeTOB

KonnyecTBo mosryuyeHHbIX Aeenmom He3ammu(ppoBaHHBIX
[1aKETOB

[lociano HE3aIIMBPOBAHHLIX ITAKCTOB

KommuecTBo OTIIPABJICHHBIX HCSaH_II/I(bPOBaHHBIX ITaK€TOB

PacmmdpoBaHo makeToB

KomdecTBo makeToB, pacmupoOBaHHBIX Aeenmom

3amuppoBaHO MaKETOB

KomnuecTBo makeToB, 3anppoOBaHHbIX A2eHmom

OTOpOIIEHO MAKETOB
(BXOISAITUX/UCXOISAITUX )

KonnyecTBO OTOPOIICHHBIX TAKETOB MM (pparMeHTOB

KoJIn4ecTBO NCIIOJIb3yEeMbIX BXOIHBIX
¢dbparmMeHToB

KomuuecTBo IP-pparMeHTOB, NCITONB30BaHHBIX MPU
[peacceMOIMPOBAaHUN BXOAHOTO MTaKeTa

Kon1uecTBO UCIIONIb3yEeMBbIX
BBIXOJTHBIX (pparMeHTOB

KomuuecTBo IP-pparMeHTOB, NCITONB30BAHHBIX MPU
[peacceMOIMPOBAHNN BBIXOJHOTO TTaKeTa

KoJin4ecTBO CO3aHHBIX BBIXOIHBIX
¢dbparMeHToB

KomnuecTBo IP-pparMeHTOB, CO31aHHBIX TTPU parMeHTAIIIN
BBIXOHOTO TTaKeTa

KosimuecTBO makeToB — 3alpoCOB HA
noHmwxenne MTU

KomrdecTBo makeToB — 3ampocoB Ha moHmwxkenue MTU

KOJ'II/ILICCTBO HpOMaXOB JJI BXOOAIINUX
MaKeTOB MPHU MOUCKe (PUIBTPA B XOIII-
Ta0IuIe

KonmdyecTBO MpoMaxoB /sl BXOJISIINX ITAKETOB MPH MTOUCKE
(bunbTpa B Xo1I-TabIuIe

KosndyecTBO MpomMaxoB Juis
WCXOJIAIINX TTAKETOB TPH MTOMCKE
¢mibTpa B X31I-Tabauie

KonnyecTBO MpoMaxoB JjIsl UCXOSIIUX MAaKeTOB IPU TOUCKE
(buabTpa B X2UI-Ta0bNNIIE

IKEv1

IKE SA co3nano (He co3/1aHo)
WHUITUPOBAHHBIX/OTBEYEHHBIX

KoruecTBo co3/laHHBIX (HE CO3AaHHBIX ) MHUIIUMPOBAHHBIX/
orBedeHHBIX IKE SA B dhopmate X(X)/X(X)

OTBEprHyTO 3aMpOCOB HA CO3/IaHKE
IKE SA

KosiaecTBO OTBEpPrHYTHIX 3apocoB Ha co3mpanne |KE SA

IPsec SA co3gaHo

KonnuectBo co3nanHbix IPsec SA

MM 00MEHOB yCHeIHBIX

KosnuecTBo yenemnbix (HeycnenHpix) ooMeHoB MainMode
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IMapameTp

Onucanune

(HEeYCITeITHBIX )
WHUIIMAPOBAHO/OTBEUEHO

MHUIIMAPOBAaHO/0TBeUEHO B hopmare X(X)/X(X)

AM 00MEHOB yCIIEIIHBIX
(HEeyCIEeIIHBIX )
WHUIIMAPOBAHO/OTBEUCHO

KonnyecTBo ycnenHpix (HeycCrenHbix) oomenoB Aggressive
Mode unuurpoBano/otsedeHo B hopmate X(X)/X(X)

QM 00MeHOB ycIemnHbIX
(HEeYCITeITHBIX )
WHUIIMAPOBAHO/OTBEUEHO

KonuecTBo ycrnemnbix (HeycnenHpix) oomeHoB Quick Mode
MHUIIMAPOBAaHO/0TBeUEHO B hopmare X(X)/X(X)

IX 00MEHOB yCHENTHBIX (HEYCHEIIHbIX )
WHUIIMAPOBAHO/OTBEUEHO

KonmuecTBo yenemnsix (HeycnenHbix) oomeHos Informational
Exchange ununuuposano/oTBeueHo B opmare X(X)/X(X)

TX 0OMEHOB yCHELIHBIX
(HEeyCHeIIHbIX)
WHUIIMAPOBAHO/OTBEUCHO

KosnuecTBo ycremHbIX (HeycnenHpix) ooMeHoB Transaction
Exchange nannmnpoBano/0TBEYCHO MPUHSTHIX 3AIPOCOB HA
coznanue 1X B popmare X(X)/X(X)

IKEV2

IKE SA co3nano (He co3ano)
WHUIIMAPOBAHHBIX/OTBCUCHHBIX

KormaecTBo co3laHHBIX (HE CO3/IaHHBIX ) MHUITUHUPOBAHHBIX/
orBeueHHBIX |KE SA B hopmare X(X)/X(X)

IKE SA B0300HOBIJICHO
WHUITUIPOBAHHBIX/OTBCUCHHBIX

KonmuectBo Bo300HOBIEHHBIX |IKE SA
MHUITUUPOBAHHBIX/OTBCUCHHBIX

[lepenamnpasnenuii npu coznanuu IKE
SA nonryueHo/mocnano

KonnuectBo nepenanpasnenuit IKE SA nonyueno/mocnano

COOKIE 3anpomieHo/0TociaHo

KonnyecTBo 3anpouieHHbIx/oTpasieHHbIX TokeHoB COOKIE

OTBEpruyTO 3aIpoCOB HA CO3JaHUE
IKE SA

KosrdecTBo OTBEpPrHYTHIX 3ampocoB Ha co3manue |[KE SA

OOHoBeHU Kiroueii |IKE SA
WHULIMUPOBAHHBIX/OTBEUEHHBIX/
KOJIJIN3UN

KonnuectBo o6HOBNeHMI kimtouel IKE SA nHUIIMHPOBaHHBIX/
OTBEUCHHBIX/KOJUTN3HiT B hopmate X/X/X

IPsec SA co3maHo

KonuuectBo co3nanubix IPsec SA

OOHOBJIEHUN Ktoueit IPsec SA
WHUITUIPOBAHHBIX/OTBEUECHHBIX/
KOJUJTU3UNA

KommaectBo oOHOBNeHUH Kinroueid IPseC SA nHUIIMMPOBaHHBIX/
[OJTy4EHHBIX/KOJUTN3UH B hopmate X/X/X

[TommbITOK OOHOBIIEHUS KIIFOUEH
HecymiecTByromei IPsec SA maHHBIM
XOCTOM/TIApTHEPOM

KonnyecTBO MOMBITOK OOHOBIIEHUS KITFOUYEH HECYIIECTBYIOMIEH
IPsec SA maHHBIM XOCTOM/TIAPTHEPOM

BpeMeHHBIX 0TKa30B B OOHOBJICHUH
KITFOUYEH TaHHBIM XOCTOM/TIapTHEPOM

KonnyecTBO BpeMEHHBIX OTKA30B B OOHOBJICHUH KITIOUEH
TaHHBIM XOCTOM/TIAPTHEPOM
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IMapameTp

Onucanune

INIT oOMeHOB ycrienHbIX (C
OIIMOKaMU WJIA HEYCIICITHBIX )
WHUIIMAPOBAHO/OTBEUEHO

KomuuectBo ooMenoB INIT_IKE_SA ycnemssix (¢ omuokaMu
VJTH HEYCTICIITHBIX ) HHUIIMUPOBAHO/OTBEYEHO B popmare

X(X)/X(X)

RESUME o6meHnoB ycrienssIx (¢
OIMOKaMU MJIH HEYCIIEIITHBIX )
WHUIIMAPOBAHO/OTBEUEHO

KommaectBo oomenoB RESUME_IKE_SA ycremnsix (¢
OIIMOKaMHU WJIM HEYCIICIIHBIX ) THUIIMUPOBAHO/OTBEYCHO B
(bopmare X(X)/X(X)

AUTH o6meHoB ycriemHbIx(C
OIIMOKaMU WJIA HEYCIIEITHBIX )
WHUIIMAPOBAHO/OTBEUCHO

KosnuecTBo ycnemHpix (¢ ormuOKaMu UM HEYCHEIIHbIX )

oomenoB |IKE_AUTH unumunpoBano/otnpasieHo B popmare
X(X)/X(X)

CHILD o6menoB ycnemHbIx(c
OIIMOKaMU WA HEYCIEIIHBIX )
WHUIIMAPOBAHO/OTBEUEHO

KonnuecTBo ycrenHbix (¢ ommuOKamMu WM HEYCIIEITHBIX )
oomenoB CREATE_CHILD_SA o6menoB
MHULMKPOBAaHO/OTIpaieHo B popmate X(X)/X(X)

INFO o6meHOB ycniemHbIX (¢
OIIMOKaMU WJIA HEYCIEIIHbIX )
WHUIIMAPOBAHO/OTBEUEHO

KoanuecTBo ycnemHbIx (¢ omuOKaMu Ui HEYCIEIIHbIX )
oomenoB INFORMATIONAL uHUITUUPOBaHO/OTIIPABICHO B
bopmate X(X)/X(X)

FiltDB Kam

Pasmep xam-tabmuis! (0alT
MaKCHMYM/BBIJIEJICHO)

Pa3mep xam-Tadnuib (0alT MakCUMyM/BBIICNIEHO) B (hopmare
X*X*X(X/X)

MeTka BaIUuIHOCTH

TGKYH_IGC 3HAa4YCHUC MCTKH, cnyxcameﬁ AJI1 OIIPCACIICHUA
BO3MOKHOCTH HCITOJIE30BaHUS 3aIIHCEH B X3HI'T36J'H/IHG

AKTHUBHBIX 3aICEH

KoanuecTBO aKTUBHBIX 3aIllUCEi

'V HajieHHbBIX 3a0UCceEN

KosnuecTBO yIalieHHBIX 3anucei

AJIJTOIIMPOBAHHBIX 3aITUCEl

KommgecTBo 3anmceit BBIICJIICHHBIX U3 IIaMATHU

Y 1an€HHBIX 3alMCEN IIOBTOPHO
MCII0JIb30BaHO

KoauuectBo IMOBTOPHO HUCIIOJIb30BAHHBIX yz[aHéHHBIX 3anucen

3anucel B IUHHUAX IIOBTOPHO
M CIIOJIB30BaHO

KoanuecTBO NCIONIB30BaHHBIX 3aMCEH B TUHUAX

Kommusuii

KommyecTBO MOIBITOK )IO63B.]'IGHI/I5[ OJWMHAKOBBIX 3armcei

3aIlOJHCHHBIX JTUHUN

KoanuecTBO 3aI10IHEHHBIX JTHHHM

[ycThIX TMHUI

KonnuecTBO MyCThIX JIMHAN

OcCTaJILHBIX JTUHUUI

KoimyecTBO OCTAIbHBIX JUHUN

Cpe;[Hsm JJINHA HCITYCTBIX JIMHUHN

CpeIIHHH JAJINHA HCITYCTBIX JIMHUH
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3.3.2. Bknagka «Cnucok SA»

Bknanka «Cricok SA» B JIEBOM 4acTH COACPIKHUT JPEBOBUAHYIO CTPYKTYpY (cM. PucyHok 22)

AKTHUBHBIX 3aH_[I/IH_IéHHbIX COCHHHGHHﬁ, YCTAHOBJICHHBIX C JaHHBIM KOMIIBIOTCPOM, a TaKKC

CO3JAIOIIUXCS 3aIMUINEHHBIX COEIMHEHUMN.

B npaBoﬁ YacTh OKHa COACPKHUTCA ACTajlbHaA

PIH(bOpMaI_[I/II-O (6] BBI6paHHOM B JICBOH YacTH OKHA aKTUBHOM COCIMHCHHUU.

Tabnuua B JIeBOM YacTH OKHA COJAEPXKUT CIEAYIOUIYI0 HH(OPMAIMIO O 3aIIMIICHHBIX

coenunenusix (IPSec SAS) (cm. Tabmwuma 4).

Tabmuma 4 — Undopmanus 00 akTUBHBIX 3aITUIIICHHBIX COCTUHEHUSIX

IMapamerp

XapakTepucruka

ID

ID IKE SA (IKE SPI) wnu BHyTpenHuii unenrudukarop IPsec SA

Anpec nmapTHepa

IP-anpec mapTHEepa

ID napruepa WNnentudukarop naptaepa (qacto DN ceprudukara)
MeTtop Hcnonb3yemblii B 3aIUIIICHHOM COSTUHEHUH METO/T ayTeHTU(UKAIIMH TS
ayTeHTU(UKALUN IKE SA u ums npaBuna B LSP ms IPsec SA

Bpewms coznanus

Bpewms coznanus coenuHeHus
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izl E3
XX Y

jis}

= Innpec napTHepa

| 1D napTHEpa

MapateTp

| SHaueHHe

[ 6CB46507F 3155054
Tl

. DOEOB4 2FEEDHB18F

10.111.10.131
10.111,10.151
10.111.10.130

(DR C=RLI,OL=0TAen paspabpTrw [1C
19 0. 1

El IPsec bundle
El 10, -
(D) C=RL, 0=000 ENBHC MIKC, Ol

- MpasHng
DHneTp
- CenexTop
AADECINOPT NapTHERa
-+ AADECINOPT NOKANbHLA
DH rpynna
- Ccbinka Ha IKE 5
- IKE SA ID napTHEpa
=+ ESP
- SPIinjout
Mpagrng
- NpeoBpasosatve
AYTEHTHEMKALMA
- CocTosHHe
- CTaTucTHKa
= MHESNCY MpoEaHD |

OWHBRH 3yTEHTHDM
- TpoHe owHBKK 4K,

= Mpouee
Epems cosaaHns
 BPEMA #H3HA (CEK.)

e YpOBEHE NOra

= IPcomp
CPTinjout

~ Mpashng
MpecfpasoeaHie

- COCTORHME

- CTaTucTHRa

= MHESNCY MMpOEaHD |

- MNaKeTos cHatTo
-~ EafiT NEpea CHaTHEN
BaliT nocne cuaTHA
- Mpouee
Epera cosaaHHs
BPEMA HH3HA (CEK.)

- YpoBeHs N0ra

o QWABKH ASWADPAUH. .

DWHBKH WHBPAELMH ...

-~ B&HT NepeaaHD Ha A...

OrpaHKHEHKe N TPa. .

ESP + IPcomp (TYHHENBHBIA) MHWLLMATOP
1

rule_ipsecs

Filk4

192,168.21.0..192,168.21.255 <- 10.111.10.132
100111,10.131

10.111.10.132

From IKE SA

BCB48507FI155054

(DM} C=RL,0U=0Taen pazpabipTicn MO, CN=\Windows2008 Gate
(#6)

17DCFOCA § CTARSADZ

proto_espd

GOST28147.89-CBC

GOST34114 Mpaewno: proto_espd

AKTHEHOE
11 (1397) [ 11 {1 386)
0
0
0
0

2014.05.29 12:13:43
25789 (28800)

OrpaHM4eHKe No Tpa... 4096

OTNaACHHEI
(#7)

AS42 | FFBF
proto_iprompd
LZ5

ARTHEHOE

11 (11528)/ 11 (11 528)
1386

11
11308
1177

2014.05.29 12:13:43
HeorpaniserHo

Het

OTAaACHHEI

q | i
TKEw1: 54 0/0(0) \IKEvz: 54 2i0(0) |ESP1 AHO IPCOMP 1 y
Pucynok 22 - OxHo «MoHuTOp», BKIaaKa «Cricok SA»
B mnpaBoii wactm SKkpaHa OTOOpaKalOTCs MapaMeTpbl W WX 3HAYEHHUS JUIS JaHHOTO
COEIMHEHMUSL.
Wudopmanus o0 3alIMIIEHHOM COEAMHEHUM TOSBISETCS TOJIBKO MOCie  BBIOOpA

)

COOTBCTCTBYIOIICTO COCIUHCHW B JIEBOM 9aCTH OKHA.

OT(bI/IJ'II)TpOBaTI) 3alUIIEHHBIE COCIUMHCHHUA MOXHO C IIOMOIIIBIO KHOIIKHU

«DunbTp»,

PacrojoKeHHOW B BEPXHEM IIpaBOM YIJIy OKHA. TaOnmuipl B HM)KHEW 4YacTH OKHA C IapaMeTpamu

(GUIbTpalluu HECYT TY YK€ CMBICIIOBYIO HAarpy3Ky, 4TO M TaOJIUIbI B IPaBOil yacTH okHa «Crucok SAy.

B Bepxneii yactu okHa «Cricok SA —> OUIBTP» MOXKHO 3a/1aTh pa3IMYHbIC TapaMeTPphl GUIbTPAIHN

npotokoioB IKE u IPsec. Bknanka «®unbtp» nmokasana Ha pucyHke (cM. Pucyrnok 23).

Ota BKJIaJKa ITO3BOJISACT OT(i)I/IJ'II)TPOBaTI) BCC CYHICCTBYIOIIUEC 3allIUIIICHHBIC COCANMHCHUSA 10

psily mapaMeTpoB.
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p = ” (=]
__h_._J CTaTUCTUKa ’E-_] Crmcok SA é_l Crnmcok dunsTpos >< )%
V] KE
] [Tun v ] [conepxwr 6es yueta perucrpa (<<¥) v ] v  yAamTb
[¥] 1Psec
V| |1D v ] [conepxm 6es yyeTa peructpa (<£<¥) v ] v yaanuTb
HekoTopbie Npasuna GunbTpaLm Bk 3meHeHbl, HaskmiuTe TIpuMeHnTs' Ana nepedunbTpaLmm
AobaeuTe Npasuno IKEJ [AoGaszb npasuno IPsec] l MNpuMeHUTDL }
D Aapec naptHepa ID napTHepa Mertcpg aytent | Mapamerp 3HayeHne
1E.. 10.004 (DN) C=RU,CN=user5 FOCT3410.200 | « IKEv2(PMP) Uanuym... - B
B - Coctoanue IKE SA AKTUEBHOE
A iif k Moaeuno nmn isa...

IKEvl: SA0/0(0) QMO/0

IKEv2: SA1/0(0) CHILD0/0 ESPO AHO IPCOMPO

Pucynok 23 - OxkHo «MOHUTOPY, aKTUBHBINA «DUIBTP»

[Mapametpsr puibTparmu nporokoiia |IKE npusenens! B Tabnuue (cm. Tabmuia 5).

Tabnuma 5 — [TapameTpsi

bunbTpanmu npotokosa IKE

ITapamerp XapakTrepucTHKa
Tun Tun co3nanus SA
Pexxnm PexxuM cozganusa SA
Poib Pob TOKaIbHON MalIMHBI TPU CO3JaHUHU SA

Cocrosuue |[KE SA

Cocrosuue |IKE SA

EAP ID coOcTBeHHBINH

Csoit EAP ID

IKE ID coOcTBeHHBI

IKE ID nanHoro xommbroTepa

EAP ID naptaep

EAP ID, npucnanuslii mnapTHepom

IKE ID maptuepa

IKE ID maptuepa

ID maptHepa ID maptuepa (IKE ID unu EAP ID B 3aBucuMocTs ot MeToza
ayTEeHTU(UKALINN)
[IpaBuio Mst mpaBumta

ANropuT™ HM(pOBaHUs

ATITOpUTM IH(PPOBAHUS
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IHapamerp XapakTrepucTuKa
Xo1m-pyHKIus AJITOPUTM XEIIUPOBAHHUS
DH rpynna DH rpynma
AJNTOpUTM KOHTPOJIS AJITOPUTM KOHTPOJIS LIETIOCTHOCTH
L[€JIOCTHOCTHU
PRF [IceBnocnyuaiinas QyHKIus

JloxanbHbIN aapec

IP-az[pec JaHHOI'O KOMIIbKOTEpPA, HCITOJIb30BaHHBIN IIpu CO3JaHNHN
BAIIUIICHHOT'O COCANHCHU A

JlokayibHBIN TOPT

UDP-HOpT Ha JaHHOM KOMIIBIOTEPC, HCITOJIb30BaHHBIN IIpHu CO3JaHNHA
BAIIUIICHHOT'O COCANHCHU A

Anpec nmapTHepa

1P KOMIIBIOTEpPA, C KOTOPBIM CO3JdHO 3aIIUIICHHOC COCINHCHHUEC

[Topt mapTHepa

UDP-HOpT KOMIIBIOTEpPA, C KOTOPBIM CO3JdHO 3aIMUIIICHHOC COCANHCHNEC

[lepenanpasieH ¢ agpeca

IP xomnbroTepa, ¢ KOTOPOIro MPOU3OILIO [IEPEHANPABICHUE HA JaHHbBIN

MeTto ayTeHTH(PUKATUU

Metoa uaeHTU(PUKAMKA JAaHHOTO KOMITBIOTEPA

MeTto ayTeHTH(PUKATUU
napTHepa

MeTto ayTeHTUUKALIMY TApTHEPA

IKE SA cookie

IKE v1 SA cookie

IKE SPI

IKE v2 SPI

'YpoBeHb jora

Y pOBEHB JTOTMpPOBaHUSA

HOI[I[Cp)KI/IBaeMLIe OIIIIHH

Crucox MOAACPIKUBACMBIX OmIui

[Tapametpsl GpunbTpaiyu npotokona IPsec npusenens! B tabnuie (cm. Tabmiuma 6).

Tabmuma 6 — [Mapamerpsr GunpTpanuu nmpotokona IPsec SA

Tun

Xapakrepucruka

ID

W neraTudukaimoHHbIH HOMEP

Ccruika Ha |IKE SA

Ccruika Ha |IKE SA

IKE SA ID naptHepa

IKE SA ID xommnbroTepa, ¢ KOTOPBIM CO3/IaHO 3aIIUIIEHHOE COCTUHEHNE

Pexnm

Pexxum cozmauusg SA
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Tun

XapakrepucTuKa

Poinn

Ponw npu cozmanuu SA

Id mapTaepa

ID mapTtHEepa

Id mokanpHBII

ID nanHOrO KOMIBIOTEpA

Anpec nmaptHepa

IP-az[pec KOMIIBIOTEPA, C KOTOPBIM CO3JaHO 3alIUIICHHOC ITOJAKITIOUYCHUEC

[TopT napTHepa

UDP'HOpT KOMITIBIOTEPA, C KOTOPBIM CO3aHO 3alIMIICHHOC ITOAKIOYCHNUEC

AJipec JIOKaJIbHBIN

IP-anpec nanHOTO KOMITBIOTEPA, UCTIOIB30BAHHBIN MTPU CO3AaHUU
3AIUIIEHHOr0 COSIUHEHUS

[TopT nokanbHbIN

UDP-nopt Ha 1aHHOM KOMITbIOTEPE, UCIIOIb30BAHHBIN MPU CO3/1aHUN
3alIUIEHHOT0 COeIMHEHUS

IKE-CFG anpec

IP-anpec, mony4eHHsbIH OT HUTI032

(kmeHTa)

DH rpynna DH rpynna

OuibTp OunbTp

IIpaBuio IIpaBuno

(AH) TIpaBuio (AH) TIpaBuio

(AH) SPI in 3nauenue SPI ans xomsimeit SA (AH)
(AH) SPI1 out 3nauenue SPI ams ucxomseit SA (AH)

(AH) Rekey SPI in

3navyenue SPI s Bxogsmeit SA, Kiro4n KOTOpoi ObliIr 0OHOBIIEHBI

(AH) Ypogsens jora

(AH) Yposens jora

(AH) AyrenTudukarms

(AH) AnropuT™M UMUTO3AIIHUTHI

(ESP) IIpaBwuiio

(ESP) IpaBuiio

(ESP) SPI in

3unauyenue SPI mis Bxoasmeit SA (ESP)

(ESP) SPI out

3unauyenue SPI nis ucxomsmert SA (ESP)
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Tun XapakrepucTuKa
(ESP) Rekey SPI in (ESP) Rekey SPI in
(ESP) Yposens nora (ESP) Yposens nora

(ESP) IlpeobpazoBanue |(ESP) Anroputm mmdpoBaHus

(ESP) Ayrentudukarms | (ESP) AaroputM HMHUTO3AIIMTEI

(ESP) Ucxonusiii anpec | (ESP) Mcxoanblit aapec mapTHepa
napTHepa

(ESP) Ucxonnsiii anpec | (ESP) McxoaHblii agpec 1aHHOTO KOMITbIOTEPA

JIOKaJIbHBIN

(IPcomp) IlpaBuio (IPcomp) IIpaBuio

(IPcomp) CPl in 3nauenue CPIl ms Bxomsmeit SA (IPcomp)
(IPcomp) CPI out 3unauyenue CPI s ucxomsmieit SA (IPcomp)

(IPcomp) Rekey CPI in 3navyenue CPI mis Bxogsmed SA, KoYl KOTOPO# ObLITH OOHOBJICHBI
(IPcomp)

(IPcomp) Yposens nora | (IPcomp) Yposens siora

(IPcomp) (IPcomp) Anroput™m cxkatus
[Tpeobpa3oBanue

1) PuibTpamus MoxkeT ocymecTBaAThea Kak cpenu IKE SA, Tax u cpemu IPsec SA. Beibop
OCYILECTBIISIETCS C TIOMOIIBIO MEPEKIoUaTeNs B JIEBOM BEPXHEH YacTH 3KpaHa.

Jlnst 3aiaHust onepauuy i GUIbTPAMM HEOOXOJUMO BBIOpaTh MapaMeTp U3 BBINAAIOIIETO
CIIMCKa BTOPOTO MOJISI CTPOKM JUIsl 3a/laHusl apaMeTpoB (DUIBTPALMU, ONEpalMy CHEeUUPUUHBI IS

KaXI0T0 U3 rmapaMeTpoB (cm. Tabmwuma 7).

Tabnuma 7 — Onucanue TUINOB onepanuii puapTpanuu

Komanpna | XapaKkTepucTHKA

Onepanuu 11 GUIbTpallMy MO TUIY oOMeHa

paBeH 3HAUEHHE TIOJII PaBHO 3TANOHY (3HaYeHue MoxeT ObITh: mMm(Main Mode), am
(Aggressive Mode), gm (Quick Mode), ix (Informational), tx (Transaction), mis
IKEV2: resume, init, auth, child, info)
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Komanna

XapaKkTepucTHKA

HC paBCH

3HAYCHUE I10JI HC paBHO 3TAJIOHY

Omneparuu 1y1st Gt

bTpallvy 110 POJIK B IIPOLECCC obMeHa

paBeH

3HAaYeHHE TIOJIsI PABHO TAIOHY (3HAYCHHE MOXKET OBbITh: initiator, responder)

HC paBCH

3HAYCHUE I10JI HEC paBHO 3TAJIOHY

Omneparuu 1y1st Gt

bTpanuu 1o COACPNKAaHNIO CTPOK

COJIEPKUT 0€3
ydeTa perucrpa

HI0JIE COJIEPKUT MOJCTPOKY (3TATOH), UTHOPUPYS pETUCTp OYKB

HE ConepKuT 6e3
ydera perucrpa

10JIe HE COACPXKUT MOACTPOKY (3TAJIOH), UTHOPUPYS PErucTp OYKB

COOCPIKHUT

M0JIE COJEPIKUT MOJCTPOKY (ITAJIOH), YUYUTHIBAsI PETUCTP OYKB

HE COJICPKUT

I0JIe HE COACPIKUT MOACTPOKY (ITAJIOH), YUUTHIBAsI PETHCTP OYKB

paBHsieTcs 6e3
ydera perucTpa

I10JIC PABHACTCA DTAJIOHY, UTHOPUDPYS PETUCTP 6y1(B

He paBHseTcs 0e3
ydera perucrpa

1I0JIe HE paBHSETCS ATAJIOHY, UTHOPUPYS PETUcTp OYKB

paBHsETCS

I0JIe PaBHSIETCS ITATOHY, YIUTHIBAst PETUCTP OYKB

HC PABHACTCA

I1OJIC HC PABHACTCA 3TAJIOHY, YUHUTBIBAA PETUCTP 6YKB

Omneparuu 1y1st Gt

pTpanui no nomo IP-agpec

B AHAI1a3oHE

3nauenue nois (IP-agpec) BXOAUT B Mana3oH 3aJaHHbINA 3TAIOHOM, B KAYECTBE
3TaJIOHA MOXKHO yKazaTh npocto IP-agpec (10.1.1.1) nnau quanazon
(10.1.1.1...10.1.1.255) wmm noxcets (10.1.1.0/24 wmm 10.1.1.0/255.255.255.0)

HC B JHUaIlla30HC

snauenue noss (IP-agpec) He BXOAWUT B IHana3oH

paBeH

saauyenue nojst (IP-aapec) pasuo sranony (IP-ampec)

HE paBeH

snauenue nosst (IP-aapec) ve pasHo stanony(IP-agpecy)

Omnepatmu 11 Gt

pTpalyu 1o noso IP-nopt

paBeH

3Ha4YeHHe MoJis (MOPT) PaBHO ATAIOHY

HE paBeH

S3HAYCHUEC I10JIA HC paBHO 3TAJIOHY

B IWAIIa30HE

3HAYEHHE MOJIsI BXOAUT B JMAIa30H, 3aJaHHbIN 3TAIOHOM, B KA4€CTBE STaJIOHA
MOYHO ykazathb mpocto mopt (8080) miu auanaszon (0..65535)

HC B JUaIlla30HEC

3HAUYCHHE MOJIs HE BXOJAUT B IMAIla30H, 3aJJaHHBIN 3TaIOHOM

Omneparmu 1151 Gt

bTpallruu 110 MOJIIO YPOBCHB JIOTUPOBAHU S
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Komanpna XapaKkTepucTHKA
paBeH 3HAYCHHE 101 (YPOBEHB JIOTUPOBAHMS ) PABHO ATAJIOHY (BO3MOYKHBIC 3HAUCHHUS:
disabled, events, details, verbose)
HC paBCH 3HAYCHHUC IOJId HEC paBHO 3TAJIOHY

00JIBIIIE YEM

3HaveHue moss O6osbiie stanona (disabled < events < details < verbose)

MCHBIIC YEM

3HA4YCHUC I10JI1 MCHBIIC 3TAaJIOHA

00JIbLLIE WU
paBeH

3HAYEHHE MOJIs1 OOJIbIIE WM PABHO ATATIOHY

MEHbIIIE WU
paBeH

3HAYCHHUC MMOJI1 MCHBUIC UJIM PABHO 3TAJIOHY

Onepanuu 11 Gumn

pTpanuu no IPsec-coenuHeHunto no Mmoo NpoToKoI

paBeH

3HAYCHHE MOJISl PABHO 3TAJOHY (BO3MOXHBIE 3HAaUeHUs: ah, esp, pcp)

HC paBCH

3HAYCHUC I10JIs1 HC PaBHO 3TAJIOHY

Onepanuu 11 Gumn

pTpanuu 1o IPsec-coenuenuio mo noso mode

paBeH

3HAYCHHE MOJISl PAaBHO TAOHY (BO3MOXHBIC 3HAaYeHUs: tunnel, transport)

HC paBCH

3HAYCHUC I10JIs1 HC PaBHO 3TAJIOHY

Onepanuu 11 Guin

pTparuu no IP-nmporokony

paBeH

3HA4YEHHE MO (TPOTOKOJ) PAaBHO ITAJTIOHY

HC paBCH

3HAYCHUC ITOJI HE paBHO 3TAJIOHY

B AHAI1a3oHE

3HAUEHUE TOJIS BXOAWT B TUATA30H, 33JaHHBIA dTAIOHOM, B KA4€CTBE dTAIOHA
MOYHO yKa3aTh MpocTo MpoToko (6) wiu auanason (0..255)

HE B JIMaIla30He

3HAYCHUC IT10JI1 HE BXOAUT B JHUAIla30H, SaHaHHBIﬁ O9TaJIOHOM

Omneparuu 11t Gt

bTpaIuu 1o nuamnasony IP-agpecos

COJIEPKUT

3nauenue nons (IP-auamaszon) cogepxkur IP-aapec, 3a1aHHbIH 3TATOHOM

HE COJICPKUT

snayenue noJjst (IP-auamazon) He comepxut IP-anpec, 3a1aHHbIi ATATOHOM

B JIAaIIa30He

snadenue mos (IP-auana3on) Bxoaut B Apyroi IP-auama3on, 3aqaHHbIi
STaJIOHOM

HE B JIMaIla30He

snavenue mous (IP-auana3on) He BXOauT B apyroi IP-muama3oH, 3aganHbIi
STaJIOHOM

paBeH

snavenue mos (IP-auana3zon) coBmagaer ¢ IP-nquana3oHom, 3a1aHHbBII
3TAJIOHOM

HC paBCH

3Hauenue nojs (IP-auamason) He coBnamaer ¢ IP-gquana3oHoM, 3a1aHHbBII
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Komanpna XapaKkTepucTHKA

3TAJIOHOM

[Tocre BhIOOpa mapameTpa CTEHTa W BHIOOpPA, KaKylO ONEPalHI0 NMPHUMEHHTh, HEOOXO0ANMO
yKa3arh 3HaYCHHUE, IO KOTOPOMY OyJeT IPOU3BOAUTHCS CPABHEHUE, B KpailHEM MPaBOM I0OJIE CTPOKU
¢unbTpanmu, W Haxarb KHONKY «lIpumenuts». B HmwkHeidl Tabnume Oynyr mOKa3aHbI
oT¢ubTpoBaHHBIE cOOBITHS. KommuecTBo cOOBITHI, YIOBIETBOPSIOIINX MPAaBUITY UIbTpanuH, Oyaer
MO0Ka3aHo npaBee KHOMKHU «[[puMeHnTHY.

Bo Brnazke «Criucok SA» cyliecTByeT KOHTEKCTHOE MeHI0 ¢ komanaamu (cm. Tabmuma 8).

Tabauia 8 — KoMmaHapl KOHTEKCTHOTO MEHIO BKIIAAKU «CIicoxk SA»

Komanpa XapaKkTepucTHKA
ITokaszaTp xKypHan [Tepexon B 0kHO «MOHUTOP» ISl IPOCMOTPA COOBITHIA
BrinenuTs nepBbIii Brinenenue nepporo SA B OKHE 3alMCH
Brigemuts mocieqHui Brigenenne nociennero SA B OKHE 3alUCU
Pa3zBepnyTh BCce OTto0pakaeT CoOAepKUMOE COCTOSHUN SA-COSTUHCHHH
IToxa3eiBaTh Bce SA [Toka3seiBaer Bce SA-coeIMHEHUS
IToxassiBaTh TONBKO IKE SA ITokassiBaeT TosbKO IKE SA
ITokassiBaTh TONBKO IPSec SA IToka3ssiBaeT ToNbKO IPSec SA

IToka3biBaTh cuHXpOHU3UpOBaHHBIE SA | IToka3bpIBaeT CHHXPOHU3UPOBAaHHBIE SA

[TokaspIBaTh ynaieHHbIe SA [Toka3pIBaeT ymaieHHbIe SA

HckaTh ToNbKO B iepeBe SA [Touck TompKkoO B nepeBe SA

CMEHUTH K04 3arycTuTh NpoLecc OOHOBIEHUS KIIouei
VY nanute VY 1anuTe BBIACIIEHHYIO CECCHIO

VY nanuTe Bce U3 CIMCKa VY nanute Bce COeTUHEHUS

CoxpaHuTh CoxpaHUTh BBIJIETIEHHYIO CECCUIO
CoxpaHUTh BETBb CoxpaHUTh BBIIEIEHHYIO BETBb

CoxpaHuThb BCE CoxpaHuTh BCe
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Bxmagka «Choucok @uiIbTpoB»

52
MKEI0.00435-01 32 01

MCOK PUnNbLTPOB»

MO3BOJIACT TMIPOCMOTPETL KaK CTAaTUYCCKHC,

TaKk H

JIMHAMHYECKUE (HIBTPBI, MPOrPYKEHHbIC B JapaiiBep (crnucok ¢uibtpoB onpenensiercs JIIIB) (cm.

Pucynok 24).

Panom ¢ kHomnkol «®uiabTp» B IpaBOM BEpXHEM yriy OKHa «MOHHUTOPY» PacloiIOkKeHbI JIBE

KHOIIKH «y[[aJII/ITB» n ((Y,[[aJII/ITb BCC M3 CIIMCKa», IO3BOJIAKOIINC YAAJINTbH aKTHUBHOC 3aIJ_II/IH.[éHHOG

COCAUHCHHUC.
Bl ZASTAVA Client - MonuTop =1
| L] cramucrina E Cricok SA é_j Crutcok unsTpos
[LobasuTb npasuno ] l MpuMeHUTL
Hazsanue flokaneHbll YaaneHHbIi cenektop Jevictene  Yposenb no Cratuctuka Ha Bxop  Cratm
autopass pmp IP:10.111... gl)y.;)i)gcilic;nlzolzggopr: 0 Mponycka... Cobbrrua  lMepexsaueHo: 104 ... [epex
Mpotokon: 17 MopT: 4500
- : 1P:10.111.10.221 Mepexeayerno: 0 (0)  Mepex
autopass ike IP:10.111... Mpotokon: 17 Mponycka... 3anpelen Or6povuero: 0 orépc
. . . p Mepexeayero: 0 (0)  Mepex
filtd 1P:10.112... 1P:10.112.10.0/255.255.255.0 Mponycka... 3anpelyeH Or6povueno: 0 Otépc
filt? Mpotoko... Mpotokon: 17 MopT: 67 Mponycka... 3anpewer [epexeaqeHo: 548.. [Mepex 4
. Mepex
filtd Mpotoko... Mpotokon:1 Mponycka... 3anpewed [epexeayeno: 306 (... Ov6pd
. e Mepexeayeno: 0 (0)  Mepex
filtl2 (ONE_BREQ) 1P:10.112.10.0/255.255.255.0 MpumenaTe 3anpelyeH Or6pouwiero: 0 Ovépc
default_pass Mponycka... 3anpewer MMepexsauveno: 328 ... Mepex _
< 0 »
IKEv1: init: 0, resp: 0, halfopen: 0 IKEv2: init: 1, resp: 0, halfopen: 0 IPsec: bundles: 0, ESP: 0, AH: 0, IPcomp: 0 FiltD