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5) ¢SCIsdodtetse @l ufpflupd fo

125 1 0Mses2C0 Hiokddr §O0EO®) stss fdf
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tsB dzts 9 Jizj dzd 2

126. s df 5ctOY MCdj Mte dzOh j ded W

1 H Odzdzts 3

f

HECkdd dalsy Iy sdz L 28 sw  Mmdzj Hize P d,

] sdzzy d tedz 2

]l sdzzy dtedzs’ 2d fiffdsgild I3 2 Isfpw Hdzw d 2 ' eB|
9C ZOHBS, SCSdsfiss, fodj2, [Bi jCL
SOC Y] HdV odLEZOM dsets o' HJ dzj dzd W

sktefmde sktefmddmtf sdz’ L zj Isfw H dzw 9" HJ dzj d

ftesetcOBB3dz = 5§ S5dz, oy dzr 9 O h d ~n

[BIl jSIsO d OlbtedplzldafeQL O@zd 8 O SHYOjdzdz

oo jfmisd o fdzi, O OCYJ] HdAY odL b
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(. j. Mtttk dqL ftjHtitcjH]Jdz dzg

Fofriesrr 1t f1|fOdzjde € Yoy dipdksiz s € s5MY o d
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HECEdj dzsOydd f§sdz' L soaOlsj dzv  H dzw
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2. YV raduvflsd s rReWIR¥H Y]
21 wdMmilsj d3dzr | Istej Btso Odzd W

) CE@dB@RE Y OOldts] GBiMfjujddi CtEf!“kjto
1 06U dulYdtc Oo ozj Hef gz dets s o j w3 lslzd dIPdijtagasdd odigzd v o3

2.1.1. A v }s tsdzfmts dz

) 65 ¢ tc OB Ol dzts | 5B j M j ujdedj So®Ef: “ Koo,
sts dzfn) derd § dzls i) 1O v QO IO o Jizj dadsjdzy dzts sls o | wifflsdzd diiPddy' H
stej B SoOdggyjls bkMlsOdzOe dzdo Ols' MW  dz0 ©lsydd desds €

64tcOL tov fitdas Q j idGMicwf dzd 9" " §
5§ j tOlsdo ditrzj YHAHAiRIO2 Is;
{ uWindows8.1/10f dzOls ¥ st 3O 7 6 4 ;
f sHEMjC O Mjlsd (TCP/ I P) Htsdy kO Brls! EkflOod
teOLtejh O h Ow MY Sfijteg detsflslaj jH AMOREFET7 68 (tej €
d Bfsdzj §)

212. Auvlu jtco j to

) 655G tc OB Ol dzts ] 5B j Miftg Ay datk® € tsleiss & ts d§ vl fls
tJ o(iffg o J todzOy & vydOIlis O o iz dadgidzy dzs  is e | yBdsdzd difidg! He
stcjBtso QdgEY Bls LflsOdzOo dzdo Ols! MW 2@ ©lsHj & dzts s
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ltesyj Mimste, M Otendlsj Slkztets?2 x64, M YOMmlstsk
512 [BO2I MosBtHMER] S jOIsdo dzs?2 f Od3
1)B0O2Is MotsBtsHdsets HdMEtsotsets fftosfilstcOdzMmlise
WindowsServer2012R2/2016,f dzO Is W &4 dz0

tOLtejh jdedy Bsdedlstste® dzj oBjdejj 10241768
14 d34 dzj J HthefhasHdE clss))tc O .

rsfz2ms Ojlsmvy Ml Odzs 916 Ou W odzfdl Qe MFOZE( juy OHirpists(2 fn) |
Y O fiylstde v dul fptc O o dzj dzd §
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22. 1 sHHJtydo O d&3" § o JtemMdd G ts
ftesctcOBBRAsets B J M j yj ddw
Auldstsy jls EZftOodwis! [zH Odzy dafiz, d3dh desQ e dgofz Ised ju LO
VPN-C dzd § dzls © d&3d te OL dzd ydz" - ftesdLotsHdIlsj dzj 2. 2
EMlstets ise / f tots'c jio OrZddzd S fotsdzdzts mls ' & ff tots ohjutdy dizet U @200
LY tcOo dzj dzd j

BOtch clzlsdL Olstster Ci sco |1 OS routers M o]t
[ ¢ Cisco PIX Firewall® j tc 6. 2

bcjdbisduu dfiddMm o ja3igd D M j

lted d&sd yOdeqd J . reeedyg Isdfr d ocjiadsh d i O Cryfjls e &
OB lslw) fsHdOSE, 1kt dj CcOwOdsdulkzjlshmv, (&
fetse jisd § sdkdsdOmh sOBds] Isjhmisdetss Oddj o &OB s

2.3. R dzf)ls O dzczA oy i W
231. 1 SHEeEBkt C O

Auvlf sMisOo dzv j Is MW ¢ o dfjWidsfij¢ sis stcr 2 € O Gy Bd
cOMftcj Hidzvjls § tsddlsd$d jBREMISROCSREREPBRY EXplessEdijion..
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(Mtej fisH IKatcd f stsc e OW d yd MS 52 wsQIre Isf € )J,dz% s 301 4 d d ¢
¢ ts dzls te 5 dz d Wddz steOyds i OfJosdarts K@Y SO fc O s
OBtdzj dzlstse ftod EfmsOdaso dzj dedd Mmtsj H d dzi ddEFfr Q€ J st
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OH B dzd flsfed s st O



19
[ s [ 30063101 3201

[ dzd dz0 th Ot dzy M Is foHstEsdeOdzO B " Is i " fd B Hi%] sdgydidietic =
fnd 3o tsdzts

1 J BB R tsBH WBtzs ydls! oMy Odzsdo dqtolzmdets(| 1 [Hitsts cdrl
ZfMils OdAswly dsB - s HALAsSE 9 Jtots o Ols! 1 @ dzlsls® Uftc Iz t) datsfis?
BkHjls L ®o jteh jdzO

&JrMSSQLServer2008R2Expresfditioncffnl]’ sdz BRgEBU® Isjflstse
SOC Y HAEZY ftetsy SIstse, M ydmzsds tsBl j CIsBo
tcgtsdzj dzgH z j Isfqw  d Mt s5dz' MisresGfisSQL Serdzj 200824 ezBostgreSQL
o jtemygd 9.

&[fndZd o COuyjMmbej uf hejizeiq figf Gz’ iyWs P@zMEN j f

MS SQL Serverd dzHostgreSQL, fsjstcj H d dzfnls O iz HAasd H BjYs+ o, Is
de jMmMlsdgsdz ddz d f Otetsdz? SO dekdfidc O stgB s s dz
MesdWdektcdtcso Odz

&Hs]R ¢s tcOPR G IHSEzy dzs B Is!  EMils Odztse dzj dzgis dzfy t
ftcd EfMsOdtso &) fJtoeddztsy j dedw dzj tseCasomd dztz s O
dz sl dadernelmodeCSP.
Il MmMMmMisOs Mk jeRlbaglsL O d IsgSecufeBatkReszOogd dEfiyd v
ftoesdL oBfihse®@d {XC dzd sMC o O) .

I fetsyjming ks Odtf O dzg ey @@l ¢ " s’ ftetse jH
ZOMistets2 € O Mitcj HMiseo O SecdreRAdkRuse d datj tctded @ wy ¢34 1Dd
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i ted o j HYj sk tc @R.BUG dzj

232. 10 EM¢ dqdmlsOdzdzw ydd

1 Of Hiddls Odzdas dpfiddz f tetsdL o SH  IsiL figvd3: dzd Hize M d d3 ¢

1) 1 MmlsOowfdih¢ f HdMisted B 2ls d sRCy of O ff icff ¥ @B dz
ZASTAVAexe. | Oydzj smw sy MM ddemls Odzdzv yd d .

2) 1 SHIse j WHed lskaY Is d j dzd yJ deL d sdzdetsc s Mise dzOM j ¢
74t ¢ dzé ya®>y) Csiafs ff Plxiz J

3) lrBteOl: OS¢k, € kH G dedshjjlslzdifmls Odztso dzj dzts
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{5 ZASTAVA Management Setup i -0 x|
BbiGOp KOMNOHEHT el
BbifepuTe KOMNOHEHTLI NPOrPaMMbl AR YCTAHOBKM. =A3[aCTabBa
_l Korcone OnucaHne KOMMNOHEHTbI:
53 - | Crpasounan cucTema SysLog-cepeep ZAS TAVA BEINOAHAET
| Cepeep PYHKUMIO coopa Syslog-coobwenud ot
G {Dv| SysLog Cepeep YaaneHHbIX areHTo0B GES0NacHOCTH.

JaHHBI KOMMOHEHT GY4EeT YCTaHOBAEH Ha
AOKEABHBIN HECTRUM AUCK

Ina gaHHoro komMnoHeHTa Tpetyetca 152K6
Ha KECTKOM AMCKE.

Huck I OuucTure l < Hazan | Hanee > I OtmeHa |

t Mzl ¢ Btstc kMisOdzOo dzd o=@ udr 7= € i3 tsdzj
[ Mdzd d2O St ¢ Isjtej dzj L MESSQs asdzyfds" g ff tsdn]
fl ftoj Hdztsy j dad MirostftiEQO Setver 2068 R2 ExpressEdition. 1 tod
dzj 5B -~ SHidMeds'd shKREls § s i)l d&zHzC s P ts
[ L dzOS ts dhfsls ' fififvd M S s H SN fs dzdiaf lisjp @'sdzEas € 8 1 H o
[ B tc Olo dids] B3Q@HE, JlIs 5| ls Bls O Gitifidzg EMis Odzso dzj dzts dzO
BzHjl EfMlsOdasoe dzj degts Qo Ists B3O Is diyyj i SOy, As@&OF € L
r 0dzj J
1 sfpdzy {1 Istsets LOfEMmisdlsmwy ftetsyj M ddefls Od
oo, Ctkterj Ksckls favedsdMB §LEHL
By des slko jlsdls! 6 kdsdyodd:s .

I ety M MISHISSERAROBRR 20 { IsOf j S dW delztec
Hdzv Okl dlsd¥dCoydd §sH  EZyd ls@zeE? d iy OB
dzj sBrSH B Mc jf @fcdzctso Bso j yos h d2 Mmdzj HEz®

-dg MeHjydl efs ddd yOMmls! ddjdd EZujlsdz

- Hdzd dzts 2 et jdiaP € s 9 ;

-fisH j oo sz, 5 Stz B g B $ Objc® Btod =
- O dzOodzr §j BECOT Odecdzd 2 MEtsets OdzW Oo ( I
- flstesydzgrojy O dzd2 MEtsets OdW Qo dlsO (sls
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- thdesodz j 19; ydWwt (O
- d§ B IS ojfndidle sdzr ( dzOfteddBjte: !, #, %)

%% SQL Server 2008 R2 Setup | _ (O] X]

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Setup Support Rules Account Provisioning | Data Directories | User Instances | FILESTREAM |
Feature Selection
Installation Rules Specify the authentication mode and administrators for the Database Engine.
Instance Configuration Authentication Mode

Disk Space Requirements

" Windows authentication mode

Server Configuration
g (¢ Mixed Mode (SQL Server authentication and Windows authentication)

Database Engine Configuration

Error Reporting Specify the password for the SQL Server system administrator (sa) account.

Installation Configuration Rules Enter password: Iuououoo

Installation Progress Confirm password: ] escsscscee

Complete

Specify SQL Server administrators

SQL Server administrators
have unrestricted access to
the Database Engine.

Add Current User | Add... I Remove |

< Back | Mext = I Cancel | Help |
4

t dmz2aegC des S sdeW Jekztedteseo Odzedw § Otetsdzw  kygd Is dzts
9) 1 mdzy Lk MBESCERI Scivgr 2008 R s W o d Is MAASTBAdMsNnagement
SetupfiL Of tedgdp HtsSB Oo dzj dzd] wjteo jtO Avl o My
Windows HOdzdets] S dets f t5C @ d @ diz8lets €@ telzPiy Oz jd
I © lotcOo ddzO o - tsH W M d@Ehboufidsruled dzt e Gedz? B3O EZ 1 16 O
HtsB OoHvalwintstslse jIsMise e h drn f tOo d dzO] M R4sE OL

'3 ZASTAVA Management Setup [_]]

Jlna yaansesoét padoTel Koncoau ZASTAVA Management Heobxogumo
pazpewnTs gocryn k Cepeepy ZAS TAVA Management.

Jotasure Cepaep ZASTAVA Management B CnMCOK HCKMOYEHMIT
Bparamayspa Windows?

{ MEWHES dzs L Of tesMO dz@ HEBBOo dzj dzdj s jteo j 6O
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Mpaswna Ana BXOAAUMX NOLKAIOYEHMH

[pyona - | Mpoduns | Brwouero Mpororon _| Yacrora

v JZASTAVA Management Pa;pewmb

v ;ZASTAVA Management PazpewnTb

OOGHBDY)KEHME K3wupyiowmx y3nos Branch...  BranchCache - obHapyxxenue ... Bce Het Paspewnuts  UDP Het

Monyyenune conepxmmoro BranchCache (Bx... BranchCache - nonydenue co... Bce Het Paspewnuts  TCP Het
°Cepsep pasmewlenHoro kswa BranchCache (... BranchCache - cepsep pasme... Bce Het Paspewuts  TCP Het
OSecure Socket Tunneling Protocol (SSTP-8x0... Secure Socket Tunneling Proto... Bce Het Paspewnts  TCP Het
°Anan'rep npocnywusatens Windows Comm... Windows Communication Foun... Bce Het Paspewnte  TCP Het
@ﬂwc‘raﬂuuonnoe ynpaenenue paboumm cton... [UCTaHWioHHOe ynpasneHue ... Bce Aa Paspewmte  TCP Het
2110c1yn K cet COM+ (DCOM - BXOAAWMA T... Aocryn K cetu COM+ Bce Het PaSDELI.IMTb TCP Het

it ME4EE O d dzO o rnfs HWﬁdJ"tGGl]’degaﬂzﬂuq;Glizef\/\}lmadc;otm@ AHud
233. 1l tesHBd J dzadJ ddzmlsOdzdzv yAfgdr MtsL HO

2.3.3.11 OMmlis tc GMSSQL Server 2008 R2 Express Edition

1 JjtejH MmMtsL HAQURAZ] dgB & s H d d3ts MEZC@UsSerzer 2008 R2 Express
Edition:

1) 1 a3 dislz ig Q@ B teEWIE Server Configuration Manager (fn df d f &z Bgts €

oo | B & ) Bl =

’é Internet Explorer (64-paspaaHbiit)
é Internet Explorer
] UenTp obHosnerua Windows
ELVIS+
Microsoft SQL Server 2008 Nl
MUHUCTPAT
Microsoft SQL Server 2008 R2 PREoe
&, Import and Export Data (64-bit) s -
, Configuration Tools
a SQL Server Configuration Manager
: . KomnbtoTep
] SQL Server Error and Usage Reporting
ﬁ SQL Server Installation Center (64-bit) e
PostgreSQL 9.2
ABTO3arpyska
B MNaHenb ynpasneHns
AAMUHUCTPUpPOBaHKE
KPVTOIPO YCTpONCTBa M NPUHTEPEI
ObcnyxusaHue
CTaHaapTHbIe AQMUHUCTPUPOBaHHE »
Cnpaska 1 noaaepxKka
BoinonHuTb. ..
IIHaﬁm nporpamMMbl 1 hains @J 3aBepIUEHNE CEaHCa | DJ

t d mizseg O B@LCServer Configuration Manager
2) t OMmC tetsd MBIL Server Network Configurationo ¥ B tc @t®tocols for

SQLEXPRESS L OIsijTEP/IP (i) df d ) kzegts €
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= Sql Server Configuration Manager i -Ofx]
®ain  feictene Bua Cnpaska

&= |EH=H

‘@ SQL Server Configuration Manager (Local) Protocol Name I Status I
g SQL Server Services Y~ Shared Memory Enabled
& SQL Server Network Configuration (32bit) 3~ Named Pipes Enabled
# 52 SQL Native Client 10.0 Configuration (32bit)
= G, SQL Server Network Configuration ¥VIA Disabled
&~ Protocols for SQLEXPRESS

[+ g SQL Native Client 10.0 Configuration

| | |
{ dMzeksOfns PP P S & d¥ S 8@ Sendr008R2 ExpresEdition
3) 1" BOls! |PAdtessekfle & PAPALL o f BCRjPortt OH Ols' L dz
1433 | dzOyj dACP Dywamic Batt§ v O dzd 15 d fif Hifdts €

"Protocol  |P Addresses I

=2 1r3 -
Active Yes
Enabled Mo
IP Address oy
TCP Dynamic Ports 0
TCP Port
= 14
Active Yes
Enabled Mo
IP Address 127.0.0.1
TCP Dynamic Ports 0
TCP Port
= 1rall
TCP Dynamic Ports
TCP Port 1433 I
-
Active
Indicates whether the selected IP Address is active.

0K I Crmaena | HDHMEHHTbl Cnpaeka |

t dMzize ONs KPP Pted ¢ tsda dVS BQL Seyvgrg008R2 Expres<Edition
2332, 4tsL HOdzg§ v IMS SQL Server 2008 R2

sOC bod ¢t fwosyjfmin ENsOdssSd djseEBEHE
OolssBOsdUjMSd LOTENj&z0 kY ddksO Ssdidckicdiss O
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1) 1swodlfy ©Cds f oEEcsHs @GS Adtddd j zOMls
ftsd v ddej dgdfgls ez sfpizjh2 . 1 BBd2' M Jdzmlse j MdzzyOj
11( md Mizégs ¢

Basa aaHHbIX | NueHzKA |

MapameTp I 3HaqYeHKHE I

QDBC DSM SM PGESQL Database
Twn cepeepa BA: posql
WMma Bl SMDE

INorwH cepeepa Sm-server

WcTopus. .. I Coznate BA | Yoanute B | Mogcoe AMHWTECA K DB

SaKpeITh | Momows |

)

it MEz8EEdSL HOddJ 171
2) 1 fswedoh jdy s&dagtc@y ' sefjstaajs 1 1O dfifidso
I dinkzekss

M Bri6op cepeepa BA x|

YKEHMTE MeCTO, rae HaxoauTca B
(BoibepuTe MSSCL unn PGSCL cepeep, sapervcTpupoBaHteii g ODBC)

ERER =g el |SM MSSO)L Database ODBC... |

Twn cepeepa BA: IMSSQL

Lanee = OTMEHWTE |

it dmzezd ¢ B stc Mjtco jtoO 1
RMf sdz' L s9 Ols! Mgk zdssd €65 o Istsd3 f
ML HAER ¥ j fotg 8GR0 .

lted YsfriIsCy HusH S def ) b ezg b te SyfejdgfiRls O dzdzw Isste ff t6,
Htezealzs 11, MBLHOK! dsoky 11 dqdzd slsdi dzdls

l sHtcsBdzj J B f tsH S dz8 YJ qzquiiney. thrztd Quindisjodz & h j 2
lted dzj sBrtHdB@sMIsd dzOMistets2:C dj dng tej tefPf d P €
ODBC., 9o BlCtr oh jdmw Cdzj ftesdL o jMmisd dzj 5B
3) 1o fghisck d dz d Yf@zefthde'tc OBHsdg @ ffjtdsotsjtas @ B © dzd L
 fls © dd#SeSQIJ2008( MR MEz SICQ Ol 'dzs f{ Sl H O dzgdzOVW  d dzW
BEZHjIs ftocso jtoj dzO dzO Mmdzj HEzs h jd3 1 IsOf j, f tec
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. Nopkntouenne k cepsepy B | x|

BeeauTe noruH ¥ naponb
aamuHucTpaTopa b

TNoruA: l sa

Maponb: I Ty

Oanee > OTMeHUTD I

< Hasan

t dMzmELo sH dZsecddO d f Otttsdy OH ] dzd Myls

4) 1 OHOls! JdM s BOBGH Oded VW H 9 kins HAZRRE dald2] tapQtite
9 IstsBH dAvL }s ts degsiizd iz s ¢

M napaserpusn X

VHEHATE NAPEHETPE HOBON B[
Bibl MOHETE Boi0PaTE CYWECTEYIOWYHD 6] AN8 NepereHepale MNK BSECTH MA HOSOM.

BA: | sMpe =
Cepsep Bl

Norux: | SM-SErver

Mapanb: | |

Mo TSEEHAEHHE NEPana; |

CAOMHOCTE RAPONS: Hynesas ™ Moxasats napons

—AGMHICTRATOR MPOAYKTE
Norun: | sen-admin

Napons: |

MoaTBEmKAEHIE NAPGNA: |

CnomHocTs Napona: Hynesan r MNoxAsaTe Napone

< Haszan | Oanes > I O'rnu-lml

t dmMetEcko sH § OOM] steso 17

2.333. uwtsL H Odzd 4 v UPpstgre SQL

10 Efisdls! ElsddzdlszA0ObdW Jeckztcdtctso Odzed W
DIsvedlsmy Cdts ff ot DE@GRLS Ad gdds j dzOMmIs t
MsjHddzj dedj M Mkh jmsekzs h j2. 1 Btsdz " ddaflsc
10

RMf sdz! L 59 Ols! Mgk zdssd €5 o Issd3 f
ML HAER ¥ j fotg 8GR0 .

ltcd dzj sBrtSHBSMIs d@RHlEASsSDC ¢ ciPfstco j&®& O
ODBC., 9o lsCtr oh jdimw tCdzj ftetsdL o jMmisd dzj tsB

) sHEBBda) jJ & § SHSC d¢ uj diuine. i saiklos BY k) 2
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2) ] fsvwedoh pBgcOLT dzfniApQle 1§ dats(ff) Qe fHbACHRS|CJ
x

YKaxuTe mecto, rae Haxoautcs bA
(BoibepuTe MSSQL unm PGSQL cepsep, 3aperncTpupoBaHHbi 8 ODBC)

Vins cepepa B): |t SN ~|  ODSC... |

Twun cepsepa B4 |PGSQL

Oanee > OTMEeHUTD |

t ML B st figj@aorj teHOO dzdz' ~
3) loiMmisd dseddz d § Otetsdzr OHBJdzd MistcOIssSLO 17
4) 1 OH QN stedz@apy ¥ MisL H Odzed W H 9 EZints HIZSRIE detdd tcig @ o
o lstsicmdA v }s ts dei(sigpizd Mz RS ¢

=
VKANHMTE NADSHETPE HOBOR B[],
Bl MOKETE BIfpaTE CYWECTEYIOW YO B ANA NEpPEreHepaLs K BBECTH HMA HOSOMA,
BA: | sMpe =
Cepsep B[]

Norux: | SM-SErver

Mapanb: | |

Mo TSEEHAEHHE NEPana; |

CAOMHOCTE RAPONS: Hynesas ™ Moxasats napons

—AGMHICTRATOR MPOAYKTE
Norun: | sen-admin

Napons: |

MoaTBEmKAEHIE NAPGNA: |

CnomHocTs Napona: Hynesan I MNoxasats napone

< Haszan | Oanes > I O'rnu-u.-mzl

t dmMezBEKLos sH § OOd3] steso 1 7

234. 1 tetsHsdy § dzd§ o dzfyls © dzdzvyydfeu ¢ {EAD TS t 5

1 O H Odzdztsatiz H SO fitej H dztsy j dzts | ipSatsti ¥ ¢ g t€ gstdstisote |9
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{ e 4P Mpennowerve 1 GOST-28147-89-... GOST-3411-94H...

Eh & Encrypt (DESMDS)

i e P Mpennowenve 1 DES-CBC MD5-HMACSS

= @@ Encrypt (3DESMDS)

i e 4P Mpennowenve 1 3DES-CBC MD5-HMACSS

o~ Drop

[ dmiz4BEL ¢ dety 2 Mlsa gV
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7.14.1 Ofyls tc GRE

[C oM eKESE SB tcOY O JIKE-{ftetj hifigess™ j dzd 2 o o dHj Is¢
fdzj Hizv h j2 ddWstedsOydd: R&BY/ 1 dstedlsjls, o¢klsj dilsd
nihdese OQakleye oz § § 2t BB S 15 SOyHBBZz dL f Ot
Msekdeso CO M dms o.

Hacrpoitkn IKE 1 x|

WmaMpuoputeT T | AytenTudukawa | AnroputM wiudpos: | AnropuTh xewmpoe | Oakley |
= B2 iNepsas dasa

- & NMpeanoxenue 3 RSA Signature DES MD5 Oakley Group 2

- &2 TMpeanoxexue 2 PreShared Key DES MD5 Oakley Group 2

L & Mpeanoxenue 1 GOSTR 34.10-20... GOST-28147-89 GOST-3411-94 GOSTR 34.10-2001 VKO

t d fkz4Bsg C dpto f) 196 gKE
715. 4 jlsjor j wjtedmr
[ GCdasj Isjor i dnstegdemdls Midmsc §smddHdd- 0
] tls S CTERMMPY BlsO ICYPIs § O ((difiz dBS 15 SOyHGsSBz di
oL BBy O Mslsdess O Mifdnso.

X
Vs < | un MpoTokon TCP-UDP-nopT/ICV| Onmcarie @
- @ vdolive  TCP 6 7000 VDOLive protocol
- ™ tpn-snmp UDP 17 3454 Trusted Agent Simple Network Manageme...
o ICMP, time to live exceeded
- G timesta... ICMP 1 14 ICMP, timestamp reply
- timestamp ICMP 1 13 ICMP, timestamp request
= time-udp UDP 17 37 Time Server Protocol (UDP)
: time-tcp  TCP 6 37 Time Server Protocol (TCP) _'J

tdmMz4cLCdas sjor j wjtcoadMmr
7.16. 1 O d MO ded W
{ CasOmy d Osiprte O3 O st OMY d M) Odzg ¥zd Y 'tc O Mepdz Malz]
dqdW stedkOydj2: RBY, HOBO OCIsdeOydd/ L Os jteh jded v,
( Md M z4Bs ¢
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Tabnuua npasun I Monb3sosaTenbckue NMB | 30HbI I JOomeHbl Pacnmcanna |
PacnmcaHna g X

AKTUBaLMS | 3asepleHue I Yacw! | AHu Heaenu | [LomeH
iSch1 12/06/2013 14/06/2013 HeorpaHuyeHo NobBoit rnoBanbHbiit AoM. ..

Wmns

{ dMEZ4BEEC dEOM Y o MO dad »
717. [ sdzd s s te

| ©qdsjdzd swdes B WO G fa Edz sOlT  OCIkdoOydqd {1} 4,
ZOYOdEO OSIdoOdidH4Rss 1 ( ids.

MoHuTOp & X
1G] @] Y]
Wns 51 Mocneanwit IP
@ B npouecce noctasku | AKTMBALNS
© choit nocrasxu (0) AKTUBALWA
= @ N6 aocrasnens (1) AKTUBALMA
:l tpn-server2008 AKTUBALWA 15.06.2015 13:1... GATE 6.1.15389 ...
#- 3 CocrosHue HemssecTHO (3) AKTUBALMA
[+ == Crmcok oxmuaaHua (1) Mpoume
== B npouecce (0) Mpoune
@ vex (0) Mpoune
O ouwbka (0) Mpoune
«| | 2

t d Mz4BBL S detts dzd Is S te
1 5§ d&izd sigsth)iszf dzO Mo sw d dzinls tc z &3P dzl&BPpip O dzOW  dzd

v OB d&2Didzh s bk d5j dzls O dz' dzP s datpddgjc? € © € dzO
s dzts {f ¢ MOw©OSIjtedmisd| s datsq ¢ MOEOCIsj tedfmisd ¢
G| |{edsodls’ Mlokkh ¢ |5 [rdd beseOk! sBi jCk

@ |{Bdese dvis: ¢ Qs NG |

7.18. r Iz tc dzO &ysldog-y Iz tc dzO dz

[ € detsr 2 tedzOfin Y sz L k2§ Isfyw H dzw feshEssicd L C
fejHbftejynjdd?2, Mesrlsd?2 d ddistkOoydsdd Xulhss
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XKypHan J X
IXI 1G] @] 5| |A|

Tan Yl NatafBpemss |7 ]Kon T!| Moayne ¥ IConrrue i} =
0 WHbopMawma  25.05.2015 17:4... LOG_MSG_ID_TP... TMporpysumk [TPND] AkTuBaLl...

0 WHdopmams  25.05.2015 17:4... LOG_MSG_ID_TP... TpaHcnsTop [TPNS] KoHew Tp...

o WHdopmMaws  25.05.2015 17:4... LOG_MSG_ID_TP... TpaHcnsTop [TPNS] TPL TpaH...

0 WrHdopmams  25.05.2015 17:4... LOG_MSG_ID_TP... TpaHcnsiTop [TPNS] Hayano T...

0 WHdopmaws  25.05.2015 17:4... LOG_MSG_ID_C... Cuctema MonbsosaTens “...

@ Vssewerme  25.05.2015 17:4.. LOG_MSG_ID_TP.. TMporpysumk [TPND] Monb308...

a Wssewenne  25.05.2015 17:4... LOG_MSG_ID_TP... TMporpysumk [TPND] Monb308...

@ Vssewerme  25.05.2015 17:4.. LOG_MSG_ID_TP.. Tporpysumk [TPND] Monb306... o
25.05.2015 17:4... |LOG_MSG_ID_TP. [TPND] Mons308.. |
[TPND] Monb3oBaTent “sm-admin” noaroTosun ofbekT "tpn-server2008", id "DN:C=RU,0=0A0 ENBUC NMOC,0U=0T1aen paspaboTku
M0,CN=ZASTAVAmanagement” K akTUBaLWm

Mony4eHbl CTPOKK Nora, KonM4ecTso: 9

{ o BplsI0T [ € detdz to dzO dz
[C dask e ddPEa j 6y dls ddzflstl &3 dzls Oz dgzé dzq dzj 2 S bz
ZOMmsiesdls! §OCOk] ke’ dst ety msseh j dd2 (f

s OB A2 OdN stk B dzls Odz! dz@ & tediaPdizj 2 € © 1S dzO
s dzts f MOEOSCIsj tedmisdS ( s dzs{ ¢ MOEOCIsj todfmisd

d 1 5C0OLO! btd ¢
fnstse " § ded v

Gl |[edsedls: d&sc

I@l bolsdBBOISdyd ME s 8B dzfs
= COYHTj 10 M4 <.

Al |[RdzHd S Olstster IXI |[{fudflsdl: dse

uisOdso dls! kttso d

[ C dByslogy tedz@@@® sdz' L 2§ Isfqpw  Hdzvw  ff Syl oplgtsis © @hyjdd) s
[ dimnkzshss

Syslog g x
XI 1G] 1@ [Z] [a] [4]
BEJKHOCI'\E-_ T | NatafBpema  |W IKaTeropuﬂ P || NceBaoHMM | Cobeire T

t dmEzsksL ¢ dagslog
[ C dByslogimtsH j ey dls ddzmistelzd3j dzls Odz' dzlz¥  dzd dag P etz ,
ZOMbisdls: f OtcO dHysltgh s ts© jf dzt @ © GAREO
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v OB d2RdzMIs to lz 3] dzls O dz¢ dz@yslogizd dzj 2 € O ¢ dzO

s dzts MOEOCIsj tdMmisdC (s dzsy MOEOS ] todMmisdS

= T |1 5L@k! btk ¢ il
G |{Bdsodls: dzsc fstseh j dad v

@ 2oy nBYRINI R BPEY Bl (ade ser ngwal e

|A| |[RdzH S Olstster Al |y OHOI! ffMjoHBddd

Xl |[{udmisdls: dzsa

719.r ztodz@ @@y ts dzdzj dzd W

[CdasztedzOdz R Mt Hztegzezd £ j Isfw v v tots i) s ldsti@izj «

d i3 stels©O L d3 dzj dzedzdc dz® dz  repiisSdgdigsdzdmMsn O dzf Isls+  d Ex

mMeh Moz h d2, OS] HMiskzY{ dzO dzO olddeHOE v ZHids ¢y 2
Tononorua | Kapta | MoHnTop ] XKypHan | SyslLog KypHan ucnonHeHus |

JKypHan ucrionHeHus F X
®aitn  Bua

1 l!]na areHTa Tuna 'SecureConnect Gate 6.0": yaaneHa onwia 'ABToMaTHYECKME 0BHOBNEHWS, BPpEMA AHS'
2 [ing areHTa Tvna 'SecureConnect Gate 6.0': yaaneHa onwia 'ABToMaTHYecKne 0BHOBNEHUA, pEXMM'
3

i d mMzskRE L Gzts 2 tc dgChplf ts dzdzj dzd v
720.1 OdzdH detsfls! Mjtclsd¥ S Olste

[Cdzh Oz H detsyls ! fj i 8 dC Gl s sqyds 587 sl
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Mjeldi s Glistget s Oo dzj dzdzr © o Witedsj kOsBddyr ,
dilsjujdd” Mjekd¥dsolko. rdv %¥dd seoydd 6 Met
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= BanuHocTb ceprdmKaTos x|

—CpoK aencTena cepTudukaTa

{* Mpocpou4eH
(" TMpocpo4eEH MM MCTEKAET B TEYEHUE HEAEM

@ MpocpoYeH M UCTEKAEeT B TEYEHUE MecsLa

Wms | DeiicteuTeneH ¢ | AeiicTBuTENEH A0 l OBbeKT NONUTIKK
i—'_i GOSTR 34.... 16.10.2012 13:3... 04.10.20146:09... i‘ cupdaster

£ GOSTR 34... 16.10.201213:3.. 04.10.20146:09.. B Security Ho...
_"—_‘i GOSTR 34.... 16.10.2012 17:3... 04.10.2014 10:0... _;j Security_Ga...
i—'} GOSTR 34.... 01.11,2012 15:3... 04.10.2014 10:0... ﬁl Security_Ga...

B GOSTR34... 16.10.2012 13:3.. 04.10.20146:09... %], Security_Host

IpaBKa 00LEKTS | KonmMpoeats I

3aKpbITh

{ dMEBELS RO dzd H desfls: Mjtsd¥ S Oto

Auts cdzBatts s 3O dyj MSd Glfdjydo0jls fMjtksdyds
Mz YO, BdzOky jddy 0Sda Mjtlsdh s Oldmas saizh i
fsweodv jddeOs h OWE QIS dj dz0 1k desdik &l
fjteldi dC Olktse ) dflsy Chdd / dhisjSOshdd MesC B

] Odzd H detsyls ! Midbls g ¥ dBOlBEE o7 Ists.
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02 ZOBH, Cslsserj MSHJ ey Ol ©{ diHods]jvizsf@oedos  osta
0 jdzlsOo j Bigd dds OO0 dzs?2  olststmis § j dedatSML-W @2 dataC
fjtc] Sty h jpdtef ©wOMY Sczsy j dzr  o<adf ssdi dzhyl45Q & dr"spd t dzdzts 2
Aol Mds. o SDeOL Hj &

[Sdes MmMesMmistsdls dL Holkzra Md Cyd22¢ ¢ jealzifth giacod@a 20 o
ltesdLrotsHdlsjdzv, 1 jtifidd gt gz o v gsmdlsmw MmC
sOB dzd yr dBsy il Mtclsdtoseo Ol Mw o oL tOMISOs M j d&3 d
LOctsdzso S s CtodzsdzC . wtsHjtoy Odedj IsOBdzdyr Mmstelsd

vy | o] 5B tc Ok fisle @ts jHoj Mk jte d § fstsck j toX A3ty digts p O o dzff) et |
— opdH@ecur eConnect -MsdiSécareCannactevohile Glieng5.3, Us &
s d f) O dz@ gzgedé' © 2adent_replacements.tgte dzO o wiafst@ j ¢ [Sisticigdfj s
LOMR] dz@ dzOHB f jtoj L Otslisfigld dsly'r IsGUWI /JCHY Its teds Of € o5
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%AECKDHHTODBI areHTos ‘ . -XJ

MpoussoanTEns " | Bepous MuHopHas Bepca Habop pyHk 21| 1 <?xml version="1.0" encoding="UTF-8"?> &
i i 2 <AgentDescriptor xmins:xsi="http://www.w3.0rg/2001/XMLSchema-
instance” xsi:noNamespaceSchemalocation="ads.xsd" Vendor="Synartra”

B secureConnect Client 5.2 - - Version="5.0" Description="Synartra Server Descriptor">

2 i 3 <Agent Name="SecureConnect Server”

% SecureConnect Client 5.2 - - Translator="tws_tr">

B secureConnect Client 5.3 - - 4 <AgenthName Lang="ru"

o ¥ Text="3ACTABA-Cepsep”/>

% SecureConnect Client 5.3 - - 5 <Version Name="5.2"

B secureConnect Client 5.3 - GOST NameWildcard="5.2">

o e 6 <MinorVersion

i SecureConnect Client 5.3 - GOST Name="-"/>

8| SecureConnect Client 6.0 7 ) <Feature Name="-"/>
o 8 </Version>

4 SecureConnect Client 6.0 - = 9 <PolicyObject

gj' SecareConect Clent 6.1 - 5 PolicyObjectType ="SecurityHost" PolicyObjecticon="server”/>

- 10 </Agent>

4 SecureConnect Client 6.1 11 <VPN>

o i - 12 <General>

% SecureConnect Client 6.1 GOST 3 <IKEPort Value="500"
4 SecureConnect Client 6.1 - GOST ValueType="int32" Min="1" Max="65535"/>

:’ SecureConnect Gate 5.2 = - 7 SKENATIROrE

3 A Value="4500" ValueType="int32" Min="1" Max="65535"/>

5 SecureConnect Gate 5.2 - = 15 <IKEAutoPass

i Checked="false™ Enabled="true"/>

:J SecureConnect Gate 53 = T 16 <ESPAutoPass

2, SecureConnect Gate 5.3 - - Checked="false” Enabled="true"/>

o 17 <AHAutoPass

2 secureConnect Gate 5.3 ' GosT Checked="false” Enabled="true"/>

H| SecureConnect Gate 5.3 - GOST 18 s s 2 <LDAPAutoPass

p Checked="false” Enabled="true"/>

|z) SecureConnect Gate 6.0 = - 19 <IFaceMap

B ceqireConnect Gate 6.0 - I = Checked="true" Enabled="true"/>

20 </General>

< | > 21 <IKEParams> =l

3aKpeITh RobasuTb I Yaanute I

t dMEEEEC dig ME e d Pl aizls
7221 iMStdilsster Mmjtejtese

[Cdgsj MCted f Istster ( figg.chchiplzj @Befoitf sdz! L 2 Isfyw  HWXdw- &
W02 azOd3dr, § CffptisHsitete s Ols s d MO dad W  RYdG ted@rids j uisitets® §) @0 &
o jteffgd | Cle@Oo dzts?2 d olststetsMmis] § j dXtts® P2 dzr dzPpp B fHt
9o Avld tOMmf sdztsy j dz' o <adsts W Haftts jJOslAY ta)dff s dzdztsR L 1 K g !
f SHtc@B2H j dz

[Cdes MsMmissdls dL Helkms Mj ¢ yd tco gnt gk ©a @BEIHIA
d CkZOMM® oltets?2 or oasHdIsMY MOB HiMStdfstste. o
oL tcOMIsOs h j &3 ddzd Br o GBOW j d3izOff sdev i€ g, d LdzOX P C
H4BH jtey Odzedj IOBARZJY™ MtelsdtolzjlsmMw Mtse dzOMdzets o' B o
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x|

Wns | Knacc cepsepa I 1 <?xml version="1.0" encoding="UTF-8"?>
M 2 <ServerDescriptor
?j iLocal Authentication Server local xmins:xsi="http://www.w3.0rg/2001/XMLSchema-
& LDAP Server ldap instance” xsi:noNamespaceSchemalocation="sds.xsd">
- 3 <Vendor >Synartra</Vendor >
%’ Update Server update 4 <Version>4,3</Version>
“&" RADIUS Server radius 5 <Description >Local Authentication
= Server </Description>
& SNMP Server shmp 6 <Server isVisible="false">
Syslog Server sysl 7
,,f ! re <ServerClass >local</ServerClass >
¥ TACACS Server tacacs 3 <JServer>
o TFTP Server thtn 13 </ServerDescriptor >
@ Web Management Service loader_http
@ Microsoft Agent Policy Distribution Service loader_ms
@ PMP Distribution Service loader_pmp
@ SSH Protocol Policy Distribution Service  loader_ssh
@ Telnet Protocol Policy Distribution Service loader_telnet
,’ HTTP Proxy Server proxy_http
’.. FTP Proxy Server proxy_ftp
?.. SMTP Proxy Server proxy_smtp
’-. SOCKS Proxy Server proxy_socks

t I MEsBEELC dpts) MC ted i wB'j tots o
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[ fdzd jMls: WoO2d f or §lh jdder 8 H&zw HOdzdzsc s
fjStejlsdr &3 Cdzs ys) , ISt dzjoiyesHotists of Bls fdzPy OB Ols £ dzth
ECOLOddz d&5 © HOdSE 0D . ujallsal Blape@ls e B 1 & K to d d5iiz0 ti
AU ( e d &B). & 2

rdaisdf o HimCediidisgegd 6.1 d orfhj BEyds
MdtelsdW d& Ol d + Coipfjadadd | thyslp. O ‘e iRy o 3) .

Fdzisdf © HJjmMCleffdelsteisdd 6. Woyfdo "™ f BY stcldPpdtso
Mdebd C OB ¢ dMmis tcddicdsjp (RigiEgz" J1 ted &3 &6 4) .

[fMdd %0240 f MjwlsdW S Olssd dzjriss s Oouflie] © a8z
ez dzr j  f sdzv W st di e dedig ey dlizts dzW fitks e st e H ks Oo dz
dzj 5B~ BH @B L HOdd W fy JdEzEEEE ©e Ay O 3.

Jo6aenTb IKE Ceptudukar -

I

MpeasapUTenbHbIE CBEAEHMA

Policy Object: | H| Host v|

Ofiwme

Wma: | |

Moanmcan: | i CamonoanmcaHHelit v|

CyfbekT: |CN= |

ﬂEFICI’EIHTEJ'IEH o |HEDFDEHMHEHD | no. |HEDF|:IEHLI1HEHD

Kpunrorpadms

ANrOpUTM KNKDYa: |GDST R 34.10-2001 - |

ANBTEPHETHEHOE MMA CyObeKTa

DNS: | |

IPv4 Anpec: | |

E-Mail: | |

IKE-vaeHTHdmkaTop

Tun naeHTHdMKaTOPa: | DM - |

SHayeHue naeHTUdMKaTopa: |CN=

| loToso | | OTMEHWTL |

t dimzBELC des Hdzv HBsB OO dzj dzgdv fj telsdW d ¢
v OB d2AYPY d MOdzd § Ot O Is tf taf, HdSMRP® dizj ddf 3 tels d W d

) OtcOd3j Ists 1 dzOYJ ded §

Policy Object [Bi jCk ftddsdSd dL MEdmSO ftjHdsyjdd
R dBW DN fjtelsd¥ ¢ Olko

1 SHY dMOdz |4 tels WS Okslstste’ &3 fsHY  MOdz HOdzdzr 2 T tel
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| OOdj Ists

1 dzOyJ dzd §

gkzBi jCIs

1 sdbjdzOH j dzj y My, e Nt Q00 j § dJddeW ste 30 § ©
9 Wtsttd3OIlsj Di sti ngui s Calxhlicl ®durManaderNent, ( dz
O=MyCompany).

[d2Mmisadls]

1 OyOdks MiEsSO Hj2fisadY fMjtlsd¥ dC OO

i s

[CdzyOdzd] MEBCO Hj2Mlsodw Mjkdy¥ds Oko

b dz' Isj tcdzOls
RABW | dzOH j

] sdpjdz' Isj edzOIsdo dztsy R AZW | dzOH ez @Y @Y jo ks

Hs sdzded Is§ dz! dzz¥ ddeWV stedsOyde¥ 5 o dzOH § dz! y
DNS-DNSd dzv ~tsfis©O ( dzOf ted d3d te;, al i ce. my
IPv4 addressIP-OHtcj l mtsMisO ( dzOf tcd d3d e, 19 2.
Emaill-OHtej M { dzj Clstesdzdzts? § syls™ o dzOH Jj dz
alice@mycompany.com

o dzE steqls d3

vdf GG bkset Cd¥ yO, MBH ey O jasmy o

vdy
qHjdEsq®ds

sOC ks ddi3j dedets dde¥ stcdzOydes s 9 d&zOH j dz' y
Mjelsd¥ S OO fted kMO dzj dad 9. d BiEd BRI

(Is. j. Subjectmal DNS, | Pv4 ddd E
}tod 34 WOHA G Is tst6 "VPNYscfifdAs 2O f t6 G tBg o) OB TBIS
ofjdkd kdfOdkd | KE Identity. 1 1lsd fd

HOdzdetse s f O OB Istc® BEZHjIs tEteOded yj da.

1 d20y g ded J
dHj Zs OB &

8.1.1.1.1.1 tod &3 te

R dzW tsto
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MpEABEPUTENEHBIE CBEAEHWS

Policy Object: | B Host

Wma: |Alice

MoanucaH: | 7] CaMononnMcaHHbIi

CyObexT: |CN=Alice, OU=Management, O=MyComparny

[JefcTenTeneH |HEOI’|JBHMHEHO | no: |HEOI’|JBHHHEHO

KpunTorpadua
AnropuTh Knioua: |GOSTR 34,10-2012512 -

ANETEPHATUEHOE MMA CyOLEKTA

DMS: |alice.rnycompany.::om

IPv4 Anpec: | 192,168.0.1

E-Mail: |alioe@mycom|:|any.mm

IKE-1aeHTHdMKaTOP

Tun naeHTHDMKETOPE: |DN "

SHEYEHWE MASHTHDMKETOPE: | ChN=alice,0lU=Management, 0 =MyCompany

|1’n’roan ||Dmerm'h|

t dmkzszsff toj H dzj dedJ ddat stedBOYdd dHJ dalsd uda
811121 ted i3j t& 2
vjtlsdW dCOBC §ele 5O) d BY s to lsA wciote@dz fors s d
R B fatdsts 0.Qld ] Shdsedsy | §O0©0Odk)ster WYsted' L Of s dd
dde¥ stedsOydd du( ffpisdidneG@isd-¢ Ols O

Vs | dient1 |

Moanmcan: || ZASTAVALAB-CA |

CybexT: [CN=dient1,C=RU |

ReiicreuTenen c: [ 15.03.2018 19:03:02 | mo: [15.03.2020 19:13:02

KpunTorpadus
ANropuTM Knroya: IGOSTR 34.10-2012 256 'l

AnbTepHaTHBHOE MMA cybbekTa
ons: |

IPv4 Agpec: | |

E-Mail: I I

IKE-uaeHTudmKaTop
Tun naeHTUdMUKaTOPa: I[m 'l

3HaqeHue uaeHTUdMKaTOpa: |CN=dient1,C =RU

Il'o‘roao ||Omewrrb|




101
[ s [ 30063101 3201

t dmesBELEY toj H dzf dedd ddat stedsOYydd dHJ delsd yda

811131 ted d&3j t& 3

[ d2vsff O HiMCdd bdplgond dMke j3nlse 2jls  ockjLdddapddit
fjelsdi dC Olstse

[ v bscEcjldsedcso Ols! Mjwlsd¥ dC Ol dff sBEE@g
&0y Ols' S jdaBif 1€ drtedz® Ols © M@ i OsO BB G £ Is O 1 dsczf Is
C dets G brlzj @B C dzs Y € bsidzlst O tls ddtsesitsj Soifg Qize fdfis dedAsfots dfdzq
fsdv o jESddcse Ols! .0 defpdzij o %) daf ®Odd fMjwlsd¥ SO
L OS¢ ZOHCtgls W d Y DO &3 fssispC s O  f tydzdfisls © I s dg 7 OIs. !
sjlsd¥ dCOls tf B BEdEse Ol o BEWjt B &) O dd
Cdzlsj CMlsdese s dsj dfs i [jBY I5tEols Of todydif®dEd 1 O dzdz’ 2 v A (O tc
LOodfd &sflisd usA didfyjteds oo @Rds?) | dzj € lsicts@dal § o 1§ dbdgd
Mted Hplse ©) .  1Ws Mfgzj to Y dsidefAvfidsifofs tels Pfsd s[Bd j CIs  ff (sHiafyis d
Lstsets dzj 586 dzl f Wigls de@®E jdafzlsizg ) to lod WYedtsiPlsgiaf ® 3§ dzd Is
fsHY dMOddndz) ! sedsdkfastls Mjtsd)Eedssy ks §
fteso j edlils! § OO Isfigtzz W dte sded &€ Os Od dstwffiptisCy CsdztEs]) W
| Bls K ofipel3d i) 28 G @5 ls d W e[ HOitsed @tz | 1} 1 dizjtis ] Bz

N\ 1t6d djfisssejlshisodd §OwLOdGjsess Mjwkd¥ dso

Cijdgtcso OdzgdJ € dzeAwdootis2dzdffOdB'Is of toj HiZ toj 3 H J dac
LOftcsmMO o BEWjt tsBd3 d&zO ddzd o W O2 dz.

[ dzv Istséets ylstsBr GCdz6 yjoOw dJdeW stedgOydw BT, 8z0
LoV du MS s Wagdsdgady | DiygsTHPH s (shisOny 2 f@eds
stsdiglz IstsC jdzz, Ctlstster 2 Mtstslso jlsMisolzjls Ctodf IstsOdza

[ &2 EHQfdefi O &0 ¢ j dzj te O ydpf s BSSdFHIjdRSS 2 o T B
Ctsdzls j € fls dpscOszally 'dzéL Of tesMr Hdw fjelsd¥dCOkss dd
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o% VMnopT ceptudukaTos
Cepmcpuxar/vuemp [eiictene Cpok geiictena  Owmnbku/Kondnukrel/Cosnagenmns

4 B cproca2012
5] Windows2008...

WrHopupoBaTh Heussecten

V3MeHUT

MpucyTcTeyeT 6 M

LeiicTeuTenscHelt  HopMansHas 3aMeHa 3anpoca Ha roToBbii cepTUhMKAET

mn >

TMoKa3bIBaTh NOMHOCTLIO COBNaAatoME CepTUMKaTHI BesonacHocTi
BTopast KonoHKa: MH(OpMALYS, HailAEHHaR B KOHTEVHEpe.
TpeTbs KONOHKa: INEMEHT C TakumM xe ID, ecnn oH HaliaeH B MIB.
Mpasas KonoHka: To, 4to ByaeT sanucaHo & ITIB.
3eneHbIM OTMEYEHb! NBPaMETPLI, KOTOPLIE MOXHO NOMEHATL (AB0IHONM KWK B NPaBoii KONOHKE).
KpacHsIM 0TMEYEHbI NapaMETPLI, KOTOPLIE HE COOTBETCTEYIOT APYr APYTY.

Mapamerp B koHTeiiHepe bbino B noauTuke Byaert & noantuke &
OBBbEKT NOAUTUKK G2008_54 G2008_54

Tun CepTudmkar 3anpoc Ha noanucakme ceptTudmkata  Ceptudmkar

Wns Windows2008R 2-ZASTAVAoffice Windows2008R 2-ZASTAVAoffice =
MoanucaH cybbekTom CN=CproCA2012,0=Elvis,C=RU CN=CproCA2012,0=Elvis,C=RU CN=CproCA2012,0=Elvis,C=RU

CyBoexT CN=Windows2008R2-ZASTAVAoffice,... CN=Windows2008R2-ZASTAVAoffice,... CN=Windows2008R2-ZASTAVAoffice,...
QeiicTBuTeneH C: 5/26/2015 5:50:00 PM 3/31/2015 1:18:21PM 5/26/2015 5:50:00 PM

DeiicTBuTEnEH AO: 5/26/2016 6:00:00 PM 3/30/2017 1:18:21PM 5/26/2016 6:00:00 PM

AnropuTH Kntoya GOSTR 34.10-2001 GOSTR 34.10-2001 GOSTR 34.10-2001

AnuHa Kntova 512

ANrOpUTM XEWMPOBaHUA GOST 34.11-94

Tun uaeHTuduKaTopa DN DN

WNaeHTudukaTop CN=Windows2008R 2-ZASTAVAoffice,... CN=Windows2008R2-ZASTAVAoffice, v
MapaMeTp NoAHOCTHIO:

[oToBO OTMEHUTD

{ MEBEE Ry stcls fjesdW s Okso
811141 ted i3j & 4
[ dzW § MS tedifdsisdelPasmdd 6. 1 d By das L OC tek
dEjdEb@ vy et o {Bdly L ISPl ditta@ad g d B to O lisidzlz § f b
My dMisS  Mj teld dsWidis) O ey j h dats 2 L @sen€itsidglsd)  fiistefssefiy J0E,et
f 5 dd lod Sdfs Ols ' [ We@ESHSs ! L Octeky j dzdz § T J de lsaf ¥ Agd fbagsts Is
fj elsdl GO IOB W Sl ol

8.1.1.2. EHOdzj dedz R

al’hci_

ltcdovwL €O
1 tc@o ddz

]l ts cdzts ¢ d - &3 Mls O~ G tc OW dAiwj+§ €zl & waf| ) f tetalz! | Lickd
dzdo j temMOdz dgr 2 1 dzj a3 dzls Ef tcOe dzj dzd v , f toj HdzOL dzOy
mMjte jtotse tOL dzd Y difststtss tdsafiffSodfc § g etco Pl j dz2ls W d €S Oyd d

1 dxd sfdmreosismw teBhdj ftddydyfr OB KNS dH
1 Otc Od3jfiptic)" H d dej drp's WiEly edf@sfios v ¢LIVGd () ts dzjn O dzj dzdz" ?). 1 frigidtc o
fsdissh d ¢ dzBtPBFUsH O dzcfilss'B O dzW 8 Isfpw  d EZHOdzw s Isfqpw 4 j
oLOdBsH j2Miso so Ols! te JfrHdgp S dndztéifds S d310zeizls 631§ Gels d3d te §
i ted o PMPOMf) | tc aptevaMGMT ( sHdes d3j dzdz" 2 M [BI jJSIstsdy3 1

hjtco jtoso d mMtsL |
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AntsMmijuidy tslseo j yor h d2 L O HBMIh@ejCdifists € 1§ tz¥s GNaFHEALRlTY 2
ManagemenProtoco).

—CepBsepbl NPOrpysxku

MpuMeHeHue I Wma Cepeepa KnueHTcKuin cepemnc ol I
Q Mporpys4mK @ tpn-server2008 NioBoin

LobasuTe (Ins) | Mpzeute (F4) Yaanuto (Del) YCTEHOBUTL N0 YMONHEHMIO

V¥ Otcnesusats LenocTHoCTs B

[oToBO I gmenvrrbl

t dmMzeBEXtcdow L CO EZHOdMzj dedzr = MJ oo j totslotc @oodnde IO Eztadf
1 OtcOd3j Ister  fipts jfrpodd jfipsdovO R tsBi j €150

] Ctsdzls j € Misdats 3 Bijdee | ot C dzd tcs'Cctiz@ IS d H
1 € dzs wdls™ € dzs (dhlgsd Mz B8 lgoyOjls L Ou fnkdes d@dze d Wi MC.5Gt
[ Mdfc Oo d dzts p C sy dey IstcOdemdzv ydd 411 HdzvW ofjn
fesrtsHdls ISteOMMO dEjHdssrteftetOB IsE RO Ui MEd
ftosf ZMC Odzdw LwcOW SO ¥ PR Odztletf &E H s dztf 05 g dsal if & oo @l
Csdztsglalrd j dz2s S dP. MR if dzts  o,r Cleias yfjeasiso j sfplso s h d
ftsL HOdz Istsdz C it coj HlI OeeBtzdzscigj too j 6O, Is. j. fted
Bjter HEv (s lmnS Ol | fsisEeds] NskloW q&'0j ykOkh telzlsd

(o3| ™ tpn-server2008 v
YpoBeHb nora: |C06blmq :j

oToBO OTMEHUTD |

t ML C dzs dL d3j dzgj dzd v w jtoo jtodzgsets f to
) edstedlsjls Wdd stese (. j. §BLW"HESS d5 Yo
Cdsf 5C Mt Mt &S Okd MO O ls lsOBddy’ .
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vsO0Cdd3 BOL M3, HfkdsY s v & MJjtceo jtcO ¢
tcj h O sw MteOLEZ HoOoJ L OHOY(]:
1) | CsdW e ztcOyd s [BI jCIO BEZHEIS o MisOo d
oLOdhBsH j2MIsad] [BI JSIO f HOdzdzr d3 fyj tco j t
EftcOQodzwe hdj oL HjZdglavaMOMTéHts Mmiststcts dz’

2) | CsdWdekztecOydd MmMOBsets [BI j CIls0Op € disteyjodzdz
mMemMstsvakd sd¥W JektcOydwvr fHtotsd3 yklstsydzr = KO
Wddzt ster Hdzv s M Odzdwy Mtstslso j Is-figlsddt (T | c
tcOBtslsr KEHESCHBIPS500 d f tkKEWDASTCTde®alf 5 ff Stc
UDP 4500).

8.113. uftsLHOdz]J d tcj HOSNAT- o8O ®Odadz] ( H dzw Z

1 JLBf Omdztsmisd)
AV BHHjJtydoOjIs ttOBtlskz M Mmjlsw k3], GHJ d mt
(NetworkAddressTranslationNAT) tOL dzd ydzr = o9 dHt9 :

- M@l dyj MS Ov IstOdzfdz y flynan@oNdT; fptse (static N.

- Hd ZOBd Y MS Ow st BIABRAZY ydv OHtej Mse (

[Br YN CsdzW deztedtelzj sy dz0 §sctwOded ydz 7 kfk
fjIsd fisdsd R dalsijleEz) sy jls Brls! COC dgjed htsj My
stets?2 Mlso s, ISOC VRN fesfoftizs ylj datigs 85 Mz yOwW S H dzv
bflstcts Bhgly alBX@ ldzj SBRSHd B ML HOK! Bi jCl zd¥L 1

[ dzv  dzd S SlsSE6 § dzlisteof dstB@ Wdtsd o dzts§ ENATO®B def dzd | tc O
(flzlsjdz o¢Cdzs yj dedfwl IF ¢slzRisZ® H kA T iply @e'tsd s mists kyd
d dztV sStc B3O NAP-{f tofy SBtOL S OdzgdWwmn dz20O HOdzdzsd3 tsBi j CIsg
dL &i3j dzjPe@fiMte j s e GtesntsyHjddd kteOWdSo yjtsy
Odzcsted s Bz steOMMmd sy, (&)L Is0f j IsteOdz

]l 0o NAMOMESL HOE Isw dAAT WiOQ adefpdz®@ (52 s © P L szt L
1dLf Oy s © ¢ OLftagdzid s Iz § tc O otsdf jtedpdij dz'NJAE,
Is tc O dzfr) dzd tc ts o-fOts s Wjv H BRsSEz] Iod € Iz, Is. § . or f sdzdgw § Isfyw
dzj st HIGIS alzsdzdgsh dzd tsls d3j 19 Gs@zd is dpC O s tol@EzMmezd ez j Is
ftoj sSBWOL 859 Odzdz" = OHE) Mo, dzs MOt J dalggatsHiED 1H ©ds
sHdets ddzd NAT-H GCOdd dzs
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o8 Wamenuts Loz 6ezonacHocTu: Gate-197 =
OBuwme | L
Tononorua Y -
(=
Mecronono Bl [obaenenwe NAT npaeswna
4 BHC
OBwme || Twn NAT: |CTaTMHeacmF1 v| OnucaHme: | |
G
epTd] McxoaHbIE NaKEeTE!
Mpegon|
IKECFG WcTourunc: | B84 TP Aapec +Macka | IP Aapec: [0,0.0.0 | Macxa: | 255.255.255.0 |
4 YnpasneHug
Obwme TpHemHIK: | Fd IP Agpec +Macka v| IP Agpec: |0,0,0,0 | Macka: |255,255,255,0 |
ABTOME
nne CeTesoil CepBnc: | .‘. TNkoboit - |
Mapame
Tk ko MpeofpasoBaHHEIE NaKETE!
SysLog —
NAT npasun WCTouHMK: | [=] McxoaHei - |
Bxoaut B —
MpremHIK: | [=] Mcxoarsi v|
eTes0i cepeuc: | W VioxoaHsii
WHTEpheic: |ABTO v|
loToBO | | OTMEHUTE |

K. LobaeuTe (Ins) MpaeuTe (F4)

PaspewwTe ynpasneHne MAT

| loToB0 | | OTMEHUTE |

t dhkzeRsXtcd d3d tc MNAT-H @ @GPy dz
[ 5B Qo WATRgOo d zO f tesdMmMatsHdls MdzjHEeE h dd3 tsB 60O

1) 1 Oy Glalzts ff SslB Oa d Is !

2) RL o' fOHOsh peBCREREMNAT, Ctbtser?2 Bkujls
] £ 0o d dzts ds.

3 [y dw jMisd kjSMistso s cIfdOOdQ [offismmsds

4) 19| fisl df ) Qe zO (o dH d BEE & o dzlz Is &  -Ocdzts§ M ( dsts
fsdP Hicg MdME sSHREE SIJP (o Isjedddsdsedd Ci s

-l MeeSpukdfsiy syfzOCrj &' B toistt BEs Is totc s d3 B
ECOLO@Htc M@ o'Bttcy o C OMEMmihlso s jsdszd
or fOHOs N jets MY dMEC O, O dlaets j £ Isielzdlls i tgfd o

-loj M dJdeW stedsOyde , dzj sBrtBHJAEZzE HdzW o' B

5) 1o | M MOk p dzd Bzt d Bscts MdzOtelzyd, o ¢
OHtej MO( 5o )IP Addess oftftdaigvis B tc OL P4 @Odedetss (8 Is g
Cisco: "inside global"):

- fls rEflsits Y ezdf S dijtc ] sB tcOL jsth @OUilds ' B tc @ Istc BOIs ,
Colststcsdd BEzHEIs -OEMQLUOa Olg 'fifird 1IGRHtej o ¢ dzts
OHte] M3 o dzzIste d o tzB COdeY fzdedhF g i ezt & O dzfp dzw y d v
HdzW HOddSE RS i@V tBdL otsHdIls! MW dzj BEZH IS
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6)

7)

8)
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-Jlo i dJdaW stedsOydes, dzi sBrtsHddzy HdzW o' B

{ Mdzd dzj B 9 1 fipth dfth),O d@Hjtc jITPO ( 5o )P Addozss o f tf @yl tSH «
IPf ©C jiIsjy (9 Isj tcdpiitsimetdtnll)dd Ci sco:

-] Mk j dpzdis ipf sy OS5 B B BOI, o Elksls

k¢ @dP-OHtej MO.

-Jlo i dJdaW stedsOydes, dzi sBrtsHddzy HdzW o' B

{ fhdzd dzj ts BahosjHislRiS , MO dz@ § tc JIFO( ts© ) IP HARHress ffots dzv
SlslstcOdzm dzig tclfs® Oglzizis (9 IsjtodRdddesdzsedd Ci sco:

-] kB ddzdiCstizj 5B 6 OL j4o0@tde” B LiOESE BOlS, o ¢

BEzHlizEO@dzIP-OHtej MO. ( Mdzd OHtej M Isotd Ol
R~ sH.dz" 2

- lojmEod ddW tstcdfdQHtdsjoB®BitsH d gz Hdzw o' Bt O

[ Mddej 5B - tSH dudstisB ' H-OuzAzasd zZN AT tcd d3j dgw dzs ! Ist
sdf O3 stcOf f&MD,- RO jds MisdcsE jo 2 dzBiiso §MHO
dZy dzr 2 wilsjoet? o) €@dise j Hidisd Ml tsisds s f s dz
ltoj ORttse QAP C'j fglsto A j o 52 dfigijj tg dsd L edz® 1 jsdrdizj -
Zdetstc®®B COYJ mMlsod L dzOyJ dedw ¢ 529 to jffldsdg d2j H
Mazzvyoj B kzH jldse OCadiind widd:O ] ISjde0 fntec dhgsy teg d fissms
By dzts s ts O dzfy dzFlicts@UOds® T T BBl TARsls TCP:
4 dMts¢ HsMiskzy dzr = H dzw 9" Bt O djlsjor
Mtstslse jIsMilse KW j &5 € dzj

[ Mdaifj 5B SEftdfsH jdddrssi e WujjXeij,L. Slstster 2 BlH L

stcOdemdztzj g R sSHd B o' BicOls! 1 Is B Iszls jqtekildjtRaks |
ltoj sBtcOL s Odzdzr § f OC st

10)] O @lcs oKL | sOBddyj 4§ 4 sPlsffrzsdso sj NAT

[ MdzR Mo S H dzts a3 L HAOUJ Bzd J d3dzgt ) © s y deffdzef) tc o dofif B ts C
L &zOYj dzdj dz# B2, It L&Oyjddj ksct Ot
L &zOuj dzd j dMAotsHd 2.

( Mdzd (o) srigOsgeld s L dOud dzd jte d § @& drds ] ldsts
L ZOYRBESH & WOSH BGisI8 cOL S0 9 Ol! ©BO § OtsC

& 1 C oyl e p BddRIMBG s yagcE@Ils Br Isy or BtgOdzr Mmizh
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1 tod &34 to

Z dz¥ L 1 JLtf Omdzs MATT ( 45 Sy EAQXEPT) Is H dzw AP A frffls ts ©
RZORtSHWhdafmw LO 1Isdd zdzs L ts5dd, 9 2f) 1 68 tc i @Bzg tol dig@fr
cf todo Cds@mtgjj MO BEHEIS f to] tsEdods BsO @@@AZc Jofy j1H. dldz 12. 1 .
OHtej Mse HEd 20 ftesdLBEHElEOMfC O Mgdspd "n offltco

Il 1lssd3 NpAlzEgOg ddzs Hdzw HOdzdese s Zzdz2E L O 1 jL B
s MdzjHEkzs"dikd §OLOd] steOB:

-uvdf NATOBd Wi ¢ d2

- RME SHAD Q RN ls 5y GO OP-G dadsjpi92.168.0.1 192.168.0.10

- RME SHADQ J i f d3dzd S8 ts 2

- RfMn SH{AD T Big Is j o 52 :[fiyiBtdn2d f

-1t sBtcOL O DgHdls s yGRIQH t© 1.191.1

-1t 5BicOYicO®®ddizd j dzdeditn s H;dz" 2

-1t 5BtOL 56 Oyighis j20 t52 : R ~tdoHJ0E 2

-1t 5BOL t59 CrigdE j2tc WipjERESS Is

8.1.14. ¢olstsdzOIlsd yj fmCdrjjdzdsie patzle

G jdetbtsHH jtey o Ot ls ftesyjHEZtclz OolstsdiOIsd yj ME &
M Oydoe Ols d Iddgle CoggCofivirdde O tcsH 2C IsO. stsdeW e ztod |
sBdzso dzj dzgd v sy jls or fsdzdzw s MW € OEs@BPE) d WRAESG
TYd e v dultfdptc Oo dz] g H O dzOMistets2 € dp clzjCdELO o O Isfyw 9

lted oCdz® yjdzdd tojddi30 Oolsth BPltfnjiffss S§ St s
ffewLr 9 Ols! Mmw fi) ZC OL Odzdzr &3 MJ oo J tc5d3, fMtsH j oy O
tcOMf sdzOe Ols! Mw ¢ dzdfrfx§leAiAs jdmsdRj I)j.Isdr Mdzd dzO M tce j t
ftesHEZCISO, Ists BRZHjI LOfEMNjd ftesyj M tB detse dzj dzd
kjSkhj2 eojttmdd d ddemlsOddyydy dsst?2, M Mo
mMjtelsd¥WdSOOR d Is. §.) .

I OudmddBshisd sls d@OhsEdsy syl iffifr 1 ME Oud o Oda
sBdetso dzj dzgd 2 Bscbkzls or f sdzdzw s Mw dzdB 5 f sSdzdets s
stesd3y] ke, YBHHJjtyxdoOjlsMmw dJdhmlsOddy ydw B dtse

[BEOMN jddj € fj@e fctsdsm kBaditd {5 EHBER
dj sBRsHd&EMISd L Ohdlsr HOddscts msjHdJdj:
Miej Hiplso Od 1fseca EPNEFEW ¢ fndse v @SR &£ 00 d &z
LOMdh jdedese s Mtsi H d dzf ezl dz i3y te &£ | 6 © dgdzts B3dzts 9 (
[ v dzOfmlstes2Cd OolssdOlsdyj % JEyS tehen bt Cdalrvis

o s2Mise O HOdzeizhs € BOBS 2§ & BOEES d W fS s inish ket dzg
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% Msmenntb Lintos 6esonachocT: ZASTAVA-02 — x|
M
Tononorusa QORI RE R O6HOB S TL cornacko JINE v

- BYC ~Pexum obHoBNEH!S

Obwwe
CepTudmnKaThl
TpenonpeneneHHbie Knto4mn
IKECFG

[=}- YnpasneHue

(¢ CkaumsaTb obHOBNEHME U YCTaHaBnMBaTb €ro No pacnucaHMio KaXabli AeHb B! 3:00:00 3:
(" CkaumsaTb obHOBNEHME 1 YCTaHaBAMBaTb €ro HEMEANEHHO

(" CkayaTb 06HOBNEHME, HO MO3BONMTL MHE BbIBPaTL, KOrAa ero YCTaHOBUTE

Obwme
06HoBneHVs " MHbopMMPOBaTE MEHS, HO HE CKAYMBATH M HE YCTaHaBNMBaTb 0GHOBNEHME
I'Iapameprl CcoeauHEHUA

SNMP —Cepsepe! obHoBneHIS

SysLog
NAT npasuna
Bxoaut B

MpumMeHeHne Wma Cepsepa KnneHTcKuit cepsnc YposeHb nora

EIE

AobasuTe (Ins) I MpasuTs (F4) Yaanuts (Del) YCTaHOBWUTL M0 YMONYEHUIO

FoToso I OTHEHMTbl

{ dMkeBsSs dsW d ¢kt d tos 0 Oqz]fj S O ts sEgOdsE o dzj dzd W

[ dzv  C oW Jekztcdtetso Odzgdw Ooalssd@dOIsdud ME s6 s
fOttOd3j ste" ¢als &I IKZOWCHS d §( fsos@iptzBry Glzd ¥
v OB d2hY P d MOdzed 4 + dzj d3j dzlstse ddzlsj teW j 2 MO

¢ dzd3j dzls {fdmOdad J

ImfonoEnhd2 dz¢ y g ded § [Bol | KdsdD])déls d dal ste 30y d d
ts

¢
sdf [BdSodzj|fesyjHE' ©Bdsso dzj ded™ 7 .
J

Jtekzf§f O 1 OdzH Otctizglztzj dzls EZf tcOo dzj dzgd W H dzW

]
)
tdxdds sBdeso|t Y dd3 MEC Oydoe Oded™ d d dufij ldsCed@ipw dy@fdf
=]
)

Is
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