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1. ɺɺɽɼɽʅʀɽ 

1.1. ʆ ʧʨʦʛʨʘʤʤʝ ɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝ 

ʕʪʦʪ ʜʦʢʫʤʝʥʪ ʦʧʠʩʳʚʘʝʪ ʬʫʥʢʮʠʦʥʘʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ, ʦʩʦʙʝʥʥʦʩʪʠ 

ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʠ ʧʨʠʤʝʥʝʥʠʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʢʦʤʧʣʝʢʩʘ çVPN/FW çɿɸʉʊɸɺɸ-

ʋʧʨʘʚʣʝʥʠʝè, ʚʝʨʩʠʷ 6 ʂʉ3 (ʠʩʧʦʣʥʝʥʠʝ ZM-WS64-Vʆ-03)è (ʇʂ çɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝè 

ʂʉ3è) (ʜʘʣʝʝ ï ɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝ) ʜʣʷ ʩʠʩʪʝʤʥʦʛʦ ʧʨʦʛʨʘʤʤʠʩʪʘ ʠ ʧʝʨʩʦʥʘʣʘ, 

ʦʙʝʩʧʝʯʠʚʘʶʱʝʛʦ ʵʢʩʧʣʫʘʪʘʮʠʶ ɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝ (ʜʘʣʝʝ ï ɸʜʤʠʥʠʩʪʨʘʪʦʨ). 

1.1.1. ʅʘʟʥʘʯʝʥʠʝ 

ɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝ ʚʳʧʦʣʥʷʝʪ ʬʫʥʢʮʠʠ ʎʝʥʪʨʘ ʫʧʨʘʚʣʝʥʠʷ ʧʦʣʠʪʠʢʘʤʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ (ʜʘʣʝʝ ï ʎʋʇ) ʠ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʧʨʦʛʨʘʤʤʫ ʜʣʷ ʫʥʠʬʠʮʠʨʦʚʘʥʥʦʛʦ 

ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʚ ʛʝʪʝʨʦʛʝʥʥʳʭ ʩʨʝʜʘʭ. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʎʋʇ ʧʦʟʚʦʣʷʝʪ 

ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦ ʩʦʟʜʘʚʘʪʴ, ʨʘʩʧʨʝʜʝʣʷʪʴ ʠ ʘʢʪʠʚʠʨʦʚʘʪʴ ʧʦʣʠʪʠʢʫ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ (ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ) ʩʝʪʠ, ʚ ʢʦʪʦʨʦʡ ʫʩʪʘʥʦʚʣʝʥʦ 

ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ çɿɸʉʊɸɺɸè (ʜʘʣʝʝ ï ɸʛʝʥʪʳ) (ʜʘʣʝʝ ï ɿɸʉʊɸɺɸ-ʆʬʠʩ). ʎʋʇ 

ʦʙʝʩʧʝʯʠʚʘʝʪ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʳʡ ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ ʚ ʟʘʱʠʱʝʥʥʳʭ ʩʝʪʷʭ ʧʫʪʝʤ ʦʧʨʝʜʝʣʝʥʠʷ 

ʇʦʣʠʪʠʢʠ ɹʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ IP-ʬʠʣʴʪʨʘʮʠʠ (ʚʢʣʶʯʘʷ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʝ ʤʝʞʩʝʪʝʚʳʭ ʵʢʨʘʥʦʚ 

(ʄʕ) ʩ ʢʦʥʪʨʦʣʝʤ ʩʦʩʪʦʷʥʠʡ ʧʨʦʪʦʢʦʣʦʚ) ʠ ʜʣʷ ʦʙʨʘʙʦʪʢʠ IPsec-ʪʨʘʬʠʢʘ ʥʘ ʫʧʨʘʚʣʷʝʤʳʭ 

ɸʛʝʥʪʘʭ. ɿʘʱʠʪʘ ʩʝʪʝʚʳʭ ʩʦʝʜʠʥʝʥʠʡ ʫʧʨʘʚʣʷʝʪʩʷ ʯʝʨʝʟ IPsec-ʇʦʣʠʪʠʢʠ ʜʣʷ ɸʛʝʥʪʦʚ. ʎʋʇ 

ʪʘʢʞʝ ʦʧʨʝʜʝʣʷʝʪ ʪʠʧ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʫʜʘʣʝʥʥʳʭ ʭʦʩʪʦʚ ʚ ʨʘʤʢʘʭ 

ʩʪʘʥʜʘʨʪʥʳʭ ʦʧʮʠʡ IKE: ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʮʠʬʨʦʚʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚʠʣʠ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ 

ʨʘʩʧʨʝʜʝʣʝʥʥʳʭ ʢʣʶʯʝʡ. 

ʎʋʇ ʫʥʠʬʠʮʠʨʫʝʪ ʫʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʚ çʤʥʦʛʦ-ʚʝʥʜʦʨʥʳʭè ʩʝʪʷʭ 

ʧʫʪʝʤ ʦʜʥʦʚʨʝʤʝʥʥʦʛʦ ʠ ʮʝʣʦʩʪʥʦʛʦ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ, ʢʘʢ ʄʕ, ʪʘʢ ʠ ʰʣʶʟʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ 

(VPN-ʰʣʶʟʦʚ) ʦʪ ʪʘʢʠʭ ʠʟʚʝʩʪʥʳʭ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ, ʢʘʢ, Cisco SystemsÊ ʠ MicrosoftÊ. ʊʘʢʠʤ 

ʦʙʨʘʟʦʤ, ʎʋʇ ʜʦʧʦʣʥʷʝʪ ʬʫʥʢʮʠʠ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʷʤʠ, ʦʙʝʩʧʝʯʝʥʥʳʝ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʳʤʠ 

ʧʣʘʪʬʦʨʤʘʤʠ ʫʧʨʘʚʣʝʥʠʷ Cisco, ʠ ʧʦʟʚʦʣʷʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʦʧʨʝʜʝʣʠʪʴ (ʠ ʟʘʤʝʥʠʪʴ) ʪʦʣʴʢʦ ʪʝ 

ʯʘʩʪʠ ʢʦʥʬʠʛʫʨʘʮʠʠ ɸʛʝʥʪʘ, ʢʦʪʦʨʳʝ ʠʤʝʶʪ ʦʪʥʦʰʝʥʠʝ ʢ ʩʝʨʚʠʩʘʤ, ʫʧʨʘʚʣʷʝʤʳʤ ʎʋʇ. 

ʂʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ, ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ/ʫʟʣʘ ʠ ʰʠʬʨʦʚʘʥʠʝ ʪʨʘʬʠʢʘ ʥʝ ʟʘʪʨʘʛʠʚʘʶʪ 

ʯʘʩʪʝʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ɸʛʝʥʪʘ, ʦʪʥʦʩʷʱʠʭʩʷ ʢ ʜʨʫʛʠʤ ʩʝʨʚʠʩʘʤ - ʨʦʫʪʠʥʛ, IDS, ʧʨʦʬʠʣʠʨʦʚʘʥʠʝ 

ʪʨʘʬʠʢʘ ʠ ʪ.ʜ. ʆʥʠ ʦʧʨʝʜʝʣʷʶʪʩʷ ʥʝʟʘʚʠʩʠʤʦ ʠ ʩʦʛʣʘʩʦʚʘʥʥʦ (ʙʝʟ ʢʦʥʬʣʠʢʪʦʚ) ʚʥʝ ʎʋʇ, ʥʘ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʨʦʜʫʢʪʘʭ ʫʧʨʘʚʣʝʥʠʷ Cisco: Cisco Secure Policy Manager. ʎʋʇ ʩʦʟʜʘʝʪ ʠ 

ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦ ʫʧʨʘʚʣʷʝʪ ʃʦʢʘʣʴʥʳʤʠ ʇʦʣʠʪʠʢʘʤʠ ɹʝʟʦʧʘʩʥʦʩʪʠ (ʃʇɹ) ɸʛʝʥʪʦʚ ʚ ʧʨʦʜʫʢʪʘʭ 

ɿɸʉʊɸɺɸ, Microsoft IPsec Agent, ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʭ Cisco, ʄʕ Cisco PIX Firewall ʚ ʨʘʤʢʘʭ ʦʙʱʝʡ 
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ʢʦʨʧʦʨʘʪʠʚʥʦʡ ɻʣʦʙʘʣʴʥʦʡ ʇʦʣʠʪʠʢʠ ɹʝʟʦʧʘʩʥʦʩʪʠ (ɻʇɹ). ɻʇɹ ʠ ʃʇɹ ʭʨʘʥʷʪʩʷ ʚ ʙʘʟʝ ʜʘʥʥʳʭ 

(ɹɼ) ʎʋʇ ʠ ʦʪʦʙʨʘʞʘʶʪʩʷ ʠ ʫʧʨʘʚʣʷʶʪʩʷ ʯʝʨʝʟ ʎʋʇ-ʂʦʥʩʦʣʴ. 

1.1.2. ʆʙʣʘʩʪʴ ʧʨʠʤʝʥʝʥʠʷ 

ɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝ ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ɸʛʝʥʪʘʤʠ ʚ ʣʦʢʘʣʴʥʳʭ, 

ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʠ ʛʣʦʙʘʣʴʥʳʭ ʩʝʪʷʭ, ʛʜʝ ʚ ʢʘʯʝʩʪʚʝ ʧʨʦʪʦʢʦʣʘ ʩʝʪʝʚʦʛʦ ʫʨʦʚʥʷ ʠʩʧʦʣʴʟʫʝʪʩʷ 

ʧʨʦʪʦʢʦʣ IP. 

ɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʨʘʙʦʪʳ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʩʦ ʩʣʝʜʫʶʱʠʤʠ 

ʦʧʝʨʘʮʠʦʥʥʳʤʠ ʩʠʩʪʝʤʘʤʠ (ʆʉ): 

- ʜʣʷ ʩʝʨʚʝʨʥʦʡ ʯʘʩʪʠ ɿɸʉʊɸɺɸïʋʧʨʘʚʣʝʥʠʝ: 

- Windows Server 2012 R2, ʧʣʘʪʬʦʨʤʘ ʭ64; 

- ʜʣʷ ʢʣʠʝʥʪʩʢʦʡ ʯʘʩʪʠ ɿɸʉʊɸɺɸïʋʧʨʘʚʣʝʥʠʝ: 

- ʆʉ Windows 8.1, ʧʣʘʪʬʦʨʤʘ ʭ64. 

ʂʦʤʧʦʥʝʥʪʳ ʎʋʇ (ʎʋʇ-ʂʦʥʩʦʣʴ, ʎʋʇ-ʉʝʨʚʝʨ, ɹɼ ʎʋʇ) ʤʦʛʫʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʳ ʢʘʢ 

ʥʘ ʦʜʥʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʪʘʢ ʠ ʥʘ ʨʘʟʥʳʭ ʢʦʤʧʴʶʪʝʨʘʭ. ɼʦʧʫʩʢʘʝʪʩʷ ʫʩʪʘʥʦʚʢʘ ʢʣʠʝʥʪʩʢʦʡ ʯʘʩʪʠ 

çɿɸʉʊɸɺɸïʋʧʨʘʚʣʝʥʠʝè ʥʘ ʆʉ ʜʣʷ ʩʝʨʚʝʨʥʦʡ ʯʘʩʪʠ çɿɸʉʊɸɺɸïʋʧʨʘʚʣʝʥʠʝè. ɺ ʣʶʙʦʤ 

ʩʣʫʯʘʝ, ʜʣʷ ʢʘʞʜʦʛʦ ʢʦʤʧʦʥʝʥʪʘ ʎʋʇ ʠʩʧʦʣʴʟʫʝʤʘʷ ʆʉ ʜʦʣʞʥʘ ʠʤʝʪʴ ʫʩʪʘʥʦʚʣʝʥʥʫʶ ʠ 

ʘʢʪʠʚʠʨʦʚʘʥʥʫʶ ʧʦʜʜʝʨʞʢʫ ʩʝʪʠ ʠ ʩʪʝʢʘ TCP/IP.  

1.1.3. ʍʘʨʘʢʪʝʨʠʩʪʠʢʠ 

ʎʋʇ ʧʦʟʚʦʣʷʝʪ ɸʜʤʠʥʠʩʪʨʘʪʦʨʫ: 

- ʩʦʟʜʘʚʘʪʴ ʠ ʨʝʜʘʢʪʠʨʦʚʘʪʴ ɻʇɹ; 

- ʧʨʝʦʙʨʘʟʦʚʳʚʘʪʴ ɻʇɹ ʚ ʃʇɹ ʜʣʷ ʢʦʥʢʨʝʪʥʳʭ ɸʛʝʥʪʦʚ; 

- ʜʦʩʪʘʚʣʷʪʴ ʃʇɹ ʧʦ ʟʘʱʠʱʝʥʥʦʤʫ ʢʘʥʘʣʫ ʠ ʘʢʪʠʚʠʨʦʚʘʪʴ ʥʘ ɸʛʝʥʪʝ (ʧʦ ʟʘʧʨʦʩʫ ʠʣʠ 

ʧʦ ʢʦʤʘʥʜʝ ʩ ʎʋʇ) ʯʝʨʝʟ ʧʨʦʪʦʢʦʣ ʨʘʩʧʨʝʜʝʣʝʥʠʷ ʧʦʣʠʪʠʢʠ (Policy Management 

Protocol - PMP), ʠʩʧʦʣʴʟʫʷ ʟʘʱʠʱʝʥʥʦʝ ʩʦʝʜʠʥʝʥʠʝ ISAKMP/IKE SA;  

- ʦʪʩʳʣʘʪʴ ʃʇɹ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʤ ʠ ʄʕ Cisco ʠ Microsoft IPsec Agent ʚ ʪʝʢʩʪʦʚʦʤ 

ʬʦʨʤʘʪʝ ʯʝʨʝʟ ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʪʫʥʥʝʣʴ;  

- ʦʨʛʘʥʠʟʦʚʳʚʘʪʴ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʠ, ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ, ʟʘʱʠʱʘʪʴ ʪʨʘʬʠʢ ʤʝʞʜʫ 

ɸʛʝʥʪʘʤʠ ʠ ʚʥʝʰʥʠʤʠ ʩʠʩʪʝʤʘʤʠ ï ʩʝʨʚʝʨʘʤʠ ʨʝʛʠʩʪʨʘʮʠʠ, ʩʠʩʪʝʤʘʤʠ ʩʝʪʝʚʦʛʦ 

ʫʧʨʘʚʣʝʥʠʷ ʠ ʩʨʝʜʩʪʚʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʪʨʝʪʴʠʭ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ ʥʘ ʦʩʥʦʚʝ 

ʧʨʦʪʦʢʦʣʦʚ IPsec; 

- ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʧʝʮʠʘʣʴʥʳʝ ʥʦʩʠʪʝʣʠ ʠʥʬʦʨʤʘʮʠʠ (PKCS#11-ʩʦʚʤʝʩʪʠʤʳʝ ʪʦʢʝʥʳ) 

ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʭʨʘʥʠʪʴ ʢʨʠʪʠʯʝʩʢʫʶ ʠʥʬʦʨʤʘʮʠʶ ʧʦʣʴʟʦʚʘʪʝʣʷ; 
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- ʚʝʩʪʠ ʬʘʡʣ ʞʫʨʥʘʣʘ ʨʝʛʠʩʪʨʘʮʠʠ ʠ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʩʦʙʳʪʠʷ ʩʠʩʪʝʤʳ ʯʝʨʝʟ ʵʪʦʪ 

ʬʘʡʣ; 

- ʩʦʙʠʨʘʪʴ Syslog-ʩʦʦʙʱʝʥʠʷ ʦʪ ʫʧʨʘʚʣʷʝʤʳʭ ɸʛʝʥʪʦʚ; 

- ʭʨʘʥʠʪʴ ɻʇɹ ʠ ʃʇɹ ʜʣʷ ɸʛʝʥʪʦʚ (ʪ.ʝ. ʥʘʙʦʨʳ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ ʠ ʇʨʘʚʠʣʘ 

ʫʧʨʘʚʣʝʥʠʷ ʠʭ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷʤʠ) ʚ ɹɼ ʎʋʇ; 

- ʢɻʩʧʦʨʪʠʨʦʚʘʪʴ/ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʇʨʦʝʢʪʳ ɻʇɹ ʠʟ/ʚ XML -ʬʘʡʣʦʚ; 

- ʫʧʨʘʚʣʷʪʴ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʤʠ Cisco, ʄʕ Cisco PIX ʚ ʨʦʣʠ ʐʣʶʟʦʚ ɹʝʟʦʧʘʩʥʦʩʪʠ; 

- ʫʧʨʘʚʣʷʪʴ ʚʩʪʨʦʝʥʥʳʤʠ ʚ ʆʉ Windows Microsoft IPsec Agent ʚ ʨʦʣʠ ʍʦʩʪʦʚ 

ɹʝʟʦʧʘʩʥʦʩʪʠ ʠ ʇʦʣʴʟʦʚʘʪʝʣʝʡ; 

- ʫʧʨʘʚʣʷʪʴ IKE CFG ʠ ʨʘʩʰʠʨʝʥʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʝʡ ʥʘ ʐʣʶʟʘʭ ɹʝʟʦʧʘʩʥʦʩʪʠ; 

- ʧʦʤʝʱʘʪʴ ʎʋʇ ʠ ʫʧʨʘʚʣʷʝʤʳʝ ɸʛʝʥʪʳ ʟʘ NAT-ʫʩʪʨʦʡʩʪʚʘ; ʦʧʨʝʜʝʣʷʪʴ ʇʨʘʚʠʣʘ 

NAT, ʯʪʦʙʳ ʎʋʇ ʧʨʠʥʠʤʘʣ ʠʭ ʚ ʨʘʩʯʝʪ ʧʨʠ ʚʳʯʠʩʣʝʥʠʠ ʧʦʣʠʪʠʢ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ 

ʫʨʦʚʥʝ ɸʛʝʥʪʦʚ. ɼʣʷ ʥʝʢʦʪʦʨʳʭ ɸʛʝʥʪʦʚ ʚʦʟʤʦʞʥʦ ʘʢʪʠʚʥʦʝ ʫʧʨʘʚʣʝʥʠʝ NAT-

ʢʦʥʬʠʛʫʨʘʮʠʝʡ (ʧʫʪʝʤ ʚʢʣʶʯʝʥʠʷ ʢʦʤʘʥʜ NAT ʚ ʃʇɹ ɸʛʝʥʪʘ); 

- ʫʧʨʘʚʣʷʪʴ ʩʝʨʚʠʩʘʤʠ Application Proxy (HTTP, FTP ʠ ʪ.ʜ.) ʚ ɸʛʝʥʪʘʭ;  

- ʙr ʩʪʨʦ ʚʳʧʦʣʥʷʪʴ ʥʘʯʘʣʴʥʦʝ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʝ ɸʛʝʥʪʦʚ, ʟʘʛʨʫʞʘʷ ʥʘʯʘʣʴʥʳʝ 

ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʝ ʧʘʢʝʪʳ ʦʪ ʎʋʇ ʯʝʨʝʟ ʚʝʙ-ʧʨʦʪʦʢʦʣ (HTTP/HTTPS); 

- ʫʧʨʘʚʣʷʪʴ ʧʦʣʠʪʠʢʦʡ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʦʙʥʦʚʣʝʥʠʷ ʜʣʷ ɸʛʝʥʪʦʚ; 

- ʫʧʨʘʚʣʷʪʴ ʢʘʯʝʩʪʚʦʤ ʦʙʩʣʫʞʠʚʘʥʠʷ (QoS): ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʫʪʝʤ ʤʦʜʠʬʠʢʘʮʠʠ 

ʧʦʣʷ DiffServ ʧʨʠ ʪʫʥʥʝʣʠʨʦʚʘʥʠʠ IP-ʧʘʢʝʪʦʚ (ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ɸʛʝʥʪʘʤʠ, ʥʘʯʠʥʘʷ 

ʩ ʚʝʨʩʠʠ 5.0). ɼʘʥʥʘʷ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʧʦʣʝʟʥʘ ʜʣʷ ʧʨʦʪʦʢʦʣʦʚ, ʯʫʚʩʪʚʠʪʝʣʴʥʳʭ ʢ 

ʟʘʜʝʨʞʢʘʤ (VoIP ʠ ʪ.ʧ.). 

1.1.4. ʇʦʜʜʝʨʞʠʚʘʝʤʳʝ ʧʨʦʪʦʢʦʣʳ ʠ ʪʝʭʥʦʣʦʛʠʠ 

ɺ ʎʋʇ ʧʨʠʤʝʥʷʶʪʩʷ ʨʘʟʣʠʯʥʳʝ ʢʦʥʮʝʧʮʠʠ, ʧʨʦʪʦʢʦʣʳ ʪʝʭʥʦʣʦʛʠʠ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʚ 

ʩʨʝʜʘʭ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʪʘʢʠʝ ʢʘʢ IPsec, IKE, PKI, RADIUS ʠ ʪ.ʜ. ʕʪʠ ʢʦʥʮʝʧʮʠʠ, 

ʧʨʦʪʦʢʦʣʳ ʠ ʪʝʭʥʦʣʦʛʠʠ ʧʦʜʨʦʙʥʦ ʦʧʠʩʘʥʳ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ RFC (Request For Comments). 

ʅʠʞʝ ʧʨʠʚʦʜʠʪʩʷ ʩʧʠʩʦʢ ʜʦʢʫʤʝʥʪʦʚ, ʢʦʪʦʨʳʝ ʷʚʣʷʶʪʩʷ ʦʪʧʨʘʚʥʦʡ ʪʦʯʢʦʡ ʜʣʷ ʧʦʥʠʤʘʥʠʷ 

ʢʦʥʮʝʧʮʠʡ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ: 

ʆʙʱʠʝ ʩʪʘʥʜʘʨʪʳ ʛʨʫʧʧʳ IPsec 

RFC 2401 Security Architecture for the 

Internet Protocol 

http://www.ietf.org/rfc/rfc2401.t xt  

RFC 2411 IP Security Document Roadmap http://www.ietf.org/rfc/rfc2411.txt  

http://www.ietf.org/rfc/rfc2401.txt
http://www.ietf.org/rfc/rfc2411.txt
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IPsec: ʧʨʦʪʦʢʦʣʳ ESP ʠ AH 

RFC 2402 IP Authentication Header (AH) http:/ /www.ietf.org/rfc/rfc2402.txt  

RFC 2406 IP Encapsulating Security 

Payload (ESP) 

http://www.ietf.org/rfc/rfc2406.txt  

IPsec: ʦʙʤʝʥ ʢʣʶʯʘʤʠ 

RFC 2408 Internet Security Association and 

Key Management Protocol 

(ISAKMP) 

http://www.ietf.org/rfc/rfc2408.txt  

RFC 2409 Internet Key Exchange http://www.ietf.org/rfc/rfc2409.txt  

RFC 3173 IP Payload Compression Protocol 

(IPComp) 

http://www.ietf.org/rfc/rfc3173.txt  

PKI 

RFC 2459 Internet X.509 Public Key 

Infrastructure Certificate and 

CRL Profile 

http://www.ietf .org/rfc/rfc2459.txt  

ɼʨʫʛʠʝ ʧʨʦʪʦʢʦʣʳ 

RFC 0792 Internet Control Message 

Protocol (ICMP) 

http://www.ietf.org/rfc/rfc792.txt  

RFC 1777 Lightweight Directory Access 

Protocol (LDAP) 

http://www.ietf.org/rfc/rfc1777.txt  

RFC 1155 Structure and Identification of 

Management Information for 

TCP/IP-based Internets 

http://www.ietf.org/rfc/rfc1155.txt  

RFC 1157 Simple Network Management 

Protocol (SNMP) 

http://www.ietf.org/rfc/rfc1157.txt  

RFC 2138 Remote Authentication Dial-in 

User Service (RADIUS) 

http://www. ietf.org/rfc/rfc2138.txt  

ʊʝʨʤʠʥʳ ʠ ʦʧʨʝʜʝʣʝʥʠʷ 

RFC 2828 Internet Security Glossary http://www.ietf.org/rfc/rfc2828.txt  

1.2. ʆʙ ʵʪʦʤ ʜʦʢʫʤʝʥʪʝ 

ʕʪʦʪ ʜʦʢʫʤʝʥʪ ʦʧʠʩʳʚʘʝʪ ʬʫʥʢʮʠʦʥʘʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʎʋʇ. 

1.2.1. ʂʘʢ ʧʦʣʴʟʦʚʘʪʴʩʷ ʵʪʠʤ ʜʦʢʫʤʝʥʪʦʤ 

ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʦʛʦ, ʢʘʢʫʶ ʠʥʬʦʨʤʘʮʠʶ ʥʝʦʙʭʦʜʠʤʦ ʥʘʡʪʠ ʚ ʜʘʥʥʦʤ ʜʦʢʫʤʝʥʪʝ, 

ʤʦʞʥʦ ʜʣʷ ʥʘʯʘʣʘ: 

- ʅʘʫʯʠʪʴʩʷ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʠ ʥʘʩʪʨʘʠʚʘʪʴ ʎʋʇ, ʜʣʷ ʵʪʦʛʦ ʧʝʨʝʡʪʠ ʢ ʨʘʟʜʝʣʫ 2 

ʇʆɼɻʆʊʆɺʂɸ ʂ ʀʉʇʆʃʔɿʆɺɸʅʀʖ ʎʋʇ. 

http://www.ietf.org/rfc/rfc2402.txt
http://www.ietf.org/rfc/rfc2406.txt
http://www.ietf.org/rfc/rfc2408.txt
http://www.ietf.org/rfc/rfc2409.txt
http://www.ietf.org/rfc/rfc3173.txt
http://www.ietf.org/rfc/rfc2459.txt
http://www.ietf.org/rfc/rfc792.txt
http://www.ietf.org/rfc/rfc1777.txt
http://www.ietf.org/rfc/rfc1155.txt
http://www.ietf.org/rfc/rfc1157.txt
http://www.ietf.org/rfc/rfc2138.txt
http://www.ietf.org/rfc/rfc2828.txt
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- ʇʦʣʫʯʠʪʴ ʦʙʱʠʝ ʪʝʦʨʝʪʠʯʝʩʢʠʝ ʠ ʧʨʘʢʪʠʯʝʩʢʠʝ ʩʚʝʜʝʥʠʷ ʦ ʪʦʤ, ʢʘʢ ʦʙʝʩʧʝʯʠʪʴ 

ʙʝʟʦʧʘʩʥʦʩʪʴ ʩʝʪʠ ʧʫʪʝʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ɻʇɹ ʚ ʎʋʇ, ʚʢʣʶʯʘʷ ʩʪʨʘʪʝʛʠʶ ʚʥʝ 

ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ ɻʇɹ, ʜʣʷ ʵʪʦʛʦ ʧʝʨʝʡʪʠ ʢ ʨʘʟʜʝʣʫ 4 ʆɹɿʆʈ ʂʆʅʌʀɻʋʈɸʎʀʀ ʎʋʇ. 

- ʋʟʥʘʪʴ ʦ ʩʪʨʫʢʪʫʨʝ ʛʣʘʚʥʦʛʦ ʦʢʥʘ ʎʋʇ-ʂʦʥʩʦʣ ɹ ʠ ʥʘʫʯʠʪʴʩʷ ʧʝʨʝʤʝʱʘʪʴʩʷ ʧʦ 

ʩʪʨʫʢʪʫʨʝ ʆʙʲʝʢʪʘ, ʜʣʷ ʵʪʦʛʦ ʧʝʨʝʡʪʠ ʢ ʨʘʟʜʝʣʫ 6 ʆɹɿʆʈ ʎʋʇ-ʂʆʅʉʆʃʔ .  

- ʋʟʥʘʪʴ ʦ ʩʪʨʫʢʪʫʨʝ ʯʝʪʳʨʝʭ ʦʙʣʘʩʪʝʡ ʦʢʥʘ ʚ ʛʣʘʚʥʦʤ ʦʢʥʝ ʎʋʇ-ʂʦʥʩʦʣ,ɹ ʜʣʷ ʵʪʦʛʦ 

ʧʝʨʝʡʪʠ ʢ ʨʘʟʜʝʣʫ 7 ɺʃʆɾɽʅʅʓɽ ʆʂʅɸ ʎʋʇ-ʂʆʅʉʆʃʔ.  

- ʆʟʥʘʢʦʤʠʪʴʩʷ ʩ ʠʥʩʪʨʫʢʮʠʷʤʠ ʧʦ ʫʩʪʘʥʦʚʢʝ, ʫʜʘʣʝʥʠʶ ʠ ʫʧʨʘʚʣʝʥʠʶ ʆʙʲʝʢʪʘʤʠ ʚ 

ʎʋʇ-ʂʦʥʩʦʣ,ɹ ʯʪʦʙʳ ʩʦʟʜʘʪʴ ɻʇɹ, ʜʣʷ ʵʪʦʛʦ ʧʝʨʝʡʪʠ ʢ ʨʘʟʜʝʣʫ 8 ʉʆɿɼɸʅʀɽ 

ɻʃʆɹɸʃʔʅʆʁ ʇʆʃʀʊʀʂʀ ɹɽɿʆʇɸʉʅʆʉʊʀ ɺ ʎʋʇ.  

- ʋʟʥʘʪʴ ʦʧʨʝʜʝʣʝʥʠʷ ʠ ʩʪʨʫʢʪʫʨʳ ʇʨʦʝʢʪʦʚ ʠ ɻʇɹ, ʚ ʪʦʤ ʚʠʜʝ, ʚ ʢʦʪʦʨʦʤ ʦʥʠ 

ʠʩʧʦʣʴʟʫʶʪʩʷ ʚ ʎʋʇ, ʘ ʪʘʢʞʝ ʧʨʠʥʮʠʧʳ ʨʘʙʦʪʳ ʩ ʥʠʤʠ, ʜʣʷ ʵʪʦʛʦ ʧʝʨʝʡʪʠ ʢ 

ʨʘʟʜʝʣʫ 9 ʈɸɹʆʊɸ ʉ ʇʈʆɽʂʊɸʄʀ ʀ ɻʃʆɹɸʃʔʅʓʄʀ ʇʆʃʀʊʀʂɸʄʀ ɹɽɿʆʇɸʉʅʆʉʊʀ.  

- ʆʟʥʘʢʦʤʠʪʴʩʷ ʩ ʠʥʩʪʨʫʢʮʠʷʤʠ ʧʦ ʨʘʙʦʪʝ ʩ ʢʨʠʧʪʦʘʣʛʦʨʠʪʤʘʤʠ ʠ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʶ 

ʎʋʇ-ʂʦʥʩʦʣ,ɹ ʜʣʷ ʵʪʦʛʦ ʧʝʨʝʡʪʠ ʢ ʨʘʟʜʝʣʫ 10 ɼʈʋɻʀɽ ʌʋʅʂʎʀʀ ʎʋʇ. 

- ʆʟʥʘʢʦʤʠʪʴʩʷ ʩ ʠʥʩʪʨʫʢʮʠʷʤʠ ʧʦ ʧʦʣʴʟʦʚʘʥʠʶ ʋʪʠʣʠʪʳ ʂʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʎʋʇ 

(SecureManage Configuration Tool) ʠ ʥʘʫʯʠʪʴʩʷ ʫʧʨʘʚʣʷʪʴ ʣʠʮʝʥʟʠʝʡ ʎʋʇ ʠ ɹɼ ʎʋʇ, 

ʩ ʢʦʪʦʨʳʤʠ ʎʋʇ ʙʫʜʝʪ ʨʘʙʦʪʘʪʴ, ʜʣʷ ʵʪʦʛʦ ʧʝʨʝʡʪʠ ʢ ʨʘʟʜʝʣʫ 10.2 ʀʉʇʆʃʔɿʆɺɸʅʀɽ 

ʋɼɸʃɽʅʅʆʁ ʎʋʇ-ʂʆʅʉʆʃʔ 

ʋɼɸʃɽʅʅɸʗ ʎʋʇ-ʂʆʅʉʆʃʔ ʤʦʞʝʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʘ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʩ ʆʉ Windows (ʩʤ. 

ʧʦʜʨʘʟʜʝʣ 2.1). ɿɸʉʊɸɺɸ-ʆʬʠʩ ʜʦʣʞʝʥ ʪʘʢʞʝ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥ ʥʘ ʵʪʦʤ ʢʦʤʧʴʶʪʝʨʝ.  

ʇʦʩʢʦʣʴʢʫ ʫʜʘʣʝʥʥʘʷ ʎʋʇ-ʂʦʥʩʦʣʴ ʜʦʣʞʥʘ ʠʤʝʪʴ ʟʘʱʠʱʝʥʥʦʝ ʩʦʝʜʠʥʝʥʠʝ ʩ ʎʋʇ-

ʉʝʨʚʝʨ / ʎʋʇ-ʆʬʠʩ, ʍʦʩʪʦʤ ɹʝʟʦʧʘʩʥʦʩʪʠ ʠ ʆʙʲʝʢʪʦʤ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤ ʢʦʤʧʴʶʪʝʨʫ, ʥʘ 

ʢʦʪʦʨʦʤ ʫʜʘʣʝʥʥʘʷ ʂʦʥʩʦʣʴ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥʘ, ʜʦʣʞʥʘ ʧʨʠʩʫʪʩʪʚʦʚʘʪʴ ɻʇɹ, ʩʦʟʜʘʥʥʘʷ ʥʘ 

ʣʦʢʘʣʴʥʦʡ ʎʋʇ-ʂʦʥʩʦʣʴ (ʢʦʪʦʨʘʷ ʩʥʘʯʘʣʘ ʜʦʣʞʥʘ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʘ ʠ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥʘ). ɻʇɹ 

ʜʦʣʞʥʘ ʪʘʢʞʝ ʩʦʜʝʨʞʘʪʴ ʦʧʠʩʘʥʠʝ ʇʦʣʠʪʠʢʠ (ʇʨʘʚʠʣ) ʜʣʷ ʨʘʙʦʪʳ ʩ ʫʜʘʣʝʥʥʦʡ ʂʦʥʩʦʣʴʶ. 

ʏʪʦʙʳ ʧʨʘʚʠʣʴʥʦ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʫʜʘʣʝʥʥʫʶ ʎʋʇ-ʂʦʥʩʦʣ ɹ ʣʦʢʘʣʴʥʘʷ ʂʦʥʩʦʣʴ 

ʜʦʣʞʥʘ ʙʳʪʴ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥʘ ʜʣʷ ʨʘʙʦʪʳ ʩ ʫʜʘʣʝʥʥʦʡ ʂʦʥʩʦʣʴʶ. ʊʦʛʜʘ ʫʜʘʣʝʥʥʘʷ ʂʦʥʩʦʣʴ 

ʤʦʞʝʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʘ. 
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ʉʣʝʜʫʶʱʠʝ ʪʝʨʤʠʥʳ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚ ʵʪʦʡ ʩʝʢʮʠʠ - ʚʘʞʥʦ ʥʝ ʧʫʪʘʪʴ ʠʭ: 

ʃʦʢʘʣʴʥʘʷ ʂʦʥʩʦʣʴ ʦʧʨʝʜʝʣʷʝʪʩʷ, ʢʘʢ ʵʢʟʝʤʧʣʷʨ ʎʋʇ-ʂʦʥʩʦʣʴ, ʢʦʪʦʨʘʷ 

ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʠʩʧʦʣʴʟʫʝʤʦʤ ʢʘʢ ʛʣʘʚʥʳʡ ʮʝʥʪʨʘʣʴʥʳʡ ʧʫʥʢʪ 

ɸʜʤʠʥʠʩʪʨʘʪʦʨʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʘʥʠʠ. ʕʪʦ - ʦʙʳʯʥʦ ʥʘʩʪʦʣʴʥʳʡ ʢʦʤʧʴʶʪʝʨ, 

ʨʘʩʧʦʣʦʞʝʥʥʳʡ ʚ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʰʪʘʙ-ʢʚʘʨʪʠʨʘʭ ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤ IP-ʘʜʨʝʩʦʤ ʠ 

ʚʥʫʪʨʝʥʥʠʤ ʧʝʨʠʤʝʪʨʦʤ ɹʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʘʥʠʠ. ʎʋʇ-ʉʝʨʚʝʨ ʠ ʎʋʇ-ʆʬʠʩ (ʠ ʝʛʦ ɹɼ) 

ʜʦʣʞʥʳ ʪʘʢʞʝ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʳ ʥʘ ʵʪʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʠ ɹɼ SQL-ʩʝʨʚʝʨʘ ʜʦʣʞʥʘ ʙʳʪʴ 

ʫʩʪʘʥʦʚʣʝʥʘ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʚʥʫʪʨʠ ʧʝʨʠʤʝʪʨʘ ɹʝʟʦʧʘʩʥʦʩʪʠ (ʠʜʝʘʣʴʥʦ, ʥʘ ʪʦʤ ʞʝ ʩʘʤʦʤ 

ʢʦʤʧʴʶʪʝʨʝ, ʯʪʦ ʠ ʣʦʢʘʣʴʥʘʷ ʂʦʥʩʦʣʴ). 

ʋʜʘʣʝʥʥʘʷ ʂʦʥʩʦʣʴ ʦʧʨʝʜʝʣʝʥʘ ʢʘʢ ʵʢʟʝʤʧʣʷʨ ʎʋʇ-ʂʦʥʩʦʣʴ, ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʥʘ 

ʢʦʤʧʴʶʪʝʨʝ, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪʩʷ, ʢʘʢ ʚʩʧʦʤʦʛʘʪʝʣʴʥʳʡ ʧʫʥʢʪ ʫʧʨʘʚʣʝʥʠʷ ʇʦʣʠʪʠʢʦʡ 

ɹʝʟʦʧʘʩʥʦʩʪʠ. ʕʪʦ - ʦʙʳʯʥʦ ʧʦʨʪʘʪʠʚʥʳʡ ʢʦʤʧʴʶʪʝʨ ɸʜʤʠʥʠʩʪʨʘʪʦʨʘ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʠ 

ʠʩʧʦʣʴʟʫʝʤʳʡ ɸʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ɹʝʟʦʧʘʩʥʦʩʪʠ ʚ ʨʘʟʣʠʯʥʳʭ ʤʝʩʪʘʭ ʠ ʩ ʨʘʟʣʠʯʥʳʭ IP-

ʘʜʨʝʩʦʚ. ʕʪʦʪ ʵʢʟʝʤʧʣʷʨ ʎʋʇ-ʂʦʥʩʦʣʴ ʧʦʣʫʯʠʪ ʜʦʩʪʫʧ ʢ ʎʋʇ-ʉʝʨʚʝʨ ʠ ɹɼ ʎʋʇ SQL ʠʟ 

ʫʜʘʣʝʥʥʦʛʦ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ ʚʥʝ ʧʝʨʠʤʝʪʨʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʘʥʠʠ. 

1.2.2. ʂʦʥʬʠʛʫʨʠʨʦʚʘʥʠʝ ʣʦʢʘʣʴʥʦʡ ʎʋʇ-ʂʦʥʩʦʣʴ 

ɼʣʷ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʣʦʢʘʣʴʥʦʡ ʂʦʥʩʦʣʠ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ 

ʧʨʘʚʠʣʘ: 

1) ɽʩʣʠ ɺʳ ʠʩʧʦʣʴʟʫʝʪʝ ʧʦʣʥʫʶ ʚʝʨʩʠʶ MS SQL-ʩʝʨʚʝʨʘ, ʯʪʦʙʳ ʭʨʘʥʠʪʴ ɹɼ ʎʋʇ, 

ʥʘʜʦ ʫʜʦʩʪʦʚʝʨʠʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ ɺʘʰ SQL-ʩʝʨʚʝʨ ʧʦʜʜʝʨʞʠʚʘʝʪ TCP/IP-ʩʦʚʝʪʳ. 

ɽʩʣʠ ɺʳ ʥʝ ʠʟʤʝʥʷʣʠ ʥʠʢʘʢʠʝ ʥʘʩʪʨʦʡʢʠ ʚʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ SQL, TCP/IP-ʩʦʚʝʪʳ 

ʧʦʜʜʝʨʞʠʚʘʶʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ. 

2) ʉʦʟʜʘʪʴ ʍʦʩʪ ɹʝʟʦʧʘʩʥʦʩʪʠ ʠʣʠ ʆʙʲʝʢʪ ʇʦʣʴʟʦʚʘʪʝʣʷ ʚ ʣʦʢʘʣʴʥʦʡ ʎʋʇ-ʂʦʥʩʦʣʴ, 

ʯʪʦʙʳ ʧʨʝʜʩʪʘʚʠʪʴ ʫʜʘʣʝʥʥʫʶ ʂʦʥʩʦʣʴ. ɽʩʣʠ ʫʜʘʣʝʥʥʘʷ ʂʦʥʩʦʣʴ ʙʫʜʝʪ ʠʤʝʪʴ 

ʬʠʢʩʠʨʦʚʘʥʥʳʡ IP-ʘʜʨʝʩ, ʥʘʜʦ ʩʦʟʜʘʪʴ ʆʙʲʝʢʪ ʭʦʩʪʘ ɹʝʟʦʧʘʩʥʦʩʪʠ; ʝʩʣʠ ʫʜʘʣʝʥʥʘʷ 

ʂʦʥʩʦʣʴ ʙʫʜʝʪ ʠʤʝʪʴ ʜʠʥʘʤʠʯʝʩʢʠ ʥʘʟʥʘʯʝʥʥʳʡ IP-ʘʜʨʝʩ, ʥʘʜʦ ʩʦʟʜʘʪʴ ʆʙʲʝʢʪ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. ʋʙʝʜʠʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ ʦʧʠʩʘʥʠʝ ʩʝʨʪʠʬʠʢʘʪʘ, ʩʦʟʜʘʥʥʦʛʦ ʆʙʲʝʢʪʘ 

ʇʦʣʴʟʦʚʘʪʝʣʷ/ʭʦʩʪʘ (ʪʘʢ ʞʝ, ʢʘʢ IP-ʘʜʨʝʩ ʚ ʩʣʫʯʘʝ ʆʙʲʝʢʪʘ ʭʦʩʪʘ ɹʝʟʦʧʘʩʥʦʩʪʠ), 

ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʬʘʢʪʠʯʝʩʢʦʤʫ ʣʦʢʘʣʴʥʦʤʫ ʩʝʨʪʠʬʠʢʘʪʫ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ 

ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥ ʚ ɿɸʉʊɸɺɸ-ʆʬʠʩ, ʢʦʪʦʨʳʡ ʟʘʱʠʱʘʝʪ ʭʦʩʪ ʠ ʥʘ ʢʦʪʦʨʦʤ ʙʫʜʝʪ 

ʫʩʪʘʥʦʚʣʝʥʘ ʫʜʘʣʝʥʥʘʷ ʂʦʥʩʦʣʴ. 

3) ʉʦʟʜʘʪʴ ʇʨʘʚʠʣʦ ɹʝʟʦʧʘʩʥʦʩʪʠ ʚ ɻʇɹ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝʤ ʤʝʞʜʫ 

ʫʜʘʣʝʥʥʦʡ ʂʦʥʩʦʣʴʶ ʠ ʎʋʇ-ʉʝʨʚʝʨ / ʎʋʇ-ʆʬʠʩ. ʕʪʦ ʜʦʣʞʥʦ ʙʳʪʴ ʇʨʘʚʠʣʦ, 

ʩʦʜʝʨʞʘʱʝʝ ʧʨʦʪʦʢʦʣʳ IPsec-ʪʨʘʬʠʢʘ. ɺʘʤ, ʚʝʨʦʷʪʥʦ, ʧʨʠʜʝʪʩʷ ʩʦʟʜʘʚʘʪʴ ʆʙʲʝʢʪʳ 

ɼʝʡʩʪʚʠʷ ʠ IKE-ʇʨʝʜʣʦʞʝʥʠʷ (ʥʘʙʦʨʳ ʧʘʨʘʤʝʪʨʦʚ), ʯʪʦʙʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʦ 

ʇʨʘʚʠʣʦ, ʝʩʣʠ ɺʳ ʝʱʝ ʥʝ ʩʦʟʜʘʣʠ ʠʭ. 
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ʎʋʇ ʥʝ ʟʘʧʨʝʱʘʝʪ ɺʘʤ ʩʦʟʜʘʚʘʪʴ ʇʨʘʚʠʣʦ ʜʣʷ ʵʪʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʧʦ ʥʝʟʘʱʠʱʸʥʥʦʤʫ 

ʩʦʝʜʠʥʝʥʠʶ. ʆʜʥʘʢʦ ʩʦʟʜʘʥʠʝ ʵʪʦʛʦ ʇʨʘʚʠʣʘ ʚ ʵʪʦʡ ʩʠʪʫʘʮʠʠ ʥʝ ʦʙʝʩʧʝʯʠʪ ʫʨʦʚʝʥʴ 

ɹʝʟʦʧʘʩʥʦʩʪʠ, ʥʝʦʙʭʦʜʠʤʳʡ ʜʣʷ ʵʪʦʡ ʚʘʞʥʦʡ ʩʚʷʟʠ, ʠ ʧʦʵʪʦʤʫ ʥʘʩʪʦʷʪʝʣʴʥʦ 

ʨʝʢʦʤʝʥʜʫʝʤ ʝʛʦ ʥʝ ʩʦʟʜʘʚʘʪʴ. 

4) ɽʩʣʠ ʆʙʲʝʢʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʙʳʣ ʩʦʟʜʘʥ, ʯʪʦʙʳ ʧʨʝʜʩʪʘʚʠʪʴ ʫʜʘʣʝʥʥʫʶ ʂʦʥʩʦʣʴ, 

ʥʘʜʦ ʫʜʦʩʪʦʚʝʨʠʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ ʧʘʨʘʤʝʪʨ ʇʦʣʠʪʠʢʘ ʧʦ ʫʤʦʣʯʘʥʠʶ (ɺ ʟʘʢʣʘʜʢʝ 

(ʋʧʨʘʚʣʝʥʠʝ - > ʆʙʱʠʝ ʦʢʥʘ ʉʚʦʡʩʪʚʘ)) ʜʣʷ ʆʙʲʝʢʪʘ ʭʦʩʪʘ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʡ 

ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʣʦʢʘʣʴʥʫʶ ʂʦʥʩʦʣʴ, ʫʩʪʘʥʦʚʣʝʥ ʩ ʧʘʨʘʤʝʪʨʦʤ ɿʘʧʨʝʪʠʪʴ ʚʩʝʭ. 

5) ʆʪʪʨʘʥʩʣʠʨʦʚʘʪʴ ɻʇɹ, ʚʳʙʨʘʚ ʢʦʤʘʥʜʫ ʊʨʘʥʩʣʠʨʦʚʘʪʴ ʠʟ ʤʝʥʶ ʇʨʦʝʢʪ ʠʣʠ 

ʥʘʞʘʚ ʢʣʘʚʠʰʫ <F7>. 

6) ɸʢʪʠʚʠʨʦʚʘʪʴ ɻʇɹ, ʚʳʙʨʘʚ ʢʦʤʘʥʜʫ ɸʢʪʠʚʠʨʦʚʘʪʴ ʠʟ ʤʝʥʶ ʇʨʦʝʢʪ ʠʣʠ ʥʘʞʘʚ 

ʢʣʘʚʠʰʫ <F8>. ɺ ʧʦʷʚʠʚʰʝʤʩʷ ʦʢʥʝ ʧʦʜʪʚʝʨʜʠʪʴ ʞʝʣʘʥʠʝ ʘʢʪʠʚʠʨʦʚʘʪʴ ʇʦʣʠʪʠʢʫ 

ʜʣʷ ʚʩʝʭ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ. 

 
ɽʩʣʠ ɸʛʝʥʪ ʝʱʝ ʥʝ ʙʳʣ ʫʩʪʘʥʦʚʣʝʥ (ʠʣʠ ʜʦʣʞʥʳʤ ʦʙʨʘʟʦʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥ) ʥʘ ʭʦʩʪʝ 

ʫʜʘʣʝʥʥʦʡ ʂʦʥʩʦʣʠ, ʘʢʪʠʚʠʟʘʮʠʷ ʵʪʦʛʦ ʭʦʩʪʘ ʥʝ ʩʦʩʪʦʠʪʩʷ. ʕʪʦ - ʥʝ ʦʰʠʙʢʘ, ʥʝ ʩʤʦʪʨʷ ʥʘ 

ʵʪʦ ʭʦʩʪ ʫʜʘʣʝʥʥʦʡ ʂʦʥʩʦʣʠ ʧʨʘʚʠʣʴʥʦ ʟʘʛʨʫʟʠʪ ʝʝ ʃʇɹ ʧʦʩʣʝ ʘʢʪʠʚʘʮʠʠ ʅʘʯʘʣʴʥʦʡ ʃʇɹ 

(ʩʤ. ʧ. 10.2.2). 

1.2.3. ʂʦʥʬʠʛʫʨʠʨʦʚʘʥʠʝ ʭʦʩʪʘ ʫʜʘʣʝʥʥʦʡ ʂʦʥʩʦʣʠ 

ɼʣʷ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʫʜʘʣʝʥʥʦʡ ʂʦʥʩʦʣʠ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ 

ʧʨʘʚʠʣʘ: 

1) ʅʝʦʙʭʦʜʠʤʦ ʫʩʪʘʥʦʚʠʪʴ ɿɸʉʊɸɺɸ-ʆʬʠʩ ʥʘ ʢʦʤʧʴʶʪʝʨ, ʥʘ ʢʦʪʦʨʦʤ ʙʫʜʝʪ 

ʥʘʭʦʜʠʪʴʩʷ ʭʦʩʪ ʫʜʘʣʝʥʥʦʡ ʂʦʥʩʦʣʠ. ʅʝ ʠʟʤʝʥʷʷ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ ʚ 

ʪʝʯʝʥʠʝ ʫʩʪʘʥʦʚʢʠ. 

2) ʆʧʨʝʜʝʣʠʪʴ ʤʘʢʩʠʤʘʣʴʥʦʝ ʯʠʩʣʦ ʧʦʚʪʦʨʝʥʠʡ (ʧʦʧʳʪʦʢ ʚʦʩʩʪʘʥʘʚʣʠʚʘʪʴ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ), ʢʦʛʜʘ TCP/IP-ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʧʨʝʨʳʚʘʝʪʩʷ: 

- ɿʘʧʫʩʪʠʪʴ ʈʝʜʘʢʪʦʨ ʈʝʝʩʪʨʘ ʆʉ Windows: ʚʳʙʨʘʪʴ ʢʦʤʘʥʜʫ Run ʠʟ ʤʝʥʶ Start, 

ʚʚʝʩʪʠ regedit ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ OK . 

- ʅʘʡʪʠ HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\ 

Parameters key ʚ ʣʝʚʦʡ ʯʘʩʪʠ ʦʢʥʘ ʠ ʚʳʙʨʘʪʴ ʝʛʦ. 

- ʇʦʤʝʩʪʠʪʴ ʤʳʰʴ ʚ ʧʨʘʚʦʤ ʦʢʥʝ. ʅʘʞʘʪʴ ʧʨʘʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ ʠ ʚʳʙʨʘʪʴ ʢʦʤʘʥʜʳ 

New - >DWORD Value ʠʟ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ. ɺʚʝʩʪʠ ʠʤʷ ʥʦʚʦʛʦ ʧʘʨʘʤʝʪʨʘ.  

- ʇʝʨʝʠʤʝʥʦʚʘʪʴ ʧʘʨʘʤʝʪʨ TcpMaxDataRetransmissions. 

- ʅʘʞʘʪʴ ʧʨʘʚʦʡ ʢʥʦʧʢʦʡ ʥʘ ʥʦʚʦʤ ʠʤʝʥʠ ʧʘʨʘʤʝʪʨʘ ʠ ʚʳʙʨʘʪʴ ʢʦʤʘʥʜʫ Modify ʠʟ 

ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ. 
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- ɺ ʜʠʘʣʦʛʦʚʦʤ ʦʢʥʝ ʚʚʝʩʪʠ 100 ʚ ʧʦʣʝ Value Data. ʋʜʦʩʪʦʚʝʨʠʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ 

ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʚ ʜʠʘʣʦʛʦʚʦʤ ʦʢʥʝ ʫʩʪʘʥʦʚʣʝʥ ʚ Hexadecimal. 

 
ʆʧʪʠʤʘʣʴʥʦʝ ʟʥʘʯʝʥʠʝ ʜʣʷ ʧʦʣʷ TcpMaxDataRetransmissions ʤʦʞʝʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʦ, 

ʵʢʩʧʝʨʠʤʝʥʪʠʨʫʷ ʩ ʨʘʟʣʠʯʥʳʤʠ ʟʥʘʯʝʥʠʷʤʠ ʧʘʨʘʤʝʪʨʘ. ɽʩʣʠ ʫ ɺʘʩ ʚʦʟʥʠʢʣʠ ʪʨʫʜʥʦʩʪʠ, 

ʫʩʪʘʥʘʚʣʠʚʘʷ Security Association (SA - ʟʘʱʠʱʸʥʥʦʝ ʩʦʝʜʠʥʝʥʠʝ), ʤʦʞʥʦ ʫʚʝʣʠʯʠʪʴ 

ʟʥʘʯʝʥʠʝ.  

3) ɺʳʡʪʠ ʠʟ ʈʝʜʘʢʪʦʨʘ ʈʝʝʩʪʨʘ ʠ ʧʝʨʝʟʘʛʨʫʟʠʪʴ ʢʦʤʧʴʶʪʝʨ. 

4) ɿʘʧʫʩʪʠʪʴ ɿɸʉʊɸɺɸ-ʆʬʠʩ. ʉʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ɿɸʉʊɸɺɸ-ʆʬʠʩ ʠ ʫʩʪʘʥʦʚʠʪʴ 

ʥʝʦʙʭʦʜʠʤʳʝ ʩʝʨʪʠʬʠʢʘʪʳ (ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ, ʩʝʨʪʠʬʠʢʘʪ ʣʦʢʘʣʴʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʠ ʝʛʦ ʟʘʢʨʳʪʳʡ ʢʣʶʯ, ʎʋʇ ʩʝʨʪʠʬʠʢʘʪ, ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʩʝʨʪʠʬʠʢʘʪʳ ʋʎ). 

ɿʘʛʨʫʟʠʪʴ ʠ ʘʢʪʠʚʠʨʦʚʘʪʴ ʅʘʯʘʣʴʥʫʶ ʃʇɹ (ʠʟ ʨʘʥʝʝ ʩʦʟʜʘʥʥʦʛʦ ʬʘʡʣʘ). ʕʪʦ 

ʩʦʟʜʘʩʪ ʪʫʥʥʝʣʴ ʜʣʷ ʫʜʘʣʝʥʥʦʡ ʂʦʥʩʦʣʠ, ʯʪʦʙʳ ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ ʩ ʎʋʇ-ʉʝʨʚʝʨ.  

5) ʇʨʦʚʝʨʠʪʴ ʪʦ, ʯʪʦ ʟʘʱʠʱʝʥʥʦʝ ʩʦʝʜʠʥʝʥʠʝ IPsec ʙʳʣʦ ʫʩʪʘʥʦʚʣʝʥʦ ʤʝʞʜʫ ʭʦʩʪʦʤ 

ʫʜʘʣʝʥʥʦʡ ʂʦʥʩʦʣʠ ʠ ʎʋʇ-ʉʝʨʚʝʨ. ʕʪʦ ʤʦʞʝʪ ʙʳʪʴ ʩʜʝʣʘʥʦ, ʠʩʧʦʣʴʟʫʷ ʢʦʤʘʥʜʫ 

Ping ʜʣʷ ʢʦʤʧʴʶʪʝʨʘ ʎʋʇ-ʉʝʨʚʝʨ. ʄʦʞʥʦ ʪʘʢʞʝ ʧʨʦʚʝʨʠʪʴ ʦʢʥʦ Monitor 

ɿɸʉʊɸɺɸ-ʆʬʠʩ, ʟʘʱʠʱʘʶʱʠʡ ʢʦʤʧʴʶʪʝʨ ʎʋʇ-ʉʝʨʚʝʨ; ʦʥʦ ʜʦʣʞʥʦ ʧʦʢʘʟʘʪʴ 

IPsec-ʩʦʝʜʠʥʝʥʠʝ ʤʝʞʜʫ ʣʦʢʘʣʴʥʦʡ ʠ ʫʜʘʣʝʥʥʦʡ ʂʦʥʩʦʣʷʤʠ. 

6) ʋʩʪʘʥʦʚʠʪʴ ʎʋʇ-ʂʦʥʩʦʣʴ. ɿʘ ʧʦʜʨʦʙʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ ʥʘʜʦ ʦʙʨʘʪʠʪʴʩʷ ʢ 

ʧʦʜʨʘʟʜʝʣʫ 2.3: 

- ɿʘʧʫʩʪʠʪʴ ʧʨʦʛʨʘʤʤʫ ʎʋʇ \ setup . exe  ʠʟ ʜʠʩʪʨʠʙʫʪʠʚʥʦʛʦ ʜʠʩʢʘ ʎʋʇ. 

ɿʘʧʫʩʢʘʝʪʩʷ ʤʘʩʪʝʨ ʫʩʪʘʥʦʚʢʠ. ʇʝʨʝʡʪʠ ʢ ʦʢʥʫ ʣʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ. 

- ʇʦʜʪʚʝʨʜʠʪʴ ɺʘʰʝ ʧʨʠʥʷʪʠʝ ʣʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ. 

- ɺʳʙʨʘʪʴ ʤʝʩʪʦʧʦʣʦʞʝʥʠʝ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʎʋʇ ʬʘʡʣʦʚ. 

- ɺʳʙʨʘʪʴ ʪʦʣʴʢʦ ʎʋʇ-ʂʦʥʩʦʣʴ ʠ ʉʧʨʘʚʦʯʥʫʶ ʩʠʩʪʝʤʫ ʜʣʷ ʫʩʪʘʥʦʚʢʠ. 

- ɿʘʢʦʥʯʠʪʴ ʫʩʪʘʥʦʚʢʫ ʎʋʇ ʠ ʧʝʨʝʟʘʛʨʫʟʠʪʴ ʢʦʤʧʴʶʪʝʨ, ʥʘ ʢʦʪʦʨʳʡ ʧʨʦʠʟʚʦʜʠʣʘʩʴ 

ʫʩʪʘʥʦʚʢʘ. 

7) ɿʘʧʫʩʪʠʪʴ ʎʋʇ-ʂʦʥʩʦʣʴ. ɺ ʦʢʥʝ ʎʋʇ Login ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɽʱʝ: 

- ʅʘʞʘʪʴ ʢʥʦʧʢʫ ʅʘʩʪʨʦʠʪʴ. 

- ɺ ʦʢʥʝ ODBC Data Source Administrator ʚʳʙʨʘʪʴ ʟʘʢʣʘʜʢʫ System DSN.  

- ɺʳʙʨʘʪʴ ʠʩʪʦʯʥʠʢ ʩʠʩʪʝʤʥʳʭ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪ ʎʋʇ (ʧʦ ʫʤʦʣʯʘʥʠʶ - 

çʎʋʇ MSSQL ɹʘʟʘ ʜʘʥʥʳʭè) ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ Configure. 

- ɺʚʝʩʪʠ IP-ʘʜʨʝʩ ʭʦʩʪʘ SQL-ʩʝʨʚʝʨʘ ʚ ʧʦʣʝ Server. ʅʘʞʘʪʴ ʢʥʦʧʢʫ Finish ʠ ʟʘʪʝʤ 

ʥʘʞʘʪʴ ʢʥʦʧʢʫ OK  ʚ ʩʣʝʜʫʶʱʠʭ ʦʢʥʘʭ, ʯʪʦʙʳ ʚʝʨʥʫʪʴʩʷ ʢ ʦʢʥʫ ʎʋʇ Login. 
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- ɺ ʧʦʣʝ ʀʤʷ ɹɼ ʚʚʝʩʪʠ ʠʤʷ ɹɼ ʎʋʇ ʪʘʢ, ʢʘʢ ʦʥʦ ʙʳʣʦ ʚʚʝʜʝʥʦ ʚʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ 

ʎʋʇ-ʉʝʨʚʝʨ. 

- ɺ ʧʦʣʝ ʎʋʇ ʚʚʝʩʪʠ IP-ʘʜʨʝʩ ʎʋʇ-ʉʝʨʚʝʨ. 

ʊʝʧʝʨʴ, ʤʦʞʥʦ ʟʘʧʫʩʪʠʪʴ ʫʜʘʣʝʥʥʫʶ ʂʦʥʩʦʣʴ (ʣʦʢʘʣʴʥʘʷ ʂʦʥʩʦʣʴ ʜʦʣʞʥʘ ʙʳʪʴ 

ʟʘʢʨʳʪʘ) ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʝʝ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʎʋʇ-ʉʝʨʚʝʨ ʠ ʨʘʙʦʪʳ ʩ ɻʇɹ. 

 

 

 

ʂʦʛʜʘ ʃʇɹ ʭʦʩʪʘ ʫʜʘʣʝʥʥʦʡ ʂʦʥʩʦʣʠ ʦʙʥʦʚʣʝʥʘ (ʩʤ. ʰʘʛ 8)), IPsec-ʩʦʝʜʠʥʝʥʠʝ ʩ ʎʋʇ-

ʉʝʨʚʝʨ ʧʦʪʝʨʷʥʦ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʦ ʚʥʦʚʴ, ʢʘʢ ʯʘʩʪʴ ʦʙʳʯʥʦʛʦ ʧʨʦʮʝʩʩʘ ʦʙʥʦʚʣʝʥʠʷ 

ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ IPsec. ʉʦʝʜʠʥʝʥʠʝ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʚʦʩʩʪʘʥʦʚʣʝʥʦ ʧʦʩʣʝ 

ʦʢʦʥʯʘʥʠʷ ʧʝʨʝʛʦʚʦʨʦʚ ʦ ʥʦʚʦʤ ʟʘʱʠʱʝʥʥʦʤ ʩʦʝʜʠʥʝʥʠʠ. ɽʩʣʠ ʫʜʘʣʝʥʥʘʷ ʂʦʥʩʦʣʴ GUI 

ʚʥʝʟʘʧʥʦ ʟʘʢʨʳʚʘʝʪʩʷ, ʵʪʦ ʧʨʦʠʩʭʦʜʠʪ ʧʦʪʦʤʫ, ʯʪʦ ʦʥʘ ʧʨʝʚʳʩʠʣʘ ʤʘʢʩʠʤʘʣʴʥʦʝ ʯʠʩʣʦ 

ʧʦʧʳʪʦʢ ʧʦʚʪʦʨʝʥʠʷ ʧʨʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʠ ʩʦʝʜʠʥʝʥʠʷ. ɽʩʣʠ ʵʪʦ ʩʣʫʯʘʝʪʩʷ, ʠ ɺʳ ʠʤʝʝʪʝ 

ʧʨʦʙʣʝʤʳ ʩ ʩʦʟʜʘʥʠʝʤ ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ, ʧʨʦʩʪʦ ʥʫʞʥʦ ʫʚʝʣʠʯʠʪʴ ʟʥʘʯʝʥʠʝ 

TcpMaxDataRetranissions ʧʘʨʘʤʝʪʨʘ, ʢʦʪʦʨʳʡ ɺʳ ʩʦʟʜʘʚʘʣʠ ʥʘ ʰʘʛʝ 3). IP-ʘʜʨʝʩ ʤʦʞʝʪ 

ʥʘʭʦʜʠʪʴʩʷ ʪʦʣʴʢʦ ʚ ʦʜʥʦʡ ɿʦʥʝ.  

1.2.4. ɿʘʧʫʩʢ ʫʜʘʣʝʥʥʦʡ ʂʦʥʩʦʣʠ 

ʇʦʩʣʝ ʥʘʯʘʣʴʥʦʡ ʫʩʪʘʥʦʚʢʠ ʠ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʦʧʠʩʘʥʥʦʡ ʚʳʰʝ, ʚ ʧʦʩʣʝʜʫʶʱʠʭ ʩʣʫʯʘʷʭ 

ʥʝʦʙʭʦʜʠʤʳ ʩʣʝʜʫʶʱʠʝ ʰʘʛʠ ʜʣʷ ʟʘʧʫʩʢʘ ʫʜʘʣʝʥʥʦʡ ʂʦʥʩʦʣʠ, ʧʦʣʫʯʝʥʠʷ ʜʦʩʪʫʧʘ ʢ ɹɼ ʎʋʇ ʠ 

ʨʘʙʦʪʳ ʩ ɻʇɹ: 

1) ʋʜʦʩʪʦʚʝʨʠʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ ʥʠʢʘʢʠʝ ʜʨʫʛʠʝ ʵʢʟʝʤʧʣʷʨʳ ʎʋʇ-ʂʦʥʩʦʣ ɹ ʚ ʜʘʥʥʦʝ 

ʚʨʝʤʷ ʥʝ ʟʘʧʫʩʢʘʶʪʩʷ. ɺʦʟʤʦʞʥʦ, ʪʦʣʴʢʦ ʟʘʧʫʩʢʘʪʴ ʦʜʠʥ ʵʢʟʝʤʧʣʷʨ ʎʋʇ-ʂʦʥʩʦʣʴ 

ʦʜʥʦʚʨʝʤʝʥʥʦ. ɽʩʣʠ ɺʳ ʧʳʪʘʝʪʝʩʴ ʟʘʧʫʩʢʘʪʴ ʫʜʘʣʝʥʥʫʶ ʂʦʥʩʦʣʴ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ 

ʣʦʢʘʣʴʥʘʷ ʂʦʥʩʦʣʴ ʚʩʝ ʝʱʝ ʟʘʧʫʩʢʘʝʪʩʷ, ʤʦʞʝʪ ʙʳʪʴ ʢʦʥʬʣʠʢʪ ʩ ʜʘʥʥʳʤʠ ʚ ɹɼ 

ʎʋʇ. 

2) ʋʜʦʩʪʦʚʝʨʠʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ ɿɸʉʊɸɺɸ-ʆʬʠʩ ʟʘʧʫʱʝʥ. 

3) ʉʦʝʜʠʥʠʪʴʩʷ ʩ ʩʝʪʴʶ ʀʥʪʝʨʥʝʪ. 

4) ɿʘʧʫʩʪʠʪʴ ʫʜʘʣʝʥʥʫʶ ʂʦʥʩʦʣʴ. 

5) ɸʢʪʠʚʠʨʦʚʘʪʴ ʃʇɹ ʚ ɿɸʉʊɸɺɸ-ʆʬʠʩ. 

1.2.5. ʅʘʩʪʨʦʡʢʘ ʜʨʫʛʠʭ ʧʘʨʘʤʝʪʨʦʚ ʩʠʩʪʝʤʳ 

ɽʩʣʠ ʩʦʝʜʠʥʝʥʠʝ ʤʝʞʜʫ ʫʜʘʣʝʥʥʦʡ ʎʋʇ-ʂʦʥʩʦʣʴʶ ʠ SQL-ʩʝʨʚʝʨʦʤ ʤʝʜʣʝʥʥʦʝ, ʤʦʞʝʪ 

ʙʳʪʴ ʥʝʦʙʭʦʜʠʤʦ ʠʟʤʝʥʠʪʴ ʟʥʘʯʝʥʠʝ ʜʣʷ DBRetryTimeout ʠ DBRetryCount ʧʘʨʘʤʝʪʨʦʚ ʚ 

ʬʘʡʣʝ TPNServer . ini , ʨʘʩʧʦʣʦʞʝʥʥʦʤ ʚ ʛʣʘʚʥʦʡ ʜʠʨʝʢʪʦʨʠʠ ʎʋʇ. ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʜʣʷ ʦʙʦʠʭ ʧʘʨʘʤʝʪʨʦʚ - 10; ʚ ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ, ʦʥʦ ʜʦʣʞʥʦ ʙʳʪʴ ʫʚʝʣʠʯʝʥʦ ʜʦ 40 ʠʣʠ 50. 

ʈʘʙʦʪʘ ʩʦ ʩʨʝʜʩʪʚʦʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʎʋʇ. 
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- ʈʘʩʩʤʦʪʨʝʪʴ ʧʦʰʘʛʦʚʳʡ ʧʨʠʤʝʨ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʎʋʇ ʜʣʷ ʨʘʙʦʪʳ ʩ ɿɸʉʊɸɺɸ-

ʆʬʠʩ, ʜʣʷ ʵʪʦʛʦ ʧʝʨʝʡʪʠ ʢ ʧʨʠʣʦʞʝʥʠʶ (ʩʤ. ʇʨʠʣʦʞʝʥʠʝ 2. ʅʘʩʪʨʦʡʢʘ ʩʝʨʚʝʨʘ 

ʦʙʥʦʚʣʝʥʠʡ). 

1.2.6. ʊʠʧʦʛʨʘʬʩʢʠʝ ʩʦʛʣʘʰʝʥʠʷ 

ɺ ʜʘʥʥʦʤ ʜʦʢʫʤʝʥʪʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʪʠʧʦʛʨʘʬʩʢʠʝ ʩʦʛʣʘʰʝʥʠʷ: 

ʇʦʣʫʞʠʨʥʳʡ ʰʨʠʬʪ ʇʦʣʫʞʠʨʥʳʡ ʰʨʠʬʪ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʳʜʝʣʝʥʠʷ ʥʘʟʚʘʥʠʡ ʤʝʥʶ, 

ʚʢʣʘʜʦʢ, ʢʥʦʧʦʢ, ʧʦʣʝʡ, ʆʙʲʝʢʪʦʚ ʠ ʩʪʨʦʢ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ, ʘ 

ʪʘʢʞʝ ʜʣʷ ʚʠʟʫʘʣʴʥʦʛʦ ʚʳʜʝʣʝʥʠʷ. 

ʂʫʨʩʠʚ  ʂʫʨʩʠʚ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʳʜʝʣʝʥʠʷ ʥʘʟʚʘʥʠʡ ʧʨʦʛʨʘʤʤ, 

ʧʨʦʛʨʘʤʤʥʳʭ ʦʢʦʥ, ʚʩʧʣʳʚʘʶʱʠʭ ʦʢʦʥ, ʩʪʨʦʢ ʤʝʥʶ, ʧʘʨʘʤʝʪʨʦʚ 

ʆʙʲʝʢʪʘ ʠ ʘʪʨʠʙʫʪʦʚ, ʘ ʪʘʢʞʝ ʜʣʷ ʫʢʘʟʘʥʠʷ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ ʥʫʞʥʦ 

ʚʚʝʩʪʠ ʚ ʧʦʣʝ, ʘ ʪʘʢʞʝ ʜʣʷ ʚʠʟʫʘʣʴʥʦʛʦ ʚʳʜʝʣʝʥʠʷ. 

çʂʘʚʳʯʢʠè  ʂʘʚʳʯʢʠ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʫʢʘʟʘʥʠʷ ʩʪʨʦʢʠ ʠʟ ʩʧʠʩʢʘ ʚ ʜʘʥʥʦʤ ʧʦʣʝ 

(ʪ. ʝ. ʩʪʨʦʢʫ ʠʟ ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʦʛʦ ʩʧʠʩʢʘ ʚ ʦʢʥʝ). 

ʄɸʃɽʅʔʂʀɽ ʇʈʆʇʀʉʅʓɽ ʄʘʣʝʥʴʢʠʝ ʧʨʦʧʠʩʥʳʝ ʙʫʢʚʳ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚ ʥʘʟʚʘʥʠʷʭ ʜʦʢʫʤʝʥʪʦʚ 

(ʩʪʘʥʜʘʨʪʦʚ, ʤʦʥʦʛʨʘʬʠʡ, ʙʫʤʘʛ, ʪʝʭʥʠʯʝʩʢʦʡ ʜʦʢʫʤʝʥʪʘʮʠʠ, 

ʜʦʢʫʤʝʥʪʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʜʣʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʩʠʩʪʝʤ 

ʠʥʪʝʨʘʢʪʠʚʥʦʡ ʩʧʨʘʚʢʠ ʠ ʪ. ʜ.) ʠ ʨʘʟʜʝʣʦʚ ʜʦʢʫʤʝʥʪʦʚ. 

ʅʝʧʨʦʧʦʨʮʠʦʥʘʣʴʥʳʡ 

ʰʨʠʬʪ 
ʅʝʧʨʦʧʦʨʮʠʦʥʘʣʴʥʳʡ ʰʨʠʬʪ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʩʩʳʣʢʘʭ ʥʘ ʧʘʧʢʠ 

ʩʠʩʪʝʤʳ ʠ ʜʠʨʝʢʪʦʨʠʠ, ʤʝʥʶ Start, ʥʘʟʚʘʥʠʷʭ ʬʘʡʣʦʚ ʠ ʧʫʪʝʡ ʠ 

ʢʦʤʘʥʜʘʭ DOS/shell. 

<ʫʛʣʦʚʳʝ ʩʢʦʙʢʠ> ɺ ʫʛʣʦʚʳʝ ʩʢʦʙʢʠ ʟʘʢʣʶʯʘʶʪ ʥʘʟʚʘʥʠʷ ʢʣʘʚʠʰ ʥʘ ʢʣʘʚʠʘʪʫʨʝ. 
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2. ʇʆɼɻʆʊʆɺʂɸ ʂ ʀʉʇʆʃʔɿʆɺɸʅʀʖ ʎʋʇ  

2.1. ʉʠʩʪʝʤʥʳʝ ʪʨʝʙʦʚʘʥʠʷ 

ʇʨʦʛʨʘʤʤʥʦ-ʘʧʧʘʨʘʪʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʢʦʤʧʴʶʪʝʨʘ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ 

ɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝ, ʜʦʣʞʥʦ ʦʪʚʝʯʘʪʴ ʩʣʝʜʫʶʱʠʤ ʤʠʥʠʤʘʣʴʥʳʤ ʪʨʝʙʦʚʘʥʠʷʤ. 

2.1.1. ʎʋʇ-ʂʦʥʩʦʣʴ 

ʇʨʦʛʨʘʤʤʥʦ-ʘʧʧʘʨʘʪʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʢʦʤʧʴʶʪʝʨʘ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʎʋʇ-

ʂʦʥʩʦʣʴ (ʢʣʠʝʥʪʩʢʘʷ ʯʘʩʪʴ ɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝ), ʜʦʣʞʥʦ ʦʪʚʝʯʘʪʴ ʩʣʝʜʫʶʱʠʤ ʤʠʥʠʤʘʣʴʥʳʤ 

ʪʨʝʙʦʚʘʥʠʷʤ (ʤʦʞʝʪ ʫʩʪʘʥʘʚʣʠʚʘʪʴʩʷ ʥʘ ʦʪʜʝʣʴʥʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠʣʠ ʚʤʝʩʪʝ ʩ ʎʋʇ): 

- 64-ʨʘʟʨʷʜʥʳʡ ʧʨʦʮʝʩʩʦʨ 1400 Mɻʮ ʠʣʠ ʚʳʰʝ; 

- ʦʧʝʨʘʪʠʚʥʘʷ ʧʘʤʷʪʴ ï ʥʝ ʤʝʥʝʝ 512 ʄʙʘʡʪ; 

- ʆʉ Windows 8.1/10 ʧʣʘʪʬʦʨʤʘ ʭ64; 

- ʧʦʜʜʝʨʞʢʘ ʩʝʪʠ (TCP/IP) ʜʦʣʞʥʘ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʘ ʠ ʘʢʪʠʚʠʨʦʚʘʥʘ; 

- ʨʘʟʨʝʰʘʶʱʘʷ ʩʧʦʩʦʙʥʦʩʪʴ ʜʠʩʧʣʝʷ ï ʥʝ ʤʝʥʝʝ 1024ʭ768 (ʨʝʢʦʤʝʥʜʫʝʪʩʷ 1280ʭ1024 

ʠ ʙʦʣʝʝ). 

2.1.2. ʎʋʇ-ʉʝʨʚʝʨ 

ʇʨʦʛʨʘʤʤʥʦ-ʘʧʧʘʨʘʪʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʢʦʤʧʴʶʪʝʨʘ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʎʋʇ-

ʉʝʨʚʝʨ (ʩʝʨʚʝʨʥʘʷ ʯʘʩʪ ɹ ɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝ), ʜʦʣʞʥʦ ʦʪʚʝʯʘʪʴ ʩʣʝʜʫʶʱʠʤ ʤʠʥʠʤʘʣʴʥʳʤ 

ʪʨʝʙʦʚʘʥʠʷʤ (ʤʦʞʝʪ ʫʩʪʘʥʘʚʣʠʚʘʪʴʩʷ ʥʘ ʦʪʜʝʣʴʥʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠʣʠ ʚʤʝʩʪʝ ʩ ʜʨʫʛʠʤʠ 

ʢʦʤʧʦʥʝʥʪʘʤʠ ʎʋʇ): 

- ʇʨʦʮʝʩʩʦʨ, ʩ ʘʨʭʠʪʝʢʪʫʨʦʡ x64, ʩ ʯʘʩʪʦʪʦʡ ʥʝ ʤʝʥʝʝ 1400 ʄɻʮ; 

- 512 ʄʙʘʡʪ ʩʚʦʙʦʜʥʦʡ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ; 

- 1 ɻʙʘʡʪ ʩʚʦʙʦʜʥʦʛʦ ʜʠʩʢʦʚʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ;  

- Windows Server 2012 R2/2016, ʧʣʘʪʬʦʨʤʘ ʭ64;  

- ʈʘʟʨʝʰʝʥʠʝ ʤʦʥʠʪʦʨʘ ʥʝ ʤʝʥʝʝ 1024Ĭ768 ʧʠʢʩʝʣʝʡ; 

- ʅʝ ʤʝʥʝʝ 1 (ʦʜʥʦʛʦ) Ethernet-ʘʜʘʧʪʝʨʘ. 

ɼʦʧʫʩʢʘʝʪʩʷ ʫʩʪʘʥʦʚʢʘ ʢʣʠʝʥʪʩʢʦʡ ʯʘʩʪʠ ɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝ ʥʘ ʆʉ ʜʣʷ ʩʝʨʚʝʨʥʦʡ 

ʯʘʩʪʠ ɿɸʉʊɸɺɸïʋʧʨʘʚʣʝʥʠʝ. 
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2.2. ʇʦʜʜʝʨʞʠʚʘʝʤʳʝ ʚʝʨʩʠʠ ʫʧʨʘʚʣʷʝʤʦʛʦ 
ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ 

ʎʋʇ ʤʦʞʝʪ ʫʧʨʘʚʣʷʪʴ ʫʜʘʣʸʥʥʳʤʠ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʤʠ, ʄʕ, ʰʣʶʟʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

VPN-ʢʣʠʝʥʪʘʤʠ ʨʘʟʣʠʯʥʳʭ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ. ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʩʧʠʩʦʢ ʚʝʨʩʠʡ 

ʫʩʪʨʦʡʩʪʚ/ʧʨʦʛʨʘʤʤ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʧʦʣʥʦʩʪʴʶ ʧʨʦʚʝʨʝʥʳ ʥʘ ʩʦʚʤʝʩʪʠʤʦʩʪʴ ʩ ʎʋʇ ɿɸʉʊɸɺɸ-

ʋʧʨʘʚʣʝʥʠʝ: 

- ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ Cisco IOS routers ʩ ʚʝʨʩʠʝʡ IOS 12.3; 

- ʄʕ Cisco PIX Firewalls ʚʝʨʩʠʡ 6.3; 

- ɸʛʝʥʪ r(ɿɸʉʊɸɺɸ-ʆʬʠʩ) ʚʝʨʩʠʡ 6.3 ʠ ʚʳʰʝ. 

ʇʨʠʤʝʯʘʥʠʝ. ɼʨʫʛʠʝ ʪʠʧʳ ʠ ʚʝʨʩʠʠ ʫʩʪʨʦʡʩʪʚ/ʧʨʦʛʨʘʤʤ ʤʦʛʫʪ ʪʘʢʞʝ ʢʦʨʨʝʢʪʥʦ 

ʨʘʙʦʪʘʪʴ ʩ ʎʋʇ, ʦʜʥʘʢʦ, ʵʪʦ ʥʝ ʛʘʨʘʥʪʠʨʫʝʪʩʷ, ʧʦʵʪʦʤʫ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ 

ʧʨʦʚʝʩʪʠ ʧʦʣʥʦʤʘʩʰʪʘʙʥʦʝ ʪʝʩʪʠʨʦʚʘʥʠʝ ʚ ʣʘʙʦʨʘʪʦʨʥʳʭ ʫʩʣʦʚʠʷʭ. 

2.3. ʀʥʩʪʘʣʣʷʮʠʷ ʎʋʇ  

2.3.1. ʇʦʜʛʦʪʦʚʢʘ 

ʎʋʇ ʧʦʩʪʘʚʣʷʝʪʩʷ ʚʤʝʩʪʝ ʩ ɿɸʉʊɸɺɸ-ʆʬʠʩ (ʢʦʪʦʨʳʡ ʟʘʱʠʱʘʝʪ ʢʦʤʧʴʶʪʝʨ ʎʋʇ ʠ 

ʨʘʩʧʨʝʜʝʣʷʝʪ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʃʇɹ) ɸʛʝʥʪʘʤ), MS SQL Server 2008 R2 Express Edition.. 

ɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝ ʤʦʞʝʪ ʧʦʩʪʘʚʣʷʪʴʩʷ ʚ ʚʘʨʠʘʥʪʝ ʄʕ, ʦʙʝʩʧʝʯʠʚʘʶʱʝʛʦ 

ʢʦʥʪʨʦʣʴ ʠ ʬʠʣʴʪʨʘʮʠʶ ʧʨʦʭʦʜʷʱʠʭ ʯʝʨʝʟ ʥʝʛʦ ʩʝʪʝʚʳʭ ʧʘʢʝʪʦʚ ʠʣʠ ʚʘʨʠʘʥʪʝ VPN 

(ʩʨʝʩʜʪʚʦ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ (ʉʂɿʀ) + ʄʕ), ʦʙʝʩʧʝʯʠʚʘʶʱʝʛʦ, ʢʘʢ 

ʢʦʥʪʨʦʣʴ ʠ ʬʠʣʴʪʨʘʮʠʶ ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ, ʪʘʢ ʠ ʚʟʘʠʤʥʫʶ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʫʶ ʟʘʱʠʪʫ 

ʘʙʦʥʝʥʪʦʚ ʧʨʠ ʫʩʪʘʥʦʚʣʝʥʠʠ ʩʦʝʜʠʥʝʥʠʷ, ʰʠʬʨʦʚʘʥʠʝ ʠ ʢʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ IP-ʧʘʢʝʪʦʚ ʚ 

ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝ ʜʦʣʞʥʦ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʜʦʢʫʤʝʥʪʦʤ ʄʂɽʖ.00631-01 91 01 çʇʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʣʝʢʩ çVPN/FW ɿɸʉʊɸɺɸ-

ʋʧʨʘʚʣʝʥʠʝè, ʚʝʨʩʠʷ 6 ʠʩʧʦʣʥʝʥʠʝ ʂʉ3, ʢʦʤʧʣʝʢʪʘʮʠʷ ZM6-WS64-VO-03è (ʇʂ çɿɸʉʊɸɺɸ-

ʋʧʨʘʚʣʝʥʠʝè, ʚʝʨʩʠʷ 6 ʠʩʧʦʣʥʝʥʠʝ ʂʉ3è). ʇʨʘʚʠʣʘ ʧʦʣʴʟʦʚʘʥʠʷè. 

ɺ ʩʦʩʪʘʚ çʇʂ çVPN/FW çɿɸʉʊɸɺɸè, ʚʝʨʩʠʷ 6è ʚʭʦʜʠʪ ʉʂɿʀ çʂʨʠʧʪʦʇʨʦ CSPè 4.0 

R4 3-Base ɾʊʗʀ.00089 ʧʨʦʠʟʚʦʜʩʪʚʘ ʆʆʆ çʂʈʀʇʊʆ-ʇʈʆè (ʛ. ʄʦʩʢʚʘ) ʠ ʉɿʀ çSecure Pack 

Rusè ɺʝʨʩʠʷ 3.0 ɾʊʗʀ.00106. 

 
ʏʪʦʙʳ ʠʥʩʪʘʣʣʠʨʦʚʘʪʴ ʠ ʜʝʠʥʩʪʘʣʣʠʨʦʚʘʪʴ ʎʋʇ, ʥʝʦʙʭʦʜʠʤʦ ʠʤʝʪʴ ʧʨʠʚʠʣʝʛʠʠ 

ɸʜʤʠʥʠʩʪʨʘʪʦʨʘ ʆʉ. 
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ɼʣʠʥʘ ʧʘʨʦʣʷ ɸʜʤʠʥʠʩʪʨʘʪʦʨʘ ʆʉ ʜʦʣʞʥʘ ʙʳʪʴ ʥʝ ʤʝʥʴʰʝ hʝʩʪʠ ʙʫʢʚʝʥʥʦ-ʮʠʬʨʦʚʳʭ 

ʩʠʤʚʦʣʦʚ 

 
ʅʝʦʙʭʦʜʠʤʦ ʦʪʢʣʶʯʠʪʴ ʚʩʝ ʘʥʪʠʚʠʨʫʩʥʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ (ʇʆ) ʜʦ ʥʘʯʘʣʘ 

ʫʩʪʘʥʦʚʢʠ ʎʋʇ. ʅʝʦʙʭʦʜʠʤʦ ʘʢʪʠʚʠʨʦʚʘʪʴ ʘʥʪʠʚʠʨʫʩʥʦʝ ʇʆ, ʢʘʢ ʪʦʣʴʢʦ ʫʩʪʘʥʦʚʢʘ ʎʋʇ 

ʙʫʜʝʪ ʟʘʚʝʨʰʝʥʘ!  

 

 

ɹɼ MS SQL Server 2008 R2 Express Edition ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʦʣʴʢʦ ʜʣʷ ʪʝʩʪʦʚʳʭ ʧʨʦʝʢʪʦʚ, ʘ 

ʪʘʢʞʝ ʜʣʷ ʧʨʦʝʢʪʦʚ, ʩ ʯʠʩʣʦʤ ʦʙʲʝʢʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʝʥʝʝ 100, ʚ ʦʩʪʘʣʴʥʳʭ ʩʣʫʯʘʷʭ 

ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚʥʝʰʥʶʶ ɹɼ Microsoft SQL Server 2008 ʠʣʠ Postgre SQL 

ʚʝʨʩʠʠ 9.x. 

 
ɽʩʣʠ ʚ ʢʘʯʝʩʪʚʝ ʉʝʨʚʝʨʘ ʙʘʟʳ ʜʘʥʥʳʭ ʎʋʇ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩ ̫ʫʞʝ ʩʫʱʝʩʪʚʫʶʱʠʡ 

MS SQL Server ʠʣʠ Postgre SQL, ʪʦ ʧʝʨʝʜ ʠʥʩʪʘʣʣʷʮʠʝʡ ʎʋʇ ʥʘʜʦ ʫʙʝʜʠʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ 

ʠʟʚʝʩʪʝʥ ʣʦʛʠʥ ʠ ʧʘʨʦʣʴ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ SQL-ʩʝʨʚʝʨʘ ʠ ʯʪʦ ʦʥ ʜʦʣʞʥʳʤ ʦʙʨʘʟʦʤ 

ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥ. 

 
ʉʂɿʀ çʂʨʠʧʪʦʇʨʦ CSPè ʜʦʣʞʥʦ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʦ ʩ ʧʦʜʜʝʨʞʢʦʡ ʫʨʦʚʥʷ ʷʜʨʘ, ʜʣʷ ʵʪʦʛʦ 

ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʧʨʠʣʦʞʝʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʪʠʧ ʫʩʪʘʥʦʚʢʠ Custom ʠ ʫʩʪʘʥʦʚʠʪʴ 

ʤʦʜʫʣʴ Kernel mode CSP. 

ɺ ʩʦʩʪʘʚ ʇʂ ʚʭʦʜʠʪ ʩʨʝʜʩʪʚʦ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ çSecure Pack Rusè ʚʝʨʩʠʷ 3.0, 

ʧʨʦʠʟʚʦʜʩʪʚʘ ʆʆʆ çʉʠʕʡʕʥè (ʛ. ʄʦʩʢʚʘ). 

 
ɺ ʧʨʦʮʝʩʩʝ ʫʩʪʘʥʦʚʢʠ çɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝè ʜʦʣʞʥʘ ʙʳʪʴ ʧʨʦʚʝʜʝʥʘ ʜʦʧʦʣʥʠʪʝʣʴʥʘʷ 

ʥʘʩʪʨʦʡʢʘ ʩʨʝʜʩʪʚʘ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ çSecure Pack Rusè ʚʝʨʩʠʷ 3.0 ʚ ʯʘʩʪʠ ʧʦʣʠʪʠʢ 

ʫʧʨʘʚʣʝʥʠʷ ʧʨʠʣʦʞʝʥʠʷʤʠ (AppLocker). ʇʨʘʚʠʣʘ ʧʦʣʠʪʠʢʠ ʫʧʨʘʚʣʝʥʠʷ ʧʨʠʣʦʞʝʥʠʷʤʠ 

ʧʨʠʚʝʜʝʥʳ ʚ ʧʦʜʨʘʟʜʝʣʝ 2.3.6. 

2.3.2. ɿʘʧʫʩʢ ʠʥʩʪʘʣʣʷʮʠʠ  

ɿʘʧʫʩʢ ʠʥʩʪʘʣʣʷʮʠʠ ʜʦʣʞʝʥ ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1) ɺʩʪʘʚʠʪʴ ʜʠʩʢ ʩ ʜʠʩʪʨʠʙʫʪʠʚʦʤ ʚ ʧʨʠʚʦʜ CD-ROM ʠ ʟʘʧʫʩʪʠʪʴ ʬʘʡʣ 

ZASTAVA.exe. ʅʘʯʥʝʪʩʷ ʧʨʦʮʝʩʩ ʠʥʩʪʘʣʣʷʮʠʠ. 

2) ʇʦʜʪʚʝʨʜʠʪʴ ʧʨʠʥʷʪʠʝ ʣʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ, ʥʘʞʘʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ 

ʧʝʨʝʢʣʶʯʘʪʝʣʴ, ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

3) ɺʳʙʨʘʪʴ ʧʘʧʢʫ, ʢʫʜʘ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥʦ ʧʨʠʣʦʞʝʥʠʝ. 

4) ɺʳʙʨʘʪʴ ʤʦʜʫʣʠ ʎʋʇ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʫʩʪʘʥʦʚʣʝʥʳ (ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʚʩʝ ʤʦʜʫʣʠ) (ʩʤ. ʈʠʩʫʥʦʢ 1). 
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ʈʠʩʫʥʦʢ 1 ï ɺʳʙʦʨ ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʎʋʇ 

5) ɽʩʣʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʥʝ ʫʩʪʘʥʦʚʣʝʥ ʩʝʨʚʝʨ ʙʘʟ ʜʘʥʥʳʭ MS SQL, ʪʦ ʧʦʷʚʠʪʩʷ ʦʢʥʦ 

ʩ ʧʨʝʜʣʦʞʝʥʠʝʤ ʫʩʪʘʥʦʚʢʠ Microsoft SQL Server 2008 R2 Express Edition. ʇʨʠ 

ʥʝʦʙʭʦʜʠʤʦʩʪʠ ï ʩʥʷʪʴ ʦʪʤʝʪʢʫ ʩ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʧʫʥʢʪʘ. 

6) ʆʟʥʘʢʦʤʠʪʴʩʷ ʩʦ ʩʧʠʩʢʦʤ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʇʆ, ʥʝʦʙʭʦʜʠʤʦʛʦ ʜʣʷ ʨʘʙʦʪʳ ʎʋʇ. 

ʆʙʨʘʪʠʪ ɹʚʥʠʤʘʥʠʝ ʥʘ ʪʦ, ʯʪʦ, ʝʩʣʠ ʪʘʢʦʝ ʇʆ ʥʝ ʫʩʪʘʥʦʚʣʝʥʦ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʦʥʦ 

ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥʦ ʘʚʪʦʤʘʪʠʯʝʩʢʠ, ʢʘʢ ʯʘʩʪʴ ʠʥʩʪʘʣʣʷʮʠʠ ʎʋʇ. ʅʘʞʘʪʴ ʢʥʦʧʢʫ 

ɼʘʣʝʝ. 

7) ʇʦʩʣʝ ʵʪʦʛʦ ʟʘʧʫʩʪʠʪʩʷ ʧʨʦʮʝʩʩ ʠʥʩʪʘʣʣʷʮʠʠ ʥʝʦʙʭʦʜʠʤʳʭ ʧʨʦʜʫʢʪʦʚ. ʅʘ ʚʩʝ 

ʚʦʧʨʦʩʳ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʦʷʚʠʪʴʩʷ ʧʨʠ ʠʥʩʪʘʣʣʷʮʠʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʧʨʦʜʫʢʪʦʚ, 

ʤʦʞʥʦ ʦʪʚʝʪʠʪʴ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

8) ɺ ʧʨʦʮʝʩʩʝ ʫʩʪʘʥʦʚʢʠ MS SQL Server 2008 R2 ʥʘ ʵʪʘʧʝ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʧʘʨʦʣʷ 

ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦʜ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ (ʩʤ. ʈʠʩʫʥʦʢ 2) 

ʥʝʦʙʭʦʜʠʤʦ ʩʛʝʥʝʨʠʨʦʚʘʪʴ ʧʘʨʦʣʴ, ʦʪʚʝʯʘʶʱʠʡ ʩʣʝʜʫʶʱʠʤ ʪʨʝʙʦʚʘʥʠʷʤ: 

- ʥʝ ʩʦʜʝʨʞʠʪ ʚʩʶ ʠʣʠ ʯʘʩʪʴ ʠʤʝʥʠ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʷ; 

- ʜʣʠʥʦʡ ʙʦʣʝʝ ʚʦʩʴʤʠ ʟʥʘʢʦʚ; 

- ʩʦʜʝʨʞʠʪ ʩʠʤʚʦʣʳ, ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ, ʪʨʸʭ ʩʣʝʜʫʶʱʠʭ ʢʘʪʝʛʦʨʠʡ: 

- ʟʘʛʣʘʚʥʳʝ ʙʫʢʚʳ ʘʥʛʣʠʡʩʢʦʛʦ ʘʣʬʘʚʠʪʘ (ʦʪ A ʜʦ Z); 

- ʩʪʨʦʯʥʳʝ ʙʫʢʚʳ ʘʥʛʣʠʡʩʢʦʛʦ ʘʣʬʘʚʠʪʘ (ʦʪ a ʜʦ z); 
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- ʦʩʥʦʚʥʳʝ 10 ʮʠʬʨ (0-9); 

- ʥʝʙʫʢʚʝʥʥʳʝ ʩʠʤʚʦʣʳ (ʥʘʧʨʠʤʝʨ: !, #, %). 

 

ʈʠʩʫʥʦʢ 2 ï ʆʢʥʦ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʧʘʨʦʣʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ɹɼ 

9) ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ MS SQL Server 2008 R2 ʧʦʷʚʠʪʩʷ ʦʢʥʦ ZASTAVA Management 

Setup ʩ ʟʘʧʨʦʩʦʤ ʥʘ ʜʦʙʘʚʣʝʥʠʝ ʉʝʨʚʝʨʘ ʎʋʇ ʚ ʩʧʠʩʦʢ ʠʩʢʣʶʯʝʥʠʡ ɹʨʘʥʜʤʘʫʵʨʘ 

Windows, ʜʘʥʥʦʝ ʦʢʥʦ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ (ʩʤ. ʈʠʩʫʥʦʢ 3). ʇʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ 

ɼʘ, ʚ ʇʨʘʚʠʣʘ ʚʭʦʜʷʱʠʭ ʧʦʜʢʣʶʯʝʥʠʡ (inbound rules) ɹʨʘʥʜʤʘʫʵʨʘ Windows 

ʜʦʙʘʚʷʪʩʷ ʜʚʘ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʨʘʚʠʣʘ, ʧʦʢʘʟʘʥʥʳʭ ʥʘ ʨʠʩʫʥʢʝ (ʩʤ. ʈʠʩʫʥʦʢ 4). 

 

ʈʠʩʫʥʦʢ 3 ï ʆʢʥʦ ʟʘʧʨʦʩʘ ʥʘ ʜʦʙʘʚʣʝʥʠʝ ʉʝʨʚʝʨʘ ʎʋʇ ʚ ʩʧʠʩʦʢ ʠʩʢʣʶʯʝʥʠʡ  
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ʈʠʩʫʥʦʢ 4 ï ʇʨʘʚʠʣʘ ʚʭʦʜʷʱʠʭ ʧʦʜʢʣʶʯʝʥʠʡ ɹʨʘʥʜʤʘʫʵʨʘ Windows ʜʣʷ ʉʝʨʚʝʨʘ ʎʋʇ 

2.3.3. ʇʨʦʜʦʣʞʝʥʠʝ ʠʥʩʪʘʣʣʷʮʠʠ: ʩʦʟʜʘʥʠʝ ɹɼ ʎʋʇ  

2.3.3.1. ʅʘʩʪʨʦʡʢʘ MS SQL Server 2008 R2 Express Edition 

ʇʝʨʝʜ ʩʦʟʜʘʥʠʝʤ ɹɼ ʎʋʇ ʥʝʦʙʭʦʜʠʤʦ ʥʘʩʪʨʦʠʪʴ MS SQL Server 2008 R2 Express 

Edition: 

1) ɺ ʤʝʥʶ ʇʫʩʢ ʚʳʙʨʘʪʴ SQL Server Configuration Manager (ʩʤ. ʈʠʩʫʥʦʢ 5). 

 

ʈʠʩʫʥʦʢ 5 ï ɿʘʧʫʩʢ SQL Server Configuration Manager 

2) ʈʘʩʢʨʳʪʴ ʩʧʠʩʦʢ SQL Server Network Configuration, ʚʳʙʨʘʪʴ Protocols for 

SQLEXPRESS, ʟʘʪʝʤ ï TCP/IP (ʩʤ. ʈʠʩʫʥʦʢ 6). 
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ʈʠʩʫʥʦʢ 6 ï ʅʘʩʪʨʦʡʢʘ TCP/IP ʧʨʠ ʢʦʥʬʠʛʫʨʘʮʠʠ MS SQL Server 2008 R2 Express Edition 

3) ɺʳʙʨʘʪʴ ʚʢʣʘʜʢʫ IP Addresses ʠ ʚ ʨʘʟʜʝʣʝ IPALL ʚ ʧʦʣʝ TCP Port ʟʘʜʘʪʴ ʟʥʘʯʝʥʠʝ 

1433. ɿʥʘʯʝʥʠʝ ʚ ʧʦʣʝ TCP Dynamic Ports ʫʜʘʣʠʪʴ (ʩʤ. ʈʠʩʫʥʦʢ 7). 

 

ʈʠʩʫʥʦʢ 7 - ʅʘʩʪʨʦʡʢʘ TCP/IP ʧʨʠ ʢʦʥʬʠʛʫʨʘʮʠʠ MS SQL Server 2008 R2 Express Edition 

2.3.3.2. ʉʦʟʜʘʥʠʝ ɹɼ ʎʋʇ MS SQL Server 2008 R2  

ʂʘʢ ʪʦʣʴʢʦ ʧʨʦʮʝʩʩ ʫʩʪʘʥʦʚʢʠ ʥʝʦʙʭʦʜʠʤʳʭ ʧʨʦʜʫʢʪʦʚ ʟʘʚʝʨʰʠʪʩʷ, ʙʫʜʝʪ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʟʘʧʫʱʝʥʘ ʫʪʠʣʠʪʘ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʎʋʇ: 
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1) ʇʦʷʚʠʪʩʷ ʦʢʥʦ ʩ ʚʦʧʨʦʩʦʤ ʦ ʚʳʙʦʨʝ - ʩʦʟʜʘʚʘʪʴ ʥʦʚʫʶ ɹɼ ʎʋʇ ʠʣʠ ʥʘʩʪʨʦʠʪʴ 

ʩʦʝʜʠʥʝʥʠʝ ʩ ʩʫʱʝʩʪʚʫʶʱʝʡ. ɺ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ ʥʝʦʙʭʦʜʠʤʦ ʩʦʟʜʘʚʘʪʴ ʥʦʚʫʶ 

ɹɼ (ʩʤ. ʈʠʩʫʥʦʢ 8); 

 

ʈʠʩʫʥʦʢ 8 ï ʉʦʟʜʘʥʠʝ ɹɼ 

2) ɺ ʧʦʷʚʠʚʰʝʤʩʷ ʦʢʥʝ ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʩʝʨʚʝʨ ɹɼ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɼʘʣʝʝ (ʩʤ. 

ʈʠʩʫʥʦʢ 9); 

 

ʈʠʩʫʥʦʢ 9 ï ɺʳʙʦʨ ʩʝʨʚʝʨʘ ɹɼ 

 
ʀʩʧʦʣʴʟʦʚʘʪʴ ʩʫʱʝʩʪʚʫʶʱʫʶ ɹɼ ʎʋʇ ʤʦʞʥʦ ʪʦʣʴʢʦ ʚ ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ ʦʥʘ ʙʳʣʘ 

ʩʦʟʜʘʥʘ ʵʪʦʡ ʞʝ ʚʝʨʩʠʝʡ ʧʨʦʜʫʢʪʘ. 

ʇʨʠ ʧʦʧʳʪʢʝ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ɹɼ, ʥʝʧʦʜʭʦʜʷʱʝʡ ʚʝʨʩʠʠ, ʠʥʩʪʘʣʣʷʪʦʨ ʧʨʝʜʣʦʞʠʪ ʚʳʙʨʘʪʴ 

ʜʨʫʛʫʶ ɹɼ, ʩʦʟʜʘʪʴ ʥʦʚʫʶ ɹɼ ʠʣʠ ʦʪʤʝʥʠʪʴ ʠʥʩʪʘʣʣʷʮʠʶ.  

ʇʦʜʨʦʙʥʝʝ ʦ ʧʦʜʢʣʶʯʝʥʠʠ ʢ ʩʫʱʝʩʪʚʫʶʱʝʡ ɹɼ ʎʋʇ ʩʤ. ʧʦʜʨʘʟʜʝʣ 11.1. 

ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʥʘʩʪʨʦʡʢʠ ʩʝʨʚʝʨʘ ɹɼ ʥʫʞʥʦ ʚʳʙʨʘʪʴ ʝʛʦ ʠʟ ʩʧʠʩʢʘ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ 

ODBC.., ʚ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʧʨʦʠʟʚʝʩʪʠ ʥʝʦʙʭʦʜʠʤʳʝ ʥʘʩʪʨʦʡʢʠ. 

3) ɺʚʝʩʪʠ ʣʦʛʠʥ ʠ ʧʘʨʦʣʴ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʩʝʨʚʝʨʘ ɹɼ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʟʘʜʘʥʳ ʥʘ ʵʪʘʧʝ 

ʫʩʪʘʥʦʚʢʠ MS SQL 2008 (ʩʤ. ʈʠʩʫʥʦʢ 10). ʅʘʞʘʪʴ ʢʥʦʧʢʫ ʆʂ (ʜʘʥʥʘʷ ʠʥʬʦʨʤʘʮʠʷ 

ʙʫʜʝʪ ʧʨʦʚʝʨʝʥʘ ʥʘ ʩʣʝʜʫʶʱʝʤ ʵʪʘʧʝ, ʧʨʠ ʧʦʧʳʪʢʝ ʩʦʟʜʘʥʠʷ ɹɼ). 
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ʈʠʩʫʥʦʢ 10 ï ɺʚʦʜ ʣʦʛʠʥʘ ʠ ʧʘʨʦʣʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ɹɼ 

4) ɿʘʜʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʜʣʷ ʩʦʟʜʘʥʠʷ ʜʚʫʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ï ʦʜʥʦʡ ʜʣʷ ʎʋʇ-ʉʝʨʚʝʨ, 

ʚʪʦʨʦʡ ï ʜʣʷ ʎʋʇ-ʂʦʥʩʦʣʴ (ʩʤ. ʈʠʩʫʥʦʢ 11). 

 

ʈʠʩʫʥʦʢ 11 ï ɺʚʦʜ ʧʘʨʘʤʝʪʨʦʚ ɹɼ 

2.3.3.3. ʉʦʟʜʘʥʠʝ ɹɼ ʎʋʇ Postgre SQL 

ɿʘʧʫʩʪʠʪʴ ʫʪʠʣʠʪʫ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʎʋʇ. 

1) ʇʦʷʚʠʪʩʷ ʦʢʥʦ ʩ ʚʦʧʨʦʩʦʤ ʦ ʚʳʙʦʨʝ - ʩʦʟʜʘʚʘʪʴ ʥʦʚʫʶ ɹɼ ʎʋʇ ʠʣʠ ʥʘʩʪʨʦʠʪʴ 

ʩʦʝʜʠʥʝʥʠʝ ʩ ʩʫʱʝʩʪʚʫʶʱʝʡ. ɺ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ ʥʝʦʙʭʦʜʠʤʦ ʩʦʟʜʘʚʘʪʴ ʥʦʚʫʶ 

ɹɼ; 

 
ʀʩʧʦʣʴʟʦʚʘʪʴ ʩʫʱʝʩʪʚʫʶʱʫʶ ɹɼ ʎʋʇ ʤʦʞʥʦ ʪʦʣʴʢʦ ʚ ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ ʦʥʘ ʙʳʣʘ 

ʩʦʟʜʘʥʘ ʵʪʦʡ ʞʝ ʚʝʨʩʠʝʡ ʧʨʦʜʫʢʪʘ. 

ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʥʘʩʪʨʦʡʢʠ ʩʝʨʚʝʨʘ ɹɼ ʥʫʞʥʦ ʚʳʙʨʘʪʴ ʝʛʦ ʠʟ ʩʧʠʩʢʘ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ 

ODBC.., ʚ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʧʨʦʠʟʚʝʩʪʠ ʥʝʦʙʭʦʜʠʤʳʝ ʥʘʩʪʨʦʡʢʠ. 

ʇʦʜʨʦʙʥʝʝ ʦ ʧʦʜʢʣʶʯʝʥʠʠ ʢ ʩʫʱʝʩʪʚʫʶʱʝʡ ɹɼ ʎʋʇ ʩʤ. ʧʦʜʨʘʟʜʝʣ 11.1. 
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2) ɺ ʧʦʷʚʠʚʰʝʤʩʷ ʦʢʥʝ ʚʳʙʨʘʪʴ ʩʝʨʚʝʨ ɹɼ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʜʘʣʝʝ (ʩʤ. ʈʠʩʫʥʦʢ 12); 

 

ʈʠʩʫʥʦʢ 12 ï ɺʳʙʦʨ ʩʝʨʚʝʨʘ ʙʘʟʳ ʜʘʥʥʳʭ 

3) ɺʚʝʩʪʠ ʣʦʛʠʥ ʠ ʧʘʨʦʣʴ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ɹɼ; 

4) ɿʘʜʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʜʣʷ ʩʦʟʜʘʥʠʷ ʜʚʫʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ï ʦʜʥʦʡ ʜʣʷ ʎʋʇ-ʉʝʨʚʝʨ, 

ʚʪʦʨʦʡ ï ʜʣʷ ʎʋʇ-ʂʦʥʩʦʣ ɹ(ʩʤ. ʈʠʩʫʥʦʢ 13). 

 

ʈʠʩʫʥʦʢ 13 ï ɺʚʦʜ ʧʘʨʘʤʝʪʨʦʚ ɹɼ 

2.3.4. ʇʨʦʜʦʣʞʝʥʠʝ ʠʥʩʪʘʣʣʷʮʠʠ: ʥʘʩʪʨʦʡʢʘ ɿɸʉʊɸɺɸ-ʆʬʠʩ 

ʅʘ ʜʘʥʥʦʤ ʵʪʘʧʝ ʙʫʜʝʪ ʧʨʝʜʣʦʞʝʥʦ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ɿɸʉʊɸɺɸ-ʆʬʠʩ, ʢʦʪʦʨʳʡ ʙʳʣ 

ʫʩʪʘʥʦʚʣʝʥ ʚʤʝʩʪʝ ʩ ʎʋʇ. ʕʪʦʪ ʧʨʦʮʝʩʩ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʫʢʘʟʘʥʠʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʣʦʢʘʣʴʥʦʛʦ 

ʩʝʨʪʠʬʠʢʘʪʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʎʋʇ (ʜʘʥʥʦʝ ʜʝʡʩʪʚʠʝ ʠʤʝʝʪ ʩʤʳʩʣ ʚ ʪʦʤ ʩʣʫʯʘʝ, 

ʝʩʣʠ ʚ ɿɸʉʊɸɺɸ-ʆʬʠʩ ʠʤʧʦʨʪʠʨʦʚʘʥʦ ʙʦʣʝʝ ʦʜʥʦʛʦ ʣʦʢʘʣʴʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ).  

ɽʩʣʠ ʚ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ ʫʞʝ ʝʩʪʴ ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʩʝʨʪʠʬʠʢʘʪʳ, ʪʦ ʥʝʦʙʭʦʜʠʤʦ 

ʚʳʙʨʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʩʝʨʚʝʨʫ ʧʦʣʠʪʠʢ (ʩʤ. ʈʠʩʫʥʦʢ 14), ʝʩʣʠ ʫʩʪʘʥʦʚʣʝʥʥʳʭ 
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ʩʝʨʪʠʬʠʢʘʪʦʚ ʥʝʪ, ʪʦ ʩʧʠʩʦʢ ʙʫʜʝʪ ʧʫʩʪʳʤ. ɼʦʙʘʚʠʪʴ ʩʝʨʪʠʬʠʢʘʪʳ ʤʦʞʥʦ ʙʫʜʝʪ ʧʦʟʞʝ 

ʚʨʫʯʥʫʶ. 

 ɹʝʟ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ɿɸʉʊɸɺɸ-ʆʬʠʩ ʘʢʪʠʚʘʮʠʷ ɻʇɹ ʚ ʎʋʇ ʙʫʜʝʪ ʥʝʚʦʟʤʦʞʥʘ. 

 
ɹʦʣʝʝ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʠ ɿɸʉʊɸɺɸ-ʆʬʠʩ, ʦ ʥʘʟʥʘʯʝʥʠʠ 

ʩʝʨʪʠʬʠʢʘʪʦʚ ʠ ʦ ʪʦʤ, ʦʪʢʫʜʘ ʠʭ ʚʟʷʪʴ, ʤʦʞʥʦ ʧʨʦʯʠʪʘʪʴ ʚ ʜʦʢʫʤʝʥʪʝ 

ʄʂɽʖ.00631-01 32 02 çʇʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʣʝʢʩ çVPN/FW çɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝè, 

ʚʝʨʩʠʷ 6 ʂʉ3 (çVPN/FW çɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝè, ʚʝʨʩʠʷ 6 ʂʉ3è) (ʠʩʧʦʣʥʝʥʠʝ ZM-

WS64-Vʆ-03) ʇʆ çɿɸʉʊɸɺɸ-ʆʬʠʩ. ʈʫʢʦʚʦʜʩʪʚʦ ʩʠʩʪʝʤʥʦʛʦ ʧʨʦʛʨʘʤʤʠʩʪʘè. 

ʬ 

ʈʠʩʫʥʦʢ 14 ï ɺʳʙʦʨ ʩʝʨʪʠʬʠʢʘʪʘ ɸʛʝʥʪʘ 

2.3.5. ɿʘʚʝʨʰʝʥʠʝ ʠʥʩʪʘʣʣʷʮʠʠ: ʚʚʦʜ ʬʘʡʣʘ ʩ ʣʠʮʝʥʟʠʝʡ 

ʀʤʧʦʨʪ ʣʠʮʝʥʟʠʠ ʜʦʣʞʝʥ ʧʨʦʚʦʜʠʪʴʩʷ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1) ʇʦʩʣʝ ʫʩʧʝʰʥʦʛʦ ʩʦʟʜʘʥʠʷ ɹɼ ʎʋʇ ʧʦʷʚʠʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʝ 

ʦʢʥʦ. ʅʘʞʘʪʴ ʢʥʦʧʢʫ ʆʂ. 

2) ɺ ʦʢʥʝ ʃʠʮʝʥʟʠʷ ʤʦʞʥʦ ʧʨʠ ʧʦʤʦʱʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ ʢʥʦʧʢʠ ɿʘʛʨʫʟʠʪʴ ʬʘʡʣ ʩ 

ʣʠʮʝʥʟʠʦʥʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ. ʃʠʮʝʥʟʠʦʥʥʳʝ ʬʘʡʣʳ ʚʳʜʘʶʪʩʷ ʬʠʨʤʦʡ-

ʧʦʩʪʘʚʱʠʢʦʤ. ɼʣʷ ʧʦʣʫʯʝʥʠʷ ʬʘʡʣʘ ʤʦʞʝʪ ʧʦʪʨʝʙʦʚʘʪʴʩʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʠʟ ʧʦʣʷ 

ID ʭʦʩʪʘ. ɹʦʣʝʝ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʧʦʜʨʘʟʜʝʣʝ 11.2. 

3) ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɿʘʢʨʳʪʴ. 
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2.3.6. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ 

ɼʦʧʦʣʥʠʪʝʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ ʩʨʝʜʩʪʚʘ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ çSecure Pack Rusè ʚʝʨʩʠʷ 3.0. 

ʚ ʯʘʩʪʠ ʧʦʣʠʪʠʢ ʫʧʨʘʚʣʝʥʠʷ ʧʨʠʣʦʞʝʥʠʷʤʠ (AppLocker), ʜʦʣʞʥʘ ʙʳʪʴ ʧʨʦʠʟʚʝʜʝʥʘ ʩʦʛʣʘʩʥʦ 

ʧʨʘʚʠʣʘʤ ʧʦʣʠʪʠʢʠ ʫʧʨʘʚʣʝʥʠʷ ʧʨʠʣʦʞʝʥʠʷʤʠ (ʩʤ.   

ʊʘʙʣʠʮʘ 1).  

ʊʘʙʣʠʮʘ 1 ï ʇʨʘʚʠʣʘ ʧʦʣʠʪʠʢʠ ʫʧʨʘʚʣʝʥʠʷ ʧʨʠʣʦʞʝʥʠʷʤʠ ʜʣʷ ɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝ 

ɼʝʡʩʪʚʠʝ ʇʦʣʴʟʦʚʘʪʝʣʴ ʀʤ ̫ ʋʩʣʦʚʠʝ ʀʩʢʣʶʯʝʥʠʝ 

ɿʘʧʨʝʪʠʪʴ <ʀʤʷ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʆʉ 

ʥʘʟʥʘʯʝʥʥʦʛʦ 

ʘʜʤʠʥʠʩʪʘʪʦʨʦʤ 

ɿɸʉʊɸɺɸ -ʆʬʠʩ 

> 

%PROGRAMFILES%\Microso

ft SQL Server\*  

ʇʫʪʴ  

ɿʘʧʨʝʪʠʪʴ <ʀʤʷ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʆʉ 

ʥʘʟʥʘʯʝʥʥʦʛʦ 

ʘʜʤʠʥʠʩʪʘʪʦʨʦʤ 

ɿɸʉʊɸɺɸ -ʆʬʠʩ 

> 

%PROGRAMFILES%\ELVIS

+\ZASTAVA Management\*  

ʇʫʪʴ  

ɿʘʧʨʝʪʠʪʴ <ʀʤʷ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʆʉ 

ʥʘʟʥʘʯʝʥʥʦʛʦ 

ʘʜʤʠʥʠʩʪʘʪʦʨʦʤ 

ɿɸʉʊɸɺɸ -

ʋʧʨʘʚʣʝʥʠʝ > 

%PROGRAMFILES%\ELVIS

+\ZASTAVA Office\*  

ʇʫʪʴ  

ʈʘʟʨʝʰʠʪʴ ɺʩʝ ʧʦʣʴʟʦʚʘʪʝʣʠ 

ʆʉ 

ɺʩʝ ʬʘʡʣʳ ʚ ʧʘʧʢʝ Windows ʇʫʪʴ  

ʈʘʟʨʝʰʠʪʴ ɺʩʝ ʧʦʣʴʟʦʚʘʪʝʣʠ 

ʆʉ 

ɺʩʝ ʬʘʡʣʳ ʚ ʧʘʧʢʝ Program 

Files 

ʇʫʪʴ ɼʘ, ʢʨʦʤʝ ʧʘʧʦʢ ʚ 

%PROGRAMFILES%\E

LVIS+\ 

ʈʘʟʨʝʰʠʪʴ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ɺʩʝ ʬʘʡʣʳ ʇʫʪʴ ɼʘ, ʢʨʦʤʝ ʧʘʧʦʢ 

%PROGRAMFILES%\E

LVIS+\ 

ʈʘʟʨʝʰʠʪʴ <ʀʤʷ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʆʉ 

ʥʘʟʥʘʯʝʥʥʦʛʦ 

ʘʜʤʠʥʠʩʪʘʪʦʨʦʤ 

ɿɸʉʊɸɺɸ -ʆʬʠʩ 

> 

%PROGRAMFILES%\ 

ELVIS+\ZASTAVA Office\*  

ʇʫʪʴ  

ʈʘʟʨʝʰʠʪ ɹ <ʀʤʷ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʆʉ 

ʥʘʟʥʘʯʝʥʥʦʛʦ 

ʘʜʤʠʥʠʩʪʘʪʦʨʦʤ 

ɿɸʉʊɸɺɸ -ʆʬʠʩ 

> 

%PROGRAMFILES%\CryptoP

ro\CSP\*  

ʇʫʪʴ  

ʈʘʟʨʝʰʠʪʴ <ʀʤʷ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʆʉ 

ʥʘʟʥʘʯʝʥʥʦʛʦ 

ʘʜʤʠʥʠʩʪʘʪʦʨʦʤ 

ɿɸʉʊɸɺɸ -

ʋʧʨʘʚʣʝʥʠʝ > 

%PROGRAMFILES%\ELVIS

+\ZASTAVA Management\*  

ʇʫʪʴ  

ʈʘʟʨʝʰʠʪʴ <ʀʤʷ %PROGRAMFILES%\ ʇʫʪʴ  
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ɼʝʡʩʪʚʠʝ ʇʦʣʴʟʦʚʘʪʝʣʴ ʀʤ ̫ ʋʩʣʦʚʠʝ ʀʩʢʣʶʯʝʥʠʝ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʆʉ 

ʥʘʟʥʘʯʝʥʥʦʛʦ 

ʘʜʤʠʥʠʩʪʘʪʦʨʦʤ 

ɿɸʉʊɸɺɸ -

ʋʧʨʘʚʣʝʥʠʝ > 

Microsoft SQL Server\*  

ɺ ʩʚʦʡʩʪʚʘʭ AppLocker ʚʦ ʚʢʣʘʜʢʝ ʇʨʠʤʝʥʝʥʠʝ ʚʢʣʶʯʠʪʴ çʇʨʘʚʠʣʘ ʠʩʧʦʣʥʷʝʤʳʭ 

ʬʘʡʣʦʚè ʠ ʚʢʣʶʯʠʪʴ ʬʣʘʛ çʅʘʩʪʨʦʝʥʦè ʠ ʚʳʩʪʘʚʠʪʴ ʟʥʘʯʝʥʠʝ ʠʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ 

çʇʨʠʥʫʜʠʪʝʣʴʥʦʝ ʧʨʠʤʝʥʝʥʠʝ ʧʨʘʚʠʣè.  

ʏʝʨʝʟ ʦʩʥʘʩʪʢʫ ʆʉ çʉʣʫʞʙʳè ʟʘʧʫʩʪʠʪʴ ʩʣʫʞʙʫ çʋʜʦʩʪʦʚʝʨʝʥʠʝ ʧʨʠʣʦʞʝʥʠʡè 

(Application Identity) ʠ ʠʟʤʝʥʠʪʴ ʪʠʧ ʟʘʧʫʩʢʘ ʩʣʫʞʙʳ ʥʘ çɸʚʪʦʤʘʪʠʯʝʩʢʠè. 

2.4. ɼʝʠʥʩʪʘʣʣʷʮʠʷ 

ɼʣʷ ʫʜʘʣʝʥʠʷ ɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝ ʥʝʦʙʭʦʜʠʤʦ ʟʘʢʨʳʪʴ ʚʩʝ ʧʨʦʛʨʘʤʤʥʳʝ ʦʢʥʘ 

ɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝ ʠ ʟʘʪʝʤ ʧʨʦʠʟʚʝʩʪʠ ʜʝʠʥʩʪʘʣʣʷʮʠʶ ɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝ, ʠʩʧʦʣʴʟʫʷ 

Add/Remove Programs ʚ ʧʘʥʝʣʠ ʫʧʨʘʚʣʝʥʠʷ ʆʉ Windows ʠʣʠ ʟʘʧʫʩʪʠʚ ʤʘʩʪʝʨ ʫʩʪʘʥʦʚʢʠ 

ɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝ, ʢʦʪʦʨʳʡ ʧʨʝʜʣʦʞʠʪ ʫʜʘʣʠʪʴ ʫʞʝ ʫʩʪʘʥʦʚʣʝʥʥʫʶ ʚʝʨʩʠʶ. ɺʩʝ 

ʢʦʤʧʦʥʝʥʪʳ ɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝ ʙʫʜʫʪ ʧʦʣʥʦʩʪʴʶ ʫʜʘʣʝʥʳ, ʢʘʢ ʪʦʣʴʢʦ ʢʦʤʧʴʶʪʝʨ ʙʫʜʝʪ 

ʧʝʨʝʟʘʛʨʫʞʝʥ.  

ɺ ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ ʧʦʩʣʝ ʜʝʠʥʩʪʘʣʣʷʮʠʠ ʚ ʦʩʥʦʚʥʦʡ ʜʠʨʝʢʪʦʨʠʠ ɿɸʉʊɸɺɸ-

ʋʧʨʘʚʣʝʥʠʝ ʤʦʛʫʪ ʦʩʪʘʪʴʩʷ ʬʘʡʣʳ, ʩʦʟʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʚ ʧʨʦʮʝʩʩʝ ʨʘʙʦʪʳ (ʣʦʛ-ʬʘʡʣʳ, 

ʩʝʨʪʠʬʠʢʘʪʳ ʠ ʪ.ʧ.). ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ, ʫʜʘʣʠʪʴ ʵʪʠ ʬʘʡʣʳ ʚʨʫʯʥʫʶ. 
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3. ʇʆɼɻʆʊʆɺʂɸ ʂ ʀʉʇʆʃʔɿʆɺɸʅʀʖ 

3.1. ʇʨʦʛʨʘʤʤʥʘʷ ʛʨʫʧʧʘ ʎʋʇ 

ʇʦʩʣʝ ʫʩʧʝʰʥʦʡ ʠʥʩʪʘʣʣʷʮʠʠ ʩʦʟʜʘʝʪʩʷ ʧʨʦʛʨʘʤʤʥʘʷ ʛʨʫʧʧʘ ZASTAVA Management, 

ʩʦʜʝʨʞʘʱʘʷ ʧʨʦʛʨʘʤʤʥʳʝ ʤʦʜʫʣʠ (ʩʤ. ʈʠʩʫʥʦʢ 15). 

 

ʈʠʩʫʥʦʢ 15 - ɿʘʧʫʩʢ ZASTAVA Management 

ZASTAVA Management (ʎʋʇ-ʂʦʥʩʦʣʴ) ï ʦʩʥʦʚʥʦʡ ʧʨʦʛʨʘʤʤʥʳʡ ʤʦʜʫʣʴ, 

ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ ʩʦʟʜʘʥʠʷ ʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ɻʇɹ. 

SecureManage Configuration Tool (ʋʪʠʣʠʪʘ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʎʋʇ) ï ʤʦʜʫʣʴ ʜʣʷ 

ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ɹɼ ʎʋʇ (ʚʣʠʷʝʪ ʥʘ ʎʋʇ-ʉʝʨʚʝʨ ʠ ʜʨʫʛʠʝ ʤʦʜʫʣʠ ʎʋʇ). 

3.2. ʈʘʩʧʦʣʦʞʝʥʠʝ ʬʘʡʣʦʚ ʎʋʇ 

ʆʩʥʦʚʥʳʝ ʬʘʡʣʳ ʎʋʇ (ʠʩʧʦʣʥʷʝʤʳʝ ʤʦʜʫʣʠ, ʞʫʨʥʘʣ ʧʨʦʪʦʢʦʣʘ ʠ ʧʨʦʯ.) 

ʨʘʩʧʦʣʘʛʘʶʪʩʷ ʚ ʪ.ʥ. ʛʣʘʚʥʦʡ ʜʠʨʝʢʪʦʨʠʠ ʎʋʇ: C: \ Programs Files \ ELVIS +\ ZASTAVA 

Management .  
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3.3. ɿʘʧʫʩʢ ʎʋʇ-ʂʦʥʩʦʣ ɹ

ɿʘʧʫʩʪʠʪʴ ʎʋʇ-ʂʦʥʩʦʣʴ ʠʟ ʤʝʥʶ Start (Start \ Programs \ ELVIS +\ ZASTAVA 

Management ) ʠʣʠ ʜʚʦʡʥʳʤ ʥʘʞʘʪʠʝʤ ʣʝʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ ʥʘ ʩʦʦʪʚʝʪʩʪʚʫʶʱʫ  ʁʠʢʦʥʢʫ ʥʘ 

ʨʘʙʦʯʝʤ ʩʪʦʣʝ. ʇʦʷʚʠʪʩʷ ʦʢʥʦ ʚʭʦʜʘ ʚ ʂʦʥʩʦʣʴ. ʋʙʝʜʠʪʴʩ ̫ʚ ʪʦʤ, ʯʪʦ ʚ ʧʦʣʝ ʣʦʛʠʥʘ ʫʢʘʟʘʥʦ 

ʚʝʨʥʦʝ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʎʋʇ-ʂʦʥʩʦʣ ɹ(ʩʤ. 

ʧ. 2.3.3), ʚʚʝʩʪʠ ʧʘʨʦʣʴ ʜʣʷ ʜʘʥʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʆʂ. ʇʦʩʣʝ ʵʪʦʛʦ ʜʦʣʞʥʦ 

ʧʦʷʚʠʪʴʩʷ ʛʣʘʚʥʦʝ ʦʢʥʦ ʎʋʇ-ʂʦʥʩʦʣ.ɹ 

ɽʩʣʠ ʙʳʣʘ ʫʩʪʘʥʦʚʣʝʥʘ çʫʜʘʣʝʥʥʘè̫ ʎʋʇ-ʂʦʥʩʦʣʴ (ʪ.ʝ. ʦʪʜʝʣʴʥʦ ʦʪ ʎʋʇ-ʉʝʨʚʝʨ), ʪʦ 

ʧʨʠ ʧʝʨʚʦʤ ʟʘʧʫʩʢʝ ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʣʦʛʠʥ ʠ ʧʘʨʦʣʴ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ, ʘ ʪʘʢʞʝ ʘʜʨʝʩ ʠ ʧʦʨʪ 

ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʩʝʨʚʝʨʫ. 

3.3.1. ʉʦʟʜʘʥʠʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʩʪʦʯʥʠʢʘ ʜʘʥʥʳʭ (DSN) ʜʣʷ 
ʜʦʩʪʫʧʘ ʢ ɹɼ ʎʋʇ  

ʀʩʪʦʯʥʠʢ ʜʘʥʥʳʭ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ɹɼ ʎʋʇ ʜʦʣʞʝʥ ʩʦʟʜʘʚʘʪʴʩʷ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1) ʆʪʢʨʳʪʴ ʋʪʠʣʠʪʘ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ZASTAVA ʠ ʅʘʞʘʪʴ ʢʥʦʧʢʫ ʉʦʟʜʘʪʴ ɹɼ. ɺ 

ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ɺʳʙʦʨ ʩʝʨʚʝʨʘ ɹɼ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ODBC. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ 

ʋʧʨʘʚʣʝʥʠʝ ʩʝʨʚʝʨʘʤʠ ɹɼ (ODBC) ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

2) ɺ ʧʦʣʝ ʀʤ ̫ʚʚʝʩʪʠ ʧʨʦʠʟʚʦʣʴʥʦʝ ʠʤʷ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʩʪʦʯʥʠʢʘ ʜʘʥʥʳʭ, ʥʘʧʨʠʤʝʨ, 

çZastavaDSNè. ɺ ʧʦʣʝ ʉʝʨʚʝʨ ʚʚʝʩʪʠ ʠʤʷ ʠʣʠ IP-ʘʜʨʝʩ MS SQL-ʩʝʨʚʝʨʘ, ʥʘ 

ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʘ ɹɼ ʎʋʇ (ɹɼ ʜʦʣʞʥʘ ʙʳʪʴ ʩʦʟʜʘʥʘ ʟʘʨʘʥʝʝ, ʚ ʧʨʦʮʝʩʩʝ 

ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʎʋʇ-ʉʝʨʚʝʨ, ʧʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 2.3.3). 

3) ɺ ʧʦʣʝ ɼʨʘʡʚʝʨ ʚʳʙʨʘʪʴ ʜʨʘʡʚʝʨ ʜʣʷ ʜʦʩʪʫʧʘ ʢ MS SQL Server ("SQL Server"). 

4) ɺ ʧʦʣʝ ʀʤʷ ʇʦʣʴʟʦʚʘʪʝʣʷ ʫʢʘʟʘʪʴ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʧʦ ʫʤʦʣʯʘʥʠʶ - "sm-

server"), ʘ ʚ ʧʦʣʝ ʇʘʨʦʣʴ ï ʧʘʨʦʣʴ ʜʣʷ ʵʪʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʜʘʥʥʳʝ ʧʘʨʘʤʝʪʨʳ 

ʙʳʣʠ ʟʘʜʘʥʳ ʧʨʠ ʩʦʟʜʘʥʠʠ ɹɼ ʎʋʇ ï ʧʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 2.3.3). 

5) ɺ ʧʦʣʝ ʇʦʨʪ ʟʘʜʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʟʥʘʯʝʥʠʝ ʜʣʷ ʩʚʷʟʠ ʩ ʩʝʨʚʝʨʦʤ ɹɼ. ʅʘʞʘʪʴ 

ʢʥʦʧʢʫ ɻʦʪʦʚʦ. 

3.3.2. ɺʚʦʜ ʠʥʬʦʨʤʘʮʠʠ ʦ ʨʘʩʧʦʣʦʞʝʥʠʠ ʎʋʇ-ʉʝʨʚʝʨ ʠ ɹɼ ʎʋʇ 

ʇʦʩʣʝ ʩʦʟʜʘʥʠʷ DSN-ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʝʦʙʭʦʜʠʤʦ ʚʝʨʥʫʪʴʩʷ ʚ ʦʢʥʦ ʚʭʦʜʘ ʚ ɺʳʙʦʨ 

ʩʝʨʚʝʨʘ ɹɼ ʠ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʝʝ: 

1) ɺ ʚʳʧʘʜʘʶʱʠʭ ʩʧʠʩʢʘʭ ʚʳʙʨʘʪʴ ʊʠʧ ʩʝʨʚʝʨʘ ɹɼ ʠ ʀʤʷ ʩʝʨʚʝʨʘ ɹɼ. ʅʘʞʘʪʴ 

ʢʥʦʧʢʫ ɼʘʣʝʝ. 
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2) ɺ ʧʦʣʝ ʀʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʫʢʘʟʘʪʴ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ɹɼ ʎʋʇ 

(ʥʘʧʨʠʤʝʨ, "sa"). 

3) ɺ ʧʦʣʝ ʇʘʨʦʣʴ ʫʢʘʟʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʧʘʨʦʣʴ. ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

4) ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʇʘʨʘʤʝʪʨʳ ɹɼ ʚ ʧʦʣʝ ɹɼ ʫʢʘʟʘʪʴ ʠʤʷ ɹɼ ("SMDB"). 

5) ɺ ʧʦʣʝ ʉʝʨʚʝʨ ɹɼ ʟʘʜʘʪʴ ʠ ʧʦʜʪʚʝʨʜʠʪʴ ʧʘʨʦʣʴ ʜʣʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ sm-server. 

6) ɺ ʧʦʣʝ ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʧʨʦʜʫʢʪʘ ʟʘʜʘʪʴ ʠ ʧʦʜʪʚʝʨʜʠʪʴ ʧʘʨʦʣʴ ʜʣʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ 

sm-admin. ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

7) ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʤʦʞʥʦ ʚʳʙʨʘʪʴ ʩʝʨʪʠʬʠʢʘʪ ʎʋʇ. ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɿʘʚʝʨʰʠʪʴ. 

ʇʨʠ ʧʦʩʣʝʜʫʶʱʠʭ ʟʘʧʫʩʢʘʭ ʎʋʇ-ʂʦʥʩʦʣ ɹʥʝʦʙʭʦʜʠʤʦ ʙʫʜʝʪ ʚʚʦʜʠʪʴ ʪʦʣʴʢʦ ʧʘʨʦʣʴ, 

ʚʩʝ ʦʩʪʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʙʫʜʫʪ ʟʘʧʦʣʥʝʥʳ ʘʚʪʦʤʘʪʠʯʝʩʢʠ. 
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4. ʆɹɿʆʈ ʂʆʅʌʀɻʋʈɸʎʀʀ ʎʋʇ 

4.1. ɺʚʝʜʝʥʠʝ 

ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʧʨʦʯʠʪʘʪʴ ʜʘʥʥʳʡ ʨʘʟʜʝʣ ʧʝʨʝʜ ʩʦʟʜʘʥʠʝʤ ɻʇɹ ʚ ʎʋʇ-ʂʦʥʩʦʣ,ɹ ʠ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʝʛʦ ʢʘʢ ʨʫʢʦʚʦʜʩʪʚʦ ʧʨʠ ʧʣʘʥʠʨʦʚʘʥʠʠ ʧʨʦʮʝʩʩʘ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. ɺ ʜʘʥʥʦʤ 

ʨʘʟʜʝʣʝ ʦʧʠʩʳʚʘʝʪʩʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʜʝʡʩʪʚʠʡ ʧʨʠ ʩʦʟʜʘʥʠʠ ɻʇɹ ʚ ʎʋʇ-ʂʦʥʩʦʣ,ɹ ʘ ʪʘʢʞʝ 

ʧʨʝʜʩʪʘʚʣʝʥʘ ʠʥʬʦʨʤʘʮʠʷ ʧʦ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠ ʩʪʨʘʪʝʛʠʠ, ʥʝ ʚʢʣʶʯʝʥʥʳʝ ʚ ʧʦʩʣʝʜʫʶʱʠʝ 

ʩʝʢʮʠʠ. ʇʨʠ ʩʦʟʜʘʥʠʠ ʎʋʇ ʧʨʝʩʣʝʜʦʚʘʣʘʩʴ ʮʝʣʴ ʧʨʝʜʦʩʪʘʚʠʪʴ ɸʜʤʠʥʠʩʪʨʘʪʦʨʫ ʤʘʢʩʠʤʘʣʴʥʳʝ 

ʫʜʦʙʩʪʚʘ ʧʨʠ ʚʚʦʜʝ ʧʘʨʘʤʝʪʨʦʚ ɻʇɹ. ʌʘʡʣ ʩ ʦʧʠʩʘʥʠʝʤ ʠ ʥʘʙʦʨʦʤ ʧʘʨʘʤʝʪʨʦʚ ɻʇɹ ʥʘʟʳʚʘʝʪʩʷ 

ʇʨʦʝʢʪʦʤ. ʉʫʱʝʩʪʚʫʝʪ ʣʠʰʴ ʥʝʟʥʘʯʠʪʝʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʦʛʨʘʥʠʯʝʥʠʡ ʚ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ 

ʩʦʟʜʘʥʠʷ ʇʨʦʝʢʪʘ ʠ ʚʚʦʜʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ɻʇɹ ʚ ʎʋʇ. ʇʨʦʝʢʪ ʠ ʠʥʬʦʨʤʘʮʠʶ ɻʇɹ ʥʫʞʥʦ 

ʚʚʦʜʠʪʴ ʚ ʣʦʛʠʯʝʩʢʦʡ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ, ʪ.ʝ. ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʝʤ, ʢʘʢ ʫʧʨʘʚʣʷʝʪʩʷ ʩʪʨʫʢʪʫʨʘ 

ʢʦʤʧʦʥʝʥʪʦʚ ʉʨʝʜʳ ɹʝʟʦʧʘʩʥʦʩʪʠ ʠ ʢʘʢ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʢʦʨʧʦʨʘʪʠʚʥʘʷ ʇʦʣʠʪʠʢʘ 

ɹʝʟʦʧʘʩʥʦʩʪʠ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʨʝʜʦʩʪʘʚʣʝʥʘ ʙʦʣʴʰʘʷ ʩʚʦʙʦʜʘ ʚʳʙʦʨʘ ʩʧʦʩʦʙʘ 

ʚʚʦʜʘ ʵʪʦʡ ʠʥʬʦʨʤʘʮʠʠ. 

ʊʝʤ ʥʝ ʤʝʥʝʝ, ʩʣʝʜʫʝʪ ʧʨʠʜʝʨʞʠʚʘʪʴʩʷ ʥʝʢʦʪʦʨʳʭ ʦʩʥʦʚʥʳʭ ʧʨʠʥʮʠʧʦʚ ʧʨʠ ʚʚʦʜʝ ɻʇɹ 

ʚ ʎʋʇ. ʕʪʦ ʫʧʨʦʩʪʠʪ ʧʨʦʮʝʩʩ ʩʦʟʜʘʥʠʷ ɻʇɹ ʜʣʷ ʉʨʝʜʳ ɹʝʟʦʧʘʩʥʦʩʪʠ ʠ ʩʥʠʟʠʪ ʢʦʣʠʯʝʩʪʚʦ 

ʦʰʠʙʦʢ. ɺ ʜʘʥʥʦʤ ʨʘʟʜʝʣʝ, ʢʨʦʤʝ ʦʩʥʦʚʥʳʭ ʧʨʠʥʮʠʧʦʚ, ʩʦʜʝʨʞʘʪʩʷ ʙʦʣʝʝ ʧʦʜʨʦʙʥʦʝ ʦʧʠʩʘʥʠʝ 

ʥʝʢʦʪʦʨʳʭ ʘʩʧʝʢʪʦʚ ʎʋʇ ʠ ʧʨʠʥʮʠʧʳ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʇʂ çVPN/FW çɿɸʉʊɸɺɸè. 

4.2. ʉʚʷʟʴ ʤʝʞʜʫ ʤʦʜʫʣʷʤʠ ʎʋʇ-ʂʦʥʩʦʣʴ, ʎʋʇ-
ʉʝʨʚʝʨ, ɹɼ ʎʋʇ ʠ ɿɸʉʊɸɺɸ-ʆʬʠʩ ʎʋʇ 

ɹɼ ʎʋʇ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʭʨʘʥʝʥʠʷ ʚʩʝʡ ʠʥʬʦʨʤʘʮʠʠ ʦ ʪʝʢʫʱʝʤ ɻʇɹ-ʇʨʦʝʢʪʝ. 

ʌʠʟʠʯʝʩʢʠ ɹɼ ʎʋʇ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʥʘʙʦʨ ʪʘʙʣʠʮ, ʩʦʟʜʘʚʘʝʤʳʭ ʚ ʨʝʣʷʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ 

ʫʧʨʘʚʣʝʥʠʷ ʙʘʟʘʤʠ ʜʘʥʥʳʭ (ʉʋɹɼ), ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʨʘʩʧʦʣʘʛʘʪʴʩʷ ʣʠʙʦ ʥʘ ʦʜʥʦʤ ʭʦʩʪʝ ʩ ʎʋʇ-

ʉʝʨʚʝʨ, ʣʠʙʦ ʥʘ ʦʪʜʝʣʴʥʦʤ ʭʦʩʪʝ. ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʜʣʷ ʆʉ Windows ʧʦʜʜʝʨʞʠʚʘʶʪʩʷ 

ʩʣʝʜʫʶʱʠʝ ʉʋɹɼ: 

½ MS SQL Server 2008 R2 Express Edition ï ʧʨʦʩʪʦʡ ʧʨʦʮʝʩʩʦʨ ɹɼ ʩ ʤʠʥʠʤʘʣʴʥʳʤ 

ʥʘʙʦʨʦʤ ʠʥʩʪʨʫʤʝʥʪʦʚ ʫʧʨʘʚʣʝʥʠʷ. ʆʥ ʚʢʣʶʯʝʥ ʚ ʧʘʢʝʪ ʠʥʩʪʘʣʣʷʮʠʠ ʎʋʇ.  

½ Microsoft SQL Server 2008 ï ʧʨʦʮʝʩʩʦʨ ɹɼ ʩ ʩʦʚʨʝʤʝʥʥʳʤ ʥʘʙʦʨʦʤ ʠʥʩʪʨʫʤʝʥʪʦʚ 

ʫʧʨʘʚʣʝʥʠʷ. ʆʥ ʥʝ ʚʢʣʶʯʝʥ ʚ ʧʘʢʝʪ ʠʥʩʪʘʣʣʷʮʠʠ ʎʋʇ ʠ ʜʦʣʞʝʥ ʙʳʪʴ ʧʨʠʦʙʨʝʪʝʥ ʠ 

ʫʩʪʘʥʦʚʣʝʥ ʦʪʜʝʣʴʥʦ (ʜʦ ʠʥʩʪʘʣʣʷʮʠʠ ʎʋʇ). 

½ Postgre SQL ʚʝʨʩʠʠ 9.x ï ʵʪʦ ʦʙʲʝʢʪʥʦ-ʨʝʣʷʮʠʦʥʥʘʷ ʉʋɹɼ. ʆʥʘ ʥʝ ʚʢʣʶʯʝʥʘ ʚ 

ʧʘʢʝʪ ʠʥʩʪʘʣʣʷʮʠʠ ʎʋʇ ʠ ʜʦʣʞʥʘ ʙʳʪʴ ʧʨʠʦʙʨʝʪʝʥʘ ʠ ʫʩʪʘʥʦʚʣʝʥʘ ʦʪʜʝʣʴʥʦ (ʜʦ 

ʠʥʩʪʘʣʣʷʮʠʠ ʎʋʇ). 
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ʄʦʜʫʣʴ ʎʋʇ-ʂʦʥʩʦʣʴ - ʚʠʟʫʘʣʴʥʳʡ ʮʝʥʪʨ ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʴʶ, 

ʧʦʟʚʦʣʷʶʱʠʡ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʎʋʇ ʚʳʧʦʣʥʷʪʴ ʩʣʝʜʫʶʱʠʝ ʦʩʥʦʚʥʳʝ ʬʫʥʢʮʠʠ: 

1) ʉʦʟʜʘʚʘʪʴ ʠ ʨʝʜʘʢʪʠʨʦʚʘʪʴ ɻʇɹ. 

2) ʆʪʜʘʚʘʪʴ ʢʦʤʘʥʜʫ ʎʋʇ-ʉʝʨʚʝʨ ʥʘ ʪʨʘʥʩʣʷʮʠʶ ɻʇɹ ʚ ʥʘʙʦʨ ʃʇɹ ʜʣʷ ʢʘʞʜʦʛʦ ʠʟ 

ʫʧʨʘʚʣʷʝʤʳʭ ɸʛʝʥʪʦʚ. 

3) ʆʪʜʘʚʘʪʴ ʢʦʤʘʥʜʫ ʎʋʇ-ʉʝʨʚʝʨ ʥʘ ʘʢʪʠʚʘʮʠʶ ɻʇɹ (ʪ.ʝ. ʥʘ ʜʦʩʪʘʚʢʫ ʠ ʧʨʦʛʨʫʟʢʫ 

ʃʇɹ ʜʣʷ ʢʘʞʜʦʛʦ ʠʟ ʫʧʨʘʚʣʷʝʤʳʭ ɸʛʝʥʪʦʚ). 

4) ʆʪʩʣʝʞʠʚʘʪʴ ʩʦʩʪʦʷʥʠʝ ʟʘʱʠʱʸʥʥʦʡ ʩʝʪʠ (ʪʝʢʫʱʠʡ ʩʪʘʪʫʩ ʫʧʨʘʚʣʷʝʤʳʭ ɸʛʝʥʪʦʚ, 

ʧʨʦʠʩʭʦʜʷʱʠʝ ʥʘ ʥʠʭ ʩʦʙʳʪʠʷ ʠ ʪ.ʧ.). 

ʄʦʜʫʣʴ ʎʋʇ-ʉʝʨʚʝʨ ï ʵʪʦ ʥʘʙʦʨ ʩʝʨʚʠʩʦʚ (ʪ.ʝ. ʧʨʦʮʝʩʩʦʚ ʙʝʟ ʛʨʘʬʠʯʝʩʢʦʛʦ 

ʠʥʪʝʨʬʝʡʩʘ), ʚʳʧʦʣʥʷʶʱʠʭ ʙʘʟʦʚʳʝ ʬʫʥʢʮʠʠ ɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝ (ʪʨʘʥʩʣʷʮʠʶ ʠ ʘʢʪʠʚʘʮʠʶ 

ɻʇɹ, ʤʦʥʠʪʦʨʠʥʛ, ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ ʎʋʇ-ʂʦʥʩʦʣ ɹʠ ʪ.ʧ.).  

ʅʠʞʝ ʧʨʠʚʦʜʠʪʩʷ ʩʧʠʩʦʢ ʦʩʥʦʚʥʳʭ ʩʝʨʚʠʩʦʚ, ʢʦʪʦʨʳʝ ʚʭʦʜʷʪ ʚ ʩʦʩʪʘʚ ʤʦʜʫʣʷ ʎʋʇ-

ʉʝʨʚʝʨ: 

- SecureManage Server ï ʪʨʘʥʩʣʠʨʫʝʪ ɻʇɹ ʚ ʥʘʙʦʨ ʃʇɹ, ʨʝʛʠʩʪʨʠʨʫʝʪ ʩʦʙʳʪʠʷ, ʠ ʪ.ʜ. 

- SecureManage Distributor  - ʨʘʩʧʨʝʜʝʣʷʝʪ ʦʪʪʨʘʥʩʣʠʨʦʚʘʥʥʳʝ ʃʇɹ ʫʧʨʘʚʣʷʝʤʳʤ 

ɸʛʝʥʪʘʤ. 

- SecureManage Syslog Server - ʩʦʙʠʨʘʝʪ Syslog-ʩʦʦʙʱʝʥʠʷ ʦʪ ʫʜʘʣʸʥʥʳʭ ɸʛʝʥʪʦʚ. 

ɼʣʷ ʙʝʟʦʧʘʩʥʦʡ ʧʝʨʝʜʘʯʠ ʃʇɹ ʥʘ ʫʧʨʘʚʣʷʝʤʳʝ ɸʛʝʥʪʳ, ʎʋʇ ʜʦʣʞʝʥ ʙʳʪʴ ʯʘʩʪʴʶ 

ʟʘʱʠʱʝʥʥʦʡ ʩʝʪʠ (ʚʠʨʪʫʘʣʴʥʘʷ ʯʘʩʪʥʘʷ ʩʝʪʴ (ɺʏʉ)). ɼʣʷ ʵʪʦʛʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʪʘʥʜʘʨʪʥʳʡ 

ɸʛʝʥʪ ɿɸʉʊɸɺɸ-ʆʬʠʩ (ʪ.ʥ. ɿɸʉʊɸɺɸ-ʆʬʠʩ ʎʋʇ), ʢʦʪʦʨʳʡ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʥʘ ʦʜʥʦʤ 

ʢʦʤʧʴʶʪʝʨʝ ʩ ʎʋʇ-ʉʝʨʚʝʨʦʤ ʠ ʟʘʱʠʱʘʝʪ ʚʩʝ ʠʩʭʦʜʷʱʠʝ/ʚʭʦʜʷʱʠʝ ʩʦʝʜʠʥʝʥʠʷ. ʕʪʦʪ 

ɿɸʉʊɸɺɸ-ʆʬʠʩ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ ɻʇɹ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʦʙʳʯʥʳʡ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ, 

ʢʦʪʦʨʳʡ ʠʤʝʝʪ ʩʦʙʩʪʚʝʥʥʫʶ ʃʇɹ. ɼʣʷ ʠʟʫʯʝʥʠʷ ʠʥʩʪʨʫʢʮʠʡ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ɿɸʉʊɸɺɸ-ʆʬʠʩ 

ʥʘʜʦ ʦʙʨʘʪʠʪʩɹ ̫ ʢ ʜʦʢʫʤʝʥʪʫ ʄʂɽʖ.00631-01 32 02 çʇʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʣʝʢʩ çVPN/FW 

çɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝè, ʚʝʨʩʠʷ 6 ʂʉ3, ʠʩʧʦʣʥʝʥʠʝ ZM-WS64-Vʆ-03. ʇʆ çɿɸʉʊɸɺɸ-ʆʬʠʩè. 

ʈʫʢʦʚʦʜʩʪʚʦ ʩʠʩʪʝʤʥʦʛʦ ʧʨʦʛʨʘʤʤʠʩʪʘè. 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʎʋʇ-ʂʦʥʩʦʣ ɹʚ ʫʜʘʣʸʥʥʦʤ ʨʝʞʠʤʝ (ʪ.ʝ. ʢʦʛʜʘ ʪʨʘʬʠʢ ʫʧʨʘʚʣʝʥʠʷ 

ʤʝʞʜʫ ʎʋʇ-ʂʦʥʩʦʣʴ ʠ ʎʋʇ-ʉʝʨʚʝʨ ʠ/ʠʣʠ ɹɼ ʎʋʇ ʧʨʦʭʦʜʠʪ ʯʝʨʝʟ ʧʦʪʝʥʮʠʘʣʴʥʦ ʦʧʘʩʥʳʝ ʩʝʪʠ) 

ʦʙʷʟʘʪʝʣʴʥʘ ʫʩʪʘʥʦʚʢʘ ʥʘ ʭʦʩʪ ɿɸʉʊɸɺɸ-ʆʬʠʩ. 

4.3. ʇʦʜʛʦʪʦʚʢʘ ʢ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʶ 

ʇʝʨʝʜ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʝʤ ʎʋʇ ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʜʦʣʞʝʥ ʩʜʝʣʘʪʴ ʩʣʝʜʫʶʱʝʝ: 
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½ ʉʦʙʨʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʚʩʝʭ ʢʦʤʧʦʥʝʥʪʘʭ (ʆʙʲʝʢʪʘʭ ʇʦʣʠʪʠʢʠ) ʟʘʱʠʱʝʥʥʦʡ 

ʩʠʩʪʝʤʳ, ʢʦʪʦʨʳʤʠ ʙʫʜʝʪ ʫʧʨʘʚʣʷʪʴ ʎʋʇ: 

- ʄʝʩʪʦʧʦʣʦʞʝʥʠʝ ʠ ʪʠʧ ʚʩʝʭ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ. 

- IP-ʘʜʨʝʩʘ ʚʩʝʭ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ (ʢʨʦʤʝ ʦʙʲʝʢʪʦʚ ʪʠʧʘ ʇʦʣʴʟʦʚʘʪʝʣʴ). ɼʣʷ 

ʚʩʝʭ ʆʙʲʝʢʪʦʚ ʩ ʥʝʩʢʦʣʴʢʠʤʠ IP-ʘʜʨʝʩʘʤʠ (ʥʘʧʨʠʤʝʨ, ʜʣʷ ʐʣʶʟʦʚ 

ɹʝʟʦʧʘʩʥʦʩʪʠ), ʜʦʣʞʥʳ ʙʳʪʴ ʠʟʚʝʩʪʥʳ ʚʩʝ IP-ʘʜʨʝʩʘ ʆʙʲʝʢʪʘ, ʘ ʪʘʢʞʝ 

ʬʘʢʪʠʯʝʩʢʠʝ ʣʦʛʠʯʝʩʢʠʝ ʠʤʝʥʘ ʚʩʝʭ ʩʝʪʝʚʳʭ ʠʥʪʝʨʬʝʡʩʦʚ. 

½ ɼʣʷ ʢʘʞʜʦʛʦ ʫʧʨʘʚʣʷʝʤʦʛʦ ɸʛʝʥʪʘ ʠʟʜʘʪʴ ʠ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʚ ʜʘʥʥʦʤ ɸʛʝʥʪʝ 

ʮʠʬʨʦʚʦʡ ʩʝʨʪʠʬʠʢʘʪ, ʢʦʪʦʨʳʡ ʥʝʦʙʭʦʜʠʤ ʜʣʷ ʫʩʪʘʥʦʚʣʝʥʠʷ ʟʘʱʠʱʝʥʥʳʭ IPsec-

ʩʦʝʜʠʥʝʥʠʡ. ɽʩʣʠ ʚʤʝʩʪʦ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ 

ʨʘʩʧʨʝʜʝʣʝʥʥʳʝ ʢʣʶʯʠ, ʪʦ ʥʝʦʙʭʦʜʠʤʦ ʩʦʟʜʘʪʴ ʠ ʟʘʧʦʤʥʠʪʴ ʩʝʢʨʝʪʥʳʝ ʟʥʘʯʝʥʠʷ ʠ 

ʣʦʛʠʯʝʩʢʠʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ ʵʪʠʭ ʢʣʶʯʝʡ. ɹʦʣʝʝ ʧʦʜʨʦʙʥʳʝ ʩʚʝʜʝʥʠʷ ʦ 

ʩʝʨʪʠʬʠʢʘʪʘʭ ʠ ʢʣʶʯʘʭ ʧʨʠʚʝʜʝʥʳ ʚ ʜʦʢʫʤʝʥʪʝ: ʄʂɽʖ.00631-01 32 02 

çʇʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʣʝʢʩ çVPN/FW çɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝè, ʚʝʨʩʠʷ 6 ʂʉ3, 

ʠʩʧʦʣʥʝʥʠʝ ZM-WS64-Vʆ-03. ʇʆ çɿɸʉʊɸɺɸ-ʆʬʠʩè. ʈʫʢʦʚʦʜʩʪʚʦ ʩʠʩʪʝʤʥʦʛʦ 

ʧʨʦʛʨʘʤʤʠʩʪʘè, ʘ ʪʘʢʞʝ ʚ ʦʜʥʦʠʤʝʥʥʳʭ ʜʦʢʫʤʝʥʪʘʭ ʧʦ ʜʨʫʛʠʤ ɸʛʝʥʪʘʤ. 

½ ʇʦʜʛʦʪʦʚʠʪʴ ʘʫʪʝʥʪʠʬʠʢʘʮʠʦʥʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʜʣʷ ʎʋʇ: 

- ʌʘʡʣ ʩ ʦʩʥʦʚʥʳʤ ʩʝʨʪʠʬʠʢʘʪʦʤ ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʮʝʥʪʨʘ (ʋʎ), ʘ ʪʘʢʞʝ ʬʘʡʣʳ 

ʩ ʣʦʢʘʣʴʥʳʤ ʩʝʨʪʠʬʠʢʘʪʦʤ ʎʋʇ ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤ ʟʘʢʨʳʪʳʤ ʢʣʶʯʦʤ. 

- ɼʣʷ ʚʩʝʭ ʫʧʨʘʚʣʷʝʤʳʭ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ ʜʦʣʞʥʘ ʙʳʪʴ ʠʟʚʝʩʪʥʘ ʠʥʬʦʨʤʘʮʠʷ 

ʦʙ ʠʩʧʦʣʴʟʫʝʤʳʭ ʩʝʨʪʠʬʠʢʘʪʘʭ: ʧʦʣʝ ɺʣʘʜʝʣʝʮ ʠʣʠ ɸʣʴʪʝʨʥʘʪʠʚʥʦʝ ʠʤʷ 

ʚʣʘʜʝʣʴʮʘ, ɸʣʛʦʨʠʪʤ ʮʠʬʨʦʚʦʡ ʧʦʜʧʠʩʠ. ɽʩʣʠ ʚʤʝʩʪʦ ʩʝʨʪʠʬʠʢʘʪʦʚ 

ʠʩʧʦʣʴʟʫʶʪʩʷ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʳʝ ʢʣʶʯʠ, ʪʦ ʜʦʣʞʥʳ ʙʳʪʴ 

ʠʟʚʝʩʪʥʳ ʠʭ ʣʦʛʠʯʝʩʢʠʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ. 

 
ɺ ʜʘʥʥʦʤ ʨʫʢʦʚʦʜʩʪʚʝ ʧʨʝʜʧʦʣʘʛʘʝʪʩʷ, ʯʪʦ ʚʩʝ ʧʝʨʩʦʥʘʣʴʥʳʝ ʩʝʨʪʠʬʠʢʘʪʳ (ʪ.ʝ. 

ʣʦʢʘʣʴʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ʎʋʇ ʠ ʩʝʨʪʠʬʠʢʘʪʳ ʚʩʝʭ ʫʧʨʘʚʣʷʝʤʳʭ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ) 

ʚʳʧʫʱʝʥʳ ʦʜʥʠʤ ʩʝʨʪʠʬʠʢʘʪʦʤ ʋʎ (ʢʦʨʥʝʚʦʡ ʩʝʨʪʠʬʠʢʘʪ ʋʎ). ʆʜʥʘʢʦ ʎʋʇ 

ʧʦʜʜʝʨʞʠʚʘʝʪ ʠ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʛʜʝ ʫʧʨʘʚʣʷʝʤʳʝ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ ʠʩʧʦʣʴʟʫʶʪ ʨʘʟʥʳʝ 

ʩʝʨʪʠʬʠʢʘʪʳ ʋʎ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ, ʜʣʷ ʢʦʨʨʝʢʪʥʦʡ ʨʘʙʦʪʳ ʎʋʇ ʚʩʝ ʧʦʜʦʙʥʳʝ ʩʝʨʪʠʬʠʢʘʪʳ 

ʜʦʣʞʥʳ ʙʳʪʴ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʳ ʢʘʢ çɼʦʚʝʨʝʥʥʳʝè ʚ ɿɸʉʊɸɺɸ-ʆʬʠʩ ʎʋʇ. 

 
ʉʫʱʝʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʬʘʢʪʠʯʝʩʢʠʝ ʬʘʡʣʳ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚ ʎʋʇ-

ʂʦʥʩʦʣʴ ʜʣʷ ʚʩʝʭ ʫʧʨʘʚʣʷʝʤʳʭ ɸʛʝʥʪʦʚ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʚʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʝʨʪʠʬʠʢʘʪʝ 

ʙʫʜʝʪ ʠʟʚʣʝʯʝʥʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠ. ʇʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 8.1.1.1.  
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4.4. ʈʝʛʠʩʪʨʘʮʠʷ ʩʝʨʪʠʬʠʢʘʪʦʚ  

ʇʦʜʨʦʙʥʦʩʪʠ ʚʳʧʦʣʥʝʥʠʷ ʦʧʠʩʘʥʥʳʭ ʥʠʞʝ ʦʧʝʨʘʮʠʡ ʩ ɿɸʉʊɸɺɸ-ʆʬʠʩ ʤʦʞʥʦ 

ʧʦʩʤʦʪʨʝʪʴ ʚ ʜʦʢʫʤʝʥʪʝ ʄʂɽʖ.00631-01 32 02 çʇʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʣʝʢʩ çVPN/FW 

çɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝè, ʚʝʨʩʠʷ 6 ʂʉ3, ʠʩʧʦʣʥʝʥʠʝ ZM-WS64-Vʆ-03. ʇʆ çɿɸʉʊɸɺɸ-ʆʬʠʩè. 

ʈʫʢʦʚʦʜʩʪʚʦ ʩʠʩʪʝʤʥʦʛʦ ʧʨʦʛʨʘʤʤʠʩʪʘè. 

ʈʝʛʠʩʪʨʘʮʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʚʳʧʦʣʥʷʝʪʩʷ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 
 

1) ɿʘʧʫʩʪʠʪʴ ʛʨʘʬʠʯʝʩʢʠʡ ʠʥʪʝʨʬʝʡʩ ɿɸʉʊɸɺɸ-ʆʬʠʩ ʠ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʢʦʨʥʝʚʦʡ 

ʩʝʨʪʠʬʠʢʘʪ ʋʎ. ʕʪʦʪ ʩʝʨʪʠʬʠʢʘʪ ʥʝʦʙʭʦʜʠʤʦ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʩ ʬʣʘʛʦʤ 

ɼʦʚʝʨʝʥʥʳʡ. 

2) ʀʤʧʦʨʪʠʨʦʚʘʪʴ ʣʦʢʘʣʴʥʳʡ ʩʝʨʪʠʬʠʢʘʪ (ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʟʘʢʨʳʪʳʡ ʢʣʶʯ) ʚ 

ɿɸʉʊɸɺɸ-ʆʬʠʩ. 

3) ʇʨʦʚʝʨʠʪʴ ʠ, ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ, ʠʟʤʝʥʠʪʴ ʥʘʩʪʨʦʡʢʠ ʧʦʣʠʪʠʢ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦ 

ʫʤʦʣʯʘʥʠʶ ʚ ɿɸʉʊɸɺɸ-ʆʬʠʩ (ʦʢʥʦ ʋʧʨʘʚʣʝʥʠʝ ʧʦʣʠʪʠʢʘʤʠ, ʟʘʢʣʘʜʢʘ ʇʦʣʠʪʠʢʘ). 

4) ɿʘʧʫʩʪʠʪʴ ʎʋʇ-ʂʦʥʩʦʣʴ ʠ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʣʦʢʘʣʴʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ 

ɿɸʉʊɸɺɸ-ʆʬʠʩ ʚ ʆʙʲʝʢʪʝ ʇʦʣʠʪʠʢʠ, ʧʨʝʜʩʪʘʚʣʷʶʱʝʤ ʎʋʇ-ʉʝʨʚʝʨ. 

ɼʣʷ ʜʝʩʢʨʠʧʪʦʨʘ ɸʛʝʥʪʘ ʚʝʨʩʠʠ 6.3 ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʩʝʨʪʠʬʠʢʘʪ ʤʦʞʥʦ ʧʫʪʝʤ 

ʵʢʩʧʦʨʪʘ ʚ ɸʛʝʥʪʘ ʩʛʝʥʝʨʠʨʦʚʘʥʥʦʛʦ ʠʟ ʎʋʇ ʩʝʨʪʠʬʠʢʘʪʘ. ɼʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʩʦʟʜʘʪʴ ʢʣʶʯʝʚʫʶ 

ʧʘʨʫ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɻʝʥʝʨʠʨʦʚʘʪʴ ʠ ʟʘʧʦʣʥʠʪʴ ʚʩʝ ʧʦʣʷ ʚ ʦʢʥʝ ɻʝʥʝʨʠʨʦʚʘʪʴ 

ʢʣʶʯʝʚʫʶ ʧʘʨʫ. ʆʪʧʨʘʚʠʪɹ ʩʦʟʜʘʥʥʳʡ ʟʘʧʨʦʩ ʚ ʋʎ (ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʨʝʙʦʚʘʥʠʡ ʋʎ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʣʝʢʪʨʦʥʥʫʶ ʧʦʯʪʫ, ʚʝʙ-ʙʨʘʫʟʝʨ ʠʣʠ ʜʨʫʛʠʝ ʩʨʝʜʩʪʚʘ). ʇʦʩʣʝ ʧʦʣʫʯʝʥʠʷ 

ʩʝʨʪʠʬʠʢʘʪʘ ʠʟ ʋʎ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʝʛʦ ʚ ʦʙʲʝʢʪ ʧʦʣʠʪʠʢʠ, ʜʣʷ ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʚ 

ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʦʢʥʘ ʎʝʥʪʨʳ ʩʝʨʪʠʬʠʢʘʮʠʠ ʚʳʙʨʘʪʴ ʧʫʥʢʪ ɿʘʤʝʥʠʪʴ ʧʦʜʧʠʩʘʥʥʳʤ ʠ 

ʦʪʧʨʘʚʠʪʴ. ʇʦʩʣʝ ʵʪʦʛʦ ʦʪʢʨʦʝʪʩʷ ʦʢʥʦ ʀʤʧʦʨʪ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚ ʵʪʦʤ ʦʢʥʝ ʥʝʦʙʭʦʜʠʤʦ 

ʧʦʩʤʦʪʨʝʪʴ ʠ ʧʨʦʚʝʨʠʪʴ ʧʘʨʘʤʝʪʨʳ ʩʝʨʪʠʬʠʢʘʪʘ (ʚ ʩʣʫʯʘʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʠʟʤʝʥʠʪʴ ʠʭ), ʧʦʩʣʝ 

ʯʝʛʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɻʦʪʦʚʦ. ʉʝʨʪʠʬʠʢʘʪ ʙʫʜʝʪ ʜʦʙʘʚʣʝʥ ʚ ɻʇɹ ʠ ʦʪʧʨʘʚʣʝʥ ɸʛʝʥʪʫ. ɼʣʷ ʪʦʛʦ, 

ʯʪʦʙʳ ʢʣʶʯʝʚʘʷ ʠʥʬʦʨʤʘʮʠʷ ʙʳʣʘ ʵʢʩʧʦʨʪʠʨʦʚʘʥʘ ʠ ʩʦʭʨʘʥʝʥʘ ʧʨʘʚʠʣʴʥʦ, ʚ ʛʨʘʬʠʯʝʩʢʦʤ 

ʠʥʪʝʨʬʝʡʩʝ ɸʛʝʥʪʘ ʥʘ ʟʘʢʣʘʜʢʝ ʊʦʢʝʥʳ ʥʘʜʦ ʧʦʩʪʘʚʠʪʴ ʥʘʠʚʳʩʰʠʡ ʧʨʠʦʨʠʪʝʪ ʪʦʤʫ ʪʦʢʝʥʫ, 

ʢʦʪʦʨʳʡ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʢʨʠʧʪʦʘʣʛʦʨʠʪʤʫ ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ. ɸʣʛʦʨʠʪʤ ʩʦʟʜʘʥʠʷ ʢʣʶʯʝʚʦʡ 

ʧʘʨʳ ʜʣʷ ɸʛʝʥʪʘ ʠʟ ʎʋʇ ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ (ʩʤ. ʈʠʩʫʥʦʢ 16). 
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˿͙͔ͦ͒͊ͤ͘ ͟͡Ό;͔͍ͦ  ͚͊ͨ ·ͪ

˹͊͗͊ Έͭ ͤ͟ ͦͨͯ͟ 
˥͔͔͙͍ͤͪͪͦ͊ Έͭ

˭͙͊ͨͦͤͭ͡Έ ͨͦ Ύ͡ ͍ ͦ͟ ͔ͤ 
˥͔͔͙͍ͤͪͪͦ͊ Έͭ 
͟͡Ό;͔͍ͯΌ ͨ͊ ͪͯ

͙͍̏ͫͨͦͪͭͪͦ͊͟ Έͭ ͊ͨͪͦͫ͘ ͍ 
ͺ͚͊͡/͋ͯͺ͔  ͪ͋ͦ ͔ͣ ͤ͊ ͙ 
͍͙ͦͭͨͪ͊ͭΈ ͊ͨͪͦͫ͘ ͍ ̇˿

˻͍͙ͭͨͪ͊ͭΈ ͨͦ ͙͒ͨͫ͊ͤ ·͚ͤ 
͔͙ͫͪͭͅ ͙͊ͭ͟ ͎͔͊ͤͭͯ

͙̂͒͊ͭ͡Έ ͊ͨͪͦͫ͘· ͒͡ Ύ 
͔͙ͫͪͭͅ ͙͍͊ͭͦ͟ ͙͡  ͙͟͡Ό;͔͚

 

ʈʠʩʫʥʦʢ 16 ï ɸʣʛʦʨʠʪʤ ʩʦʟʜʘʥʠʷ ʢʣʶʯʝʚʦʡ ʧʘʨʳ 

 

4.5. ʆʩʥʦʚʥʳʝ ʆʙʲʝʢʪʳ ɻʇɹ 

ɼʣʷ ʩʦʟʜʘʥʠʷ ʩʘʤʦʡ ʧʨʦʩʪʦʡ ɻʇɹ ʥʝʦʙʭʦʜʠʤʦ ʦʧʨʝʜʝʣʠʪʴ ʣʠʰʴ ʜʚʘ ʪʠʧʘ ʢʦʤʧʦʥʝʥʪʦʚ: 

- ʆʙʝ̡ʢʪʳ ʇʦʣʠʪʠʢʠ (ʚ ʪʦʤ ʯʠʩʣʝ ɿʦʥʳ); 

- ʇʨʘʚʠʣʘ. 

 
ɽʩʣʠ ʦʙʲʝʢʪ ʷʚʣʷʝʪʩʷ ʢʣʘʩʪʝʨʦʤ, ʪʦ ʜʣʷ ʥʝʛʦ ʜʦʧʫʩʪʠʤʦ ʠʟʤʝʥʝʥʠʝ ʘʣʛʦʨʠʪʤʘ ʩʦʟʜʘʥʠʷ ʠ 

ʦʙʨʘʙʦʪʢʠ ʟʘʧʨʦʩʘ ʥʘ ʩʦʟʜʘʥʠʝ ʢʣʶʯʝʚʦʡ ʧʘʨʳ. ɼʦʧʫʩʢʘʝʪʩʷ ʩʦʟʜʘʥʠʝ ʧʘʨʘʣʝʣʴʥʳʭ 

ʟʘʧʨʦʩʦʚ ʥʘ ʛʝʥʝʨʘʮʠʶ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʜʣʷ ʨʘʟʥʳʭ ʫʟʣʦʚ ʢʣʘʩʪʝʨʘ. ʊ.ʝ. ʧʦʩʣʝ ʛʝʥʝʨʘʮʠʠ 

ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʜʣʷ ʧʝʨʚʦʛʦ ʫʟʣʘ ʢʣʘʩʪʝʨʘ, ʵʪʘ ʬʫʥʢʮʠʷ ʙʫʜʝʪ ʦʩʪʘʚʘʪʴʩʷ ʜʦʩʪʫʧʥʦʡ ʜʣʷ  

ʦʩʪʘʣʴʥʳʭ ʫʟʣʦʚ.  ʉʦʟʜʘʪʴ ʝʱʝ ʦʜʠʥ ʟʘʧʨʦʩ ʜʣʷ ʧʝʨʚʦʛʦ ʫʟʣʘ ʚ ʵʪʦʪ ʤʦʤʝʥ ʥʝ ʚʦʟʤʦʞʥʦ. 
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ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ ʩʦʟʜʘʶʪ ʤʦʜʝʣʴ ʩʝʪʝʚʦʡ ʪʦʧʦʣʦʛʠʠ, ʧʨʝʜʩʪʘʚʣʷʶʱʫʶ ʢʘʢ 

ʬʠʟʠʯʝʩʢʠʝ ʆʙʲʝʢʪʳ (ʭʦʩʪʳ, ʰʣʶʟʳ), ʪʘʢ ʠ ʣʦʛʠʯʝʩʢʠʝ ʆʙʲʝʢʪʳ (ʛʨʫʧʧʳ, ʜʠʘʧʘʟʦʥʳ ʘʜʨʝʩʦʚ ʠ 

ʪ.ʜ.). 

ʇʨʘʚʠʣʘ ʦʧʨʝʜʝʣʷʶʪ, ʢʘʢ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ ʤʦʛʫʪ ʦʙʤʝʥʠʚʘʪʴʩʷ ʠʥʬʦʨʤʘʮʠʝʡ ʚ 

ʟʘʱʠʱʝʥʥʦʡ ʩʠʩʪʝʤʝ. ʉʦʟʜʘʥʠʝ ʇʨʘʚʠʣ ɹʝʟʦʧʘʩʥʦʩʪʠ - ʥʘʠʙʦʣʝʝ ʚʘʞʥʳʡ ʰʘʛ ʧʨʠ ʨʘʙʦʪʝ ʩ 

ʎʋʇ, ʧʦʩʢʦʣʴʢʫ ʇʨʘʚʠʣʘ ʷʚʣʷʶʪʩʷ ʦʩʥʦʚʦʡ ɻʇɹ - ʚʩʝ ʧʨʠʚʷʟʘʥʦ ʢ ʇʨʘʚʠʣʘʤ ʚ ʪʦʡ ʠʣʠ ʠʥʦʡ 

ʩʪʝʧʝʥʠ. 

4.6. ɼʨʫʛʠʝ ʆʙʲʝʢʪʳ ɻʇɹ 

ʂ ʜʨʫʛʠʤ ʆʙʲʝʢʪʘʤ ɻʇɹ ʦʪʥʦʩʷʪʩʷ: 

- ʉʝʨʚʝʨʳ; 

- ʉʝʪʝʚʳʝ ʉʝʨʚʠʩʳ; 

- ʅʘʩʪʨʦʡʢʠ IKE; 

- ɼʝʡʩʪʚʠʷ; 

- ʃʇɹ, ʦʧʨʝʜʝʣʷʝʤʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʤ; 

- ɼʦʤʝʥʳ. 

ʉʝʨʚʝʨʳ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʦʩʦʙʳʝ ʚʠʜʳ ʭʦʩʪʦʚ (ʥʝ ʦʙʷʟʘʪʝʣʴʥʦ ʟʘʱʠʱʝʥʥʳʭ), ʢ 

ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʨʘʟʨʝʰʝʥ ʜʦʩʪʫʧ ʨʘʟʣʠʯʥʳʤ ʫʯʘʩʪʥʠʢʘʤ ʟʘʱʠʱʝʥʥʦʡ ʩʠʩʪʝʤʳ. 

ʉʝʪʝʚʳʝ ʉʝʨʚʠʩ rʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʫʪʦʯʥʝʥʠʷ ʇʨʘʚʠʣ: ʝʩʣʠ ʚ ʇʨʘʚʠʣʝ ʫʢʘʟʘʥ ʉʝʪʝʚʦʡ 

ʉʝʨʚʠʩ, ʪʦ ʵʪʦ ʇʨʘʚʠʣʦ ʙʫʜʝʪ ʜʝʡʩʪʚʦʚʘʪʴ ʪʦʣʴʢʦ ʜʣʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʪʠʧʘ ʪʨʘʬʠʢʘ. 

ʅʘʩʪʨʦʡʢʠ IKE ʦʧʨʝʜʝʣʷʶʪ ʧʘʨʘʤʝʪʨʳ ʧʨʦʪʦʢʦʣʘ IKE (Internet Key Exchange), ʢʦʪʦʨʳʝ 

ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʧʨʦʮʝʩʩʝ ʫʩʪʘʥʦʚʣʝʥʠʷ ʧʝʨʚʠʯʥʦʛʦ ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ 

(IKE/ISAKMP SA). 

ɼʝʡʩʪʚʠʷ ʫʢʘʟʳʚʘʶʪʩʷ ʚ ʇʨʘʚʠʣʘʭ ʠ ʦʧʨʝʜʝʣʷʶʪ ʤʝʪʦʜ ʦʙʨʘʙʦʪʢʠ ʪʨʘʬʠʢʘ: 

ʧʨʦʧʫʩʢʘʪʴ, ʩʙʨʘʩʳʚʘʪʴ ʠʣʠ ʟʘʰʠʬʨʦʚʳʚʘʪʴ/ʨʘʩʰʠʬʨʦʚʳʚʘʪʴ. 

ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ (ʦʧʨʝʜʝʣʷʝʤʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʤ) ʃʇɹ ʧʦʟʚʦʣʷʶʪ ɸʜʤʠʥʠʩʪʨʘʪʦʨʫ 

ʩʦʩʪʘʚʣʷʪʴ ʪʠʧʦʚʳʝ, ʥʝ ʠʟʤʝʥʷʶʱʠʝʩʷ ʬʨʘʛʤʝʥʪʳ ʃʇɹ ʠ ʚʩʪʘʚʣʷʪʴ ʠʭ ʚ ʧʨʦʠʟʚʦʣʴʥʦʝ ʤʝʩʪʦ 

ʠʪʦʛʦʚʦʡ ʃʇɹ, ʢʦʪʦʨʘʷ ʛʝʥʝʨʠʨʫʝʪʩʷ ʧʨʠ ʪʨʘʥʩʣʷʮʠʠ ɻʇɹ. 

ɼʦʤʝʥʳ ʧʦʟʚʦʣʷʶʪ ʨʝʘʣʠʟʦʚʘʪʴ ʤʦʜʝʣʴ ʨʘʟʛʨʘʥʠʯʝʥʠʷ ʧʨʘʚ ʜʦʩʪʫʧʘ ʢ ʢʦʥʩʦʣʠ 

ɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝ ʧʦ ʧʨʠʥʮʠʧʫ ʘʚʪʦʨʠʟʘʮʠʠ. 

4.7. ʉʦʟʜʘʥʠʝ ɻʇɹ ʚ ʎʋʇ-ʂʦʥʩʦʣ ɹ 

ɺ ʵʪʦʤ ʧʦʜʨʘʟʜʝʣʝ ʧʨʝʜʩʪʘʚʣʝʥ ʪʦʣʴʢʦ ʧʣʘʥ ʧʨʦʮʝʩʩʘ ʩʦʟʜʘʥʠʷ ɻʇɹ. ʇʦʜʨʦʙʥʝʝ ʦ 

ʥʘʚʠʛʘʮʠʠ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʎʋʇ-ʂʦʥʩʦʣʠ ʦʧʠʩʘʥʦ ʚ ʨʘʟʜʝʣʘʭ 6 - 8 ʠ ʚ ʇʨʠʣʦʞʝʥʠʝ 2. 

ʅʘʩʪʨʦʡʢʘ ʩʝʨʚʝʨʘ ʦʙʥʦʚʣʝʥʠʡ, ʚ ʢʦʪʦʨʦʤ ʧʨʝʜʩʪʘʚʣʝʥ ʧʨʠʤʝʨ ʧʦʰʘʛʦʚʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ. 
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ɺ ʧʨʦʮʝʩʩʝ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ɻʇɹ ʥʘʩʪʦʷʪʝʣʴʥʦ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʣʠʙʦ ʜʝʣʘʪʴ ʟʘʤʝʪʢʠ, 

ʣʠʙʦ ʚʳʧʦʣʥʷʪʴ ʜʝʡʩʪʚʠʷ ʧʦ ʧʣʘʥʫ. 

4.7.1. ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ 

ʇʝʨʚʳʤ ʰʘʛʦʤ ʢ ʩʦʟʜʘʥʠʶ ɻʇɹ ʚ̫ʣʷʝʪʩʷ ʩʦʟʜʘʥʠʝ ʚ ʎʋʇ-ʂʦʥʩʦʣ ɹʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ. 

ʂʘʞʜʳʡ ʭʦʩʪ ʠʣʠ ʤʘʨʰʨʫʪʠʟʘʪʦʨ, ʢʦʪʦʨʳʡ ʷʚʣʷʝʪʩʷ ʯʘʩʪʴʶ ʉʨʝʜʳ ɹʝʟʦʧʘʩʥʦʩʪʠ ʠʣʠ ʙʫʜʝʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ ʩ ʥʝʡ ʠʟʚʥʝ, ʜʦʣʞʝʥ ʙʳʪʴ ʧʨʝʜʩʪʘʚʣʝʥ ʢʘʢ ʆʙʲʝʢʪ ʇʦʣʠʪʠʢʠ. ʅʘʧʨʠʤʝʨ, 

ʝʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʚʢʣʶʯʠʪʴ ʚʥʝʰʥʠʡ FTP-ʩʝʨʚʝʨ ʚ ɻʇɹ, ʝʛʦ ʥʝʦʙʭʦʜʠʤʦ ʦʧʠʩʘʪʴ ʚ ʎʋʇ ʢʘʢ 

ʆʙʲʝʢʪ IP-ʍʦʩʪ. 

ʅʘʠʙʦʣʝʝ ʪʠʧʠʯʥʳʤʠ ʆʙʲʝʢʪʘʤʠ ʇʦʣʠʪʠʢʠ ʷʚʣʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʦʙʲʝʢʪʳ: ʍʦʩʪʳ 

ɹʝʟʦʧʘʩʥʦʩʪʠ, ʐʣʶʟʳ ɹʝʟʦʧʘʩʥʦʩʪʠ, IP-ʍʦʩʪʳ, ɼʠʘʧʘʟʦʥʳ IP-ʘʜʨʝʩʦʚ, ʇʦʜʩʝʪʠ ʠ 

ʇʦʣʴʟʦʚʘʪʝʣʠ. ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ ʩ ʩʦʙʩʪʚʝʥʥʦʡ ʩʠʩʪʝʤʦʡ ʰʠʬʨʦʚʘʥʠʷ (ʐʣʶʟʳ ɹʝʟʦʧʘʩʥʦʩʪʠ, 

ʍʦʩʪʳ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʇʦʣʴʟʦʚʘʪʝʣʠ) ʤʦʛʫʪ ʫʧʨʘʚʣʷʪʴʩʷ ʣʠʙʦ ʠʟ ʜʘʥʥʦʛʦ ʵʢʟʝʤʧʣʷʨʘ ʎʋʇ (ʪ.ʥ. 

ʋʧʨʘʚʣʷʝʤʳʝ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ), ʣʠʙʦ ʢʘʢʠʤ-ʪʦ ʜʨʫʛʠʤ ʩʧʦʩʦʙʦʤ, ʥʘʧʨʠʤʝʨ, ʠʟ ʜʨʫʛʠʭ ʎʋʇ 

(ʪ.ʥ. ʅʝʫʧʨʘʚʣʷʝʤʳʝ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ). 

 
ʎʋʇ ʜʦʣʞʝʥ ʙʳʪʴ ʧʨʝʜʩʪʘʚʣʝʥ ʚ ɻʇɹ ʢʘʢ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʩ ʪʠʧʦʤ ɸʛʝʥʪʘ 

ɿɸʉʊɸɺɸ-ʆʬʠʩ (ʦʙʳʯʥʦ ʜʘʥʥʳʡ ʦʙʲʝʢʪ ʩʦʟʜʘʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʦʩʣʝ 

ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ɹɼ ʎʋʇ).  

4.7.1.1. ʐʣʶʟʳ ɹʝʟʦʧʘʩʥʦʩʪʠ  

ʂʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʐʣʶʟʳ ɹʝʟʦʧʘʩʥʦʩʪʠ ʩʣʦʞʥʝʝ, ʯʝʤ ʜʨʫʛʠʝ ʚʠʜʳ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ 

ʚ ʎʋʇ, ʠ ʦʥʠ ʷʚʣʷʶʪʩʷ ʢʦʥʪʨʦʣʴʥʳʤʠ ʪʦʯʢʘʤʠ ʚ ʟʘʱʠʪʝ ʉʨʝʜʳ ɹʝʟʦʧʘʩʥʦʩʪʠ. ʇʝʨʝʜ ʩʦʟʜʘʥʠʝʤ 

ʆʙʲʝʢʪʘ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʡ ʚʳʧʦʣʥʷʝʪ IPsec-ʦʙʨʘʙʦʪʢʫ (ʪ.ʝ. ʥʝ ʷʚʣʷʝʪʩʷ ʧʨʦʩʪʦ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʤ ʠʣʠ ʄʕ), ʥʝʦʙʭʦʜʠʤʦ ʟʥʘʪʴ ʩʣʝʜʫʶʱʝʝ: 

- ʢʘʢʠʝ ʧʦʜʩʝʪʠ ʙʫʜʝʪ ʟʘʱʠʱʘʪʴ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ; 

- IP-ʘʜʨʝʩʘ ʠ ʣʦʛʠʯʝʩʢʠʝ ʠʤʝʥʘ ʚʩʝʭ ʠʥʪʝʨʬʝʡʩʦʚ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ; 

- ʢʘʢʠʝ ʩʝʨʪʠʬʠʢʘʪʳ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʥʳ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ. 

ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʦʙʳʯʥʦ ʠʤʝʝʪ ʢʘʢ ʤʠʥʠʤʫʤ ʜʚʘ ʠʥʪʝʨʬʝʡʩʘ. ɺ ʧʨʦʮʝʩʩʝ ʩʦʟʜʘʥʠʷ 

ʆʙʲʝʢʪʘ ʥʝʦʙʭʦʜʠʤʦ ʙʫʜʝʪ ʫʢʘʟʘʪʴ ʚʠʜ ɸʛʝʥʪʘ, ʢʦʪʦʨʳʡ ʧʨʝʜʩʪʘʚʣʷʝʪ ʜʘʥʥʳʡ ʐʣʶʟ 

ɹʝʟʦʧʘʩʥʦʩʪʠ (ɿɸʉʊɸɺɸ-ʆʬʠʩ, ʤʘʨʰʨʫʪʠʟʘʪʦʨ Cisco ʠʣʠ ʄʕ Cisco PIX Firewall, ʐʣʶʟ 

Microsoft IPsec Agent, ʅʝʫʧʨʘʚʣʷʝʤʳʡ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ). 

4.7.1.2. ɻʨʫʧʧʳ 

ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ ʤʦʞʥʦ ʪʘʢʞʝ ʦʨʛʘʥʠʟʦʚʘʪʴ ʚ ʛʨʫʧʧʳ. ɽʩʣʠ ʦʜʠʥ ʠ ʪʦʪ ʞʝ ʥʘʙʦʨ 

ʇʨʘʚʠʣ ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʴʩʷ ʢ ʥʝʩʢʦʣʴʢʠʤ ʆʙʲʝʢʪʘʤ ʇʦʣʠʪʠʢʠ (ʥʘʧʨʠʤʝʨ, ʝʩʣʠ ʚʩʝ ʢʦʤʧʴʶʪʝʨʳ 

ʚ ʦʜʥʦʤ ʦʪʜʝʣʝ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʜʠʥ ʠ ʪʦʪ ʞʝ ʥʘʙʦʨ ʇʨʘʚʠʣ ʦʙʨʘʙʦʪʢʠ ʪʨʘʬʠʢʘ), ʪʦ ʚʩʝ ʵʪʠ 
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ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ ʤʦʞʥʦ ʦʙʲʝʜʠʥʠʪʴ ʚ ɻʨʫʧʧʫ. ʉʘʤʘ ʧʦ ʩʝʙʝ ɻʨʫʧʧʘ ʩʯʠʪʘʝʪʩʷ ʆʙʲʝʢʪʦʤ 

ʇʦʣʠʪʠʢʠ, ʧʦʩʢʦʣʴʢʫ ʦʜʠʥ ʥʘʙʦʨ ʇʨʘʚʠʣ ʧʨʠʤʝʥʷʝʪʩʷ ʢʦ ʚʩʝʤ ʯʣʝʥʘʤ ʛʨʫʧʧʳ, ʪʝʤ ʥʝ ʤʝʥʝʝ, 

ʵʪʦ ʣʠʰʴ ʩʦʚʦʢʫʧʥʦʩʪʴ ʜʨʫʛʠʭ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ. ʇʦʣʝʟʥʦʩʪʴ ʦʙʲʝʜʠʥʝʥʠʷ ʆʙʲʝʢʪʦʚ 

ʇʦʣʠʪʠʢʠ ʚ ɻʨʫʧʧʳ ʩʪʘʥʦʚʠʪʩʷ ʦʯʝʚʠʜʥʦʡ, ʢʦʛʜʘ ʚʦʟʥʠʢʘʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʩʦʟʜʘʪʴ ʇʨʘʚʠʣʘ 

ɹʝʟʦʧʘʩʥʦʩʪʠ ʤʝʞʜʫ ʆʙʲʝʢʪʘʤʠ ʇʦʣʠʪʠʢʠ ʠʣʠ ʧʨʠʤʝʥʠʪʴ ʜʘʥʥʦʝ ʇʨʘʚʠʣʦ ʢʦ ʚʩʝʡ ɻʨʫʧʧʝ, ʘ ʥʝ 

ʢ ʢʘʞʜʦʤʫ ʆʙʲʝʢʪʫ ʇʦʣʠʪʠʢʠ ʚ ʦʪʜʝʣʴʥʦʩʪʠ. ʇʨʠʦʨʠʪʝʪʥʦ ʩʦʟʜʘʥʠʝ ɻʨʫʧʧʳ ʧʨʠ ʣʶʙʦʡ 

ʚʦʟʤʦʞʥʦʩʪʠ, ʵʪʦ ʧʦʤʦʞʝʪ ʩʥʠʟʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʠʩʧʦʣʴʟʫʝʤʳʭ ʇʨʘʚʠʣ. 

ʇʝʨʝʜ ʪʝʤ, ʢʘʢ ʧʨʠʤʝʥʠʪʴ ʢʘʢʦʝ-ʣʠʙʦ ʇʨʘʚʠʣʦ ʢ ɻʨʫʧʧʝ, ʥʘʜʦ ʫʙʝʜʠʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ ʝʛʦ 

ʤʦʞʥʦ ʧʨʠʤʝʥʠʪʴ ʢʦ ʚʩʝʤ ʝʝ ʯʣʝʥʘʤ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʥʝʢʦʪʦʨʳʝ ʯʣʝʥʳ ɻʨʫʧʧʳ ʷʚʣʷʶʪʩʷ 

ʍʦʩʪʘʤʠ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʜʨʫʛʠʝ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʥʝʟʘʱʠʱʝʥʥʳʝ IP-ʍʦʩʪʳ, ʇʨʘʚʠʣʦ, 

ʠʩʧʦʣʴʟʫʶʱʝʝ ʰʠʬʨʦʚʘʥʠʝ, ʥʝʣʴʟʷ ʧʨʠʤʝʥʠʪʴ ʢ ʜʘʥʥʦʡ ɻʨʫʧʧʝ. 

4.7.1.3. ʇʦʣʴʟʦʚʘʪʝʣʠ  

ʇʦʣʴʟʦʚʘʪʝʣʴ - ʵʪʦ ɸʛʝʥʪ ʙʝʟ ʬʠʢʩʠʨʦʚʘʥʥʦʛʦ IP-ʘʜʨʝʩʘ, ʥʦ ʩʦ ʩʚʦʝʡ ʩʦʙʩʪʚʝʥʥʦʡ 

ʩʠʩʪʝʤʦʡ ʰʠʬʨʦʚʘʥʠʷ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʚ ʉʨʝʜʝ ɹʝʟʦʧʘʩʥʦʩʪʠ ʩʦʝʜʠʥʷʪʴʩʷ ʩ ʫʟʣʦʤ, ʥʘʭʦʜʷʱʠʤʩʷ 

ʚʥʝ ʵʪʦʡ ʉʨʝʜʳ. ʕʪʦ ʧʦʨʪʘʪʠʚʥʳʝ ʢʦʤʧʴʶʪʝʨʳ ʠʣʠ ʢʦʤʧʴʶʪʝʨʳ ʩʝʪʠ, ʢ ʢʦʪʦʨʦʡ ʩʝʨʚʝʨ DHCP 

ʥʝ ʧʨʠʩʚʘʠʚʘʝʪ ʧʦʩʪʦʷʥʥʳʝ IP-ʘʜʨʝʩʘ.  

ʉʧʦʩʦʙʥʦʩʪʴ ʦʧʨʝʜʝʣʷʪʴ ʤʦʙʠʣʴʥʳʭ ɸʛʝʥʪʦʚ ʢʘʢ ʇʦʣʴʟʦʚʘʪʝʣʝʡ - ʟʥʘʯʠʪʝʣʴʥʦʝ 

ʧʨʝʠʤʫʱʝʩʪʚʦ ʉʨʝʜʳ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʦʩʥʦʚʘʥʥʦʡ ʥʘ ɸʛʝʥʪʘʭ ʠ ʫʧʨʘʚʣʷʝʤʦʡ ʎʋʇ. ʇʦʣʴʟʦʚʘʪʝʣʴ 

ʤʦʞʝʪ ʙʝʟʦʧʘʩʥʦ ʩʦʝʜʠʥʷʪʴʩʷ ʩ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʝʪʴʶ, ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʛʜʝ ʦʥ ʚʳʰʝʣ ʚ ʩʝʪʴ 

ʀʥʪʝʨʥʝʪ. ɼʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʤʦʙʠʣʴʥʳʡ ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʩʦʝʜʠʥʷʪʴʩʷ ʩ ʩʝʪʴʶ ʀʥʪʝʨʥʝʪ, 

ʝʛʦ/ʝʝ ʜʦʩʪʫʧ ʢ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʝʪʠ ʝʛʦ/ʝʝ ʢʦʤʧʘʥʠʠ ʝʛʦ/ʝʝ ʥʘʜʝʞʝʥ ʠ ʙʝʟʦʧʘʩʝʥ. ɹʦʣʝʝ ʪʦʛʦ, 

ʧʝʨʝʛʦʚʦʨʳ ʤʝʞʜʫ ɿɸʉʊɸɺɸ-ʆʬʠʩ (ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʥʝ ʥʘ ʎʋʇ) ʠ ʎʋʇ ʧʨʦʠʩʭʦʜʷʪ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠ, ʥʠ ʤʦʙʠʣʴʥʦʤʫ ʧʦʣʴʟʦʚʘʪʝʣʶ, ʥʠ ɸʜʤʠʥʠʩʪʨʘʪʦʨʫ ʥʝ ʥʫʞʥʦ ʥʠ ʚʤʝʰʠʚʘʪʴʩʷ, 

ʥʠ ʤʝʥʷʪʴ ʢʦʥʬʠʛʫʨʘʮʠʶ. 

4.7.1.4. ɿʦʥʳ  

ɿʦʥʘ ï ʵʪʦ ʧʨʦʩʪʨʘʥʩʪʚʦ IP-ʘʜʨʝʩʦʚ ʟʘ ʐʣʶʟʦʤ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʦʝ ʩʦʩʪʦʠʪ ʠʟ 

ʛʨʫʧʧʳ ʩʚʷʟʘʥʥʳʭ ʭʦʩʪʦʚ, ʟʘʱʠʱʝʥʥʳʭ ʪʝʤ ʞʝ ʩʘʤʳʤ ʐʣʶʟʦʤ. ʍʦʪʷ ɿʦʥʘ ʤʦʞʝʪ ʧʦʢʘʟʘʪʴʩʷ 

ʧʦʭʦʞʝʡ ʥʘ ʇʦʜʩʝʪʴ ʠ IP-ɼʠʘʧʘʟʦʥʳ, ʩʫʱʝʩʪʚʫʶʪ ʟʥʘʯʠʪʝʣʴʥʳʝ ʨʘʟʣʠʯʠʷ. ʇʦʜʩʝʪʠ ʠ IP-

ɼʠʘʧʘʟʦʥʳ ï ʦʧʨʝʜʝʣʝʥʥʳʝ ʥʘʙʦʨʳ IP-ʘʜʨʝʩʦʚ, ʢʦʪʦʨʳʝ ʧʨʠʤʝʥʷʶʪ ʢ ʦʧʨʝʜʝʣʝʥʥʳʤ 

ʩʫʱʝʩʪʚʫʶʱʠʤ ʆʙʲʝʢʪʘʤ ʇʦʣʠʪʠʢʠ (ʢʦʤʧʴʶʪʝʨʘʤ) ʩ IP-ʘʜʨʝʩʘʤʠ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ɿʦʥʘ ï ʵʪʦ 

ʪʦʣʴʢʦ ʧʨʦʩʪʨʘʥʩʪʚʦ IP-ʘʜʨʝʩʦʚ, ʢ ʢʦʪʦʨʦʤʫ ʤʦʛʫʪ ʧʨʠʥʘʜʣʝʞʘʪʴ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ ʟʘ 

ʐʣʁ ʟʦʤ ɹʝʟʦʧʘʩʥʦʩʪʠ. (ʇʦʜʩʝʪʠ ʠ IP-ɼʠʘʧʘʟʦʥʳ ʥʝ ʦʙʷʟʘʪʝʣʴʥʦ ʜʦʣʞʥʳ ʥʘʭʦʜʠʪʴʩʷ ʟʘ 

ʐʣʶʟʦʤ ɹʝʟʦʧʘʩʥʦʩʪʠ.) ɿʦʥʳ - ʝʜʠʥʩʪʚʝʥʥʳʡ ʠʩʪʦʯʥʠʢ ʠʥʬʦʨʤʘʮʠʠ ʜʣʷ ʎʋʇ ʦ ʪʦʤ, ʢʘʢʠʝ 

ʭʦʩʪʳ ʢʘʢʠʤ ʐʣʶʟʦʤ ʟʘʱʠʱʝʥʳ.  
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ɺʥʫʪʨʝʥʥʠʡ ʠʥʪʝʨʬʝʡʩ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʜʦʣʞʝʥ ʙʳʪʴ ʚʢʣʶʯʝʥ ʚ ɿʦʥʫ. ɽʩʣʠ 

ʧʨʠʩʫʪʩʪʚʫʝʪ ʚʣʦʞʝʥʥʳʡ ʐʣʶʟ, ʪʦ ʝʛʦ ʚʥʝʰʥʠʡ ʠʥʪʝʨʬʝʡʩ ʪʦʞʝ ʜʦʣʞʝʥ ʙʳʪʴ ʚʢʣʶʯʝʥ 

ʚ ɿʦʥʫ. 

 IP-ʘʜʨʝʩ ʤʦʞʝʪ ʥʘʭʦʜʠʪʴʩʷ ʪʦʣʴʢʦ ʚ ʦʜʥʦʡ ɿʦʥʝ.  

4.7.1.5. ʇʨʦʮʝʩʩ ʩʦʟʜʘʥʠʷ ɸʛʝʥʪʦʚ ʇʦʣʠʪʠʢʠ 

ɿʘʜʘʯʘ: ʉʦʟʜʘʪʴ ɸʛʝʥʪʦʚ ʇʦʣʠʪʠʢʠ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʭ ʚʩʝ ʚʠʜʳ ɸʛʝʥʪʦʚ, ʢʦʪʦʨʳʝ 

ʤʦʞʥʦ ʚʢʣʶʯʠʪʴ ʚ ɻʇɹ, ʫʧʨʘʚʣʷʝʤʫʶ ʎʋʇ. 

ʃʦʛʠʯʝʩʢʘʷ ʩʭʝʤʘ: ʉʦʟʜʘʪʴ ʆʙʲʝʢʪʳ ʦʜʠʥ ʟʘ ʜʨʫʛʠʤ. ʉʦʟʜʘʪʴ ɻʨʫʧʧʫ ʠ ʦʙʲʝʜʠʥʠʪ ɹʚ 

ʥʝʝ ʥʝʢʦʪʦʨʳʝ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ. 

ɼʣʷ ʩʦʟʜʘʥʠʷ ɸʛʝʥʪʘ ʇʦʣʠʪʠʢʠ ʥʫʞʥʦ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1) ʉʦʟʜʘʪʴ ʆʙʲʝʢʪ ʍʦʩʪ ɹʝʟʦʧʘʩʥʦʩʪʠ:  

- ʀʩʧʦʣʴʟʫʡʪʝ ʇʨʘʚʠʪʴ -> ɼʦʙʘʚʠʪʴ -> ʍʦʩʪ ɹʝʟʦʧʘʩʥʦʩʪʠ. 

- ɺʳʙʨʘʪʴ ʧʨʦʠʟʚʦʜʠʪʝʣʷ ɸʛʝʥʪʘ ʠ ʝʛʦ ʚʝʨʩʠʶ. 

- ɺʚʝʩʪʠ ʫʥʠʢʘʣʴʥʦʝ ʀʤ ̫ʜʣʷ ʧʨʠʩʚʦʝʥʠʷ ʆʙʲʝʢʪʫ ʍʦʩʪʘ ɹʝʟʦʧʘʩʥʦʩʪʠ. 

- ɺʚʝʩʪʠ ɸʜʨʝʩ ɸʛʝʥʪʘ ʆʙʲʝʢʪʘ, ʵʪʦʪ IP-ʘʜʨʝʩ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ 

ʧʦʜʜʝʨʞʠʚʘʪʴ ʩʚʷʟʴ ʩ ʵʪʠʤ ʆʙʲʝʢʪʦʤ. 

- ɺʳʙʨʘʪʴ ʜʦʤʝʥ, ʚ ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʚʭʦʜʠʪʴ ʜʘʥʥʳʡ ʆʙʲʝʢʪ. 

- ɺ ʟʘʢʣʘʜʢʝ ʊʦʧʦʣʦʛʠʷ ʚʚʝʩʪʠ ʧʘʨʘʤʝʪʨʳ ʠʥʪʝʨʬʝʡʩʘ(ʦʚ) ʍʦʩʪʘ ɹʝʟʦʧʘʩʥʦʩʪʠ.  

- ɺ ʟʘʢʣʘʜʢʝ ʄʝʩʪʦʧʦʣʦʞʝʥʠʝ ʚʚʝʩʪʠ ʧʘʨʘʤʝʪʨʳ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ ʍʦʩʪʘ 

ɹʝʟʦʧʘʩʥʦʩʪʠ. 

- ɺʚʝʩʪʠ ʧʘʨʘʤʝʪʨʳ ʩʝʨʪʠʬʠʢʘʪʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʪʴ ʵʪʦʪ ʍʦʩʪ 

ɹʝʟʦʧʘʩʥʦʩʪʠ ʠʣʠ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʩʝʨʪʠʬʠʢʘʪ. 

- ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʠʟʤʝʥʠʪʴ ʧʘʨʘʤʝʪʨʳ ʥʘʜʦ ʦʙʨʘʪʠʪʴʩ ̫ʢ ʧ. 8.1.3. 

2) ʉʦʟʜʘʪʴ ʆʙʲʝʢʪ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʚʳʧʦʣʥʷʷ ʪʫ ʞʝ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʜʝʡʩʪʚʠʡ, 

ʯʪʦ ʠ ʜʣʷ ʆʙʲʝʢʪʘ ʍʦʩʪ ɹʝʟʦʧʘʩʥʦʩʪʠ. ʂʨʦʤʝ ʪʦʛʦ: 

- ʋʙʝʜʠʪʴʩ ̫ʚ ʪʦʤ, ʯʪʦ ʚʚʝʜʝʥʳ ʪʦʯʥʳʝ ʠʤʝʥʘ ʣʦʛʠʯʝʩʢʠʭ ʩʝʪʝʚʳʭ ʠʥʪʝʨʬʝʡʩʦʚ. 

- ɽʩʣʠ ʆʙʲʝʢʪ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʝʪ ʧʨʝʜʩʪʘʚʣʷʪʴ ɸʛʝʥʪʘ Cisco, ʥʝʪ 

ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʫʢʘʟʳʚʘʪʴ SNMP-ʩʦʦʙʱʝʥʠʷ, ʥʦ ʥʫʞʥʦ ʧʦʜʨʦʙʥʦ ʫʢʘʟʘʪʴ SSH ʠʣʠ 

ʦʧʮʠʠ Telnet-ʩʦʝʜʠʥʝʥʠʷ ʚʦ ʚʣʦʞʝʥʥʦʡ ʟʘʢʣʘʜʢʝ ʇʘʨʘʤʝʪʨʳ ʩʦʝʜʠʥʝʥʠʷ ʟʘʢʣʘʜʢʠ 

ʋʧʨʘʚʣʝʥʠʝ. 

- ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʠʟʤʝʥʠʪʴ ʧʘʨʘʤʝʪʨʳ ʥʘʜʦ ʦʙʨʘʪʠʪʴʩ ̫ʢ ʧ. 8.1.2. 

3) ʉʦʟʜʘʪʴ ʆʙʲʝʢʪ ʇʦʣʴʟʦʚʘʪʝʣʴ: 

- ʀʩʧʦʣʴʟʦʚʘʪʴ ʇʨʘʚʠʪʴ -> ɼʦʙʘʚʠʪʴ -> ʇʦʣʴʟʦʚʘʪʝʣʴ, ʛʜʝ ʦʥʠ ʜʦʩʪʫʧʥʳ. 

- ɺʚʝʩʪʠ ʫʥʠʢʘʣʴʥʦʝ ʀʤ ̫ʜʣʷ ʧʨʠʩʚʦʝʥʠʷ ʆʙʲʝʢʪʫ ʇʦʣʴʟʦʚʘʪʝʣʴ. 
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- ɺʳʙʨʘʪʴ ʚʝʨʩʠʶ ʠ ʥʘʙʦʨ ʩʚʦʡʩʪʚ ɸʛʝʥʪʘ, ʢʦʪʦʨʳʝ ʙʫʜʝʪ ʧʨʝʜʩʪʘʚʣʷʪʴ ʆʙʲʝʢʪ 

ʇʦʣʴʟʦʚʘʪʝʣʴ.  

- ɺʦ ʚʣʦʞʝʥʥʦʡ ʟʘʢʣʘʜʢʝ ʉʝʨʪʠʬʠʢʘʪʳ ʟʘʢʣʘʜʢʠ ɺʏʉ ʚʭʦʜʷʪ ʧʘʨʘʤʝʪʨʳ 

ʩʝʨʪʠʬʠʢʘʪʦʚ, ʢʦʪʦʨʳʝ ʠʜʝʥʪʠʬʠʮʠʨʫʶʪ ʵʪʦʪ ʆʙʲʝʢʪ ʠʣʠ ʠʤʧʦʨʪʠʨʫʶʪ ʬʘʡʣ 

ʩʝʨʪʠʬʠʢʘʪʘ. 

- ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʠʟʤʝʥʠʪʴ ʧʘʨʘʤʝʪʨʳ ʥʘʜʦ ʦʙʨʘʪʠʪʴʩ ̫ʢ ʧ. 8.1.7.  

4) ʉʦʟʜʘʪʴ ʆʙʲʝʢʪ IP ʍʦʩʪʘ: 

- ʀʩʧʦʣʴʟʦʚʘʪʴ ʇʨʘʚʠʪʴ -> ɼʦʙʘʚʠʪʴ -> IP ʍʦʩʪ. 

- ɺʚʝʩʪʠ ʫʥʠʢʘʣʴʥʦʝ ʀʤ ̫ʜʣʷ ʧʨʠʩʚʦʝʥʠʷ ʆʙʲʝʢʪʫ IP ʍʦʩʪʘ. 

- ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʤʦʞʥʦ ʚʚʝʩʪʠ ʪʝʢʩʪʦʚʦʝ ʦʧʠʩʘʥʠʝ ʆʙʲʝʢʪʘ. 

- ɺ ʟʘʢʣʘʜʢʝ ʊʦʧʦʣʦʛʠʷ ʚʚʝʩʪʠ ʧʘʨʘʤʝʪʨʳ ʠʥʪʝʨʬʝʡʩʘ(ʦʚ) IP ʍʦʩʪʘ. 

- ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʠʟʤʝʥʠʪʴ ʧʘʨʘʤʝʪʨʳ ʥʘʜʦ ʦʙʨʘʪʠʪʴʩ ̫ʢ ʧ. 8.1.4.  

5) ʉʦʟʜʘʪʴ ʆʙʲʝʢʪ ʇʦʜʩʝʪʴ: 

- ʀʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʫ ʇʨʘʚʠʪʴ -> ɼʦʙʘʚʠʪʴ -> ʇʦʜʩʝʪʴ, ʛʜʝ ʦʥʘ ʜʦʩʪʫʧʥʘ. 

- ɺʚʝʩʪʠ ʫʥʠʢʘʣʴʥʦʝ ʠʤʷ ʜʣʷ ʧʨʠʩʚʦʝʥʠʷ ʆʙʲʝʢʪʫ ʇʦʜʩʝʪʴ.  

- ɺʚʝʩʪʠ ʦʩʥʦʚʥʦʡ IP-ʘʜʨʝʩ ʠ ʩʝʪʝʚʫʶ ʄʘʩʢʫ ʜʣʷ ʇʦʜʩʝʪʠ. 

- ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʠʟʤʝʥʠʪʴ ʧʘʨʘʤʝʪʨʳ ʥʘʜʦ ʦʙʨʘʪʠʪʴʩ ̫ʢ ʧ. 8.1.6. 

6) ʉʦʟʜʘʪʴ ʆʙʲʝʢʪ IP ɼʠʘʧʘʟʦʥʘ: 

- ʀʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʳ ʇʨʘʚʠʪʴ - > ɼʦʙʘʚʠʪʴ - > IP ɼʠʘʧʘʟʦʥ, ʛʜʝ ʦʥʠ ʜʦʩʪʫʧʥʳ. 

- ɺʚʝʩʪʠ ʫʥʠʢʘʣʴʥʦʝ ʠʤʷ ʜʣʷ ʧʨʠʩʚʦʝʥʠʷ ʆʙʲʝʢʪʫ IP ɼʠʘʧʘʟʦʥ. 

- ɼʦʙʘʚʠʪʴ ʩʧʠʩʦʢ ʘʜʨʝʩʦʚ IP-ʜʠʘʧʘʟʦʥʘ ʠʣʠ ʦʜʠʥ ʘʜʨʝʩ, ʚʳʙʨʘʚ ʬʦʨʤʘʪ ʜʣʷ ʚʚʦʜʘ 

ʜʘʥʥʳʭ, ʟʘʪʝʤ ʚʚʝʩʪʠ ʥʫʞʥʳʝ ʜʘʥʥʳʝ. ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ, ʧʦʚʪʦʨʠʪ.ɹ  

- ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʠʟʤʝʥʠʪʴ ʧʘʨʘʤʝʪʨʳ ʥʘʜʦ ʦʙʨʘʪʠʪʴʩ ̫ʢ ʧ. 8.1.5. 

7) ʉʦʟʜʘʪʴ ʆʙʲʝʢʪ ɻʨʫʧʧʳ ʠ ʧʨʠʩʚʦʠʪʴ ɻʨʫʧʧʝ ʥʝʩʢʦʣʴʢʦ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ: 

- ʀʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʳ ʇʨʘʚʠʪʴ -> ɼʦʙʘʚʠʪʴ -> ɻʨʫʧʧʳ 

- ɺʚʝʩʪʠ ʫʥʠʢʘʣʴʥʦʝ ʀʤ ̫ʜʣʷ ʧʨʠʩʚʦʝʥʠʷ ʆʙʲʝʢʪʫ ɻʨʫʧʧʘ.  

- ɺʳʙʨʘʪʴ ʆʙʲʝʢʪ (ʪʳ) ʇʦʣʠʪʠʢʠ ʚ ʟʘʢʣʘʜʢʝ ɼʦʩʪʫʧʥʳʝ ʵʣʝʤʝʥʪʳ, ʢʦʪʦʨʳʝ 

ʥʝʦʙʭʦʜʠʤʦ ʚʢʣʶʯʠʪʴ ʚ ʵʪʫ ɻʨʫʧʧʫ, ʠ ʧʝʨʝʥʝʩʪʠ ʠʭ ʚ ʩʧʠʩʦʢ ʏʣʝʥʳ ʛʨʫʧʧʳ. 

8) ʉʦʟʜʘʪʴ ʦʙʲʝʢʪ ɿʦʥʘ: 

- ʅʘʚʝʩʪʠ ʢʫʨʩʦʨ ʥʘ ʩʝʢʮʠʶ ʊʦʧʦʣʦʛʠʷ, ʠʩʧʦʣʴʟʦʚʘʪʴ ʇʨʘʚʠʪʴ->ɼʦʙʘʚʠʪʴ->ɿʦʥʘ ʠʣʠ 

ɼʦʙʘʚʠʪʴ ɿʦʥʫ ʠʟ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʚ ʊʦʧʦʣʦʛʠʠ. 

- ɺʚʝʩʪʠ ʫʥʠʢʘʣʴʥʦʝ ʀʤ ̫ʜʣʷ ʧʨʠʩʚʦʝʥʠʷ ʆʙʲʝʢʪʫ ɿʦʥʘ.  

- ɺʚʝʩʪʠ ʜʠʘʧʘʟʦʥ(ʳ) IP-ʘʜʨʝʩʦʚ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʦʧʨʝʜʝʣʷʪʴ ɿʦʥʫ. 

- ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʠʟʤʝʥʠʪʴ ʧʘʨʘʤʝʪʨʳ ʥʘʜʦ ʦʙʨʘʪʠʪʴʩ ̫ʢ ʧ. 8.2.2. 
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4.7.2. ʇʨʘʚʠʣʘ 

ʇʨʘʚʠʣʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ï ʵʪʦ ʦʩʥʦʚʥʳʝ ʧʨʘʚʠʣʘ ʜʣʷ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʎʋʇ. ʇʨʘʚʠʣʘ 

ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʩʠʩʪʝʤʘʪʠʟʠʨʦʚʘʪʴ ʠʥʬʦʨʤʘʮʠʶ (ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ ʠ ɼʝʡʩʪʚʠʷ) 

ʚ ʩʦʛʣʘʩʦʚʘʥʥʫʶ ʠ ʮʝʣʦʩʪʥʫʶ ɻʇɹ. ʇʨʘʚʠʣʘ ʦʧʨʝʜʝʣʷʶʪ, ʢʘʢ ʨʘʟʣʠʯʥʳʝ ʢʦʤʧʦʥʝʥʪʳ ʉʨʝʜʳ 

ɹʝʟʦʧʘʩʥʦʩʪʠ ʤʦʛʫʪ ʦʙʤʝʥʠʚʘʪʴʩʷ ʠʥʬʦʨʤʘʮʠʝʡ, ʪ.ʝ. ʢʘʢʠʝ ʩʦʝʜʠʥʝʥʠʷ ʜʦʧʫʩʢʘʶʪʩʷ, ʘ ʢʘʢʠʝ 

ʥʝʪ. 

ʉʦʟʜʘʪʴ ʇʨʘʚʠʣʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʤʝʞʜʫ ʚʩʝʤʠ ʆʙʲʝʢʪʘʤʠ ʇʦʣʠʪʠʢʠ, ʢʦʪʦʨʳʤ ʥʫʞʥʦ 

ʙʝʟʦʧʘʩʥʦ ʧʝʨʝʜʘʚʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʚ ʉʨʝʜʝ ɹʝʟʦʧʘʩʥʦʩʪʠ. ɺ ʙʦʣʴʰʠʥʩʪʚʝ ʢʦʥʪʝʢʩʪʦʚ ʩʝʪʝʚʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʵʪʦ ʜʦʚʦʣʴʥʦ ʩʣʦʞʥʘʷ ʟʘʜʘʯʘ, ʧʦʩʢʦʣʴʢʫ ʜʣʷ ʢʘʞʜʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ, 

ʪʨʝʙʫʶʱʝʛʦ ʰʠʬʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ, ʥʫʞʥʦ ʩʦʟʜʘʚʘʪʴ ʦʪʜʝʣʴʥʳʝ ʇʨʘʚʠʣʘ. ɺ ʎʋʇ ʧʨʠ ʧʦʜʭʦʜʝ, 

ʦʨʠʝʥʪʠʨʦʚʘʥʥʦʤ ʥʘ ʆʙʲʝʢʪ ʠ ʥʘ ɻʨʫʧʧʫ, ʵʪʦʪ ʧʨʦʮʝʩʩ ʛʦʨʘʟʜʦ ʧʨʦʱʝ, ʧʦʪʦʤʫ ʯʪʦ 

ʤʘʣʦʚʝʨʦʷʪʥʦ, ʯʪʦ ʢʘʞʜʦʤʫ ʫʯʘʩʪʥʠʢʫ ʉʨʝʜʳ ɹʝʟʦʧʘʩʥʦʩʪʠ ʧʦʥʘʜʦʙʠʪʩʷ ʫʥʠʢʘʣʴʥʳʡ ʫʨʦʚʝʥʴ 

ʜʦʩʪʫʧʘ ʢ ʙʝʟʦʧʘʩʥʳʤ ʢʦʤʤʫʥʠʢʘʮʠʷʤ. ʎʋʇ ʧʦʟʚʦʣʷʝʪ ʛʨʫʧʧʠʨʦʚʘʪʴ ʆʙʲʝʢʪʳ ʩ ʦʜʠʥʘʢʦʚʳʤ 

ʫʨʦʚʥʝʤ ʜʦʩʪʫʧʘ ʠ ʧʨʠʤʝʥʷʪʴ ʦʜʥʦ ʧʨʘʚʠʣʦ ʢʦ ʚʩʝʡ ʛʨʫʧʧʝ, ʝʩʣʠ ʵʪʘ ʛʨʫʧʧʘ ʦʧʨʝʜʝʣʝʥʘ ʢʘʢ 

ɻʨʫʧʧʘ ʠʣʠ ʇʦʜʩʝʪʴ. 

ʇʨʠʤʝʨ: 

ɺ ʦʪʜʝʣʝ ʧʨʦʜʘʞ ʝʩʪʴ 100 ʢʦʤʧʴʶʪʝʨʦʚ, ʢʦʪʦʨʳʤ ʥʫʞʥʦ ʦʙʤʝʥʠʚʘʪʴʩʷ ʠʥʬʦʨʤʘʮʠʝʡ 

ʪʘʢ ʞʝ, ʢʘʢ 100 ʢʦʤʧʴʶʪʝʨʘʤ ʚ ʦʪʜʝʣʝ ʤʘʨʢʝʪʠʥʛʘ. ʅʘ ʚʩʝʭ 200 ʢʦʤʧʴʶʪʝʨʘʭ ʫʩʪʘʥʦʚʣʝʥʳ 

ɸʛʝʥʪʳ, ʠ ʦʥʠ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥʳ ʫʥʠʢʘʣʴʥʳʤʠ ʩʝʨʪʠʬʠʢʘʪʘʤʠ. ʄʦʞʥʦ ʦʧʨʝʜʝʣʠʪʴ ʵʪʫ 

ʢʦʤʤʫʥʠʢʘʮʠʶ ʦʜʥʠʤ ʧʨʘʚʠʣʦʤ (ʢʦʤʧʴʶʪʝʨʳ ʢʘʞʜʦʛʦ ʦʪʜʝʣʘ ʙʳʣʠ ʩʦʙʨʘʥʳ ʚ ʦʪʜʝʣʴʥʳʝ 

ɻʨʫʧʧʳ). ʆʜʥʦ ʵʪʦ ʧʨʘʚʠʣʦ ʤʦʞʝʪ ʫʧʨʘʚʣʷʪʴ ʣʶʙʳʤ ʢʦʣʠʯʝʩʪʚʦʤ ʆʙʲʝʢʪʦʚ ʠ ʩʝʨʚʠʩʦʚ, ʧʨʠ 

ʫʩʣʦʚʠʠ, ʯʪʦ ɻʨʫʧʧʳ ʩʦʟʜʘʶʪʩʷ ʨʘʥʴʰʝ, ʯʝʤ ʧʨʘʚʠʣʘ. ʉ ʎʋʇ ʥʝʢʦʪʦʨʳʝ ʆʙʲʝʢʪʳ ʤʦʛʫʪ ʙʳʪʴ 

ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʟʘʱʠʱʝʥʳ ɿɸʉʊɸɺɸ-ʆʬʠʩ, ʘ ʥʝʢʦʪʦʨʳʝ ʥʝʪ. ʅʝʢʦʪʦʨʳʝ ʠʟ ʥʠʭ ʤʦʛʫʪ ʤʝʥʷʪʴ 

ʤʝʩʪʦʧʦʣʦʞʝʥʠʝ, ʘ ʥʝʢʦʪʦʨʳʝ ʥʝʪ. ʉ ʪʦʯʢʠ ʟʨʝʥʠʷ ʇʨʘʚʠʣ, ʥʠʯʪʦ ʠʟ ʚʳʰʝʧʝʨʝʯʠʩʣʝʥʥʦʛʦ ʥʝ 

ʠʛʨʘʝʪ ʨʦʣʠ, ʥʘʜʦ ʩʦʟʜʘʪʴ ʦʜʥʦ ʧʨʘʚʠʣʦ, ʠ ʎʋʇ ʦʧʨʝʜʝʣʠʪ ʇʦʣʠʪʠʢʠ ʜʣʷ ʆʙʲʝʢʪʦʚ. 

ʅʝʫʧʨʘʚʣʷʝʤʳʝ (UNMANAGED) ʆʙʲʝʢʪʳ ʪʦʞʝ ʫʯʘʩʪʚʫʶʪ ʚ ʧʨʘʚʠʣʘʭ. ʉʫʱʝʩʪʚʫʝʪ ʜʚʘ ʚʠʜʘ 

ʢʦʤʤʫʥʠʢʘʮʠʡ ʩ ʥʝʫʧʨʘʚʣʷʝʤʳʤʠ ʆʙʲʝʢʪʘʤʠ: 

- ʢʦʤʤʫʥʠʢʘʮʠʷ ʩ IP-ʍʦʩʪʘʤʠ; 

- ʢʦʤʤʫʥʠʢʘʮʠʷ ʩ ʥʝʫʧʨʘʚʣʷʝʤʳʤʠ ʆʙʲʝʢʪʘʤʠ, ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥʥʳʤʠ ʦʩʦʙʳʤʠ 

ʤʘʥʜʘʪʥʳʤʠ (ʩʤ. ʧʦʷʩʥʝʥʠʷ ʚʳʰʝ ʦʙ ʫʧʨʘʚʣʝʥʠʠ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʤʘʥʜʘʪʦʚ).  

 

ʇʨʘʚʠʣʘ ʦʙʨʘʙʘʪʳʚʘʶʪʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʠʭ ʧʦʣʦʞʝʥʠʝʤ ʚ ʫʨʦʚʥʝ ʠʝʨʘʨʭʠʠ. ʊʦ ʝʩʪʴ, 

ʝʩʣʠ ʧʨʘʚʠʣʦ ʠʤʝʝʪ ʚʣʦʞʝʥʥʳʝ ʧʨʘʚʠʣʘ, ʚʣʦʞʝʥʥʳʝ ʧʨʘʚʠʣʘ ʦʙʨʘʙʘʪʳʚʘʶʪʩʷ ʨʘʥʴʰʝ 

ʦʩʥʦʚʥʦʛʦ ʧʨʘʚʠʣʘ. ʀʩʢʣʶʯʝʥʠʝʤ ʷʚʣʷʶʪʩʷ: ʧʨʘʚʠʣʘ "Any-Any", ʢʦʪʦʨʳʝ ʚʩʝʛʜʘ 

ʦʙʨʘʙʘʪʳʚʘʶʪʩʷ ʧʦʩʣʝʜʥʠʤʠ; ʧʨʘʚʠʣʘ "Any-agent" ʠ/ʠʣʠ ʇʨʘʚʠʣʘ, ʚ ʩʦʩʪʘʚ ʢʦʪʦʨʳʭ 

ʚʭʦʜʷʪ ʇʦʣʴʟʦʚʘʪʝʣʠ, ʦʙʨʘʙʘʪʳʚʘʶʪʩʷ ʧʨʝʜʧʦʩʣʝʜʥʠʤʠ (ʩʤ. ʧ. 4.7.2.3). ʎʋʇ ʚʳʧʦʣʥʷʝʪ 

ʵʪʠ ʦʧʝʨʘʮʠʠ ʘʚʪʦʤʘʪʠʯʝʩʢʠ.  
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4.7.2.1. ʇʨʘʚʠʣʘ ʜʣʷ ʙʝʩʧʨʦʚʦʜʥʳʭ ʩʝʪʝʡ 

ʎʋʇ ʧʦʟʚʦʣʷʝʪ ʩʦʟʜʘʚʘʪʴ ʇʨʘʚʠʣʘ, ʯʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ ʟʘʱʠʪʫ ʪʨʘʬʠʢʘ ʠ ʩʪʨʦʛʫʶ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʜʣʷ ʇʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʙʝʩʧʨʦʚʦʜʥʳʭ (WiFi) ʩʝʪʷʭ. ʕʪʠ ʇʨʘʚʠʣʘ ʦʧʨʝʜʝʣʷʶʪ 

ʇʦʣʠʪʠʢʫ, ʦʩʥʦʚʘʥʥʫʶ ʥʘ ʨʘʩʧʦʣʦʞʝʥʠʠ, ʛʜʝ ʇʦʣʴʟʦʚʘʪʝʣʶ ʨʘʟʨʝʰʝʥ ʜʦʩʪʫʧ ʢ ʟʘʱʠʱʘʝʤʳʤ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʤ ʨʝʩʫʨʩʘʤ ʥʘ ʦʩʥʦʚʘʥʠʠ ʝʛʦ ʨʘʩʧʦʣʦʞʝʥʠʷ ʚ ʦʧʨʝʜʝʣʝʥʥʦʤ ʘʜʨʝʩʥʦʤ 

ʧʨʦʩʪʨʘʥʩʪʚʝ, ʧʨʝʜʩʪʘʚʣʝʥʥʦʤ ʚ ʚʠʜʝ ʇʦʜʩʝʪʠ ʠʣʠ IP ɼʠʘʧʘʟʦʥʘ. ɽʩʪʴ ʥʝʩʢʦʣʴʢʦ ʧʨʠʯʠʥ ʜʣʷ 

ʩʦʟʜʘʥʠʷ ʵʪʠʭ ʇʨʘʚʠʣ, ʯʪʦʙʳ ʟʘʱʠʪʠʪʴ ʩʝʛʤʝʥʪ ʙʝʩʧʨʦʚʦʜʥʦʡ ʩʝʪʠ ʩ IKE/IPsec: 

- Wired Equivalent Privacy (WEP) ʧʨʦʪʦʢʦʣ ʧʦʪʝʥʮʠʘʣʴʥʦ ʫʷʟʚʠʤ; 

- ʂʘʢ ʪʦʣʴʢʦ ʩʝʛʤʝʥʪ ʧʨʦʚʦʜʥʦʡ ʩʝʪʠ ʟʘʱʠʱʝʥ ɺʏʉ, ʤʦʞʥʦ ʧʦʩʪʨʦʠʪʴ ʚʠʨʪʫʘʣʴʥʳʝ 

ʩʝʪʠ, ʦʩʥʦʚʘʥʥʳʝ ʥʘ IPsec ʚ ʦʜʥʦʡ ʬʠʟʠʯʝʩʢʦʡ WiFi-ʩʝʪʠ; 

- ɸʫʪʝʥʪʠʬʠʮʠʨʦʚʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ, ʥʘʭʦʜʷʱʠʝʩʷ ʚʥʫʪʨʠ ʩʝʪʠ, ʤʦʛʫʪ ʙʝʟʦʧʘʩʥʦ 

ʦʙʤʝʥʠʚʘʪʴʩʷ ʠʥʬʦʨʤʘʮʠʝʡ ʟʘ ʝʝ ʛʨʘʥʠʮʘʤʠ.  

ʈʘʩʧʦʣʦʞʝʥʠʝ ʦʧʨʝʜʝʣʷʝʪʩʷ ʧʨʠ ʩʦʟʜʘʥʠʠ ʇʨʘʚʠʣʘ, ʚ ʯʘʩʪʥʦʩʪʠ, ʢʦʛʜʘ ʦʧʨʝʜʝʣʷʶʪʩʷ 

ʠʩʪʦʯʥʠʢʠ(ʠ) ʠ ʧʨʠʝʤʥʠʢ(ʠ), ʢʦʪʦʨʳʤʠ ʫʧʨʘʚʣʷʝʪ ʇʨʘʚʠʣʦ. ʈʘʩʧʦʣʦʞʝʥʠʷ ʧʦʷʚʣʷʶʪʩʷ ʚ ʧʦʣʷʭ 

ʀʩʪʦʯʥʠʢ ʠ ʇʨʠʝʤʥʠʢ ʊʘʙʣʠʮʳ ɻʇɹ. ʇʦʣʴʟʦʚʘʪʝʣ ɹ ʠ ɻʨʫʧʧʳ ʤʦʛʫʪ ʦʧʨʝʜʝʣʷʪʴʩʷ ʢʘʢ 

ʦʩʦʙʳʝ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ ʚ ʧʨʝʜʝʣʘʭ ʨʘʩʧʦʣʦʞʝʥʠʷ - ʪ.ʝ. ʪʘʢʠʝ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ ʤʦʛʫʪ 

ʦʧʨʝʜʝʣʷʪʴ ʧʨʘʚʠʣʘ ʀʩʪʦʯʥʠʢʦʚ ʠʣʠ ʇʨʠʝʤʥʠʢʦʚ ʚʤʝʩʪʝ ʩ IP-ʘʜʨʝʩʘʤʠ, ʩʦʩʪʘʚʣʷʶʱʠʤʠ 

ʈʘʩʧʦʣʦʞʝʥʠʝ. ʃʶʙʳʝ ʯʣʝʥʳ ɻʨʫʧʧʳ, ʢʦʪʦʨʳʝ ʥʝ ʷʚʣʷʶʪʩʷ ʇʦʣʴʟʦʚʘʪʝʣʷʤʠ, ʙʫʜʫʪ 

ʠʛʥʦʨʠʨʦʚʘʪʴʩʷ, ʢʦʛʜʘ ʧʨʠʤʝʥʷʝʪʩʷ ʧʨʘʚʠʣʦ, ʦʩʥʦʚʘʥʥʦʝ ʥʘ ʨʘʩʧʦʣʦʞʝʥʠʠ. ʇʦʣʠʪʠʢʠ, 

ʦʩʥʦʚʘʥʥʳʝ ʥʘ ʨʘʩʧʦʣʦʞʝʥʠʠ, ʤʦʛʫʪ ʧʨʠʤʝʥʷʪʴ ʜʝʡʩʪʚʠʷ PASS, DROP ʠ ʰʠʬʨʦʚʘʥʠʷ ʠ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʣʶʙʦʡ ʢʦʤʙʠʥʘʮʠʠ ʉʝʪʝʚʳʭ ʉʝʨʚʠʩʦʚ. ɺ ʵʪʦʤ ʩʤʳʩʣʝ ʇʦʣʠʪʠʢʠ, ʦʩʥʦʚʘʥʥʳʝ 

ʥʘ ʨʘʩʧʦʣʦʞʝʥʠʠ, ʥʝ ʦʪʣʠʯʘʶʪʩʷ ʦʪ çʦʙʳʯʥʳʭè ʇʦʣʠʪʠʢ.  

4.7.2.2. ʆʧʠʩʘʥʠʝ WIFI ʩʮʝʥʘʨʠʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʇʦʣʠʪʠʢʠ, ʦʩʥʦʚʘʥʥʦʡ 
ʥʘ ʨʘʩʧʦʣʦʞʝʥʠʠ POLICY 

ʊʠʧʠʯʥʳʡ ʩʮʝʥʘʨʠʡ ʩʝʪʠ ʩ WiFi-ʩʝʛʤʝʥʪʦʤ ʧʦʢʘʟʘʥ ʥʘ ʨʠʩʫʥʢʝ (ʩʤ. ʈʠʩʫʥʦʢ 17). 

 

ʈʠʩʫʥʦʢ 17 ï ʉʝʪʴ ʩ WiFi-ʩʝʛʤʝʥʪʦʤ 
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ɼʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʧʨʘʚʠʣʴʥʦ ʥʘʩʪʨʦʠʪʴ ʙʝʩʧʨʦʚʦʜʥʦʡ ʩʝʛʤʝʥʪ ʜʘʥʥʦʛʦ ʦʙʨʘʟʮʘ ʩʝʪʠ, 

ʥʘʜʦ ʧʨʠʜʝʨʞʠʚʘʪʴʩ ̫ʩʣʝʜʫʶʱʠʭ ʨʫʢʦʚʦʜʷʱʠʭ ʧʨʠʥʮʠʧʦʚ: 

1) ʇʦʣʴʟʦʚʘʪʝʣʴ1 ʠ ʇʦʣʴʟʦʚʘʪʝʣʴ2, ʨʘʜʠ ʫʜʦʙʩʪʚʘ, ʜʦʣʞʥʳ ʙʳʪʴ ʯʣʝʥʘʤʠ ɻʨʫʧʧʳ 

(ʧʨʠ ʫʩʣʦʚʠʠ, ʯʪʦ ʦʥʠ ʠʤʝʶʪ ʦʜʠʥʘʢʦʚʳʡ ʫʨʦʚʝʥʴ ʜʦʩʪʫʧʘ ʢ ʟʘʱʠʱʘʝʤʳʤ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʤ ʨʝʩʫʨʩʘʤ). ʅʘʟʦʚʝʤ ʵʪʫ ɻʨʫʧʧʫ Wireless Group. 

2) ʉʦʟʜʘʪʴ ʇʦʜʩʝʪʴ ʠʣʠ ʆʙʲʝʢʪ IP ɼʠʘʧʘʟʦʥʘ ʩ ʘʜʨʝʩʥʳʤ ʧʨʦʩʪʨʘʥʩʪʚʦʤ WiFi-ʩʝʪʠ. 

ʅʘʟʦʚʝʤ ʵʪʦʪ ʆʙʲʝʢʪ Wireless ʇʦʜʩʝʪʴ. 

3) ʏʪʦʙʳ ʇʦʣʴʟʦʚʘʪʝʣʴ1 ʠ ʇʦʣʴʟʦʚʘʪʝʣʴ2 ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʣʠ ʜʨʫʛ ʩ ʜʨʫʛʦʤ ʯʝʨʝʟ 

ʟʘʱʠʱʝʥʥʳʡ ʧʨʦʪʦʢʦʣ ʚʥʫʪʨʠ WiFi-ʩʝʪʠ ʥʘʜʦ ʩʦʟʜʘʪʴ ʇʨʘʚʠʣʦ ʩ ʧʘʨʘʤʝʪʨʘʤʠ (ʩʤ. 

ʊʘʙʣʠʮʘ 2). 

ʊʘʙʣʠʮʘ 2 ï ʇʘʨʘʤʝʪʨʳ ʇʨʘʚʠʣʘ ʜʣʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʚʥʫʪʨʠ WiFi-ʩʝʪʠ 

ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ʀʩʪʦʯʥʠʢ Wireless Group @location: Wireless Subnet 

ʇʨʠʝʤʥʠʢ  Wireless Group @location: Wireless ʇʦʜʩʝʪʴ 

ɼʝʡʩʪʚʠʝ ʃʶʙʦʝ ʜʝʡʩʪʚʠʝ, ʢʦʪʦʨʦʝ ʠʩʧʦʣʴʟʫʝʪ ʰʠʬʨʦʚʘʥʠʝ 

4) ʏʪʦʙʳ ʜʚʘ ʵʪʠʭ ʇʦʣʴʟʦʚʘʪʝʣʷ ʠʤʝʣʠ ʙʝʟʦʧʘʩʥʳʡ ʜʦʩʪʫʧ ʚ ʩʝʪʴ ʀʥʪʝʨʥʝʪ ʥʘʜʦ 

ʩʦʟʜʘʪʴ ʇʨʘʚʠʣʦ ʩʦ ʩʣʝʜʫʶʱʠʤʠ ʧʘʨʘʤʝʪʨʘʤʠ (ʩʤ. ʊʘʙʣʠʮʘ 3). ʅʘ ʐʣʶʟʝ 

Firewall+ɺʏʉ ʰʠʬʨʫʝʪʩʷ ʪʨʘʬʠʢ. 

ʊʘʙʣʠʮʘ 3 - ʇʘʨʘʤʝʪʨʳ ʇʨʘʚʠʣʘ ʜʣʷ ʙʝʟʦʧʘʩʥʦʛʦ ʜʦʩʪʫʧʘ ʚ ʩʝʪʴ ʀʥʪʝʨʥʝʪ 

ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ʀʩʪʦʯʥʠʢ Wireless Group @location: Wireless Subnet 

ʇʨʠʝʤʥʠʢ Internet 

ɼʝʡʩʪʚʠʝ ʃʶʙʦʝ ʜʝʡʩʪʚʠʝ, ʢʦʪʦʨʦʝ ʠʩʧʦʣʴʟʫʝʪ ʰʠʬʨʦʚʘʥʠʝ 

5) ʏʪʦʙʳ ʜʚʘ ʵʪʠʭ ʇʦʣʴʟʦʚʘʪʝʣʷ ʠʤʝʣʠ ʥʝʰʠʬʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ (ʦʪʢʨʳʪʳʡ ʪʨʘʬʠʢ) 

ʚ/ʠʟ ʍʦʩʪ1, ʥʘʭʦʜʷʩʴ ʚʥʫʪʨʠ WiFi-ʩʝʪʠ (ʩʤ. ʊʘʙʣʠʮʘ 4), ʠ ʟʘʱʠʱʝʥʥʳʡ ʜʦʩʪʫʧ 

(ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʪʨʘʬʠʢ) ʚ/ʠʟ ʭʦʩʪʘ ʠʟ ʩʝʪʠ ʀʥʪʝʨʥʝʪ (ʩʤ. ʊʘʙʣʠʮʘ 5), ʥʘʜʦ ʩʦʟʜʘʪʴ 

ʜʚʘ ʇʨʘʚʠʣʘ. 

ʊʘʙʣʠʮʘ 4 ï ʇʘʨʘʤʝʪʨʳ ʇʨʘʚʠʣʘ ʜʣʷ ʜʦʩʪʫʧʘ ʧʦ ʦʪʢʨʳʪʦʤʫ (ʥʝʰʠʬʨʦʚʘʥʥʦʤʫ) ʢʘʥʘʣʫ ʩʚʷʟʠ 

ʦʪʥʦʩʠʪʝʣʴʥʦ ʍʦʩʪ1, ʥʘʭʦʜʷʩʴ ʚʥʫʪʨʠ WiFi-ʩʝʪʠ 

ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ʀʩʪʦʯʥʠʢ Wireless Group @location: Wireless Subnet 
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ʇʨʠʝʤʥʠʢ ʍʦʩʪ1 

ɼʝʡʩʪʚʠʝ Pass 

ʊʘʙʣʠʮʘ 5 - ʇʘʨʘʤʝʪʨʳ ʇʨʘʚʠʣʘ ʜʣʷ ʟʘʱʠʱʝʥʥʦʛʦ ʜʦʩʪʫʧʘ ʧʦ ʰʠʬʨʦʚʘʥʥʦʤʫ ʢʘʥʘʣʫ ʩʚʷʟʠ 

ʦʪʥʦʩʠʪʝʣʴʥʦ ʍʦʩʪ1 ʠʟ ʩʝʪʠ ʀʥʪʝʨʥʝʪ 

ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ʀʩʪʦʯʥʠʢ Wireless Group 

ʇʨʠʝʤʥʠʢ ʍʦʩʪ1 

ɼʝʡʩʪʚʠʝ ʃʶʙʦʝ ʜʝʡʩʪʚʠʝ, ʢʦʪʦʨʦʝ ʠʩʧʦʣʴʟʫʝʪ ʰʠʬʨʦʚʘʥʠʝ 

6) ʏʪʦʙʳ ʜʚʘ ʵʪʠʭ ʇʦʣʴʟʦʚʘʪʝʣʷ ʠʤʝʣʠ ʰʠʬʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ ʢ ʍʦʩʪ2, ʢʘʢ ʚʥʫʪʨʠ 

WiFi-ʩʝʪʠ (ʩʤ. ʊʘʙʣʠʮʘ 6), ʪʘʢ ʠ ʠʟ ʩʝʪʠ ʀʥʪʝʨʥʝʪ (ʩʤ. ʊʘʙʣʠʮʘ 7), ʥʘʜʦ ʩʦʟʜʘʪʴ ʜʚʘ 

ʇʨʘʚʠʣʘ. 

ʊʘʙʣʠʮʘ 6 - ʇʘʨʘʤʝʪʨʳ ʇʨʘʚʠʣʘ ʜʣʷ ʰʠʬʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ ʦʪʥʦʩʠʪʝʣʴʥʦ ʍʦʩʪ2 ʚʥʫʪʨʠ WiFi-

ʩʝʪʠ 

ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ʀʩʪʦʯʥʠʢ Wireless Group @location: Wireless Subnet 

ʇʨʠʝʤʥʠʢ ʍʦʩʪ2 

ɼʝʡʩʪʚʠʝ ʃʶʙʦʝ ʜʝʡʩʪʚʠʝ, ʢʦʪʦʨʦʝ ʧʨʠʤʝʥʷʝʪ ʰʠʬʨʦʚʘʥʠʝ 

ʊʘʙʣʠʮʘ 7 - ʇʘʨʘʤʝʪʨʳ ʇʨʘʚʠʣʘ ʜʣʷ ʰʠʬʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ ʦʪʥʦʩʠʪʝʣʴʥʦ ʍʦʩʪ2 ʠʟ ʩʝʪʠ 

ʀʥʪʝʨʥʝʪ 

ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ʀʩʪʦʯʥʠʢ Wireless Group 

ʇʨʠʝʤʥʠʢ ʍʦʩʪ2 

ɼʝʡʩʪʚʠʝ ʃʶʙʦʝ ʜʝʡʩʪʚʠʝ, ʢʦʪʦʨʦʝ ʧʨʠʤʝʥʷʝʪ ʰʠʬʨʦʚʘʥʠʝ  

7) ʏʪʦʙʳ ʜʚʘ ʵʪʠʭ (ʠ ʣʶʙʦʡ ʜʨʫʛʦʡ) ʇʦʣʴʟʦʚʘʪʝʣʷ ʠʤʝʣʠ ʟʘʱʠʱʝʥʥʳʡ ʜʦʩʪʫʧ ʢ 

ʍʦʩʪ2, ʥʘʭʦʜʷʩʴ ʚ ʘʜʨʝʩʥʦʤ ʧʨʦʩʪʨʘʥʩʪʚʝ LAN IP (ʩʤ. ʊʘʙʣʠʮʘ 8), ʥʘʜʦ ʩʦʟʜʘʪʴ 

ʩʣʝʜʫʶʱʝʝ ʇʨʘʚʠʣʦ. 

ʊʘʙʣʠʮʘ 8 - ʇʘʨʘʤʝʪʨʳ ʇʨʘʚʠʣʘ ʜʣʷ ʟʘʱʠʱʝʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʍʦʩʪ2, ʥʘʭʦʜʷʩʴ ʚ ʘʜʨʝʩʥʦʤ 

ʧʨʦʩʪʨʘʥʩʪʚʝ LAN IP 

ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ʀʩʪʦʯʥʠʢ LAN 
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ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ʇʨʠʝʤʥʠʢ ʍʦʩʪ2 

ɼʝʡʩʪʚʠʝ ʃʶʙʦʝ ʜʝʡʩʪʚʠʝ, ʢʦʪʦʨʦʝ ʧʨʠʤʝʥʷʝʪ ʰʠʬʨʦʚʘʥʠʝ  

 

 

ʏʪʦʙʳ ʣʶʙʦʡ ʇʦʣʴʟʦʚʘʪʝʣʴ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʩʦʝʜʠʥʠʪʴʩʷ ʩ ʙʝʩʧʨʦʚʦʜʥʦʡ ʪʦʯʢʦʡ 

ʜʦʩʪʫʧʘ, ʤʦʛ ʫʯʘʩʪʚʦʚʘʪʴ ʚ ʙʝʟʦʧʘʩʥʳʭ ʢʦʤʤʫʥʠʢʘʮʠʷʭ, ʩʣʝʜʫʝʪ ʦʧʨʝʜʝʣʠʪʴ ʧʨʘʚʠʣʦ, 

ʯʝʡ ʀʩʪʦʯʥʠʢ ʙʫʜʝʪ Any ʆʙʲʝʢʪ @location: Wireless Subnet. ʆʜʥʘʢʦ ʩʣʝʜʫʝʪ ʫʯʠʪʳʚʘʪʴ, 

ʯʪʦ ʵʪʦ ʩʜʝʣʘʝʪ ʩʝʪʴ ʜʦʩʪʫʧʥʦʡ (ʠʣʠ, ʪʦʯʥʝʝ ʩʢʘʟʘʪʴ, ʣʶʙʦʡ ʩʝʛʤʝʥʪ ʩʝʪʠ ʦʧʨʝʜʝʣʷʝʪʩʷ ʚ 

ʇʨʠʝʤʥʠʢʝ ʇʨʘʚʠʣʘ) ʜʣʷ ʚʩʝʭ, ʥʘʭʦʜʷʱʠʭʩʷ ʚ ʧʨʝʜʝʣʘʭ ʨʘʜʠʫʩʘ ʜʝʡʩʪʚʠʷ ʪʦʯʢʠ 

ʜʦʩʪʫʧʘ. ʊʘʢʠʝ ʬʫʥʢʮʠʦʥʘʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ, ʪʝʤ ʥʝ ʤʝʥʝʝ, ʤʦʛʫʪ ʙʳʪʴ ʧʦʣʝʟʥʳ, ʧʨʠ 

ʫʩʣʦʚʠʠ, ʯʪʦ ʆʙʲʝʢʪ(ʳ) ʎʝʣʴ ʚʳʙʨʘʥ ʩ ʦʩʦʙʦʡ ʪʱʘʪʝʣʴʥʦʩʪʴʶ. ʅʘʧʨʠʤʝʨ, ʤʦʞʥʦ 

ʫʢʘʟʘʪʴ, ʯʪʦ ʢʘʞʜʦʤʫ ʢʣʠʝʥʪʫ ʠʣʠ ʜʠʩʪʨʠʙʴʶʪʦʨʫ, ʢʦʪʦʨʳʡ ʧʨʠʭʦʜʠʪ ʚ ʦʬʠʩ ʠ ʫ 

ʢʦʪʦʨʦʛʦ ʝʩʪʴ ʧʦʨʪʘʪʠʚʥʳʡ ʢʦʤʧʴʶʪʝʨ ʩ ʙʝʩʧʨʦʚʦʜʥʦʡ ʢʘʨʪʦʡ, ʨʘʟʨʝʰʝʥ ʜʦʩʪʫʧ ʢ 

ʩʧʝʮʠʘʣʴʥʦʤʫ ʩʝʨʚʝʨʫ ʠʣʠ ʧʨʦʩʪʦ ʜʦʩʪʫʧ ʢ ʩʝʪʠ ʀʥʪʝʨʥʝʪ ʙʝʟ ʨʠʩʢʘ ʜʣʷ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʦʩʪʘʣʴʥʦʡ ʩʝʪʠ. 

4.7.2.3. ʆʧʮʠʠ ANY ʠ INTERNET ʆʙʲʝʢʪʳ 

ʂʨʦʤʝ ʚʦʟʤʦʞʥʦʩʪʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʥʘʙʦʨ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ, ʜʦʩʪʫʧʥʳʤʠ ʷʚʣʷʶʪʩʷ 

ʝʱʝ ʜʚʝ ʦʧʮʠʠ: Any ʠ Internet  ʆʙʲʝʢʪʳ. ʕʪʠ ʆʙʲʝʢʪʳ ʧʦʷʚʣʷʶʪʩʷ ʚ ʜʠʘʣʦʛʦʚʦʤ ʦʢʥʝ ʚʳʙʦʨ 

ʆʙʲʝʢʪʘ ʇʦʣʠʪʠʢʠ ʚʤʝʩʪʝ ʩ ʜʨʫʛʠʤʠ ʆʙʲʝʢʪʘʤʠ ʇʦʣʠʪʠʢʠ. ɺʳʙʦʨ ʦʜʥʦʛʦ ʠʟ ʵʪʠʭ ʆʙʲʝʢʪʦʚ ʠʣʠ 

ʦʙʦʠʭ ʚ ʢʘʯʝʩʪʚʝ ʀʩʪʦʯʥʠʢʘ ʠʣʠ ʇʨʠʝʤʥʠʢʘ ʇʨʘʚʠʣʘ ʧʨʝʜʩʪʘʚʣʷʝʪ ʙʦʣʴʰʠʝ ʫʜʦʙʩʪʚʘ ʧʨʠ 

ʩʦʟʜʘʥʠʠ ʇʨʘʚʠʣ. ɽʩʣʠ Internet  ʆʙʲʝʢʪ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʘʢ ʀʩʪʦʯʥʠʢ ʠʣʠ ʎʝʣʴ (ʇʨʠʝʤʥʠʢ) 

ʇʨʘʚʠʣʘ ɻʇɹ, ʠ ʫʞʝ ʩʫʱʝʩʪʚʫʶʱʠʡ ɸʛʝʥʪ ʚʳʙʨʘʥ ʜʣʷ ʜʨʫʛʦʛʦ, ʵʪʦ ʟʥʘʯʠʪ, ʯʪʦ ʇʨʘʚʠʣʦ ʙʫʜʝʪ 

ʫʧʨʘʚʣʷʪʴ ʢʦʤʤʫʥʠʢʘʮʠʷʤʠ ʤʝʞʜʫ ʫʢʘʟʘʥʥʳʤ ɸʛʝʥʪʦʤ ʠ ʣʶʙʳʤ ʚʦʟʤʦʞʥʳʤ ʫʟʣʦʤ 

ʢʦʤʤʫʥʠʢʘʮʠʡ, ʨʘʩʧʦʣʦʞʝʥʥʳʤ ʚ ʀʥʪʝʨʥʝʪ-ʟʦʥʝ (ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʦʧʨʝʜʝʣʝʥ ʦʥ ʚ ɻʇɹ ʠʣʠ 

ʥʝʪ). ʊʘʢʠʝ ʇʨʘʚʠʣʘ Internet -ɸʛʝʥʪʘ ʙʫʜʫʪ ʧʨʠʤʝʥʷʪʴʩʷ ʧʦʩʣʝ ʦʙʨʘʙʦʪʢʠ ʚʩʝʭ ʇʨʘʚʠʣ agent-

agent. 

ɽʣʠ Any ʆʙʲʝʢʪ ʠʩʧʦʣʴʟʫʝʪʩʷ, ʢʘʢ ʀʩʪʦʯʥʠʢ ʠ ʇʨʠʝʤʥʠʢ ʧʨʘʚʠʣʘ ɻʇɹ ʠ 

ʩʫʱʝʩʪʚʫʶʱʠʡ ɸʛʝʥʪ ʚʳʙʨʘʥ ʜʣʷ ʜʨʫʛʦʛʦ, ʵʪʦ ʟʥʘʯʠʪ, ʯʪʦ ʇʨʘʚʠʣʦ ʙʫʜʝʪ ʫʧʨʘʚʣʷʪʴ 

ʢʦʤʤʫʥʠʢʘʮʠʷʤʠ ʤʝʞʜʫ ʫʢʘʟʘʥʥʳʤ ɸʛʝʥʪʦʤ ʠ ʣʶʙʳʤ ʜʨʫʛʠʤ ʦʙʲʝʢʪʦʤ ʠʟ ʩʝʪʠ ʀʥʪʝʨʥʝʪ 

(ʚʢʣʶʯʘʷ ʦʙʲʝʢʪʳ, ʦʧʠʩʘʥʥʳʝ ʚ ɻʇɹ), ʢʦʪʦʨʳʡ ʧʦʧʳʪʘʝʪʩʷ ʦʙʤʝʥʷʪʴʩʷ ʩ ʥʠʤ ʠʥʬʦʨʤʘʮʠʝʡ ʠ 

ʝʱʝ ʥʝ ʚʢʣʶʯʝʥ ʚ ʇʨʘʚʠʣʦ ʵʪʠʤ ɸʛʝʥʪʦʤ. ɽʩʣʠ Any ʆʙʲʝʢʪ ʠʩʧʦʣʴʟʫʝʪʩʷ ʠ ʢʘʢ ʀʩʪʦʯʥʠʢ, ʠ 

ʢʘʢ ʇʨʠʝʤʥʠʢ (ʎʝʣʴ) ʇʨʘʚʠʣʘ, ʵʪʦ ʧʨʘʚʠʣʦ ʙʫʜʝʪ ʫʧʨʘʚʣʷʪʴ ʚʩʝʤʠ ʢʦʤʤʫʥʠʢʘʮʠʷʤʠ ʤʝʞʜʫ 

ʣʶʙʳʤʠ ʜʚʫʤʷ ɸʛʝʥʪʘʤʠ, ʝʩʣʠ ʵʪʫ ʢʦʤʤʫʥʠʢʘʮʠʶ ʥʝ ʨʝʛʫʣʠʨʫʝʪ ʜʨʫʛʦʝ ʇʨʘʚʠʣʦ. ʊʘʢʠʝ Any-

Any ʇʨʘʚʠʣʘ ʚʩʝʛʜʘ ʙʫʜʫʪ ʧʨʠʤʝʥʷʪʴʩʷ ʚ ʧʦʩʣʝʜʥʶʶ ʦʯʝʨʝʜʴ, ʧʦʩʣʝ ʦʙʨʘʙʦʪʢʠ ʚʩʝʭ ʦʩʪʘʣʴʥʳʭ 

ʇʨʘʚʠʣ ɹʝʟʦʧʘʩʥʦʩʪʠ. ʇʦʜʦʙʥʳʤ ʦʙʨʘʟʦʤ, ʚʩʝ ʇʨʘʚʠʣʘ Any-ɸʛʝʥʪʘ ʙʫʜʫʪ ʧʨʠʤʝʥʷʪʴʩʷ 

ʧʨʝʜʧʦʩʣʝʜʥʠʤʠ, ʧʦʩʣʝ ʚʩʝʭ ʦʩʪʘʣʴʥʳʭ ʧʨʘʚʠʣ, ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʇʨʘʚʠʣʘ Any- Any, ʝʩʣʠ 



48 

ʄʂɽʖ.00631-01 32 01 

  

ʪʘʢʦʚʦʝ ʠʤʝʝʪʩʷ. ʆʧʮʠʶ Any ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʩʦʟʜʘʥʠʷ ʥʝʧʦʣʥʳʭ ʧʨʘʚʠʣ ʠʣʠ 

ʰʘʙʣʦʥʦʚ. 

4.7.2.4. ʇʨʘʚʠʣʘ ʠ ʚʣʦʞʝʥʥʳʝ ʇʨʘʚʠʣʘ 

ɺʘʞʥʳʤ ʘʩʧʝʢʪʦʤ ʩʦʟʜʘʥʠʷ ʧʨʘʚʠʣ ʷʚʣʷʝʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ ʩʦʟʜʘʪʴ ʠʝʨʘʨʭʠʯʝʩʢʦʝ 

ʜʝʨʝʚʦ ʵʪʠʭ ʇʨʘʚʠʣ, ʢʦʪʦʨʳʝ ʦʪʚʝʯʘʣʠ ʙʳ ʪʨʝʙʦʚʘʥʠʷʤ ʉʨʝʜʳ ɹʝʟʦʧʘʩʥʦʩʪʠ. ʄʦʞʥʦ ʩʦʟʜʘʪʴ 

çʦʩʥʦʚʥʳʝè ʇʨʘʚʠʣʘ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʧʨʠʤʝʥʷʪʴʩʷ ʢʦ ʤʥʦʛʠʤ ɸʛʝʥʪʘʤ, ʘ ʟʘʪʝʤ ʩʧʝʮʠʘʣʴʥʳʝ 

ʇʨʘʚʠʣʘ ʜʣʷ çʦʩʦʙʳʭ ʩʣʫʯʘʝʚè ʠʣʠ ʠʩʢʣʶʯʝʥʠʡ ʠʟ ʦʩʥʦʚʥʳʭ ʇʨʘʚʠʣ. çʈʦʜʠʪʝʣʴʩʢʠʝè ʇʨʘʚʠʣʘ 

ʧʦ ʩʚʦʝʡ ʩʫʪʠ ʙʦʣʝʝ ʛʣʦʙʘʣʴʥʳ, ʚ ʦʪʣʠʯʠʝ ʦʪ çʜʦʯʝʨʥʠʭè ʇʨʘʚʠʣ, ʢʦʪʦʨʳʝ ʙʦʣʝʝ ʩʧʝʮʠʬʠʯʥʳ. 

ʇʨʠʤʝʨ: 

ɽʩʪʴ 100 ɿɸʉʊɸɺɸ-ʆʬʠʩ, ʦʙʲʝʜʠʥʝʥʥʳʭ ʚ ʦʜʥʫ ɻʨʫʧʧʫ ʚ ʦʜʥʦʤ ʦʪʜʝʣʝ, ʠ 100 

ɿɸʉʊɸɺɸ-ʆʬʠʩ ʦʙʲʝʜʠʥʝʥʥʳʭ ʚʦ ʚʪʦʨʫʶ ɻʨʫʧʧʫ ʚ ʜʨʫʛʦʤ ʦʪʜʝʣʝ ʢʦʤʧʘʥʠʠ. ʉʦʪʨʫʜʥʠʢʘʤ ʵʪʠʭ 

ʦʪʜʝʣʦʚ, ʟʘ ʥʝʙʦʣʴʰʠʤ ʠʩʢʣʶʯʝʥʠʝʤ, ʥʫʞʥʦ ʦʧʨʝʜʝʣʝʥʥʳʤ ʦʙʨʘʟʦʤ ʦʙʤʝʥʠʚʘʪʴʩʷ 

ʠʥʬʦʨʤʘʮʠʝʡ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʤʦʞʥʦ ʧʨʠʤʝʥʷʪʴ ʦʜʠʥʘʢʦʚʳʝ ʧʨʘʚʠʣʘ ʦʙʨʘʙʦʪʢʠ ʪʨʘʬʠʢʘ ʧʦʯʪʠ 

ʢʦ ʚʩʝʤ 100 ɿɸʉʊɸɺɸ-ʆʬʠʩ ʚ ʧʝʨʚʦʡ ɻʨʫʧʧʝ ʠ ʧʦʯʪʠ ʢʦ ʚʩʝʤ ɿɸʉʊɸɺɸ-ʆʬʠʩ ʚʦ ʚʪʦʨʦʡ ɻʨʫʧʧʝ, 

ʟʘ ʥʝʙʦʣʴʰʠʤ ʠʩʢʣʶʯʝʥʠʝʤ. ʆʧʨʝʜʝʣʠʪʴ ʧʨʘʚʠʣʘ ʦʩʥʦʚʥʦʛʦ ʜʝʨʝʚʘ ʜʣʷ ʢʘʞʜʦʡ 

ʠʥʜʠʚʠʜʫʘʣʴʥʦʡ ɿɸʉʊɸɺɸ-ʆʬʠʩ ï ɿɸʉʊɸɺɸ-ʆʬʠʩ ʢʦʤʤʫʥʠʢʘʮʠʠ, ʧʦʩʢʦʣʴʢʫ ʵʪʠ ʠʩʢʣʶʯʝʥʠʷ 

ʙʦʣʝʝ ʩʣʦʞʥʳʝ, ʠ ʦʥʠ ʟʘʛʨʦʤʦʞʜʘʶʪ ʦʩʥʦʚʥʦʝ ʜʝʨʝʚʦ ʵʪʠʤʠ ʦʩʦʙʳʤʠ ʩʣʫʯʘʷʤʠ. ʇʦʵʪʦʤʫ 

ʣʫʯʰʝ ʠʩʧʦʣʴʟʦʚʘʪʴ çʜʦʯʝʨʥʠʝè ʇʨʘʚʠʣʘ (ʚʣʦʞʝʥʥʳʝ ʇʨʘʚʠʣʘ): ʩʦʟʜʘʪʴ ʤʝʞʜʫ ʜʚʫʤʷ ɻʨʫʧʧʘʤʠ 

ʦʜʥʦ ʦʩʥʦʚʥʦʝ ʇʨʘʚʠʣʦ, ʘ ʟʘʪʝʤ çʜʦʯʝʨʥʠʝè; ʵʪʠ ʚʣʦʞʝʥʥʳʝ ʇʨʘʚʠʣʘ ʙʫʜʫʪ ʧʨʝʜʩʪʘʚʣʷʪʴ 

ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʦʩʥʦʚʥʦʛʦ ʇʨʘʚʠʣʘ. ʊʘʢʠʝ ʨʦʜʠʪʝʣʴʩʢʠʝ/ʜʦʯʝʨʥʠʝ ʦʪʥʦʰʝʥʠʷ ʤʝʞʜʫ ʇʨʘʚʠʣʘʤʠ 

ʤʦʞʥʦ ʩʬʦʨʤʫʣʠʨʦʚʘʪʴ ʪʘʢ: çɺʩʝ 100 ɿɸʉʊɸɺɸ-ʆʬʠʩ ʚ ʧʝʨʚʦʡ ɻʨʫʧʧʝ ʙʫʜʫʪ ʦʙʤʝʥʠʚʘʪʴʩʷ 

ʠʥʬʦʨʤʘʮʠʝʡ ʩʦ ʚʩʝʤʠ 100 ɿɸʉʊɸɺɸ-ʆʬʠʩ ʚʦ ʚʪʦʨʦʡ ɻʨʫʧʧʝ, ʢʨʦʤʝ ɿɸʉʊɸɺɸ-ʆʬʠʩ ʥʦʤʝʨ 86 ʚ 

ɻʨʫʧʧʝ 1, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʧʦ-ʜʨʫʛʦʤʫ ʦʙʤʝʥʠʚʘʪʴʩʷ ʠʥʬʦʨʤʘʮʠʝʡ ʩ ɿɸʉʊɸɺɸ-ʆʬʠʩ ʥʦʤʝʨ 47 ʚ 

ɻʨʫʧʧʝ 2.è 

 

ʊʘʢ ʞʝ, ʢʘʢ ʠ ʇʨʘʚʠʣʘ ʚ ʦʩʥʦʚʥʦʤ ʜʝʨʝʚʝ, ʚʣʦʞʝʥʥʳʝ ʧʨʘʚʠʣʘ ʤʦʞʥʦ ʧʨʠʤʝʥʷʪʴ ʚ 

ʣʶʙʦʡ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ ʥʘ ʜʘʥʥʦʤ ʠʝʨʘʨʭʠʯʝʩʢʦʤ ʫʨʦʚʥʝ.  

ʀʩʢʣʶʯʝʥʠʝʤ ʷʚʣʷʶʪʩʷ ʇʨʘʚʠʣʘ "Any-Any", ʢʦʪʦʨʳʝ ʚʩʝʛʜʘ ʦʙʨʘʙʘʪʳʚʘʶʪʩʷ ʚ 

ʧʦʩʣʝʜʥʶʶ ʦʯʝʨʝʜʴ, ʘ ʪʘʢʞʝ ʇʨʘʚʠʣʘ "Any-ɸʛʝʥʪ" ʠ/ʠʣʠ ʧʨʘʚʠʣʘ, ʢʘʩʘʶʱʠʝʩʷ 

ʇʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʦʙʨʘʙʘʪʳʚʘʶʪʩʷ ʧʨʝʜʧʦʩʣʝʜʥʠʤʠ. ʈʦʜʠʪʝʣʴʩʢʦʝ ʇʨʘʚʠʣʦ 

ʧʨʠʤʝʥʷʝʪʩʷ ʪʦʣʴʢʦ ʧʦʩʣʝ ʧʨʠʤʝʥʝʥʠʷ ʚʩʝʭ çʜʦʯʝʨʥʠʭè ʇʨʘʚʠʣ. 

4.7.2.5. ʈʝʛʠʩʪʨʘʮʠʷ ʩʦʙʳʪʠʷ 

ʋʨʦʚʝʥʴ ʨʝʛʠʩʪʨʘʮʠʠ ʩʦʙʳʪʠʷ ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʦʪʜʝʣʴʥʦ ʜʣʷ ʢʘʞʜʦʛʦ ʧʨʘʚʠʣʘ ʚ ɻʇɹ. 

ʋ ʢʘʞʜʦʛʦ ʇʨʘʚʠʣʘ ʝʩʪʴ ʧʘʨʘʤʝʪʨ ʋʨʦʚʝʥʴ ʣʦʛʘ (Log Level), ʚ ʢʦʪʦʨʦʤ ʫʢʘʟʘʥ ʫʨʦʚʝʥʴ 

ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʦʙʳʪʠʷʭ ʩʠʩʪʝʤ,r ʧʫʙʣʠʢʫʶʱʠʡʩʷ ʚ ʞʫʨʥʘʣʝ ʩʦʙʳʪʠʡ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʋʨʦʚʝʥʴ 

ʣʦʛʘ ʫʩʪʘʥʦʚʣʝʥ ʚ ʟʥʘʯʝʥʠʝ ɿʘʙʣʦʢʠʨʦʚʘʥ, ʪ.ʝ. ʩʙʦʨ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʦʙʳʪʠʷʭ ʚ ʩʠʩʪʝʤʝ, 

ʦʪʥʦʩʷʱʠʭʩʷ ʢ ʚʳʙʨʘʥʥʦʤʫ ʇʨʘʚʠʣʫ, ʥʝ ʚʝʜʝʪʩʷ. ʄʦʞʥʦ ʠʟʤʝʥʠʪʴ ʋʨʦʚʝʥʴ ʣʦʛʘ ʥʘ ʜʨʫʛʦʝ 

ʜʦʩʪʫʧʥʦʝ ʟʥʘʯʝʥʠʝ, ʯʪʦʙʳ ʫʨʦʚʝʥʴ ʨʝʛʠʩʪʨʘʮʠʠ ʩʦʙʳʪʠʡ ʩʦʦʪʚʝʪʩʪʚʦʚʘʣ ʪʨʝʙʫʝʤʦʤʫ. 
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ʇʨʦʮʝʩʩ ʩʦʟʜʘʥʠʷ ʇʨʘʚʠʣ 

ɿʘʜʘʯʘ: ʉʦʟʜʘʪʴ ʇʨʘʚʠʣʘ ʤʝʞʜʫ ʆʙʲʝʢʪʘʤʠ ʇʦʣʠʪʠʢʠ, ʢʘʢ ʩʛʨʫʧʧʠʨʦʚʘʥʥʳʤʠ, ʪʘʢ ʠ ʥʝ 

ʩʛʨʫʧʧʠʨʦʚʘʥʥʳʤʠ, ʯʪʦʙʳ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʙʝʟʦʧʘʩʥʳʝ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʤʝʞʜʫ ʵʪʠʤʠ 

ʆʙʲʝʢʪʘʤʠ.  

ʃʦʛʠʯʝʩʢʘʷ ʩʭʝʤʘ: ʇʝʨʝʡʪʠ ʢ ʩʝʢʮʠʠ ʊʘʙʣʠʮʘ ʇʨʘʚʠʣ. ʉʦʟʜʘʪʴ ʇʨʘʚʠʣʦ, ʫʢʘʟʘʚ ʜʚʘ 

ʆʙʲʝʢʪʘ, ʤʝʞʜʫ ʢʦʪʦʨʳʤʠ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʇʨʘʚʠʣʦ. ʄʦʞʥʦ ʫʢʘʟʘʪʴ ʉʝʪʝʚʦʡ ʉʝʨʚʠʩ, 

ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʦ ʇʨʘʚʠʣʦ ʠ ɼʝʡʩʪʚʠʝ, ʢʦʪʦʨʦʝ ʦʥʦ ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʴ. ʄʦʞʥʦ 

ʫʢʘʟʘʪʴ ʫʨʦʚʝʥʴ ʨʝʛʠʩʪʨʘʮʠʠ ʜʣʷ ʵʪʦʛʦ ʇʨʘʚʠʣʘ (ʪ.ʝ. ʫʨʦʚʝʥʴ ʩʦʙʳʪʠʡ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ 

ʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʆʙʲʝʢʪʳ, ʢʦʛʜʘ ʧʨʠʤʝʥʷʝʪʩʷ ʇʨʘʚʠʣʦ). ʊʘʢʞʝ ʜʦʩʪʫʧʝʥ ʚʳʙʦʨ ʄʘʨʰʨʫʪʘ ʜʣʷ 

ʇʨʘʚʠʣʘ, ʫʢʘʟʳʚʘʶʱʠʡ ʰʣʶʟʳ, ʯʝʨʝʟ ʢʦʪʦʨʳʝ ʙʫʜʝʪ ʜʦʩʪʫʧʥʘ ʨʝʘʣʠʟʘʮʠʷ ʇʨʘʚʠʣʘ ʠ 

ʈʘʩʧʠʩʘʥʠʝ, ʦʙʦʟʥʘʯʘʶʱʝʝ ʚʨʝʤʷ ʜʝʡʩʪʚʠʷ ʇʨʘʚʠʣʘ. ʉʦʟʜʘʪʴ ʚʣʦʞʝʥʥʳʝ ʇʨʘʚʠʣʘ (çʜʦʯʝʨʥʠʝè), 

ʯʪʦʙʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʠʭ ʢʘʢ ʠʩʢʣʶʯʝʥʠʷ ʢ ʦʩʥʦʚʥʦʤʫ ʇʨʘʚʠʣʫ.  

ʐʘʛʠ: 

1) ɼʣʷ ʩʦʟʜʘʥʠʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʇʨʘʚʠʪʴ - > ɼʦʙʘʚʠʪʴ - > ʇʨʘʚʠʣʦ ʠʣʠ ʇʨʘʚʠʣʦ ʠʟ 

ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʚ ʊʘʙʣʠʮʝ ʇʨʘʚʠʣ. ɺʚʝʩʪʠ ʫʥʠʢʘʣʴʥʦʝ ʠʤʷ ʜʣ ̫ʇʨʘʚʠʣʘ. 

2) ʋʢʘʟʘʪʴ, ʷʚʣʷʝʪʩʷ ʣʠ ʩʦʟʜʘʚʘʝʤʦʝ ʇʨʘʚʠʣʦ, ʚʣʦʞʝʥʥʳʤ ʇʨʘʚʠʣʦʤ ʢ ʫʞʝ 

ʩʫʱʝʩʪʚʫʶʝɦʤʫ ʚ ʊʘʙʣʠʮʝ ʇʨʘʚʠʣ. ɺʳʙʨʘʪʴ ʈʦʜʠʪʝʣʴʩʢʦʝ ʇʨʘʚʠʣʦ ʠʟ 

ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʧʦʣʷ ʈʦʜʠʪʝʣʴʩʢʘʷ ʩʚʷʟʴ. ɺʣʦʞʝʥʥʦʝ ʇʨʘʚʠʣʦ ʧʦʷʚʠʪʩʷ ʧʦʜ 

ʦʩʥʦʚʥʳʤ ʇʨʘʚʠʣʦʤ ʚ ʊʘʙʣʠʮʝ ʇʨʘʚʠʣ. 

3) ɺʳʙʨʘʪʴ ɼʝʡʩʪʚʠʝ, ʢʦʪʦʨʦʝ ʜʘʥʥʦʝ ʇʨʘʚʠʣʦ ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʴ ʤʝʞʜʫ ʵʪʠʤʠ ʜʚʫʤʷ 

ʆʙʲʝʢʪʘʤʠ ʇʦʣʠʪʠʢʠ. 

4) ɺʳʙʨʘʪʴ ʥʫʞʥʳʡ ʫʨʦʚʝʥʴ ʨʝʛʠʩʪʨʘʮʠʠ ʩʦʙʳʪʠʡ. 

 

ɺʳʙʨʘʪʴ ʆʙʲʝʢʪ ʇʦʣʠʪʠʢʠ ʠ ʫʢʘʟʘʪʴ ʝʛʦ ʢʘʢ ʠʥʠʮʠʘʪʦʨʘ ʙʝʟʦʧʘʩʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ 

(ʀʩʪʦʯʥʠʢ). ɽʩʣʠ ʆʙʲʝʢʪ ʀʩʪʦʯʥʠʢ ʷʚʣʷʝʪʩʷ ʇʦʣʴʟʦʚʘʪʝʣʝʤ, ʪ.ʝ. ʥʘʭʦʜʠʪʩʷ ʚʥʫʪʨʠ 

ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʩʝʛʤʝʥʪʘ ʩʝʪʠ (ʢʘʢ WiFi-ʩʝʛʤʝʥʪ), ʚʳʙʨʘʪʴ ʇʦʜʩʝʪʴ ʠʣʠ IP ɼʠʘʧʘʟʦʥ, 

ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʧʨʝʜʩʪʘʚʣʷʪʴ ʵʪʦʪ ʩʝʛʤʝʥʪ. 

5) ɺʳʙʨʘʪʴ ʆʙʲʝʢʪ ʇʦʣʠʪʠʢʠ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʦʙʤʝʥʠʚʘʪʴʩʷ ʠʥʬʦʨʤʘʮʠʝʡ ʩ 

ʆʙʲʝʢʪʦʤ ʇʦʣʠʪʠʢʠ, ʢʦʪʦʨʳʡ ʫʢʘʟʘʥ ʚ ʰʘʛʝ 2); ʵʪʦ ʙʫʜʝʪ ʆʙʲʝʢʪ ʎʝʣ.ɹ ɽʩʣʠ 

ʆʙʲʝʢʪ ʎʝʣʴ ʷʚʣʷʝʪʩʷ ʇʦʣʴʟʦʚʘʪʝʣʝʤ, ʪ.ʝ. ʥʘʭʦʜʠʪʩʷ ʚʥʫʪʨʠ ʦʧʨʝʜʝʣʝʥʥʦʛʦ 

ʩʝʛʤʝʥʪʘ ʩʝʪʠ (ʢʘʢ WiFi-ʩʝʛʤʝʥʪ), ʚʳʙʨʘʪʴ ʨʘʩʧʦʣʦʞʝʥʠʷ ʇʦʜʩʝʪʴ ʠʣʠ IP ɼʠʘʧʘʟʦʥ, 

ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʧʨʝʜʩʪʘʚʣʷʪʴ ʵʪʦʪ ʩʝʛʤʝʥʪ. 

6) ɺʳʙʨʘʪʴ ʄʘʨʰʨʫʪ, ʦʧʨʝʜʝʣʠʚ ɸʛʝʥʪʦʚ, ʯʝʨʝʟ ʢʦʪʦʨʳʝ ʇʨʘʚʠʣʦ ʙʫʜʝʪ ʩʣʝʜʦʚʘʪʴ. 

7) ɺʳʙʨʘʪʴ ʣʶʙʳʝ ʉʝʪʝʚʳʝ ʉʝʨʚʠʩʳ, ʢʦʪʦʨʳʝ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʘʥʥʦʝ ʇʨʘʚʠʣʦ. 

8) ɺʳʙʨʘʪʴ ʈʘʩʧʠʩʘʥʠʝ ʜʣʷ ʇʨʘʚʠʣʘ. 



50 

ʄʂɽʖ.00631-01 32 01 

  

4.7.2.6. ʋʢʘʟʘʥʠʷ ʧʦ ʨʝʘʣʠʟʘʮʠʠ  

ʇʝʨʝʜ ʘʢʪʠʚʘʮʠʝʡ ɻʇɹ, ʩʦʟʜʘʥʥʦʡ ʚ ʎʋʇ, ʥʘʜʦ ʨʘʩʧʨʝʜʝʣʠʪ ɹʠʩʭʦʜʥʳʝ ʃʇɹ ʢʘʞʜʦʤʫ 

ɸʛʝʥʪʫ. ɺ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ, ʜʘʥʥʘʷ ʃʇɹ ʥʝ ʜʦʧʫʩʪʠʪ ʙʝʟʦʧʘʩʥʫʶ ʢʦʤʤʫʥʠʢʘʮʠʶ, ʢʨʦʤʝ 

ʢʘʢ ʩ ʎʋʇ, ʪ.ʝ. ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʴʩʷ ʇʦʣʠʪʠʢʘ Drop. ʉʣʝʜʫʝʪ ʧʨʠʥʷʪʴ ʚʦ ʚʥʠʤʘʥʠʝ ʥʝʢʦʪʦʨʳʝ 

ʧʦʩʣʝʜʩʪʚʠʷ ʪʘʢʦʡ ʩʠʪʫʘʮʠʠ.  

ɽʩʣʠ, ʧʦ ʥʝʜʦʩʤʦʪʨʫ, ʚ ʎʋʇ ʥʝ ʫʢʘʟʘʥʦ ʇʨʘʚʠʣʦ ɹʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʜʘʥʥʦʛʦ ɸʛʝʥʪʘ, 

ʢʦʪʦʨʦʝ ʧʦʟʚʦʣʷʝʪ ʵʪʦʤʫ ɸʛʝʥʪʫ ʫʯʘʩʪʚʦʚʘʪʴ ʚ ʉʨʝʜʝ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʪʦ ʵʪʦʪ ɸʛʝʥʪ ʥʝ ʩʤʦʞʝʪ 

ʦʙʤʝʥʠʚʘʪʴʩʷ ʠʥʬʦʨʤʘʮʠʝʡ ʩ ʜʨʫʛʠʤ ʫʟʣʦʤ ʚ ʉʨʝʜʝ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʧʦʢʘ ʥʝ ʙʫʜʝʪ ʜʦʙʘʚʣʝʥʦ 

ʇʨʘʚʠʣʦ, ʧʝʨʝʥʝʩʝʥʘ ʠ ʘʢʪʠʚʠʨʦʚʘʥʘ ɻʇɹ, ʠ ʧʦʢʘ ɸʛʝʥʪ ʥʝ ʟʘʛʨʫʟʠʪ ʃʇɹ ʠʟ ʎʋʇ. ʉʶʜʘ ʚʦʡʜʫʪ 

ʚʩʝ ʧʨʠʣʦʞʝʥʠʷ, ʚʢʣʶʯʘʷ ʵʣʝʢʪʨʦʥʥʫʶ ʧʦʯʪʫ ʠ ʜʦʩʪʫʧ ʢ ʩʝʪʝʚʳʤ ʧʨʠʥʪʝʨʘʤ. ʕʪʦ ʤʦʞʝʪ 

ʧʨʦʠʟʦʡʪʠ ʚ ʧʨʦʮʝʩʩʝ ʜʠʩʪʨʠʙʫʮʠʠ ʠʣʠ ʘʢʪʠʚʘʮʠʠ ʠʩʭʦʜʥʦʡ ʃʇɹ ʠʣʠ ʧʨʠ ʦʙʥʦʚʣʝʥʠʠ 

ɻʇɹ/ʃʇɹ (ʚ ʨʝʟʫʣʴʪʘʪʝ ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʳʭ ʫʟʣʦʚ ʚ ʉʨʝʜʝ ɹʝʟʦʧʘʩʥʦʩʪʠ ʠ ʪ.ʜ.). 

ʕʪʦ ʤʦʞʝʪ ʚʳʟʚʘʪʴ ʥʝʛʘʪʠʚʥʳʝ ʧʦʩʣʝʜʩʪʚʠʷ ʚ ʦʨʛʘʥʠʟʘʮʠʠ, ʝʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʠ, 

ʢʦʪʦʨʳʤ ʥʫʞʝʥ ʧʦʩʪʦʷʥʥʳʡ ʜʦʩʪʫʧ ʢ ʩʝʪʝʚʳʤ ʨʝʩʫʨʩʘʤ, ʚʨʝʤʝʥʥʦ ʥʝ ʤʦʛʫʪ ʝʛʦ ʧʦʣʫʯʠʪʴ. ʊʦʛʜʘ 

ʤʦʞʥʦ ʩʦʟʜʘʪʴ ʚʨʝʤʝʥʥʫʶ çʤʷʛʢʫʶè ʇʦʣʠʪʠʢʫ, ʢʦʪʦʨʘʷ ʜʦʧʫʩʢʘʝʪ ʚʩʝ ʩʝʪʝʚʳʝ ʩʦʝʜʠʥʝʥʠʷ ʧʨʠ 

ʟʘʧʫʩʢʝ ʃʇɹ. ɼʣʷ ʵʪʦʛʦ ʩʦʟʜʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʦʝ ʇʨʘʚʠʣʦ (ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ 

ʇʨʘʚʠʣ, ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʩʠʪʫʘʮʠʠ) ʚ ʎʋʇ-ʂʦʥʩʦʣ ɹʠ ʫʢʘʟʘʪʴ, ʯʪʦ ʜʣʷ ʜʘʥʥʦʛʦ ʫʟʣʘ ʠʣʠ ʛʨʫʧʧʳ 

ʫʟʣʦʚ ʚʝʩʴ ʩʝʪʝʚʦʡ ʪʨʘʬʠʢ ʜʦʣʞʝʥ ʙʳʪʴ ʧʨʦʧʫʱʝʥ. ʇʦʩʣʝ ʪʦʛʦ ʢʘʢ ɻʇɹ ʫʩʧʝʰʥʦ ʨʘʟʚʝʨʥʫʪʘ ʠ 

ʫʩʪʘʥʦʚʣʝʥʘ ʥʘ ʣʶʙʦʤ ʫʟʣʝ ʩ çʤʷʛʢʦʡè ʇʦʣʠʪʠʢʦʡ Pass, ʫʜʘʣʠʪʴ ʧʨʘʚʠʣʦ, ʧʝʨʝʥʝʩʪʠ ʠ 

ʘʢʪʠʚʠʨʦʚʘʪʴ ʠʟʤʝʥʝʥʥʫʶ ɻʇɹ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʧʦʣʴʟʦʚʘʪʝʣʠ, ʫ ʢʦʪʦʨʳʭ ʝʩʪʴ ʜʦʩʪʫʧ ʢ 

ʨʘʟʣʠʯʥʳʤ ʩʝʪʝʚʳʤ ʨʝʩʫʨʩʘʤ, ʥʝ ʟʘʤʝʪʷʪ ʠʟʤʝʥʝʥʠʷ, ʘ ʦʥʦ, ʚ ʩʚʦʶ ʦʯʝʨʝʜʴ, ʧʦʟʚʦʣʠʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʙʝʟʦʧʘʩʥʦʝ ʨʝʰʝʥʠʝ ʪʘʢ ʧʣʘʚʥʦ, ʢʘʢ ʵʪʦ ʚʦʟʤʦʞʥʦ. ʉʤ. ʧʨʠʤʝʨʳ ʥʠʞʝ. 

ʇʨʠʤʝʨ 1: 

ʍʦʩʪ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʚ ʧʨʠʚʝʜʝʥʥʦʤ ʚʳʰʝ ʧʨʠʤʝʨʝ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʧʨʠʥʘʜʣʝʞʠʪ 

ʧʦʣʴʟʦʚʘʪʝʣʶ, ʢʦʪʦʨʦʤʫ ʥʫʞʝʥ ʧʦʩʪʦʷʥʥʳʡ ʜʦʩʪʫʧ ʢ ʩʝʪʝʚʳʤ ʨʝʩʫʨʩʘʤ, ʠ ʥʝ ʤʦʞʝʪ ʙʳʪʴ 

ʦʪʨʝʟʘʥ ʦʪ ʵʪʠʭ ʨʝʩʫʨʩʦʚ ʥʠ ʧʦ ʢʘʢʦʡ ʧʨʠʯʠʥʝ. ʄʦʞʥʦ ʩʦʟʜʘʪʴ ʇʨʘʚʠʣʦ ʠʣʠ ʇʨʘʚʠʣʘ, ʯʪʦʙʳ 

ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʟʘʱʠʪʠʪʴ ʩʝʪʝʚʦʡ ʜʦʩʪʫʧ ʜʘʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʉʦʟʜʘʪʴ 

ʇʨʘʚʠʣʦ ʤʝʞʜʫ ɸʛʝʥʪʦʤ, ʢʦʪʦʨʦʛʦ ʥʝʦʙʭʦʜʠʤʦ çʟʘʱʠʪʠʪʴè ʠ ʩʝʪʴʶ (ʠʣʠ ʩʝʪʝʚʳʤ ʫʟʣʦʤ), ʩ 

ʢʦʪʦʨʳʤ ʫ ʵʪʦʛʦ ɸʛʝʥʪʘ ʜʦʣʞʥʘ ʙʳʪʴ ʥʝʧʨʝʨʳʚʥʘʷ ʢʦʤʤʫʥʠʢʘʮʠʷ; ʚʳʙʨʘʪʴ ʜʣʷ ɼʝʡʩʪʚʠʷ Pass. 

ʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʃʇɹ ʟʘʛʨʫʞʝʥʘ ʚ ɸʛʝʥʪ ʠ ʘʢʪʠʚʠʨʦʚʘʥʘ, ʫʜʘʣʠʪʴ ʇʨʘʚʠʣʦ. 

ʇʨʠʤʝʨ 2: 

ɽʩʪʴ ʦʯʝʥʴ ʙʦʣʴʰʘʷ ɻʇɹ (ʠ, ʚʦʟʤʦʞʥʦ, ʩʝʪʴ, ʢʦʪʦʨʘʷ ʵʢʩʧʣʫʘʪʠʨʫʝʪʩʷ 24 ʯʘʩʘ/7 ʜʥʝʡ) ʠ 

ʥʝʪ ʫʚʝʨʝʥʥʦʩʪʠ, ʢʘʢʠʝ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ ʙʳʣʠ ʩʦʟʜʘʥʳ ʜʣʷ ʚʩʝʭ ʫʟʣʦʚ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʤʦʞʥʦ 

ʩʦʟʜʘʪʴ ʦʙʱʝʝ ʇʨʘʚʠʣʦ, ʯʪʦʙʳ ʟʘʱʠʪʠʪʴ ʜʦʩʪʫʧ ʢ ʩʝʪʠ ʜʣʷ ʚʩʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʉʦʟʜʘʪʴ 

ʇʨʘʚʠʣʦ Any- Any, ʚʳʙʨʘʚ Any ʜʣʷ ʀʩʪʦʯʥʠʢʘ ʠ ʇʨʠʝʤʥʠʢʘ, ʚʳʙʨʘʪʴ ɼʝʡʩʪʚʠʝ Pass. ʇʦʩʣʝ 
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ʪʦʛʦ, ʢʘʢ ʃʇɹ ʟʘʛʨʫʞʝʥʘ ʚʦ ʚʩʝ ɸʛʝʥʪ rʠ ʫʩʧʝʰʥʦ ʘʢʪʠʚʠʨʦʚʘʥʘ, ʫʜʘʣʠʪʴ ʇʨʘʚʠʣʦ ʠ ʟʘʥʦʚʦ 

ʧʝʨʝʥʝʩʪʠ ʠ ʘʢʪʠʚʠʨʦʚʘʪʴ ɻʇɹ. ʇʦʢʘ ʜʝʡʩʪʚʫʝʪ ʵʪʦ ʇʨʘʚʠʣʦ, ʚʝʩʴ ʪʨʘʬʠʢ ʚ ʠ ʚʥʝ ʩʝʪʠ ʙʫʜʝʪ 

ʥʝʟʘʱʠʱʝʥ, ʚʢʣʶʯʘʷ ʜʦʩʪʫʧ ʜʣʷ ʇʦʣʴʟʦʚʘʪʝʣʝʡ, ʥʝ ʫʢʘʟʘʥʥʳʭ ʚ ɻʇɹ. ɽʩʣʠ ʙʫʜʝʪ ʩʦʟʜʘʥ ʪʘʢʦʡ 

ʚʠʜ ʇʨʘʚʠʣʘ, ʫʜʘʣʠʪʴ ʝʛʦ, ʢʘʢ ʪʦʣʴʢʦ ʦʪʧʘʜʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʴ, ʠ ʧʨʠʥʠʤʘʪ ɹ ʦʩʦʙʳʝ ʤʝʨʳ 

ʧʨʝʜʦʩʪʦʨʦʞʥʦʩʪʠ, ʧʦʢʘ ʜʝʡʩʪʚʫʝʪ ʜʘʥʥʦʝ ʇʨʘʚʠʣʦ.  

 

ʕʪʦʡ ʧʨʦʮʝʜʫʨʦʡ ʤʦʞʥʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ, ʪʦʣʴʢʦ ʯʪʦʙʳ ʠʟʙʝʞʘʪʴ ʢʨʠʪʠʯʝʩʢʠʭ ʦʰʠʙʦʢ 

ʠ/ʠʣʠ ʜʣʷ ʫʜʦʙʩʪʚʘ ʦʧʨʝʜʝʣʝʥʥʳʭ ʇʦʣʴʟʦʚʘʪʝʣʝʡ. ɺ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ, ʥʝʪ 

ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʚ ʧʨʠʥʷʪʠʠ ʪʘʢʦʛʦ ʨʝʰʝʥʠʷ.  

4.7.3. ʈʘʩʧʠʩʘʥʠʷ 

ʈʘʩʧʠʩʘʥʠʷ ʧʦʟʚʦʣʷʶʪ ʫʢʘʟʳʚʘʪʴ ʦʧʨʝʜʝʣʝʥʥʳʡ ʠʥʪʝʨʚʘʣ ʚʨʝʤʝʥʠ ʜʣʷ ʜʝʡʩʪʚʠʷ 

ʇʨʘʚʠʣ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʝʩʪʴ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚ ʨʘʙʦʯʝʝ ʚʨʝʤʷ ʦʜʠʥ ʥʘʙʦʨ ʇʨʘʚʠʣ, 

ʘ ʚ ʥʦʯʥʦʝ - ʜʨʫʛʦʡ. 

ʈʘʩʧʠʩʘʥʠʶ ʤʦʞʝʪ ʙʳʪʴ ʟʘʜʘʥʘ ʜʘʪʘ ʘʢʪʠʚʘʮʠʠ ʠ ʟʘʚʝʨʰʝʥʠʷ, ʦʛʨʘʥʠʯʝʥʠʝ ʜʝʡʩʪʚʠʷ ʧʦ 

ʚʨʝʤʝʥʠ ʩʫʪʦʢ ʠ ʜʥʷʤ ʥʝʜʝʣʠ. 

4.7.4. ʉʝʨʚʝʨʳ 

ɿʘʢʣʘʜʢʘ ʉʝʨʚʝʨʳ ʧʦʟʚʦʣʷʝʪ ʩʦʟʜʘʚʘʪʴ ʠ ʨʝʜʘʢʪʠʨʦʚʘʪʴ ʚʩʧʦʤʦʛʘʪʝʣʴʥʳʝ ʆʙʲʝʢʪʳ 

(ʩʝʨʚʝʨʳ), ʢʦʪʦʨʳʝ ʥʝ ʷʚʣʷʶʪʩʷ ʚ ʯʠʩʪʦʤ ʚʠʜʝ ʆʙʲʝʢʪʘʤʠ ʇʦʣʠʪʠʢʠ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʥʦ, ʪʝʤ ʥʝ 

ʤʝʥʝʝ, ʚʳʧʦʣʥʷʶʪ ʨʘʟʥʦʦʙʨʘʟʥʳʝ ʚʘʞʥʳʝ ʬʫʥʢʮʠʠ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʨʘʙʦʪʳ ʟʘʱʠʱʝʥʥʦʡ 

ʩʝʪʠ. ɺ ʜʘʣʴʥʝʡʰʝʤ ʙʫʜʝʤ ʥʘʟʳʚʘʪʴ ʪʘʢʠʝ ʚʩʧʦʤʦʛʘʪʝʣʴʥʳʝ ʦʙʲʝʢʪʳ ʉʝʨʚʝʨʘʤʠ. 

ɹʦʣʴʰʠʥʩʪʚʦ ʉʝʨʚʝʨʦʚ ʨʘʩʧʦʣʘʛʘʶʪʩʷ ʥʘ ʨʝʘʣʴʥʳʭ ʭʦʩʪʘʭ ʚ ʩʝʪʝʚʦʡ ʪʦʧʦʣʦʛʠʠ 

(ʥʘʧʨʠʤʝʨ, ʩʝʨʚʝʨʳ ʫʧʨʘʚʣʝʥʠʷ, ʩʝʨʚʝʨʳ-ʧʨʦʛʨʫʟʯʠʢʠ ʠ ʪ.ʧ.). ɼʣʷ ʫʜʦʙʩʪʚʘ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʤʥʦʛʠʝ ʉʝʨʚʝʨʳ ʩʦʟʜʘʶʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʨʠ ʩʦʟʜʘʥʠʠ ɹɼ ʎʋʇ - ʦʙʳʯʥʦ ʵʪʦ ʧʨʠʣʦʞʝʥʠʷ 

(ʩʠʩʪʝʤʥʳʝ ʩʝʨʚʠʩʳ), ʢʦʪʦʨʳʝ ʚʭʦʜʷʪ ʚ ʩʦʩʪʘʚ ʎʋʇ ʠ ʚʟʘʠʤʦʜʝʡʩʪʚʫʶʪ ʩ ʚʥʝʰʥʠʤʠ ʭʦʩʪʘʤʠ. 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʪʠʧʘʭ ʉʝʨʚʝʨʦʚ ʠ ʤʝʪʦʜʘʭ ʨʘʙʦʪʳ ʩ ʥʠʤʠ ʧʨʠʚʝʜʝʥʘ ʚ 

ʧʦʜʨʘʟʜʝʣʝ 8.9.  

4.7.5. ʉʝʨʚʝʨʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 

ɿʘʢʣʘʜʢʘ ʉʝʨʚʝʨʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦʟʚʦʣʷʝʪ ʩʦʟʜʘʚʘʪʴ ʠ ʨʝʜʘʢʪʠʨʦʚʘʪʴ 

ʚʩʧʦʤʦʛʘʪʝʣʴʥʳʝ ʆʙʲʝʢʪʳ (ʩʝʨʚʝʨʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ), ʢʦʪʦʨʳʝ ʥʝ ʷʚʣʷʶʪʩʷ ʚ ʯʠʩʪʦʤ ʚʠʜʝ 

ʆʙʲʝʢʪʘʤʠ ʇʦʣʠʪʠʢʠ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʥʦ, ʪʝʤ ʥʝ ʤʝʥʝʝ, ʚʳʧʦʣʥʷʶʪ ʨʘʟʥʦʦʙʨʘʟʥʳʝ ʚʘʞʥʳʝ 

ʬʫʥʢʮʠʠ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʨʘʙʦʪʳ ʟʘʱʠʱʝʥʥʦʡ ʩʝʪʠ. 

ʉʝʨʚʝʨʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ - ʚʠʨʪʫʘʣʴʥʳʝ ʩʫʱʥʦʩʪʠ (ʦʙʲʝʢʪʳ Certification Authority 

(CA), ʧʨʝʜʩʪʘʚʣʷʶʱʠʝ ʩʦʙʦʡ ʩʝʨʪʠʬʠʢʘʪʳ ʋʎ), ʢʦʪʦʨʳʝ ʥʘʧʨʷʤʫʶ ʥʝ ʩʚʷʟʘʥʳ ʩ ʭʦʩʪʘʤʠ ʚ 

ʩʝʪʠ. 
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ɼʣʷ ʫʜʦʙʩʪʚʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʤʥʦʛʠʝ ʉʝʨʚʝʨʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʦʟʜʘʶʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ 

ʧʨʠ ʩʦʟʜʘʥʠʠ ɹɼ ʎʋʇ - ʦʙʳʯʥʦ ʵʪʦ ʧʨʠʣʦʞʝʥʠʷ (ʩʠʩʪʝʤʥʳʝ ʩʝʨʚʠʩʳ), ʢʦʪʦʨʳʝ ʚʭʦʜʷʪ ʚ ʩʦʩʪʘʚ 

ʎʋʇ ʠ ʚʟʘʠʤʦʜʝʡʩʪʚʫʶʪ ʩ ʚʥʝʰʥʠʤʠ ʭʦʩʪʘʤʠ. 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʪʠʧʘʭ ʉʝʨʚʝʨʦʚ ʠ ʤʝʪʦʜʘʭ ʨʘʙʦʪʳ ʩ ʥʠʤʠ ʧʨʠʚʝʜʝʥʘ ʚ 

ʧʦʜʨʘʟʜʝʣʝ 8.9. 

4.7.6. ʉʝʪʝʚʳʝ ʉʝʨʚʠʩʳ 

ʉʝʪʝʚʳʝ ʉʝʨʚʠʩʳ ʧʦʟʚʦʣʷʶʪ ʦʧʨʝʜʝʣʷʪʴ ʩʝʪʝʚʳʝ ʧʨʦʪʦʢʦʣʳ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ 

ʜʘʥʥʦʤ ʇʨʘʚʠʣʝ (ʦʢʦʣʦ 100 ʦʙʲʝʢʪʦʚ ʉʝʪʝʚʦʛʦ ʉʝʨʚʠʩʘ ʧʨʠʩʫʪʩʪʚʫʶʪ ʚ ʎʋʇ-ʂʦʥʩʦʣ ɹ ʧʦ 

ʫʤʦʣʯʘʥʠʶ). ʅʝʢʦʪʦʨʳʝ ʠʟ ʵʪʠʭ ʦʙʲʝʢʪʦʚ ʧʨʝʜʩʪʘʚʣʷʶʪ ʦʪʜʝʣʴʥʳʝ ʩʝʨʚʠʩʳ, ʘ ʥʝʢʦʪʦʨʳʝ 

ʛʨʫʧʧʳ ʪʘʢʠʭ ʩʝʨʚʠʩʦʚ. ɺ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ ʵʪʦ ʪʦʣʴʢʦ ʚʦʧʨʦʩ ʚʳʙʦʨʘ ʉʝʪʝʚʦʛʦ ʉʝʨʚʠʩʘ 

(ʦʚ), ʢʦʪʦʨʳʝ ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʦʣʴʟʦʚʘʪʴ. ɽʩʣʠ ʥʫʞʥʦ ʩʦʟʜʘʪʴ ʥʦʚʳʡ ʆʙʲʝʢʪ ʉʝʪʝʚʦʡ ʉʝʨʚʠʩ, ʪʦ 

ʵʪʦ ʧʨʦʩʪʦ: ʝʩʣʠ ʠʟʚʝʩʪʥʳ ʥʦʤʝʨʘ ʧʦʨʪʦʚ ʩʝʨʚʠʩʦʚ, ʢʦʪʦʨʳʝ ʥʝʦʙʭʦʜʠʤʦ ʜʦʙʘʚʠʪʴ, ʤʦʞʥʦ ʩʨʘʟʫ 

ʚʚʝʩʪʠ ʠʭ.  

4.7.6.1. ʇʨʦʮʝʩʩ ʩʦʟʜʘʥʠʷ ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ 

ɿʘʜʘʯʘ: ʩʦʟʜʘʪʴ ʦʙʲʝʢʪ ʉʝʪʝʚʦʡ ʉʝʨʚʠʩ ʠ ʦʙʲʝʢʪ ɻʨʫʧʧʘ ʉʝʪʝʚʳʭ ʉʝʨʚʠʩʦʚ. 

ʃʦʛʠʯʝʩʢʘʷ ʩʭʝʤʘ: ʚr ʙʨʘʪʴ ʚʢʣʘʜʢʫ ʉʝʪʝʚʳʝ ʉʝʨʚʠʩʳ (ʤʝʥʶ ʆʢʥʦ). ʀʟ ʢʦʥʪʝʢʩʪʥʦʛʦ 

ʤʝʥʶ ʚʳʙʨʘʪʴ ɼʦʙʘʚʠʪʴ ʩʝʪʝʚʦʡ ʩʝʨʚʠʩ, ʫʢʘʟʘʪʴ ʧʨʦʪʦʢʦʣʳ, ʢʦʪʦʨʳʝ ʙʫʜʝʪ ʧʨʝʜʩʪʘʚʣʷʪʴ ʵʪʦʪ 

ʆʙʲʝʢʪ. ɿʘʪʝʤ ʫʢʘʟʘʪʴ ʧʦʨʪ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʥ. ʋʢʘʟʘʪʴ ʚʩʶ ʠʥʬʦʨʤʘʮʠʶ, 

ʥʝʦʙʭʦʜʠʤʫʶ ʜʣʷ ʦʪʜʝʣʴʥʦʛʦ ʉʝʪʝʚʦʛʦ ʉʝʨʚʠʩʘ. ɿʘʪʝʤ ʩʦʟʜʘʪʴ ɻʨʫʧʧʫ ʉʝʪʝʚʳʭ ʉʝʨʚʠʩʦʚ ʠ 

ʜʦʙʘʚʠʪʴ ʢ ʥʝʡ ʉʝʪʝʚʳʝ ʉʝʨʚʠʩʳ.  

ʐʘʛʠ: 

ʉʦʟʜʘʪʴ ʆʙʲʝʢʪ ʉʝʪʝʚʦʡ ʉʝʨʚʠʩ: 

8) ɺ ʟʘʢʣʘʜʢʝ ʉʝʪʝʚʳʝ ʉʝʨʚʠʩʳ ʚʳʙʨʘʪʴ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ɼʦʙʘʚʠʪʴ ʉʝʪʝʚʦʡ 

ʉʝʨʚʠʩ ʚ ʧʦʷʚʠʚʰʝʤʩʷ ʦʢʥʝ ɼʦʙʘʚʠʪʴ ʉʝʪʝʚʦʡ ʉʝʨʚʠʩ ʚʳʙʨʘʪʴ ʚʠʜ ʉʝʪʝʚʦʛʦ 

ʉʝʨʚʠʩʘ ʠʟ ʚʣʦʞʝʥʥʦʛʦ ʤʝʥʶ ʧʦʣʷ ʊʠʧ.  

9) ɺ ʦʢʥʝ ɼʦʙʘʚʠʪʴ ʉʝʪʝʚʦʡ ʉʝʨʚʠʩ ʚʚʝʩʪʠ ʫʥʠʢʘʣʴʥʦʝ ʀʤ ̫ʜʣʷ ʉʝʪʝʚʦʛʦ ʉʝʨʚʠʩʘ. 

10) ɺʚʝʩʪʠ ʥʦʤʝʨ ʇʦʨʪʘ(ʦʚ).  

11) ɺʚʝʩʪʠ ʥʦʤʝʨ ʇʦʨʪʘ ʠʩʪʦʯʥʠʢʘ, ʝʩʣʠ ʥʫʞʥʦ.  

12) ʋʢʘʟʘʪʴ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ, ʪʘʢʠʝ ʢʘʢ ʦʧʮʠʠ TCP-ʩʦʝʜʠʥʝʥʠʷ ʠʣʠ ʧʨʦʮʝʜʫʨʳ 

ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʠʨʦʚʘʥʠʷ (ʄʉʕ) (FW-ʧʨʦʮʝʜʫʨʘ). 

ʉʦʟʜʘʪʴ ɻʨʫʧʧʫ ʉʝʪʝʚʳʭ ʉʝʨʚʠʩʦʚ: 

1) ɺ ʟʘʢʣʘʜʢʝ ʉʝʪʝʚʳʝ ʉʝʨʚʠʩʳ ʚʳʙʨʘʪʴ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ɼʦʙʘʚʠʪʴ ʉʝʪʝʚʦʡ 

ʉʝʨʚʠʩ, ʚ ʚʳʧʘʜʘʶʱʝʤ ʤʝʥʶ ʊʠʧ ʚʳʙʨʘʪʴ ɻʨʫʧʧʘ. 

2) ɺ ʦʢʥʝ ɼʦʙʘʚʠʪʴ ʉʝʪʝʚʦʡ ʉʝʨʚʠʩ - ʚʚʝʩʪʠ ʫʥʠʢʘʣʴʥʦʝ ʀʤ ̫ʜʣʷ ʧʨʠʩʚʦʝʥʠʷ ɻʨʫʧʧʝ 

ʉʝʨʚʠʩʦʚ. 
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3) ʇʝʨʝʥʝʩʪʠ ʉʝʪʝʚʳʝ ʉʝʨʚʠʩʳ ʠʟ ʩʧʠʩʢʘ ɼʦʩʪʫʧʥʳʝ ʉʝʪʝʚʳʝ ʉʝʨʚʠʩʳ ʚ ʩʧʠʩʦʢ 

ɺʳʙʨʘʥʥʳʝ ʉʝʪʝʚʳʝ ʉʝʨʚʠʩʳ. 

4.7.6.2. ʇʨʦʮʝʜʫʨʳ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʠʨʦʚʘʥʠʷ 

ʄʕ ʦʙʝʩʧʝʯʠʚʘʶʪ ʙʝʟʦʧʘʩʥʦʩʪʴ ʚʥʫʪʨʝʥʥʠʭ ʩʠʩʪʝʤ ʠ ʩʝʪʝʡ, ʧʨʠʤʝʥʷʷ ʧʨʦʮʝʜʫʨʳ, 

ʢʦʪʦʨʳʝ ʬʠʣʴʪʨʫʶʪ ʚʭʦʜʷʱʠʡ ʠ ʠʩʭʦʜʷʱʠʡ ʪʨʘʬʠʢ. 

ʆʙʲʝʢʪʳ ʇʨʦʮʝʜʫʨʘ ʄʉʕ (FW-ʧʨʦʮʝʜʫʨʘ) ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʇʨʘʚʠʣʘ 

ʨʘʩʰʠʨʝʥʥʦʛʦ ʧʘʢʝʪʘ ʬʠʣʴʪʨʘʮʠʠ, ʧʨʠʤʝʥʷʝʤʳʝ ʚ ɸʛʝʥʪʘʭ ɹʝʟʦʧʘʩʥʦʩʪʠ. ɻʣʘʚʥʳʤ 

ʧʨʝʠʤʫʱʝʩʪʚʦʤ ʇʨʦʮʝʜʫʨʳ ʄʉʕ ʥʘʜ ʦʙʳʯʥʳʤʠ ʧʘʢʝʪʘʤʠ ʬʠʣʴʪʨʘʮʠʠ ï ʵʪʦ ʪʦ, ʯʪʦ ʦʥʠ 

ʦʪʩʣʝʞʠʚʘʶʪ ʩʦʩʪʦʷʥʠʝ ʩʝʪʝʚʦʛʦ ʩʦʝʜʠʥʝʥʠʷ ʠ ʧʨʦʧʫʩʢʘʶʪ ʪʦʣʴʢʦ ʪʝ ʧʘʢʝʪʳ, ʢʦʪʦʨʳʝ 

ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʪʝʢʫʱʝʤʫ ʩʦʩʪʦʷʥʠʶ ʩʦʝʜʠʥʝʥʠʷ. ɼʣʷ ʥʝʢʦʪʦʨʳʭ ʧʨʦʪʦʢʦʣʦʚ (ʥʘʧʨʠʤʝʨ, FTP) 

ʥʦʤʝʨʘ ʧʦʨʪʦʚ ʜʣʷ ʚʪʦʨʠʯʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʧʨʠʩʚʘʠʚʘʶʪʩʷ ʜʠʥʘʤʠʯʝʩʢʠ. ɺ ʪʘʢʠʭ ʩʣʫʯʘʷʭ ʥʝʣʴʟʷ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʙʳʯʥʳʝ ʧʘʢʝʪʳ ʬʠʣʴʪʨʘʮʠʠ, ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʪʦʣʴʢʦ ʇʨʦʮʝʜʫʨʳ ʄʉʕ. 

ʇʨʦʮʝʜʫʨʳ ʄʉʕ ʩʧʝʮʠʬʠʮʠʨʦʚʘʥʳ ʚʥʫʪʨʠ ʉʝʪʝʚʳʭ ʉʝʨʚʠʩʦʚ, ʢʦʪʦʨʳʝ ʟʘʪʝʤ ʩʚʷʟʳʚʘʶʪʩʷ ʩ 

ʇʨʘʚʠʣʘʤʠ. 

ʆʢʦʣʦ ʧʷʪʥʘʜʮʘʪʠ ʇʨʦʮʝʜʫʨ ʄʉʕ ʧʨʠʩʫʪʩʪʚʫʶʪ ʚ ʎʋʇ-ʂʦʥʩʦʣ ɹ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʇʨʦʮʝʜʫʨʳ ʄʉʕ ʜʣʷ ʨʘʟʥʳʭ ʚʠʜʦʚ ɸʛʝʥʪʦʚ ʦʧʠʩʘʥʳ ʚ ʬʘʡʣʘʭ ʦʧʠʩʘʥʠʷ ɸʛʝʥʪʦʚ ʚ ʧʦʜʢʘʪʘʣʦʛʝ 

\ ads  ʜʠʨʝʢʪʦʨʠʠ ʎʋʇ. ʃʶʙʳʝ ʟʘʢʘʟʥʳʝ ʇʨʦʮʝʜʫʨʳ ʄʉʕ ʜʦʣʞʥʳ ʙʳʪʴ ʜʦʙʘʚʣʝʥʳ ʢ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤʫ ʬʘʡʣʫ ʦʧʠʩʘʥʠʷ, ʜʦ ʪʦʛʦ ʢʘʢ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʥʳ ʚ ʎʋʇ. 

4.7.7. ʅʘʩʪʨʦʡʢʠ IKE 

ʅʘʩʪʨʦʡʢʠ IKE - ʥʘʙʦʨ ʧʘʨʘʤʝʪʨʦʚ ʧʨʦʪʦʢʦʣʘ IKE (Internet Key Exchange), ʢʦʪʦʨʳʝ 

ʧʨʝʜʣʘʛʘʶʪʩʷ ʧʘʨʪʥʝʨʫ ʧʨʠ ʧʝʨʝʛʦʚʦʨʘʭ ʚ ʧʨʦʮʝʩʩʝ ʫʩʪʘʥʦʚʣʝʥʠʷ ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ 

ISAKMP Security Association (ʧʝʨʚʘʷ ʬʘʟʘ ʧʨʦʪʦʢʦʣʘ IKE). ɽʩʪʴ ʜʚʘ ʚʠʜʘ ʥʘʩʪʨʦʝʢ IKE: ʦʙʱʠʝ 

ʧʘʨʘʤʝʪʨʳ ʜʣʷ ʧʝʨʚʦʡ ʬʘʟʳ IKE ʠ ʩʧʝʮʠʘʣʴʥʳʝ ʧʨʝʜʣʦʞʝʥʠʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ISAKMP Security 

Associations. ʇʨʠʦʨʠʪʝʪ IKE-ʇʨʝʜʣʦʞʝʥʠʡ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʧʦʨʷʜʢʫ, ʚ ʢʦʪʦʨʦʤ ʦʥʠ ʫʢʘʟʘʥʳ ʚ 

ʜʝʨʝʚʝ - ʩʚʝʨʭʫ ʚʥʠʟ. ʅʘʩʪʨʦʡʢʠ IKE ʩʦʟʜʘʶʪʩʷ ʠ ʨʝʜʘʢʪʠʨʫʶʪʩʷ ʚʦ ʚʢʣʘʜʢʝ ʅʘʩʪʨʦʡʢʠ IKE 

(ʤʝʥʶ ʆʢʥʦ), ʜʣʷ ʵʪʦʛʦ ʥʫʞʥʦ ʚʳʙʨʘʪʴ ʤʝʪʦʜʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʘʣʛʦʨʠʪʤʳ ʰʠʬʨʦʚʘʥʠʷ ʠʟ 

ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ, ʘ ʟʘʪʝʤ ʫʢʘʟʘʪʴ ʥʝʢʦʪʦʨʳʝ ʧʘʨʘʤʝʪʨʳ, ʢʘʩʘʶʱʠʝʩʷ ʚʨʝʤʝʥʠ 

ʩʫʱʝʩʪʚʦʚʘʥʠʷ ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ. ɼʚʘ IKE-ʇʨʝʜʣʦʞʝʥʠʷ ʧʝʨʚʦʡ ʬʘʟʳ ʧʨʠʩʫʪʩʪʚʫʶʪ ʚ 

ʎʋʇ ʧʦ ʫʤʦʣʯʘʥʠʶ.  

ɽʩʣʠ ʚ ʉʨʝʜʝ ɹʝʟʦʧʘʩʥʦʩʪʠ ʝʩʪʴ ʯʣʝʥʳ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʨʫʛʠʝ ʤʝʪʦʜʳ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʰʠʬʨʦʚʘʥʠʷ, ʪʦ ʤʦʞʥʦ ʩʦʟʜʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʥʘʙʦʨ IKE-ʦʧʮʠʡ, ʜʣʷ ʵʪʦʛʦ 

ʧʨʦʩʪʦ ʩʦʟʜʘʪʴ ʥʦʚʳʝ ʦʙʲʝʢʪʳ IKE-ʇʨʝʜʣʦʞʝʥʠʷ.  
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4.7.7.1. ʇʨʦʮʝʩʩ ʠʟʤʝʥʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 

ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʢʘʢʦʡ-ʣʠʙʦ ʧʘʨʘʤʝʪʨ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʥʝʦʙʭʦʜʠʤʦ ʦʪʢʨʳʪʴ ʦʢʥʦ IKE-

ʫʩʪʘʥʦʚʢʠ, ʚʳʙʨʘʪʴ ʦʜʥʦ ʠʟ IKE-ʇʨʝʜʣʦʞʝʥʠʡ, ʢʦʪʦʨʦʝ ʥʝʦʙʭʦʜʠʤʦ ʨʝʜʘʢʪʠʨʦʚʘʪʴ, ʠ ʠʟʤʝʥʠʪʴ 

ʥʫʞʥʳʡ ʧʘʨʘʤʝʪʨ. ɽʩʣʠ ʜʨʫʛʠʝ ʫʟʣʳ ʉʨʝʜʳ ɹʝʟʦʧʘʩʥʦʩʪʠ ʠʩʧʦʣʴʟʫʶʪ ʩʝʨʪʠʬʠʢʘʪʳ ʩ ʨʘʟʥʳʤʠ 

ʘʣʛʦʨʠʪʤʘʤʠ ʮʠʬʨʦʚʦʡ ʧʦʜʧʠʩʠ, ʪʦʛʜʘ ʥʫʞʥʦ ʩʦʟʜʘʪʴ (ʢʦʤʘʥʜʦʡ ɼʦʙʘʚʠʪʴ IKE -ʧʨʝʜʣʦʞʝʥʠʝ 

ʠʟ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ) IKE-ʧʨʝʜʣʦʞʝʥʠʷ ʜʣʷ ʢʘʞʜʦʛʦ ʚʘʨʠʘʥʪʘ - ʥʘʧʨʠʤʝʨ, ʦʜʠʥ ʦʙʲʝʢʪ IKE-

ʧʨʝʜʣʦʞʝʥʠʷ ʠʩʧʦʣʴʟʫʝʪ ʧʦʜʧʠʩʴ RSA ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʘ ʜʨʫʛʦʡ - ʧʦʜʧʠʩʴ DSA. 

ʊʘʢʞʝ, ʝʩʣʠ ʨʘʟʥʳʝ ʫʟʣʳ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʨʘʟʥʳʝ ʘʣʛʦʨʠʪʤʳ ʰʠʬʨʦʚʘʥʠʷ, ʭʝh -

ʘʣʛʦʨʠʪʤʳ ʠʣʠ Oakley ʛʨʫʧʧʳ, ʥʝʦʙʭʦʜʠʤʦ ʩʦʟʜʘʪʴ ʦʪʜʝʣʴʥʳʝ IKE-ʧʨʝʜʣʦʞʝʥʠʷ ʜʣʷ ʢʘʞʜʦʛʦ 

ʚʦʟʤʦʞʥʦʛʦ ʚʘʨʠʘʥʪʘ. 

 

ʇʨʠʦʨʠʪʝʪ IKE-ʧʨʝʜʣʦʞʝʥʠʷ ʦʧʨʝʜʝʣʷʝʪʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʦʣʦʞʝʥʠʝʤ ʚ ʩʪʨʫʢʪʫʨʝ 

(ʩʚʝʨʭʫ ʚʥʠʟ). ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʩʘʤʳʝ ʧʨʠʦʨʠʪʝʪʥʳʝ (ʞʝʣʘʝʤʳʝ) IKE-ʧʨʝʜʣʦʞʝʥʠʷ 

ʜʦʣʞʥʳ ʥʘʭʦʜʠʪʴʩʷ ʚʳʰʝ ʚʩʝʭ ʦʩʪʘʣʴʥʳʭ ʚ ʩʪʨʫʢʪʫʨʝ. ʄʦʞʥʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʦʣʝʤ 

ʇʨʠʦʨʠʪʝʪ ʠʟ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʀʟʤʝʥʠʪʴ, ʯʪʦʙʳ ʨʘʩʧʦʣʦʞʠʪʴ ʦʙʲʝʢʪʳ IKE-

ʧʨʝʜʣʦʞʝʥʠʷ ʚ ʥʫʞʥʦʤ ʧʦʨʷʜʢʝ.  

 

ɽʩʣʠ ʚ ɻʇɹ ʠʩʧʦʣʴʟʫʶʪʩʷ ʇʨʝʜʚʘʨʠʪʝʣʴʥʦ ʈʘʩʧʨʝʜʝʣʝʥʥʳʝ ʂʣʶʯʠ (Preshared Keys) 

ʥʝʦʙʭʦʜʠʤʦ ʫʙʝʜʠʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ ʚ ʩʧʠʩʢʝ ʧʨʠʩʫʪʩʪʚʫʝʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ IKE-

ʧʨʝʜʣʦʞʝʥʠʝ ʩ ʪʠʧʦʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ çPreshared Keyè. 

 

ʋʙʝʜʠʪʴʩ ̫ʚ ʪʦʤ, ʯʪʦ ʧʘʨʘʤʝʪʨʳ IKE-ʇʨʝʜʣʦʞʝʥʠʷ ʆʙʲʝʢʪʘ PMP Distribution Service 

(ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʧʘʨʘʤʝʪʨʘʤ, ʧʨʠʤʝʥʷʝʤʳʤ ʢ ɸʛʝʥʪʘʤ. ɺ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʥʝ ʙʫʜʝʪ 

ʚʦʟʤʦʞʥʦʩʪʠ ʘʢʪʠʚʠʨʦʚʘʪʴ ɻʇɹ. ʋʙʝʜʠʪʴʩ ̫ ʚ ʪʦʤ, ʯʪʦ ʧʘʨʘʤʝʪʨʳ, ʢʦʪʦʨʳʝ ʙʳʣʠ 

ʚʳʙʨʘʥʳ, ʧʦʜʜʝʨʞʠʚʘʶʪʩʷ ʢʨʠʧʪʦʧʣʘʛʠʥʘʤʠ ɸʛʝʥʪʦʚ. 

4.7.8. ɼʝʡʩʪʚʠʷ 

ɼʝʡʩʪʚʠʝ ʦʧʨʝʜʝʣʷʝʪ, ʢʘʢ ʦʙʨʘʙʘʪʳʚʘʝʪʩʷ ʪʨʘʬʠʢ ʤʝʞʜʫ ʫʟʣʘʤʠ, ʫʢʘʟʘʥʥʳʤʠ ʚ ʇʨʘʚʠʣʝ 

ɹʝʟʦʧʘʩʥʦʩʪʠ. ɺʦʟʤʦʞʥʳ ʪʨʠ ʚʠʜʘ ɼʝʡʩʪʚʠʷ:  

- ʇʨʦʧʫʩʪʠʪʴ (PASS) ʪʨʘʬʠʢ ʚ ʪʦʤ ʚʠʜʝ, ʚ ʢʦʪʦʨʦʤ ʦʥ ʝʩʪʴ (ʪ.ʝ. ʥʝʟʘʱʠʱʝʥʥʘʷ 

ʢʦʤʤʫʥʠʢʘʮʠʷ ʤʝʞʜʫ ʠʩʪʦʯʥʠʢʦʤ ʠ ʧʨʠʝʤʥʠʢʦʤ); 

- ʅʝ ʧʨʦʧʫʩʢʘʪʴ (Drop) ʚʝʩʴ ʪʨʘʬʠʢ; 

- ɿʘhʠʬʨʦʚʘʪʴ ʠ ʧʨʦʧʫʩʪʠʪʴ ʪʨʘʬʠʢ (encrypt and Pass traffic). 

ʇʨʦʩʪʳʝ ɼʝʡʩʪʚʠʷ PASS ʠ DROP ʧʨʝʜʩʪʘʚʣʝʥʳ ʧʦ ʫʤʦʣʯʘʥʠʶ ʧʨʠ ʩʦʟʜʘʥʠʠ ʇʨʘʚʠʣ, 

ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʥʘʩ ʠʥʪʝʨʝʩʫʶʪ ʪʦʣʴʢʦ ɼʝʡʩʪʚʠʷ, ʢʦʪʦʨʳʝ ʰʠʬʨʫʶʪ ʪʨʘʬʠʢ ʧʝʨʝʜ ʪʝʤ, ʢʘʢ 

ʧʨʦʧʫʩʪʠʪʴ ʝʛʦ. 
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ʆʧʨʝʜʝʣʝʥʥʳʝ ʆʙʲʝʢʪʳ ʥʝ ʤʦʛʫʪ ʫʯʘʩʪʚʦʚʘʪʴ ʚ ʇʨʘʚʠʣʘʭ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪ 

ʜʝʡʩʪʚʠʝ çencrypt and Pass trafficè (çʟʘʰʠʬʨʦʚʘʪʴ ʠ ʧʨʦʧʫʩʪʠʪʴ ʪʨʘʬʠʢè), ʧʦʩʢʦʣʴʢʫ ʧʦ 

ʦʧʨʝʜʝʣʝʥʠʶ ʦʥʠ ʥʝ ʩʦʜʝʨʞʘʪ ʤʝʭʘʥʠʟʤʦʚ, ʯʪʦʙʳ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʟʘʱʠʱʝʥʥʦʝ 

ʩʦʝʜʠʥʝʥʠʝ ʩ ʜʨʫʛʠʤʠ ʆʙʲʝʢʪʘʤʠ ʇʦʣʠʪʠʢʠ. ɼʘʥʥʳʝ ʆʙʲʝʢʪʳ ʤʦʛʫʪ ʫʯʘʩʪʚʦʚʘʪʴ 

ʪʦʣʴʢʦ ʚ ʦʙʳʯʥʳʭ (ʥʝʰʠʬʨʦʚʘʥʥʳʭ) ʜʝʡʩʪʚʠʷʭ PASS ʠʣʠ DROP: 

- ʆʙʲʝʢʪʳ ʇʦʜʩʝʪʴ, IP-ʍʦʩʪ ʠ IP-ɼʠʘʧʘʟʦʥ, ʢʦʪʦʨʳʝ ʥʝ ʟʘʱʠʱʝʥʳ ʐʣʶʟʦʤ 

ɹʝʟʦʧʘʩʥʦʩʪʠ; 

- ʆʙʲʝʢʪʳ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʠ ʍʦʩʪ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʫ ʢʦʪʦʨʳʭ ʚ ʧʦʣʝ ɺʢʣʶʯʠʪʴ 

IKE/IPsec-ʦʙʨʘʙʦʪʢʫ ʥʝʪ ʦʪʤʝʪʦʢ. 

ʇʨʠ ʩʦʟʜʘʥʠʠ ɼʝʡʩʪʚʠʡ ʚʘʞʥʦ ʟʥʘʪʴ, ʢʘʢʠʝ ʘʣʛʦʨʠʪʤʳ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚʩʝʤʠ 

ʆʙʲʝʢʪʘʤʠ ʚ ɻʇɹ ʜʣʷ ESP-ʰʠʬʨʦʚʘʥʠʷ ʠ ESP-ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, IPʉomp-cʞʘʪʠ.̫ ʉʦʟʜʘʪʴ 

ʥʝʩʢʦʣʴʢʦ ɼʝʡʩʪʚʠʡ, ʝʩʣʠ ʨʘʟʥʳʝ ʫʟʣʳ ʉʨʝʜʳ ɹʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʨʘʟʥʳʝ 

ʘʣʛʦʨʠʪʤʳ ʪʦ ʥʝʦʙʭʦʜʠʤʦ ʩʦʟʜʘʪʴ ʨʘʟʥʳʝ ʜʝʡʩʪʚʠʷ ʜʣʷ ʢʘʞʜʦʛʦ ʪʨʝʙʫʝʤʦʛʦ ʚʘʨʠʘʥʪʘ 

(ʥʝʦʙʭʦʜʠʤʦ ʪʘʢʞʝ ʜʦʣʞʥʳ ʩʦʟʜʘʪʴ ʨʘʟʥʳʝ ʇʨʘʚʠʣʘ ï ʧʨʠ ʩʦʟʜʘʥʠʠ ʇʨʘʚʠʣʘ ʥʘʜʦ ʧʨʦʩʣʝʜʠʪ,ɹ 

ʯʪʦ ɼʝʡʩʪʚʠʝ, ʧʨʠʤʝʥʷʝʤʦʝ ʇʨʘʚʠʣʦʤ, ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʧʘʨʘʤʝʪʨʘʤ, ʠʩʧʦʣʴʟʫʝʤʳʤ ʜʣʷ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ/ʰʠʬʨʦʚʘʥʠʷ ʜʣʷ ʚʩʝʭ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ, ʢ ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʧʨʠʤʝʥʝʥʦ ʵʪʦ 

ʇʨʘʚʠʣʦ).  

4.7.8.1. ʇʨʦʮʝʩʩ ʩʦʟʜʘʥʠʷ ɼʝʡʩʪʚʠʡ 

ɿʘʜʘʯʘ: ʉʦʟʜʘʪʴ ɼʝʡʩʪʚʠʝ çʟʘʰʠʬʨʦʚʘʪʴ ʠ ʧʨʦʧʫʩʪʠʪʴè (ʪʨʠ ʪʘʢʠʭ ɼʝʡʩʪʚʠʷ 

ʧʨʠʩʫʪʩʪʚʫʶʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ. ʄʦʞʥʦ ʜʣʷ ʧʨʘʢʪʠʢʠ ʩʦʟʜʘʪʴ ʦʜʥʦ ʠʟ ʥʠʭ ʟʘʥʦʚʦ, ʯʪʦʙʳ ʤʦʞʥʦ 

ʙʳʣʦ ʚʧʦʩʣʝʜʩʪʚʠʠ ʩʦʟʜʘʚʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ɼʝʡʩʪʚʠʷ). 

ʃʦʛʠʯʝʩʢʘʷ ʩʭʝʤʘ: ʇʝʨʝʡʪʠ ʢ ʦʢʥʫ ɼʦʙʘʚʠʪʴ ɼʝʡʩʪʚʠʝ, ʢʦʪʦʨʦʝ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ IPsec ʩ 

ʚʳʙʨʘʥʥʳʤ ʫʨʦʚʥʝʤ ʰʠʬʨʦʚʘʥʠʷ. 

ʐʘʛʠ: 

1) ʆʪʢʨʳʪʴ ʦʢʥʦ ɼʝʡʩʪʚʠʷ, ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʚʳʙʨʘʪʴ ɼʦʙʘʚʠʪʴ ʜʝʡʩʪʚʠʝ: 

- ɺʚʝʩʪʠ ʫʥʠʢʘʣʴʥʦʝ ʀʤ ̫ʜʣʷ ɼʝʡʩʪʚʠʷ. 

- ɺʳʙʨʘʪʴ, ʠʩʧʦʣʴʟʦʚʘʪʴ ʣʠ IPsec ʚ ʨʝʞʠʤʝ ʪʫʥʥʝʣʠʨʦʚʘʥʠʷ ʠʣʠ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʥ 

ʪʨʘʥʩʧʦʨʪʥʳʡ ʨʝʞʠʤ. 

- ɽʩʣʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʨʝʞʠʤ ʪʫʥʥʝʣʠʨʦʚʘʥʠʷ, ʫʢʘʟʘʪʴ ʥʫʞʥʦʝ ʟʥʘʯʝʥʠʝ ʚ ʧʦʣʝ ɹʠʪ 

çDon't fragmentè (çDon't fragment bitè). 

- ɺʳʙʨʘʪʴ, ʠʩʧʦʣʴʟʦʚʘʪʴ ʣʠ ʪʦʪ ʞʝ ʉʝʪʝʚʦʡ ʉʝʨʚʠʩ (ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʝʨʚʠʩ ʜʣʷ IPsec 

SA), ʯʪʦ ʠʩʧʦʣʴʟʫʝʪ ʇʨʘʚʠʣʦ ɻʇɹ ʧʨʠ ʧʝʨʝʛʦʚʦʨʘʭ ʚ IPsec ʟʘʱʠʱʝʥʥʦʤ 

ʩʦʝʜʠʥʝʥʠʠ. 

- ɺʳʙʨʘʪʴ, ʠʩʧʦʣʴʟʦʚʘʪʴ ʣʠ ʫʩʠʣʝʥʥʫʶ ʟʘʱʠʱʝʥʥʦʩʪʴ (ʠʩʧʦʣʴʟʦʚʘʪʴ ʫʩʠʣʝʥʥʫʶ 

ʟʘʱʠʱʝʥʥʦʩʪʴ).  

- ʇʦʣʷ IKE _CFG ʠ XAUTH  ʜʝʡʩʪʚʠʷ ʠʩʧʦʣʴʟʫʶʪʩʷ ʧʨʠ ʧʨʦʢʣʘʜʳʚʘʥʠʠ ʪʨʘʩʩ 

ʇʨʘʚʠʣ. ɽʩʣʠ ʫʩʪʘʥʦʚʣʝʥʳ ʟʥʘʯʝʥʠʷ (ɺʢʣ) ʠʣʠ (ɺʳʢʣ) ʪʦ ʙʫʜʫʪ ʚʳʙʠʨʘʪʴʩʷ ʪʨʘʩʩʳ 
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ʯʝʨʝʟ ʐʣʶʟʳ ɹʝʟʦʧʘʩʥʦʩʪʠ ʛʜʝ ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ ʚʢʣʶʯʝʥʳ ʠʣʠ ʚʳʢʣʶʯʝʥʳ 

ʧʨʦʪʦʢʦʣʳ IKE_CFG ʠ XAUTH. ʇʨʠ ʟʥʘʯʝʥʠʠ ʧʦʣʝʡ - ɸɺʊʆ ʪʨʘʩʩʠʨʦʚʱʠʢ ʥʝ 

ʘʥʘʣʠʟʠʨʫʝʪ ʥʘʣʠʯʠʝ ʠʣʠ ʦʪʩʫʪʩʪʚʠʝ ʧʨʦʪʦʢʦʣʦʚ IKE_CFG ʠ XAUTH ʥʘ ʰʣʶʟʘʭ, 

ʯʝʨʝʟ ʢʦʪʦʨʳʝ ʧʨʦʭʦʜʠʪ ʪʨʘʩʩʘ ʇʨʘʚʠʣʘ. 

- ʇʨʠ ʪʫʥʥʝʣʠʨʦʚʘʥʠʠ IP-ʧʘʢʝʪʦʚ ʚʳʙʨʘʪʴ, ʠʩʧʦʣʴʟʦʚʘʪʴ ʣʠ QoS management, 

ʠʟʤʝʥʷʷ DiffServ ʧʘʨʘʤʝʪʨ.  

7) ʀʩʧʦʣʴʟʦʚʘʪʴ ʚʢʣʘʜʢʫ ʇʨʝʜʣʦʞʝʥʠʝ, ʯʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʦʧʮʠʠ AH ʠ ESP ʚ ʦʢʥʝ: 

- ɺʳʙʨʘʪʴ, ʠʩʧʦʣʴʟʦʚʘʪʴ ʣʠ ESP. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʧʨʦʪʦʢʦʣʘ ʥʝʦʙʭʦʜʠʤʦ ʦʪʤʝʪʠʪʴ 

ʬʣʘʞʦʢ ɺʢʣʶʯʠʪʴ ESP ʠ ʚʳʙʨʘʪʴ ʘʣʛʦʨʠʪʤʳ ʰʠʬʨʦʚʘʥʠʷ ʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠʟ 

ʚʳʧʘʜʘʶʱʝʛʦ ʤʝʥʶ. 

- ɺʳʙʨʘʪʴ, ʠʩʧʦʣʴʟʦʚʘʪʴ ʣʠ AH. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʧʨʦʪʦʢʦʣʘ ʥʝʦʙʭʦʜʠʤʦ ʦʪʤʝʪʠʪʴ 

ʬʣʘʞʦʢ ɺʢʣʶʯʠʪʴ AH, ʝʩʣʠ ʠʩʧʦʣʴʟʫʝʪʩʷ AH ʠ ʚʳʙʨʘʪʴ ʘʣʛʦʨʠʪʤ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ. 

- ɺʳʙʨʘʪʴ, ʠʩʧʦʣʴʟʦʚʘʪʴ ʣʠ IPComp-ʧʨʦʪʦʢʦʣ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʧʨʦʪʦʢʦʣʘ 

ʥʝʦʙʭʦʜʠʤʦ ʦʪʤʝʪʠʪʴ ʬʣʘʞʦʢ ɺʢʣʶʯʠʪʴ IPComp ʠ ʚʳʙʨʘʪʴ ʘʣʛʦʨʠʪʤ ʩʞʘʪʠʷ ʠʟ 

ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ. 

- ʊʨʝʙʫʝʪʩʷ ʫʢʘʟʘʪʴ ʧʘʨʘʤʝʪʨʳ ʚʨʝʤʝʥʠ ʩʫʱʝʩʪʚʦʚʘʥʠʷ ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ. 

ʅʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ ʧʨʝʜʧʦʣʘʛʘʝʪ çʥʝʦʛʨʘʥʠʯʝʥʥʦʝè. 

4.7.9. ʆʧʨʝʜʝʣʷʝʤʘʷ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʃʇɹ 

ʆʧʨʝʜʝʣʷʝʤʘʷ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʃʇɹ (ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʘʷ ʃʇɹ) - ʵʪʦ ʯʘʩʪʴ ʃʦʢʘʣʴʥʦʡ 

ʇʦʣʠʪʠʢʠ ɹʝʟʦʧʘʩʥʦʩʪʠ (ʬʨʘʛʤʝʥʪ ʃʇɹ) ʚ ʪʝʢʩʪʦʚʦʤ ʬʦʨʤʘʪʝ. ʆʙʳʯʥʦ ʵʪʦʪ ʬʨʘʛʤʝʥʪ ʩʦʜʝʨʞʠʪ 

ʫʩʪʘʥʦʚʢʠ ʫʩʪʨʦʡʩʪʚʘ, ʢʦʪʦʨʳʝ ʥʝ ʫʧʨʘʚʣʷʶʪʩʷ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʎʋʇ, ʥʘʧʨʠʤʝʨ, ʪʘʙʣʠʮʘ 

ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʜʣʷ ʫʩʪʨʦʡʩʪʚʘ Cisco. ʃʇɹ ʤʦʞʥʦ ʩʦʟʜʘʚʘʪʴ ʜʣʷ ʣʶʙʳʭ ʚʠʜʦʚ ʆʙʲʝʢʪʦʚ 

ʇʦʣʠʪʠʢʠ, ʢʨʦʤʝ ʆʙʲʝʢʪʘ IP ʍʦʩʪ ʠʣʠ ʥʝʫʧʨʘʚʣʷʝʤʦʛʦ ʆʙʲʝʢʪʘ (ʧʦʪʦʤʫ ʯʪʦ ʥʝʚʦʟʤʦʞʥʦ 

ʜʦʩʪʘʚʠʪʴ ʃʇɹ ʵʪʠʤ ʆʙʲʝʢʪʘʤ). ʄʦʞʥʦ ʥʘʧʠʩʘʪʴ ʬʨʘʛʤʝʥʪ ʃʇɹ ʩ ʧʦʤʦʱʴʶ ʚʩʪʨʦʝʥʥʦʛʦ 

ʨʝʜʘʢʪʦʨʘ ʠʣʠ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʝʛʦ ʠʟ ʬʘʡʣʘ. ɺ ʦʙʣʘʩʪʠ ʉʪʨʫʢʪʫʨʘ ʃʇɹ ʟʘʢʣʘʜʢʠ ʋʧʨʘʚʣʝʥʠʝ-

>ʃʇɹ ʦʢʥʘ ʉʚʦʡʩʪʚʘ ʆʙʲʝʢʪʘ ʇʦʣʠʪʠʢʠ ʤʦʞʥʦ ʫʢʘʟʘʪʴ ʠʝʨʘʨʭʠʶ ɿʘʜʘʥʥʳʭ ʃʇɹ, 

ʦʪʥʦʩʷʱʠʭʩʷ ʢ ʃʇɹ, ʢʦʪʦʨʘʷ ʛʝʥʝʨʠʨʫʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ, ʧʦʩʣʝ ʧʝʨʝʤʝʱʝʥʠʷ ʵʪʠʭ ʃʇɹ ʚʚʝʨʭ 

ʠʣʠ ʚʥʠʟ ʩʧʠʩʢʘ. ʆʢʦʥʯʘʪʝʣʴʥʘʷ ʃʇɹ ʙʫʜʝʪ ʩʦʙʨʘʥʘ ʠʟ ʵʪʠʭ ʯʘʩʪʝʡ ʚ ʫʢʘʟʘʥʥʦʤ ʧʦʨʷʜʢʝ, ʩʚʝʨʭʫ 

ʚʥʠʟ.  
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4.7.10. ɼʦʤʝʥʳ 

ɺ ɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝ ʧʨʝʜʫʩʤʦʪʨʝʥʘ ʜʦʤʝʥʥʘʷ ʤʦʜʝʣʴ (ʚ ʨʘʤʢʘʭ ɿɸʉʊɸɺɸ-

ʋʧʨʘʚʣʝʥʠʝ, ʥʝ ʦʪʥʦʩʠʪʩʷ ʢ Active Directory). ʕʪʘ ʤʦʜʝʣʴ ʨʝʘʣʠʟʫʝʪ ʨʘʟʛʨʘʥʠʯʝʥʠʝ ʧʨʘʚ ʜʦʩʪʫʧʘ 

ʢ ʢʦʥʩʦʣʠ ɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝ ʧʦ ʧʨʠʥʮʠʧʫ ʘʚʪʦʨʠʟʘʮʠʠ. 

ɼʦʤʝʥ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʆʙʲʝʢʪ, ʧʦʟʚʦʣʷʶʱʠʡ ʦʧʠʩʘʪʴ: 

- ʠʤʷ ʜʦʤʝʥʘ; 

- ʩʚʷʟʴ ʩ ʨʦʜʠʪʝʣʴʩʢʠʤ ʜʦʤʝʥʦʤ; 

- ʪʝʢʫʱʫʶ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʝʝ ʧʨʘʚʘ; 

- ʪʦʧʦʣʦʛʠʶ, ʚʭʦʜʷʱʫʶ ʚ ʜʦʤʝʥ; 

- ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ, ʜʝʡʩʪʚʫʶʱʠʝ ʚ ʜʦʤʝʥʝ; 

- ʦʙʲʝʢʪʳ ʧʦʣʠʪʠʢʠ; 

- ʧʨʘʚʠʣʘ; 

- ʟʦʥʳ; 

- ʨʘʩʧʠʩʘʥʠʷ. 

ɼʦʤʝʥʳ ʦʙʨʘʟʫʶʪ ʜʝʨʝʚʦ, ʢʦʨʥʝʚʦʡ ʜʦʤʝʥ ʥʘʟʳʚʘʝʪʩʷ ɻʣʦʙʘʣʴʥʳʤ. ʂʘʞʜʳʡ ʜʦʤʝʥ 

ʩʚʷʟʘʥ ʩ ʥʘʙʦʨʦʤ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ. ʇʨʠ ʧʦʜʩʦʝʜʠʥʝʥʠʠ ʢ ʢʦʥʩʦʣʠ ʫʧʨʘʚʣʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʴ 

ʫʢʘʟʳʚʘʝʪ ʠʤʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʠ ʝʝ ʧʘʨʦʣʴ. ɺ ʩʣʫʯʘʝ ʫʩʧʝʰʥʦʛʦ ʚʚʦʜʘ, ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ, ʧʦʜ 

ʢʦʪʦʨʦʡ ʚʭʦʜʠʣ ʧʦʣʴʟʦʚʘʪʝʣʴ, ʩʪʘʥʦʚʠʪʩʷ ʪʝʢʫʱʝʡ. ɼʦʤʝʥ, ʢʦʪʦʨʡr ʩʚʷʟʘʥ ʩ ʪʝʢʫʱʝʡ ʫʯʝʪʥʦʡ 

ʟʘʧʠʩʴʶ, ʪʘʢʞʝ ʩʪʘʥʦʚʠʪʩʷ ʪʝʢʫʱʠʤ ʜʦʤʝʥʦʤ. 

4.7.10.1. ʇʨʘʚʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ 

ʂʘʞʜʘʷ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʠʤʝʝʪ ʧʨʘʚʘ. ʇʨʠ ʘʚʪʦʨʠʟʘʮʠʠ ʵʪʠ ʧʨʘʚʘ ʨʘʩʧʨʦʩʪʨʘʥʷʶʪʩʷ ʥʘ 

ʪʝʢʫʱʠʡ ʜʦʤʝʥ ʠ ʚʩʝ ʜʦʤʝʥʳ, ʩʣʝʜʫʶʱʠʝ ʚʥʠʟ ʧʦ ʠʝʨʘʨʭʠʠ. ʇʨʘʚʘ, ʢʦʪʦʨʳʤʠ ʤʦʞʝʪ ʦʙʣʘʜʘʪʴ 

ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ: ʘʢʪʠʚʘʮʠʷ, ʟʘʧʠʩʴ ʠ ʫʧʨʘʚʣʝʥʠʝ ʫʯʝʪʥʳʤʠ ʟʘʧʠʩʷʤʠ. 

ɸʢʪʠʚʘʮʠʷ ï ʧʨʘʚʦ ʘʢʪʠʚʠʨʦʚʘʪʴ ɻʇɹ ʥʘ ʭʦʩʪʘʭ, ʦʪʥʦʩʷʱʠʭʩʷ ʢ ʪʝʢʫʱʝʤʫ ʜʦʤʝʥʫ. 

ʇʨʘʚʦʤ ʥʘ ʛʣʦʙʘʣʴʥʫʶ ʘʢʪʠʚʘʮʠʶ ʠ ʘʢʪʠʚʘʮʠʶ ʦʙʥʦʚʣʝʥʥʳʭ ɸʛʝʥʪʦʚ ʠʤʝʝʪ ʧʨʘʚʦ ʪʦʣʴʢʦ 

ɻʣʦʙʘʣʴʥʘʷ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ. ʇʨʘʚʦʤ ʥʘ ʪʨʘʥʩʣʷʮʠʶ ʪʘʢʞʝ ʦʙʣʘʜʘʝʪ ʪʦʣʴʢʦ ɻʣʦʙʘʣʴʥʘʷ ʫʯʝʪʥʘʷ 

ʟʘʧʠʩʴ. 

ɿʘʧʠʩʴ ï ʧʨʘʚʦ ʫʜʘʣʷʪʴ, ʩʦʟʜʘʚʘʪʴ ʠ ʤʦʜʠʬʠʮʠʨʦʚʘʪʴ ʦʙʲʝʢʪʳ, ʦʪʥʦʩʷʱʠʝʩʷ ʢ 

ʪʝʢʫʱʝʤʫ ʜʦʤʝʥʫ, ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʩʘʤʠʭ ʜʦʤʝʥʦʚ, ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ, ʘ ʪʘʢʞʝ ʜʠʘʧʘʟʦʥʦʚ IP-

ʘʜʨʝʩʦʚ ʠʟ ʯʠʩʣʘ ʟʘʜʘʶʱʠʭ ʪʦʧʦʣʦʛʠʶ ʩʘʤʦʛʦ ʜʦʤʝʥʘ. 

ʋʧʨʘʚʣʝʥʠʝ ʫʯʝʪʥʳʤʠ ʟʘʧʠʩʷʤʠ ï ʧʨʘʚʦ ʫʜʘʣʷʪʴ, ʩʦʟʜʘʚʘʪʴ ʠ ʤʦʜʠʬʠʮʠʨʦʚʘʪʴ 

ʩʣʝʜʫʶʱʠʝ ʦʙʲʝʢʪʳ, ʦʪʥʦʩʷʱʠʝʩʷ ʢ ʪʝʢʫʱʝʤʫ ʜʦʤʝʥʫ: ʩʘʤʠ ʜʦʤʝʥʳ, ʠʭ ʧʦʜʯʠʥʝʥʠʝ ʜʨʫʛʠʤ 

ʜʦʤʝʥʘʤ, ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʜʦʤʝʥʦʚ, ʠʭ ʠʤʝʥʘ, ʧʘʨʦʣʠ, ʧʨʘʚʘ, ʘ ʪʘʢʞʝ ʦʛʨʘʥʠʯʝʥʠʷ ʥʘ ʘʜʨʝʩʘ ʚ 
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ʜʦʤʝʥʝ. ʇʨʘʚʦ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʫʯʝʪʥʳʤʠ ʟʘʧʠʩʷʤʠ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʜʘʝʪ ʧʨʘʚʘ ɸʢʪʠʚʘʮʠʠ ʠ 

ɿʘʧʠʩʠ. 

ɻʣʦʙʘʣʴʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ ʥʘʟʳʚʘʝʪʩʷ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ, ʦʪʥʦʩʷʱʘʷʩʷ ʢ ɻʣʦʙʘʣʴʥʦʤʫ 

ʜʦʤʝʥʫ ʠ ʠʤʝʶʱʘʷ ʧʨʘʚʦ ʫʧʨʘʚʣʝʥʠʷ ʫʯʝʪʥʳʤʠ ʟʘʧʠʩʷʤʠ. ɺʩʝʛʜʘ ʜʦʣʞʥʘ ʙʳʪʴ ʭʦʪʷ ʙʳ ʦʜʥʘ 

ɻʣʦʙʘʣʴʥʘʷ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ. ɺ ʩʣʫʯʘʝ, ʝʩʣʠ ʝʝ ʥʝʪ ʚ ɹɼ ʩʝʨʚʝʨʘ ʥʘ ʤʦʤʝʥʪ ʟʘʧʫʩʢʘ, ʩʝʨʚʝʨ ʥʝ 

ʟʘʧʫʩʢʘʝʪʩʷ. ɺ ʩʣʫʯʘʝ, ʝʩʣʠ ʝʝ ʥʝʪ ʚ ʠʤʧʦʨʪʠʨʫʝʤʦʡ ɹɼ, ʦʥʘ ʩʦʟʜʘʝʪʩʷ (ʢʦʧʠʨʫʝʪʩʷ ʠʤʷ ʠ 

ʧʘʨʦʣʴ ʪʝʢʫʱʝʡ ɻʣʦʙʘʣʴʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ). 

ʇʨʘʚʦ ʫʧʨʘʚʣʝʥʠʷ ʫʯʝʪʥʳʤʠ ʟʘʧʠʩʷʤʠ ʠʤʝʝʪ ʨʷʜ ʠʩʢʣʶʯʝʥʠʡ: 

- ʜʣʷ ɻʣʦʙʘʣʴʥʦʛʦ ʜʦʤʝʥʘ ʥʝ ʜʦʧʫʩʢʘʝʪʩʷ ʫʜʘʣʝʥʠʝ, ʧʝʨʝʠʤʝʥʦʚʘʥʠʝ, ʩʦʟʜʘʥʠʝ ʝʱʝ 

ʦʜʥʦʛʦ ɻʣʦʙʘʣʴʥʦʛʦ ʜʦʤʝʥʘ, ʚʚʝʜʝʥʠʝ ʦʛʨʘʥʠʯʝʥʠʡ ʥʘ ʪʦʧʦʣʦʛʠʶ, ʧʦʜʯʠʥʝʥʠʝ 

ɻʣʦʙʘʣʴʥʦʛʦ ʜʦʤʝʥʘ ʜʨʫʛʠʤ ʜʦʤʝʥʘʤ; 

- ʜʣʷ ʪʝʢʫʱʝʛʦ ʜʦʤʝʥʘ ʥʝ ʜʦʧʫʩʢʘʝʪʩʷ ʫʜʘʣʝʥʠʝ, ʧʝʨʝʠʤʝʥʦʚʘʥʠʝ ʠ ʧʝʨʝʧʦʜʯʠʥʝʥʠʝ 

ʜʨʫʛʦʤʫ ʜʦʤʝʥʫ; 

- ʜʣʷ ʪʝʢʫʱʝʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʥʝ ʜʦʧʫʩʢʘʝʪʩʷ ʫʜʘʣʝʥʠʝ (ʢʘʢ ʩʣʝʜʩʪʚʠʝ - ʥʝʣʴʟʷ ʫʜʘʣʠʪʴ 

ʧʦʩʣʝʜʥʶʶ ɻʣʦʙʘʣʴʥʫʶ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ), ʥʝ ʜʦʧʫʩʢʘʝʪʩʷ ʩʥʷʪʠʝ ʩ ʩʘʤʦʡ ʩʝʙʷ ʧʨʘʚ 

(ʢʘʢ ʩʣʝʜʩʪʚʠʝ ï ʥʝʣʴʟʷ ʩʜʝʣʘʪʴ ʧʦʩʣʝʜʥʶʶ ɻʣʦʙʘʣʴʥʫʶ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ 

ʥʝʛʣʦʙʘʣʴʥʦʡ). 

ɼʣʷ ʪʝʢʫʱʝʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʚʩʝʛʜʘ ʜʦʧʫʩʢʘʝʪʩʷ ʠʟʤʝʥʝʥʠʝ ʝʝ ʧʘʨʦʣʷ, ʘ ʪʘʢʞʝ 

ʚʦʟʤʦʞʥʦʩʪʴ ʧʝʨʝʠʤʝʥʦʚʘʥʠʷ ʧʨʠ ʥʘʣʠʯʠʠ ʧʨʘʚʘ ʫʧʨʘʚʣʝʥʠʷ ʫʯʝʪʥʳʤʠ ʟʘʧʠʩʷʤʠ. 

ɼʦʤʝʥʳ ʤʦʛʫʪ ʠʤʝʪʴ ʦʛʨʘʥʠʯʝʥʠʷ ʧʦ ʪʦʧʦʣʦʛʠʠ. ɺʥʝʩʝʥʠʝ ʠʟʤʝʥʝʥʠʡ ʚ ʵʪʠ 

ʦʛʨʘʥʠʯʝʥʠʷ ʪʨʝʙʫʝʪ ʥʘʣʠʯʠʝ ʧʨʘʚʘ ʫʧʨʘʚʣʝʥʠʷ ʫʯʝʪʥʳʤʠ ʟʘʧʠʩʷʤʠ. ʇʦʤʠʤʦ ʵʪʦʛʦ ʪʨʝʙʫʝʪʩʷ, 

ʯʪʦʙʳ ʦʛʨʘʥʠʯʝʥʠʷ ʜʣʷ ʧʦʜʯʠʥʝʥʥʳʭ ʜʦʤʝʥʦʚ ʙʳʣʠ ʥʝ ʥʠʞʝ ʦʛʨʘʥʠʯʝʥʠʡ ʜʦʤʝʥʘ ʚʳʰʝ ʧʦ 

ʠʝʨʘʨʭʠʠ. 

ɼʣʷ ʢʘʞʜʦʛʦ ʜʦʤʝʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʤʦʞʥʦ ʩʦʭʨʘʥʠʪʴ ʩʚʦʡ ʩʧʠʩʦʢ ʬʠʣʴʪʨʦʚ ʠ 

ʠʥʜʠʢʘʪʦʨʦʚ ʜʣʷ ʨʘʙʦʪʳ ʩ ɾʫʨʥʘʣʦʤ ʨʝʛʠʩʪʨʘʮʠʠ ʩʦʙʳʪʠʡ ʠ ʞʫʨʥʘʣʦʤ Syslog-ʩʦʦʙʱʝʥʠʡ. 

4.7.11. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʥʝʩʢʦʣʴʢʠʭ ʎʋʇ  

ʄʦʞʥʦ ʧʨʠʤʝʥʠʪʴ ʥʝʩʢʦʣʴʢʦ ʵʢʟʝʤʧʣʷʨʦʚ ʎʋʇ ʢʘʢ ʯʘʩʪʴ ʉʨʝʜʳ ɹʝʟʦʧʘʩʥʦʩʪʠ. ɺ 

ʜʘʥʥʦʡ ʫʩʪʘʥʦʚʢʝ ʎʋʇ ʚʩʝ ɸʛʝʥʪʳ ʜʦʣʞʥʳ ʦʧʨʝʜʝʣʷʪʴʩʷ ʢʘʢ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ. ɽʩʪʴ ʜʚʘ 

ʚʘʨʠʘʥʪʘ ʨʝʘʣʠʟʘʮʠʠ ʩʣʦʞʥʳʭ ʎʋʇ. 

ɺʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʝʨʚʳʤ ʩʮʝʥʘʨʠʝʤ, ʝʩʣʠ ʢʦʣʠʯʝʩʪʚʦ ʠ ʤʝʩʪʦʧʦʣʦʞʝʥʠʝ ɸʛʝʥʪʦʚ 

ʜʝʣʘʶʪ ʥʝʫʜʦʙʥʳʤ ʥʘʣʠʯʠʝ ʪʦʣʴʢʦ ʦʜʥʦʛʦ ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʵʢʟʝʤʧʣʷʨʘ ʠʣʠ ʙʫʜʝʪ ʫʜʦʙʥʝʝ, ʝʩʣʠ 

ʥʝʢʦʪʦʨʳʤʠ ʆʙʲʝʢʪʘʤʠ ʇʦʣʠʪʠʢʠ ʙʫʜʝʪ ʫʧʨʘʚʣʷʪʴ ʢʦʥʢʨʝʪʥʳʡ ʵʢʟʝʤʧʣʷʨ ʎʋʇ, ʘ ʥʝ ʠʥʦʡ 

ʜʨʫʛʦʡ. ʅʝʦʙʭʦʜʠʤʦ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʉʨʝʜ ɹʝʟʦʧʘʩʥʦʩʪʠ ʪʘʢ, ʯʪʦʙʳ ʢʘʞʜʳʡ ɸʛʝʥʪ ʧʦʣʫʯʘʣ 

ʩʚʦʶ ʃʇɹ ʦʪ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʵʢʟʝʤʧʣʷʨʘ ʎʋʇ. ʊʦʣʴʢʦ ɸʛʝʥʪʳ, ʢʦʪʦʨʳʤʠ ʫʧʨʘʚʣʷʝʪ ʢʘʞʜʘʷ 
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ʣʦʢʘʣʴʥʘʷ ʫʩʪʘʥʦʚʢʘ ʎʋʇ, ʜʦʣʞʥʳ ʦʧʨʝʜʝʣʷʪʴʩʷ ʢʘʢ ʫʧʨʘʚʣʷʝʤʳʝ ʆʙʲʝʢʪʳ ʚ ʵʪʦʤ ʣʦʢʘʣʴʥʦʤ 

ʎʋʇ. ɺʩʝ ɸʛʝʥʪʳ, ʢʦʪʦʨʳʝ ʧʦʣʫʯʘʶʪ ʃʇɹ ʠʟ ʜʨʫʛʦʛʦ ʵʢʟʝʤʧʣʷʨʘ ʎʋʇ, ʜʦʣʞʥʳ ʦʧʨʝʜʝʣʷʪʴʩʷ 

ʢʘʢ ʥʝʫʧʨʘʚʣʷʝʤʳʝ ʆʙʲʝʢʪʳ ʚ ʵʪʦʤ ʣʦʢʘʣʴʥʦʤ ʎʋʇ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʃʇɹ, ɹɼ ʠ ɻʇɹ ʙʫʜʫʪ 

ʨʘʟʥʳʝ ʥʘ ʨʘʟʥʳʭ ʵʢʟʝʤʧʣʷʨʘʭ ʎʋʇ. 

ɺʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚʪʦʨʳʤ ʩʮʝʥʘʨʠʝʤ, ʝʩʣʠ ʥʝʦʙʭʦʜʠʤʦ, ʯʪʦʙʳ ɸʛʝʥʪʳ ʚ ʉʨʝʜʝ 

ɹʝʟʦʧʘʩʥʦʩʪʠ ʠʤʝʣʠ ʦʧʮʠʶ ʟʘʛʨʫʟʢʠ ʃʇɹ ʠʟ ʥʝʩʢʦʣʴʢʠʭ ʨʘʟʥʳʭ ʫʩʪʘʥʦʚʦʢ ʎʋʇ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ 

ʦʧʨʝʜʝʣʠʪʴ ʚʩʝʭ ɸʛʝʥʪʦʚ ʢʘʢ ʫʧʨʘʚʣʷʝʤʳʝ ʆʙʲʝʢʪʳ ʚ ʢʘʞʜʦʡ ʣʦʢʘʣʴʥʦʡ ʫʩʪʘʥʦʚʢʝ ʎʋʇ. ʇʨʠ 

ʧʦʧʳʪʢʝ ʟʘʛʨʫʟʠʪʴ ʃʇɹ ɸʛʝʥʪ ʧʦʧʨʦʙʫʝʪ ʟʘʛʨʫʟʠʪʴ ʝʝ ʩ ʎʋʇ-ʉʝʨʚʝʨ, ʢʦʪʦʨʳʡ ʨʘʩʧʦʣʦʞʝʥ ʚ 

ʩʧʠʩʢʝ ʧʝʨʚʳʤ; ʝʩʣʠ ʧʝʨʚʳʡ ʎʋʇ ʥʝʜʦʩʪʫʧʝʥ, ʦʥ ʧʦʧʨʦʙʫʝʪ ʩʣʝʜʫʶʱʠʡ ʚ ʩʧʠʩʢʝ ʠ ʪ.ʜ. ɺ ʵʪʦʤ 

ʩʣʫʯʘʝ ʃʇɹ, ɹɼ ʠ ɻʇɹ ʙʫʜʫʪ ʦʜʠʥʘʢʦʚʳʝ ʥʘ ʢʘʞʜʦʤ ʵʢʟʝʤʧʣʷʨʝ ʎʋʇ; ʚʩʝ ʫʩʪʘʥʦʚʢʠ ʥʠʞʝ 

ʧʝʨʚʦʛʦ ʧʦ ʩʧʠʩʢʫ ʚ ʦʩʥʦʚʥʦʤ ʜʝʡʩʪʚʫʶʪ ʢʘʢ çʨʝʟʝʨʚʥʳʝ ʫʩʪʨʦʡʩʪʚʘè ʜʣʷ ʠʩʭʦʜʥʦʛʦ ʎʋʇ. ʕʪʘ 

çʠʝʨʘʨʭʠʷè ʧʨʝʜʩʪʘʚʣʝʥʘ ʚ ʃʇɹ ɸʛʝʥʪʦʚ; ʚ ʠʩʭʦʜʥʦʡ ʃʇɹ ɸʛʝʥʪʘ (ʪ.ʝ. ʧʝʨʝʜ ʪʝʤ, ʢʘʢ ʙʫʜʝʪ 

ʟʘʛʨʫʞʝʥʘ ʃʇɹ ʠʟ ʎʋʇ). ʕʪʘ ʠʝʨʘʨʭʠʷ ʜʦʣʞʥʘ ʙʳʪʴ ʫʢʘʟʘʥʘ ʥʘ ʪʦʢʝʥʝ ʠʣʠ ʚ ʬʘʡʣʝ, 

ʠʩʧʦʣʴʟʫʝʤʦʤ ʜʣʷ ʠʩʭʦʜʥʦʡ ʃʇɹ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʤʝʭʘʥʠʟʤ 

SQL Database Replication, ʯʪʦʙʳ ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʪʴ ɹɼ ʎʋʇ ʙʦʣʝʝ ʥʠʟʢʦʛʦ ʫʨʦʚʥʷ ʩ ɹɼ 

ʠʩʭʦʜʥʦʛʦ ʎʋʇ. 

ʆʩʥʦʚʥʘʷ ʠʜʝʷ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ɸʛʝʥʪʳ ʤʦʛʫʪ ʟʘʛʨʫʞʘʪʴ ʃʇɹ ʪʦʣʴʢʦ ʩ 

ʫʩʪʘʥʦʚʢʠ ʎʋʇ, ʚ ʢʦʪʦʨʦʡ ʵʪʦʪ ɸʛʝʥʪ ʦʧʨʝʜʝʣʷʝʪʩʷ ʢʘʢ ʫʧʨʘʚʣʷʝʤʳʡ ʆʙʲʝʢʪ. ɽʩʣʠ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʩʢʦʣʴʢʦ ʵʢʟʝʤʧʣʷʨʦʚ ʎʋʇ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʧʨʝʜʦʩʪʘʚʠʪʴ ɸʛʝʥʪʘʤ ʚ ʉʨʝʜʝ 

ɹʝʟʦʧʘʩʥʦʩʪʠ ʥʝʩʢʦʣʴʢʦ ʤʝʩʪʦʧʦʣʦʞʝʥʠʡ, ʩ ʢʦʪʦʨʳʭ ʦʥʠ ʩʤʦʛʫʪ ʟʘʛʨʫʞʘʪʴ ʩʚʦʠ ʃʇɹ, 

ʥʝʦʙʭʦʜʠʤʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʩʮʝʥʘʨʠʝʤ 2. 

ɽʩʣʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʩʢʦʣʴʢʦ ʵʢʟʝʤʧʣʷʨʦʚ ʎʋʇ, ʯʪʦʙʳ ʫʧʨʘʚʣʷʪʴ ʨʘʟʣʠʯʥʳʤʠ ʩʝʪʷʤʠ, 

ʢʦʪʦʨʳʝ ʥʝ ʦʙʲʝʜʠʥʝʥʳ ʧʦʣʥʦʩʪʴʶ ʜʨʫʛ ʩ ʜʨʫʛʦʤ (ʧʨʠʥʘʜʣʝʞʘʪ ʨʘʟʥʳʤ ʢʦʤʧʘʥʠʷʤ ʠ ʪ.ʜ.), ʪʦ 

ʣʫʯʰʝ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʩʮʝʥʘʨʠʝʤ 1. 

ʅʘʧʨʠʤʝʨ:  

- ʥʝʦʙʭʦʜʠʤʦ, ʯʪʦʙʳ ʚ ʢʘʞʜʦʤ ʵʢʟʝʤʧʣʷʨʝ ʎʋʇ ʙʳʣʠ ʦʧʠʩʘʥʠʷ ʚʩʝʭ ɸʛʝʥʪʦʚ 

ʢʘʞʜʦʡ ʩʝʪʠ, ʥʦ ʯʪʦʙʳ ʥʝʣʴʟʷ ʙʳʣʦ ʧʨʦʩʤʦʪʨʝʪʴ ʃʇɹ ɸʛʝʥʪʦʚ ʚ ʜʨʫʛʠʭ ʩʝʪʷʭ;  

- ʥʝʦʙʭʦʜʠʤʦ, ʯʪʦʙʳ ʚ ʢʘʞʜʦʤ ʵʢʟʝʤʧʣʷʨʝ ʎʋʇ ʙʳʣʠ ʦʧʠʩʘʥʠʷ ʚʩʝʭ ɸʛʝʥʪʦʚ 

ʢʘʞʜʦʡ ʩʝʪʠ, ʥʦ ʯʪʦʙʳ ʥʝʣʴʟʷ ʙʳʣʦ ʧʨʦʩʤʦʪʨʝʪʴ ɻʇɹ ʚ ʜʨʫʛʠʭ ʵʢʟʝʤʧʣʷʨʘʭ ʎʋʇ. 

4.8. ʈʘʙʦʪʘ ʩ ɻʇɹ ʠ ʇʨʦʝʢʪʘʤʠ 

ʈʘʟʣʠʯʥʳʝ ʚʣʦʞʝʥʥʳʝ ʦʢʥʘ ʠ ʤʝʥʶ ʎʋʇ-ʂʦʥʩʦʣ ɹʦʙʝʩʧʝʯʠʚʘʶʪ ʬʫʥʢʮʠʠ ʜʣʷ ʨʘʙʦʪʳ, 

ʢʘʢ ʩ ʦʪʜʝʣʴʥʦʡ ɻʇɹ, ʪʘʢ ʠ ʩ çʧʨʦʝʢʪʦʤè (ɻʇɹ ʧʣʶʩ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ. ɻʇɹ ï ʵʪʦ ʥʘʙʦʨ 

ʇʨʘʚʠʣ, ʢʦʪʦʨʳʝ ʨʘʙʦʪʘʶʪ ʩ ʥʘʙʦʨʦʤ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʇʨʦʝʢʪ ï ʵʪʦ ʩʫʤʤʘ 

ʇʨʘʚʠʣ ʠ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ).  
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ʇʨʦʝʢʪʳ ʤʦʞʥʦ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʠ ʵʢʩʧʦʨʪʠʨʦʚʘʪʴ ʠʟ ʎʋʇ. ʏʪʦʙʳ ʠʤʝʪʴ ʥʝʩʢʦʣʴʢʦ 

ɻʇɹ, ʢʦʪʦʨʳʝ ʦʪʣʠʯʘʶʪʩʷ ʚ ʥʝʢʦʪʦʨʦʤ ʦʪʥʦʰʝʥʠʠ (ʥʝ ʪʦʣʴʢʦ ʇʨʘʚʠʣʘʤʠ), ɺʳ ʜʦʣʞʥʳ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʨʘʟʥʳʝ ʇʨʦʝʢʪʳ. ʀʤʧʦʨʪ/ʵʢʩʧʦʨʪ XML -ʩʪʨʫʢʪʫʨ ʇʨʦʝʢʪʘ ʩʦʭʨʘʥʠʪ ʠʣʠ 

ʚʦʩʩʪʘʥʦʚʠʪ ʚʩʝ ʆʙʲʝʢʪʳ ʚʦ ʚʩʝʭ ʦʢʥʘʭ ʎʋʇ-ʂʦʥʩʦʣ.ɹ ʂʦʤʘʥʜʳ ʆʪʢʨʳʪʴ ʠ ʉʦʭʨʘʥʠʪʴ ʤʝʥʁ 

ʇʨʦʝʢʪ ʟʘʛʨʫʞʘʶʪ ʠʣʠ ʩʦʭʨʘʥʷʶʪ ʚʩʶ ɹɼ SQL ʉʝʨʚʝʨʘ ʎʋʇ ʚ/ʠʟ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ. 

4.9. ʇʦʩʪʨʦʝʥʠʝ ʃʇɹ ʜʣʷ ɸʛʝʥʪʦʚ 

ʃʇɹ ʜʣʷ ʣʶʙʦʛʦ ʫʧʨʘʚʣʷʝʤʦʛʦ ɿʘʱʠʱʸʥʥʦʛʦ ɸʛʝʥʪʘ ʤʦʞʥʦ ʧʦʩʪʨʦʠʪʴ ʧʦ-ʨʘʟʥʦʤʫ. 

ɽʩʪʴ ʪʨʠ ʦʩʥʦʚʥʳʭ ʤʝʪʦʜʘ ʧʦʩʪʨʦʝʥʠʷ ʃʇɹ ɸʛʝʥʪʘ:  

- ɽʩʣʠ ʥʠʯʝʛʦ ʥʝ ʜʦʙʘʚʣʷʪʴ ʠ ʥʝ ʠʟʤʝʥʷʪʴ ʚ ʃʇɹ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʪʦ ʃʇɹ ʙʫʜʝʪ 

ʚʳʯʠʩʣʝʥʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʜʣʷ ɿʘʱʠʱʸʥʥʦʛʦ ɸʛʝʥʪʘ ʠʟ ɻʇɹ.  

- ɽʩʣʠ ʃʇɹ ʜʣʷ ʜʘʥʥʦʛʦ ɿʘʱʠʱʸʥʥʦʛʦ ɸʛʝʥʪʘ ʥʫʞʥʦ ʙʦʣʴʰʝ ʠʥʬʦʨʤʘʮʠʠ, ʯʝʤ 

ʧʦʣʫʯʝʥʦ ʚ ʨʝʟʫʣʴʪʘʪʝ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʚʳʯʠʩʣʝʥʠʷ ʃʇɹ, ʪʦ ʬʨʘʛʤʝʥʪʳ ʃʇɹ ʙʫʜʫʪ 

ʜʦʙʘʚʣʝʥʳ ʢ ʥʘʯʘʣʫ ʠʣʠ ʢʦʥʮʫ çʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʦʟʜʘʥʥʦʡè ʃʇɹ. ʕʪʦ ʚʳʧʦʣʥʷʝʪʩʷ 

ʧʦʩʨʝʜʩʪʚʦʤ ʩʦʟʜʘʥʠʷ ʆʙʲʝʢʪʦʚ, ʦʧʨʝʜʝʣʷʝʤʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʃʇɹ, ʠ ʚ ʠʤʧʦʨʪʝ 

ʵʪʠʭ ʬʨʘʛʤʝʥʪʦʚ ʠʟ ʃʇɹ ʚ ʃʇɹ ʆʙʲʝʢʪʘ. ʄʝʩʪʦʧʦʣʦʞʝʥʠʝ ʵʪʠʭ ʬʨʘʛʤʝʥʪʦʚ ʃʇɹ ʚ 

ʦʢʦʥʯʘʪʝʣʴʥʦʡ ʃʇɹ ʟʘʚʠʩʠʪ ʦʪ ʧʦʟʠʮʠʠ ʆʙʲʝʢʪʘ(ʦʚ), ʦʧʨʝʜʝʣʷʝʤʦʡ ʧʦʣʴʟʦʚʘʪʝʣʝʤ 

ʃʇɹ ʚ ʟʘʢʣʘʜʢʝ ʋʧʨʘʚʣʝʥʠʝ->ʃʇɹ ʦʢʥʘ ʀʟʤʝʥʠʪʴ ʆʙʲʝʢʪ ʇʦʣʠʪʠʢʠ. 

ʆʧʨʝʜʝʣʷʝʤʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʃʇɹ, ʧʦʤʝʱʝʥʥʳʝ ʥʘʜ ʘʪʨʠʙʫʪʦʤ ɸʚʪʦʤʘʪʠʯʝʩʢʠ 

ʩʦʟʜʘʥʥʘʷ ʃʇɹ ʙʫʜʫʪ ʜʦʙʘʚʣʝʥʳ ʚ ʧʦʨʷʜʢʝ ʩʚʝʨʭʫ ʚʥʠʟ, ʢ ʥʘʯʘʣʫ çʘʚʪʦʤʘʪʠʯʝʩʢʠ 

ʩʦʟʜʘʥʥʦʡè ʃʇɹ (ʩʤ. ʈʠʩʫʥʦʢ 18). ʇʦʜʦʙʥʳʤ ʦʙʨʘʟʦʤ, ʦʧʨʝʜʝʣʷʝʤʳʝ 

ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʃʇɹ, ʧʦʤʝʱʝʥʥʳʝ ʧʦʜ ʘʪʨʠʙʫʪʦʤ, ʙʫʜʫʪ ʜʦʙʘʚʣʝʥʳ ʚ ʧʦʨʷʜʢʝ ʩʥʠʟʫ 

ʚʚʝʨʭ, ʢ ʢʦʥʮʫ çʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʦʟʜʘʥʥʦʡè ʃʇɹ. 

ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʦʧʨʝʜʝʣʠʪʴ ʦʜʥʫ, ʥʝʠʟʤʝʥʥʫʶ ʃʇɹ ʜʣʷ ʦʪʜʝʣʴʥʦʛʦ ɿʘʱʠʱʸʥʥʦʛʦ 

ɸʛʝʥʪʘ (ʥʘ ʢʦʪʦʨʫʶ ʥʝ ʙʫʜʫʪ ʚʣʠʷʪʴ ʠʟʤʝʥʝʥʠʷ ʚ ɻʇɹ), ʥʘʜʦ ʩʜʝʣʘʪʴ ʦʪʤʝʪʢʫ ʚ ʦʢʥʝ ʅʝ 

ʪʨʘʥʩʣʠʨʦʚʘʪʴ ʃʇɹ ʚ ʟʘʢʣʘʜʢʝ ʋʧʨʘʚʣʝʥʠʝ- >ʃʇɹ ʦʢʥʘ ʀʟʤʝʥʠʪʴ ʆʙʲʝʢʪ ʇʦʣʠʪʠʢʠ. ɽʩʣʠ 

ʦʪʤʝʪʢʘ ʩʪʦʠʪ, ʪʦ ʃʇɹ ɸʛʝʥʪʘ ʥʝ ʙʫʜʝʪ ʦʙʥʦʚʣʷʪʴʩʷ, ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʩʢʦʣʴʢʦ ʠʟʤʝʥʝʥʠʡ 

ʧʨʦʠʩʭʦʜʠʣʦ ʩ ɻʇɹ, ʠ ʩʢʦʣʴʢʦ ʨʘʟ ʦʥʘ ʙʳʣʘ ʧʨʝʦʙʨʘʟʦʚʘʥʘ ʚ ʃʇɹ. ɸʢʪʠʚʥʘʷ ʃʇɹ ʙʫʜʝʪ 

ʧʨʠʤʝʥʷʪʴʩʷ ʢ ɸʛʝʥʪʫ, ʧʦʢʘ ʥʝ ʙʫʜʝʪ ʫʙʨʘʥʘ ʦʪʤʝʪʢʘ ʠʟ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʧʦʣʷ, ʧʦʢʘ ʩʥʦʚʘ ʥʝ 

ʙʫʜʝʪ ʧʨʝʦʙʨʘʟʦʚʘʥʘ ʠ ʘʢʪʠʚʠʨʦʚʘʥʘ ɻʇɹ. 
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ʈʠʩʫʥʦʢ 18 ï ʉʪʨʫʢʪʫʨʘ ʃʇɹ 

 

ʃʇɹ ʜʦʣʞʥʘ ʙʳʪʴ ʩʥʘʯʘʣʘ ʩʛʝʥʝʨʠʨʦʚʘʥʘ ʠʣʠ ʠʤʧʦʨʪʠʨʦʚʘʥʘ ʜʣʷ ʵʪʦʛʦ ʆʙʲʝʢʪʘ 

ʇʦʣʠʪʠʢʠ!  

4.10. ʆʙʨʘʟʝʮ ʢʦʥʬʠʛʫʨʘʮʠʠ ʎʋʇ 
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5. ʇʆʐɸɻʆɺʓʁ ʇʈʀʄɽʈ ʂʆʅʌʀɻʋʈʀʈʆɺɸʅʀʗ ɻʇɹ, ɽɽ 

ʇʈɽʆɹʈɸɿʆɺɸʅʀʗ ɺ ʃʇɹ ʀ ɸʂʊʀɺʀʈʆɺɸʅʀɽ ʃʇɹ ɸɻɽʅʊʆɺ 

ɼʃʗ ʉʈɽɼʓ ɹɽɿʆʇɸʉʅʆʉʊʀ (ʎʋʇ ʀ ɼɺɸ ɿɸʉʊɸɺɸ-ʆʌʀʉ) 

ʉʄ. 

 

ʇʨʠʣʦʞʝʥʠʝ 3. ʇʨʠʤʝʨ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʎʋʇ. 

5.1. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʫʜʘʣʝʥʥʦʡ ʎʋʇ-ʂʦʥʩʦʣ ɹ

ɽʩʣʠ ɸʜʤʠʥʠʩʪʨʘʪʦʨʫ ʥʫʞʝʥ ʥʝʧʨʝʨʳʚʥʳʡ, ʢʨʫʛʣʦʩʫʪʦʯʥʳʡ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ɻʇɹ 

ʠ ʠʟ ʣʶʙʦʡ ʪʦʯʢʠ, ʤʦʞʥʦ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʵʢʟʝʤʧʣʷʨ ʎʋʇ-ʂʦʥʩʦʣ.ɹ ʂʦʥʬʠʛʫʨʠʨʦʚʘʥʠʝ 

ʫʜʘʣʝʥʥʦʡ ʎʋʇ-ʂʦʥʩʦʣ ɹ (ʩʤ. ʨʘʟʜʝʣ 6) ʧʨʝʜʦʩʪʘʚʣʷʝʪ ɸʜʤʠʥʠʩʪʨʘʪʦʨʘʤ ʤʘʢʩʠʤʘʣʴʥʳʝ 

ʚʦʟʤʦʞʥʦʩʪʠ ʚ ʫʧʨʘʚʣʝʥʠʠ ɻʇɹ. ʅʘʧʨʠʤʝʨ, ʦʜʠʥ ʵʢʟʝʤʧʣʷʨ ʎʋʇ-ʂʦʥʩʦʣ ɹʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʠ 

ʘʢʪʠʚʠʨʦʚʘʪʴ ʥʘ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʡ ʨʘʙʦʯʝʡ ʩʪʘʥʮʠʠ ʫʧʨʘʚʣʝʥʠʷ ɻʇɹ, ʠ ʤʦʞʥʦ ʫʧʨʘʚʣʷʪʴ 

ʢʦʨʧʦʨʘʪʠʚʥʦʡ ɻʇɹ ʠʟ ʵʪʦʡ ʪʦʯʢʠ ʚ ʨʘʙʦʯʠʝ ʯʘʩʳ. ɼʨʫʛʦʡ ʵʢʟʝʤʧʣʷʨ ʎʋʇ-ʂʦʥʩʦʣʴ ʤʦʞʥʦ 

ʫʩʪʘʥʦʚʠʪʴ ʥʘ ʧʦʨʪʘʪʠʚʥʦʤ ʢʦʤʧʴʶʪʝʨʝ ɸʜʤʠʥʠʩʪʨʘʪʦʨʘ, ʢʦʪʦʨʳʤ ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʙʫʜʝʪ 

ʧʦʣʴʟʦʚʘʪʴʩʷ, ʝʩʣʠ ʝʛʦ ʥʝʪ ʚ ʦʬʠʩʝ. ɺʩʝ, ʯʪʦ ʪʨʝʙʫʝʪʩʷ ʦʪ ɸʜʤʠʥʠʩʪʨʘʪʦʨʘ, ʵʪʦ ʚʳʡʪʠ ʠʟ 

çʣʦʢʘʣʴʥʦʡè (ʥʘʭʦʜʷʱʝʛʦʩʷ ʚ ʦʬʠʩʝ) ʎʋʇ-ʂʦʥʩʦʣʴ ʠ ʟʘʪʝʤ ʟʘʡʪʠ ʥʘ ʫʜʘʣʝʥʥʫʶ ʎʋʇ-ʂʦʥʩʦʣʴ. 

ɻʇɹ ʤʦʞʥʦ ʙʝʟʦʧʘʩʥʦ ʫʧʨʘʚʣʷʪʴ ʯʝʨʝʟ ʩʝʪʴ ʀʥʪʝʨʥʝʪ. ʀʥʩʪʨʫʢʮʠʠ ʧʦ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʶ ʠ 

ʫʜʘʣʝʥʥʦʤʫ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʎʋʇ-ʂʦʥʩʦʣ ɹʩʤ. ʚ ʧʦʜʨʘʟʜʝʣʝ 10.2.  
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6. ʆɹɿʆʈ ʎʋʇ-ʂʆʅʉʆʃʔ  

ɻʇɹ ʩʦʟʜʘʝʪʩʷ ʠ ʟʘʪʝʤ ʪʨʘʥʩʣʠʨʫʝʪʩʷ ʚ ʃʇɹ ʚ ʛʣʘʚʥʦʤ ʦʢʥʝ ʎʋʇ-ʂʦʥʩʦʣʴ. ɿʘʪʝʤ ʃʇɹ 

ʘʢʪʠʚʠʨʫʶʪʩʷ ʥʘ ɸʛʝʥʪʘʭ, ʯʪʦ ʚʢʣʶʯʘʝʪ ʦʪʧʨʘʚʢʫ ʃʇɹ ʦʪʜʝʣʴʥʦʤʫ ɸʛʝʥʪʫ, ʛʨʫʧʧʝ ʚʳʙʨʘʥʥʳʭ 

ɸʛʝʥʪʦʚ ʠʣʠ ʚʩʝʤ ʫʩʪʨʦʡʩʪʚʘʤ ʚ ʉʨʝʜʝ ɹʝʟʦʧʘʩʥʦʩʪʠ ʠ ʘʢʪʠʚʘʮʠʶ ʃʇɹ. ʇʨʠ ʦʙʥʦʚʣʝʥʠʠ ɻʇɹ 

ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʤʦʞʝʪ ʧʦʩʣʘʪʴ ʧʦʣʠʪʠʢʫ ʦʙʥʦʚʣʝʥʠʷ ʚ ʚʠʜʝ ʥʦʚʳʭ ʃʇɹ ʚʩʝʤ ɸʛʝʥʪʘʤ. ɽʩʣʠ 

ʢʘʢʘʷ-ʪʦ ʯʘʩʪʴ ʃʇɹ ʜʘʥʥʦʛʦ ɸʛʝʥʪʘ ʙʦʣʴʰʝ ʥʝ ʜʝʡʩʪʚʠʪʝʣʴʥʘ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʦʙʥʦʚʣʝʥʥʦʡ 

ɻʇɹ ʠʟʤʝʥʝʥʠʷ ʙʫʜʫʪ ʩʜʝʣʘʥʳ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʠ ʩʨʘʟʫ. ʄʦʞʥʦ ʩʜʝʣʘʪʴ ʵʪʦ, ʚʳʙʨʘʚ 

ʊʨʘʥʩʣʠʨʦʚʘʪʴ ʠʟ ʤʝʥʶ ʇʨʦʝʢʪ, ʠ ʧʦʩʣʝ ʪʨʘʥʩʣʷʮʠʠ ʥʦʚʘʷ ɻʇɹ ʙʫʜʝʪ ʘʢʪʠʚʠʨʦʚʘʥʘ, ʝʩʣʠ 

ʚʳʙʨʘʪʴ ɸʢʪʠʚʠʨʦʚʘʪʴ ʠʟ ʤʝʥʶ ʇʨʦʝʢʪ. 

6.1. ɻʣʘʚʥʦʝ ʦʢʥʦ ʎʋʇ-ʂʦʥʩʦʣ ɹ 

ɻʣʘʚʥʦʝ ʦʢʥʦ ʩʦʩʪʦʠʪ ʠʟ ʩʪʨʦʢʠ ʤʝʥʶ, ʠʥʩʪʨʫʤʝʥʪʘʣʴʥʦʡ ʣʠʥʝʡʢʠ ʠ ʦʢʦʥ ʧʨʦʩʤʦʪʨʘ. 

ɼʣʷ ʥʘʩʪʨʦʡʢʠ ʦʪʦʙʨʘʞʝʥʠʷ ʦʢʦʥ ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʥʝʦʙʭʦʜʠʤʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʘʨʘʤʝʪʨʘʤʠ 

ʤʝʥʶ ʆʢʥʦ, ʚ ʢʦʪʦʨʦʤ ʥʘʜʦ ʚʳʙʨʘʪʴ ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʦʢʥʘ. ʆʢʥʦ ʧʨʦʩʤʦʪʨʘ ï ʵʪʦ 

ʥʘʙʦʨ ʠʟ ʩʫʙʦʢʦʥ (ʩʝʢʮʠʡ ʛʣʘʚʥʦʛʦ ʦʢʥʘ), ʢʘʞʜʦʝ ʠʟ ʢʦʪʦʨʳʭ ʦʪʦʙʨʘʞʘʝʪ ʨʘʟʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʚ 

ʨʘʟʥʳʭ ʚʢʣʘʜʢʘʭ. 

1) ʊʦʧʦʣʦʛʠʷ ʧʨʝʜʩʪʘʚʣʷʝʪ ʪʦʧʦʣʦʛʠʶ ʟʘʱʠʱʸʥʥʦʡ ʩʝʪʠ ʧʨʝʜʧʨʠʷʪʠʷ. ɺʩʝ ʆʙʲʝʢʪʳ 

ʇʦʣʠʪʠʢʠ ʩ ʠʟʚʝʩʪʥʳʤʠ IP-ʘʜʨʝʩʘʤʠ, ʩʦʟʜʘʥʥʳʝ ʚ ʎʋʇ, ʙʫʜʫʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʚ 

ʛʨʘʬʠʯʝʩʢʦʤ ʧʨʝʜʩʪʘʚʣʝʥʠʠ ʊʦʧʦʣʦʛʠʠ. ʆʙʲʝʢʪʳ ʚ ɻʨʘʬʝ ʪʦʧʦʣʦʛʠʠ ʩʦʝʜʠʥʝʥʳ 

ʣʠʥʠʷʤʠ, ʢʦʪʦʨʳʝ ʩʚʷʟʳʚʘʶʪ ʆʙʲʝʢʪʳ ʜʨʫʛ ʩ ʜʨʫʛʦʤ. ʕʪʠ ʣʠʥʠʠ ʛʝʥʝʨʠʨʫʶʪʩʷ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠ, ʥʘ ʦʩʥʦʚʝ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ ʩʦʜʝʨʞʘʪʩʷ ʚ ʩʚʦʡʩʪʚʘʭ ʆʙʲʝʢʪʦʚ. 

2) ʆʙʲʝʢʪʳ ʧʦʣʠʪʠʢʠ ʩʦʩʪʦʠʪ ʠʟ ʚʢʣʘʜʦʢ ʉʝʪʝʚʳʝ ʦʙʲʝʢʪʳ, ʇʦʣʴʟʦʚʘʪʝʣʠ, ɻʨʫʧʧʳ, 

ʢʘʞʜʘʷ ʠʟ ʢʦʪʦʨʳʭ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʩʧʠʩʦʢ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʆʙʲʝʢʪʦʚ. 

3) ʊʘʙʣʠʮʘ ʇʨʘʚʠʣ ʦʪʦʙʨʘʞʘʝʪ ʚʩʝ ʇʨʘʚʠʣʘ ɻʇɹ ʚ ʚʠʜʝ ʪʘʙʣʠʮʳ. ʊʘʙʣʠʮʘ ʇʨʘʚʠʣ ʪʘʢʞʝ 

ʧʦʟʚʦʣʷʝʪ ʦʧʨʝʜʝʣʷʪʴ ʠʝʨʘʨʭʠʶ ʇʨʘʚʠʣ (çʚʣʦʞʝʥʥʳʝ ʇʨʘʚʠʣʘè) ʠ ʣʝʛʢʦ 

ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʵʪʫ ʩʪʨʫʢʪʫʨʫ. ʊʘʙʣʠʮʘ ʇʨʘʚʠʣ ʦʪʦʙʨʘʞʘʝʪ ʦʩʥʦʚʥʳʝ ʧʘʨʘʤʝʪʨʳ 

ʇʨʘʚʠʣ ɻʇɹ: ʆʙʲʝʢʪ(ʳ) ʇʦʣʠʪʠʢʠ ʠʩʪʦʯʥʠʢʘ, ʆʙʲʝʢʪ(ʳ) ʇʦʣʠʪʠʢʠ ʎʝʣʠ 

(ʇʨʠʝʤʥʠʢʘ), ʉʝʪʝʚʳʝ ʉʝʨʚʠʩʳ, ɼʝʡʩʪʚʠʝ, ʫʨʦʚʝʥʴ ʨʝʛʠʩʪʨʘʮʠʠ ʇʨʘʚʠʣ ɻʇɹ ʠ 

ɼʦʤʝʥ. ʊʘʙʣʠʮʘ ʇʨʘʚʠʣ ʦʪʦʙʨʘʞʘʝʪ ʚʩʝ ʩʦʟʜʘʥʥʳʝ ʇʨʘʚʠʣʘ ɻʇɹ ʠ ʧʦʟʚʦʣʷʝʪ 

ʩʦʟʜʘʚʘʪʴ, ʧʝʨʝʢʣʶʯʘʪʴʩʷ ʤʝʞʜʫ ʫʞʝ ʩʦʟʜʘʥʥʳʤʠ ʇʨʘʚʠʣʘʤʠ ɻʇɹ, ʧʝʨʝʠʤʝʥʦʚʳʚʘʪʴ 

ʠ ʫʜʘʣʷʪʴ ʠʭ. 

ʄʦʞʥʦ ʠʟʤʝʥʠʪʴ ʨʘʟʤʝʨʳ ʢʘʞʜʦʡ ʠʟ ʦʙʣʘʩʪʝʡ ʦʪʥʦʩʠʪʝʣʴʥʦ ʦʩʪʘʣʴʥʳʭ, ʠʩʧʦʣʴʟʫʷ 

ʧʦʣʟʫʥʢʦʚʳʡ ʨʝʛʫʣʷʪʦʨ. 
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6.1.1. ʉʪʨʦʢʘ ʤʝʥʶ 

ʉʪʨʦʢʘ ʤʝʥʶ ʝʜʠʥʘ ʜʣʷ ʚʩʝʭ ʩʝʢʮʠʡ ʠ ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʤʝʥʶ: ʇʨʦʝʢʪ, ʇʨʘʚʠʪʴ, 

ʇʨʦʩʤʦʪʨ, ʆʢʥʦ ʠ ʇʦʤʦʱʴ, ʢʦʪʦʨʳʝ ʚʢʣʶʯʘʶʪ ʚ ʩʝʙʷ ʦʧʠʩʘʥʥʳʝ ʥʠʞʝ ʦʧʮʠʠ: 

6.1.1.1. ʄʝʥʶ ʇʨʦʝʢʪ 

ʄʝʥʶ ʇʨʦʝʢʪ ʩʦʜʝʨʞʠʪ ʢʦʤʘʥʜʳ (ʩʤ. ʈʠʩʫʥʦʢ 19), ʦʧʠʩʘʥʠʝ ʢʦʤʘʥʜ ʧʨʝʜʩʪʘʚʣʝʥʦ ʚ 

ʪʘʙʣʠʮʝ (ʩʤ. ʊʘʙʣʠʮʘ 9). 

  

ʈʠʩʫʥʦʢ 19 ï ʄʝʥʶ ʇʨʦʝʢʪ 

ʊʘʙʣʠʮʘ 9 ï ʆʧʠʩʘʥʠʝ ʢʦʤʘʥʜ ʤʝʥʶ ʇʨʦʝʢʪ 

ʂʦʤʘʥʜʘ ʍʘʨʘʢʪʝʨʠʩʪʠʢʘ 

ʅʦʚʳʡ ʉʦʟʜʘʥʠʝ ʥʦʚʦʛʦ ʧʨʦʝʢʪʘ 

ʆʪʢʨʳʪʴ ʀʤʧʦʨʪ ʇʨʦʝʢʪʘ ʠʟ ʬʘʡʣʘ XML ʠʣʠ GSP 

ʆʪʢʨʳʪʴ (ʙʝʟ ʘʨʭʠʚʘ ʃʇɹ) ʀʤʧʦʨʪ ʇʨʦʝʢʪʘ ʙʝʟ ʘʨʭʠʚʥʳʭ ʃʇɹ 

ʉʦʭʨʘʥʠʪʴ ʕʢʩʧʦʨʪ ʜʘʥʥʦʛʦ ʇʨʦʝʢʪʘ ʚ ʬʘʡʣ GSP 

ʉʦʭʨʘʥʠʪʴ (ʙʝʟ ʘʨʭʠʚʘ ʃʇɹ) ʕʢʩʧʦʨʪ ʜʘʥʥʦʛʦ ʇʨʦʝʢʪʘ ʙʝʟ ʃʇɹ 

ʆʙʥʦʚʠʪʴ ʠʟ ɹɼ F5 ʆʙʥʦʚʣʝʥʠʝ ʪʝʢʫʱʝʛʦ ʧʨʦʝʢʪʘ ɻʇɹ ʠʟ ɹɼ 

ʊʨʘʥʩʣʠʨʦʚʘʪ ɹF7 ʊʨʘʥʩʣʠʨʦʚʘʪʴ ʪʝʢʫʱʫʶ ɻʇɹ ʚ ʃʇɹ ʜʣʷ ʚʩʝʭ ʫʧʨʘʚʣʷʝʤʳʭ ɸʛʝʥʪʦʚ  

ɸʢʪʠʚʠʨʦʚʘʪʴ F8 ɸʢʪʠʚʘʮʠʷ ɻʇɹ ʜʣʷ ʚʩʝʭ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ 

ɸʢʪʠʚʠʨʦʚʘʪʴ, ʝʩʣʠ ʃʇɹ 

ʠʟʤʝʥʠʣʘʩʴ 

ɸʢʪʠʚʘʮʠʷ ɻʇɹ ʪʦʣʴʢʦ ʜʣʷ ʪʝʭ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ, ʫ ʢʦʪʦʨʳʭ ʃʇɹ 

ʚ ʨʝʟʫʣʴʪʘʪʝ ʪʨʘʥʩʣʷʮʠʠ ʠʟʤʝʥʠʣʘʩʴ. ʆʙʲʝʢʪʳ, ʫ ʢʦʪʦʨʳʭ 

ʦʪʪʨʘʥʩʣʠʨʦʚʘʥʥʘʷ ʃʇɹ ʩʦʚʧʘʜʘʝʪ ʩ ʧʦʩʣʝʜʥʝʡ ʧʨʦʛʨʫʞʝʥʥʦʡ, 

ʘʢʪʠʚʠʨʦʚʘʪʴʩʷ ʥʝ ʙʫʜʫʪ. ɼʘʥʥʳʡ ʤʝʭʘʥʠʟʤ ʧʦʟʚʦʣʷʝʪ ʩʫʱʝʩʪʚʝʥʥʦ 

ʩʥʠʟʠʪʴ ʚʨʝʤʷ ʘʢʪʠʚʘʮʠʠ ɻʇɹ. 

ʆʙʥʦʚʠʪʴ ʚʝʨʩʠʶ ɸʛʝʥʪʦʚ ɿʘʛʨʫʟʢʘ ʠ ʫʩʪʘʥʦʚʢʘ ʦʙʥʦʚʣʝʥʠʡ ɸʛʝʥʪʘʤʠ ʩ ʩʝʨʚʝʨʘ ʦʙʥʦʚʣʝʥʠʡ 

ɿʘʛʨʫʟʠʪʴ ʦʙʥʦʚʣʝʥʠʷ ʜʣʷ 

ɸʛʝʥʪʦʚ 

ɿʘʛʨʫʟʢʘ ɸʛʝʥʪʘʤʠ ʦʙʥʦʚʣʝʥʠʡ ʩ ʩʝʨʚʝʨʘ ʦʙʥʦʚʣʝʥʠʡ 



65 

ʄʂɽʖ.00631-01 32 01 

  

ʂʦʤʘʥʜʘ ʍʘʨʘʢʪʝʨʠʩʪʠʢʘ 

ɺʳʭʦʜ    Alt+X ɿʘʢʨʳʪʴ ʎʋʇ-ʂʦʥʩʦʣʴ 

ʆʪʢʣʶʯʠʪʴʩʷ / ʇʦʜʢʣʶʯʠʪʴʩʷ ɺʦʡʪʠ/ ʚʳʡʪʠ ʠʟ ʧʦʜ ʘʚʪʦʨʠʟʦʚʘʥʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʷ 

6.1.1.2.  ʄʝʥʶ ʇʨʘʚʠʪʴ 

ʄʝʥʶ ʇʨʘʚʠʪʴ ʩʦʜʝʨʞʠʪ ʢʦʤʘʥʜ r(ʩʤ. ʈʠʩʫʥʦʢ 20), ʦʧʠʩʘʥʠʝ ʢʦʤʘʥʜ ʧʨʝʜʩʪʘʚʣʝʥʦ ʚ 

ʪʘʙʣʠʮʝ (ʩʤ. ʊʘʙʣʠʮʘ 10). 

 

ʈʠʩʫʥʦʢ 20 ï ʄʝʥʶ ʇʨʘʚʠʪʴ 

ʊʘʙʣʠʮʘ 10 ï ʆʧʠʩʘʥʠʝ ʢʦʤʘʥʜ ʤʝʥʶ ʇʨʘʚʠʪʴ 

ʂʦʤʘʥʜʘ ʍʘʨʘʢʪʝʨʠʩʪʠʢʘ 

ɼʦʙʘʚʠʪʴ->ʇʦʜʩʝʪʴ ɼʦʙʘʚʠʪʴ ʥʦʚʳʡ ʆʙʲʝʢʪ - ʇʦʜʩʝʪʴ 

ɼʦʙʘʚʠʪʴ->IP ɼʠʘʧʘʟʦʥ ɼʦʙʘʚʠʪʴ ʥʦʚʳʡ ʆʙʲʝʢʪ - IP-ɼʠʘʧʘʟʦʥ 

ɼʦʙʘʚʠʪʴ->IP ʍʦʩʪ ɼʦʙʘʚʠʪʴ ʥʦʚʳʡ ʆʙʲʝʢʪ - IP ʍʦʩʪ 

ɼʦʙʘʚʠʪʴ->ʍʦʩʪ ɹʝʟʦʧʘʩʥʦʩʪʠ ɼʦʙʘʚʠʪʴ ʥʦʚʳʡ ʆʙʲʝʢʪ - ʍʦʩʪ ɹʝʟʦʧʘʩʥʦʩʪʠ 

ɼʦʙʘʚʠʪʴ->ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ɼʦʙʘʚʠʪʴ ʥʦʚʳʡ ʆʙʲʝʢʪ - ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ 

ɼʦʙʘʚʠʪʴ->ʇʦʣʴʟʦʚʘʪʝʣ ̫ ɼʦʙʘʚʠʪʴ ʥʦʚʳʡ ʆʙʲʝʢʪ - ʇʦʣʴʟʦʚʘʪʝʣʴ 

ɼʦʙʘʚʠʪʴ->ɻʨʫʧʧʫ ɼʦʙʘʚʠʪʴ ʥʦʚʳʡ ʆʙʲʝʢʪ - ɻʨʫʧʧʘ 

ɼʦʙʘʚʠʪʴ->ɿʦʥʫ ɼʦʙʘʚʠʪʴ ʥʦʚʳʡ ʆʙʲʝʢʪ - ɿʦʥʘ 

ɼʦʙʘʚʠʪʴ->ʇʨʘʚʠʣʦ ɼʦʙʘʚʠʪʴ ʥʦʚʦʝ ʇʨʘʚʠʣʦ 

ɼʦʙʘʚʠʪʴ->ʉʧʝʮʠʘʣʴʥʦʝ ʧʨʘʚʠʣʦ->NAT/IKECFG  ɼʦʙʘʚʠʪʴ ʥʦʚʦʝ ʉʧʝʮʠʘʣʴʥʦʝ ʧʨʘʚʠʣʦ 

ɼʦʙʘʚʠʪʴ->ʎʝʥʪʨ ʉʝʨʪʠʬʠʢʘʮʠʠ ɼʦʙʘʚʠʪʴ ʋʎ 

ɼʦʙʘʚʠʪʴ->ʉʝʪʝʚʦʡ ʩʝʨʚʠʩ ɼʦʙʘʚʠʪʴ ʉʝʪʝʚʦʡ ʩʝʨʚʠʩ 

ɼʦʙʘʚʠʪʴ->ʉʝʨʚʝʨ ɼʦʙʘʚʠʪʴ ʉʝʨʚʝʨ ʠʟ ʩʧʠʩʢʘ ʩʝʨʚʝʨʦʚ 

ɼʦʙʘʚʠʪʴ->ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʫʶ ʃʇɹ ɼʦʙʘʚʠʪʴ ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʫʶ ʃʇɹ 
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ɼʦʙʘʚʠʪʴ->IKE -ʇʨʝʜʣʦʞʝʥʠʝ ɼʦʙʘʚʠʪʴ IKE-ʇʨʝʜʣʦʞʝʥʠʝ 

ɼʦʙʘʚʠʪʴ->ɼʝʡʩʪʚʠʝ ɼʦʙʘʚʠʪʴ ɼʝʡʩʪʚʠʝ 

ɼʦʙʘʚʠʪʴ->IPsec-ʇʨʝʜʣʦʞʝʥʠʝ ɼʦʙʘʚʠʪʴ IPsec-ʇʨʝʜʣʦʞʝʥʠʝ 

ɼʦʙʘʚʠʪʴ -> ɼʦʤʝʥ ɼʦʙʘʚʠʪʴ ɼʦʤʝʥ 

ɼʦʙʘʚʠʪʴ -> ʈʘʩʧʠʩʘʥʠʝ ɼʦʙʘʚʠʪʴ ʈʘʩʧʠʩʘʥʠʝ 

ɼʫʙʣʠʨʦʚʘʪʴ ʅʘʯʘʪʴ ʧʨʦʮʝʩʩ ʩʦʟʜʘʥʠʷ ʥʦʚʦʛʦ ʆʙʲʝʢʪʘ 

ʇʦʣʠʪʠʢʠ ʥʘ ʦʩʥʦʚʘʥʠʠ ʭʘʨʘʢʪʝʨʠʩʪʠʢ 

ʚʳʙʨʘʥʥʦʛʦ ʆʙʲʝʢʪʘ ʇʦʣʠʪʠʢʠ 

ʀʟʤʝʥʠʪʴ ʀʟʤʝʥʠʪʴ ʩʚʦʡʩʪʚʘ ʚʳʙʨʘʥʥʦʛʦ ʆʙʲʝʢʪʘ 

ʋʜʘʣʠʪʴ  Del ʋʜʘʣʠʪʴ ʚʳʙʨʘʥʥʳʡ ʆʙʲʝʢʪ (ʳ) 

ʀʩʢʘʪʴ Ctrl+F  ʆʪʢʨʳʪʴ ʦʢʥʦ ʧʦʠʩʢʘ 

ʅʘʡʪʠ ʩʣʝʜʫʶʱʠʡ F3 ʅʘʡʪʠ ʩʣʝʜʫʶʱʠʡ ʦʙʲʝʢʪ ʧʦʠʩʢʘ 

 

6.1.1.3. ʄʝʥʶ ʇʨʦʩʤʦʪʨ 

ʄʝʥʶ ʇʨʦʩʤʦʪʨ ʩʦʜʝʨʞʠʪ ʢʦʤʘʥʜʳ (ʩʤ. ʈʠʩʫʥʦʢ 21), ʦʧʠʩʘʥʠʝ ʢʦʤʘʥʜ ʧʨʝʜʩʪʘʚʣʝʥʦ ʚ 

ʪʘʙʣʠʮʝ (ʩʤ. ʊʘʙʣʠʮʘ 11).  ʇʦʩʣʝ ʥʘʞʘʪʠʷ ʇʂʄ ʥʘ ʧʫʥʢʪ ʉʣʝʞʝʥʠʝ ʦʪʢʨʳʚʘʝʪʩʷ ʤʝʥʶ ʆʧʮʠʠ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʩʝʨʚʝʨʦʤ, ʚ ʢʦʪʦʨʦʤ ʤʦʞʥʦ ʠʟʤʝʥʠʪʴ ʪʨʝʙʫʝʤʳʝ ʧʘʨʘʤʝʪʨʳ. 

 

ʈʠʩʫʥʦʢ 21 ï ʄʝʥʶ ʇʨʦʩʤʦʪʨ 

 

ʈʠʩ. 22 ï ʄʝʥʶ ʆʧʮʠʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʩʝʨʚʝʨʦʤ 

ʊʘʙʣʠʮʘ 11 ï ʆʧʠʩʘʥʠʝ ʢʦʤʘʥʜ ʤʝʥʶ ʇʨʦʩʤʦʪʨ 

ʂʦʤʘʥʜʘ ʍʘʨʘʢʪʝʨʠʩʪʠʢʘ 

ʉʣʝʞʝʥʠʝ -> ʆʪʩʣʝʞʠʚʘʪʴ ʮʝʣʦʩʪʥʦʩʪʴ 

ʃʇɹ 

ʆʪʦʙʨʘʟʠʪʴ ʩʪʘʪʫʩ ʤʦʥʠʪʦʨʠʥʛʘ ʮʝʣʦʩʪʥʦʩʪʠ ʃʇɹ 
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ʉʣʝʞʝʥʠʝ -> ʆʪʩʣʝʞʠʚʘʪʴ ʘʢʪʠʚʘʮʠʶ ʆʪʦʙʨʘʟʠʪʴ ʩʪʘʪʫʩ ʤʦʥʠʪʦʨʠʥʛʘ ʘʢʪʠʚʘʮʠʠ ʃʇɹ 

ʉʣʝʞʝʥʠʝ -> ʆʪʩʣʝʞʠʚʘʪʴ ʧʨʦʯʠʝ ʢʦʤʘʥʜʳ ʆʪʦʙʨʘʟʠʪʴ ʩʪʘʪʫʩ ʤʦʥʠʪʦʨʠʥʛʘ ʦʙʥʦʚʣʝʥʠʷ ʚʝʨʩʠʡ 

ɸʛʝʥʪʦʚ, ʩʪʘʪʫʩ ʟʘʛʨʫʟʢʠ ʩʧʠʩʢʘ ʩʝʨʪʠʬʠʢʘʪʦʚ, ʩʪʘʪʫʩ 

ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʠ ʪ.ʜ. 

ʉʣʝʞʝʥʠʝ -> ʆʪʩʣʝʞʠʚʘʪʴ ʩʝʨʚʠʩʳ ʇʦʢʘʟʳʚʘʪʴ ʚ ʧʨʘʚʦʤ ʥʠʞʥʝʤ ʫʛʣʫ ʎʋʇ-ʂʦʥʩʦʣʠ 

ʩʦʩʪʦʷʥʠʝ ʩʝʨʚʠʩʦʚ. ɿʝʣʝʥʳʡ ʮʚʝʪ ʦʟʥʘʯʘʝʪ 

ʨʘʙʦʪʘʶʱʠʡ ʩʝʨʚʠʩ, ʢʨʘʩʥʳʡ ï ʥʝ ʨʘʙʦʪʘʶʱʠʡ 

ʉʣʝʞʝʥʠʝ -> ʇʨʦʚʝʨʷʪʴ ʧʨʦʩʨʦʯʝʥʥʳʝ 

ʩʝʨʪʠʬʠʢʘʪʳ 

ʆʪʦʙʨʘʟʠʪʴ ʩʧʠʩʦʢ ʧʨʦʩʨʦʯʝʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ 

ʉʣʝʞʝʥʠʝ -> ʇʨʦʚʝʨʷʪʴ ʣʦʛʠ (ʠʥʜʠʢʘʪʦʨʳ) ʆʪʦʙʨʘʟʠʪʴ ʩʧʠʩʦʢ ʠʥʜʠʢʘʪʦʨʦʚ 

ʉʣʝʞʝʥʠʝ -> ʇʦʣʥʳʡ/ʤʠʥʠʤʘʣʴʥʳʡ ʦʙʤʝʥ 

ʩ ʩʝʨʚʝʨʦʤ 

ʆʩʪʘʚʠʪʴ ʪʦʣʴʢʦ ʜʚʘ ʘʢʪʠʚʥʳʭ ʜʣʷ ʚʳʙʦʨʘ ʧʫʥʢʪʘ ʚ 

ʧʘʨʘʤʝʪʨʝ ʉʣʝʞʝʥʠʝ: ʆʪʩʣʝʞʠʚʘʪʴ ʩʝʨʚʠʩʳ ʠ 

ʇʨʦʚʝʨʷʪʴ ʧʨʦʩʨʦʯʝʥʥʳʝ ʩʝʨʪʠʬʠʢʘʪʳ. 

ɸʚʪʦʤʘʪʠʯʝʩʢʘʷ ʨʘʩʩʪʘʥʦʚʢʘ ʪʦʧʦʣʦʛʠʠ ɿʘʧʫʩʢ ʧʨʦʮʝʩʩʘ ʘʚʪʦʤʘʪʠʯʝʩʢʦʡ ʨʘʩʩʪʘʥʦʚʢʠ ʆʙʲʝʢʪʦʚ 

ʚ ʦʢʥʝ ʊʦʧʦʣʦʛʠʷ 

ʕʢʩʧʦʨʪ ʨʘʩʧʦʣʦʞʝʥʠʷ ʕʢʩʧʦʨʪ ʨʘʩʧʦʣʦʞʝʥʠʷ ʆʙʲʝʢʪʦʚ ʚ ʬʘʡʣ 

ʉʦʭʨʘʥʠʪʴ ʠʟʦʙʨʘʞʝʥʠʝ ʉʦʭʨʘʥʝʥʠʝ ʪʦʧʦʣʦʛʠʠ ʚ ʬʦʨʤʘʪʝ png 

ʇʨʝʜʧʦʯʠʪʘʪʴ CIDR-ʥʦʪʘʮʠʶ ɺʢʣʶʯʠʪʴ/ʆʪʢʣʶʯʠʪʴ ʙʝʟ ʢʣʘʩʩʦʚʫʶ ʘʜʨʝʩʘʮʠʶ 

ʅʘʩʪʨʦʡʢʠ ʂʘʨʪʳ ɺʳʟʦʚ ʤʝʥʶ ʥʘʩʪʨʦʝʢ ʂʘʨʪʳ 

ʅʘʩʪʨʦʡʢʠ ʧʨʦʛʨʘʤʤʳ ʩʨʘʚʥʝʥʠʷ ɺʳʟʦʚ ʦʢʥʘ ʥʘʩʪʨʦʡʢʠ ʧʨʦʛʨʘʤʤʳ ʩʨʘʚʥʝʥʠʷ ʃʇɹ 

ɺʳʙʨʘʪʴ ʷʟʳʢ ɺʳʙʦʨ ʷʟʳʢʘ ʠʥʪʝʨʬʝʡʩʘ 

6.1.1.4. ʄʝʥʶ ʆʢʥʦ 

ʄʝʥʶ ʆʢʥʦ ʩʦʜʝʨʞʠʪ ʢʦʤʘʥʜʳ (ʩʤ. ʈʠʩʫʥʦʢ 22) ʜʣʷ ʚʳʚʦʜʘ ʚ ʢʦʥʩʦʣʴ ʥʦʚʳʭ ʦʢʦʥ ʩ 

ʧʘʨʘʤʝʪʨʘʤʠ. 
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ʈʠʩʫʥʦʢ 22 ï ʄʝʥʶ ʆʢʥʦ 

ʆʧʠʩʘʥʠʝ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʢʦʤʘʥʜ ʤʝʥʶ ʆʢʥʦ ʧʨʝʜʩʪʘʚʣʝʥʦ ʚ ʪʘʙʣʠʮʝ (ʩʤ. ʊʘʙʣʠʮʘ 12). 

ʊʘʙʣʠʮʘ 12 ï ʂʦʤʘʥʜʳ ʤʝʥʶ ʆʢʥʦ 

ʂʦʤʘʥʜʘ ʍʘʨʘʢʪʝʨʠʩʪʠʢʘ 

ʊʦʧʦʣʦʛʠʷ ʆʪʢʨʳʪʴ ʦʢʥʦ ʧʨʦʩʤʦʪʨʘ ʪʦʧʦʣʦʛʠʠ ʩʝʪʠ 

ʂʘʨʪʘ ʆʪʢʨʳʪʴ ʦʢʥʦ ʧʨʦʩʤʦʪʨʘ ʂʘʨʪʳ 

ɿʦʥʳ ʆʪʢʨʳʪʴ ʦʢʥʦ ʧʨʦʩʤʦʪʨʘ ɿʦʥ 

ʉʝʪʝʚʳʝ ʆʙʲʝʢʪʳ ʇʨʦʩʤʦʪʨ ʦʢʥʘ ʩʧʠʩʢʘ ʉʝʪʝʚʳʭ ʦʙʲʝʢʪʦʚ 

ʇʦʣʴʟʦʚʘʪʝʣʠ ʇʨʦʩʤʦʪʨ ʦʢʥʘ ʩʧʠʩʢʘ ʇʦʣʴʟʦʚʘʪʝʣʝʡ 

ɻʨʫʧʧʳ ʇʨʦʩʤʦʪʨ ʦʢʥʘ ʩʧʠʩʢʘ ɻʨʫʧʧ 

ʉʝʨʚʝʨʳ ʉʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʩʝʨʚʠʩʦʚ, ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʥʘ 

ʆʙʲʝʢʪʘʭ ʇʦʣʠʪʠʢʠ 

ʊʘʙʣʠʮʘ ʧʨʘʚʠʣ ʇʨʦʩʤʦʪʨ ʦʢʥʘ ʊʘʙʣʠʮʳ ʧʨʘʚʠʣ 

ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʃʇɹ ʈʘʙʦʪʘ ʩ ʦʧʨʝʜʝʣʷʝʤʳʤʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʃʇɹ 

NAT ʧʨʘʚʠʣʘ ʈʘʙʦʪʘ ʩ NAT-ʧʨʘʚʠʣʘʤʠ 

IKE CFG ʧʨʘʚʠʣʘ ʈʘʙʦʪʘ ʩ IKECFG-ʧʨʘʚʠʣʘʤʠ  

ʉʝʨʚʝʨʥʳʝ ʧʨʘʚʠʣʘ ʈʘʙʦʪʘ ʩ ʩʝʨʚʝʨʥʳʤʠ ʧʨʘʚʠʣʘʤʠ 

ɼʦʤʝʥʳ ʆʪʢʨʳʪʴ ʦʢʥʦ ʧʨʦʩʤʦʪʨʘ ʩʫʱʝʩʪʚʫʶʱʠʭ ɼʦʤʝʥʦʚ 

ʎʝʥʪʨʳ ʩʝʨʪʠʬʠʢʘʮʠʠ ʆʪʢʨʳʪʴ ʦʢʥʦ ʧʨʦʩʤʦʪʨʘ ʩʫʱʝʩʪʚʫʶʱʠʭ ʋʎ 

ɼʝʡʩʪʚʠʷ ʆʪʢʨʳʪʴ ʦʢʥʦ ʧʨʦʩʤʦʪʨʘ ʩʫʱʝʩʪʚʫʶʱʠʭ ɼʝʡʩʪʚʠʡ 
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ʂʦʤʘʥʜʘ ʍʘʨʘʢʪʝʨʠʩʪʠʢʘ 

ʅʘʩʪʨʦʡʢʠ IKE ʆʪʢʨʳʪʴ ʦʢʥʦ ʧʨʦʩʤʦʪʨʘ ʩʫʱʝʩʪʚʫʶʱʠʭ ʥʘʩʪʨʦʝʢ IKE 

ʉʝʪʝʚʳʝ ʉʝʨʚʠʩ r ʉʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʬʠʣʴʪʨʳ ʧʨʦʪʦʢʦʣʘ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʚ ʇʨʘʚʠʣʘʭ 

ɻʇɹ 

ʈʘʩʧʠʩʘʥʠʷ ʆʪʢʨʳʪʴ ʦʢʥʦ ʧʨʦʩʤʦʪʨʘ ʩʫʱʝʩʪʚʫʶʱʠʭ ʈʘʩʧʠʩʘʥʠʡ 

ʄʦʥʠʪʦʨ ʆʪʢʨʳʪʴ ʦʢʥʦ ʄʦʥʠʪʦʨ ʧʨʦʛʨʫʟʢʠ ʃʇɹ. ʂʦʥʪʨʦʣʠʨʦʚʘʪʴ ʘʢʪʠʚʘʮʠʶ 

ɻʇɹ ʠ ʟʘʛʨʫʟʢʫ ʃʇɹ ʚ ɸʛʝʥʪʳ  

ɾʫʨʥʘʣ ʆʪʢʨʳʪʴ ʦʢʥʦ ʧʨʦʩʤʦʪʨʘ ɾʫʨʥʘʣʘ ʨʝʛʠʩʪʨʘʮʠʠ ʩʦʙʳʪʠʡ 

Syslog ʆʪʢʨʳʪʴ ʦʢʥʦ ʧʨʦʩʤʦʪʨʘ ʞʫʨʥʘʣʘ Syslog-ʩʦʦʙʱʝʥʠʡ 

ɾʫʨʥʘʣ ʠʩʧʦʣʥʝʥʠʷ ʇʨʦʩʤʦʪʨ ʠʟʤʝʥʝʥʠʡ ʚ ʧʨʦʝʢʪʝ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʘʚʪʦʤʘʪʠʯʝʩʢʠ 

ʩʜʝʣʘʥʳ ʧʨʠ ʠʤʧʦʨʪʝ ʠʣʠ ʠʟʤʝʥʝʥʠʠ ʜʝʩʢʨʠʧʪʦʨʘ ɸʛʝʥʪʘ 

ɺʘʣʠʜʥʦʩʪʴ ʩʝʨʪʠʬʠʢʘʪʦʚ ʇʨʦʩʤʦʪʨ ʩʝʨʪʠʬʠʢʘʪʦʚ ʩ ʠʩʪʸʢʰʠʤ / ʠʩʪʝʢʘʶʱʠʤ ʩʨʦʢʦʤ ʜʝʡʩʪʚʠʷ. 

ʎʋʇ-ʂʦʥʩʦʣʴ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʦʪʩʣʝʞʠʚʘʝʪ ʩʝʨʪʠʬʠʢʘʪʳ ʩ ʠʩʪʸʢʰʠʤ 

ʩʨʦʢʦʤ ʜʝʡʩʪʚʠʷ. ɺ ʩʣʫʯʘʝ ʦʙʥʘʨʫʞʝʥʠʷ ʪʘʢʠʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚ ʩʪʨʦʢʝ 

ʩʪʘʪʫʩʘ ʦʩʥʦʚʥʦʛʦ ʦʢʥʘ ʎʋʇ-ʂʦʥʩʦʣʴ ʧʦʷʚʣʷʝʪʩʷ ʤʠʛʘʶʱʘʷ ʠʢʦʥʢʘ 

. ʅʘʞʘʪʠʝ ʥʘ ʵʪʦʡ ʠʢʦʥʢʝ ʦʪʢʨʳʚʘʝʪ ʦʢʥʦ ʩʦ ʩʧʠʩʢʦʤ 

ʩʝʨʪʠʬʠʢʘʪʦʚ ʩ ʠʩʪʸʢʰʠʤ/ ʠʩʪʝʢʘʶʱʠʤ ʩʨʦʢʦʤ ʜʝʡʩʪʚʠʷ 

ɼʝʩʢʨʠʧʪʦʨʳ ɸʛʝʥʪʘ ʈʘʙʦʪʘ ʩ ʥʘʙʦʨʦʤ ʜʝʩʢʨʠʧʪʦʨʦʚ ɸʛʝʥʪʦʚ 

ɼʝʩʢʨʠʧʪʦʨʳ ʉʝʨʚʝʨʦʚ ʈʘʙʦʪʘ ʩ ʥʘʙʦʨʦʤ ʜʝʩʢʨʠʧʪʦʨʦʚ ʉʝʨʚʝʨʦʚ 

ɺʩʪʘʚʠʪʴ/ʆʪʩʦʝʜʠʥʠʪʴ Ctrl+D ɺʩʪʘʚʠʪʴ ʠʣʠ ʦʪʩʦʝʜʠʥʠʪʴ ʚʳʙʨʘʥʥʦʝ ʦʢʥʦ 

ɿʘʢʨʳʪʴ ʧʘʥʝʣʴ Ctrl+F4 ɿʘʢʨʳʪʴ ʚʳʙʨʘʥʥʫʶ ʧʘʥʝʣʴ 

ɿʘʢʨʳʪʴ ʚʩʝ Ctrl+ʇʨʦʙʝʣ ʉʢʨʳʪʴ ʚʩʝ 

ʉʣʝʜʫʶʱʘʷ ʧʘʥʝʣʴ Ctrl+Tab ʇʝʨʝʭʦʜ ʢ ʩʣʝʜʫʶʱʝʡ ʧʘʥʝʣʠ 

ʇʨʝʜʳʜʫʱʘʷ ʧʘʥʝʣʴ 

Ctrl+Shift+Tab  

ʇʝʨʝʭʦʜ ʢ ʧʨʝʜʳʜʫʱʝʡ ʧʘʥʝʣʠ 

6.1.1.5. ʄʝʥʶ ʇʦʤʦʱʴ 

ʄʝʥʶ ʇʦʤʦʱʴ ʩʦʜʝʨʞʠʪ ʢʦʤʘʥʜʳ (ʩʤ. ʈʠʩʫʥʦʢ 23), ʦʧʠʩʘʥʠʝ ʢʦʤʘʥʜ ʧʨʝʜʩʪʘʚʣʝʥʦ ʚ 

ʪʘʙʣʠʮʝ (ʩʤ. ʊʘʙʣʠʮʘ 13). 

 

ʈʠʩʫʥʦʢ 23 ï ʄʝʥʶ ʇʦʤʦʱʴ 

ʊʘʙʣʠʮʘ 13 ï ʆʧʠʩʘʥʠʝ ʢʦʤʘʥʜ ʤʝʥʶ ʇʦʤʦʱʴ 

ʂʦʤʘʥʜʘ ʍʘʨʘʢʪʝʨʠʩʪʠʢʘ 

ʇʦʤʦʱʴ F1 ɺʳʟʦʚ ʬʘʡʣʘ ʩʧʨʘʚʢʠ 

ʆ ʇʨʦʛʨʘʤʤʝ ʆʪʢʨʳʪʴ ʦʢʥʦ ʆ ʧʨʦʛʨʘʤʤʝ çɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝè ʩ 

ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʇʂ çVPN/FW çɿɸʉʊɸɺɸè 

6.1.2. ʀʥʩʪʨʫʤʝʥʪʘʣʴʥʘʷ ʣʠʥʝʡʢʘ 

ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʎʋʇ ɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝ ʩʫʱʝʩʪʚʫʝʪ ʠʥʩʪʨʫʤʝʥʪʘʣʴʥʘʷ ʣʠʥʝʡʢʘ ʩ 

ʜʫʙʣʠʨʦʚʘʥʠʝʤ ʬʫʥʢʮʠʡ ʤʝʥʶ ʇʨʘʚʠʪʴ (ʩʤ. ʊʘʙʣʠʮʘ 14). 
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ʊʘʙʣʠʮʘ 14 ï ʆʧʠʩʘʥʠʝ ʜʦʩʪʫʧʥʳʭ ʢʥʦʧʦʢ ʠʥʩʪʨʫʤʝʥʪʘʣʴʥʦʡ ʧʘʥʝʣʠ ɻʨʘʬʘ ʪʦʧʦʣʦʛʠʠ 

ʂʥʦʧʢʘ ʍʘʨʘʢʪʝʨʠʩʪʠʢʘ ʂʥʦʧʢʘ ʍʘʨʘʢʪʝʨʠʩʪʠʢʘ 

 
ɼʦʙʘʚʠʪʴ ʧʦʜʩʝʪʴ  

 

ɼʦʙʘʚʠʪʴ ʉʝʨʚʝʨ 

 
ɼʦʙʘʚʠʪʴ IP ɼʠʘʧʘʟʦʥ 

 

ɼʦʙʘʚʠʪʴ ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʫʶ ʃʇɹ 

 
ɼʦʙʘʚʠʪʴ IP ʍʦʩʪ  

 

ɼʦʙʘʚʠʪʴ IKE-ʇʨʝʜʣʦʞʝʥʠʝ 

 

ɼʦʙʘʚʠʪʴ ʭʦʩʪ ʙʝʟʦʧʘʩʥʦʩʪʠ 

 

ɼʦʙʘʚʠʪʴ ɼʝʡʩʪʚʠʝ ʠʣʠ ʇʨʝʜʣʦʞʝʥʠʝ 

 

ɼʦʙʘʚʠʪʴ ʰʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ 

 

ʀʩʢʘʪʴ 

 

ɼʦʙʘʚʠʪʴ ʇʦʣʴʟʦʚʘʪʝʣʷ 

 

ɼʫʙʣʠʨʦʚʘʪʴ 

 

ɼʦʙʘʚʠʪʴ ɻʨʫʧʧʫ 

 

ʀʟʤʝʥʠʪʴ 

 

ɼʦʙʘʚʠʪʴ ɿʦʥʫ 
 

ʋʜʘʣʠʪʴ 

 
ɼʦʙʘʚʠʪʴ ʇʨʘʚʠʣʦ 

 
ʄʦʥʠʪʦʨ 

 

ɼʦʙʘʚʠʪʴ ʎʉ 

 

ɾʫʨʥʘʣ ʨʝʛʠʩʪʨʘʮʠʠ  

 
ɼʦʙʘʚʠʪʴ ʉʝʪʝʚʦʡ ʩʝʨʚʠʩ 

 
ɾʫʨʥʘʣ ʨʝʛʠʩʪʨʘʮʠʠ Syslog 

6.1.3. ʈʘʙʦʪʘ ʩ ʩʝʢʮʠʷʤʠ ʎʋʇ 

ʏʪʦʙʳ ʘʢʪʠʚʠʨʦʚʘʪʴ ʦʜʥʫ ʠʟ ʩʝʢʮʠʡ ʦʢʥʘ (ʦʢʥʦ ʚʪʦʨʦʛʦ ʫʨʦʚʥʷ) ʠ ʨʘʙʦʪʘʪʴ ʚ ʥʝʡ, ʥʘʜʦ 

ʥʘʞʘʪʴ ʥʘ ʥʝʡ ʣʝʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ ʚ ʣʶʙʦʤ ʤʝʩʪʝ ʵʪʦʡ ʩʝʢʮʠʠ. 

ʃʶʙʫʶ ʠʟ ʩʝʢʮʠʡ ʦʢʥʘ ʤʦʞʥʦ ʚʳʜʝʣʠʪʴ ʚ ʦʪʜʝʣʴʥʦʝ ʦʢʥʦ, ʜʣʷ ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ 

ʚʳʙʨʘʪʴ ʩʝʢʮʠʶ, ʢʦʪʦʨʫʶ ɺʳ ʭʦʪʠʪʝ ʚʳʜʝʣʠʪʴ ʚ ʦʪʜʝʣʴʥʦʝ ʦʢʥʦ, ʠ ʥʘʞʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʫʶ 

ʢʦʤʘʥʜʫ ʤʝʥʶ ʆʢʥʦ. ʇʨʠ ʧʦʤʦʱʠ ʤʝʥʶ ʆʢʥʦ ʪʘʢʞʝ ʤʦʞʥʦ ʧʝʨʝʢʣʶʯʘʪʴʩʷ ʤʝʞʜʫ ʧʘʥʝʣʷʤʠ, 

ʩʦʜʝʨʞʘʱʠʤʠ ʩʝʢʮʠʠ, ʠ ʩʢʨʳʚʘʪʴ ʧʘʥʝʣʠ ʚ ʩʣʫʯʘʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ.  

6.2. ʋʧʨʘʚʣʝʥʠʝ ʆʙʲʝʢʪʘʤʠ ʚ ʎʋʇ-ʂʦʥʩʦʣ ɹ

6.2.1. ʂʦʥʪʝʢʩʪʥʳʝ ʤʝʥʶ 

ʄʦʞʥʦ ʫʧʨʘʚʣʷʪʴ ʆʙʲʝʢʪʘʤʠ ʚʦ ʚʣʦʞʝʥʥʳʭ ʦʢʥʘʭ ʎʋʇ ʯʝʨʝʟ ʢʦʥʪʝʢʩʪʥʳʝ ʤʝʥʶ, 

ʢʦʪʦʨʳʝ ʦʪʦʙʨʘʞʘʶʪʩʷ ʧʨʠ ʥʘʞʘʪʠʠ ʧʨʘʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ ʥʘ ʆʙʲʝʢʪʝ ʠʣʠ ʦʜʥʦʤ ʠʟ ʝʛʦ 

ʘʪʨʠʙʫʪʦʚ. ʆʧʮʠʠ, ʦʪʦʙʨʘʞʝʥʥʳʝ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ï ʝʜʠʥʩʪʚʝʥʥʦ ʜʦʩʪʫʧʥʳʝ ʦʧʮʠʠ ʚ 

ʜʘʥʥʦʤ ʢʦʥʪʝʢʩʪʝ. 

ʉ ʧʦʤʦʱʴʶ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʦʢʥʘ ʆʙʲʝʢʪʳ ʧʦʣʠʪʠʢʠ ʤʦʞʥʦ ʨʝʜʘʢʪʠʨʦʚʘʪʴ ʊʠʧ 

ɸʛʝʥʪʘ, ʜʣʷ ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʟʘʡʪʠ ʚ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ɸʛʝʥʪʘ ʠ ʚʳʙʨʘʪʴ ʧʫʥʢʪ ʀʟʤʝʥʠʪʴ 
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ʪʠʧ ʘʛʝʥʪʘ ʠ ʚʳʙʨʘʪʴ ʥʦʚʳʝ ʧʘʨʘʤʝʪʨʳ ʜʝʩʢʨʠʧʪʦʨʘ ɸʛʝʥʪʘ. ɼʦʩʪʫʧʥʦ ʠʟʤʝʥʝʥʠʝ ʊʠʧʘ 

ɸʛʝʥʪʘ ʜʣʷ ʛʨʫʧʧʳ ʆʙʲʝʢʪʦʚ ʜʣʷ ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʚʳʜʝʣʠʪʴ ʥʝʩʢʦʣʴʢʦ ʦʙʲʝʢʪʦʚ, ʚʳʙʨʘʪʴ 

ʧʫʥʢʪ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʀʟʤʝʥʠʪʴ ʪʠʧ ʘʛʝʥʪʘ ʠ ʚʳʧʦʣʥʠʪʴ ʚ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ 

ʥʝʦʙʭʦʜʠʤʳʝ ʠʟʤʝʥʝʥʠʷ.  

ʉ ʧʦʤʦʱʴʶ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʜʣʷ ʪʠʧʘ ʜʝʩʢʨʠʧʪʦʨʘ ɸʛʝʥʪʘ ʚʝʨʩʠʠ 6.3 ʤʦʞʥʦ 

ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

- ʉʛʝʥʝʨʠʨʦʚʘʪʴ ʢʣʶʯʝʚʫʶ ʧʘʨʫ ʥʘ ʦʩʥʦʚʝ ʫʞʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʦʛʦ ʫ ʦʙʲʝʢʪʘ 

ʩʝʨʪʠʬʠʢʘʪʘ; 

- ʉʢʦʧʠʨʦʚʘʪʴ ʩʦʜʝʨʞʠʤʦʝ ʩʝʨʪʠʬʠʢʘʪʘ ʠʣʠ ʟʘʧʨʦʩʘ ʥʘ ʢʣʶʯʝʚʫʶ ʧʘʨʫ ʚ ʙʫʬʝʨ 

ʦʙʤʝʥʘ; 

- ʉʢʦʧʠʨʦʚʘʪʴ ʩʦʜʝʨʞʠʤʦʝ ʩʝʨʪʠʬʠʢʘʪʘ ʠʣʠ ʟʘʧʨʦʩʘ ʥʘ ʢʣʶʯʝʚʫʶ ʧʘʨʫ ʚ ʬʘʡʣ; 

- ɿʘʤʝʥʠʪʴ ʥʝʧʦʜʧʠʩʘʥʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ʧʦʜʧʠʩʘʥʥʳʤ ʚ ʋʎ; 

- ʋʜʘʣʠʪʴ ʩʦʟʜʘʥʥʳʡ ʨʘʥʝʝ ʟʘʧʨʦʩ ʥʘ ʨʝʛʠʩʪʨʘʮʠʶ ʢʣʶʯʝʡ; 

- ɿʘʛʨʫʟʠʪʴ ʩʝʨʪʠʬʠʢʘʪ ʠ ʩʧʠʩʦʢ ʩʝʨʪʠʬʠʢʘʪʦʚ ʩ ɸʛʝʥʪʘ; 

- ɼʦʙʘʚʠʪʴ ʧʦʣʫʯʝʥʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ʠʟ ɸʛʝʥʪʘ ʚ ɻʇɹ. 

6.2.2. ʉʦʟʜʘʥʠʝ ʆʙʲʝʢʪʦʚ 

ɺʩʝ ʆʙʲʝʢʪʳ ʚ ʎʋʇ-ʂʦʥʩʦʣ ɹ ʩʦʟʜʘʶʪʩʷ ʦʜʠʥʘʢʦʚʦ. ʂʦʛʜʘ ʢʫʨʩʦʨ ʫʩʪʘʥʦʚʣʝʥ ʥʘ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤ ʤʝʩʪʝ ʚ ʦʜʥʦʤ ʠʟ ʯʝʪʳʨʝʭ ʦʢʦʥ (ʧʦʜʨʦʙʥʝʝ ʩʤ. ʨʘʟʜʝʣ 7), ʥʝʦʙʭʦʜʠʤʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʥʘʞʘʪʠʝ ʧʨʘʚʦʡ ʢʥʦʧʢʠ ʤʳʰʠ ʜʣʷ ʚʳʟʦʚʘ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʠ ʚʳʙʦʨʘ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʆʙʲʝʢʪʘ. ʊʘʢʞʝ ʩʦʟʜʘʥʠʝ ʚʦʟʤʦʞʥʦ ʯʝʨʝʟ ʤʝʥʶ ʇʨʘʚʠʪʴ (ʇʨʘʚʠʪʴ -> 

ɼʦʙʘʚʠʪʴ -> ʚʳʙʨʘʪʴ ʆʙʲʝʢʪ). 

 
ɼʣʷ ʢʘʞʜʦʛʦ ʆʙʲʝʢʪʘ ʜʘʥʥʦʛʦ ʚʠʜʘ ʚ ʎʋʇ ʠʤʷ ʜʦʣʞʥʦ ʙʳʪʴ ʫʥʠʢʘʣʴʥʳʤ. ʕʪʦ 

ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʥʝ ʚʦʟʥʠʢʣʦ ʥʠʢʘʢʠʭ ʢʦʥʬʣʠʢʪʦʚ ʚ ɹɼ ʎʋʇ. ʂʨʦʤʝ ʪʦʛʦ, 

ʥʝʣʴʟʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚ ʣʶʙʦʤ ʠʤʝʥʠ ʆʙʲʝʢʪʘ ʧʨʦʙʝʣʳ, ʩʠʤʚʦʣ ʪʠʣʴʜʳ (~) ʠʣʠ ʣʶʙʳʝ 

ʜʨʫʛʠʝ ʢʦʜʳ ASCII ʩʦ ʟʥʘʯʝʥʠʷʤʠ ʙʦʣʴʰʝ 128. 

6.2.2.1. ɼʫʙʣʠʨʦʚʘʥʠʝ ʆʙʲʝʢʪʦʚ 

ʄʦʞʥʦ ʦʙʣʝʛʯʠʪʴ ʠ ʫʩʢʦʨʠʪʴ ʧʨʦʮʝʩʩ ʩʦʟʜʘʥʠʷ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ ʚ ʩʝʢʮʠʷʭ 

ʊʦʧʦʣʦʛʠʷ ʠ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ, ʧʫʪʸʤ ʧʨʦʩʪʦʛʦ çʜʫʙʣʠʨʦʚʘʥʠʷè ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʆʙʲʝʢʪʘ. 

ʕʪʦ ʤʦʞʥʦ ʩʜʝʣʘʪʴ, ʚʳʙʨʘʚ ʩʫʱʝʩʪʚʫʶʱʠʡ ʆʙʲʝʢʪ ʇʦʣʠʪʠʢʠ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʫ 

ɼʫʙʣʠʨʦʚʘʪʴ ʠʟ ʛʣʘʚʥʦʛʦ ʠʣʠ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ. ʇʨʠ ʜʫʙʣʠʨʦʚʘʥʠʠ ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʆʙʲʝʢʪʘ, 

ʦʪʢʨʳʚʘʝʪʩʷ ʦʢʥʦ ɼʫʙʣʠʨʦʚʘʪʴ ʜʣʷ ʩʦʟʜʘʥʠʷ ʥʦʚʦʛʦ ʆʙʲʝʢʪʘ; ʠʟ ʜʫʙʣʠʨʦʚʘʥʥʦʛʦ ʆʙʲʝʢʪʘ ʚʩʝ 

ʫʩʪʘʥʦʚʢʠ ʧʘʨʘʤʝʪʨʦʚ, ʢʨʦʤʝ ʪʝʭ, ʢʦʪʦʨʳʝ ʫʥʠʢʘʣʴʥʳ ʜʣʷ ʢʘʞʜʦʛʦ ʆʙʲʝʢʪʘ, ʢʦʧʠʨʫʶʪʩʷ ʚʦ 

ʚʩʝʭ ʟʘʢʣʘʜʢʘʭ ʦʢʥʘ.  

ʅʘʧʨʠʤʝʨ, ʫʩʪʘʥʦʚʢʠ ʠʥʪʝʨʬʝʡʩʘ ʜʫʙʣʠʨʦʚʘʥʥʦʛʦ ʆʙʲʝʢʪʘ, IKE-ʩʝʨʪʠʬʠʢʘʪ ʠ ʜʘʥʥʳʝ, 

ʧʦʜʪʚʝʨʞʜʘʶʱʠʝ ʧʦʜʣʠʥʥʦʩʪʴ, ʟʘʨʘʥʝʝ ʩʦʛʣʘʩʦʚʘʥʥʦʛʦ ʢʣʶʯʘ, ʥʝ ʙʫʜʫʪ ʩʢʦʧʠʨʦʚʘʥʳ ʚ ʥʦʚʳʡ 
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ʆʙʲʝʢʪ, ʧʦʪʦʤʫ ʯʪʦ ʵʪʠ ʧʘʨʘʤʝʪʨʳ ʜʦʣʞʥʳ ʠʤʝʪʴ ʫʥʠʢʘʣʴʥʳʝ ʟʥʘʯʝʥʠʷ ʜʣʷ ʢʘʞʜʦʛʦ ʆʙʲʝʢʪʘ 

ʇʦʣʠʪʠʢʠ. ɿʘʤʝʪʴʪʝ, Any ʠ Internet  ʆʙʲʝʢʪʳ ʥʝ ʤʦʛʫʪ ʙʳʪʴ ʜʫʙʣʠʨʦʚʘʥʳ. 

6.2.3. ɺʳʙʦʨ ʥʝʩʢʦʣʴʢʠʭ ʆʙʲʝʢʪʦʚ 

ʄʦʞʥʦ ʚʳʜʝʣʠʪʴ ʨʷʜ ʩʤʝʞʥʳʭ ʆʙʲʝʢʪʦʚ, ʧʦʤʝʱʘʷ ʆʙʲʝʢʪʳ (ʚ ʊʦʧʦʣʦʛʠʠ) ʚ 

ʙʫʢʩʠʨʫʝʤʳʡ ʠ ʨʘʩʪʷʛʠʚʘʶʱʠʡʩʷ ʧʨʷʤʦʫʛʦʣʴʥʠʢ ʠʣʠ, ʫʜʝʨʞʠʚʘʷ ʢʣʘʚʠʰʫ <Shift>, ʥʘʞʘʚ ʥʘ 

ʢʘʞʜʳʡ ʆʙʲʝʢʪ, ʩʚʦʡʩʪʚʘ ʢʦʪʦʨʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʨʝʜʘʢʪʠʨʦʚʘʪʴ (ʚʦ ʚʩʝʭ ʚʣʦʞʝʥʥʳʭ ʦʢʥʘʭ). 

ʇʦʩʣʝ ʚʳʜʝʣʝʥʠʷ ʆʙʲʝʢʪʦʚ, ʤʦʞʥʦ ʚʳʙʨʘʪʴ ʚʠʜ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ ʠʟ ʩʪʨʦʢʠ ʤʝʥʶ ʠʣʠ ʠʟ 

ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ. ɽʩʣʠ ʢʦʤʘʥʜʘ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʥʝʜʦʩʪʫʧʥʘ ʜʣʷ ʚʩʝʭ ʚʳʜʝʣʝʥʥʳʭ 

ʆʙʲʝʢʪʦʚ, ʦʥʘ ʙʫʜʝʪ ʥʝʜʦʩʪʫʧʥʘ ʜʣʷ ʛʨʫʧʧʳ ʚʳʜʝʣʝʥʥʳʭ ʆʙʲʝʢʪʦʚ.  

6.2.4. ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʆʙʲʝʢʪʦʚ 

ʄʦʞʥʦ ʨʝʜʘʢʪʠʨʦʚʘʪʴ ʘʪʨʠʙʫʪʳ ʆʙʲʝʢʪʘ, ʚʳʜʝʣʠʚ ʆʙʲʝʢʪ ʚ ʦʢʥʝ ʧʨʦʛʨʘʤʤʳ ʠ ʥʘʞʘʚ 

ʢʣʘʚʠʰʫ <Enter>, ʜʚʦʡʥʳʤ ʥʘʞʘʪʠʝʤ ʥʘ ʆʙʲʝʢʪʝ ʣʝʚʦʡ ʢʣʘʚʠʰʝʡ ʤʳʠh, ʘ ʪʘʢʞʝ ʚʳʙʨʘʚ 

ʢʦʤʘʥʜʫ ʀʟʤʝʥʠʪʴ ʠʟ ʢʦʥʪʝʢʩʪʥʦʛʦ ʠʣʠ ʛʣʘʚʥʦʛʦ ʤʝʥʶ.  

6.2.4.1. ʆʜʥʦʚʨʝʤʝʥʥʦʝ ʨʝʜʘʢʪʠʨʦʚʘʥʠʝ ʥʝʩʢʦʣʴʢʠʭ ʆʙʲʝʢʪʦʚ  

ʉʚʦʡʩʪʚʘ ʥʝʩʢʦʣʴʢʠʭ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ ʤʦʞʥʦ ʨʝʜʘʢʪʠʨʦʚʘʪʴ ʦʜʥʦʚʨʝʤʝʥʥʦ. ʅʘʜʦ 

ʚʳʜʝʣʠʪʴ ʨʷʜ ʩʤʝʞʥʳʭ ʆʙʲʝʢʪʦʚ, ʧʦʤʝʱʘʷ ʆʙʲʝʢʪʳ (ʚ ʩʝʢʮʠʠ ʊʦʧʦʣʦʛʠʷ) ʚ ʙʫʢʩʠʨʫʝʤʳʡ, 

ʨʘʩʪʷʛʠʚʘʶʱʠʡʩʷ ʧʨʷʤʦʫʛʦʣʴʥʠʢ, ʠʣʠ, ʫʜʝʨʞʠʚʘʷ ʢʣʘʚʠʰʫ <Shift>, ʚʳʜʝʣʠʪʴ ʆʙʲʝʢʪʳ, 

ʩʚʦʡʩʪʚʘ ʢʦʪʦʨʳʭ ʥʝʦʙʭʦʜʠʤʦ ʨʝʜʘʢʪʠʨʦʚʘʪʴ (ʚʦ ʚʩʝʭ ʚʣʦʞʝʥʥʳʭ ʦʢʥʘʭ). ɺ ʤʝʥʶ ʇʨʘʚʠʪʴ 

ʥʫʞʥʦ ʚʳʙʨʘʪʴ ʢʦʤʘʥʜʫ ʀʟʤʝʥʠʪʴ, ʧʦʷʚʠʪʩʷ ʩʧʠʩʦʢ ʩʚʦʡʩʪʚ ʦʪʜʝʣʴʥʦʛʦ ʆʙʲʝʢʪʘ ʇʦʣʠʪʠʢʠ, 

ʵʪʠ ʩʚʦʡʩʪʚʘ ʤʦʞʥʦ ʨʝʜʘʢʪʠʨʦʚʘʪʴ ʜʣʷ ʚʩʝʡ ɻʨʫʧʧʳ. ɼʦʩʪʫʧʥʳ ʙʫʜʫʪ ʪʦʣʴʢʦ ʪʝ ʩʚʦʡʩʪʚʘ, 

ʢʦʪʦʨʳʝ ʠʤʝʶʪ ʟʥʘʯʝʥʠʝ ʜʣʷ ʚʩʝʭ ʚʳʜʝʣʝʥʥʳʭ ʆʙʲʝʢʪʦʚ. 

ʀʟʤʝʥʠʪʴ ʟʥʘʯʝʥʠʝ ʥʫʞʥʦʛʦ ʧʘʨʘʤʝʪʨʘ ʚ ʧʦʷʚʠʚʰʝʤʩʷ ʜʠʘʣʦʛʦʚʦʤ ʦʢʥʝ. ɼʘʥʥʦʝ 

ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ ʙʫʜʝʪ ʠʟʤʝʥʝʥʦ ʜʣʷ ʚʩʝʭ ʚʳʜʝʣʝʥʥʳʭ ʆʙʲʝʢʪʦʚ. 

6.2.5. ʇʝʨʝʤʝʱʝʥʠʝ ʆʙʲʝʢʪʦʚ 

ʏʪʦʙʳ ʧʝʨʝʤʝʩʪʠʪʴ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ ʚ ʩʝʢʮʠʠ ʊʦʧʦʣʦʛʠʷ ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ 

ʆʙʲʝʢʪ(ʳ) ʠ ʧʝʨʝʤʝʩʪʠʪʴ ʝʛʦ(ʠʭ) ʚ ʥʫʞʥʦʝ ʤʝʩʪʦ.  

6.2.6. ʈʘʟʤʝʱʝʥʠʝ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ 

6.2.6.1. ɸʚʪʦʤʘʪʠʯʝʩʢʘʷ ʨʘʩʩʪʘʥʦʚʢʘ ʪʦʧʦʣʦʛʠʠ 
ɺ ɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝ ʨʝʘʣʠʟʦʚʘʥʘ ʬʫʥʢʮʠʷ ʘʚʪʦʤʘʪʠʯʝʩʢʦʡ ʨʘʩʩʪʘʥʦʚʢʠ ʊʦʧʦʣʦʛʠʠ, 

ʜʣʷ ʚʳʟʦʚʘ ʧʦʩʣʝʜʥʝʡ ʥʝʦʙʭʦʜʠʤʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʤʝʥʶ ʇʨʦʩʤʦʪʨ. ɸʚʪʦʤʘʪʠʯʝʩʢʘʷ 

ʨʘʩʩʪʘʥʦʚʢʘ ʊʦʧʦʣʦʛʠʠ ʧʨʠʚʝʜʝʪ ʨʘʩʧʦʣʦʞʝʥʠʝ ʦʙʲʝʢʪʦʚ ʢ ʤʘʢʩʠʤʘʣʴʥʦ ʩʠʤʤʝʪʨʠʯʥʦʤʫ ʚʠʜʫ, 

ʥʘʧʨʠʤʝʨ, ʝʩʣʠ ʥʝʩʢʦʣʴʢʦ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ ʧʨʠʥʘʜʣʝʞʘʪ ɿʦʥʝ, ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ ʙʫʜʫʪ 

ʨʘʩʧʨʝʜʝʣʷʪʴʩʷ ʧʦ ʢʨʫʛʫ ʚʦʢʨʫʛ ʆʙʲʝʢʪʘ ɿʦʥʘ. 
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6.2.6.2. ʈʘʟʤʝʱʝʥʠʝ ʆʙʲʝʢʪʦʚ ʚʨʫʯʥʫʶ  
ʏʪʦʙʳ ʨʘʟʤʝʩʪʠʪʴ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ ʚʨʫʯʥʫʶ ʚ ɻʨʘʬʝ ʪʦʧʦʣʦʛʠʠ ʥʘʜʦ ʚʳʜʝʣʠʪʴ ʠʭ ʠ 

ʧʝʨʝʤʝʩʪʠʪʴ ʚ ʜʨʫʛʦʝ ʤʝʩʪʦ.  

6.2.7. ʋʜʘʣʝʥʠʝ ʆʙʲʝʢʪʦʚ 

ɺʳʜʝʣʝʥʥʳʝ ʆʙʲʝʢʪʳ ʤʦʞʥʦ ʫʜʘʣʠʪʴ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ Delete. ʅʝʩʢʦʣʴʢʦ ʆʙʲʝʢʪʦʚ 

ʇʦʣʠʪʠʢʠ, ʚʢʣʶʯʘʷ ʫʟʣʳ ʢʦʥʮʝʥʪʨʘʪʦʨʦʚ, ʩʦʝʜʠʥʠʪʝʣʠ ʤʦʞʥʦ ʫʜʘʣʷʪʴ ʦʜʥʦʡ ʢʦʤʘʥʜʦʡ. ʅʘʜʦ 

ʚʳʜʝʣʠʪʴ ʨʷʜ ʩʤʝʞʥʳʭ ʆʙʲʝʢʪʦʚ, ʧʦʤʝʱʘʷ ʠʭ ʚ ʨʘʩʪʷʛʠʚʘʶʱʠʡʩʷ ʙʫʢʩʠʨʫʝʤʳʡ ʧʨʷʤʦʫʛʦʣʴʥʠʢ 

(ʚʦ ʚʣʦʞʝʥʥʦʤ ʦʢʥʝ ʊʦʧʦʣʦʛʠʷ), ʠʣʠ, ʫʜʝʨʞʠʚʘʷ ʢʣʘʚʠʰʫ <Shift>, ʚʳʜʝʣʠʪʴ ʆʙʲʝʢʪʳ, ʢʦʪʦʨʳʝ 

ɺʳ ʭʦʪʠʪʝ ʫʜʘʣʠʪʴ. ɿʘʪʝʤ ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ Delete. ɿʘʤʝʪʴʪʝ, Any, Internet  ʠ Internet  Zone 

ʆʙʲʝʢʪʳ ʥʝʣʴʟʷ ʫʜʘʣʠʪʴ. ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ, ʫʜʘʣʝʥʥʳʝ ʚʦ ʚʣʦʞʝʥʥʳʭ ʦʢʥʘʭ ʩʝʢʮʠʡ ʊʦʧʦʣʦʛʠʷ 

ʠʣʠ ʆʙʲʝʢʪʳ ʧʦʣʠʪʠʢʠ ʙʫʜʫʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʫʜʘʣʝʥʳ ʠʟ ʜʨʫʛʠʭ ʩʝʢʮʠʡ, ʪʝʤ ʥʝ ʤʝʥʝʝ, ʚ 

ʊʘʙʣʠʮʝ ʇʨʘʚʠʣ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ ï ʵʪʦ ʪʦʣʴʢʦ çʩʩʳʣʢʠ ʜʣʷ ʙʳʩʪʨʦʛʦ ʚʳʟʦʚʘè ʆʙʲʝʢʪʦʚ, ʠ 

ʦʥʠ ʥʝ ʙʫʜʫʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʪʦʣʴʢʦ ʚ ʪʝʭ ʚʣʦʞʝʥʥʳʭ ʦʢʥʘʭ, ʚ ʢʦʪʦʨʳʭ ʦʥʠ çʫʜʘʣʝʥʳè. ʋʜʘʣʝʥʠʝ 

ʯʣʝʥʘ ɻʨʫʧʧʳ ï ʵʪʦ ʣʠʰʴ ʫʜʘʣʝʥʠʝ ʆʙʲʝʢʪʘ ʇʦʣʠʪʠʢʠ ʠʟ ɻʨʫʧʧʳ, ʘ ʥʝ ʩʘʤʦʛʦ ʆʙʲʝʢʪʘ.  

 
ʇʨʠ ʫʜʘʣʝʥʠʠ ʦʙʲʝʢʪʦʚ, ʢʦʪʦʨʳʝ ʫʯʘʩʪʚʫʶʪ ʚ IKECFG-ʧʨʘʚʠʣʘʭ, ʚʳʚʦʜʠʪʩʷ 

ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʦ ʪʦʤ, ʯʪʦ ʦʙʲʝʢʪ ʫʯʘʩʪʚʫʝʪ ʚ IKECFG-ʧʨʘʚʠʣʘʭ. ɽʩʣʠ ʫʜʘʣʠʪʴ ʦʙʲʝʢʪ, 

ʢʦʪʦʨʳʡ ʷʚʣʷʝʪʩʷ ʝʜʠʥʩʪʚʝʥʥʳʤ ʫʯʘʩʪʥʠʢʦʤ ʧʨʘʚʠʣʘ, ʪʦ ʫʜʘʣʠʪʩʷ ʚʩʝ IKECFG-ʧʨʘʚʠʣʦ. 

ɽʩʣʠ ʚ IKECFG-ʧʨʘʚʠʣʝ ʦʙʲʝʢʪ ʧʦʣʠʪʠʢʠ ʥʝ ʷʚʣʷʝʪʩʷ ʝʜʠʥʩʪʚʝʥʥʳʤ ʫʯʘʩʪʥʠʢʦʤ, ʪʦ ʵʪʦʪ 

ʦʙʲʝʢʪ ʫʜʘʣʠʪʩʷ ʠʟ IKECFG-ʧʨʘʚʠʣʘ. 

6.2.8. ʇʦʠʩʢ ʠʥʬʦʨʤʘʮʠʠ 

ʏʪʦʙʳ ʙʳʩʪʨʦ ʥʘʡʪʠ ʠʥʬʦʨʤʘʮʠʶ ʚ ʎʋʇ ʥʘʜʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʳ ʅʘʡʪʠ ʠ ʅʘʡʪʠ 

ʩʣʝʜʫʶʱʠʡ. ʕʪʠ ʢʦʤʘʥʜʳ ʧʦʟʚʦʣʷʶʪ ʦʩʫʱʝʩʪʚʣʷʪʴ ʧʦʠʩʢ ʚʩʝʡ ʠʥʬʦʨʤʘʮʠʠ ʚʦ ʚʣʦʞʝʥʥʦʤ ʦʢʥʝ 

ʠʣʠ ʙʦʣʝʝ ʫʟʢʠʡ ʧʦʠʩʢ ʧʦ ʪʠʧʫ ʠʥʬʦʨʤʘʮʠʠ. ʉʥʘʯʘʣʘ ʚʳʙʨʘʪʴ ʚʣʦʞʝʥʥʦʝ ʦʢʥʦ, ʚ ʢʦʪʦʨʦʤ ɺʳ 

ʭʦʪʠʪʝ ʦʩʫʱʝʩʪʚʠʪʴ ʧʦʠʩʢ. ʇʦʠʩʢ ʧʨʦʠʟʚʦʜʠʪʩʷ ʪʦʣʴʢʦ ʚ ʚʳʜʝʣʝʥʥʦʤ ʚʣʦʞʝʥʥʦʤ ʦʢʥʝ. ɿʘʪʝʤ 

ʥʘʞʘʪʴ ʢʣʘʚʠʰʠ <Ctrl>+<F>. 

6.2.8.1. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʦʢʥʘ ʧʦʠʩʢʘ 

ʆʢʥʦ ʧʦʠʩʢʘ ʧʦʟʚʦʣʷʝʪ ʥʘʡʪʠ ʪʨʝʙʫʝʤʳʝ ʆʙʲʝʢʪʳ ɻʇɹ (ʩʤ. ʈʠʩʫʥʦʢ 24). 



74 

ʄʂɽʖ.00631-01 32 01 

  

   

ʈʠʩʫʥʦʢ 24 ï ʆʢʥʦ ʧʦʠʩʢʘ 

ʇʦʠʩʢ ʪʨʝʙʫʝʤʳʭ ʆʙʲʝʢʪʦʚ ʚʳʧʦʣʥʷʝʪʩʷ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1) ɺʚʝʩʪʠ ʠʥʬʦʨʤʘʮʠʶ (ʙʫʢʚʝʥʥʦ-ʮʠʬʨʦʚʫʶ ʩʪʨʦʢʫ), ʢʦʪʦʨʫʶ ʥʝʦʙʭʦʜʠʤʦ ʥʘʡʪʠ, ʚ 

ʧʦʣʝ ʏʪʦ ʠʩʢʘʪʴ. ʕʪʦ ʤʦʞʝʪ ʙʳʪʴ ʮʝʣʳʡ ʧʘʨʘʤʝʪʨ ʠʣʠ ʣʶʙʘʷ ʝʛʦ ʯʘʩʪʴ.  

2) ɺʳʙʨʘʪʴ ʧʘʥʝʣʴ, ʚ ʢʦʪʦʨʦʡ ʙʫʜʝʪ ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʧʦʠʩʢ. ɼʣʷ ʵʪʦʛʦ ʥʘʜʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʚʳʧʘʜʘʶʱʝʝ ʤʝʥʶ ʇʦʠʩʢ ʚ ʧʘʥʝʣʠ. 

3) ɺʳʙʨʘʪʴ ʦʙʣʘʩʪʴ ʧʦʠʩʢʘ. ɺʳʙʦʨ ʦʙʣʘʩʪʠ ʧʦʠʩʢʘ ʟʘʚʠʩʠʪ ʦʪ ʚʳʙʨʘʥʥʦʡ ʧʘʥʝʣʠ. 

ʆʛʨʘʥʠʯʠʪʴ ʜʘʣʴʥʝʡʰʠʡ ʧʦʠʩʢ, ʜʣʷ ʵʪʦʛʦ ʥʘʜʦ ʫʢʘʟʘʪʴ, ʠʩʧʦʣʴʟʦʚʘʪʴ ʣʠ ʜʣʷ ʧʦʠʩʢʘ 

ʧʦʣʥʦʝ ʩʦʚʧʘʜʝʥʠʝ ʠʣʠ ʧʦʠʩʢ ʚʚʝʨʭ ʧʦ ʩʧʠʩʢʫ. 

4) ʏʪʦʙʳ ʧʦʠʩʢ ʧʨʦʭʦʜʠʣ ʩ ʫʯʝʪʦʤ ʨʝʛʠʩʪʨʘ ʢʣʘʚʠʘʪʫʨʳ ʠʣʠ ʪʦʣʴʢʦ ʧʦ ʮʝʣʦʡ ʩʪʨʦʢʝ, 

ʥʘʜʦ ʩʜʝʣʘʪʴ ʦʪʤʝʪʢʫ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤ ʦʢʥʝ. 

5) ʏʪʦʙʳ ʠʩʢʘʪʴ, ʠʩʧʦʣʴʟʫʷ ʨʝʛʫʣʷʨʥʳʝ ʚʳʨʘʞʝʥʠʷ, ʥʘʜʦ ʩʜʝʣʘʪʴ ʦʪʤʝʪʢʫ ʚ ʵʪʦʤ ʦʢʥʝ.  

6)  ʏʪʦʙʳ ʠʩʢʘʪʴ ʚʦ ʚʩʝʭ ʦʪʢʨʳʪʳʭ ʧʘʥʝʣʷʭ, ʥʘʜʦ ʩʜʝʣʘʪʴ ʦʪʤʝʪʢʫ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤ 

ʦʢʥʝ. 

7) ʏʪʦʙʳ ʧʦʠʩʢ ʦʩʫʱʝʩʪʚʣʷʣʩʷ ʩʨʝʜʠ ʩʢʨʳʪʳʭ ʦʙʲʝʢʪʦʚ, ʥʘʜʦ ʩʜʝʣʘʪʴ ʦʪʤʝʪʢʫ ʚ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤ ʦʢʥʝ. 

ʇʦʠʩʢ ʩʣʝʜʫʶʱʝʛʦ ʚʭʦʞʜʝʥʠʷ: ʅʘʞʘʪʴ ʢʣʘʚʠʰʫ <F3>, ʯʪʦʙʳ ʥʘʡʪʠ ʩʣʝʜʫʶʱʝʝ 

ʚʭʦʞʜʝʥʠʝ ʠʩʢʦʤʳʭ ʜʘʥʥʳʭ. 

6.2.9. ʌʠʣʴʪʨʘʮʠʷ ʦʪʦʙʨʘʞʝʥʠʷ ʇʨʘʚʠʣʘ 

ʎʋʇ ʧʦʟʚʦʣʷʝʪ ʦʪʦʙʨʘʞʘʪʴ ʪʦʣʴʢʦ ʚʳʙʨʘʥʥʳʝ ʇʨʘʚʠʣʘ ɻʇɹ. ɼʣʷ ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ 

ʚʳʙʨʘʪʴ ʠʥʪʝʨʝʩʫʶʱʠʝ ʇʨʘʚʠʣʘ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʳʤ ʥʘʞʘʪʠʝʤ ʤʳʰʠ ʩ ʟʘʞʘʪʳʤʠ ʢʣʘʚʠʰʘʤʠ 

<Ctrl> ʠʣʠ <Shift>, ʟʘʪʝʤ, ʠʩʧʦʣʴʟʫʷ ʢʦʤʘʥʜʫ ʉʢʨʳʪʴ ʦʩʪʘʣʴʥʳʝ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ, ʩʢʨʳʪʴ 

ʥʝʥʫʞʥʳʝ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʇʨʘʚʠʣʘ (ʩʤ. ʈʠʩʫʥʦʢ 25). 
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ʈʠʩʫʥʦʢ 25 ï ʂʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʦʢʥʘ ʊʘʙʣʠʮʘ ʧʨʘʚʠʣ 

ʌʠʣʴʪʨʘʮʠʷ ʇʨʘʚʠʣ ʥʘʩʪʨʘʠʚʘʝʪʩʷ ʩ ʧʦʤʦʱʴʶ ʦʢʥʘ ʆʪʬʠʣʴʪʨʦʚʘʪʴ (ʩʤ. ʈʠʩʫʥʦʢ 26). 

ɼʣʷ ʟʘʧʫʩʢʘ ʵʪʦʛʦ ʦʢʥʘ, ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʧʫʥʢʪ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʆʪʬʠʣʴʪʨʦʚʘʪʴ ʦʢʥʘ 

ʊʘʙʣʠʮʘ ʧʨʘʚʠʣ. 

  

ʈʠʩʫʥʦʢ 26 ï ʌʠʣʴʪʨʘʮʠʷ ʦʪʦʙʨʘʞʝʥʠʷ ʇʨʘʚʠʣ 

ʇʦʠʩʢ ʪʨʝʙʫʝʤʳʭ ʇʨʘʚʠʣ ʚʳʧʦʣʥʷʝʪʩʷ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1) ɺ ɻʜʝ ʠʩʢʘʪʴ ʚʳʙʨʘʪʴ, ʧʦ ʢʘʢʠʤ ʧʦʣʷʤ ʙʫʜʝʪ ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʧʦʠʩʢ ʇʨʘʚʠʣ: ID ʚ 

ɹɼ, ʀʤ,̫ ʆʧʠʩʘʥʠʝ, ɼʝʡʩʪʚʠʝ, ʆʙʲʝʢʪ ʧʦʣʠʪʠʢʠ, ʈʘʩʧʠʩʘʥʠʝ, ʉʝʪʝʚʦʡ ʩʝʨʚʠʩ. 

2) ɺʚʝʩʪʠ ʠʥʬʦʨʤʘʮʠʶ (ʙʫʢʚʝʥʥʦ-ʮʠʬʨʦʚʫʶ ʩʪʨʦʢʫ) ʚ ʧʦʣʝ ʏʪʦ ʠʩʢʘʪʴ. 
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ʇʦʠʩʢ ʩʣʝʜʫʶʱʝʛʦ ʚʭʦʞʜʝʥʠʷ: ʅʘʞʘʪʴ ʢʣʘʚʠʰʫ <F3>, ʯʪʦʙʳ ʥʘʡʪʠ ʩʣʝʜʫʶʱʝʝ 

ʚʭʦʞʜʝʥʠʝ ʠʩʢʦʤʳʭ ʜʘʥʥʳʭ. 

ʏʪʦʙʳ ʚʝʨʥʫʪʴ ʩʢʨʳʪʳʝ ʇʨʘʚʠʣʘ ʚ ʩʧʠʩʦʢ ʦʪʦʙʨʘʞʘʝʤʳʭ ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʢʦʤʘʥʜʫ ʈʘʩʢʨʳʪʴ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʥʘ ʚʢʣʘʜʢʝ ʩʢʨʳʪʳʭ ʇʨʘʚʠʣ (ʩʤ. ʈʠʩʫʥʦʢ 27). 

 

ʈʠʩʫʥʦʢ 27 ï ʌʠʣʴʪʨʘʮʠʷ ʦʪʦʙʨʘʞʝʥʠʷ ʇʨʘʚʠʣ 

ɼʨʫʛʘʷ ʜʦʩʪʫʧʥʘʷ ʦʧʮʠʷ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʊʘʙʣʠʮʳ ʇʨʘʚʠʣ ï ʢʦʤʘʥʜʘ ʉʢʨʳʪʴ (ʩʤ. 

ʈʠʩʫʥʦʢ 25). ɼʝʡʩʪʚʠʝ ʵʪʦʡ ʢʦʤʘʥʜʳ ʧʨʦʪʠʚʦʧʦʣʦʞʥʦ ʜʝʡʩʪʚʠʶ ʢʦʤʘʥʜʳ ʉʢʨʳʪʴ ʦʩʪʘʣʴʥʳʝ 

ï ʦʥʘ ʩʢʨʳʚʘʝʪ ʚʳʙʨʘʥʥʳʝ ʇʨʘʚʠʣʘ ʚʦ ʚʢʣʘʜʢʫ ʉʢʨʳʪʳʝ. 

ʏʪʦʙʳ ʚʝʨʥʫʪʴ ʩʢʨʳʪʳʝ ʇʨʘʚʠʣʘ ʚ ʩʧʠʩʦʢ ʦʪʦʙʨʘʞʘʝʤʳʭ ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʢʦʤʘʥʜʫ ʈʘʩʢʨʳʪʴ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʥʘ ʚʢʣʘʜʢʝ ʉʢʨʳʪʳʭ ʇʨʘʚʠʣ. 

6.2.10. ʉʦʨʪʠʨʦʚʢʘ ʠʥʬʦʨʤʘʮʠʠ 

ɺ ʩʝʢʮʠʠ ʊʘʙʣʠʮʘ ʇʨʘʚʠʣ ʠ ʚ ʩʝʢʮʠʷʭ ʆʙʲʝʢʪʦʚ ʧʦʣʠʪʠʢʠ (ʉʝʪʝʚʳʝ ʦʙʲʝʢʪʳ, 

ʇʦʣʴʟʦʚʘʪʝʣʠ ʠ ɻʨʫʧʧʳ) ʤʦʞʥʦ ʩʦʨʪʠʨʦʚʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʚ ʩʪʦʣʙʮʘʭ ʪʘʙʣʠʮʳ. ʏʪʦʙʳ 

ʦʪʩʦʨʪʠʨʦʚʘʪʴ ʆʙʲʝʢʪʳ ʚ ʦʧʨʝʜʝʣʝʥʥʦʤ ʩʪʦʣʙʮʝ ʥʘʜʦ ʥʘʞʘʪʴ ʥʘ ʟʘʛʦʣʦʚʦʢ ʩʪʦʣʙʮʘ. ʇʝʨʚʦʝ 

ʥʘʞʘʪʠʝ ʩʦʨʪʠʨʫʝʪ ʚ ʚʦʟʨʘʩʪʘʶʱʝʤ ʧʦʨʷʜʢʝ (0-9, A-Z), ʩʣʝʜʫʶʱʝʝ ʥʘʞʘʪʠʝ ʦʪʩʦʨʪʠʨʫʝʪ ʚ 

ʫʙʳʚʘʶʱʝʤ ʧʦʨʷʜʢʝ (Z-A, 9-0). 

ʇʨʦʮʝʜʫʨʘ ʩʦʨʪʠʨʦʚʢʠ ʧʨʦʠʩʭʦʜʠʪ ʧʦ ʩʣʝʜʫʶʱʠʤ ʇʨʘʚʠʣʘʤ: 

- ʉʦʨʪʠʨʫʝʪʩʷ ʪʝʢʩʪ ʜʘʥʥʦʡ ʢʣʝʪʢʠ ʪʘʙʣʠʮʳ; 

- ɽʩʣʠ ʢʣʝʪʢʘ ʩʦʜʝʨʞʠʪ ʥʝʩʢʦʣʴʢʦ ʆʙʲʝʢʪʦʚ, ʪʦ ʠʤʝʥʘ ʵʪʠʭ ʆʙʲʝʢʪʦʚ ʙʫʜʫʪ 

ʜʦʙʘʚʣʝʥʳ ʚ ʩʪʨʦʢʫ ʚ ʪʦʤ ʧʦʨʷʜʢʝ, ʚ ʢʦʪʦʨʦʤ ʦʥʠ ʥʘʭʦʜʷʪʩʷ ʚ ʢʣʝʪʢʝ ʠ ʵʪʘ ʩʪʨʦʢʘ 

ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʥʘ ʜʣʷ ʩʦʨʪʠʨʦʚʢʠ.  

- ɺʣʦʞʝʥʥʳʝ ʇʨʘʚʠʣʘ, ʪʘʢʞʝ ʤʦʞʥʦ ʩʦʨʪʠʨʦʚʘʪʴ, ʥʦ ʪʦʣʴʢʦ ʚ ʨʘʤʢʘʭ ʈʦʜʠʪʝʣʴʩʢʦʛʦ 

ʇʨʘʚʠʣʘ.  

6.2.11. ʌʠʣʴʪʨ ʧʦʠʩʢʘ ʜʣʷ ʆʙʲʝʢʪʦʚ ʧʦʣʠʪʠʢʠ 

ɺ ʩʝʢʮʠʠ ʆʙʲʝʢʪ r ʧʦʣʠʪʠʢʠ (ʉʝʪʝʚʳʝ ʦʙʲʝʢʪʳ, ʇʦʣʴʟʦʚʘʪʝʣʠ ʠ ɻʨʫʧʧʳ) ʤʦʞʥʦ 

ʥʘʩʪʨʦʠʪʴ ʬʠʣʴʪʨ ʧʦʠʩʢʘ ʇʨʘʚʠʣ, ʩʚʷʟʘʥʥʳʭ ʩ ʢʦʥʢʨʝʪʥʳʤ ʆʙʲʝʢʪʦʤ. ʂʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ 

ʩʝʢʮʠʠ ʆʙʲʝʢʪʳ ʧʦʣʠʪʠʢʠ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ (ʩʤ. ʈʠʩʫʥʦʢ 28). 
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ʈʠʩʫʥʦʢ 28 ï ʂʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʦʢʥʘ ʆʙʲʝʢʪʳ 

ʌʠʣʴʪʨʘʮʠʷ ʇʨʘʚʠʣ ʥʘʩʪʨʘʠʚʘʝʪʩʷ ʩ ʧʦʤʦʱʴʶ ʦʢʥʘ ʅʘʡʪʠ ʠ ʦʪʬʠʣʴʪʨʦʚʘʪʴ (ʩʤ. 

ʈʠʩʫʥʦʢ 29). ɼʣʷ ʟʘʧʫʩʢʘ ʵʪʦʛʦ ʦʢʥʘ, ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʧʫʥʢʪ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʅʘʡʪʠ 

ʧʨʘʚʠʣʘ ʩʝʢʮʠʠ ʆʙʲʝʢʪʳ ʧʦʣʠʪʠʢʠ. 

 

ʈʠʩʫʥʦʢ 29 ï ʌʠʣʴʪʨʘʮʠʷ ʦʪʦʙʨʘʞʝʥʠʷ ʇʨʘʚʠʣ 

ʇʦʠʩʢ ʪʨʝʙʫʝʤʳʭ ʇʨʘʚʠʣ ʚʳʧʦʣʥʷʝʪʩʷ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1) ɺ ɻʜʝ ʠʩʢʘʪʴ ʚʳʙʨʘʪʴ, ʧʦ ʢʘʢʠʤ ʧʦʣʷʤ ʙʫʜʝʪ ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʧʦʠʩʢ: ID ʚ ɹɼ, ʀʤ,̫ 

ʆʧʠʩʘʥʠʝ, ɼʝʡʩʪʚʠʝ, ʆʙʲʝʢʪ ʧʦʣʠʪʠʢʠ, ʈʘʩʧʠʩʘʥʠʝ, ʉʝʪʝʚʦʡ ʩʝʨʚʠʩ. 

2) ɺʚʝʩʪʠ ʠʥʬʦʨʤʘʮʠʶ (ʙʫʢʚʝʥʥʦ-ʮʠʬʨʦʚʫʶ ʩʪʨʦʢʫ) ʚ ʧʦʣʝ ʏʪʦ ʠʩʢʘʪʴ. 
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6.2.12. ʂʦʤʙʠʥʘʮʠʠ ʢʣʘʚʠʰ ʜʣʷ ʙʳʩʪʨʦʛʦ ʜʦʩʪʫʧʘ ʢ ʢʦʤʘʥʜʘʤ 

ɼʣʷ ʫʜʦʙʩʪʚʘ ʨʘʙʦʪʳ ʩ ɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝ ʥʝʢʦʪʦʨʳʝ ʢʦʤʘʥʜʳ ʛʣʘʚʥʦʛʦ ʠ 

ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʜʫʙʣʠʨʫʶʪʩʷ ʩʧʝʮʠʘʣʴʥʳʤʠ ʢʦʤʙʠʥʘʮʠʷʤʠ ʢʣʘʚʠʰ ʥʘ ʢʣʘʚʠʘʪʫʨʝ. ʅʘʙʦʨ 

ʜʦʩʪʫʧʥʳʭ ʢʦʤʘʥʜ ʟʘʚʠʩʠʪ ʦʪ ʪʦʛʦ, ʚ ʢʘʢʦʡ ʩʝʢʮʠʠ ʚʝʜʝʪʩʷ ʨʘʙʦʪʘ, ʠ ʢʘʢʦʡ ʦʙʲʝʢʪ ʚʳʙʨʘʥ. 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʦʣʥʳʡ ʩʧʠʩʦʢ ʩʦʢʨʘʱʸʥʥʳʭ ʢʣʘʚʠʘʪʫʨʥʳʭ ʢʦʤʘʥʜ. 

6.2.12.1. ʉʦʢʨʘʱʸʥʥʳʝ ʢʣʘʚʠʘʪʫʨʥʳʝ ʢʦʤʘʥʜʳ ʜʣʷ ʚʩʝʭ ʩʝʢʮʠʡ 
ʛʨʘʬʠʯʝʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʎʋʇ-ʂʦʥʩʦʣʠ  

ʇʨʠ ʧʦʤʦʱʠ ʩʦʢʨʘʱʝʥʥʳʭ ʢʣʘʚʠʘʪʫʨʥʳʭ ʢʦʤʘʥʜ ʚ ʩʝʢʮʠʷʭ ʛʨʘʬʠʯʝʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ 

ʎʋʇ-ʂʦʥʩʦʣʠ ʤʦʞʥʦ ʚʳʧʦʣʥʷʪʴ ʜʝʡʩʪʚʠʷ ʧʦ ʧʝʨʝʟʘʛʨʫʟʢʝ ʇʨʦʝʢʪʘ, ʪʨʘʥʩʣʠʨʦʚʘʥʠʷ ɻʇɹ ʠ ʜʨ. 

(ʩʤ. ʊʘʙʣʠʮʘ 15). 

ʊʘʙʣʠʮʘ 15 ï ʉʦʢʨʘʱʝʥʥʳʝ ʢʣʘʚʠʘʪʫʨʥʳʝ ʢʦʤʘʥʜʳ ʚ ʩʝʢʮʠʷʭ ʛʨʘʬʠʯʝʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʎʋʇ-

ʂʦʥʩʦʣʠ 

ʆʙʦʟʥʘʯʝʥʠʝ ʂʦʤʘʥʜʘ 

F7 ʊʨʘʥʩʣʠʨʦʚʘʪʴ ɻʇɹ 

F8 ɸʢʪʠʚʠʨʦʚʘʪʴ ɻʇɹ ʜʣʷ ʚʩʝʭ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ 

Alt+F4 ɿʘʢʨʳʪʴ ʎʋʇ 

Ctrl+F8 ʆʙʥʦʚʠʪʴ ʚʝʨʩʠʶ ɸʛʝʥʪʦʚ 

6.2.12.2. ʉʦʢʨʘʱʸʥʥʳʝ ʢʣʘʚʠʘʪʫʨʥʳʝ ʢʦʤʘʥʜʳ ʜʣʷ ʚʳʟʦʚʘ ʥʝʦʙʭʦʜʠʤʳʭ 
ʦʢʦʥ 

ɺ ʪʘʙʣʠʮʝ (ʩʤ. ʊʘʙʣʠʮʘ 16) ʧʨʝʜʩʪʘʚʣʝʥ ʩʧʠʩʦʢ ʩʦʢʨʘʱʝʥʥʳʭ ʢʣʘʚʠʘʪʫʨʥʳʭ ʢʦʤʘʥʜ ʜʣʷ 

ʙʳʩʪʨʦʛʦ ʚʳʟʦʚʘ ʥʝʦʙʭʦʜʠʤʳʭ ʦʢʦʥ (ʵʪʠ ʢʦʤʘʥʜʳ ʜʫʙʣʠʨʫʶʪʁ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʧʫʥʢʪʳ ʤʝʥʶ 

ʆʢʥʦ). 

ʊʘʙʣʠʮʘ 16 ï ʉʦʢʨʘʱʝʥʥʳʝ ʢʣʘʚʠʘʪʫʨʥʳʝ ʢʦʤʘʥʜʳ ʜʣʷ ʚʳʟʦʚʘ ʥʝʦʙʭʦʜʠʤʳʭ ʦʢʦʥ 

ʆʙʦʟʥʘʯʝʥʠʝ ʂʦʤʘʥʜʘ 

Ctrl+T ɺʳʟʦʚ ʦʢʥʘ ʊʦʧʦʣʦʛʠʷ 

Ctrl+E ɺʳʟʦʚ ʦʢʥʘ ʂʘʨʪʘ 

Ctrl+M ɺʳʟʦʚ ʦʢʥʘ ʄʦʥʠʪʦʨ 

Ctrl+L ɺʳʟʦʚ ʦʢʥʘ ɾʫʨʥʘʣ 

Ctrl+H ɺʳʟʦʚ ʦʢʥʘ ʉʝʪʝʚʳʝ ʆʙʲʝʢʪʳ 

Ctrl+U ɺʳʟʦʚ ʦʢʥʘ ʇʦʣʴʟʦʚʘʪʝʣʠ 

Ctrl+G ɺʳʟʦʚ ʦʢʥʘ ɻʨʫʧʧʘ 

Ctrl+R ɺʳʟʦʚ ʦʢʥʘ ʊʘʙʣʠʮʘ ʇʨʘʚʠʣ 

Ctrl+N ɺʳʟʦʚ ʦʢʥʘ ʉʝʪʝʚʳʝ ʉʝʨʚʠʩʳ 

Ctrl+S ɺʳʟʦʚ ʦʢʥʘ ʉʝʨʚʝʨʳ 

Ctrl+I ɺʳʟʦʚ ʦʢʥʘ ʅʘʩʪʨʦʡʢʠ IKE 

ʂʦʤʘʥʜʳ ʫʧʨʘʚʣʝʥʠʷ ʦʢʥʘʤʠ 
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ʆʙʦʟʥʘʯʝʥʠʝ ʂʦʤʘʥʜʘ 

Ctrl+D ɺʩʪʘʚʠʪʴ/ʆʪʩʦʝʜʠʥʠʪʴ 

Ctrl+F4 ɿʘʢʨʳʪʴ ʇʘʥʝʣʴ 

Ctrl+ʇʨʦʙʝʣ ɿʘʢʨʳʪʴ ɺʩʝ 

Ctrl+Tab ʉʣʝʜʫʶʱʘʷ ʧʘʥʝʣʴ 

Ctrl+Shift+Tab ʇʨʝʜʳʜʫʱʘʷ ʧʘʥʝʣʴ 

6.2.12.3. ʆʙʱʠʝ ʩʦʢʨʘʱʸʥʥʳʝ ʢʣʘʚʠʘʪʫʨʥʳʝ ʢʦʤʘʥʜʳ 

ʇʨʠ ʧʦʤʦʱʠ ʦʙʱʠʭ ʩʦʢʨʘʱʸʥʥʳʭ ʢʣʘʚʠʘʪʫʨʥʳʭ ʢʦʤʘʥʜ ʤʦʞʥʦ ʢʦʧʠʨʦʚʘʪʴ, ʚʳʨʝʟʘʪʴ, 

ʚʩʪʘʚʣʷʪʴ ʪʝʢʩʪ ʠ ʪ.ʜ. (ʩʤ. ʊʘʙʣʠʮʘ 17). 

ʊʘʙʣʠʮʘ 17 ï ʆʙʱʠʝ ʩʦʢʨʘʱʸʥʥʳʝ ʢʣʘʚʠʘʪʫʨʥʳʝ ʢʦʤʘʥʜʳ 

ʆʙʦʟʥʘʯʝʥʠʝ ʂʦʤʘʥʜʘ 

Ctrl+C ʉʢʦʧʠʨʦʚʘʪʴ ʚʳʙʨʘʥʥʳʡ ʵʣʝʤʝʥʪ ʚ ʙʫʬʝʨ ʦʙʤʝʥʘ 

Ctrl+X ʋʜʘʣʠʪʴ ʚʳʙʨʘʥʥʳʡ ʵʣʝʤʝʥʪ ʠ ʧʦʤʝʩʪʠʪʴ ʝʛʦ ʚ ʙʫʬʝʨ ʦʙʤʝʥʘ 

Ctrl+V ɺʩʪʘʚʠʪʴ ʩʦʜʝʨʞʠʤʦʝ ʙʫʬʝʨʘ ʦʙʤʝʥʘ 

Ctrl+A ɺʳʙʨʘʪʴ ʚʩʝ ʦʙʲʝʢʪʳ ʚ ʘʢʪʠʚʥʦʤ ʦʢʥʝ 

Delete ʋʜʘʣʠʪʴ ʚʳʙʨʘʥʥʳʡ ʦʙʲʝʢʪ 

Enter ʆʪʦʙʨʘʟʠʪʴ ʩʚʦʡʩʪʚʘ ʚʳʙʨʘʥʥʦʛʦ ʆʙʲʝʢʪʘ ʇʦʣʠʪʠʢʠ 

Ctrl+F ʅʘʡʪʠ ʩʪʨʦʢʫ ʪʝʢʩʪʘ 
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7. ɺʃʆɾɽʅʅʓɽ ʆʂʅɸ ʎʋʇ-ʂʆʅʉʆʃʔ  

7.1. ʊʦʧʦʣʦʛʠʷ  

ʉʝʢʮʠʷ ʊʦʧʦʣʦʛʠʷ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʧʨʝʜʩʪʘʚʣʝʥʠʷ ʪʦʧʦʣʦʛʠʠ ʩʝʪʠ ʚ ʢʘʢ ʤʦʞʥʦ ʙʦʣʝʝ 

ʧʦʥʷʪʥʦʤ, ʛʨʘʬʠʯʝʩʢʦʤ ʚʠʜʝ (ʩʤ. ʈʠʩʫʥʦʢ 30). ɺ ʜʘʥʥʦʡ ʩʝʢʮʠʠ ʤʦʞʥʦ ʩʦʟʜʘʚʘʪʴ, 

ʨʝʜʘʢʪʠʨʦʚʘʪʴ ʠ ʫʜʘʣʷʪʴ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ. 

 

ʈʠʩʫʥʦʢ 30 ï ʆʪʦʙʨʘʞʝʥʠʝ ɻʨʘʬʘ ʊʦʧʦʣʦʛʠʠ 

ɺʩʝ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ, ʩʦʟʜʘʥʥʳʝ ʚ ʜʘʥʥʦʤ ʇʨʦʝʢʪʝ, (ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʇʦʣʴʟʦʚʘʪʝʣʝʡ 

ʠ ɻʨʫʧʧ), ʙʫʜʫʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʚ ʵʪʦʡ ʩʝʢʮʠʠ. ʇʨʠ ʩʦʟʜʘʥʠʠ ʇʨʦʝʢʪʘ ʚ ɻʨʘʬʝ ʪʦʧʦʣʦʛʠʠ ʙʫʜʫʪ 

ʧʨʠʩʫʪʩʪʚʦʚʘʪʴ ʪʦʣʴʢʦ çʪʝʭʥʦʣʦʛʠʯʝʩʢʠʡè ʦʙʲʝʢʪ Internet  Zone ʠ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ, 

ʧʨʝʜʩʪʘʚʣʷʶʱʠʡ ʎʋʇ-ʉʝʨʚʝʨ. 

ʆʙʲʝʢʪʳ ʚ ɻʨʘʬʝ ʪʦʧʦʣʦʛʠʠ ʩʦʝʜʠʥʷʶʪʩʷ ʜʨʫʛ ʩ ʜʨʫʛʦʤ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʥʘ ʦʩʥʦʚʘʥʠʠ 

ʩʚʷʟʝʡ ʤʝʞʜʫ ʘʜʨʝʩʥʳʤʠ ʧʨʦʩʪʨʘʥʩʪʚʘʤʠ ʩʝʪʝʚʳʭ ʦʙʲʝʢʪʦʚ ʠ ʆʙʲʝʢʪʦʚ ɿʦʥʘ. ʉʦʝʜʠʥʝʥʠʷ 

ʩʪʨʦʷʪʩʷ ʥʘ ʦʩʥʦʚʘʥʠʠ ʧʨʠʥʘʜʣʝʞʥʦʩʪʠ ʆʙʲʝʢʪʘ ʢ ʟʘʱʠʱʝʥʥʦʤʫ ʧʝʨʠʤʝʪʨʫ, ʪ.ʝ. ɿʦʥʝ. 

ɺʩʝ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ, ʚʢʣʶʯʘʷ ʆʙʲʝʢʪʳ ʇʦʜʩʝʪʴ ʠ IP-ʜʠʘʧʘʟʦʥ (ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ 

ʇʦʜʩʝʪʝʡ, ʥʝ ʧʨʠʚʷʟʘʥʥʳʭ ʢ ɿʦʥʘʤ), ʯʴʠ IP-ʘʜʨʝʩʘ ʷʚʣʷʶʪʩʷ ʯʘʩʪʴʶ ʘʜʨʝʩʥʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ 
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ɿʦʥʳ, ʙʫʜʫʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʦʝʜʠʥʷʪʴʩʷ ʩ ʵʪʦʡ ɿʦʥʦʡ ʣʠʥʠʝʡ ʩʚʷʟʠ. ɺ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʦʥʠ 

ʙʫʜʫʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʦʝʜʠʥʷʪʴʩʷ ʩ ʆʙʲʝʢʪʦʤ Internet  Zone. 

ɽʩʣʠ ʫ ʆʙʲʝʢʪʘ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʥʝʩʢʦʣʴʢʦ ʠʥʪʝʨʬʝʡʩʦʚ, ʪʦ ʦʥ ʤʦʞʝʪ ʩʦʝʜʠʥʷʪʴʩʷ 

ʩ ʥʝʩʢʦʣʴʢʠʤʠ ɿʦʥʘʤʠ ʦʜʥʦʚʨʝʤʝʥʥʦ. ʆʙʲʝʢʪʳ ʍʦʩʪ ɹʝʟʦʧʘʩʥʦʩʪʠ ʚʩʝʛʜʘ ʜʦʣʞʥʳ 

ʧʨʠʥʘʜʣʝʞʘʪʴ ʪʦʣʴʢʦ ʦʜʥʦʡ ɿʦʥʝ. ɽʩʣʠ ʫ ʆʙʲʝʢʪʘ ʩʝʪʠ ʥʝʩʢʦʣʴʢʦ ʠʥʪʝʨʬʝʡʩʦʚ, ʯʴʠ IP-ʘʜʨʝʩʘ 

ʚʩʝ ʧʨʠʥʘʜʣʝʞʘʪ ʦʜʥʦʡ ɿʦʥʝ, ʩʚʷʟʴ ʙʫʜʝʪ ʚʩʸ ʨʘʚʥʦ ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʜʠʩʧʣʝʝ ʦʜʥʦʡ ʣʠʥʠʝʡ. 

ɺ ʦʢʥʝ ʊʦʧʦʣʦʛʠʠ ʜʦʩʪʫʧʥʘ ʩʚʦʷ ʠʥʩʪʨʫʤʝʥʪʘʣʴʥʘʷ ʣʠʥʝʡʢʘ (ʩʤ. ʊʘʙʣʠʮʘ 18). 

ʊʘʙʣʠʮʘ 18 ï ʆʧʠʩʘʥʠʝ ʜʦʩʪʫʧʥʳʭ ʢʥʦʧʦʢ ʠʥʩʪʨʫʤʝʥʪʘʣʴʥʦʡ ʧʘʥʝʣʠ ʊʦʧʦʣʦʛʠʠ 

ʂʥʦʧʢʘ ʍʘʨʘʢʪʝʨʠʩʪʠʢʘ ʂʥʦʧʢʘ ʍʘʨʘʢʪʝʨʠʩʪʠʢʘ 

 

ʋʤʝʩʪʠʪʴ ʚ ʦʢʥʦ 
 

ʇʦʚʝʨʥʫʪʴ ʚʧʨʘʚʦ 

 

ʋʤʝʥʴʰʠʪʴ ʤʘʩʰʪʘʙ 

 

ʇʦʚʝʨʥʫʪʴ ʚʣʝʚʦ 

 

ʋʚʝʣʠʯʠʪʴ ʤʘʩʰʪʘʙ 

 

ʈʘʟʤʝʨ ʠʢʦʥʦʢ 

 

ʇʦʢʘʟʘʪʴ ʠʤʝʥʘ ʆʙʲʝʢʪʦʚ ʚ ʆʢʥʝ 

ʪʦʧʦʣʦʛʠʠ  
ʇʦʢʘʟʘʪʴ ʥʘʜʧʠʩʠ ʜʣʷ ʩʚʷʟʝʡ ʚ ʆʢʥʝ 

ʪʦʧʦʣʦʛʠʠ 

 
ʆʛʨʘʥʠʯʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʦʪʦʙʨʘʞʘʝʤʳʭ 

ʚ ʆʢʥʝ ʪʦʧʦʣʦʛʠʠ ʫʟʣʦʚ 
 

 

 

 

 

 

 

7.1.1. ʅʘʩʪʨʦʡʢʘ ʧʦʢʘʟʘ ʪʦʧʦʣʦʛʠʠ 

ʅʘʞʘʪʠʝ ʢʥʦʧʢʠ ʅʘʩʪʨʦʡʢʠ ʧʦʢʘʟʘ ʪʦʧʦʣʦʛʠʠ  ʦʪʢʨʳʚʘʝʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʦʢʥʦ, 

ʚ ʢʦʪʦʨʦʤ ʤʦʞʥʦ ʫʢʘʟʘʪʴ ʥʘʩʪʨʦʡʢʠ, ʦʛʨʘʥʠʯʠʚʘʶʱʠʝ ʢʦʣʠʯʝʩʪʚʦ ʦʪʦʙʨʘʞʘʝʤʳʭ ʫʟʣʦʚ ʚ ʦʢʥʝ 

ʊʦʧʦʣʦʛʠʷ. ʆʢʥʦ ʅʘʩʪʨʦʡʢʠ ʧʦʢʘʟʘ ʪʦʧʦʣʦʛʠʠ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ  

(ʩʤ. ʈʠʩʫʥʦʢ 31). 

 

ʈʠʩʫʥʦʢ 31 ï ʆʢʥʦ ʅʘʩʪʨʦʡʢʠ ʧʦʢʘʟʘ ʪʦʧʦʣʦʛʠʠ 
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7.2. ʂʘʨʪʘ 

ʆʢʥʦ ʂʘʨʪʘ ʧʦʟʚʦʣʷʝʪ ʚʠʜʝʪʴ ʨʘʩʧʦʣʦʞʝʥʠʝ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ ʥʘ ʢʘʨʪʝ ɿʝʤʥʦʛʦ 

ʐʘʨʘ (ʩʤ. ʈʠʩʫʥʦʢ 32). 

 

ʈʠʩʫʥʦʢ 32 ï ʆʢʥʦ ʂʘʨʪʘ 

ʆʢʥʦ ʤʘʩʰʪʘʙʠʨʫʝʪʩʷ ʧʦʣʟʫʥʢʦʤ, ʨʘʩʧʦʣʦʞʝʥʥʳʤ ʚ ʧʨʘʚʦʡ ʯʘʩʪʠ ʩʝʢʮʠʠ, ʟʜʝʩʴ ʞʝ 

ʧʨʝʜʫʩʤʦʪʨʝʥʳ ʢʣʘʚʠʰʠ ʜʚʠʞʝʥʠʷ ʚʧʨʘʚʦ/ʚʣʝʚʦ ʠ ʚʚʝʨʭ/ʚʥʠʟ ʜʣʷ ʧʝʨʝʤʝʱʝʥʠʷ ʧʦ ʂʘʨʪʝ. 

ʊʘʢʞʝ ʜʣʷ ʵʪʦʛʦ ʜʦʩʪʫʧʝʥ ʤʘʥʠʧʫʣʷʪʦʨ ʤʳʰʴ ʩ ʟʘʬʠʢʩʠʨʦʚʘʥʥʦʡ ʣʝʚʦʡ ʢʥʦʧʢʦʡ. 

ɺ ʦʢʥʝ ʂʘʨʪʘ ʜʦʩʪʫʧʥʘ ʩʚʦʷ ʠʥʩʪʨʫʤʝʥʪʘʣʴʥʘʷ ʣʠʥʝʡʢʘ (ʩʤ. ʊʘʙʣʠʮʘ 19). 

ʊʘʙʣʠʮʘ 19 ï ʆʧʠʩʘʥʠʝ ʜʦʩʪʫʧʥʳʭ ʢʥʦʧʦʢ ʠʥʩʪʨʫʤʝʥʪʘʣʴʥʦʡ ʧʘʥʝʣʠ ʦʢʥʘ ʂʘʨʪʘ 

ʂʥʦʧʢʘ ʍʘʨʘʢʪʝʨʠʩʪʠʢʘ ʂʥʦʧʢʘ ʍʘʨʘʢʪʝʨʠʩʪʠʢʘ 

 

ʋʤʝʩʪʠʪʴ ʚ ʦʢʥʦ 

 

ʋʚʝʣʠʯʠʪʴ ʤʘʩʰʪʘʙ 

 

ʋʤʝʥʴʰʠʪʴ ʤʘʩʰʪʘʙ 

 

ʈʘʟʤʝʨ ʠʢʦʥʦʢ 

 

ʇʦʢʘʟʘʪʴ ʠʤʝʥʘ  

ʂʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʦʢʥʘ ʂʘʨʪʳ ʧʦʟʚʦʣʷʝʪ ʜʦʙʘʚʣʷʪʴ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ (ʩʤ. 

ʈʠʩʫʥʦʢ 33). 

ɼʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʆʙʲʝʢʪ ʇʦʣʠʪʠʢʠ ʦʪʦʙʨʘʞʘʣʩʷ ʥʘ ʢʘʨʪʝ, ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʝʛʦ 

ʛʝʦʛʨʘʬʠʯʝʩʢʠʝ ʢʦʦʨʜʠʥʘʪʳ ʚʦ ʚʢʣʘʜʢʝ ʄʝʩʪʦʧʦʣʦʞʝʥʠʝ ʩʚʦʡʩʪʚ ʆʙʲʝʢʪʘ. ʂʦʦʨʜʠʥʘʪʳ ʤʦʞʥʦ 

ʚʚʝʩʪʠ ʚʨʫʯʥʫʶ ʠʣʠ ʧʨʠʩʚʦʠʪʴ ʠʭ ʆʙʲʝʢʪʫ, ʚʳʙʨʘʚ ʢʥʦʧʢʫ ʋʢʘʟʘʪʴ ʢʦʦʨʜʠʥʘʪʳ ʠ ʧʝʨʝʤʝʱʘʷ 

ʧʦʷʚʠʚʰʠʡʩʷ ʬʣʘʞʦʢ ʩ ʧʦʤʦʱʴʶ ʤʳʰʠ. ɺ ʵʪʦʤ ʦʢʥʝ ʪʘʢʞʝ ʚʦʟʤʦʞʥʦ ʤʘʩʰʪʘʙʠʨʦʚʘʥʠʝ ʯʝʨʝʟ 

ʧʦʣʟʫʥʢʦʚʳʝ ʨʝʛʫʣʷʪʦʨʳ. 
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ʈʠʩʫʥʦʢ 33 ï ʂʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʦʢʥʘ ʂʘʨʪʘ 

7.3. ɿʦʥʳ 

ʆʢʥʦ ɿʦʥʳ ʦʪʦʙʨʘʞʘʝʪ ɿʦʥʳ (ʧʨʦʩʪʨʘʥʩʪʚʘ IP-ʘʜʨʝʩʦʚ, ʟʘʱʠʱʝʥʥʳʭ ʐʣʶʟʦʤ 

ɹʝʟʦʧʘʩʥʦʩʪʠ) ʚ ʚʠʜʝ ʪʘʙʣʠʮʳ. ɺ ʪʘʙʣʠʮʝ ʧʦʢʘʟʘʥʘ ʠʥʬʦʨʤʘʮʠʷ ʦ ʢʘʞʜʦʡ ɿʦʥʝ: ʀʤʷ, ʊʠʧ, 

ʆʧʠʩʘʥʠʝ, IP-ʘʜʨʝʩʘ, ʐʣʶʟʳ, ʆʙʣʘʩʪʠ, ʍʦʩʪʳ ʠ ɼʦʤʝʥ. 

ʂʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʦʢʥʘ ɿʦʥʳ ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʧʫʥʢʪʳ: ʜʦʙʘʚʣʝʥʠʝ/ʫʜʘʣʝʥʠʝ 

ɿʦʥr, ʉʢʨʳʪʴ, ʉʢʨʳʪʴ ʦʩʪʘʣʴʥʳʝ, ʈʘʩʢʨʳʪʴ (ʩʤ. ʈʠʩʫʥʦʢ 34).  

ʂʦʤʘʥʜʘ ʉʢʨʳʪʴ, ʚʳʧʦʣʥʷʝʪ ʧʨʦʪʠʚʦʧʦʣʦʞʥʦ ʜʝʡʩʪʚʠʶ ʢʦʤʘʥʜʳ ʉʢʨʳʪʴ ʦʩʪʘʣʴʥʳʝ 

ï ʦʥʘ ʩʢʨʳʚʘʝʪ ʚʳʙʨʘʥʥʳʝ ɿʦʥʳ ʚʦ ʚʢʣʘʜʢʫ ʉʢʨʳʪʳʝ.  

ʏʪʦʙʳ ʚʝʨʥʫʪʴ ʩʢʨʳʪʳʝ ɿʦʥʳ ʚ ʩʧʠʩʦʢ ʦʪʦʙʨʘʞʘʝʤʳʭ ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʢʦʤʘʥʜʫ ʈʘʩʢʨʳʪʴ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʥʘ ʚʢʣʘʜʢʝ ʉʢʨʳʪʳʭ ɿʦʥ. 

 

ʈʠʩʫʥʦʢ 34 ï ʆʢʥʦ ɿʦʥʳ 

ʌʠʣʴʪʨʘʮʠʷ ɿʦʥ ʥʘʩʪʨʘʠʚʘʝʪʩʷ ʩ ʧʦʤʦʱʴʶ ʦʢʥʘ ʆʪʬʠʣʴʪʨʦʚʘʪʴ. ɼʣʷ ʟʘʧʫʩʢʘ ʵʪʦʛʦ 

ʦʢʥʘ, ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʢʦʤʘʥʜʫ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʆʪʬʠʣʴʪʨʦʚʘʪʴ ʦʢʥʘ ɿʦʥʳ. 
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7.4. ʉʝʢʮʠʷ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ 

ʉʝʢʮʠʷ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʪʝʭ ʩʣʫʯʘʝʚ, ʢʦʛʜʘ ʧʨʦʩʤʦʪʨ ʆʙʲʝʢʪʦʚ 

ʇʦʣʠʪʠʢʠ ʚ ʚʠʜʝ ʪʘʙʣʠʮʳ ʫʜʦʙʥʝʝ. ʊʘʢ, ʥʘʧʨʠʤʝʨ, ʢʦʛʜʘ ʥʝʦʙʭʦʜʠʤʦ ʧʨʦʩʤʦʪʨʝʪʴ ʊʘʙʣʠʮʫ 

ʦʙʲʝʢʪʦʚ, ʦʪʩʦʨʪʠʨʦʚʘʥʥʳʝ ʧʦ ʪʠʧʫ, ʚʝʨʩʠʠ ɸʛʝʥʪʘ, IKE-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘʤ, ʯʣʝʥʩʪʚʫ ʚ ɻʨʫʧʧʝ 

ʠ ʪ.ʜ. ɹʦʣʝʝ ʪʦʛʦ, ʩʝʢʮʠʷ ʆʙʲʝʢʪʳ ʧʦʣʠʪʠʢʠ ï ʝʜʠʥʩʪʚʝʥʥʘʷ ʩʝʢʮʠʷ, ʚ ʢʦʪʦʨʦʡ ʦʪʦʙʨʘʞʘʶʪʩʷ 

ʆʙʲʝʢʪʳ ʇʦʣʴʟʦʚʘʪʝʣʴ ʠ ɻʨʫʧʧʘ. ɺʩʝ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ ʤʦʛʫʪ ʩʦʟʜʘʚʘʪʴʩʷ, ʨʝʜʘʢʪʠʨʦʚʘʪʴʩʷ ʠ 

ʫʜʘʣʷʪʴʩʷ ʚ ʩʝʢʮʠʠ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ. ʀʩʢʣʶʯʝʥʠʝʤ ʷʚʣʷʶʪʩʷ ʆʙʲʝʢʪʳ ɿʦʥʘ, ʢʦʪʦʨʳʝ 

ʬʦʨʤʘʣʴʥʦ ʥʝ ʷʚʣʷʶʪʩʷ ʆʙʲʝʢʪʘʤʠ ʇʦʣʠʪʠʢʠ, ʧʦʩʢʦʣʴʢʫ ʥʝ ʤʦʛʫʪ ʫʯʘʩʪʚʦʚʘʪʴ ʚ ʇʨʘʚʠʣʘʭ; 

ʆʙʲʝʢʪʳ ɿʦʥʘ ʦʪʦʙʨʘʞʘʶʪʩʷ ʪʦʣʴʢʦ ʚ ʩʝʢʮʠʠ ʊʦʧʦʣʦʛʠʷ. 

ʉʝʢʮʠʷ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ ʧʨʝʜʩʪʘʚʣʝʥʘ ʦʢʥʦʤ ʠ ʚʢʣʘʜʢʘʤʠ, ʢʦʪʦʨʳʝ ʤʦʞʥʦ 

ʜʦʙʘʚʠʪʴ ʠʣʠ ʫʜʘʣʠʪʴ ʧʦ ʞʝʣʘʥʠʶ. ʇʨʠ ʧʝʨʝʢʣʶʯʝʥʠʠ ʤʝʞʜʫ ʚʢʣʘʜʢʘʤʠ ʧʨʦʠʩʭʦʜʠʪ 

ʦʪʦʙʨʘʞʝʥʠʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ ʠʥʬʦʨʤʘʮʠʠ ʚ ʦʢʥʝ ʉʝʢʮʠʠ ʇʦʣʠʪʠʢʠ (ʩʤ. ʈʠʩʫʥʦʢ 35). 

 

ʈʠʩʫʥʦʢ 35 ï ʉʝʢʮʠʷ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ  

7.5. ʉʝʨʚʝʨʳ 

ʆʢʥʦ ʉʝʨʚʝʨʳ ʩʦʜʝʨʞʠʪ ʩʧʠʩʦʢ ʉʝʨʚʝʨʦʚ ʚ ʚʠʜʝ ʪʘʙʣʠʮʳ ʩ ʫʢʘʟʘʥʠʝʤ ʩʣʝʜʫʶʱʝʡ 

ʠʥʬʦʨʤʘʮʠʠ: ʀʤʷ, ʊʠʧ, ɺʣʘʜʝʣʝʮ (ʆʙʲʝʢʪ ʇʦʣʠʪʠʢʠ, ʢʦʪʦʨʳʡ ʚʳʧʦʣʥʷʝʪ ʬʫʥʢʮʠʠ ʉʝʨʚʝʨʘ), 

IP-ʘʜʨʝʩ ʠ ʆʧʮʠʠ (ʩʤ. ʈʠʩʫʥʦʢ 36). ʇʦ ʢʘʞʜʦʤʫ ʠʟ ʧʘʨʘʤʝʪʨʦʚ ʚʦʟʤʦʞʥʘ ʩʦʨʪʠʨʦʚʢʘ ʩʧʠʩʢʘ. 
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ʈʠʩʫʥʦʢ 36 ï ʆʢʥʦ ʉʝʨʚʝʨʳ 

7.6. ʊʘʙʣʠʮʘ ʇʨʘʚʠʣ  

ʊʘʙʣʠʮʘ ʇʨʘʚʠʣ ʦʪʦʙʨʘʞʘʝʪ ʚʩʝ ʇʨʘʚʠʣʘ ʚ ɻʇɹ ʚ ʬʦʨʤʝ ʪʘʙʣʠʮʳ (ʩʤ. ʈʠʩʫʥʦʢ 37). ɺ 

ʪʘʙʣʠʮʝ ʧʦʢʘʟʘʥʘ ʠʥʬʦʨʤʘʮʠʷ ʦ ʢʘʞʜʦʤ ʇʨʘʚʠʣʝ ʚ ɻʇɹ: ʝʛʦ ʀʤ̫, ʆʙʲʝʢʪ(ʳ): ʀʩʪʦʯʥʠʢ, 

ʇʨʠʝʤʥʠʢ, ʣʶʙʳʝ ʠʩʧʦʣʴʟʫʝʤʳʝ ʉʝʪʝʚʳʝ ʉʝʨʚʠʩʳ, ɼʝʡʩʪʚʠʝ, ʢʦʪʦʨʦʝ ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʴʩʷ, 

ʆʧʠʩʘʥʠʝ, ʄʘʨʰʨʫʪ, ʈʘʩʧʠʩʘʥʠʝ, ʫʨʦʚʝʥʴ ʨʝʛʠʩʪʨʘʮʠʠ ʇʨʘʚʠʣʘ (ʋʨʦʚʝʥʴ ʣʦʛʘ) ʠ ʝʛʦ ɼʦʤʝʥ. 

ʕʪʦʪ ʧʨʦʩʤʦʪʨ ʦʩʦʙʝʥʥʦ ʫʜʦʙʝʥ, ʝʩʣʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʠʝʨʘʨʭʠ ̫ʇʨʘʚʠʣ, ʧʦʩʢʦʣʴʢʫ ʚʣʦʞʝʥʥʳʝ 

ʇʨʘʚʠʣʘ ʙʫʜʫʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʩʨʘʟʫ ʧʦʜ ʨʦʜʠʪʝʣʴʩʢʠʤʠ ʇʨʘʚʠʣʘʤʠ. ɺ ʵʪʦʡ ʩʝʢʮʠʠ ʤʦʞʥʦ 

ʩʦʟʜʘʚʘʪʴ, ʨʝʜʘʢʪʠʨʦʚʘʪʴ ʠ ʫʜʘʣʷʪʴ ʇʨʘʚʠʣʘ, ʘ ʪʘʢʞʝ ʨʘʙʦʪʘʪʴ ʩ ʠʝʨʘʨʭʠʯʝʩʢʦʡ ʩʪʨʫʢʪʫʨʦʡ 

ʇʨʘʚʠʣ. 

 

ʈʠʩʫʥʦʢ 37 ï ʆʢʥʦ ʧʨʦʩʤʦʪʨʘ ʊʘʙʣʠʮʳ ʇʨʘʚʠʣ 

ʂʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʦʢʥʘ ʊʘʙʣʠʮʳ ʇʨʘʚʠʣ ʧʦʟʚʦʣʷʝʪ ʩʦʟʜʘʚʘʪʴ ʅʦʚʦʝ ʇʨʘʚʠʣʦ ʠʣʠ 

ɻʨʫʧʧʫ ʇʨʘʚʠʣ, ʥʘʩʪʨʘʠʚʘʪʴ ʬʠʣʴʪʨʘʮʠʶ ʧʨʘʚʠʣ, ʩʢʨʳʚʘʪʴ, ʨʘʩʢʨʳʚʘʪʴ ʠ ʦʪʬʠʣʴʪʨʦʚʳʚʘʪʴ 

ʇʨʘʚʠʣʘ (ʩʤ. ʈʠʩʫʥʦʢ 38). 
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ʈʠʩʫʥʦʢ 38 ï ʂʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʦʢʥʘ ʊʘʙʣʠʮʘ ʇʨʘʚʠʣ 

7.7. ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʃʇɹ 

ʆʢʥʦ ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʃʇɹ ʦʪʦʙʨʘʞʘʝʪ ʩʧʠʩʦʢ ʦʧʨʝʜʝʣʷʝʤʳʭ ʇʦʣʴʟʦʚʘʪʝʣʝʤ ʃʇɹ ï 

ʯʘʩʪʴ ʃʇɹ ʚ ʪʝʢʩʪʦʚʦʤ ʬʦʨʤʘʪʝ (ʩʤ. ʈʠʩʫʥʦʢ 39). 

ʂʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʦʢʥʘ ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʃʇɹ ʧʦʟʚʦʣʷʝʪ ʜʦʙʘʚʣʷʪʴ ʥʦʚʫʶ 

ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʫʶ ʃʇɹ. 

 

ʈʠʩʫʥʦʢ 39 ï ʆʢʥʦ ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʃʇɹ 

7.8. NAT ʧʨʘʚʠʣʘ 

ʆʢʥʦ NAT ʧʨʘʚʠʣʘ ʦʪʦʙʨʘʞʘʝʪ ʩʧʠʩʦʢ NAT ʇʨʘʚʠʣ ʩʦʟʜʘʥʥʳʭ ʚ ʟʘʢʣʘʜʢʝ NAT ʇʨʘʚʠʣʘ 

ʚ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ (ʩʤ. ʈʠʩʫʥʦʢ 40). ʆʢʥʦ NAT ʇʨʘʚʠʣʘ ʦʪʦʙʨʘʞʘʝʪ ʚʩʝ NAT ʇʨʘʚʠʣʘ ʚ 

ɻʇɹ ʚ ʬʦʨʤʝ ʪʘʙʣʠʮʳ. ɺ ʪʘʙʣʠʮʝ ʧʦʢʘʟʘʥʘ ʠʥʬʦʨʤʘʮʠʷ ʦ ʢʘʞʜʦʤ ʇʨʘʚʠʣʝ NAT ʚ ɻʇɹ: 

ʋʩʪʨʦʡʩʪʚʦ, ʥʘ ʢʦʪʦʨʦʤ ʩʦʟʜʘʥʦ ʧʨʘʚʠʣʦ, ʊʠʧ NAT  - ʜʠʥʘʤʠʯʝʩʢʠʡ ʠʣʠ ʩʪʘʪʠʯʝʩʢʠʡ, 

ʀʩʪʦʯʥʠʢ ʠʩʭʦʜʥʦʛʦ ʧʘʢʝʪʘ, ʇʨʠʝʤʥʠʢ ʠʩʭʦʜʥʦʛʦ ʧʘʢʝʪʘ, ʀʩʭʦʜʥʳʡ ʩʝʪʝʚʦʡ ʉʝʨʚʠʩ, 

ʀʩʪʦʯʥʠʢ ʧʨʝʦʙʨʘʟʦʚʘʥʥʦʛʦ ʧʘʢʝʪʘ, ʇʨʠʝʤʥʠʢ ʧʨʝʦʙʨʘʟʦʚʘʥʥʦʛʦ ʧʘʢʝʪʘ, 

ʇʨʝʦʙʨʘʟʦʚʘʥʥʳʡ ʩʝʪʝʚʦʡ ʉʝʨʚʠʩ, ʠʥʪʝʨʬʝʡʩ. 
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ʈʠʩʫʥʦʢ 40 ï ʆʢʥʦ NAT ʧʨʘʚʠʣʘ 

 

7.9. IKE CFG ʧʨʘʚʠʣʘ 

ʆʢʥʦ IKE CFG ʧʨʘʚʠʣʘ ʦʪʦʙʨʘʞʘʝʪ ʩʧʠʩʦʢ IKE  CFG ʧʨʘʚʠʣ, ʩʦʟʜʘʥʥʳʭ ʚ ʟʘʢʣʘʜʢʝ 

IKE CFG ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ (ʩʤ. ʈʠʩʫʥʦʢ 41). ʆʢʥʦ IKE CFG ʧʨʘʚʠʣʘ ʦʪʦʙʨʘʞʘʝʪ ʚʩʝ IKE  

CFG ʧʨʘʚʠʣʘ ʚ ɻʇɹ ʚ ʬʦʨʤʝ ʪʘʙʣʠʮʳ. ɺ ʪʘʙʣʠʮʝ ʧʦʢʘʟʘʥʘ ʠʥʬʦʨʤʘʮʠʷ ʦ ʢʘʞʜʦʤ IKE  CFG 

ʧʨʘʚʠʣʝ ʚ ɻʇɹ: ʈʝʩʫʨʩ IP-ʘʜʨʝʩʦʚ, ʋʩʪʨʦʡʩʪʚʦ, ʥʘ ʢʦʪʦʨʦʤ ʩʦʟʜʘʥʦ ʧʨʘʚʠʣʦ, ʆʙʲʝʢʪ ʧʦʣʠʪʠʢʠ, 

Broadcast ʤʘʩʢʘ, DNS-ʩʝʨʚʝʨʳ. 

 

ʈʠʩʫʥʦʢ 41 ï ʆʢʥʦ IKE CFG ʧʨʘʚʠʣʘ 

7.10. ʉʝʨʚʝʨʥʳʝ ʧʨʘʚʠʣʘ 

ɺʦ ʤʥʦʛʠʭ ʤʝʩʪʘʭ ʛʨʘʬʠʯʝʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʎʋʇ-ʂʦʥʩʦʣʠ ʠʩʧʦʣʴʟʫʝʪʩʷ 

ʫʥʠʚʝʨʩʘʣʴʥʳʡ ʵʣʝʤʝʥʪ ʫʧʨʘʚʣʝʥʠʷ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ ʧʨʠʚʷʟʢʠ ʢ ʨʝʜʘʢʪʠʨʫʝʤʦʤʫ ʆʙʲʝʢʪʫ 

ʩʝʨʚʝʨʦʚ ʨʘʟʣʠʯʥʦʛʦ ʪʠʧʘ (ʉʝʨʚʝʨʳ ʧʨʦʛʨʫʟʢʠ, ʩʝʨʚʝʨʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʪ.ʧ.). 
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ʆʢʥʦ ʉʝʨʚʝʨʥʳʝ ʧʨʘʚʠʣʘ ʦʪʦʙʨʘʞʘʝʪ ʚʩʝ ʉʝʨʚʝʨʥʳʝ ʧʨʘʚʠʣʘ ʚ ɻʇɹ ʚ ʬʦʨʤʝ ʪʘʙʣʠʮʳ 

(ʩʤ. ʈʠʩʫʥʦʢ 42). ɺ ʪʘʙʣʠʮʝ ʧʦʢʘʟʘʥʘ ʠʥʬʦʨʤʘʮʠʷ ʦ ʢʘʞʜʦʤ ʉʝʨʚʝʨʥʦʤ ʧʨʘʚʠʣʝ ʚ ɻʇɹ: 

ʇʨʠʤʝʥʝʥʠʝ, ʀʩʪʦʯʥʠʢ, ʇʨʠʝʤʥʠʢ, ɺʣʘʜʝʣʝʮ ʩʝʨʚʝʨʘ, ʉʝʨʚʠʩ, ɼʝʡʩʪʚʠʝ, ʋʨʦʚʝʥʴ ʣʦʛʘ. 

 

ʈʠʩʫʥʦʢ 42 ï ʆʢʥʦ ʉʝʨʚʝʨʥʳʝ ʧʨʘʚʠʣʘ 

7.11. ɼʦʤʝʥʳ 

ʆʢʥʦ ɼʦʤʝʥʳ ʦʪʦʙʨʘʞʘʝʪ ʩʫʱʝʩʪʚʫʶʱʠʝ ɼʦʤʝʥʳ ʚ ʚʠʜʝ ʪʘʙʣʠʮʳ ʩʦ ʩʣʝʜʫʶʱʝʡ 

ʠʥʬʦʨʤʘʮʠʝʡ: ʀʤʷ ɼʦʤʝʥʘ, ʇʨʘʚʘ ʜʦʩʪʫʧʘ ʪʝʢʫʱʝʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ, IP-ʘʜʨʝʩʘ, ʋʯʝʪʥʳʝ ʟʘʧʠʩʠ, 

ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢ, ʇʨʘʚʠʣʘ, ɿʦʥʳ ʠ ʈʘʩʧʠʩʘʥʠʷ (ʩʤ. ʈʠʩʫʥʦʢ 43). 

ɼʘʥʥʦʝ ʦʢʥʦ ʚʩʝʛʜʘ ʩʦʜʝʨʞʠʪ ɻʣʦʙʘʣʴʥʳʡ ɼʦʤʝʥ, ʢʦʪʦʨʳʡ ʜʦʩʪʫʧʝʥ ʩ ʤʦʤʝʥʪʘ ʥʘʯʘʣʘ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʎʋʇ-ʂʦʥʩʦʣʠ, ʵʪʦʪ ɼʦʤʝʥ ʥʝʚʦʟʤʦʞʥʦ ʫʜʘʣʠʪʴ. 

 

ʈʠʩʫʥʦʢ 43 ï ʆʢʥʦ ɼʦʤʝʥʳ 

7.12. ʎʝʥʪʨʳ ʉʝʨʪʠʬʠʢʘʮʠʠ 

ʆʢʥʦ ʎʝʥʪʨʳ ʉʝʨʪʠʬʠʢʘʮʠʠ ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʷ ʋʜʦʩʪʦʚʝʨʷʶʱʝʛʦ ʎʝʥʪʨʘ (ʋʎ), 

ʢʦʪʦʨʳʝ ʠʟʜʘʶʪ ʩʝʨʪʠʬʠʢʘʪʳ (ʩʤ. ʈʠʩʫʥʦʢ 44). ʇʦ ʩʫʪʠ, ʦʧʠʩʘʥʠʝ ʋʎ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ 

ʦʧʠʩʘʥʠʝ ʩʝʨʪʠʬʠʢʘʪʘ ʋʎ (CA certificate), ʧʨʠʥʘʜʣʝʞʘʱʝʛʦ ʜʘʥʥʦʤʫ ʋʎ.  
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ʈʠʩʫʥʦʢ 44 ï ʆʢʥʦ ʎʝʥʪʨʳ ʉʝʨʪʠʬʠʢʘʮʠʠ 

ɺʚʦʜʠʪʴ ʵʪʫ ʠʥʬʦʨʤʘʮʠʶ ʦʙʷʟʘʪʝʣʴʥʦ ʪʦʣʴʢʦ ʚ ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ, ʥʘʧʨʠʤʝʨ, 

ʥʝʢʦʪʦʨʳʝ ɸʛʝʥʪʳ (ʚ ʯʘʩʪʥʦʩʪʠ, ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ Cisco IOS ʚʝʨʩʠʡ 12.2 ʠ ʚʳʰʝ) ʪʨʝʙʫʶʪ 

ʥʘʣʠʯʠʷ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʝʨʪʠʬʠʢʘʪʝ ʋʎ, ʢʦʪʦʨʳʤ ʧʦʜʧʠʩʘʥ ʩʝʨʪʠʬʠʢʘʪ 

ʧʘʨʪʥʝʨʘ ʧʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʶ. 

ʂʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʦʢʥʘ ʎʝʥʪʨʳ ʉʝʨʪʠʬʠʢʘʮʠʠ ʧʦʟʚʦʣʷʝʪ ʜʦʙʘʚʣʷʪʴ ʥʦʚʳʡ ʋʎ, 

ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʠ ʵʢʩʧʦʨʪʠʨʦʚʘʪʴ ʉɸ ʩʝʨʪʠʬʠʢʘʪʳ, ʬʠʣʴʪʨʦʚʘʪʴ ʠ ʠʩʢʘʪʴ ʥʝʦʙʭʦʜʠʤʫʶ 

ʠʥʬʦʨʤʘʮʠʶ ʚ ʦʢʥʝ ʩ ʧʦʤʦʱʴʶ ʦʧʮʠʡ ʦʢʥʘ ʆʪʬʠʣʴʪʨʦʚʘʪʴ. ɼʣʷ 

ʜʫʙʣʠʨʦʚʘʥʠʷ/ʠʟʤʝʥʝʥʠʷ/ʠʟʤʝʥʝʥʠʷ ʚʣʘʜʝʣʴʮʘ ʠ ʫʜʘʣʝʥʠʷ ʋʎ ʥʫʞʥʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ 

ʢʦʥʪʝʢʩʪʥʳʤ ʤʝʥʶ. 

7.13. ɼʝʡʩʪʚʠʷ 

ʆʢʥʦ ɼʝʡʩʪʚʠʷ ʦʪʦʙʨʘʞʘʝʪ ʩʧʠʩʦʢ ɼʝʡʩʪʚʠʡ ʚ ʚʠʜʝ ʪʘʙʣʠʮʳ ʩ ʫʢʘʟʘʥʠʝʤ ʩʣʝʜʫʶʱʝʡ 

ʠʥʬʦʨʤʘʮʠʠ: ʀʤʷ/ʇʨʠʦʨʠʪʝʪ, AH-ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ, ESP-ʰʠʬʨʦʚʘʥʠʝ, ESP-ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʠ 

ʧʨʦʪʦʢʦʣ IPComp (ʩʤ. ʈʠʩʫʥʦʢ 45). ʇʦ ʢʘʞʜʦʤʫ ʠʟ ʧʘʨʘʤʝʪʨʦʚ ʚʦʟʤʦʞʥʘ ʩʦʨʪʠʨʦʚʢʘ ʩʧʠʩʢʘ. 

 

ʈʠʩʫʥʦʢ 45 ï ʆʢʥʦ ɼʝʡʩʪʚʠʷ 
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7.14. ʅʘʩʪʨʦʡʢʠ IKE 

ʆʢʥʦ ʅʘʩʪʨʦʡʢʠ IKE ʦʪʦʙʨʘʞʘʝʪ ʩʧʠʩʦʢ IKE-ʧʨʝʜʣʦʞʝʥʠʡ ʚ ʚʠʜʝ ʪʘʙʣʠʮʳ ʩ ʫʢʘʟʘʥʠʝʤ 

ʩʣʝʜʫʶʱʝʡ ʠʥʬʦʨʤʘʮʠʠ: ʀʤʷ/ʇʨʠʦʨʠʪʝʪ, ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ, ɸʣʛʦʨʠʪʤ ʐʠʬʨʦʚʘʥʠʷ, ɸʣʛʦʨʠʪʤ 

ʭʝʰʠʨʦʚʘʥʠʷ ʠ Oakley-ʛʨʫʧʧʫ (ʩʤ. ʈʠʩʫʥʦʢ 46). ʇʦ ʢʘʞʜʦʤʫ ʠʟ ʧʘʨʘʤʝʪʨʦʚ ʚʦʟʤʦʞʥʘ 

ʩʦʨʪʠʨʦʚʢʘ ʩʧʠʩʢʘ. 

 

ʈʠʩʫʥʦʢ 46 ï ʆʢʥʦ ʅʘʩʪʨʦʡʢʠ IKE 

7.15. ʉʝʪʝʚʳʝ ʉʝʨʚʠʩʳ 

ʆʢʥʦ ʉʝʪʝʚʳʝ ʉʝʨʚʠʩʳ ʩʦʜʝʨʞʠʪ ʩʧʠʩʦʢ ʧʦʩʣʝʜʥʠʭ ʩ ʫʢʘʟʘʥʠʝʤ ʠʭ ʀʤʝʥʠ, ʊʠʧʘ, 

ʇʨʦʪʦʢʦʣʘ, TCP/UDP-ʧʦʨʪʘ ʠ ICMP-ʪʠʧʘ (ʩʤ. ʈʠʩʫʥʦʢ 47). ʇʦ ʢʘʞʜʦʤʫ ʠʟ ʧʘʨʘʤʝʪʨʦʚ 

ʚʦʟʤʦʞʥʘ ʩʦʨʪʠʨʦʚʢʘ ʩʧʠʩʢʘ. 

 

ʈʠʩʫʥʦʢ 47 ï ʆʢʥʦ ʉʝʪʝʚʳʝ ʉʝʨʚʠʩʳ 

7.16. ʈʘʩʧʠʩʘʥʠʷ 

ʆʢʥʦ ʈʘʩʧʠʩʘʥʠʷ ʦʪʦʙʨʘʞʘʝʪ ʈʘʩʧʠʩʘʥʠʷ ʇʨʘʚʠʣ ʚ ʚʠʜʝ ʪʘʙʣʠʮʳ ʩʦ ʩʣʝʜʫʶʱʝʡ 

ʠʥʬʦʨʤʘʮʠʝʡ: ʀʤʷ, ʜʘʪʘ ʘʢʪʠʚʘʮʠʠ/ʟʘʚʝʨʰʝʥʠʷ, ʯʘʩʳ ʜʝʡʩʪʚʠʷ, ʜʥʠ ʥʝʜʝʣʠ ʜʝʡʩʪʚʠʷ ʠ ɼʦʤʝʥ 

(ʩʤ. ʈʠʩʫʥʦʢ 48). 
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ʈʠʩʫʥʦʢ 48 ï ʆʢʥʦ ʈʘʩʧʠʩʘʥʠʷ 

7.17. ʄʦʥʠʪʦʨ 

ɺ ʦʢʥʝ ʄʦʥʠʪʦʨ ʦʪʦʙʨʘʞʝʥʳ ʨʝʟʫʣʴʪʘʪʳ ʘʢʪʠʚʘʮʠʠ ɻʇɹ, ʦʢʥʦ ʦʩʪʘʝʪʩʷ ʧʫʩʪʳʤ ʜʦ 

ʥʘʯʘʣʘ ʘʢʪʠʚʘʮʠʠ ɻʇɹ (ʩʤ. ʈʠʩʫʥʦʢ 49). 

 

ʈʠʩʫʥʦʢ 49 ï ʆʢʥʦ ʄʦʥʠʪʦʨ 

ɺ ʦʢʥʝ ʄʦʥʠʪʦʨ ʜʦʩʪʫʧʥʘ ʩʚʦʷ ʠʥʩʪʨʫʤʝʥʪʘʣʴʥʘʷ ʣʠʥʝʡʢʘ (ʩʤ. ʊʘʙʣʠʮʘ 20). 

ʊʘʙʣʠʮʘ 20 ï ʀʥʩʪʨʫʤʝʥʪʘʣʴʥʘʷ ʣʠʥʝʡʢʘ ʦʢʥʘ ʄʦʥʠʪʦʨ 

ʂʥʦʧʢʘ ʍʘʨʘʢʪʝʨʠʩʪʠʢʘ ʂʥʦʧʢʘ ʍʘʨʘʢʪʝʨʠʩʪʠʢʘ 

 

ʆʙʥʦʚʠʪʴ ʩʪʘʪʫʩ ʤʦʥʠʪʦʨʠʥʛʘ 

 

ʌʠʣʴʪʨʦʚʘʪʴ ʦʙʲʝʢʪʳ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ 

 

ʆʙʥʦʚʣʷʪʴ ʤʦʥʠʪʦʨ ʢʘʞʜʳʝ 5 ʩʝʢ. 

7.18. ɾʫʨʥʘʣ ʠ SysLog-ʞʫʨʥʘʣ 

ʆʢʥʦ ɾʫʨʥʘʣ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʡ ʦʰʠʙʦʢ, 

ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ, ʩʦʙʳʪʠʡ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʦʦʙʱʝʥʠʡ, ʩʦʙʨʘʥʥʳʭ ʚ ʧʨʦʮʝʩʩʝ ʨʘʙʦʪʳ ʩ ʎʋʇ 

(ʩʤ. ʈʠʩʫʥʦʢ 50). 
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ʈʠʩʫʥʦʢ 50 ï ʆʢʥʦ ɾʫʨʥʘʣ 

ʆʢʥʦ ɾʫʨʥʘʣ ʩʦʜʝʨʞʠʪ ʠʥʩʪʨʫʤʝʥʪʘʣʴʥʫʶ ʣʠʥʝʡʢʫ, ʧʦ ʩʨʝʜʩʪʚʘʤ ʢʦʪʦʨʦʡ, ʤʦʞʥʦ 

ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʣʦʛʠʨʦʚʘʥʠʷ ʩʦʦʙʱʝʥʠʡ (ʩʤ. ʊʘʙʣʠʮʘ 21). 

ʊʘʙʣʠʮʘ 21 ï ʀʥʩʪʨʫʤʝʥʪʘʣʴʥʘʷ ʣʠʥʝʡʢʘ ʦʢʥʘ ɾʫʨʥʘʣ 

ʂʥʦʧʢʘ ʍʘʨʘʢʪʝʨʠʩʪʠʢʘ ʂʥʦʧʢʘ ʍʘʨʘʢʪʝʨʠʩʪʠʢʘ 

 
ʆʙʥʦʚʠʪʴ ʣʦʛ  ʇʦʢʘʟʘʪʴ ʪʦʣʴʢʦ ʦʪʬʠʣʴʪʨʦʚʘʥʥʳʝ 

ʩʦʦʙʱʝʥʠʷ 

 

ɸʚʪʦʤʘʪʠʯʝʩʢʦʝ ʦʙʥʦʚʣʝʥʠʝ ʞʫʨʥʘʣʘ 

ʢʘʞʜʳʝ 10 ʩʝʢ.  ʋʩʪʘʥʦʚʠʪʴ ʫʨʦʚʥʠ ʣʦʛʘé 

 
ʀʥʜʠʢʘʪʦʨʳ 

 
ʆʯʠʩʪʠʪʴ ʣʦʛ 

 

ʆʢʥʦ SysLog-ʞʫʨʥʘʣʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʩʦʙʨʘʥʥʳʭ SysLog-ʩʦʙʳʪʠʡ (ʩʤ. 

ʈʠʩʫʥʦʢ 51). 

 

ʈʠʩʫʥʦʢ 51 ï ʆʢʥʦ Syslog 

ʆʢʥʦ Syslog ʩʦʜʝʨʞʠʪ ʠʥʩʪʨʫʤʝʥʪʘʣʴʥʫʶ ʣʠʥʝʡʢʫ, ʧʦ ʩʨʝʜʩʪʚʘʤ ʢʦʪʦʨʦʡ, ʤʦʞʥʦ 

ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʣʦʛʠʨʦʚʘʥʠʷ Syslog ʩʦʦʙʱʝʥʠʡ (ʩʤ. ʊʘʙʣʠʮʘ 22). 
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ʊʘʙʣʠʮʘ 22 ï ʀʥʩʪʨʫʤʝʥʪʘʣʴʥʘʷ ʣʠʥʝʡʢʘ ʦʢʥʘ Syslog 

ʂʥʦʧʢʘ ʍʘʨʘʢʪʝʨʠʩʪʠʢʘ ʂʥʦʧʢʘ ʍʘʨʘʢʪʝʨʠʩʪʠʢʘ 

 
ʆʙʥʦʚʠʪʴ ʣʦʛ 

  ʇʦʢʘʟʘʪʴ ʪʦʣʴʢʦ ʦʪʬʠʣʴʪʨʦʚʘʥʥʳʝ 

ʩʦʦʙʱʝʥʠʷ 

 

ɸʚʪʦʤʘʪʠʯʝʩʢʦʝ ʦʙʥʦʚʣʝʥʠʝ ʞʫʨʥʘʣʘ 

ʢʘʞʜʳʝ 10 ʩʝʢ.  ʌʠʣʴʪʨʳ Syslog-ʩʝʨʚʝʨʘ 

 
ʀʥʜʠʢʘʪʦʨʳ  ɿʘʜʘʪʴ ʧʩʝʚʜʦʥʠʤ 

 
ʆʯʠʩʪʠʪʴ ʣʦʛ 

 
 

7.19. ɾʫʨʥʘʣ ʠʩʧʦʣʥʝʥʠʷ 

ʆʢʥʦ ɾʫʨʥʘʣ ʀʩʧʦʣʥʝʥʠʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʚʥʝʩʸʥʥʳʭ ʠʟʤʝʥʝʥʠʡ ʧʦʩʣʝ 

ʠʤʧʦʨʪʘ ʠʟʤʝʥʝʥʠʡ ʚ ʧʨʦʝʢʪ. ɾʫʨʥʘʣ ʀʩʧʦʣʥʝʥʠʷ ʤʦʞʥʦ ʩʦʭʨʘʥʠʪʴ ʠʣʠ ʦʪʢʨʳʪʴ ʫʞʝ 

ʩʫʱʝʩʪʚʫʶʱʠʡ, ʪʘʢʞʝ ʜʦʩʪʫʧʥʘ ʥʘʚʠʛʘʮʠʷ ʧʦ ʞʫʨʥʘʣʫ ʩ ʧʦʤʦʱʴʶ ʤʝʥʶ ɺʠʜ (ʩʤ. ʈʠʩʫʥʦʢ 52).  

 

ʈʠʩʫʥʦʢ 52 ï ʆʢʥʦ ɾʫʨʥʘʣ ʠʩʧʦʣʥʝʥʠʷ  

7.20. ɺʘʣʠʜʥʦʩʪʴ ʩʝʨʪʠʬʠʢʘʪʦʚ 

ʆʢʥʦ ɺʘʣʠʜʥʦʩʪʴ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʦʪʩʣʝʞʠʚʘʪʴ 

ʩʝʨʪʠʬʠʢʘʪʳ ʩ ʠʩʪʸʢʰʠʤ ʩʨʦʢʦʤ ʜʝʡʩʪʚʠʷ (ʩʤ. ʈʠʩʫʥʦʢ 53). ʆʪʢʨʳʪʴ ʵʪʦ ʦʢʥʦ, ʠʩʧʦʣʴʟʫʷ 

ʢʦʤʘʥʜʫ ɺʘʣʠʜʥʦʩʪʴ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠʟ ʤʝʥʶ ʆʢʥʦ. ʆʢʥʦ ʩʦʜʝʨʞʠʪ ʩʧʠʩʦʢ ʧʨʦʩʨʦʯʝʥʥʳʭ 

ʩʝʨʪʠʬʠʢʘʪʦʚ, ʧʨʝʜʩʪʘʚʣʝʥʥʳʭ ʚ ʬʦʨʤʝ ʪʘʙʣʠʮʳ, ʩ ʚʦʟʤʦʞʥʦʩʪʴʶ ʬʠʣʴʪʨʘʮʠʠ ʧʦ ʩʨʦʢʫ 

ʠʩʪʝʯʝʥʠʷ ʩʝʨʪʠʬʠʢʘʪʘ. ɼʣʷ ʬʠʣʴʪʨʘʮʠʠ ʧʦ ʩʨʦʢʫ ʠʩʪʝʯʝʥʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʥʝʦʙʭʦʜʠʤʦ ʦʪʤʝʪʠʪʴ 

ʦʜʥʦ ʠʟ ʧʦʣʝʡ ʚ ʧʦʣʝ ʉʝʨʪʠʬʠʢʘʪʳ. 
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ʈʠʩʫʥʦʢ 53 ï ʆʢʥʦ ɺʘʣʠʜʥʦʩʪʴ ʩʝʨʪʠʬʠʢʘʪʦʚ 

ʎʋʇ-ʂʦʥʩʦʣʴ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʦʪʩʣʝʞʠʚʘʝʪ ʩʝʨʪʠʬʠʢʘʪʳ ʩ ʠʩʪʸʢʰʠʤ ʩʨʦʢʦʤ ʜʝʡʩʪʚʠʷ. ɺ 

ʩʣʫʯʘʝ ʦʙʥʘʨʫʞʝʥʠʷ ʪʘʢʠʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚ ʩʪʨʦʢʝ ʩʪʘʪʫʩʘ ʦʩʥʦʚʥʦʛʦ ʦʢʥʘ ʎʋʇ-ʂʦʥʩʦʣʴ 

ʧʦʷʚʣʷʝʪʩʷ ʤʠʛʘʶʱʘʷ ʠʢʦʥʢʘ . ʅʘʞʘʪʠʝ ʥʘ ʵʪʫ ʠʢʦʥʢʫ ʦʪʢʨʳʚʘʝʪ ʦʢʥʦ ʩʦ ʩʧʠʩʢʦʤ 

ʩʝʨʪʠʬʠʢʘʪʦʚ ʩ ʠʩʪʸʢʰʠʤ / ʠʩʪʝʢʘʶʱʠʤ ʩʨʦʢʦʤ ʜʝʡʩʪʚʠʷ. ʀʢʦʥʢʘ ʤʠʛʘʝʪ ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʦʢʥʦ 

ɺʘʣʠʜʥʦʩʪʴ ʩʝʨʪʠʬʠʢʘʪʦʚ ʥʝ ʙʳʣʦ ʦʪʢʨʳʪʦ. 

7.21. ɼʝʩʢʨʠʧʪʦʨʳ ʘʛʝʥʪʦʚ 

ʆʢʥʦ ɼʝʩʢʨʠʧʪʦʨʳ ɸʛʝʥʪʦʚ (ʩʤ. ʈʠʩʫʥʦʢ 54) ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ XML -

ʬʘʡʣʘʤʠ, ʢʦʪʦʨʳʝ ʩʦʜʝʨʞʘʪ ʦʧʠʩʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʜʣʷ ʢʘʞʜʦʛʦ ʪʠʧʘ ɸʛʝʥʪʘ, ʧʨʦʠʟʚʦʜʠʪʝʣʷ 

ɸʛʝʥʪʘ, ʚʝʨʩʠʠ ɸʛʝʥʪʘ (ʛʣʘʚʥʦʡ ʠ ʚʪʦʨʦʩʪʝʧʝʥʥʦʡ) ʠ ʥʘʙʦʨ ʩʚʦʡʩʪʚ. ʕʪʠ XML -ʬʘʡʣʳ 

ʧʝʨʝʦʧʨʝʜʝʣʝʥʳ ʚ ʎʋʇ ʠ ʨʘʩʧʦʣʦʞʝʥʳ ʚ ʧʦʜʜʠʨʝʢʪʦʨʠʠ <ads > ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʡ ʜʠʨʝʢʪʦʨʠʠ 

ʎʋʇ (ʩʤ. ʧʦʜʨʘʟʜʝʣ 3.2).  

ʆʢʥʦ ʩʦʩʪʦʠʪ ʠʟ ʜʚʫʭ ʩʝʢʮʠʡ: ʚ ʧʝʨʚʦʡ ʚʳʚʦʜʠʪʩʷ ʩʧʠʩʦʢ ɸʛʝʥʪʦʚ ʩ ʫʢʘʟʘʥʠʝʤ 

ʇʨʦʠʟʚʦʜʠʪʝʣʷ, ɺʝʨʩʠʠ ʠ ʄʠʥʦʨʥʦʡ ʚʝʨʩʠʠ, ʚʦ ʚʪʦʨʦʡ ʚʳʚʦʜʠʪʩʷ ʩʘʤ ʜʝʩʢʨʠʧʪʦʨ. ʉʦʜʝʨʞʘʥʠʝ 

ʪʘʙʣʠʮʳ ʤʦʞʝʪ ʩʦʨʪʠʨʦʚʘʪʴʩʷ ʚ ʚʦʟʨʘʩʪʘʶʱʝʤ ʠʣʠ ʫʙʳʚʘʶʱʝʤ ʧʦʨʷʜʢʝ, ʥʘʞʠʤʘʷ ʥʘ ʣʶʙʦʤ ʠʟ 

ʟʘʛʦʣʦʚʢʦʚ ʢʦʣʦʥʢʠ. ʉʦʜʝʨʞʘʥʠʝ ʪʘʙʣʠʮʳ ʩʦʨʪʠʨʫʝʪʩʷ ʩʦʛʣʘʩʥʦ ʚʳʙʨʘʥʥʦʡ ʢʦʣʦʥʢʝ. 

 
ʇʨʝʦʙʨʘʟʦʚʘʪʴ ʫʩʪʘʨʝʚʰʠʝ ʜʝʩʢʨʠʧʪʦʨʳ ʚ ʧʦʜʜʝʨʞʠʚʘʝʤʳʝ ʤʦʞʥʦ ʜʦʙʘʚʣʝʥʠʝʤ ʩʪʨʦʢʠ 

ʚʠʜʘ çSecureConnect Mobile Client,5.2,-,-,User->SecureConnect Mobile Client,5.3,-,-,Userè ʩ 

ʦʧʠʩʘʥʠʝʤ ʟʘʤʝʥʳ ʚ ʬʘʡʣ agent_replacements.txt ʚ ʛʣʘʚʥʦʡ ʜʠʨʝʢʪʦʨʠʠ. ʇʦʩʣʝ ʦʧʠʩʘʥʠʷ 

ʟʘʤʝʥʳ ʥʘʜʦ ʧʝʨʝʟʘʧʫʩʪʠʪʴ GUI/CLI ʠ ʧʦʚʪʦʨʠʪ ɹʧʦʧʳʪʢʫ ʠʤʧʦʨʪʘ ʢʦʥʬʠʛʫʨʘʮʠʠ. 
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ʈʠʩʫʥʦʢ 54 ï ʆʢʥʦ ɼʝʩʢʨʠʧʪʦʨʳ ʘʛʝʥʪʦʚ 

7.22. ɼʝʩʢʨʠʧʪʦʨʳ ʩʝʨʚʝʨʦʚ 

ʆʢʥʦ ɼʝʩʢʨʠʧʪʦʨʳ ʩʝʨʚʝʨʦʚ (ʩʤ. ʈʠʩʫʥʦʢ 55) ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ XML -

ʬʘʡʣʘʤʠ, ʢʦʪʦʨʳʝ ʩʦʜʝʨʞʘʪ ʦʧʠʩʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʜʣʷ ʢʘʞʜʦʛʦ ʀʤʝʥʠ ʉʝʨʚʝʨʘ, ʢʣʘʩʩʘ ʉʝʨʚʝʨʘ, 

ʚʝʨʩʠʠ ʆʙʲʝʢʪʘ (ʛʣʘʚʥʦʡ ʠ ʚʪʦʨʦʩʪʝʧʝʥʥʦʡ) ʠ ʥʘʙʦʨ ʩʚʦʡʩʪʚ. ʕʪʠ XML -ʬʘʡʣʳ ʧʝʨʝʦʧʨʝʜʝʣʝʥʳ 

ʚ ʎʋʇ ʠ ʨʘʩʧʦʣʦʞʝʥʳ ʚ ʧʦʜʜʠʨʝʢʪʦʨʠʠ <ads > ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʡ ʜʠʨʝʢʪʦʨʠʠ ʎʋʇ (ʩʤ. 

ʧʦʜʨʘʟʜʝʣ 3.2).  

ʆʢʥʦ ʩʦʩʪʦʠʪ ʠʟ ʜʚʫʭ ʩʝʢʮʠʡ: ʚ ʧʝʨʚʦʡ ʚʳʚʦʜʠʪʩʷ ʩʧʠʩʦʢ ʉʝʨʚʝʨʦʚ ʩ ʫʢʘʟʘʥʠʝʤ ʀʤʝʥʠ 

ʠ ʢʣʘʩʩʘ, ʚʦ ʚʪʦʨʦʡ ʚʳʚʦʜʠʪʩʷ ʩʘʤ ʜʝʩʢʨʠʧʪʦʨ. ʉʦʜʝʨʞʘʥʠʝ ʪʘʙʣʠʮʳ ʤʦʞʝʪ ʩʦʨʪʠʨʦʚʘʪʴʩʷ ʚ 

ʚʦʟʨʘʩʪʘʶʱʝʤ ʠʣʠ ʫʙʳʚʘʶʱʝʤ ʧʦʨʷʜʢʝ, ʥʘʞʠʤʘʷ ʥʘ ʣʶʙʦʤ ʠʟ ʟʘʛʦʣʦʚʢʦʚ ʢʦʣʦʥʢʠ. 

ʉʦʜʝʨʞʘʥʠʝ ʪʘʙʣʠʮʳ ʩʦʨʪʠʨʫʝʪʩʷ ʩʦʛʣʘʩʥʦ ʚʳʙʨʘʥʥʦʡ ʢʦʣʦʥʢʝ. 
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ʈʠʩʫʥʦʢ 55 ï ʆʢʥʦ ɼʝʩʢʨʠʧʪʦʨʳ ʩʝʨʚʝʨʦʚ 
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8. ʉʆɿɼɸʅʀɽ ɻʃʆɹɸʃʔʅʆʁ ʇʆʃʀʊʀʂʀ ɹɽɿʆʇɸʉʅʆʉʊʀ ɺ 

ʎʋʇ-ʂʆʅʉʆʃʔ 

ɺ ʦʢʥʝ ʧʨʦʩʤʦʪʨʘ ʚ ʚʠʜʝ ʫʥʠʢʘʣʴʥʳʭ ʟʥʘʯʢʦʚ ʦʪʦʙʨʘʞʘʶʪʩʷ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ, 

ʇʨʘʚʠʣʘ, ʩʝʪʝʚʳʝ ʩʝʨʚʠʩʳ, (ʜʦʩʪʫʧʥʳʝ) ʜʝʡʩʪʚʠʷ, ʘ ʪʘʢʞʝ ʚʩʧʦʤʦʛʘʪʝʣʴʥʳʝ ʫʟʣʳ. ʋʧʨʘʚʣʝʥʠʝ 

ʠʤʠ ʧʨʦʠʟʚʦʜʠʪʩʷ ʚ ʯʝʪʳʨʝʭ ʦʢʥʘʭ ʧʨʦʩʤʦʪʨʘ ʇʦʣʠʪʠʢʠ. 

ɺ ʵʪʦʡ ʯʘʩʪʠ ʦʧʠʩʳʚʘʶʪʩʷ ʚʩʝ ʪʠʧʳ ʆʙʲʝʢʪʦʚ, ʠʭ ʥʘʟʥʘʯʝʥʠʝ, ʧʘʨʘʤʝʪʨʳ ʠ 

ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ; ʠʥʩʪʨʫʢʮʠʠ ʧʦ ʩʦʟʜʘʥʠʶ, ʨʝʜʘʢʪʠʨʦʚʘʥʠʶ, ʫʜʘʣʝʥʠʶ ʠ ʫʧʨʘʚʣʝʥʠʶ ʵʪʠʤʠ 

ʆʙʲʝʢʪʘʤʠ, ʘ ʪʘʢʞʝ ʩʧʦʩʦʙʳ ʠʟʤʝʥʝʥʠʷ ʠʭ ʧʘʨʘʤʝʪʨʦʚ ʠ ʭʘʨʘʢʪʝʨʠʩʪʠʢ. 

8.1. ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ 

ʆʙʲʝʢʪʳ ʧʦʣʠʪʠʢʠ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʨʘʟʣʠʯʥʳʝ ʚʠʜʳ ʟʘʱʠʪʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚ ʉʨʝʜʝ 

ɹʝʟʦʧʘʩʥʦʩʪʠ (ʩʤ. ʊʘʙʣʠʮʘ 23). ʋʧʨʘʚʣʝʥʠʝ ʵʪʠʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ ʧʦʤʦʱʴʶ 

ʃʇɹ, ʠʩʧʦʣʴʟʫʷ ʎʋʇ. ʏʘʩʪʴ ʫʩʪʨʦʡʩʪʚ ʤʦʞʝʪ ʧʦʣʫʯʘʪʴ ʃʇɹ ʠʟ ʜʨʫʛʦʛʦ ʠʩʪʦʯʥʠʢʘ ʠʣʠ ʚʦʦʙʱʝ 

ʥʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʃʇɹ. ɺʟʘʠʤʦʜʝʡʩʪʚʠʝ ʤʝʞʜʫ ʆʙʲʝʢʪʘʤʠ ʧʦʣʠʪʠʢʠ ʦʧʨʝʜʝʣʷʝʪʩʷ ʇʨʘʚʠʣʘʤʠ. 

ʊʘʙʣʠʮʘ 23 ï ʆʧʠʩʘʥʠʝ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ 

ʊʠʧ ʆʙʲʝʢʪʘ ʆʧʠʩʘʥʠʝ 

ʐʣʶʟ 

ɹʝʟʦʧʘʩʥʦʩʪʠ 

ʉʝʪʝʚʦʡ ʐʣʶʟ (ʚ ʪʦʤ ʯʠʩʣʝ ɿɸʉʊɸɺɸ-ʆʬʠʩ ʎʋʇ), ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥ ɿɸʉʊɸɺɸï

ʆʬʠʩ (ʠʣʠ ʤʘʨʰʨʫʪʠʟʘʪʦʨ Cisco, Cisco PIX Firewall ʠʣʠ Microsoft IPsec ɸʛʝʥʪ); ʵʪʦ 

ʪʘʢʞʝ ʤʦʞʝʪ ʙʳʪʴ ʦʙʳʯʥʳʡ ʐʣʶʟ ʙʝʟ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʩʠʩʪʝʤʳ, ʥʘʧʨʠʤʝʨ ʄʕ, 

ʫʩʪʨʦʡʩʪʚʦ NAT ʠʣʠ ʧʨʦʩʪʦ ʤʘʨʰʨʫʪʠʟʘʪʦʨ 

ʍʦʩʪ 

ɹʝʟʦʧʘʩʥʦʩʪʠ 

ʉʝʪʝʚʦʡ ʫʟʝʣ, ʠʤʝʶʱʠʡ ʧʦʩʪʦʷʥʥʳʡ IP-ʘʜʨʝʩ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥ Microsoft IPsec 

ɸʛʝʥʪ 

ʇʦʣʴʟʦʚʘʪʝʣʴ  ʉʝʪʝʚʦʡ ʫʟʝʣ, ʥʝ ʠʤʝʶʱʠʡ ʧʦʩʪʦʷʥʥʦʛʦ IP-ʘʜʨʝʩʘ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥ IPsec ɸʛʝʥʪ 

IP ʭʦʩʪ ʉʝʪʝʚʦʡ ʫʟʝʣ ʙʝʟ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʩʠʩʪʝʤʳ, ʥʝ ʫʧʨʘʚʣʷʝʤʳʡ ʎʋʇ (ʤʦʞʝʪ ʙʳʪʴ 

ʟʘʱʠʱʝʥ ʩ ʧʦʤʦʱʴʶ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ) 

ɼʠʘʧʘʟʦʥ IP-

ʘʜʨʝʩʦʚ 

ʅʝʩʢʦʣʴʢʦ IP-ʘʜʨʝʩʦʚ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʣʠʙʦ ʧʦʜʯʠʥʷʪʴʩʷ ʇʨʘʚʠʣʘʤ, ʣʠʙʦ ʟʘʱʠʱʘʪʴʩʷ 

ʐʣʶʟʦʤ ɹʝʟʦʧʘʩʥʦʩʪʠ 

ʇʦʜʩʝʪʴ  ʅʝʩʢʦʣʴʢʦ IP-ʘʜʨʝʩʦʚ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʣʠʙʦ ʧʦʜʯʠʥʷʪʴʩʷ ʇʨʘʚʠʣʘʤ, ʣʠʙʦ ʟʘʱʠʱʘʪʴʩʷ 

ʐʣʶʟʦʤ ɹʝʟʦʧʘʩʥʦʩʪʠ (ʦʧʨʝʜʝʣʝʥʥʳʝ ʚ ʬʦʨʤʝ ʘʜʨʝʩʦʚ/ ʩʝʪʝʚʳʭ ʤʘʩʦʢ). 

ɻʨʫʧʧʘ ʅʝʩʢʦʣʴʢʦ ʆʙʲʝʢʪʦʚ ʧʦʣʠʪʠʢʠ, ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʚ ʎʋʇ 

8.1.1. ʆʙʱʠʝ ʟʘʜʘʯʠ 

8.1.1.1. ʌʦʨʤʘ ʜʣʷ ʨʘʙʦʪʳ ʩ ʩʝʨʪʠʬʠʢʘʪʘʤʠ 

ɼʣʷ ʨʘʙʦʪʳ ʩ ʉʝʨʪʠʬʠʢʘʪʘʤʠ ʥʝʦʙʭʦʜʠʤʦ ʟʘʡʪʠ ʚ ʩʚʦʡʩʪʚʘ ʆʙʲʝʢʪʘ ʇʦʣʠʪʠʢʠ, ʜʣʷ 

ʢʦʪʦʨʦʛʦ ʪʨʝʙʫʝʪʩʷ ʩʝʨʪʠʬʠʢʘʪ, ʚ ʨʘʟʜʝʣʝ ɺʏʉ ʚʳʙʨʘʪʴ ʉʝʨʪʠʬʠʢʘʪʳ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ 

ɼʦʙʘʚʠʪʴ (ʩʤ. ʇʨʠʤʝʨ 1). 
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ɽʩʣʠ ʝʩʪʴ ʬʘʡʣ ʩ ʚʳʧʫʱʝʥʥʳʤ ʜʣʷ ʜʘʥʥʦʛʦ ʆʙʲʝʢʪʘ ʩʝʨʪʠʬʠʢʘʪʦʤ (ʠ, ʚʦʟʤʦʞʥʦ, ʩ 

ʩʝʢʨʝʪʥʳʤ ʢʣʶʯʦʤ), ʪʦ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʀʤʧʦʨʪʠʨʦʚʘʪʴ ʠ ʩʣʝʜʦʚʘʪʴ ʠʥʩʪʨʫʢʮʠʷʤ, 

ʫʢʘʟʘʥʥʳʤ ʚ ʜʠʘʣʦʛʘʭ. ʉʝʨʪʠʬʠʢʘʪ ʠ (ʧʨʠ ʥʘʣʠʯʠʠ) ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʙʫʜʫʪ ʠʤʧʦʨʪʠʨʦʚʘʥʳ ʚ ɹɼ 

ʎʋʇ (ʩʤ. ʇʨʠʤʝʨ 2). 

ɼʣʷ ʪʠʧʘ ʜʝʩʢʨʠʧʪʦʨʦʚ ɸʛʝʥʪ ʚʝʨʩʠʠ 6.1 ʠ ʚʳʰʝ ʤʦʞʥʦ ʛʝʥʝʨʠʨʦʚʘʪʴ ʚ ʎʋʇ 

ʩʝʨʪʠʬʠʢʘʪʳ ʠ ʵʢʩʧʦʨʪʠʨʦʚʘʪʴ ʠʭ ʚ ɸʛʝʥʪ ʠ ɻʇɹ (ʩʤ. ʇʨʠʤʝʨ 3). 

ɼʣʷ ʪʠʧʘ ʜʝʩʢʨʠʧʪʦʨʦʚ ɸʛʝʥʪ ʚʝʨʩʠʠ 6.1 ʠ ʚʳʰʝ ʤʦʞʥʦ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʚ ʎʋʇ 

ʩʝʨʪʠʬʠʢʘʪʳ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʝ ʚ ɸʛʝʥʪ (ʩʤ. ʇʨʠʤʝʨ 4). 

ɽʩʣʠ ʬʘʡʣʘ ʩ ʩʝʨʪʠʬʠʢʘʪʦʤ ʥʝʪ, ʪʦ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠ ʟʘʧʦʣʥʠʪʴ 

ʥʫʞʥʳʝ ʧʦʣʷ ʬʦʨʤʳ ʚʨʫʯʥʫʶ (ʩʤ. ʇʨʠʤʝʨ 1). ʇʦʣʷ ʬʦʨʤʳ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʧʘʨʘʤʝʪʨʳ, 

ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʩʦʟʜʘʥʠʷ ʩʝʨʪʠʬʠʢʘʪʘ (ʩʤ. ʈʠʩʫʥʦʢ 56 ʠ ʊʘʙʣʠʮʘ 24). 

 

 

ʈʠʩʫʥʦʢ 56 ï ʆʢʥʦ ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ ʩʝʨʪʠʬʠʢʘʪʘ 

ʊʘʙʣʠʮʘ 24 ï ʆʧʠʩʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʧʨʠ ʜʦʙʘʚʣʝʥʠʠ ʩʝʨʪʠʬʠʢʘʪʘ 

ʇʘʨʘʤʝʪʨ ɿʥʘʯʝʥʠʝ 

Policy Object ʆʙʲʝʢʪ ʧʦʣʠʪʠʢʠ ʠʟ ʩʧʠʩʢʘ ʧʨʝʜʣʦʞʝʥʥʳʭ 

ʀʤ ̫ DN ʩʝʨʪʠʬʠʢʘʪʘ 

ʇʦʜʧʠʩʘʥ ʉʝʨʪʠʬʠʢʘʪ ʋʎ, ʢʦʪʦʨʳʤ ʧʦʜʧʠʩʘʥ ʜʘʥʥʳʡ ʩʝʨʪʠʬʠʢʘʪ. 
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ʇʘʨʘʤʝʪʨ ɿʥʘʯʝʥʠʝ 

ʉʫʙʲʝʢʪ ʇʦʣʝ ɺʣʘʜʝʣʝʮ ʩʝʨʪʠʬʠʢʘʪʘ, ʩʦʜʝʨʞʘʱʝʝ ʠʥʬʦʨʤʘʮʠʶ ʦ ʚʣʘʜʝʣʴʮʝ ʩʝʨʪʠʬʠʢʘʪʘ 

ʚ ʬʦʨʤʘʪʝ Distinguished Name (DN) (ʥʘʧʨʠʤʝʨ, CN=Alice, OU=Management, 

O=MyCompany). 

ɼʝʡʩʪʚʠʪʝʣʝʥ ʩ ʅʘʯʘʣʦ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ 

ʧʦ ʆʢʦʥʯʘʥʠʝ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ 

ɸʣʴʪʝʨʥʘʪʠʚʥʦʝ 

ʀʤʷ ɺʣʘʜʝʣʴʮʘ 

ʇʦʣʝ ɸʣʴʪʝʨʥʘʪʠʚʥʦʝ ʀʤʷ ɺʣʘʜʝʣʴʮʘ ʩʝʨʪʠʬʠʢʘʪʘ, ʩʦʜʝʨʞʘʱʝʝ 

ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʚʣʘʜʝʣʴʮʝ ʩʝʨʪʠʬʠʢʘʪʘ: 

- DNS - DNS-ʠʤʷ ʭʦʩʪʘ (ʥʘʧʨʠʤʝʨ, alice.mycompany.com); 

- IPv4 address - IP-ʘʜʨʝʩ ʭʦʩʪʘ (ʥʘʧʨʠʤʝʨ, 192.168.0.1); 

- E-mail - ʘʜʨʝʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʚʣʘʜʝʣʴʮʘ (ʥʘʧʨʠʤʝʨ, 

alice@mycompany.com). 

ɸʣʛʦʨʠʪʤ ʢʣʶʯʘ ʊʠʧ ʦʪʢʨʳʪʦʛʦ ʢʣʶʯʘ, ʩʦʜʝʨʞʘʱʝʛʦʩʷ ʚ ʩʝʨʪʠʬʠʢʘʪʝ 

ʊʠʧ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ʂʘʢʫʶ ʠʤʝʥʥʦ ʠʥʬʦʨʤʘʮʠʶ ʦ ʚʣʘʜʝʣʴʮʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʜʘʥʥʦʛʦ 

ʩʝʨʪʠʬʠʢʘʪʘ ʧʨʠ ʫʩʪʘʥʦʚʣʝʥʠʠ IKE/IPsec-ʩʦʝʜʠʥʝʥʠʡ. ɺʦʟʤʦʞʥʳʝ ʚʘʨʠʘʥʪʳ: DN 

(ʪ.ʝ. Subject), DNS, IPv4 ʠʣʠ E-mail. 

ʇʨʠʤʝʯʘʥʠʝ. ʅʝʢʦʪʦʨʳʝ ʪʠʧʳ VPN-ɸʛʝʥʪʦʚ (ʥʘʧʨʠʤʝʨ, Cisco) ʨʘʙʦʪʘʶʪ ʥʝ ʩʦ 

ʚʩʝʤʠ ʪʠʧʘʤʠ IKE Identity. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʩʧʠʩʦʢ ʜʦʩʪʫʧʥʳʭ ʟʥʘʯʝʥʠʡ ʧʨʠ ʟʘʜʘʥʠʠ 

ʜʘʥʥʦʛʦ ʧʘʨʘʤʝʪʨʘ ʙʫʜʝʪ ʦʛʨʘʥʠʯʝʥ. 

ɿʥʘʯʝʥʠʝ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ʉʦʙʩʪʚʝʥʥʦ, ʟʥʘʯʝʥʠʝ IKE Identity. ɼʘʥʥʦʝ ʧʦʣʝ ʟʘʧʦʣʥʷʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ - ʚ 

ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʧʘʨʘʤʝʪʨʘ Identity type ʠ ʧʘʨʘʤʝʪʨʦʚ ʩ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʚʣʘʜʝʣʴʮʝ 

ʩʝʨʪʠʬʠʢʘʪʘ. 

8.1.1.1.1. ʇʨʠʤʝʨ 1 

ʀʥʬʦʨʤʘʮʠʷ ʦ ʩʝʨʪʠʬʠʢʘʪʝ ʚʚʝʜʝʥʘ ʚʨʫʯʥʫʶ (ʩʘʤ ʩʝʨʪʠʬʠʢʘʪ ʚ ɹɼ ʎʋʇ ʥʝ 

ʠʤʧʦʨʪʠʨʦʚʘʥ) (ʩʤ. ʈʠʩʫʥʦʢ 57). 

  

mailto:alice@mydomain.com
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ʈʠʩʫʥʦʢ 57 ï ʆʧʨʝʜʝʣʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʠʜʝʥʪʠʯʥʦʩʪʠ: ʇʨʠʤʝʨ 1 

8.1.1.1.2. ʇʨʠʤʝʨ 2 

ʉʝʨʪʠʬʠʢʘʪ (ʙʝʟ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ) ʠʤʧʦʨʪʠʨʦʚʘʥ ʚ ɹɼ ʎʋʇ ʧʨʠ ʧʦʤʦʱʠ ʢʥʦʧʢʠ 

ʀʤʧʦʨʪʠʨʦʚʘʪʴ. ɺʩʝ ʦʩʥʦʚʥʳʝ ʧʘʨʘʤʝʪʨʳ ʬʦʨʤʳ ʟʘʧʦʣʥʝʥʳ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʥʘ ʦʩʥʦʚʘʥʠʠ 

ʠʥʬʦʨʤʘʮʠʠ ʠʟ ʩʝʨʪʠʬʠʢʘʪʘ (ʩʤ. ʈʠʩʫʥʦʢ 58). 
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ʈʠʩʫʥʦʢ 58 ï ʆʧʨʝʜʝʣʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʠʜʝʥʪʠʯʥʦʩʪʠ: ʇʨʠʤʝʨ 2 

8.1.1.1.3. ʇʨʠʤʝʨ 3 

ɼʣʷ ʪʠʧʘ ʜʝʩʢʨʠʧʪʦʨʦʚ ɸʛʝʥʪ ʚʝʨʩʠʠ 6.3 ʩʫʱʝʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʛʝʥʝʨʘʮʠʠ 

ʩʝʨʪʠʬʠʢʘʪʦʚ. 

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʩʛʝʥʝʨʠʨʦʚʘʪʴ ʩʝʨʪʠʬʠʢʘʪ ʠ ʜʦʙʘʚʠʪʴ ʝʛʦ ʚ ʧʦʣʠʪʠʢʫ ʥʝʦʙʭʦʜʠʤʦ 

ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɻʝʥʝʨʠʨʦʚʘʪʴ ʥʘ ʟʘʢʣʘʜʢʝ ʉʝʨʪʠʬʠʢʘʪʳ ʧʘʨʘʤʝʪʨʦʚ ʆʙʲʝʢʪʘ ʧʦʣʠʪʠʢʠ ʠʣʠ 

ʢʥʦʧʢʫ ɻʝʥʝʨʠʨʦʚʘʪʴ ʢʣʶʯʝʚʫʶ ʧʘʨʫ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʆʙʲʝʢʪʘ ʧʦʣʠʪʠʢʠ ʠ ʟʘʧʦʣʥʠʪʴ ʚʩʝ 

ʧʦʣʷ ʚ ʦʢʥʝ ɻʝʥʝʨʠʨʦʚʘʪʴ ʢʣʶʯʝʚʫʶ ʧʘʨʫ. ʇʦʩʣʝ ʛʝʥʝʨʘʮʠʠ ʩʝʨʪʠʬʠʢʘʪ ʙʫʜʝʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʥʘ 

ʟʘʢʣʘʜʢʝ ʉʝʨʪʠʬʠʢʘʪʳ ʧʘʨʘʤʝʪʨʦʚ ʆʙʲʝʢʪʘ ʧʦʣʠʪʠʢʠ ʩ ʩʪʘʪʫʩʦʤ ʇʦʜʧʠʩʘʪʴ ʵʪʦ!. 

ʉʝʨʪʠʬʠʢʘʪ ʥʝʦʙʭʦʜʠʤʦ ʵʢʩʧʦʨʪʠʨʦʚʘʪʴ ʚ ʙʫʬʝʨ ʦʙʤʝʥʘ ʠʣʠ ʚ ʬʘʡʣ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ ʚ 

ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʆʙʲʝʢʪʘ ʚ ʦʢʥʝ ʆʙʲʝʢʪʦʚ ʧʦʣʠʪʠʢʠ. ʆʪʧʨʘʚʠʪʴ ʩʦʟʜʘʥʥʳʡ ʟʘʧʨʦʩ ʚ ʋʎ (ʚ 

ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʨʝʙʦʚʘʥʠʡ ʋʎ ʠʩʧʦʣʴʟʫʡʪʝ ʵʣʝʢʪʨʦʥʥʫʶ ʧʦʯʪʫ, ʚʝʙ-ʙʨʘʫʟʝʨ ʠʣʠ ʜʨʫʛʠʝ 

ʩʨʝʜʩʪʚʘ). ʇʦʩʣʝ ʧʦʣʫʯʝʥʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʠʟ ʋʎ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʝʛʦ ʚ ʆʙʲʝʢʪ ʧʦʣʠʪʠʢʠ, ʜʣʷ 

ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʦʢʥʘ ʎʝʥʪʨʳ ʩʝʨʪʠʬʠʢʘʮʠʠ ʚʳʙʨʘʪʴ ʧʫʥʢʪ ɿʘʤʝʥʠʪʴ 

ʧʦʜʧʠʩʘʥʥʳʤ. ʇʦʩʣʝ ʵʪʦʛʦ ʚ ʦʢʥʝ ʀʤʧʦʨʪ ʩʝʨʪʠʬʠʢʘʪʦʚ ʥʝʦʙʭʦʜʠʤʦ ʧʦʩʤʦʪʨʝʪʴ ʠ 

ʧʨʦʚʝʨʠʪʴ ʧʘʨʘʤʝʪʨʳ ʩʝʨʪʠʬʠʢʘʪʘ (ʚ ʩʣʫʯʘʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʠʟʤʝʥʠʪʴ ʠʭ) ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ 

ɻʦʪʦʚʦ (ʩʤ. ʈʠʩʫʥʦʢ 59). ʉʝʨʪʠʬʠʢʘʪ ʙʫʜʝʪ ʜʦʙʘʚʣʝʥ ʚ ɻʇɹ ʠ ʦʪʧʨʘʚʣʝʥ ɸʛʝʥʪʫ. 

 
ʇʨʠ ʥʝʩʦʦʪʚʝʪʩʪʚʠʠ ʧʘʨʘʤʝʪʨʦʚ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʢʦʥʪʝʡʥʝʨʝ ʠ ʧʘʨʘʤʝʪʨʦʚ ʚ ʟʘʧʨʦʩʝ ʥʘ 

ʛʝʥʝʨʠʨʦʚʘʥʠʝ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʚ ʎʋʇ ʚʦʟʥʠʢʥʝʪ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʚ ʤʦʤʝʥʪ ʵʢʩʧʦʨʪʘ 

ʟʘʧʨʦʩʘ ʚ ʙʫʬʝʨ ʦʙʤʝʥʘ ʠʣʠ ʚ ʬʘʡʣ. 

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʢʣʶʯʝʚʘʷ ʠʥʬʦʨʤʘʮʠʷ ʙʳʣʘ ʵʢʩʧʦʨʪʠʨʦʚʘʥʘ ʠ ʩʦʭʨʘʥʝʥʘ ʧʨʘʚʠʣʴʥʦ, ʚ 

ɻʨʘʬʠʯʝʩʢʦʤ ʠʥʪʝʨʬʝʡʩʝ ɸʛʝʥʪ ʥʘ ʟʘʢʣʘʜʢʝ ʊʦʢʝʥʳ ʥʘʜʦ ʧʦʩʪʘʚʠʪʴ ʥʘʠʚʳʩʰʠʡ ʧʨʠʦʨʠʪʝʪ 

ʪʦʤʫ ʪʦʢʝʥʫ, ʢʦʪʦʨʳʡ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʢʨʠʧʪʦʘʣʛʦʨʠʪʤʫ ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ. 

ɼʣʷ ʫʜʘʣʝʥʠʷ ʟʘʧʨʦʩʘ ʥʘ ʛʝʥʝʨʘʮʠʶ ʢʣʶʯʝʚʦʡ ʧʘʨʳ, ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʧʫʥʢʪ 

ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʋʜʘʣʠʪʴ ʟʘʧʨʦʩʳ ʜʣʷ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠʣʠ ʢʣʶʯʝʡ. 
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ʈʠʩʫʥʦʢ 59 ï ʀʤʧʦʨʪ ʩʝʨʪʠʬʠʢʘʪʦʚ 

8.1.1.1.4. ʇʨʠʤʝʨ 4 

ɼʣʷ ʜʝʩʢʨʠʧʪʦʨʘ ɸʛʝʥʪʘ ʚʝʨʩʠʠ 6.1 ʠ ʚʳʰʝ ʤʦʞʥʦ ʟʘʛʨʫʟʠʪʴ ʩʧʠʩʦʢ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠʟ 

ɸʛʝʥʪʘ, ʜʣʷ ʵʪʦʛʦ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʆʙʲʝʢʪʘ ʧʦʣʠʪʠʢʠ ʥʘʜʦ ʚʳʙʨʘʪʴ ʧʫʥʢʪ ʇʦʣʫʯʠʪʴ 

ʩʧʠʩʦʢ ʩʝʨʪʠʬʠʢʘʪʦʚ. ʇʦʩʣʝ ʫʩʧʝʰʥʦʡ ʟʘʛʨʫʟʢʠ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʆʙʲʝʢʪʘ 

ʧʦʣʠʪʠʢʠ ʚʳʙʨʘʪʴ ʧʫʥʢʪ ɼʦʙʘʚʠʪʴ ʟʘʛʨʫʞʝʥʥʳʝ ʩʝʨʪʠʬʠʢʘʪʳ ʚ ʧʦʣʠʪʠʢʫ ʠ ʚ ʦʢʥʝ ʀʤʧʦʨʪ 

ʩʝʨʪʠʬʠʢʘʪʘ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɻʦʪʦʚʦ. 

8.1.1.2. ʇʨʠʚʷʟʢʘ ʫʜʘʣʝʥʥʳʭ ʩʝʨʚʝʨʦʚ ʠ ʩʦʟʜʘʥʠʝ ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʭ 
ʇʨʘʚʠʣ 

ɺʦ ʤʥʦʛʠʭ ʤʝʩʪʘʭ ʛʨʘʬʠʯʝʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʎʋʇ-ʂʦʥʩʦʣʠ ʠʩʧʦʣʴʟʫʝʪʩʷ 

ʫʥʠʚʝʨʩʘʣʴʥʳʡ ʵʣʝʤʝʥʪ ʫʧʨʘʚʣʝʥʠʷ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ ʧʨʠʚʷʟʢʠ ʢ ʨʝʜʘʢʪʠʨʫʝʤʦʤʫ ʆʙʲʝʢʪʫ 

ʩʝʨʚʝʨʦʚ ʨʘʟʣʠʯʥʦʛʦ ʪʠʧʘ (ʉʝʨʚʝʨʳ ʧʨʦʛʨʫʟʢʠ, ʩʝʨʚʝʨʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʪ.ʧ.). 

ʅʠʞʝ ʦʧʠʩʳʚʘʶʪʩʷ ʦʙʱʠʝ ʧʨʠʥʮʠʧʳ ʨʘʙʦʪʳ ʜʘʥʥʦʛʦ ʤʝʭʘʥʠʟʤʘ ʥʘ ʧʨʠʤʝʨʝ ʟʘʢʣʘʜʢʠ 

ʇʘʨʘʤʝʪʨʳ ʩʦʝʜʠʥʝʥʠʷ ʚ ʩʚʦʡʩʪʚʘʭ ɸʛʝʥʪʘ ɿɸʉʊɸɺɸ-ʆʬʠʩ (ʧʦʣʝ ʋʜʘʣʝʥʥʳʡ ʩʝʨʚʝʨ). ʇʨʠ 

ʧʦʤʦʱʠ ʢʥʦʧʦʢ ɼʦʙʘʚʠʪʴ ʠ ʋʜʘʣʠʪʴ ʜʦʙʘʚʣʷʶʪʩʷ ʠ ʫʜʘʣʷʶʪʩʷ ʉʝʨʚʝʨʳ, ʩ ʢʦʪʦʨʳʤʠ ʙʫʜʝʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ ʨʝʜʘʢʪʠʨʫʝʤʳʡ ʆʙʲʝʢʪ (ʩʤ. ʈʠʩʫʥʦʢ 60). ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʢ ʆʙʲʝʢʪʫ 

ʧʨʠʚʷʟʘʥ PMPv2-ʩʝʨʚʝʨ Zastava-MGMT  (ʦʜʥʦʠʤʝʥʥʳʡ ʩ ʆʙʲʝʢʪʦʤ ʇʦʣʠʪʠʢʠ), ʨʘʙʦʪʘʶʱʠʡ ʥʘ 
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ʭʦʩʪʝ ʩ ʎʋʇ ʠ ʦʪʚʝʯʘʶʱʠʡ ʟʘ ʜʦʩʪʘʚʢʫ ʢʦʥʬʠʛʫʨʘʮʠʡ ʥʘ ɸʛʝʥʪ rʧʦ ʧʨʦʪʦʢʦʣʫ PMPv2 (Policy 

Management Protocol). 

 

ʈʠʩʫʥʦʢ 60 ï ʇʨʠʚʷʟʢʘ ʫʜʘʣʝʥʥʳʭ ʩʝʨʚʝʨʦʚ ʠ ʩʦʟʜʘʥʠʝ ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʭ ʇʨʘʚʠʣ ʚ ʟʘʢʣʘʜʢʝ 

ʇʘʨʘʤʝʪʨʳ ʩʦʝʜʠʥʝʥʠʷ ʚ ʩʚʦʡʩʪʚʘʭ ʦʙʲʝʢʪʘ 

ɺ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʦʢʥʘ ʉʝʨʚʝʨʳ ʧʨʦʛʨʫʟʢʠ ʚʳʙʨʘʪʴ ʜʝʡʩʪʚʠʝ 

ɺʢʣʶʯʠʪʴ/ɺʳʢʣʶʯʠʪʴ (ʩʤ. ʈʠʩʫʥʦʢ 61) ʦʪʚʝʯʘʝʪ ʟʘ ʩʦʟʜʘʥʠʝ ʊʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʇʨʘʚʠʣʘ. 

ɽʩʣʠ ʧʨʘʚʠʣʦ ʚʢʣʶʯʝʥʦ, ʪʦ ʧʨʠ ʪʨʘʥʩʣʷʮʠʠ ɻʇɹ ʜʣʷ ʚʩʝʭ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ, ʯʝʨʝʟ ʢʦʪʦʨʳʝ 

ʧʨʦʭʦʜʠʪ ʪʨʘʩʩʘ ʤʝʞʜʫ ʩʝʨʚʝʨʦʤ ʠ ɸʛʝʥʪʦʤ, ʙʫʜʫʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʦʟʜʘʥʳ ʬʠʣʴʪʨʳ ʜʣʷ 

ʧʨʦʧʫʩʢʘʥʠʷ ʪʨʘʬʠʢʘ ʟʘʜʘʥʥʦʛʦ ʪʠʧʘ (ʪʠʧ ʪʨʘʬʠʢʘ ʦʧʨʝʜʝʣʷʝʪʩʷ ʆʙʲʝʢʪʦʤ ʉʝʪʝʚʦʡ ʉʝʨʚʠʩ ʚ 

ʢʦʣʦʥʢʝ ʂʣʠʝʥʪʩʢʠʡ ʩʝʨʚʠʩ). ɽʩʣʠ ʧʨʘʚʠʣʦ ʚʳʢʣʶʯʝʥʦ, ʪʦ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʬʠʣʴʪʨʳ ʙʫʜʫʪ 

ʩʦʟʜʘʥʳ ʪʦʣʴʢʦ ʚ ʃʇɹ ʜʘʥʥʦʛʦ ɸʛʝʥʪʘ ʠ ʜʘʥʥʦʛʦ ʩʝʨʚʝʨʘ, ʪ.ʝ. ʧʨʠʜʝʪʩʷ ʧʨʠʥʠʤʘʪʴ ʩʧʝʮʠʘʣʴʥʳʝ 

ʤʝʨʳ ʜʣʷ ʧʨʦʧʫʩʢʘʥʠʷ ʵʪʦʛʦ ʪʨʘʬʠʢʘ ʯʝʨʝʟ ʧʨʦʤʝʞʫʪʦʯʥʳʝ ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ. 

 

ʈʠʩʫʥʦʢ 61 ï ʆʢʥʦ ʠʟʤʝʥʝʥʠʷ ʉʝʨʚʝʨʥʦʛʦ ʧʨʘʚʠʣʘ 

ʇʨʠʦʨʠʪʝʪ ʬʠʣʴʪʨʦʚ (ʪ.ʝ. ʧʦʨʷʜʦʢ ʠʭ ʧʦʷʚʣʝʥʠʷ ʚ ʃʇɹ) ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʧʨʠ ʧʦʤʦʱʠ 

ʢʥʦʧʦʢ ʩʦ ʩʪʨʝʣʢʘʤʠ ʩʧʨʘʚʘ ʦʪ ʪʘʙʣʠʮʳ. 
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ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʧʨʠ ʧʦʤʦʱʠ ʧʦʜʦʙʥʦʡ ʧʨʠʚʷʟʢʠ ʩʝʨʚʝʨʘ ʢ ʨʝʜʘʢʪʠʨʫʝʤʦʤʫ ʆʙʲʝʢʪʫ 

ʨʝʰʘʶʪʩʷ ʩʨʘʟʫ ʜʚʝ ʟʘʜʘʯʠ: 

1) ɺ ʢʦʥʬʠʛʫʨʘʮʠʶ ʆʙʲʝʢʪʘ ʙʫʜʫʪ ʚʩʪʘʚʣʝʥʳ ʢʦʤʘʥʜʳ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʝ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʆʙʲʝʢʪʘ ʩ ʜʘʥʥʳʤ ʩʝʨʚʝʨʦʤ (ʚ ʥʘʰʝʤ ʩʣʫʯʘʝ ʙʫʜʫʪ ʨʘʟʨʝʰʝʥʳ 

ʫʧʨʘʚʣʷʶʱʠʝ ʚʦʟʜʝʡʩʪʚʠʷ ʩʦ ʩʪʦʨʦʥʳ çZastava-MGMTè). 

2) ɺ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʘʤʦʛʦ ʆʙʲʝʢʪʘ, ʧʨʠʚʷʟʘʥʥʦʛʦ ʩʝʨʚʝʨʘ ʠ, ʧʨʠ ʚʢʣʶʯʝʥʥʦʤ 

ʩʦʩʪʦʷʥʠʠ - ʚ ʢʦʥʬʠʛʫʨʘʮʠʷʭ ʧʨʦʤʝʞʫʪʦʯʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʚ, ʙʫʜʫʪ ʩʦʟʜʘʥʳ 

ʬʠʣʴʪʨʳ ʜʣʷ ʧʨʦʧʫʩʢʘʥʠʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʪʨʘʬʠʢʘ (ʚ ʥʘʰʝʤ ʩʣʫʯʘʝ - ʪʨʘʬʠʢ ʜʣʷ 

ʨʘʙʦʪʳ ʧʨʦʪʦʢʦʣʘ IKE ʧʦ ʧʦʨʪʫ UDP 500 ʠ ʧʨʦʪʦʢʦʣʘ IKE-NAT-Traversal ʧʦ ʧʦʨʪʫ 

UDP 4500). 

8.1.1.3. ʉʦʟʜʘʥʠʝ ʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʝ NAT-ʇʨʘʚʠʣ (ʜʣʷ ʐʣʶʟʦʚ 
ɹʝʟʦʧʘʩʥʦʩʪʠ) 

ʎʋʇ ʧʦʜʜʝʨʞʠʚʘʝʪ ʨʘʙʦʪʫ ʩ ʩʝʪʷʤʠ, ʛʜʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʨʘʥʩʣʷʮʠʷ ʩʝʪʝʚʳʭ ʘʜʨʝʩʦʚ 

(Network Address Translation, NAT) ʨʘʟʣʠʯʥʳʭ ʚʠʜʦʚ: 

- ʩʪʘʪʠʯʝʩʢʘʷ ʪʨʘʥʩʣʷʮʠʷ ʘʜʨʝʩʦʚ (static NAT, dynamic NAT); 

- ʜʠʥʘʤʠʯʝʩʢʘʷ ʪʨʘʥʩʣʷʮʠʷ ʘʜʨʝʩʦʚ (NAPT). 

ʆʙʳʯʥʦ NAT ʢʦʥʬʠʛʫʨʠʨʫʝʪʩʷ ʥʘ ʧʦʛʨʘʥʠʯʥʳʭ ʫʩʪʨʦʡʩʪʚʘʭ, ʦʪʜʝʣʷʶʱʠʭ ʣʦʢʘʣʴʥʳʝ 

ʩʝʪʠ ʦʪ ʩʝʪʠ ʀʥʪʝʨʥʝʪ ï ʵʪʦ ʤʦʞʝʪ ʙʳʪʴ ʢʘʢ ʥʝʙʦʣʴʰʦʝ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʝ ʘʧʧʘʨʘʪʥʦʝ 

ʫʩʪʨʦʡʩʪʚʦ, ʪʘʢ ʠ ʧʦʣʥʦʮʝʥʥʳʡ VPN-ʰʣʶʟ/ʄʕ. ɺ ʦʙʦʠʭ ʩʣʫʯʘʷʭ ʜʣʷ ʦʧʠʩʘʥʠʷ ʜʘʥʥʦʛʦ 

ʫʩʪʨʦʡʩʪʚʘ (ɸʛʝʥʪʘ) ʚ ʎʋʇ ʥʝʦʙʭʦʜʠʤʦ ʩʦʟʜʘʪʴ ʦʙʲʝʢʪ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ.  

ɼʣʷ ʥʝʢʦʪʦʨʳʭ ʪʠʧʦʚ ɸʛʝʥʪʦʚ ʚʦʟʤʦʞʥʦ ʘʢʪʠʚʥʦʝ ʫʧʨʘʚʣʝʥʠʝ NAT-ʢʦʥʬʠʛʫʨʘʮʠʝʡ 

(ʧʫʪʝʤ ʚʢʣʶʯʝʥʠʷ ʢʦʤʘʥʜ NAT ʚ ʃʇɹ ɸʛʝʥʪʘ), ʜʣʷ ʦʩʪʘʣʴʥʳʭ ɸʛʝʥʪʦʚ ʎʋʇ ʧʨʦʩʪʦ ʫʯʠʪʳʚʘʝʪ 

ʠʥʬʦʨʤʘʮʠʶ ʦ NAT-ʧʨʝʦʙʨʘʟʦʚʘʥʠʷʭ ʥʘ ʜʘʥʥʦʤ ʦʙʲʝʢʪʝ, ʯʪʦʙʳ ʦʪʩʣʝʞʠʚʘʪʴ ʚʦʟʤʦʞʥʳʝ 

ʠʟʤʝʥʝʥʠʷ IP-ʘʜʨʝʩʦʚ ʧʨʠ ʧʨʦʭʦʞʜʝʥʠʠ ʪʨʘʬʠʢʘ ʯʝʨʝʟ ʩʝʪʴ (ʵʪʦ ʜʝʣʘʝʪʩʷ ʩʧʝʮʠʘʣʴʥʳʤ 

ʘʣʛʦʨʠʪʤʦʤ ʪʨʘʩʩʠʨʦʚʢʠ, ʥʘ ʵʪʘʧʝ ʪʨʘʥʩʣʷʮʠʠ ɻʇɹ).  

ʇʨʘʚʠʣʘ NAT ʩʦʟʜʘʶʪʩʷ ʥʘ ʟʘʢʣʘʜʢʝ NAT ʇʨʘʚʠʣʘ ʚ ʉʚʦʡʩʪʚʘʭ ʦʙʲʝʢʪʘ ʐʣʶʟ 

ɹʝʟʦʧʘʩʥʦʩʪʠ. ʆʪʤʝʪʢʘ ʚ ʧʦʣʝ ʈʘʟʨʝʰʠʪʴ ʫʧʨʘʚʣʝʥʠʝ NAT ʦʧʨʝʜʝʣʷʝʪ, ʙʫʜʝʪ ʣʠ 

ʪʨʘʥʩʣʠʨʦʚʘʪʴʩʷ FW-ʧʨʦʮʝʜʫʨʘ ʚ ʇʦʣʠʪʠʢʫ, ʪ.ʝ. ʚʳʧʦʣʥʷʝʪʩʷ ʣʠ ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ NAT 

ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ɸʛʝʥʪʦʤ. ɽʩʣʠ ʦʪʤʝʪʢʘ ʩʥʷʪʘ, ʪʦ ʚ ʇʦʣʠʪʠʢʫ ʪʨʘʥʩʣʠʨʫʝʪʩʷ ʬʠʣʴʪʨ ʩ ʫʯʝʪʦʤ 

ʧʨʝʦʙʨʘʟʦʚʘʥʥʳʭ ʘʜʨʝʩʦʚ, ʥʦ ʩʘʤʦ ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ ʚʳʧʦʣʥʷʝʪʩʷ ʥʝ ɸʛʝʥʪʦʤ. ɿʘʪʝʤ ʩʦʟʜʘʪʴ 

ʦʜʥʦ ʠʣʠ ʥʝʩʢʦʣʴʢʦ NAT-ʇʨʘʚʠʣ. 
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ʈʠʩʫʥʦʢ 62 ï ʇʨʠʤʝʨ ʩʦʟʜʘʥʠʷ NAT-ʇʨʘʚʠʣʘ 

ɼʦʙʘʚʣʝʥʠʝ NAT-ʇʨʘʚʠʣʘ ʧʨʦʠʩʭʦʜʠʪ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1) ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

2) ʀʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʚʳʙʨʘʪʴ ʪʠʧ NAT, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʴʩʷ ʜʘʥʥʳʤ 

ʇʨʘʚʠʣʦʤ. 

3) ʄʦʞʥʦ ʚʚʝʩʪʠ ʪʝʢʩʪʦʚʦʝ ʦʧʠʩʘʥʠʝ ʜʘʥʥʦʛʦ NAT-ʇʨʘʚʠʣʘ ʚ ʩʪʨʦʢʝ ʆʧʠʩʘʥʠʝ.  

4) ɺʚʝʩʪʠ ʦʧʠʩʘʥʠʝ çʧʨʠʚʘʪʥʦʛʦè (ʚʠʜʠʤʦʛʦ ʚʥʫʪʨʠ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ) IP-ʘʜʨʝʩʘ(ʦʚ) ʜʣʷ 

ʧʦʣʷ IP ɸʜʨʝʩ ʚ ʠʩʭʦʜʥʦʤ IP-ʧʘʢʝʪʝ (ʚ ʪʝʨʤʠʥʦʣʦʛʠʠ Cisco: "inside local"): 

- ɺ ʩʪʨʦʢʝ ʀʩʪʦʯʥʠʢ ʚ ʧʦʣʝ ʀʩʭʦʜʥʳʝ ʧʘʢʝʪ,r ʚʳʙʨʘʪʴ ʬʦʨʤʘʪ, ʚ ʢʦʪʦʨʦʤ ʙʫʜʫʪ 

ʫʢʘʟʘʥʳ IP-ʘʜʨʝʩʘ. ʇʨʠ ʚʳʙʦʨʝ ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʦʙʲʝʢʪʘ ʠʟ 

ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ, ʧʨʘʚʠʣʦ ʙʫʜʝʪ ʧʨʠʚʷʟʘʥʦ ʢ ʘʜʨʝʩʫ ʆʙʲʝʢʪʘ ʇʦʣʠʪʠʢʠ. 

- ɺʚʝʩʪʠ ʚʩʶ ʠʥʬʦʨʤʘʮʠʶ, ʥʝʦʙʭʦʜʠʤʫʶ ʜʣʷ ʚʳʙʨʘʥʥʦʛʦ ʬʦʨʤʘʪʘ. 

5) ɺʚʝʩʪʠ ʦʧʠʩʘʥʠʝ çʧʫʙʣʠʯʥʦʛʦè (ʚʠʜʠʤʦʛʦ ʩʥʘʨʫʞʠ, ʚ ʛʣʦʙʘʣʴʥʦʡ ʩʝʪʠ) IP-

ʘʜʨʝʩʘ(ʦʚ) ʜʣʷ ʧʦʣʷ IP Address ʚ ʧʨʝʦʙʨʘʟʦʚʘʥʥʦʤ IP-ʧʘʢʝʪʝ (ʚ ʪʝʨʤʠʥʦʣʦʛʠʠ 

Cisco: "inside global"): 

- ɺ ʩʪʨʦʢʝ ʀʩʪʦʯʥʠʢ ʚ ʧʦʣʝ ʇʨʝʦʙʨʘʟʦʚʘʥʥʳʝ ʧʘʢʝʪ,r ʚʳʙʨʘʪʴ ʬʦʨʤʘʪ, ʚ 

ʢʦʪʦʨʦʤ ʙʫʜʫʪ ʫʢʘʟʳʚʘʪʴʩʷ IP-ʘʜʨʝʩʘ. ɽʩʣʠ ʘʜʨʝʩ ʚ ʛʣʦʙʘʣʴʥʦʡ ʩʝʪʠ ʩʦʚʧʘʜʘʝʪ ʩ 

ʘʜʨʝʩʦʤ ʚʥʫʪʨʠ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ, ʚʳʙʨʘʪʴ ʟʥʘʯʝʥʠʝ ʀʩʭʦʜʥʳʡ (ʪʨʘʥʩʣʷʮʠʷ ʘʜʨʝʩʘ 

ʜʣʷ ʜʘʥʥʦʛʦ ʧʦʣʷ IP-ʧʘʢʝʪʘ ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʥʝ ʙʫʜʝʪ). 
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- ɺʚʝʩʪʠ ʚʩʶ ʠʥʬʦʨʤʘʮʠʶ, ʥʝʦʙʭʦʜʠʤʫʶ ʜʣʷ ʚʳʙʨʘʥʥʦʛʦ ʬʦʨʤʘʪʘ. 

6) ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ, ʚʚʝʩʪʠ ʦʧʠʩʘʥʠʝ IP-ʘʜʨʝʩʘ(ʦʚ) ʜʣʷ ʧʦʣʷ IP Address ʚ ʠʩʭʦʜʥʦʤ 

IP-ʧʘʢʝʪʝ (ʚ ʪʝʨʤʠʥʦʣʦʛʠʠ Cisco: "outside local"): 

- ɺ ʩʪʨʦʢʝ ʇʨʠʝʤʥʠʢ ʚ ʧʦʣʝ ʀʩʭʦʜʥʳʝ ʧʘʢʝʪ,r ʚʳʙʨʘʪʴ ʬʦʨʤʘʪ, ʚ ʢʦʪʦʨʦʤ ʙʫʜʫʪ 

ʫʢʘʟʘʥʳ IP-ʘʜʨʝʩʘ. 

- ɺʚʝʩʪʠ ʚʩʶ ʠʥʬʦʨʤʘʮʠʶ, ʥʝʦʙʭʦʜʠʤʫʶ ʜʣʷ ʚʳʙʨʘʥʥʦʛʦ ʬʦʨʤʘʪʘ. 

7) ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ, ʚʚʝʩʪʠ ʦʧʠʩʘʥʠʝ IP-ʘʜʨʝʩʘ(ʦʚ) ʜʣʷ ʧʦʣʷ IP Address ʚ 

ʦʪʪʨʘʥʩʣʠʨʦʚʘʥʥʦʤ IP-ʧʘʢʝʪʝ (ʚ ʪʝʨʤʠʥʦʣʦʛʠʠ Cisco: "outside global"): 

- ɺ ʩʪʨʦʢʝ ʇʨʠʝʤʥʠʢ ʚ ʧʦʣʝ ʇʨʝʦʙʨʘʟʦʚʘʥʥʳʝ ʧʘʢʝʪ,r ʚʳʙʨʘʪʴ ʬʦʨʤʘʪ, ʚ ʢʦʪʦʨʦʤ 

ʙʫʜʫʪ ʫʢʘʟʘʥʳ IP-ʘʜʨʝʩʘ. ɽʩʣʠ ʘʜʨʝʩ ʪʨʘʥʩʣʠʨʦʚʘʪʴ ʥʝ ʥʫʞʥʦ, ʚʳʙʨʘʪʴ ʟʥʘʯʝʥʠʝ 

ʀʩʭʦʜʥʳʡ. 

- ɺʚʝʩʪʠ ʚʩʶ ʠʥʬʦʨʤʘʮʠʶ ʜʣʷ IP-ʘʜʨʝʩʦʚ, ʥʝʦʙʭʦʜʠʤʫʶ ʜʣʷ ʚʳʙʨʘʥʥʦʛʦ ʬʦʨʤʘʪʘ. 

8) ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ, ʯʪʦʙʳ ʜʘʥʥʦʝ NAT-ʇʨʘʚʠʣʦ ʧʨʠʤʝʥʷʣʦʩʴ ʪʦʣʴʢʦ ʢ ʥʝʢʦʪʦʨʳʤ 

ʪʠʧʘʤ ʪʨʘʬʠʢʘ, ʪʦ ʚ ʧʦʣʝ ʀʩʭʦʜʥʳʝ ʧʘʢʝʪ rʚ ʩʪʨʦʢʝ ʉʝʪʝʚʦʡ ʩʝʨʚʠʩ ʥʘʜʦ ʫʢʘʟʘʪʴ 

ʥʫʞʥʳʡ ʉʝʪʝʚʦʡ ʉʝʨʚʠʩ. ʇʨʠ ʵʪʦʤ ʥʘʜʦ ʫʙʝʜʠʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ ʚ ʧʦʣʝ 

ʇʨʝʦʙʨʘʟʦʚʘʥʥʳʝ ʧʘʢʝʪ r ʩʪʨʦʢʘ ʉʝʪʝʚʦʡ ʩʝʨʚʠʩ ʠʤʝʝʪ ʟʥʘʯʝʥʠʝ ʀʩʭʦʜʥʳʡ, 

ʣʠʙʦ ʚʳʙʨʘʪʴ ʚ ʢʘʯʝʩʪʚʝ ʟʥʘʯʝʥʠʷ ʢʦʥʢʨʝʪʥʳʡ ʉʝʪʝʚʦʡ ʉʝʨʚʠʩ ï ʚ ʧʦʩʣʝʜʥʝʤ 

ʩʣʫʯʘʝ ʙʫʜʝʪ ʚʢʣʶʯʝʥʘ ʪʨʘʥʩʣʷʮʠʷ ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ (ʥʘʧʨʠʤʝʨ, ʪʘʢʠʤ ʦʙʨʘʟʦʤ 

ʤʦʞʥʦ ʪʨʘʥʩʣʠʨʦʚʘʪʴ HTTP-ʪʨʘʬʠʢ ʩ ʧʦʨʪʘ TCP:80 ʥʘ ʧʦʨʪ TCP:8080 ʠ ʪ.ʧ.). 

ʉʧʠʩʦʢ ʜʦʩʪʫʧʥʳʭ ʜʣʷ ʚʳʙʦʨʘ ʉʝʪʝʚʳʭ ʉʝʨʚʠʩʦʚ ʨʝʜʘʢʪʠʨʫʝʪʩʷ ʚ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤ ʦʢʥʝ ʎʋʇ. 

9) ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʦʧʨʝʜʝʣʠʪʴ ʠʥʪʝʨʬʝʡʩ, ʯʝʨʝʟ ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ 

ʪʨʘʥʩʣʷʮʠʷ, ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʵʪʦʪ ʠʥʪʝʨʬʝʡʩ ʚ ʧʦʣʝ ʀʥʪʝʨʬʝʡʩ ʧʦʣ̫ 

ʇʨʝʦʙʨʘʟʦʚʘʥʥʳʝ ʧʘʢʝʪʳ. 

10) ʅʘʞʘʪʴ ʢʥʦʧʢʫ OK. ɺ ʪʘʙʣʠʮʝ ʧʦʷʚʠʪʩʷ ʥʦʚʦʝ NAT-ʇʨʘʚʠʣʦ. 

 
ɽʩʣʠ ʚ ʀʩʭʦʜʥʦʤ ʧʘʢʝʪʝ ʟʥʘʯʝʥʠʝ ʇʨʠʝʤʥʠʢʘ, ʀʩʪʦʯʥʠʢʘ ʠʣʠ ʉʝʨʚʠʩʘ ʚʳʙʨʘʥ ʚ 

ʟʥʘʯʝʥʠʝ ʣʶʙʦʡ, ʪʦ ʟʥʘʯʝʥʠʝ ʵʪʦʛʦ ʧʘʨʘʤʝʪʨʘ ʧʨʝʦʙʨʘʟʦʚʘʥʥʦʛʦ ʧʘʢʝʪʘ ʙʫʜʝʪ ʠʤʝʪʴ 

ʟʥʘʯʝʥʠʝ ʠʩʭʦʜʥʳʡ. 

ɽʩʣʠ ʧʨʝʦʙʨʘʟʫʝʪʩʷ ʀʩʪʦʯʥʠʢ, ʪʦ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ ʇʨʠʝʤʥʠʢ ʙʫʜʝʪ ʨʘʚʥʦ 

ʟʥʘʯʝʥʠʶ ʀʩʭʦʜʥʳʡ ʠ ʥʘʦʙʦʨʦʪ, ʧʨʝʦʙʨʘʟʦʚʳʚʘʪʴ ʦʙʘ ʧʘʨʘʤʝʪʨʘ ʥʝʣʴʟʷ. 

 ɺ ʢʘʯʝʩʪʚʝ ʇʨʠʝʤʥʠʢʘ ʠ ʀʩʪʦʯʥʠʢʘ ʤʦʛʫʪ ʙʳʪʴ ʚʳʙʨʘʥʳ ʩʫʱʝʩʪʚʫʶʱʠʝ ʦʙʲʝʢʪʳ. 
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ʇʨʠʤʝʨ: 

ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʚʳʧʦʣʥʷʝʪ NAT (ʪʦʯʥʝʝ ï NAPT) ʜʣʷ ʛʨʫʧʧʳ IP-ʭʦʩʪʦʚ, 

ʥʘʭʦʜʷʱʠʭʩʷ ʟʘ ʵʪʠʤ ʐʣʶʟʦʤ, ʩ ʘʜʨʝʩʘʤʠ 192.168.0.1...192.168.0.10. ɺ ʩʝʪʠ ʀʥʪʝʨʥʝʪ ʵʪʠ 

çʧʨʠʚʘʪʥʳʝè ʘʜʨʝʩʘ ʙʫʜʫʪ ʧʨʝʦʙʨʘʟʦʚʘʥʳ ʚ ʝʜʠʥʳʡ çʛʣʦʙʘʣʴʥʳʡè ʘʜʨʝʩ 1.1.1.1. ʊʨʘʥʩʣʷʮʠʷ 

ʘʜʨʝʩʦʚ ʜʦʣʞʥʘ ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʜʣʷ ʣʶʙʳʭ ʚʠʜʦʚ ʪʨʘʬʠʢʘ (ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ). 

ɺ ʵʪʦʤ ʩʣʫʯʘʝ, NAT-ʇʨʘʚʠʣʦ ʜʣʷ ʜʘʥʥʦʛʦ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʜʦʣʞʥʦ ʙʳʪʴ ʩʦʟʜʘʥʦ 

ʩʦ ʩʣʝʜʫʶʱʠʤʠ ʧʘʨʘʤʝʪʨʘʤʠ: 

- ʊʠʧ NAT: ɼʠʥʘʤʠʯʝʩʢʠʡ; 

- ʀʩʭʦʜʥʳʝ ʧʘʢʝʪ rʀʩʪʦʯʥʠʢ: (ɼʠʘʧʘʟʦʥ IP-ʘʜʨʝʩʦʚ) 192.168.0.1     192.168.0.10; 

- ʀʩʭʦʜʥʳʝ ʧʘʢʝʪ rʇʨʠʝʤʥʠʢ: ʃʶʙʦʡ; 

- ʀʩʭʦʜʥʳʝ ʧʘʢʝʪ rʉʝʪʝʚʦʡ ʩʝʨʚʠʩ: ʃʶʙʦʡ; 

- ʇʨʝʦʙʨʘʟʦʚʘʥʥʳʝ ʧʘʢʝʪ rʀʩʪʦʯʥʠʢ: (IP-ʘʜʨʝʩ) 1.1.1.1; 

- ʇʨʝʦʙʨʘʟʦʚʘʥʥʳʝ ʧʘʢʝʪ rʇʨʠʝʤʥʠʢ: ʀʩʭʦʜʥʳʡ; 

- ʇʨʝʦʙʨʘʟʦʚʘʥʥʳʡ ʧʘʢʝʪ ʉʝʪʝʚʦʡ ʩʝʨʚʠʩ: ʀʩʭʦʜʥʳʡ; 

- ʇʨʝʦʙʨʘʟʦʚʘʥʥʳʡ ʧʘʢʝʪ ʀʥʪʝʨʬʝʡʩ: ɸʚʪʦ. 

8.1.1.4. ɸʚʪʦʤʘʪʠʯʝʩʢʦʝ ʦʙʥʦʚʣʝʥʠʝ ɸʛʝʥʪʦʚ 

ɸʛʝʥʪ r ʧʦʜʜʝʨʞʠʚʘʶʪ ʧʨʦʮʝʜʫʨʫ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʦʙʥʦʚʣʝʥʠʷ, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ 

ʩʢʘʯʠʚʘʪʴ ʠ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʥʦʚʳʝ ʚʝʨʩʠʠ ʧʨʦʜʫʢʪʘ. ʂʦʥʬʠʛʫʨʠʨʦʚʘʥʠʝ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ 

ʦʙʥʦʚʣʝʥʠʷ ʤʦʞʝʪ ʚʳʧʦʣʥʷʪʴʩʷ ʢʘʢ ʯʝʨʝʟ ʣʦʢʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ ɸʛʝʥʪʘ, ʪʘʢ ʠ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦ 

ï ʯʝʨʝʟ ɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝ, ʢʦʛʜʘ ʥʘʩʪʨʦʡʢʠ ʫʢʘʟʳʚʘʶʪʩʷ ʚ ʃʇɹ ɸʛʝʥʪʘ. 

ʇʨʠ ʚʢʣʶʯʝʥʠʠ ʨʝʞʠʤʘ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʦʙʥʦʚʣʝʥʠʷ ɸʛʝʥʪ ʙʫʜʝʪ ʧʝʨʠʦʜʠʯʝʩʢʠ 

ʩʚʷʟʳʚʘʪʴʩʷ ʩ ʫʢʘʟʘʥʥʳʤ ʩʝʨʚʝʨʦʤ, ʩʦʜʝʨʞʘʱʠʤ ʦʙʥʦʚʣʝʥʠʷ (ʜʘʥʥʳʡ ʩʝʨʚʝʨ ʤʦʞʝʪ 

ʨʘʩʧʦʣʘʛʘʪʴʩʷ ʚ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʠʣʠ ʚ ʩʝʪʠ ʀʥʪʝʨʥʝʪ). ɽʩʣʠ ʥʘ ʩʝʨʚʝʨʝ ʚʳʣʦʞʝʥʘ ʩʚʝʞʘʷ ʚʝʨʩʠʷ 

ʧʨʦʜʫʢʪʘ, ʪʦ ʙʫʜʝʪ ʟʘʧʫʱʝʥ ʧʨʦʮʝʩʩ ʦʙʥʦʚʣʝʥʠʷ (ʩʢʘʯʠʚʘʥʠʝ ʬʘʡʣʘ ʦʙʥʦʚʣʝʥʠʷ, ʜʝʠʥʩʪʘʣʣʷʮʠʷ 

ʪʝʢʫʱʝʡ ʚʝʨʩʠʠ ʠ ʠʥʩʪʘʣʣʷʮʠʷ ʥʦʚʦʡ, ʩ ʩʦʭʨʘʥʝʥʠʝʤ ʚʩʝʡ ʠʥʬʦʨʤʘʮʠʠ ʦ ʥʘʩʪʨʦʡʢʘʭ, 

ʩʝʨʪʠʬʠʢʘʪʘʭ ʠ ʪ.ʧ.). 

ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʥʘʩʪʨʦʝʢ ʚ ʃʇɹ ɸʛʝʥʪʘ, ʧʨʦʮʝʩʩʳ ʩʢʘʯʠʚʘʥʠʷ ʠ ʠʥʩʪʘʣʣʷʮʠʠ 

ʦʙʥʦʚʣʝʥʠʡ ʤʦʛʫʪ ʚʳʧʦʣʥʷʪʴʩʷ ʣʠʙʦ ʧʦʣʥʦʩʪʴʶ ʘʚʪʦʤʘʪʠʯʝʩʢʠ, ʣʠʙʦ ʧʦ ʢʦʤʘʥʜʝ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʂʨʦʤʝ ʪʦʛʦ, ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʠʥʩʪʘʣʣʷʮʠʷ ʦʙʥʦʚʣʝʥʠʡ ʧʦ ʨʘʩʧʠʩʘʥʠʶ. 

 
ʆʙʨʘʱʝʥʠʝ ʢ ʩʝʨʚʝʨʫ ʦʙʥʦʚʣʝʥʠʡ ʧʨʦʠʟʚʦʜʠʪʩʷ ʧʦ ʦʪʢʨʳʪʦʤʫ ʧʨʦʪʦʢʦʣʫ HTTP. ʇʨʠ 

ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʟʘʱʠʪʳ ʜʘʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ ʤʦʞʥʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʰʪʘʪʥʳʤʠ 

ʩʨʝʜʩʪʚʘʤʠ ʧʨʦʜʫʢʪʦʚ ʇʂ çVPN/FW çɿɸʉʊɸɺɸè(ʩʦʟʜʘʪʴ ʚ ʎʋʇ ʧʨʘʚʠʣʦ ʜʣʷ 

ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ ʤʝʞʜʫ ʜʘʥʥʳʤ ɸʛʝʥʪʦʤ ʠ ʩʝʨʚʝʨʦʤ ʦʙʥʦʚʣʝʥʠʷ). 

ɼʣʷ ʥʘʩʪʨʦʡʢʠ ʘʚʪʦʤʘʪʠʯʝʩʢʠʭ ʦʙʥʦʚʣʝʥʠʷ ʦʙʲʝʢʪʘ ʩ ɸʛʝʥʪʦʤ ʯʝʨʝʟ ʎʋʇ ʦʪʢʨʳʪʴ 

ʩʚʦʡʩʪʚʘ ʜʘʥʥʦʛʦ ʦʙʲʝʢʪʘ ʠ ʚʳʙʨʘʪʴ ʟʘʢʣʘʜʢʫ ɸʚʪʦʤʘʪʠʯʝʩʢʦʝ ʦʙʥʦʚʣʝʥʠʝ (ʩʤ. ʈʠʩʫʥʦʢ 63). 
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ʈʠʩʫʥʦʢ 63 - ʂʦʥʬʠʛʫʨʠʨʦʚʘʥʠʝ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʦʙʥʦʚʣʝʥʠʷ 

ɼʣʷ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʦʙʥʦʚʣʝʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʦʪʤʝʪʠʪʴ ʥʫʞʥʳʝ 

ʧʘʨʘʤʝʪʨʳ ʚ ʟʘʢʣʘʜʢʝ ɸʚʪʦʤʘʪʠʯʝʩʢʠʝ ʦʙʥʦʚʣʝʥʠʷ (ʩʤ. ʊʘʙʣʠʮʘ 25). 

ʊʘʙʣʠʮʘ 25 ï ʆʧʠʩʘʥʠʝ ʵʣʝʤʝʥʪʦʚ ʠʥʪʝʨʬʝʡʩʘ 

ʕʣʝʤʝʥʪ ʆʧʠʩʘʥʠʝ 

ɺʳʧʘʜʘʶʱʠʡ ʩʧʠʩʦʢ 

ʊʠʧ ʆʙʥʦʚʣʝʥʠʷ 

ɺʢʣʶʯʝʥʠʝ ʚ ʃʇɹ ʆʙʲʝʢʪʘ (ɸʛʝʥʪ) ʠʥʬʦʨʤʘʮʠʠ ʦ ʥʘʩʪʨʦʡʢʘʭ 

ʧʨʦʮʝʜʫʨʳ ʦʙʥʦʚʣʝʥʠʷʭ. 

ʈʝʞʠʤ ʦʙʥʦʚʣʝʥʠʷ ʈʝʞʠʤ ʩʢʘʯʠʚʘʥʠʷ ʠ ʠʥʩʪʘʣʣʷʮʠʠ ʦʙʥʦʚʣʝʥʠʡ (ʯʝʪʳʨʝ ʚʘʨʠʘʥʪʘ). 

ɻʨʫʧʧʘ ʵʣʝʤʝʥʪʦʚ 

ʉʝʨʚʝʨʳ ʦʙʥʦʚʣʝʥʠʷ 

ʉʪʘʥʜʘʨʪʥʳʝ ʵʣʝʤʝʥʪʳ ʫʧʨʘʚʣʝʥʠʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ 

ʧʨʘʚʠʣ (ʩʤ. ʧ. 8.1.1.2 ʠ ʧ. 8.9.4.7). 
 

 
ɼʣʷ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʥʘʩʪʨʦʡʢʘʤʠ ʘʚʪʦʦʙʥʦʚʣʝʥʠʡ (ʯʝʨʝʟ ʎʋʇ) 

ʥʝʦʙʭʦʜʠʤʦ ʥʘ ʩʘʤʦʤ ɸʛʝʥʪʝ ʚʢʣʶʯʠʪʴ ʨʝʞʠʤ Local Security Policy (ʚ ʦʢʥʝ ʅʘʩʪʨʦʡʢʠ 

- > ʅʘʩʪʨʦʡʢʠ ʆʙʥʦʚʣʝʥʠʷ). ɺ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʠʥʬʦʨʤʘʮʠʷ ʦ ʥʘʩʪʨʦʡʢʘʭ ʦʙʥʦʚʣʝʥʠʡ 

ʚ ʃʇɹ ʙʫʜʝʪ ʠʛʥʦʨʠʨʦʚʘʪʴʩʷ ɸʛʝʥʪʦʤ. 

 
ɹʦʣʝʝ ʧʦʜʨʦʙʥʦʝ ʦʧʠʩʘʥʠʝ ʧʨʦʮʝʜʫʨʳ ʩʦʟʜʘʥʠʷ ʠ ʥʘʩʪʨʦʡʢʠ ʩʝʨʚʝʨʘ ʦʙʥʦʚʣʝʥʠʡ ʜʣʷ 

ʧʨʦʮʝʜʫʨʳ ʘʚʪʦʦʙʥʦʚʣʝʥʠʷ ʧʨʝʜʩʪʘʚʣʝʥʦ ʚ ʧʨʠʣʦʞʝʥʠʠ (ʩʤ. ʇʨʠʣʦʞʝʥʠʝ 2. ʅʘʩʪʨʦʡʢʘ 

ʩʝʨʚʝʨʘ ʦʙʥʦʚʣʝʥʠʡ). 

 

8.1.2. ʆʙʲʝʢʪʳ ʐʣʶʟʦʚ ɹʝʟʦʧʘʩʥʦʩʪʠ 

ɸʛʝʥʪʳ ʪʠʧʘ çʐʣʶʟʳ ɹʝʟʦʧʘʩʥʦʩʪʠè ʟʘʱʠʱʘʶʪ ʜʘʥʥʳʡ ʩʝʛʤʝʥʪ ʩʝʪʠ. ɺʝʩʴ ʚʭʦʜʷʱʠʡ 

ʠ ʠʩʭʦʜʷʱʠʡ ʪʨʘʬʠʢ ʜʦʣʞʝʥ ʩʥʘʯʘʣʘ ʧʨʦʡʪʠ ʯʝʨʝʟ ʐʣʶʟ, ʢʦʪʦʨʳʡ ʦʙʝʩʧʝʯʠʚʘʝʪ ɹʝʟʦʧʘʩʥʦʩʪʴ 

ʪʨʘʬʠʢʘ ʩ ʧʦʤʦʱʴʶ ʇʦʣʠʪʠʢʠ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ɹʝʟʦʧʘʩʥʦʩʪʠ. 

ʐʣʶʟ ʦʙʨʘʙʘʪʳʚʘʝʪ ʪʨʘʬʠʢ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ɻʇɹ ʠ ʧʨʠʥʠʤʘʝʪ ʨʝʰʝʥʠʝ ʧʨʦʧʫʩʪʠʪʴ ʝʛʦ ʠʣʠ 



109 

ʄʂɽʖ.00631-01 32 01 

  

ʙʣʦʢʠʨʦʚʘʪʴ, (ʠʣʠ ʞʝ ʧʨʦʧʫʩʪʠʪʴ ʪʨʘʬʠʢ, ʧʨʠʥʷʚ ʤʝʨʳ ɹʝʟʦʧʘʩʥʦʩʪʠ) ʩʦʛʣʘʩʥʦ ʩ ʚʳʙʨʘʥʥʦʡ 

ʇʦʣʠʪʠʢʦʡ. ʋ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʜʦʣʞʥʦ ʙʳʪʴ, ʧʦ ʤʝʥʴʰʝʡ ʤʝʨʝ, ʜʚʘ ʠʥʪʝʨʬʝʡʩʘ. 

ʇʨʠʤʝʨʘʤʠ ʐʣʶʟʦʚ ɹʝʟʦʧʘʩʥʦʩʪʠ ʤʦʛʫʪ ʩʣʫʞʠʪʴ ɿɸʉʊɸɺɸ-ʆʬʠʩ, ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ Cisco, 

Cisco PIX Firewalls. 

8.1.2.1. ʉʦʟʜʘʥʠʝ ʆʙʲʝʢʪʦʚ ʐʣʶʟʦʚ ɹʝʟʦʧʘʩʥʦʩʪʠ 

ʕʪʦʪ ʧʫʥʢʪ ʩʦʜʝʨʞʠʪ ʠʥʩʪʨʫʢʮʠʶ ʧʦ ʩʦʟʜʘʥʠʶ ʆʙʲʝʢʪʦʚ ʐʣʶʟʦʚ ɹʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ 

ʥʝʩʢʦʣʴʢʠʭ ʨʘʟʣʠʯʥʳʭ ʪʠʧʦʚ ɸʛʝʥʪʦʚ ʐʣʶʟʦʚ. ʇʦʩʢʦʣʴʢʫ ʩʦʟʜʘʥʠʝ ʠ ʧʣʘʥʠʨʦʚʘʥʠʝ 

ʢʦʥʬʠʛʫʨʘʮʠʠ ʐʣʶʟʦʚ ɹʝʟʦʧʘʩʥʦʩʪʠ ʷʚʣʷʝʪʩʷ ʦʜʥʠʤ ʠʟ ʩʘʤʳʭ ʚʘʞʥʳʭ ʠ ʢʦʤʧʣʝʢʩʥʳʭ 

ʘʩʧʝʢʪʦʚ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ ʎʋʇ, ʩʦʟʜʘʥʠʝ ʆʙʲʝʢʪʦʚ ʐʣʶʟʦʚ ɹʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʝʪ ʜʝʪʘʣʴʥʦ 

ʨʘʩʩʤʦʪʨʝʥʦ ʥʠʞʝ. 

ɼʘʣʴʥʝʡʰʠʝ ʩʚʝʜʝʥʠʷ ʦ ʧʘʨʘʤʝʪʨʘʭ ʐʣʶʟʦʚ ɹʝʟʦʧʘʩʥʦʩʪʠ ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʧ. 8.1.2.7. 

8.1.2.2. ɿɸʉʊɸɺɸ-ʆʬʠʩ 

ʋʩʪʘʥʦʚʠʪʴ ʢʫʨʩʦʨ ʚ ʩʝʢʮʠʠ ʊʦʧʦʣʦʛʠʷ ʠʣʠ ʚʳʙʨʘʪʴ ʚʢʣʘʜʢʫ ʉʝʪʝʚʳʝ ʆʙʲʝʢʪʳ ʚ 

ʩʝʢʮʠʠ ʆʙʲʝʢʪʳ ʧʦʣʠʪʠʢʠ, ʠʩʧʦʣʴʟʫʷ ʢʦʥʪʝʢʩʪʥʫʶ ʢʦʤʘʥʜʫ ɼʦʙʘʚʠʪʴ- >ʐʣʶʟ 

ɹʝʟʦʧʘʩʥʦʩʪʠ. ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɺʳʙʦʨ ɼʝʩʢʨʠʧʪʦʨʘ ɸʛʝʥʪʘ (ʩʤ. ʈʠʩʫʥʦʢ 64). 
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ʈʠʩʫʥʦʢ 64 ï ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʚʳʙʦʨ ʜʝʩʢʨʠʧʪʦʨʘ ɸʛʝʥʪʘ 

ʐʘʛ 1: ʆʙʱʠʝ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ 

ʋʢʘʟʘʪʴ ʦʙʱʠʝ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʆʙʲʝʢʪʘ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1) ʋʢʘʟʘʪʴ ʧʨʦʠʟʚʦʜʠʪʝʣʷ ʠ ʚʝʨʩʠʶ ɸʛʝʥʪʘ, ʢʦʪʦʨʦʛʦ ʙʫʜʝʪ ʧʨʝʜʩʪʘʚʣʷʪʴ ʵʪʦʪ ʐʣʶʟ 

ɹʝʟʦʧʘʩʥʦʩʪʠ ʚ ʦʢʥʝ ɺʳʙʦʨ ɼʝʩʢʨʠʧʪʦʨʘ ɸʛʝʥʪʘ. 

2) ʅʘ ʟʘʢʣʘʜʢʝ ʆʙʱʝʝ ʚʚʝʩʪʠ ʀʤ ̫ʦʙʲʝʢʪʘ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ. 

3) ɺ ʩʪʨʦʢʝ ɸʜʨʝʩ ɸʛʝʥʪʘ ʥʘʙʨʘʪʴ IP-ʘʜʨʝʩ ʐʣʶʟʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʧʨʝʜʩʪʘʚʣʷʪʴ ʵʪʦʪ 

ʆʙʲʝʢʪ. ʀʤʝʥʥʦ ʥʘ ʵʪʦʪ ʘʜʨʝʩ ʎʋʇ ʙʫʜʝʪ ʦʪʧʨʘʚʣʷʪʴ ʃʇɹ ʜʣʷ ʜʘʥʥʦʛʦ ʆʙʲʝʢʪʘ.  

4) ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʩʦʟʜʘʪʴ ʥʝʫʧʨʘʚʣʷʝʤʳʡ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʥʘʜʦ ʫʙʨʘʪʴ 

ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ʋʧʨʘʚʣʷʝʤʳʡ. 

5) ɺʳʙʨʘʪʴ ʜʦʤʝʥ, ʚ ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʚʭʦʜʠʪʴ ʜʘʥʥʳʡ ʦʙʲʝʢʪ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ.  
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6) ɽʩʣʠ ʩʦʟʜʘʚʘʝʤʳʡ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʷʚʣʷʝʪʩʷ ʢʣʘʩʪʝʨʦʤ, ʪʦ ʦʪʤʝʪʠʪʴ ʬʣʘʛ ʕʪʦʪ 

ʦʙʲʝʢʪ ï ʢʣʘʩʪʝʨ. 

ʐʘʛ 2: ʊʦʧʦʣʦʛʠʷ 

ɺʳʙʨʘʪʴ ʟʘʢʣʘʜʢʫ ʊʦʧʦʣʦʛʠʷ, ʯʪʦʙʳ ʚʚʝʩʪʠ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʠʥʪʝʨʬʝʡʩʘʭ ʐʣʶʟʘ 

ɹʝʟʦʧʘʩʥʦʩʪʠ. 

ʋʢʘʟʘʪʴ ʧʘʨʘʤʝʪʨʳ ʪʦʧʦʣʦʛʠʠ ʆʙʲʝʢʪʘ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1) ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠ ʚʚʝʩʪʠ ʣʦʛʠʯʝʩʢʦʝ ʠʤʷ ʠ IP-ʘʜʨʝʩ ʧʝʨʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ 

ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ. ʊʘʢʠʤ ʞʝ ʦʙʨʘʟʦʤ ʫʢʘʟʘʪʴ ʜʘʥʥʳʝ ʜʣʷ ʚʩʝʭ ʠʥʪʝʨʬʝʡʩʦʚ. 

ʄʦʞʥʦ ʫʢʘʟʳʚʘʪʴ ʥʝʩʢʦʣʴʢʦ IP-ʘʜʨʝʩʦʚ ʜʣʷ ʦʜʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ, ʜʣʷ ʵʪʦʛʦ ʥʘʜʦ 

çʩʦʟʜʘʪʴè ʠʥʪʝʨʬʝʡʩ ʩ ʪʝʤ ʞʝ ʣʦʛʠʯʝʩʢʠʤ ʠʤʝʥʝʤ.  

2) ɽʩʣʠ IP-ʘʜʨʝʩ ʜʘʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʥʘʭʦʜʠʪʩʷ ʚ ʧʨʝʜʝʣʘʭ ɿʦʥʳ, ʵʪʘ ɿʦʥʘ 

ʦʪʦʙʨʘʟʠʪʩʷ ʚ ʢʦʣʦʥʢʝ ɿʦʥʘ ʪʘʙʣʠʮʳ ʀʥʪʝʨʬʝʡʩʳ, ʠʥʘʯʝ ʪʘʤ ʧʦʷʚʠʪʩʷ ʟʥʘʯʝʥʠʝ 

Auto ʠ ɿʦʥʘ ʙʫʜʝʪ ʩʦʟʜʘʥʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠ. ʇʨʠ ʜʦʙʘʚʣʝʥʠʠ IP-ʠʥʪʝʨʬʝʡʩʘ, 

ʥʘʭʦʜʷʱʝʛʦʩʷ ʚ ʟʦʥʝ Internet , ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʥʫʞʥʳʡ ʧʘʨʘʤʝʪʨ ɿʦʥʘ 

ʀʥʪʝʨʥʝʪ ʠʟ ʩʧʠʩʢʘ ʇʨʠʚʷʟʢʘ ʢ ʟʦʥʝ:, ʵʪʘ ɿʦʥʘ ʦʪʦʙʨʘʟʠʪʩʷ ʚ ʢʦʣʦʥʢʝ ɿʦʥʘ 

ʪʘʙʣʠʮʳ ʀʥʪʝʨʬʝʡʩʳ. 

3) ɽʩʣʠ ʜʘʥʥʳʡ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʢʘʢ ʧʨʦʤʝʞʫʪʦʯʥʳʡ, ʪʦ 

ʥʝʦʙʭʦʜʠʤʦ ʫʩʪʘʥʦʚʠʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ɺʢʣʶʯʠʪʴ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʝ 

ʥʝʟʘʱʠʱʝʥʥʦʛʦ ʪʨʘʬʠʢʘ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʙʫʜʫʪ ʩʪʨʘʥʣʠʨʦʚʘʥʳ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ 

ʬʠʣʴʪʨʳ ʜʣʷ ʧʨʦʧʫʩʢʘ ike ʪʨʘʬʠʢʘ ʯʝʨʝʟ ʧʨʦʤʝʟʫʪʦʯʥʳʡ ʛʝʡʪ, ʠʥʘʯʝ ʧʦʣʠʪʠʢʘ ʥʝ 

ʙʫʜʪ ʩʪʨʘʥʣʠʨʦʚʘʥʘ. ɽʩʣʠ ʚʩʝ ʰʣʶʟʳ ʧʦ ʪʨʘʩʩʝ ʥʘʭʦʜʷʪʩʷ ʚ ʨʘʟʥʳʭ ʜʦʤʝʥʘʭ, ʪʦ 

ʦʪʤʝʪʢʫ ʩʪʘʚʠʪʴ ʥʝ ʦʙʷʟʘʪʝʣʴʥʦ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʥʘ ʛʨʘʥʠʮʝ ʜʦʤʝʥʘ ʙʫʜʝʪ 

ʚʳʧʦʣʥʷʪʩʷ ʧʝʨʝʰʠʬʨʘʮʠʷ ʪʨʘʬʠʢʘ. 

ʐʘʛ 3: ʄʝʩʪʦʧʦʣʦʞʝʥʠʝ 

ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ ʄʝʩʪʦʧʦʣʦʞʝʥʠʝ, ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʦʧʮʠʠ ʄʝʩʪʦʧʦʣʦʞʝʥʠʝ 

ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1) ɺ ʧʦʣʝ ʂʦʦʨʜʠʥʘʪʳ ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʛʝʦʛʨʘʬʠʯʝʩʢʠʝ ʢʦʦʨʜʠʥʘʪʳ ʐʣʶʟʘ 

ɹʝʟʦʧʘʩʥʦʩʪʠ. ʂʦʦʨʜʠʥʘʪʳ ʤʦʞʥʦ ʚʚʝʩʪʠ ʚʨʫʯʥʫʶ ʠʣʠ ʧʨʠʩʚʦʠʪʴ ʠʭ ʐʣʶʟʫ 

ɹʝʟʦʧʘʩʥʦʩʪʠ, ʚʳʙʨʘʚ ʢʥʦʧʢʫ ʋʢʘʟʘʪʴ ʢʦʦʨʜʠʥʘʪʳ. 

2) ɽʩʣʠ ʠʟʚʝʩʪʝʥ ʘʜʨʝʩ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʝʛʦ ʤʦʞʥʦ ʥʘʡʪʠ ʩ ʧʦʤʦʱʴʶ ʧʦʣʷ ʅʘʡʪʠ. 

3) ʇʦʩʣʝ ʦʧʨʝʜʝʣʝʥʠʷ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɻʦʪʦʚʦ. 
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ɽʩʣʠ ʢʦʦʨʜʠʥʘʪʳ ʥʝ ʫʢʘʟʘʥʳ, ʪʦ ʧʦʣʝ ʂʦʦʨʜʠʥʘʪʳ ʠʤʝʝʪ ʟʥʘʯʝʥʠʝ ç-è. 

ʐʘʛ 4: ɺʠʨʪʫʘʣʴʥʘʷ ʯʘʩʪʥʘʷ ʩʝʪʴ 

ɺ ʟʘʢʣʘʜʢʝ ɺʏʉ ʥʘʩʪʨʦʠʪʴ ʦʧʮʠʠ ɺʏʉ: 

1) ʇʝʨʝʡʪʠ ʥʘ ʚʣʦʞʝʥʥʫʶ ʟʘʢʣʘʜʢʫ ʆʙʱʝʝ. 

- ɽʩʣʠ ʥʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʠ, ʯʪʦʙʳ ʐʣʶʟ ʠʩʧʦʣʴʟʦʚʘʣ ʧʨʦʪʦʢʦʣʳ IKE ʠ IPsec, ʥʘʜʦ 

ʫʙʨʘʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ɺʢʣʶʯʠʪʴ IKE/IPsec ʦʙʨʘʙʦʪʢʫ, ʢʦʪʦʨʘʷ ʫʩʪʘʥʦʚʣʝʥʘ ʧʦ 

ʫʤʦʣʯʘʥʠʶ. ɺ ʧ. 8.1.2.7 ʤʦʞʥʦ ʥʘʡʪʠ ʧʨʠʤʝʨ, ʢʦʛʜʘ ʪʨʝʙʫʝʪʩʷ ʦʪʤʝʥʘ ʵʪʦʡ 

ʬʫʥʢʮʠʠ. ɺ ʧʦʣʝ IKE ʧʦʨʪ ʤʦʞʥʦ ʠʟʤʝʥʠʪʴ ʧʦʨʪ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ 

ʐʣʶʟʦʤ. ɺ ʧʦʣʝ IKE -NAT-T ʤʦʞʥʦ ʠʟʤʝʥʠʪʴ ʧʦʨʪ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʐʣʁ ʟʦʤ ʜʣʷ 

ʨʘʙʦʪʳ ʧʨʦʪʦʢʦʣʘ IKE-NAT-Traversal. 

- ʋʩʪʘʥʦʚʠʪʴ IP-ʘʜʨʝʩ ʐʣʶʟʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʢʘʢ ʪʫʥʥʝʣʴʥʳʡ. ɽʩʣʠ 

ʪʫʥʥʝʣʴʥʳʡ ʘʜʨʝʩ ʷʚʣʷʝʪʩʷ ʜʝʡʩʪʚʠʪʝʣʴʥʳʤ IP-ʘʜʨʝʩʦʤ ʐʣʶʟʘ, ʚʳʙʨʘʪʴ ʠʟ ʩʧʠʩʢʘ 

ʦʜʠʥ ʠʟ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ IP-ʘʜʨʝʩʦʚ ʠʥʪʝʨʬʝʡʩʘ, ʠʣʠ ʦʩʪʘʚʠʪʴ ʫʩʪʘʥʦʚʣʝʥʥʦʝ 

ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ɸʚʪʦ.  

- ʆʪʤʝʪʠʪʴ ʪʠʧʳ ʪʨʘʬʠʢʘ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʧʨʦʧʫʩʢʘʪʴʩʷ ʐʣʶʟʦʤ ʙʝʟ ʧʨʦʚʝʨʢʠ ʷʚʥʳʭ 

ʇʨʘʚʠʣ ʃʇɹ ʚ ʩʧʠʩʢʝ ʇʨʦʧʫʩʢ ʪʨʘʬʠʢʘ.  

2) ʇʝʨʝʡʪʠ ʥʘ ʚʣʦʞʝʥʥʫʶ ʟʘʢʣʘʜʢʫ ʉʝʨʪʠʬʠʢʘʪʳ ʠ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʩʝʨʪʠʬʠʢʘʪʳ, 

ʝʩʣʠ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʝʨʪʠʬʠʢʘʪʳ (ʩʤ. ʈʠʩʫʥʦʢ 65). 

 

ʈʠʩʫʥʦʢ 65 ï ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʟʘʢʣʘʜʢʘ ɺʏʉ, ʚʣʦʞʝʥʥʘʷ ʟʘʢʣʘʜʢʘ ʉʝʨʪʠʬʠʢʘʪʳ 
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ɿʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʩʝʨʪʠʬʠʢʘʪʳ ʤʦʞʥʦ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

- ʏʪʦʙʳ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʩʝʨʪʠʬʠʢʘʪ ʥʘʜʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠ ʚʚʝʩʪʠ 

ʥʝʦʙʭʦʜʠʤʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʝʨʪʠʬʠʢʘʪʝ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ. ʕʪʠ ʜʘʥʥʳʝ 

ʜʦʣʞʥʳ ʧʦʣʥʦʩʪʴʶ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʜʘʥʥʳʤ ʬʘʢʪʠʯʝʩʢʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ; ʠ ʵʪʦʪ 

ʩʝʨʪʠʬʠʢʘʪ ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥ ʚ ɿɸʉʊɸɺɸ-ʆʬʠʩ, ʢʦʪʦʨʳʡ 

ʧʨʝʜʩʪʘʚʣʷʝʪ ʜʘʥʥʳʡ ʐʣʶʟ (ʧʦʜʨʦʙʥʝʝ ʦ ʩʧʦʩʦʙʘʭ ʨʝʛʠʩʪʨʘʮʠʠ ʩʝʨʪʠʬʠʢʘʪʦʚ 

ʩʤ. ʧ. 8.1.1.1).  

- ɽʩʣʠ ɿɸʉʊɸɺɸ-ʆʬʠʩ, ʧʨʝʜʩʪʘʚʣʷʝʤʳʡ ʜʘʥʥʳʤ ʐʣʶʟʦʤ ɹʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʝʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʧʠʩʦʢ ʦʪʦʟʚʘʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ (ʉʆʉ) ʯʪʦʙʳ ʧʦʜʪʚʝʨʞʜʘʪʴ 

ʩʝʨʪʠʬʠʢʘʪʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʧʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ʆʙʨʘʙʦʪʢʘ ʉʆʉ. 

- ɺʳʙʨʘʪʴ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ LDAP ʩʝʨʚʝʨʦʚ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʩʢʘʯʘʪʴ 

ʩʝʨʪʠʬʠʢʘʪʳ ʠ ʉʆʉ, ʢʦʪʦʨʳʝ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ɿɸʉʊɸɺɸ-ʆʬʠʩ. 

 
ʉʤ. ʄʂɽʖ.00631-01 32 02 çʇʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʣʝʢʩ çVPN/FW çɿɸʉʊɸɺɸ-

ʋʧʨʘʚʣʝʥʠʝè, ʚʝʨʩʠʷ 6 ʂʉ3, ʠʩʧʦʣʥʝʥʠʝ ZM-WS64-Vʆ-03. ʇʆ çɿɸʉʊɸɺɸ-ʆʬʠʩè. 

ʈʫʢʦʚʦʜʩʪʚʦ ʩʠʩʪʝʤʥʦʛʦ ʧʨʦʛʨʘʤʤʠʩʪʘè. 

3) ɽʩʣʠ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʳʝ 

ʢʣʶʯʠ, ʪʦ ʩʣʝʜʫʝʪ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʳʝ ʢʣʶʯʠ ʥʘ 

ʟʘʢʣʘʜʢʝ ʇʨʝʜʦʧʨʝʜʝʣʝʥʥʳʝ ʢʣʶʯʠ. ʕʪʦ ʤʦʞʥʦ ʩʜʝʣʘʪʴ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

- ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ ʇʨʝʜʦʧʨʝʣʜʝʣʝʥʥr ʝ ʢʣʶʯʠ, ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠ 

ʚʚʝʩʪʠ ʥʝʦʙʭʦʜʠʤʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʦʤ ʢʣʶʯʝ (ʦʥ 

ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥ ʚ ʜʝʡʩʪʚʫʶʱʝʤ ɿɸʉʊɸɺɸ-ʆʬʠʩ, ʢʦʪʦʨʳʡ 

ʧʨʝʜʩʪʘʚʣʷʝʪ ʜʘʥʥʳʡ ʆʙʲʝʢʪ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ). ɺʳʧʦʣʥʠʪ ɹʜʝʡʩʪʚʠʷ, ʯʪʦʙʳ 

ʚʚʝʩʪʠ ʜʘʥʥʳʝ ʦ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʳʭ ʢʣʶʯʘʭ, 

ʠʩʧʦʣʴʟʫʝʤʳʭ ʐʣʶʟʦʤ ɹʝʟʦʧʘʩʥʦʩʪʠ. 

- ɺʚʝʩʪʠ ʀʤʷ ʢʣʶʯʘ. ʕʪʦ ʠʤʷ ʜʦʣʞʥʦ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʠʤʝʥʠ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ 

ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʢʣʶʯʘ ʚ ɿɸʉʊɸɺɸ-ʆʬʠʩ, ʢʦʪʦʨʳʡ ʧʨʝʜʩʪʘʚʣʷʝʪ ʜʘʥʥʳʡ ʐʣʶʟ 

ɹʝʟʦʧʘʩʥʦʩʪʠ. 

- ʇʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ʋʧʨʘʚʣʷʝʤʳʡ (ʝʩʣʠ ɸʛʝʥʪ r ʧʦʜʜʝʨʞʠʚʘʶʪ 

ʫʧʨʘʚʣʝʥʠʝ ʟʥʘʯʝʥʠʝʤ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʳʭ ʢʣʶʯʝʡ). 

- ʀʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʇʘʨʪʥʝʨ ʚʳʙʨʘʪʴ ʧʘʨʪʥʝʨʘ ʧʦ ʩʚʷʟʠ ʩʦʚʤʝʩʪʥʦ, ʩ 

ʢʦʪʦʨʳʤ ʜʘʥʥʳʡ ʆʙʲʝʢʪ ʇʦʣʠʪʠʢʠ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʦʪ ʢʣʶʯ. 

- ɺʳʙʨʘʪʴ ʩʧʦʩʦʙ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʣʦʢʘʣʴʥʦʛʦ ʢʣʶʯʘ ʠʟ ʧʝʨʚʦʛʦ ʩʧʠʩʢʘ ʊʠʧ ID 

ʢʣʶʯʘ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʧʘʨʪʥʝʨ ʧʦ ʩʚʷʟʠ ʩʤʦʞʝʪ ʫʙʝʜʠʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ ʜʘʥʥʳʡ 

ʢʣʶʯ ʷʚʣʷʝʪʩʷ ʇʨʘʚʠʣʴʥʳʤ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ 
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ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʢʣʶʯʘ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʥ ʧʝʨʚʠʯʥʳʡ IP-ʘʜʨʝʩ ɿɸʉʊɸɺɸ-ʆʬʠʩ. 

ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʥʝ ʪʨʝʙʫʝʪʩʷ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʩʚʝʜʝʥʠʡ. ʃʦʢʘʣʴʥʳʡ 

ʢʣʶʯ ʪʘʢʞʝ ʤʦʞʝʪ ʙʳʪʴ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥ ʩ ʧʦʤʦʱʴʶ ʜʨʫʛʦʛʦ IP-ʘʜʨʝʩʘ, ʩʝʨʚʠʩʘ 

DNS, ʢʣʶʯʘ ID ʠʣʠ ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʦʛʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ. ɺ ʪʘʢʦʤ ʩʣʫʯʘʝ 

ʚʳʙʨʘʪʴ ʪʠʧ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʢʣʶʯʘ ʠʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʠ ʚʚʝʩʪʠ ʟʥʘʯʝʥʠʝ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʚ ʩʪʨʦʢʝ ɿʥʘʯʝʥʠʝ ID ʢʣʶʯʘ. 

- ɺʳʙʨʘʪʴ ʩʧʦʩʦʙ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʢʣʶʯʘ ʩʝʪʝʚʦʛʦ ʫʟʣʘ ʠʟ ʚʪʦʨʦʛʦ ʩʧʠʩʢʘ ʊʠʧ ID 

ʢʣʶʯʘ. ʕʪʦ ʧʦʟʚʦʣʠʪ ɿɸʉʊɸɺɸ-ʆʬʠʩ ʫʙʝʜʠʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ ʜʘʥʥʳʡ ʢʣʶʯ ʷʚʣʷʝʪʩʷ 

ʇʨʘʚʠʣʴʥʳʤ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ 

ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʢʣʶʯʘ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʥ ʧʝʨʚʠʯʥʳʡ IP-ʘʜʨʝʩ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʥʝ 

ʪʨʝʙʫʝʪʩʷ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʩʚʝʜʝʥʠʡ. ʂʣʶʯ ʩʝʪʝʚʦʛʦ ʫʟʣʘ ʪʘʢʞʝ 

ʤʦʞʝʪ ʙʳʪʴ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥ ʩ ʧʦʤʦʱʴʶ ʜʨʫʛʦʛʦ IP-ʘʜʨʝʩʘ, ʩʝʨʚʠʩʘ DNS, ʢʣʶʯʘ 

ID ʠʣʠ ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʦʛʦ ʢʣʶʯʘ ID. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʚʳʙʨʘʪʴ ʪʠʧ ʠʜʝʥʪʠʬʠʢʘʮʠʠ 

ʢʣʶʯʘ ʠʟ ʩʧʠʩʢʘ ʠ ʚʚʝʩʪʠ ʟʥʘʯʝʥʠʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʚ ʩʪʨʦʢʝ ɿʥʘʯʝʥʠʝ ID ʢʣʶʯʘ. 

4) ɺʳʙʨʘʪʴ ʚʣʦʞʝʥʥʫʶ ʟʘʢʣʘʜʢʫ IKE CFG. ʇʨʦʪʦʢʦʣ IKE CFG ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʪʦʛʦ, 

ʯʪʦʙʳ ʟʘʛʨʫʞʘʪʴ IP-ʘʜʨʝʩ ʠ ʜʨʫʛʠʝ ʜʘʥʥʳʝ ʩʝʪʝʚʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʜʘʣʝʥʥʳʡ 

ʢʣʠʝʥʪ ɺʏʉ, ʢʘʢ ʯʘʩʪʴ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʛʦ ʩʦʛʣʘʩʦʚʘʥʠʷ ʧʦ ʧʨʦʪʦʢʦʣʫ IKE. ʕʪʦ 

ʧʦʤʦʛʘʝʪ ʠʟʙʝʞʘʪʴ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʦʪʚʝʪʥʳʭ ʧʘʢʝʪʦʚ ʫʜʘʣʝʥʥʦʤʫ ʢʣʠʝʥʪʫ ɺʏʉ ʩ 

ʣʦʢʘʣʴʥʦʛʦ ʩʝʨʚʝʨʘ; ʪʘʢʞʝ ʵʪʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʚʳʜʝʣʷʪʴ ʪʨʘʬʠʢ, 

ʧʦʩʪʫʧʘʶʱʠʡ ʦʪ ʘʫʪʝʥʪʠʬʠʮʠʨʦʚʘʥʥʳʭ ʫʜʘʣʝʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʟʘʪʝʤ 

ʧʨʠʤʝʥʷʪʴ ʢ ʥʝʤʫ ʬʠʣʴʪʨʘʮʠʶ ʄʕ, ʠʩʧʦʣʴʟʫʷ ʣʦʢʘʣʴʥʳʡ ʧʫʣ IP-ʘʜʨʝʩʦʚ ʚʤʝʩʪʦ 

ʦʙʱʠʭ ʀʥʪʝʨʥʝʪ-ʘʜʨʝʩʦʚ. ɽʩʣʠ ʜʘʥʥʳʡ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʪʨʝʙʫʝʪ 

ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʫʜʘʣʝʥʥʳʭ ʍʦʩʪʦʚ ɹʝʟʦʧʘʩʥʦʩʪʠ/ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʯʝʨʝʟ IKE CFG, 

ʧʨʠʩʚʘʠʚʘʷ ʠʤ IP-ʘʜʨʝʩʘ ʚ ʧʨʦʩʪʨʘʥʩʪʚʝ IP-ʘʜʨʝʩʦʚ, ʨʘʩʧʦʣʦʞʝʥʥʦʤ ʟʘ ʐʣʶʟʦʤ, 

ʤʦʞʥʦ ʦʪʨʘʟʠʪʴ ʵʪʦ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʎʋʇ, ʩʦʟʜʘʚʘʷ ʇʨʘʚʠʣʘ IKE CFG, ʜʣʷ ʵʪʦʛʦ 

ʥʝʦʙʭʦʜʠʤʦ: 

- ɺʳʙʨʘʪʴ ʟʘʢʣʘʜʢʫ IKE CFG; 

- ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠ ʩʦʟʜʘʪʴ ʇʨʘʚʠʣʘ IKE CFG: 

- ɺʳʙʨʘʪʴ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ, ʢ ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʴʩʷ ʧʨʦʪʦʢʦʣ IKE CFG 

ʠʟ ʩʧʠʩʢʘ ɼʦʩʪʫʧʥʳʝ ʦʙʲʝʢʪʳ ʠ ʧʝʨʝʤʝʩʪʠʪʴ ʠʭ ʚ ʩʧʠʩʦʢ ɺʳʙʨʘʥʥʳʝ ʦʙʲʝʢʪʳ. 

- ʋʢʘʟʘʪʴ ʈʝʩʫʨʩ IP-ʘʜʨʝʩʦʚ, ʥʘʭʦʜʷʱʠʡʩʷ ʟʘ ʐʣʶʟʦʤ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʠʟ ʢʦʪʦʨʦʛʦ 

ʙʫʜʫʪ ʙʨʘʪʴʩʷ ʘʜʨʝʩʘ ʜʣʷ ʫʜʘʣʝʥʥʳʭ ʍʦʩʪʦʚ ɹʝʟʦʧʘʩʥʦʩʪʠ / ʇʦʣʴʟʦʚʘʪʝʣʝʡ. 

- ʀʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʚʳʙʨʘʪʴ ʤʝʪʦʜ, ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʚʚʦʜʠʪʴʩʷ ʈʝʩʫʨʩ IP-

ʘʜʨʝʩʦʚ (IP ɼʠʘʧʘʟʦʥ, IP ɸʜʨʝʩ + ʄʘʩʢʘ ʠʣʠ DHCP). ʇʨʠ ʚʳʙʦʨʝ ʤʝʪʦʜʘ 
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ʧʦʣʫʯʝʥʠʷ ʨʝʩʫʨʩʘ ʯʝʨʝʟ DHCP ʚ ʢʘʯʝʩʪʚʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʠʝʥʪʘ ʙʫʜʝʪ 

ʥʘʧʨʘʚʣʝʥ ʘʜʨʝʩ, ʚʳʙʨʘʥʥʳʡ DHCP-ʩʝʨʚʝʨʦʤ, ʢʦʪʦʨʳʡ ʧʝʨʚʳʤ ʦʪʚʝʪʠʪ ʥʘ 

ʟʘʧʨʦʩ (DHCP REQUEST), ʦʪʧʨʘʚʣʝʥʥʳʡ ʩʦ ʰʣʶʟʘ. ʇʨʠ ʦʙʤʝʥʝ ʠʥʬʦʨʤʘʮʠʝʡ ʩ 

DHCP-ʩʝʨʚʝʨʘ, ʩ ʢʦʪʦʨʳʤ ʨʘʙʦʪʘʝʪ ʰʣʶʟ, ʟʘʧʨʘʰʠʚʘʶʪʩʷ ʩʣʝʜʫʶʱʠʝ 

ʧʘʨʘʤʝʪʨʳ: IP-ʘʜʨʝʩ, subnet mask ʠ broadcast addr, DNS. 

- ɺ ʧʨʝʜʣʘʛʘʝʤʦʝ ʧʦʣʝ ʚʚʝʩʪʠ ʧʦʜʭʦʜʷʱʠʝ ʟʥʘʯʝʥʠʷ ʜʣʷ ʦʙʣʘʩʪʠ IP-ʘʜʨʝʩʦʚ. 

- ʋʢʘʟʘʪʴ Broadcast-ʤʘʩʢʫ ʠ ʘʜʨʝʩ DNS-ʩʝʨʚʝʨʘ ʚ ʧʦʣʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ 

ʧʘʨʘʤʝʪʨʳ. 

ʐʘʛ 5: ʋʧʨʘʚʣʝʥʠʝ ɸʛʝʥʪʘʤʠ 

ɺʳʙʨʘʪʴ ʟʘʢʣʘʜʢʫ ʋʧʨʘʚʣʝʥʠʝ. ʕʪʘ ʟʘʢʣʘʜʢʘ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʇʦʣʠʪʠʢʠ 

ʜʨʘʡʚʝʨʘ, ʢʦʪʦʨʘʷ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʥʘ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʥʘʩʪʨʦʡʢʠ ʫʨʦʚʥʝʡ ʨʝʛʠʩʪʨʘʮʠʠ ʩʦʙʳʪʠʡ 

ʜʣʷ ɿɸʉʊɸɺɸ-ʆʬʠʩ, ʘ ʪʘʢʞʝ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʝʛʦ ʃʇɹ ʠ ʫʩʪʘʥʦʚʢʠ ʩʦʝʜʠʥʝʥʠʡ. 

1) ɺʳʙʨʘʪʴ ʚʣʦʞʝʥʥʫʶ ʟʘʢʣʘʜʢʫ ʆʙʱʝʝ: 

- ʋʩʪʘʥʦʚʠʪ ɹ ʇʦʣʠʪʠʢʫ, ʢʦʪʦʨʫʶ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʧʦ 

ʫʤʦʣʯʘʥʠʶ ʚ ʧʦʣʝ ʇʦʣʠʪʠʢʘ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʕʪʘ ʇʦʣʠʪʠʢʘ (ʇʨʦʧʫʩʪʠʪʴ ʚʩʝʭ ʠʣʠ 

ɿʘʧʨʝʪʠʪʴ ʚʩʝʭ) ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʴʩʷ ʧʨʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʠ ʩ ʪʝʤʠ ʫʟʣʘʤʠ ʩʝʪʠ, ʜʣʷ 

ʢʦʪʦʨʳʭ ʃʇɹ ʎʋʇ ʥʝ ʧʨʝʜʫʩʤʘʪʨʠʚʘʝʪ ʪʦʯʥʳʭ ʇʨʘʚʠʣ. 

- ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ, ʯʪʦʙʳ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʨʦʧʫʩʢʘʣ 

ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʳʡ ʪʨʘʬʠʢ Broadcast, ʪʨʘʬʠʢ ʩ ʛʨʫʧʧʦʚʳʤʠ ʘʜʨʝʩʘʤʠ Multicast 

ʠ/ʠʣʠ ICMP-ʪʨʘʬʠʢ, ʥʘʜʦ ʧʦʩʪʘʚʠʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʬʣʘʞʢʠ (ʇʨʦʧʫʩʢ 

Broadcast, ʇʨʦʧʫʩʢ Multicast ʠʣʠ ʇʨʦʧʫʩʢ ICMP). 

- ʋʩʪʘʥʦʚʠʪʴ ʫʨʦʚʥʠ ʨʝʛʠʩʪʨʘʮʠʠ ʩʦʙʳʪʠʡ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʋʨʦʚʥʠ ʃʦʛʘ ʜʣʷ 

ʨʘʟʣʠʯʥʳʭ ʪʠʧʦʚ ʩʦʙʳʪʠʡ. ʕʪʘ ʥʘʩʪʨʦʡʢʘ ʘʥʥʫʣʠʨʫʝʪ ʣʶʙʳʝ ʥʘʩʪʨʦʡʢʠ ʫʨʦʚʥʝʡ 

ʨʝʛʠʩʪʨʘʮʠʠ, ʩʜʝʣʘʥʥʳʝ ʚ ʩʘʤʦʤ ʎʋʇ. ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʥʘʩʪʨʦʡʢʠ 

ʫʨʦʚʥʝʡ ʨʝʛʠʩʪʨʘʮʠʠ ɿɸʉʊɸɺɸ-ʆʬʠʩ ʥʘʜʦ ʚʳʙʨʘʪʴ ʚ ʚʳʧʘʜʘʶʱʝʤ ʩʧʠʩʢʝ ʟʥʘʯʝʥʠʝ 

ʇʦ ʫʤʦʣʯʘʥʠʶ. 

2) ɺʳʙʨʘʪʴ ʚʣʦʞʝʥʥʫʶ ʟʘʢʣʘʜʢʫ ɸʚʪʦʤʘʪʠʯʝʩʢʠʝ ʦʙʥʦʚʣʝʥʠʷ: 

- ʆʧʨʝʜʝʣʠʪ ɹʥʝʦʙʭʦʜʠʤʫ ʁʠʥʬʦʨʤʘʮʠʶ ʦʙ ɸʚʪʦʤʘʪʠʯʝʩʢʦʤ ʦʙʥʦʚʣʝʥʠʠ ʜʣʷ ʐʣʶʟʘ 

ɹʝʟʦʧʘʩʥʦʩʪʠ ʢʘʢ ʫʢʘʟʘʥʦ ʚ ʧ. 8.1.1.4. 

3) ɺʳʙʨʘʪʴ ʚʣʦʞʝʥʥʫ  ʁʟʘʢʣʘʜʢʫ ʃʇɹ. 

ɹʣʦʢʠ ʃʦʢʘʣʴʥʘʷ ʇʦʣʠʪʠʢʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʠ ʉʪʨʫʢʪʫʨʘ ʃʇɹ ʙʫʜʫʪ ʜʦʩʪʫʧʥʳ ʪʦʣʴʢʦ 

ʧʦʩʣʝ ʪʨʘʥʩʣʷʮʠʠ ɻʇɹ ʠ ʩʦʟʜʘʥʠʷ ʃʇɹ ʜʣʷ ʜʘʥʥʦʛʦ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ. ɽʩʣʠ ʥʝʪ 
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ʥʝʦʙʭʦʜʠʤʦʩʪʠ, ʯʪʦʙʳ ʚ ʩʣʝʜʫʶʱʠʡ ʨʘʟ ʧʨʠ ʪʨʘʥʩʣʷʮʠʠ ɻʇɹ ʜʣʷ ʵʪʦʛʦ ʐʣʶʟʘ 

ɹʝʟʦʧʘʩʥʦʩʪʠ ʙʳʣʘ ʩʦʟʜʘʥʘ ʃʇɹ (ʥʘʧʨʠʤʝʨ, ʝʩʣʠ ʚʨʫʯʥʫʶ ʙʳʣʠ ʚʥʝʩʝʥʳ ʠʟʤʝʥʝʥʠʷ ʚ 

ʪʝʢʫʱʫʶ ʃʇɹ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʠ ʥʝʦʙʭʦʜʠʤʦ ʩʦʭʨʘʥʠʪʴ ʫʩʪʘʥʦʚʢʠ), ʥʘʜʦ 

ʧʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ʅʝ ʪʨʘʥʩʣʠʨʦʚʘʪʴ ʃʇɹ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʪʨʘʥʩʣʷʮʠʷ ʃʇɹ 

ʙʫʜʝʪ ʦʪʤʝʥʝʥʘ ʜʣʷ ʵʪʦʛʦ ʐʣʶʟʘ ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʥʝ ʙʫʜʝʪ ʫʙʨʘʥʘ ʦʪʤʝʪʢʘ. 

4) ɺʳʙʨʘʪʴ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʩʦʝʜʠʥʝʥʠʷ: 

- ɺʳʙʨʘʪʴ ʄʝʪʦʜ ʟʘʛʨʫʟʢʠ ʃʇɹ. ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ ʧʝʨʝʜʘʯʠ ʥʘʯʘʣʴʥʦʡ ʃʇɹ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʝʪʦʜ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʡ ʧʝʨʝʜʘʯʠ ʃʇɹ ʥʘʜʦ ʚʳʙʨʘʪʴ ʤʝʪʦʜ 

ʧʨʦʛʨʫʟʢʠ ʧʦʣʠʪʠʢʠ PMPv2. ʇʝʨʝʜʘʯʘ ʃʇɹ ʩ ʧʦʤʦʱʴʶ ʤʝʪʦʜʘ ʧʨʦʛʨʫʟʢʠ çdirect 

accessè ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ɸʛʝʥʪʘ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥ ʎʋʇ. 

- ʋʙʝʜʠʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ PMP Server (ʪ.ʝ. ʎʋʇ) ʥʘʭʦʜʠʪʩʷ ʚ ʩʧʠʩʢʝ ʋʜʘʣʸʥʥʳʭ ʩʝʨʚʝʨʦʚ 

(ʧʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 8.1.1.2).  

ʐʘʛ 6: ʅʘʩʪʨʦʡʢʘ SNMP  

ʅʘʞʘʪʴ ʥʘ ʟʘʢʣʘʜʢʝ SNMP ʠ ʧʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ɺʢʣʶʯʠʪʴ SNMP, ʝʩʣʠ 

ʥʝʦʙʭʦʜʠʤʦ ʫʩʪʘʥʦʚʠʪʴ SNMP-ʤʦʥʠʪʦʨʠʥʛ ʜʣʷ ʜʘʥʥʦʛʦ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ. ɿʘʪʝʤ 

ʫʩʪʘʥʦʚʠʪʴ ʥʘʩʪʨʦʡʢʠ SNMP ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ (ʚ ʧ. 8.1.2.7 ʤʦʞʥʦ ʥʘʡʪʠ ʧʦʣʥʳʡ ʩʧʠʩʦʢ 

SNMP-ʩʦʦʙʱʝʥʠʡ): 

1) ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʦʨʪ SNMP ʢʣʠʝʥʪʘ ʫʩʪʘʥʦʚʣʝʥ ʥʘ 3454, ʘ ʟʥʘʯʝʥʠʝ ʩʨʝʜʳ SNMP ï 

ʥʘ public. ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʵʪʠ ʟʥʘʯʝʥʠʷ ʤʦʛʫʪ ʙʳʪʴ ʠʟʤʝʥʝʥʳ ʚ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʦʣʷʭ. 

 
ɼʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʦʦʙʱʝʥʠʡ SNMP ʠʩʧʦʣʴʟʫʝʪ ʠʤʝʥʘ ʩʦʦʙʱʝʩʪʚʘ (community names). 

ʀʤʷ ʩʦʦʙʱʝʩʪʚʘ ʤʦʞʥʦ ʩʯʠʪʘʪʴ ʧʘʨʦʣʝʤ, ʩʦʚʤʝʩʪʥʦ ʠʩʧʦʣʴʟʫʝʤʳʤ SNMP-ʩʝʨʚʝʨʘʤʠ ʠ 

SNMP-ɸʛʝʥʪʘʤʠ. ɺʩʝ SNMP-ʩʦʦʙʱʝʥʠʷ ʜʦʣʞʥʳ ʩʦʜʝʨʞʘʪʴ ʠʤʷ ʩʦʦʙʱʝʩʪʚʘ. ʉʦʦʙʱʝʥʠʷ, 

ʩʦʜʝʨʞʘʱʠʝ ʠʤʷ ʩʦʦʙʱʝʩʪʚʘ, ʢʦʪʦʨʦʝ ʥʝ ʫʩʪʘʥʦʚʣʝʥʦ ʥʘ ʭʦʩʪʝ, ʥʝ ʙʫʜʫʪ ʧʨʠʥʷʪʳ. 

2) ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ, ʯʪʦʙʳ ʐʣʶʟ ʚʩʝʛʜʘ ʧʨʦʧʫʩʢʘʣ SNMP-ʪʨʘʬʠʢ ʙʝʟ 

ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʡ ʧʨʦʚʝʨʢʠ ʇʨʘʚʠʣ ʃʇɹ, ʥʘʜʦ ʧʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ɺʢʣʶʯʠʪʴ 

ʧʨʘʚʠʣʦ. 

 
ʅʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ ʩʫʱʝʩʪʚʫʝʪ ʦʧʮʠʷ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʧʨʦʧʫʩʢʘ çSNMP autopassè, 

ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʩʦʟʜʘʪʴ ʇʨʘʚʠʣʦ ʜʣʷ ʧʨʦʧʫʩʢʘ SNMP-ʪʨʘʬʠʢʘ, ʧʦʩʪʫʧʘʶʱʝʛʦ ʩʦ ʐʣʶʟʘ 

ɹʝʟʦʧʘʩʥʦʩʪʠ ʥʘ SNMP-ʩʝʨʚʝʨ ï ʪ.ʢ. ʵʪʦ ʙʝʟʦʧʘʩʥʝʝ. 

3) ɺʳʙʨʘʪʴ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ SNMP-ʩʝʨʚʝʨʦʚ, ʥʘ ʢʦʪʦʨʳʝ ɿɸʉʊɸɺɸ-ʆʬʠʩ ʙʫʜʝʪ 

ʦʪʧʨʘʚʣʷʪʴ SNMP-ʩʦʦʙʱʝʥʠʷ. ɺ ʩʧʠʩʢʝ ʧʦʷʚʷʪʩʷ ʪʦʣʴʢʦ ʪʝ ʩʝʨʚʝʨʳ, ʢʦʪʦʨʳʝ ʙʳʣʠ 

ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʳ ʚ ʦʢʥʝ ʉʝʨʚʝʨʳ (ʧʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 8.1.1.2). 
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4) ɺʳʙʨʘʪʴ SNMP-ʩʦʦʙʱʝʥʠʷ, ʢʦʪʦʨʳʝ ʜʘʥʥʳʡ ɿɸʉʊɸɺɸ-ʆʬʠʩ ʙʫʜʝʪ ʧʦʩʳʣʘʪʴ ʥʘ 

SNMP-ʩʝʨʚʝʨʳ, ʧʝʨʝʤʝʱʘʷ ʠʭ ʠʟ ʩʧʠʩʢʘ ɼʦʩʪʫʧʥʳʝ ʚ ʩʧʠʩʦʢ ɺʳʙʨʘʥʥʳʝ. 

ʐʘʛ 7: ʇʨʠʥʘʜʣʝʞʥʦʩʪʴ ʢ ʛʨʫʧʧʝ 

ʅʘ ʟʘʢʣʘʜʢʝ ɺʭʦʜʠʪ ʚ ʧʦʢʘʟʘʥʦ, ʢ ʢʘʢʠʤ ɻʨʫʧʧʘʤ ʧʨʠʥʘʜʣʝʞʠʪ ʜʘʥʥʳʡ ʐʣʶʟ 

ɹʝʟʦʧʘʩʥʦʩʪʠ. ʄʦʞʥʦ ʜʦʙʘʚʠʪʴ ʐʣʶʟ ʚ ʩʫʱʝʩʪʚʫʶʱʫʶ ɻʨʫʧʧʫ ʠʣʠ ʫʜʘʣʠʪʴ ʝʛʦ ʠʟ ʥʝʝ. ʅʘ 

ʟʘʢʣʘʜʢʝ ʩʦʜʝʨʞʘʪʩʷ ʜʚʘ ʩʧʠʩʢʘ: ʚ ʧʝʨʚʦʤ (ɼʦʩʪʫʧʥʳʝ ʛʨʫʧʧʳ) ʧʦʢʘʟʘʥ ʧʦʣʥʳʡ ʧʝʨʝʯʝʥʴ 

ɻʨʫʧʧ, ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʚ ʧʘʧʢʝ ɻʨʫʧʧʳ ʚ ʩʝʢʮʠʠ ʆʙʲʝʢʪʳ ʧʦʣʠʪʠʢʠ; (ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʪʝʭ 

ɻʨʫʧʧ, ʚ ʢʦʪʦʨʳʭ ʚ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʩʦʩʪʦʠʪ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ); ʚʦ ʚʪʦʨʦʤ (ɺʳʙʨʘʥʥʳʝ 

ʛʨʫʧʧʳ) ʧʝʨʝʯʠʩʣʝʥʳ ɻʨʫʧʧʳ, ʚ ʢʦʪʦʨʳʭ ʚ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʩʦʩʪʦʠʪ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ  

ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʩʦʩʪʘʚ ɻʨʫʧʧʳ ʠ ʜʦʙʘʚʠʪʴ ʚ ɻʨʫʧʧʫ ʩʦʟʜʘʥʥʳʡ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ 

ʥʝʦʙʭʦʜʠʤʦ ʧʝʨʝʤʝʩʪʠʪʴ ʥʫʞʥʫʶ ɻʨʫʧʧʫ ʠʟ ʩʧʠʩʢʘ ɼʦʩʪʫʧʥʳʝ ʛʨʫʧʧʳ ʚ ʩʧʠʩʦʢ ɺʳʙʨʘʥʥʳʝ 

ʛʨʫʧʧʳ, ʠʩʧʦʣʴʟʫʷ ʢʥʦʧʢʠ ʩʦ ʩʪʨʝʣʢʘʤʠ. 

ʐʘʛ 8: SysLog 

ɼʣʷ ʩʙʦʨʘ ʩʦʦʙʱʝʥʠʡ ʧʦ ʧʨʦʪʦʢʦʣʫ SysLog ʦʪ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʥʝʦʙʭʦʜʠʤʦ 

ʜʦʙʘʚʠʪʴ SysLog-ʩʝʨʚʝʨ, ʜʣʷ ʵʪʦʛʦ ʥʫʞʥʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʚ ʚʢʣʘʜʢʝ Syslog ʠ ʚʳʙʨʘʪʴ 

ʩʝʨʚʝʨ ʠʟ ʩʧʠʩʢʘ.  

 
ʇʦʷʚʷʪʩʷ ʪʦʣʴʢʦ ʪʝ ʩʝʨʚʝʨʳ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʟʘʨʘʥʝʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʳ ʚ ʦʢʥʝ ʉʝʨʚʝʨʳ. 

ɽʜʠʥʩʪʚʝʥʥʳʤ ʠʩʢʣʶʯʝʥʠʝʤ ʷʚʣʷʝʪʩʷ Syslog-ʩʝʨʚʝʨ (ʧʨʝʜʩʪʘʚʣʝʥʥʳʡ ʩʝʨʚʠʩʦʤ 

TPNSyslog), ʢʦʪʦʨʳʡ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʦʟʜʘʝʪʩʷ ʥʘ ʭʦʩʪʝ ʎʋʇ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʎʋʇ, ʠ, 

ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʚʩʝʛʜʘ ʥʘʭʦʜʠʪʩʷ ʚ ʩʧʠʩʢʝ (ʧʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 8.1.1.2). 

ʐʘʛ 9: NAT ʇʨʘʚʠʣʘ  

ɽʩʣʠ ʜʣʷ ʜʘʥʥʦʛʦ ʦʙʲʝʢʪʘ ʥʝʦʙʭʦʜʠʤʦ ʫʯʝʩʪʴ/ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʪʨʘʥʩʣʷʮʠʶ ʩʝʪʝʚʳʭ 

ʘʜʨʝʩʦʚ (NAT, Network Address Translation) ʥʘʜʦ ʦʙʨʘʪʠʪʴʩ ̫ʢ ʧ. 8.1.1.3. 

ʐʘʛ 10: ɿʘʚʝʨʰʝʥʠʝ ʩʦʟʜʘʥʠʷ ʐʣʶʟʘ 

ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɻʦʪʦʚʦ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʝʪ ʜʦʙʘʚʣʝʥ ʚ ɻʨʘʬ ʪʦʧʦʣʦʛʠʠ ʠ ʧʘʧʢʫ 

ʉʝʪʝʚʳʝ ʆʙʲʝʢʪʳ ʚ ʩʝʢʮʠʠ ʆʙʲʝʢʪʳ ʧʦʣʠʪʠʢʠ. 

8.1.2.3. ɿɸʉʊɸɺɸ-ʆʬʠʩ ʚ ʢʣʘʩʪʝʨʥʦʤ ʠʩʧʦʣʥʝʥʠʠ 

ɿɸʉʊɸɺɸ-ʆʬʠʩ ʤʦʞʝʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥ ʠ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥ ʜʣʷ ʨʘʙʦʪʳ ʚ ʨʝʞʠʤʝ 

ʚʳʩʦʢʦʡ ʥʘʜʸʞʥʦʩʪʠ (High Availability) ʥʘ ʢʣʘʩʪʝʨʥʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ. ɼʣʷ ʦʧʠʩʘʥʠʷ 

ʧʨʦʮʝʩʩʘ ʫʩʪʘʥʦʚʢʠ ɿɸʉʊɸɺɸ-ʆʬʠʩ ʚ ʨʝʞʠʤʝ ʚʳʩʦʢʦʡ ʥʘʜʸʞʥʦʩʪʠ ʥʘʜʦ ʦʙʨʘʪʠʪʴʩ ̫ ʢ 

ʜʦʢʫʤʝʥʪʫ ʄʂɽʖ.00631-01 32 01 çʇʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʣʝʢʩ çVPN/FW çɿɸʉʊɸɺɸ-

ʋʧʨʘʚʣʝʥʠʝè, ʚʝʨʩʠʷ 6 ʂʉ3, ʠʩʧʦʣʥʝʥʠʝ ZM-WS64-Vʆ-03. ʇʆ çɿɸʉʊɸɺɸ-ʆʬʠʩè. 

ʈʫʢʦʚʦʜʩʪʚʦ ʩʠʩʪʝʤʥʦʛʦ ʧʨʦʛʨʘʤʤʠʩʪʘè. 
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ɼʣʷ ʧʨʦʛʨʫʟʢʠ ʢʣʘʩʪʝʨʘ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

½ ʩʦʟʜʘʪʴ ʦʙʲʝʢʪ ʍʦʩʪ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʉʝʨʚʝʨ) ʠʣʠ ʐʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʩʤ. 

ʧ. 8.1.2.2) ʩ ʪʠʧʦʤ ʜʝʩʢʨʠʧʪʦʨʘ ɸʛʝʥʪ ʚʝʨʩʠʠ 6.0; 

½ ʥʘ ʚʢʣʘʜʢʝ ʆʙʱʝʝ ʧʦʩʪʘʚʠʪʴ ʛʘʣʦʯʢʫ ʂʣʘʩʪʝʨ ʠ ʚʳʙʨʘʪʴ ʢʦʣʠʯʝʩʪʚʦ ʫʟʣʦʚ; 

½ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʪʦʧʦʣʦʛʠʠ ʟʘʜʘʪʴ ʧʦʜ ʦʜʥʠʤ ʠʤʝʥʝʤ ʘʜʨʝʩʘ ʚʩʝʭ ʫʟʣʦʚ ʢʣʘʩʪʝʨʘ ʠ 

ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʢʣʘʩʪʝʨʥʳʡ ʘʜʨʝʩ(ʘ); 

½ ʥʘ ʚʢʣʘʜʢʝ ɺʏʉ/ʦʙʱʝʝ ʚ ʢʘʯʝʩʪʚʝ ʪʫʥʥʝʣʴʥʦʛʦ ʘʜʨʝʩʘ ʟʘʜʘʪʴ ʢʣʘʩʪʝʨʥʳʡ ʘʜʨʝʩ; 

½ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʣʦʢʘʣʴʥʳʝ ʩʝʨʪʠʬʠʢʘʪʳ ʢʘʞʜʦʛʦ ʫʟʣʘ ʥʘ ʚʢʣʘʜʢʝ 

ɺʏʉ/ʩʝʨʪʠʬʠʢʘʪʳ; 

½ ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ ʚ ɸʛʝʥʪʘʭ ʥʘ ʫʟʣʘʭ ʢʣʘʩʪʝʨʘ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʵʪʠ ʩʝʨʪʠʬʠʢʘʪʳ ʚ 

ʢʘʯʝʩʪʚʝ ʣʦʢʘʣʴʥʳʭ ʠ ʜʘʪʴ ʠʤʝʥʘ ʠʥʪʝʨʬʝʡʩʘʤ; 

½ ʩʦʟʜʘʪʴ ʧʨʘʚʠʣʦ, ʦʪʪʨʘʥʩʣʠʨʦʚʘʪʴ ʠ ʧʨʦʘʢʪʠʚʠʨʦʚʘʪʴ ʢʦʥʬʠʛʫʨʘʮʠʶ. 

 
ɼʣʷ ʜʝʩʢʨʠʧʪʦʨʘ ɸʛʝʥʪʘ ʚʝʨʩʠʠ 6.1 ʠ ʚʳʰʝ ʜʦʩʪʫʧʥʘ ʟʘʛʨʫʟʢʘ ʩʝʨʪʠʬʠʢʘʪʦʚ ʜʣʷ ʢʘʞʜʦʛʦ 

ʫʟʣʘ ʢʣʘʩʪʝʨʘ. ɼʣʷ ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʢʦʥʪʝʢʩʪʥʳʤ ʤʝʥʶ ʆʙʲʝʢʪʘ 

ʧʦʣʠʪʠʢʠ: ɺʳʙʨʘʪʴ ʧʫʥʢʪ ɿʘʛʨʫʟʠʪʴ ʩʧʠʩʦʢ ʩʝʨʪʠʬʠʢʘʪʦʚ, ʚ ʦʢʥʝ ɺʳʙʝʨʠʪʝ ʫʟʝʣ 

ʢʣʘʩʪʝʨʘ ʤʘʨʢʝʨʦʤ ʚʳʙʨʘʪʴ ʥʦʤʝʨ ʫʟʣʘ ʢʣʘʩʪʝʨʘ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɻʦʪʦʚʦ. ʇʦʩʣʝ 

ʟʘʛʨʫʟʢʠ ʩʝʨʪʠʬʠʢʘʪʦʚ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʧʫʥʢʪ ɼʦʙʘʚʠʪʴ ʧʦʣʫʯʝʥʥʳʝ 

ʩʝʨʪʠʬʠʢʘʪʳ ʚ ʧʦʣʠʪʠʢʫ. ɺ ʧʦʷʚʠʚʰʝʤʩʷ ʦʢʥʝ ʀʤʧʦʨʪ ʩʝʨʪʠʬʠʢʘʪʦʚ ʧʨʦʚʝʨʠʪʴ 

ʧʦʣʫʯʝʥʥʳʝ ʠʟ ɸʛʝʥʪʘ ʩʝʨʪʠʬʠʢʘʪʳ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɻʦʪʦʚʦ. 

 
ɼʣʷ ʜʝʩʢʨʠʧʪʦʨʘ ɸʛʝʥʪʘ ʚʝʨʩʠʠ 6.1 ʠ ʚʳʰʝ ʜʦʩʪʫʧʥʦ ʦʙʥʦʚʣʝʥʠʝ ʠ ʟʘʛʨʫʟʢʘ ʦʙʥʦʚʣʝʥʠʡ 

ʜʣʷ ʢʘʞʜʦʛʦ ʫʟʣʘ ʢʣʘʩʪʝʨʘ. ɼʣʷ ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʢʦʥʪʝʢʩʪʥʳʤ ʤʝʥʶ 

ʆʙʲʝʢʪʘ ʧʦʣʠʪʠʢʠ. 

 
ʇʨʠ ʦʙʥʦʚʣʝʥʠʠ ʢʣʘʩʪʝʨʘ ʩ ʚʝʨʩʠʝʡ ʜʝʩʢʨʠʧʪʦʨʘ ɸʛʝʥʪʘ ʚʳʰʝ 6.1 ʩʫʱʝʩʪʚʫʝʪ 

ʚʦʟʤʦʞʥʦʩʪʴ ʦʙʥʦʚʠʪʴ ʦʪʜʝʣʴʥʦ ʢʘʞʜʳʡ ʫʟʝʣ ʢʣʘʩʪʝʨʘ, ʜʣʷ ʵʪʦʛʦ ʧʦʩʣʝ ʚʳʙʦʨʘ 

ʥʝʦʙʭʦʜʠʤʦʛʦ ʜʝʡʩʪʚʠʷ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ɸʛʝʥʪ ɿʘʛʨʫʟʠʪʴ 

ʦʙʥʦʚʣʝʥʠʷ ʜʣʷ ʘʛʝʥʪʘ ʠʣʠ ʆʙʥʦʚʠʪʴ ʚʝʨʩʠʶ ʘʛʝʥʪʘ ʚ ʧʦʷʚʠʚʰʝʤʩʷ ʦʢʥʝ ɺʳʙʝʨʠʪʝ 

ʫʟʝʣ ʢʣʘʩʪʝʨʘ ʩ ʧʦʤʦʱʴʶ ʤʘʨʢʝʨʘ ʥʘʜʦ ʚʳʙʨʘʪʴ ʥʦʤʝʨ ʫʟʣʘ ʢʣʘʩʪʝʨʘ. ɽʩʣʠ ʦʩʪʘʚʠʪʴ 

ʤʘʨʢʝʨ ʚ ʟʥʘʯʝʥʠʠ ç0è, ʪʦ ʜʝʡʩʪʚʠʝ ʙʫʜʝʪ ʚʳʧʦʣʥʝʥʦ ʜʣʷ ʚʩʝʭ ʫʟʣʦʚ ʢʣʘʩʪʝʨʘ. 



119 

ʄʂɽʖ.00631-01 32 01 

  

 
ʇʨʠ ʠʤʧʦʨʪʝ ɻʇɹ, ʚ ʢʦʪʦʨʦʡ ʥʝ ʙʳʣʠ ʟʘʜʘʥʳ ʥʦʤʝʨʘ ʫʟʣʦʚ ʢʣʘʩʪʝʨʘ ʜʣʷ ʣʦʢʘʣʴʥʳʭ 

ʩʝʨʪʠʬʠʢʘʪʦʚ ʥʘ ʚʢʣʘʜʢʝ ɺʏʉ/ʩʝʨʪʠʬʠʢʘʪʳ, ʵʪʦ ʧʨʦʠʟʦʡʜʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʦ 

ʩʣʝʜʫʶʱʝʤʫ ʘʣʛʦʨʠʪʤʫ: 

1) ʋ ʩʝʨʪʠʬʠʢʘʪʦʚ ʩ ʥʝʥʫʣʝʚʳʤ ʥʦʤʝʨʦʤ ʫʟʣʘ, ʥʦ ʥʘ ʅɽ ʢʣʘʩʪʝʨʘʭ, ʥʦʤʝʨ ʫʟʣʘ 

ʩʙʨʘʩʳʚʘʝʪʩʷ ʚ 0. 

2)  ʋ ʩʝʨʪʠʬʠʢʘʪʦʚ ʩ ʥʫʣʝʚʳʤ ʥʦʤʝʨʦʤ ʫʟʣʘ (ʠʣʠ ʥʦʤʝʨʦʤ ʫʟʣʘ ʙʦʣʴʰʝ ʨʘʟʤʝʨʘ 

ʢʣʘʩʪʝʨʘ) ʥʘ ʢʣʘʩʪʝʨʘʭ ʥʦʤʝʨ ʫʟʣʘ ʚʳʙʠʨʘʝʪʩʷ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: ʧʝʨʚʳʡ ʥʦʤʝʨ, ʜʣʷ 

ʢʦʪʦʨʦʛʦ ʝʱʝ ʥʝʪ ʩʝʨʪʠʬʠʢʘʪʘ, ʪʘʢʠʝ ʩʝʨʪʠʬʠʢʘʪʳ ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʚ ʘʣʬʘʚʠʪʥʦʤ 

ʧʦʨʷʜʢʝ ʧʦ ʧʦʣʶ sn. 

3) ɽʩʣʠ ʩʚʦʙʦʜʥʳʭ ʥʦʤʝʨʦʚ ʥʝʪ, ʪʦ ʥʦʤʝʨ ʫʟʣʘ ʥʝ ʤʝʥʷʝʪʩʷ. 

ɺʦ ʚʩʝʭ ʪʨʝʭ ʩʣʫʯʘʷʭ ʛʝʥʝʨʠʨʫʶʪʩʷ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ: 

- ʧʨʠ ʩʪʘʨʪʝ TPNServer ʠ ʟʘʛʨʫʟʢʝ ɹɼ, ʚ ʢʦʪʦʨʦʡ ʝʩʪʴ ʪʘʢʠʝ ʩʝʨʪʠʬʠʢʘʪʳ, 

ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʧʠʰʫʪʩʷ ʚ vdb_server.log. 

- ʧʨʠ ʠʤʧʦʨʪʝ xml, ʚ ʢʦʪʦʨʦʡ ʝʩʪʴ ʪʘʢʠʝ ʩʝʨʪʠʬʠʢʘʪʳ, ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʪʘʢʞʝ ʙʫʜʫʪ 
ʧʦʢʘʟʘʥʳ ʚ ʣʦʛʝ ʠʩʧʦʣʥʝʥʠʷ. 

ʇʦʩʣʝ ʵʪʦʛʦ ʤʦʞʥʦ ʧʨʦʛʨʫʞʘʪʴ ɸʛʝʥʪʳ ʩ ʎʋʇ ʧʦ ʧʨʦʪʦʢʦʣʫ PMPv2. 

8.1.2.4. ʄʘʨʰʨʫʪʠʟʘʪʦʨʳ Cisco ʠ ʄʕ PIX Firewalls 

ʋʩʪʘʥʦʚʠʪʴ ʢʫʨʩʦʨ ʚ ʩʝʢʮʠʠ ʊʦʧʦʣʦʛʠʷ ʠʣʠ ʚʳʙʨʘʪʴ ʚʢʣʘʜʢʫ ʉʝʪʝʚʳʝ ʆʙʲʝʢʪʳ ʚ 

ʩʝʢʮʠʠ ʆʙʲʝʢʪʳ ʧʦʣʠʪʠʢʠ, ʚʳʧʦʣʥʠʪʴ ʢʦʤʘʥʜʫ ɼʦʙʘʚʠʪʴ- >ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ. ʆʪʢʨʦʝʪʩʷ 

ʦʢʥʦ ɺʳʙʦʨ ɼʝʩʢʨʠʧʪʦʨʘ ɸʛʝʥʪʘ. 

ʐʘʛ 1: ʆʙʱʠʝ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ 

ʅʘ ʟʘʢʣʘʜʢʝ ʆʙʱʝʝ ʥʫʞʥʦ ʩʜʝʣʘʪʴ ʩʣʝʜʫʶʱʝʝ: 

1) ʋʢʘʟʘʪʴ ʧʨʦʠʟʚʦʜʠʪʝʣʷ ʠ ʚʝʨʩʠʶ ɸʛʝʥʪʘ, ʢʦʪʦʨʦʛʦ ʙʫʜʝʪ ʧʨʝʜʩʪʘʚʣʷʪʴ ʵʪʦʪ ʐʣʶʟ 

ɹʝʟʦʧʘʩʥʦʩʪʠ ʚ ʦʢʥʝ ɺʳʙʦʨ ɼʝʩʢʨʠʧʪʦʨʘ ɸʛʝʥʪʘ. 

 
ʀʤʷ ʆʙʲʝʢʪʘ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʧʨʝʜʩʪʘʚʣʷʶʱʝʛʦ ʫʩʪʨʦʡʩʪʚʦ Cisco ʜʦʣʞʥʦ 

ʥʘʯʠʥʘʪʴʩʷ ʩ ʙʫʢʚʳ ʠ ʩʦʜʝʨʞʘʪʴ ʪʦʣʴʢʦ ʣʘʪʠʥʩʢʠʝ ʙʫʢʚʳ, ʮʠʬʨʳ, ʜʝʬʠʩ, ʪʦʯʢʫ ʠ 

ʩʠʤʚʦʣʳ ʧʦʜʯʝʨʢʠʚʘʥʠʷ. ʇʦʩʣʝ ʩʦʟʜʘʥʠʷ ʵʪʠʭ ʆʙʲʝʢʪʦʚ ʎʋʇ ʧʨʦʚʝʨʠʪ ʠʭ ʠʤʝʥʘ ʠ, ʝʩʣʠ 

ɺʳ ʠʩʧʦʣʴʟʦʚʘʣʠ ʥʝʧʨʠʝʤʣʝʤʳʡ ʩʠʤʚʦʣ, ʚʳʚʝʜʝʪ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ. 

2) ʅʘ ʟʘʢʣʘʜʢʝ ʆʙʱʝʝ ʚʚʝʩʪʠ ʀʤ ̫ʦʙʲʝʢʪʘ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ. 

3) ɺ ʩʪʨʦʢʝ ɸʜʨʝʩ ɸʛʝʥʪʘ ʥʘʙʨʘʪʴ IP-ʘʜʨʝʩ ʐʣʶʟʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʧʨʝʜʩʪʘʚʣʷʪʴ ʵʪʦʪ 

ʆʙʲʝʢʪ. ʀʤʝʥʥʦ ʥʘ ʵʪʦʪ ʘʜʨʝʩ ʎʋʇ ʙʫʜʝʪ ʦʪʧʨʘʚʣʷʪʴ ʃʇɹ ʜʣʷ ʜʘʥʥʦʛʦ ʆʙʲʝʢʪʘ. 

4) ɽʩʣʠ ɺʳ ʭʦʪʠʪʝ ʩʦʟʜʘʪʴ ʥʝʫʧʨʘʚʣʷʝʤʳʡ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʥʘʜʦ ʫʙʨʘʪʴ ʦʪʤʝʪʢʫ 

ʚ ʧʦʣʝ ʋʧʨʘʚʣʷʝʤʳʡ. 

5) ʄʦʞʥʦ ʚʚʝʩʪʠ ʪʝʢʩʪʦʚʦʝ ʦʧʠʩʘʥʠʝ ʆʙʲʝʢʪʘ ʚ ʩʪʨʦʢʝ ʆʧʠʩʘʥʠʝ. 

ʐʘʛ 2: ʊʦʧʦʣʦʛʠʷ 
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ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ ʊʦʧʦʣʦʛʠʷ, ʯʪʦʙʳ ʚʚʝʩʪʠ ʜʘʥʥʳʝ ʦʙ ʠʥʪʝʨʬʝʡʩʘʭ ʐʣʶʟʘ 

ɹʝʟʦʧʘʩʥʦʩʪʠ (ʝʩʣʠ ʵʪʘ ʠʥʬʦʨʤʘʮʠʷ ʥʝ ʙʳʣʘ ʚʦʩʩʪʘʥʦʚʣʝʥʘ ʯʝʨʝʟ SNMP, ʢʘʢ ʦʪʤʝʯʝʥʦ ʚʳʰʝ). 

ʅʘ ʟʘʢʣʘʜʢʝ ʊʦʧʦʣʦʛʠʷ ʥʫʞʥʦ ʩʜʝʣʘʪʴ ʩʣʝʜʫʶʱʝʝ: 

1) ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠ ʚʚʝʩʪʠ ʃʦʛʠʯʝʩʢʦʝ ʠʤʷ ʠ IP-ʘʜʨʝʩ ʧʝʨʚʦʛʦ 

ʠʥʪʝʨʬʝʡʩʘ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ. ʇʦʚʪʦʨʠʪʴ ʵʪʫ ʦʧʝʨʘʮʠʶ ʜʣʷ ʚʩʝʭ ʠʥʪʝʨʬʝʡʩʦʚ 

ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ. ɼʣʷ ʦʜʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʤʦʞʥʦ ʫʢʘʟʘʪʴ ʥʝʩʢʦʣʴʢʦ ʘʜʨʝʩʦʚ; 

ʜʣʷ ʵʪʦʛʦ ʥʘʜʦ ʩʦʟʜʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʠʥʪʝʨʬʝʡʩʳ ʩ ʪʝʤ ʞʝ ʣʦʛʠʯʝʩʢʠʤ ʠʤʝʥʝʤ. 

ɽʩʣʠ IP-ʘʜʨʝʩ ʜʘʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʥʘʭʦʜʠʪʩʷ ʚ ʧʨʝʜʝʣʘʭ ɿʦʥʳ, ʵʪʘ ɿʦʥʘ 

ʦʪʦʙʨʘʟʠʪʩʷ ʚ ʢʦʣʦʥʢʝ ɿʦʥʘ ʪʘʙʣʠʮʳ ʠʥʪʝʨʬʝʡʩʘ, ʠʥʘʯʝ ʪʘʤ ʧʦʷʚʠʪʩʷ ʟʥʘʯʝʥʠʝ 

Auto, ʠ ɿʦʥʘ ʙʫʜʝʪ ʩʦʟʜʘʥʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠ. ʇʨʠ ʜʦʙʘʚʣʝʥʠʠ IP-ʠʥʪʝʨʬʝʡʩʘ, 

ʥʘʭʦʜʷʱʝʛʦʩʷ ʚ ʟʦʥʝ Internet, ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ɿʦʥʘ ʀʥʪʝʨʥʝʪ ʠʟ 

ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ. 

 
ɼʣʷ Cisco PIX Firewall ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʫʨʦʚʝʥʴ ʟʘʱʠʪʳ ʠʥʪʝʨʬʝʡʩʘ. ɼʣʷ ʵʪʦʛʦ ʧʦʩʣʝ 

ʠʤʝʥʠ ʠʥʪʝʨʬʝʡʩʘ ʥʘʧʝʯʘʪʘʡʪʝ ʥʝʩʢʦʣʴʢʦ ʧʨʦʙʝʣʦʚ, ʘ ʟʘʪʝʤ ʚʚʝʩʪʠ ʯʠʩʣʦ ʦʪ 0 ʜʦ 99. ʎʋʇ 

ʧʨʝʜʫʩʤʘʪʨʠʚʘʝʪ ʜʚʘ ʟʘʨʝʟʝʨʚʠʨʦʚʘʥʥʳʭ ʠʤʝʥʠ ʜʣʷ ʠʥʪʝʨʬʝʡʩʦʚ: inside (ʚʥʫʪʨʝʥʥʝʝ), 

ʫʨʦʚʝʥʴ ʟʘʱʠʪʳ ʢʦʪʦʨʦʛʦ ʨʘʚʝʥ 100 ʠ outside (ʚʥʝʰʥʝʝ), ʫʨʦʚʝʥʴ ʟʘʱʠʪʳ ʢʦʪʦʨʦʛʦ ʨʘʚʝʥ 

0. ɺ ʪʦʤ ʩʣʫʯʘʝ, ʢʦʛʜʘ ʜʣʷ ʠʥʪʝʨʬʝʡʩʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʨʝʟʝʨʚʥʦʝ ʠʤʷ, ʤʦʞʥʦ ʦʧʫʩʪʠʪʴ 

ʧʘʨʘʤʝʪʨ ʫʨʦʚʥʷ ʟʘʱʠʪʳ. 

 
ʇʨʠ ʘʚʪʦʤʘʪʠʯʝʩʢʦʡ ʧʨʠʚʷʟʢʝ ʠʥʪʝʨʬʝʡʩ ʧʨʠʚʷʟʳʚʘʝʪʩʷ ʢ ʦʧʪʠʤʘʣʴʥʦʡ ʟʦʥʝ. ɽʩʣʠ 

ʠʥʪʝʨʬʝʡʩ ʮʝʣʠʢʦʤ ʧʦʧʘʜʘʝʪ ʚ ʦʜʥʫ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʧʦʩʪʦʷʥʥʳʭ ʟʦʥ, ʪʦ ʦʧʪʠʤʘʣʴʥʦʡ 

ʩʯʠʪʘʝʪʩʷ ʥʘʠʤʝʥʴʰʘʷ ʠʟ ʥʠʭ, ʠʥʘʯʝ ʦʧʪʠʤʘʣʴʥʦʡ ʩʯʠʪʘʝʪʩʷ ʚʨʝʤʝʥʥʦ ʩʦʟʜʘʥʥʘʷ auto-

ʟʦʥʘ. ɽʩʣʠ ʦʧʪʠʤʘʣʴʥʘʷ ʟʦʥʘ ʤʝʥʷʝʪʩʷ (ʥʘʧʨʠʤʝʨ, ʠʟ-ʟʘ ʪʦʛʦ, ʯʪʦ ʫʜʘʣʷʶʪʩʷ, ʩʦʟʜʘʶʪʩʷ 

ʠʣʠ ʤʝʥʷʶʪʩʷ ʦʧʨʝʜʝʣʝʥʥʳʝ ʟʦʥʳ), ʪʘʢʦʡ ʠʥʪʝʨʬʝʡʩ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʝʨʝʧʨʠʚʷʟʳʚʘʝʪʩʷ ʢ 

ʜʨʫʛʦʡ ʧʦʜʭʦʜʷʱʝʡ ʟʦʥʝ. 

ʇʨʠ ʞʝʩʪʢʦʡ ʧʨʠʚʷʟʢʝ ʠʥʪʝʨʬʝʡʩ ʧʨʠʚʷʟʳʚʘʝʪʩʷ ʢ ʧʨʦʠʟʚʦʣʴʥʦʡ, ʦʧʨʝʜʝʣʝʥʥʦʡ 

ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʟʦʥʝ ʠʣʠ Internet-ʟʦʥʝ. ʇʨʠ ʠʟʤʝʥʝʥʠʷʭ ʪʦʧʦʣʦʛʠʠ ʧʝʨʝʧʨʠʚʷʟʢʘ ʥʝ 

ʧʨʦʠʩʭʦʜʠʪ. 

2) ɽʩʣʠ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʪʦʣʴʢʦ ʢʘʢ ʢʦʥʝʯʥʳʡ ʧʫʥʢʪ IPsec-

ʪʫʥʥʝʣʝʡ ʥʘʜʦ ʦʪʤʝʥʠʪ ɹʫʩʪʘʥʦʚʣʝʥʥʫʶ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ɺʢʣʶʯʠʪʴ 

ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʥʝʟʘʱʠʱʝʥʥʦʛʦ ʪʨʘʬʠʢʘ. 

ʐʘʛ 3: ʄʝʩʪʦʧʦʣʦʞʝʥʠʝ 

ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ ʄʝʩʪʦʧʦʣʦʞʝʥʠʝ, ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʦʧʮʠʠ ʄʝʩʪʦʧʦʣʦʞʝʥʠʝ 

ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1) ɺ ʧʦʣʝ ʂʦʦʨʜʠʥʘʪʳ ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʛʝʦʛʨʘʬʠʯʝʩʢʠʝ ʢʦʦʨʜʠʥʘʪʳ ʐʣʶʟʘ 

ɹʝʟʦʧʘʩʥʦʩʪʠ. ʂʦʦʨʜʠʥʘʪʳ ʤʦʞʥʦ ʚʚʝʩʪʠ ʚʨʫʯʥʫʶ ʠʣʠ ʧʨʠʩʚʦʠʪʴ ʠʭ ʐʣʶʟʫ 

ɹʝʟʦʧʘʩʥʦʩʪʠ, ʚʳʙʨʘʚ ʢʥʦʧʢʫ ʋʢʘʟʘʪʴ ʢʦʦʨʜʠʥʘʪʳ. 
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2) ɽʩʣʠ ʠʟʚʝʩʪʝʥ ʘʜʨʝʩ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʝʛʦ ʤʦʞʥʦ ʥʘʡʪʠ ʩ ʧʦʤʦʱʴʶ ʧʦʣʷ 

ʅʘʡʪʠ. 

3) ʇʦʩʣʝ ʦʧʨʝʜʝʣʝʥʠʷ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɻʦʪʦʚʦ. 

 
ɽʩʣʠ ʢʦʦʨʜʠʥʘʪʳ ʥʝ ʫʢʘʟʘʥʳ, ʪʦ ʧʦʣʝ ʂʦʦʨʜʠʥʘʪʳ ʠʤʝʝʪ ʟʥʘʯʝʥʠʝ ç-è. 

ʐʘʛ 4: ɺʠʨʪʫʘʣʴʥʘʷ ʯʘʩʪʥʘʷ ʩʝʪʴ 

ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ ɺʏʉ, ʯʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʦʧʮʠʠ ɺʏʉ. 

1) ɺʳʙʨʘʪʴ ʚʣʦʞʝʥʥʫʶ ʟʘʢʣʘʜʢʫ ʆʙʱʝʝ. 

2) ɽʩʣʠ ɺʳ ʥʝ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʠʩʧʦʣʴʟʦʚʘʣ ʧʨʦʪʦʢʦʣʳ IKE ʠʣʠ 

IPsec, ʥʘʜʦ ʦʪʤʝʥʠʪ ɹʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ɺʢʣʶʯʠʪʴ IKE/IPsec (ʫʩʪʘʥʦʚʣʝʥʥʫʶ ʧʦ 

ʫʤʦʣʯʘʥʠʶ). ɺ ʧ. 8.1.2.7 ʤʦʞʥʦ ʥʘʡʪʠ ʧʨʠʤʝʨ, ʢʦʛʜʘ ʤʦʞʝʪ ʧʦʥʘʜʦʙʠʪʴʩʷ ʦʪʤʝʥʠʪʴ 

ʵʪʫ ʫʩʪʘʥʦʚʢʫ. ɺ ʧʦʣʝ IKE port  ʤʦʞʥʦ ʠʟʤʝʥʠʪʴ ʧʦʨʪ, ʢʦʪʦʨʳʡ ʐʣʶʟ ʙʫʜʝʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ IKE-ʪʨʘʬʠʢʘ. ɺ ʧʦʣʝ IKE -NAT-T ʤʦʞʥʦ ʠʟʤʝʥʠʪʴ ʧʦʨʪ, 

ʠʩʧʦʣʴʟʫʝʤʳʡ ʐʣʶʟʦʤ ʜʣʷ ʨʘʙʦʪʳ ʧʨʦʪʦʢʦʣʘ IKE-NAT-Traversal. 

3) ɺʳʙʨʘʪʴ ʚʠʜʳ ʪʨʘʬʠʢʘ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʨʦʧʫʩʢʘʪʴʩʷ ʐʣʶʟʦʤ ʙʝʟ 

ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʡ ʧʨʦʚʝʨʢʠ ʷʚʥʳʭ ʇʨʘʚʠʣ ʃʇɹ, ʜʣʷ ʵʪʦʛʦ ʥʘʜʦ ʧʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʠ ʚ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʦʣʷʭ ʚ ɸʚʪʦʧʨʦʧʫʩʢ ʪʨʘʬʠʢʘ. 

4) ɺʳʙʨʘʪʴ ʚʣʦʞʝʥʥʫʶ ʟʘʢʣʘʜʢʫ ʉʝʨʪʠʬʠʢʘʪʳ, ʯʪʦʙʳ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴ 

ʩʝʨʪʠʬʠʢʘʪʳ. ʕʪʦ ʜʝʣʘʝʪʩʷ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

- ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠ ʚʚʝʩʪʠ ʥʝʦʙʭʦʜʠʤʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʝʨʪʠʬʠʢʘʪʝ 

ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ. ʕʪʘ ʠʥʬʦʨʤʘʮʠʷ ʜʦʣʞʥʘ ʪʦʯʥʦ ʩʦʚʧʘʜʘʪʴ ʩ ʠʥʬʦʨʤʘʮʠʝʡ 

ʜʝʡʩʪʚʠʪʝʣʴʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ; ʵʪʦʪ ʩʝʨʪʠʬʠʢʘʪ ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥ ʥʘ 

ʜʝʡʩʪʚʠʪʝʣʴʥʦʤ ʫʩʪʨʦʡʩʪʚʝ Cisco, ʢʦʪʦʨʦʝ ʧʨʝʜʩʪʘʚʣʷʝʪ ʜʘʥʥʳʡ ʆʙʲʝʢʪ ʐʣʶʟʘ 

ɹʝʟʦʧʘʩʥʦʩʪʠ (ʧʦʜʨʦʙʥʝʝ ʦ ʩʧʦʩʦʙʘʭ ʜʦʙʘʚʣʝʥʠʷ ʩʝʨʪʠʬʠʢʘʪʦʚ ʩʤ. ʧ. 8.1.1.1). 

- ɺʳʙʨʘʪʴ ʋʎ, ʚʳʜʘʚʰʠʡ ʩʝʨʪʠʬʠʢʘʪ, ʠʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ (ʦʙʨʘʪʠʪʝ 

ʚʥʠʤʘʥʠʝ, ʯʪʦ ʵʪʘ ʠʥʬʦʨʤʘʮʠʷ ʦʙʷʟʘʪʝʣʴʥʦ ʜʣʷ Cisco IOS ʚʝʨʩʠʡ 12.2 ʠ ʚʳʰʝ). 

ɺ ʩʧʠʩʢʝ ʩʦʜʝʨʞʘʪʩʷ ʥʘʟʚʘʥʠʷ ʚʩʝʭ ʋʎ, ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʚ ʦʢʥʝ ʉʝʨʚʝʨʳ. 

- ɽʩʣʠ ʫʩʪʨʦʡʩʪʚʦ Cisco ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʉʆʉ ʜʣʷ ʧʦʜʪʚʝʨʞʜʝʥʠʷ 

ʩʝʨʪʠʬʠʢʘʪʦʚ ʧʨʝʜʧʦʣʘʛʘʝʤʳʭ ʧʘʨʪʥʝʨʦʚ ʧʦ ʩʚʷʟʠ, ʥʘʜʦ ʧʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ 

ʧʦʣʝ ʆʙʨʘʙʦʪʢʘ ʉʆʉ. 

- ɼʦʙʘʚʠʪʴ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ LDAP-ʩʝʨʚʝʨʦʚ, ʢʦʪʦʨʳʝ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʫʩʪʨʦʡʩʪʚʦ Cisco ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʟʘʛʨʫʟʠʪʴ ʩʝʨʪʠʬʠʢʘʪʳ ʠ ʉʆʉ, ʠʩʧʦʣʴʟʫʷ 
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ʩʦʦʪʚʝʪʩʪʚʫʶʱʫʶ ʢʦʤʘʥʜʫ ɼʦʙʘʚʠʪʴ. ʆʙʨʘʪʠʪʝ ʚʥʠʤʘʥʠʝ, ʯʪʦ ʚ ʩʧʠʩʢʝ 

ʧʦʷʚʷʪʩʷ ʪʦʣʴʢʦ ʪʝ LDAP-ʩʝʨʚʝʨʳ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʟʘʨʘʥʝʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʳ ʚ 

ʦʢʥʝ ʉʝʨʚʝʨʳ (ʧʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 8.1.1.1). 

5) ɽʩʣʠ ʐʣʶʟʳ ɹʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʝʨʜʚʘʨʠʪʝʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʳʝ 

ʢʣʶʯʠ, ʚ ʵʪʦʤ ʩʣʫʯʘʝ ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʚʣʦʞʝʥʥʫʶ ʟʘʢʣʘʜʢʫ ʇʨʝʜʦʧʨʝʜʝʣʝʥʥʳʝ 

ʢʣʶʯʠ, ʯʪʦʙʳ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʳʝ ʢʣʶʯʠ. ʕʪʦ ʤʦʞʥʦ 

ʩʜʝʣʘʪʴ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʚ ʧʦʣʝ IKE Preshared Key Identities ʠ ʚʚʝʩʪʠ 

ʥʝʦʙʭʦʜʠʤʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʦʤ ʢʣʶʯʝ. ɼʘʥʥʳʡ 

ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʳʡ ʢʣʶʯ ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥ ʥʘ 

ʬʘʢʪʠʯʝʩʢʦʤ ʫʩʪʨʦʡʩʪʚʝ Cisco, ʢʦʪʦʨʦʝ ʧʨʝʜʩʪʘʚʣʷʝʪ ʜʘʥʥʳʡ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ, 

ʝʩʣʠ ʟʥʘʯʝʥʠʝ ʵʪʦʛʦ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʳʡ ʢʣʶʯʘ ʥʝ ʫʧʨʘʚʣʷʝʪʩʷ ʎʋʇ. 

ɺʚʝʩʪʠ ʠʥʬʦʨʤʘʮʠʶ ʦʙʦ ʚʩʝʭ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʳʭ ʢʣʶʯʘʭ, 

ʠʩʧʦʣʴʟʫʝʤʳʭ ʐʣʶʟʦʤ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʜʣʷ ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ 

ʩʣʝʜʫʶʱʝʝ: 

- ɺʚʝʩʪʠ ʠʤʷ ʜʘʥʥʦʛʦ ʢʣʶʯʘ. 

- ʇʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ʐʝʩʪʥʘʜʮʘʪʝʨʠʯʥʘʷ ʩʪʨʦʢʘ, ʝʩʣʠ ɺʳ ʭʦʪʠʪʝ ʚʚʝʩʪʠ 

ʟʥʘʯʝʥʠʝ ʢʣʶʯʘ ʚ ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʦʤ ʬʦʨʤʘʪʝ. 

- ʇʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ʋʧʨʘʚʣʷʝʤʳʡ, ʝʩʣʠ ʎʋʇ ʫʧʨʘʚʣʷʝʪ ʟʥʘʯʝʥʠʝʤ 

ʜʘʥʥʦʛʦ ʢʣʶʯʘ. 

- ɺʚʝʩʪʠ ʟʥʘʯʝʥʠʝ ʢʣʶʯʘ. ɽʩʣʠ ɺʳ ʧʦʩʪʘʚʠʣʠ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ʐʝʩʪʥʘʜʮʘʪʝʨʠʯʥʘʷ 

ʩʪʨʦʢʘ, ʚ ʧʦʣʝ ɿʥʘʯʝʥʠʝ ʢʣʶʯʘ ʥʘʜʦ ʚʚʝʩʪʠ ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʫʶ 

ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʩ ʯʝʪʥʳʤ ʢʦʣʠʯʝʩʪʚʦʤ ʟʥʘʢʦʚ. ʀʥʘʯʝ, ʥʘʜʦ ʚʚʝʩʪʠ ʟʥʘʯʝʥʠʝ ʚ 

ʙʫʢʚʝʥʥʦ-ʮʠʬʨʦʚʦʤ ʬʦʨʤʘʪʝ.  

- ʀʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʇʘʨʪʥʝʨ ʚʳʙʨʘʪʴ ʫʟʝʣ ʩʝʪʠ, ʩʦʚʤʝʩʪʥʦ ʩ ʢʦʪʦʨʳʤ 

ʜʘʥʥʳʡ ʆʙʲʝʢʪ ʇʦʣʠʪʠʢʠ ʠʩʧʦʣʴʟʫʝʪ ʵʪʦʪ ʢʣʶʯ. 

- ʀʟ ʧʝʨʚʦʛʦ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʊʠʧ ID ʢʣʶʯʘ ʚʳʙʨʘʪʴ ʩʧʦʩʦʙ ʠʜʝʥʪʠʬʠʢʘʮʠʠ 

ʣʦʢʘʣʴʥʦʛʦ ʢʣʶʯʘ. ʕʪʦ ʧʦʟʚʦʣʠʪ ʫʟʣʫ ʩʝʪʠ ʫʙʝʜʠʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ ʢʣʶʯ ʷʚʣʷʝʪʩʷ 

ʇʨʘʚʠʣʴʥʳʤ. ʇʦ ʫʤʦʣʯʘʥʠʶ, ʜʣʷ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʦʛʦ ʢʣʶʯʘ 

ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʥ ʧʝʨʚʠʯʥʳʡ IP-ʘʜʨʝʩ ʫʩʪʨʦʡʩʪʚʘ Cisco. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʥʝ 

ʪʨʝʙʫʝʪʩʷ ʚʚʦʜʠʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʜʘʥʥʳʭ. ʃʦʢʘʣʴʥʳʡ ʢʣʶʯ ʤʦʞʝʪ ʪʘʢʞʝ ʙʳʪʴ 

ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥ ʩ ʧʦʤʦʱʴʶ ʜʨʫʛʦʛʦ IP-ʘʜʨʝʩʘ, ʩʝʨʚʠʩʘ DNS, ID ʢʣʶʯʘ ʠʣʠ 

ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʦʛʦ ID ʢʣʶʯʘ. ɺ ʪʘʢʦʤ ʩʣʫʯʘʝ ʥʘʜʦ ʚʳʙʨʘʪʴ ʪʠʧ ʠʜʝʥʪʠʬʠʢʘʮʠʠ 
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ʠʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʠ ʚʚʝʩʪʠ ʟʥʘʯʝʥʠʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʚ ʧʦʣʝ ɿʥʘʯʝʥʠʝ ID 

ʢʣʶʯʘ. 

6) ɺʳʙʨʘʪʴ ʩʧʦʩʦʙ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʢʣʶʯʘ ʩʝʪʝʚʦʛʦ ʫʟʣʘ ʠʟ ʚʪʦʨʦʛʦ ʚʳʧʘʜʘʶʱʝʛʦ 

ʩʧʠʩʢʘ ʊʠʧ ID ʢʣʶʯʘ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʫʩʪʨʦʡʩʪʚʦ Cisco ʩʤʦʞʝʪ ʫʙʝʜʠʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ 

ʜʘʥʥʳʡ ʢʣʶʯ ʷʚʣʷʝʪʩʷ ʇʨʘʚʠʣʴʥʳʤ. ʇʦ ʫʤʦʣʯʘʥʠʶ, ʜʣʷ ʠʜʝʥʪʠʬʠʢʘʮʠʠ 

ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʦʛʦ ʢʣʶʯʘ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʝʨʚʠʯʥʳʡ IP-ʘʜʨʝʩ ʩʝʪʝʚʦʛʦ ʫʟʣʘ. 

ɺ ʜʘʥʥʦʤ ʩʣʫʯʘʝ ʥʝ ʪʨʝʙʫʝʪʩʷ ʫʢʘʟʳʚʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʜʘʥʥʳʭ. ʂʣʶʯ ʩʝʪʝʚʦʛʦ 

ʫʟʣʘ ʤʦʞʝʪ ʪʘʢʞʝ ʙʳʪʴ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥ ʩ ʧʦʤʦʱʴʶ ʜʨʫʛʦʛʦ IP-ʘʜʨʝʩʘ, ʩʝʨʚʠʩʘ 

DNS, ID ʢʣʶʯʘ ʠʣʠ ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʦʛʦ ID ʢʣʶʯʘ. ɺ ʪʘʢʦʤ ʩʣʫʯʘʝ ʚʳʙʨʘʪʴ ʪʠʧ ID 

ʢʣʶʯʘ ʠʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʠ ʚʚʝʩʪʠ ʟʥʘʯʝʥʠʝ ʵʪʦʛʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʚ ʧʦʣʝ 

ɿʥʘʯʝʥʠʝ ID ʢʣʶʯʘ. ʇʨʦʪʦʢʦʣ XAUTH ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʙʦʣʝʝ ʧʦʣʥʦʡ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʨʠ ʫʩʪʘʥʦʚʣʝʥʠʠ VPN ʩʦʝʜʠʥʝʥʠʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʧʨʦʪʦʢʦʣʘ 

IKE. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʐʣʶʟʳ ʤʦʛʫʪ ʘʫʪʝʥʪʠʬʠʮʠʨʦʚʘʪʴ ʫʜʘʣʝʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, 

ʦʙʨʘʪʠʚʰʠʩʴ ʢ ʚʥʝʰʥʝʤʫ ʩʝʨʚʝʨʫ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ 

ʤʘʥʜʘʪʦʚ. ɽʩʣʠ ʜʘʥʥʳʡ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʧʨʦʚʦʜʠʪ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʫʜʘʣʝʥʥʳʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ/ ʍʦʩʪʦʚ ɹʝʟʦʧʘʩʥʦʩʪʠ ʯʝʨʝʟ ʚʥʝʰʥʠʡ ʩʝʨʚʝʨ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩ 

ʧʦʤʦʱʴʶ ʧʨʦʪʦʢʦʣʘ XAUTH, ʤʦʞʥʦ ʦʪʨʘʟʠʪʴ ʵʪʦ ʚ ʥʘʩʪʨʦʡʢʘʭ ʎʋʇ. ɺʳʙʨʘʪʴ 

ʚʣʦʞʝʥʥʫʶ ʟʘʢʣʘʜʢʫ ʈʘʩʰʠʨʝʥʥʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ (ʝʩʣʠ ʦʥʘ ʜʦʩʪʫʧʥʘ), ʠ ʩʜʝʣʘʪʴ 

ʩʣʝʜʫʶʱʝʝ: 

- ʇʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ɺʢʣʶʯʠʪʴ XAUTH . 

 
ʊʦʣʴʢʦ ʜʣʷ PIX Firewall. 

ɽʩʣʠ ɺʳ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʩʝʨʚʝʨ XAUTH ʧʨʝʜʦʩʪʘʚʣʷʣ ʫʜʘʣʝʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ 

ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʘʚʪʦʨʠʟʘʮʠʠ ʚ ʚʠʜʝ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ, ʥʘʜʦ ʧʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ 

ɺʥʝʰʥʷʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ. 

- ɺʳʙʨʘʪʴ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ, ʢʦʪʦʨʳʝ ʜʦʣʞʥʳ ʙʳʪʴ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥʳ ʩ 

ʧʦʤʦʱʴʶ ʚʥʝʰʥʝʛʦ ʩʝʨʚʝʨʘ ʚ ʩʧʠʩʢʝ ɼʦʩʪʫʧʥʳʝ ʦʙʲʝʢʪʳ ʠ ʧʝʨʝʤʝʩʪʠʪʴ ʠʭ ʚ 

ʩʧʠʩʦʢ ɺʳʙʨʘʥʥʳʝ ʦʙʲʝʢʪʳ. 

- ɺʳʙʨʘʪʴ ʚʥʝʰʥʠʝ ʉʝʨʚʝʨʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʢʦʪʦʨʳʝ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʝʪ 

ʧʨʦʚʝʨʷʪʴ ʥʘ ʥʘʣʠʯʠʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʤʘʥʜʘʪʦʚ ʚ ʩʧʠʩʢʝ ʉʝʨʚʝʨʳ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ (ɼʣʷ ʵʪʦʛʦ ɺʳ ʜʦʣʞʥʳ ʙʳʣʠ ʟʘʨʘʥʝʝ ʩʦʟʜʘʪʴ ʆʙʲʝʢʪʳ ʩʝʨʚʝʨʦʚ 

TACACS+ ʠ/ʠʣʠ RADIUS ʚ ʦʢʥʝ ʉʝʨʚʝʨʳ). ʇʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 8.1.1.2. 

- ʇʦ ʫʤʦʣʯʘʥʠʶ, ʎʋʇ ʙʫʜʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʚʳʙʠʨʘʪʴ ʪʦʪ ʠʥʪʝʨʬʝʡʩ ʐʣʶʟʘ 

ɹʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ XAUTH ʩ ʧʦʤʦʱʴʶ ʘʣʛʦʨʠʪʤʘ 

ʪʨʘʩʩʠʨʦʚʢʠ ʪʦʧʦʣʦʛʠʠ. ɽʩʣʠ ɺʳ ʭʦʪʠʪʝ ʚʨʫʯʥʫʶ ʫʩʪʘʥʦʚʠʪʴ ʠʥʪʝʨʬʝʡʩ, ʢʦʪʦʨʳʡ 
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ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ XAUTH, ʥʘʜʦ  ʚʳʙʨʘʪʴ ʥʫʞʥʳʡ ʠʥʪʝʨʬʝʡʩ ʠʟ 

ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ. 

- ʇʨʦʪʦʢʦʣ IKE CFG  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʟʘʛʨʫʞʘʪʴ IP-ʘʜʨʝʩ ʠ ʜʨʫʛʠʝ 

ʜʘʥʥʳʝ ʩʝʪʝʚʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʜʘʣʝʥʥʳʡ ɺʏʉ-ʂʣʠʝʥʪ, ʢʘʢ ʯʘʩʪʴ ʧʨʦʮʝʩʩʘ 

ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʛʦ ʩʦʛʣʘʩʦʚʘʥʠʷ IKE. ɺ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ ʵʪʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ 

ʪʦʛʦ, ʯʪʦʙʳ ʠʟʙʝʞʘʪʴ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʦʪʚʝʪʥʳʭ ʧʘʢʝʪʦʚ ʩ ʣʦʢʘʣʴʥʦʛʦ ʩʝʨʚʝʨʘ 

ʫʜʘʣʝʥʥʦʤʫ ɺʏʉ-ʂʣʠʝʥʪʫ. ʊʘʢʞʝ ʵʪʦ ʧʦʟʚʦʣʷʝʪ ʚʳʜʝʣʷʪʴ ʪʨʘʬʠʢ, ʠʩʭʦʜʷʱʠʡ 

ʦʪ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥʥʳʭ ʫʜʘʣʝʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʠ ʟʘʪʝʤ ʧʨʠʤʝʥʠʪʴ ʢ ʥʝʤʫ 

ʬʠʣʴʪʨʘʮʠʶ ʄʕ, ʠʩʧʦʣʴʟʫʷ ʣʦʢʘʣʴʥʳʡ ʧʫʣ IP-ʘʜʨʝʩʦʚ, ʚʤʝʩʪʦ ʦʙʱʠʭ ʘʜʨʝʩʦʚ 

ʛʣʦʙʘʣʴʥʦʡ ʩʝʪʠ. ɽʩʣʠ ʜʘʥʥʳʡ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʪʨʝʙʫʝʪ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ 

ʫʜʘʣʝʥʥʳʭ ʍʦʩʪʦʚ ɹʝʟʦʧʘʩʥʦʩʪʠ/ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʯʝʨʝʟ IKE CFG, ʧʨʠʩʚʘʠʚʘʷ ʠʤ 

IP-ʘʜʨʝʩʘ ʚ ʧʨʦʩʪʨʘʥʩʪʚʝ IP-ʘʜʨʝʩʦʚ, ʨʘʩʧʦʣʦʞʝʥʥʦʤ ʟʘ ʐʣʶʟʦʤ, ʤʦʞʥʦ 

ʦʪʨʘʟʠʪʴ ʵʪʦ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʎʋʇ, ʩʦʟʜʘʚʘʷ ʇʨʘʚʠʣʘ IKE CFG. ʉʦʟʜʘʥʠʝ 

ʧʨʘʚʠʣʘ IKE CFG ʧʨʦʠʩʭʦʜʠʪ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

- ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ IKECFG ; 

- ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠ ʩʦʟʜʘʪʴ ʇʨʘʚʠʣʘ IKE CFG: 

- ɺʳʙʨʘʪʴ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ, ʢ ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʴʩʷ ʧʨʦʪʦʢʦʣ IKE CFG 

ʠʟ ʩʧʠʩʢʘ ɼʦʩʪʫʧʥʳʝ ʦʙʲʝʢʪʳ ʠ ʧʝʨʝʤʝʩʪʠʪʴ ʠʭ ʚ ʩʧʠʩʦʢ ɺʳʙʨʘʥʥʳʝ ʦʙʲʝʢʪʳ. 

- ʋʢʘʟʘʪʴ ʈʝʩʫʨʩ IP-ʘʜʨʝʩʦʚ, ʥʘʭʦʜʷʱʠʡʩʷ ʟʘ ʐʣʶʟʦʤ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʠʟ ʢʦʪʦʨʦʛʦ 

ʙʫʜʫʪ ʙʨʘʪʴʩʷ ʘʜʨʝʩʘ ʜʣʷ ʫʜʘʣʝʥʥʳʭ ʍʦʩʪʦʚ ɹʝʟʦʧʘʩʥʦʩʪʠ / ʇʦʣʴʟʦʚʘʪʝʣʝʡ. ʀʟ 

ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʚʳʙʨʘʪʴ ʤʝʪʦʜ, ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʚʚʦʜʠʪʴʩʷ ʈʝʩʫʨʩ IP-

ʘʜʨʝʩʦʚ (IP ɼʠʘʧʘʟʦʥ, IP ɸʜʨʝʩ + ʄʘʩʢʘ ʠʣʠ DHCP). ʇʨʠ ʚʳʙʦʨʝ ʤʝʪʦʜʘ 

ʧʦʣʫʯʝʥʠʷ ʨʝʩʫʨʩʘ ʯʝʨʝʟ DHCP ʚ ʢʘʯʝʩʪʚʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʠʝʥʪʘ ʙʫʜʝʪ 

ʥʘʧʨʘʚʣʝʥ ʘʜʨʝʩ, ʚʳʙʨʘʥʥʳʡ DHCP-ʩʝʨʚʝʨʦʤ, ʢʦʪʦʨʳʡ ʧʝʨʚʳʤ ʦʪʚʝʪʠʪ ʥʘ 

ʟʘʧʨʦʩ (DHCP REQUEST), ʦʪʧʨʘʚʣʝʥʥʳʡ ʩʦ ʰʣʶʟʘ. ʇʨʠ ʦʙʤʝʥʝ ʠʥʬʦʨʤʘʮʠʝʡ ʩ 

DHCP-ʩʝʨʚʝʨʘ, ʩ ʢʦʪʦʨʳʤ ʨʘʙʦʪʘʝʪ ʰʣʶʟ, ʟʘʧʨʘʰʠʚʘʶʪʩʷ ʩʣʝʜʫʶʱʠʝ 

ʧʘʨʘʤʝʪʨʳ: IP-ʘʜʨʝʩ, subnet mask ʠ broadcast addr, DNS. 

- ɺ ʧʨʝʜʣʘʛʘʝʤʦʝ ʧʦʣʝ ʚʚʝʩʪʠ ʧʦʜʭʦʜʷʱʠʝ ʟʥʘʯʝʥʠʷ ʜʣʷ ʦʙʣʘʩʪʠ IP-ʘʜʨʝʩʦʚ. 

- ʋʢʘʟʘʪʴ Broadcast-ʤʘʩʢʫ ʠ ʘʜʨʝʩ DNS-ʩʝʨʚʝʨʘ ʚ ʧʦʣʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ 

ʧʘʨʘʤʝʪʨʳ. 

ʐʘʛ 5: ʋʧʨʘʚʣʝʥʠʝ ɸʛʝʥʪʦʤ 

1) ɺʳʙʨʘʪʴ ʚʣʦʞʝʥʥʫʶ ʟʘʢʣʘʜʢʫ ʋʧʨʘʚʣʝʥʠʝ. ʕʪʘ ʟʘʢʣʘʜʢʘ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ 

ʫʩʪʘʥʦʚʢʠ ʇʦʣʠʪʠʢʠ ʜʨʘʡʚʝʨʘ, ʢʦʪʦʨʘʷ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʥʘ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʫʨʦʚʥʝʡ 

ʨʝʛʠʩʪʨʘʮʠʠ ʜʣʷ ɿɸʉʊɸɺɸ-ʆʬʠʩ, ʘ ʪʘʢʞʝ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʝʛʦ ʃʇɹ. 
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2) ɺʳʙʨʘʪʴ ʚʣʦʞʝʥʥʫʶ ʟʘʢʣʘʜʢʫ ʆʙʱʝʝ: 

- ʋʩʪʘʥʦʚʠʪʴ ʇʦʣʠʪʠʢʫ, ʢʦʪʦʨʫʶ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʧʦ 

ʫʤʦʣʯʘʥʠʶ. ʕʪʘ ʇʦʣʠʪʠʢʘ ʇʨʦʧʫʩʪʠʪʴ ʚʩʝʭ ʠʣʠ ɿʘʧʨʝʪʠʪʴ ʚʩʝʭ ʙʫʜʝʪ 

ʧʨʠʤʝʥʷʪʴʩʷ ʧʨʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʠ ʩ ʪʝʤʠ ʫʟʣʘʤʠ ʩʝʪʠ, ʜʣʷ ʢʦʪʦʨʳʭ ʃʇɹ 

ʫʩʪʨʦʡʩʪʚʘ Cisco ʥʝ ʧʨʝʜʫʩʤʘʪʨʠʚʘʝʪ ʪʦʯʥʳʭ ʇʨʘʚʠʣ. 

- ɽʩʣʠ ɺʳ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʠ/ʠʣʠ ʯʝʨʝʟ ICMP-

ʪʨʘʬʠʢ ʜʝʣʘʣ ʫʩʪʘʥʦʚʢʠ, ʥʘʜʦ ʩʜʝʣʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʦʪʤʝʪʢʠ. 

- ʋʩʪʘʥʦʚʠʪʴ ʫʨʦʚʥʠ ʨʝʛʠʩʪʨʘʮʠʠ ʩʦʙʳʪʠʡ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʢʦʥʩʦʣʠ 

Cisco. 

3) ɺʳʙʨʘʪʴ ʚʣʦʞʝʥʥʫʶ ʟʘʢʣʘʜʢʫ ʃʇɹ: 

- ɹʣʦʢʠ ʃʦʢʘʣʴʥʘʷ ʇʦʣʠʪʠʢʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʠ ʉʪʨʫʢʪʫʨʘ ʃʇɹ ʙʫʜʫʪ ʜʦʩʪʫʧʥʳ 

ʪʦʣʴʢʦ ʧʦʩʣʝ ʪʨʘʥʩʣʷʮʠʠ ɻʇɹ ʠ ʩʦʟʜʘʥʠʷ ʃʇɹ ʜʣʷ ʜʘʥʥʦʛʦ ʐʣʶʟʘ 

ɹʝʟʦʧʘʩʥʦʩʪʠ. ɽʩʣʠ ɺʳ ʥʝ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʚ ʩʣʝʜʫʶʱʠʡ ʨʘʟ ʧʨʠ ʪʨʘʥʩʣʷʮʠʠ ɻʇɹ 

ʜʣʷ ʵʪʦʛʦ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʙʳʣʘ ʩʦʟʜʘʥʘ ʃʇɹ (ʥʘʧʨʠʤʝʨ, ʝʩʣʠ ɺʳ ʚʨʫʯʥʫʶ 

ʚʥʝʩʣʠ ʠʟʤʝʥʝʥʠʷ ʚ ʪʝʢʫʱʫʶ ʃʇɹ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʠ ʭʦʪʠʪʝ ʩʦʭʨʘʥʠʪʴ 

ʫʩʪʘʥʦʚʢʠ), ʥʘʜʦ ʧʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ʅʝ ʪʨʘʥʩʣʠʨʦʚʘʪʴ ʃʇɹ. ʊʘʢʠʤ 

ʦʙʨʘʟʦʤ, ʪʨʘʥʩʣʷʮʠʷ ʃʇɹ ʙʫʜʝʪ ʦʪʤʝʥʝʥʘ ʜʣʷ ʵʪʦʛʦ ʐʣʶʟʘ ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʥʝ 

ʙʫʜʝʪ ʫʙʨʘʥʘ ʦʪʤʝʪʢʘ. 

4) ɺʳʙʨʘʪʴ ʚʣʦʞʝʥʥʫʶ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʩʦʝʜʠʥʝʥʠʷ. ʕʪʠ ʧʘʨʘʤʝʪʨʳ ʫʧʨʘʚʣʷʶʪ 

ʧʨʦʮʝʩʩʦʤ ʢʦʤʤʫʥʠʢʘʮʠʠ ʤʝʞʜʫ ʩʝʨʚʠʩʦʤ ʎʋʇ ʠ ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʤ Cisco/ʄʕ PIX 

Firewall ʚʦ ʚʨʝʤʷ ʘʢʪʠʚʘʮʠʠ ɻʇɹ.  

ʋʢʘʟʘʪʴ ʧʘʨʘʤʝʪʨʳ ʩʦʝʜʠʥʝʥʠʷ ʆʙʲʝʢʪʘ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

- ɺʳʙʨʘʪʴ ʨʝʞʠʤ ʢʦʤʤʫʥʠʢʘʮʠʠ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʥ ʤʝʞʜʫ ʫʩʪʨʦʡʩʪʚʦʤ 

Cisco ʠ ʎʋʇ: SSH ʚʝʨʩʠʠ 1 ʠʣʠ telnet. 

- ɺʚʝʩʪʠ ʀʤ ̫ʧʦʣʴʟʦʚʘʪʝʣʷ, ʯʪʦʙʳ ʎʋʇ ʤʦʛ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʫ Cisco. 

- ɺʚʝʩʪʠ ʧʦʣʴʟʦʚʘʪʝʣʷ (SSH/telnet) ʠ ʧʘʨʦʣʠ, ʯʪʦʙʳ ʎʋʇ ʤʦʛ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ 

ʫʩʪʨʦʡʩʪʚʫ Cisco. 

ɽʩʣʠ ɺʳ ʭʦʪʠʪʝ ʩʦʭʨʘʥʷʪʴ ʜʘʥʥʳʝ ʦ ʪʦʤ, ʙʳʣʠ ʣʠ ʚʥʝʩʝʥʳ ʠʟʤʝʥʝʥʠʷ ʚ ʃʇɹ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʤʦʤʝʥʪʘ ʧʦʩʣʝʜʥʝʡ ʘʢʪʠʚʘʮʠʠ, ʥʘʜʦ ʧʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ʆʪʩʣʝʞʠʚʘʥʠʝ 

ʮʝʣʦʩʪʥʦʩʪʠ ʃʇɹ. ɺ ʧʦʣʝ ʋʜʘʣʝʥʥʳʝ ʉʝʨʚʝʨʳ ʦʧʨʝʜʝʣʷʶʪ ʩʝʨʚʝʨ (ʎʋʇ ʩʣʫʯʘʡ), ʢʦʪʦʨʳʡ 

ʨʘʩʧʨʝʜʝʣʠʪ ʃʇɹ ʵʪʠʤ ʐʣʶʟʘʤ ɹʝʟʦʧʘʩʥʦʩʪʠ. ʇʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 8.1.1.2.  

ʐʘʛ 6: ʅʘʩʪʨʦʡʢʘ SNMP  
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1) ɺʳʙʨʘʪʴ ʟʘʢʣʘʜʢʫ SNMP ʠ ʧʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ɺʢʣʶʯʠʪʴ SNMP, ʝʩʣʠ ɺʳ 

ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ ʪʝʢʫʱʠʡ ʢʦʥʪʨʦʣʴ SNMP ʜʣʷ ʜʘʥʥʦʛʦ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ. 

ɿʘʪʝʤ ʫʩʪʘʥʦʚʠʪʴ ʥʘʩʪʨʦʡʢʠ SNMP, ʧʦʣʥʳʡ ʩʧʠʩʦʢ ʩʦʦʙʱʝʥʠʡ SNMP ʤʦʞʥʦ ʥʘʡʪʠ 

ʚ ʧ. 8.1.2.7.  

2) ʇʦ ʫʤʦʣʯʘʥʠʶ, ʧʦʨʪ SNMP-ʂʣʠʝʥʪʘ ʇʦʨʪ ʢʣʠʝʥʪʘ ʫʩʪʘʥʦʚʣʝʥ ʥʘ 161, ʘ ʟʥʘʯʝʥʠʝ 

SNMP-ʩʦʦʙʱʝʩʪʚʘ ɻʨʫʧʧʘ ʧʦ ʫʤʦʣʯʘʥʠʶ ï ʥʘ public. 

 
ɼʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʦʦʙʱʝʥʠʡ SNMP ʠʩʧʦʣʴʟʫʝʪ ʠʤʝʥʘ ʩʦʦʙʱʝʩʪʚʘ (community name). 

ʀʤʷ ʩʦʦʙʱʝʩʪʚʘ ʤʦʞʥʦ ʩʯʠʪʘʪʴ ʢʦʜʦʤ ʜʦʩʪʫʧʘ, ʢʦʪʦʨʳʡ ʩʦʚʤʝʩʪʥʦ ʠʩʧʦʣʴʟʫʝʪʩʷ SNMP-

ʩʝʨʚʝʨʘʤʠ ʠ ɸʛʝʥʪʘʤʠ SNMP. ɺʩʝ ʩʦʦʙʱʝʥʠʷ SNMP ʜʦʣʞʥʳ ʩʦʜʝʨʞʘʪʴ ʠʤʷ ʩʦʦʙʱʝʩʪʚʘ. 

ɽʩʣʠ ʩʦʦʙʱʝʥʠʝ ʩʦʜʝʨʞʠʪ ʠʤʷ ʩʦʦʙʱʝʩʪʚʘ, ʢʦʪʦʨʦʝ ʥʝ ʥʘʩʪʨʦʝʥʦ ʥʘ ʭʦʩʪʝ, ʦʥʦ ʙʫʜʝʪ 

ʦʪʢʣʦʥʝʥʦ. 

3) ɺʳʙʨʘʪʴ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ SNMP-ʩʝʨʚʝʨʦʚ ʚ SNMP-ʩʝʨʚʝʨʳ, ʥʘ ʢʦʪʦʨʳʝ 

ʜʘʥʥʳʡ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʝʪ ʧʦʩʳʣʘʪʴ SNMP-ʩʦʦʙʱʝʥʠʷ.  

 
ɺ ʩʧʠʩʢʝ ɼʦʩʪʫʧʥʳʝ ʧʦʷʚʷʪʩʷ ʪʦʣʴʢʦ ʪʝ ʩʝʨʚʝʨʳ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʨʘʥʝʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʳ 

ʚ ʦʢʥʝ ʉʝʨʚʝʨʳ (ʧʦʜʨʦʙʥʝʝ ʩʤ. ʚ ʧʦʜʨʘʟʜʝʣʝ 8.9). 

ʐʘʛ 7: ʅʘʩʪʨʦʡʢʘ ʞʫʨʥʘʣʘ ʨʝʛʠʩʪʨʘʮʠʠ Syslog Distributor  

ʉʠʩʪʝʤʥʳʡ ʞʫʨʥʘʣ ʧʦʟʚʦʣʷʝʪ ɸʛʝʥʪʘʤ ʧʦʩʳʣʘʪʴ ʨʝʛʠʩʪʨʘʮʠʦʥʥʳʝ ʜʘʥʥʳʝ ʥʘ 

ʫʜʘʣʝʥʥʳʡ ʩʝʨʚʝʨ ʚ ʩʪʘʥʜʘʨʪʠʟʦʚʘʥʥʦʤ ʬʦʨʤʘʪʝ. ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʦʪʧʨʘʚʢʫ ʜʘʥʥʳʭ 

ʞʫʨʥʘʣʘ ʨʝʛʠʩʪʨʘʮʠʠ ʩ ʜʘʥʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ Cisco ʥʘʜʦ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʚʳʙʨʘʪʴ ʧʘʨʘʤʝʪʨ 

ɺʢʣʶʯʠʪʴ ʠ ʩʜʝʣʘʪʴ ʩʣʝʜʫʶʱʝʝ: 

1) ʋʩʪʘʥʦʚʠʪʴ ʫʨʦʚʝʥʴ ʨʝʛʠʩʪʨʘʮʠʠ ʜʣʷ ʦʪʧʨʘʚʢʠ ʦʪʯʝʪʦʚ ʦ ʩʦʙʳʪʠʷʭ ʩʠʩʪʝʤʥʦʛʦ 

ʞʫʨʥʘʣʘ ʨʝʛʠʩʪʨʘʮʠʠ. ɺʩʝ ʩʦʦʙʱʝʥʠʷ ʩʠʩʪʝʤʥʦʛʦ ʞʫʨʥʘʣʘ ʨʝʛʠʩʪʨʘʮʠʠ ʩ ʫʨʦʚʥʝʤ 

ʨʝʛʠʩʪʨʘʮʠʠ ʥʠʞʝ ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʥʝ ʙʫʜʫʪ ʦʪʧʨʘʚʣʷʪʴʩʷ ʥʘ Syslog-ʩʝʨʚʝʨ.  

2) ɺʳʙʨʘʪʴ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ Syslog-ʩʝʨʚʝʨʦʚ, ʥʘ ʢʦʪʦʨʳʝ ʜʘʥʥʳʡ ʐʣʶʟ ʙʫʜʝʪ 

ʦʪʧʨʘʚʣʷʪʴ ʩʦʦʙʱʝʥʠʷ ʞʫʨʥʘʣʘ ʨʝʛʠʩʪʨʘʮʠʠ.  

3) ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʥʘʩʪʨʦʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʣʦʛʠʨʦʚʘʥʠ ̫ʚ ʦʢʥʝ Syslog.  

ʐʘʛ 8: ʇʨʠʥʘʜʣʝʞʥʦʩʪʴ ʢ ʛʨʫʧʧʝ  

ʅʘ ʟʘʢʣʘʜʢʝ ɺʭʦʜʠʪ ʚ ʧʦʢʘʟʘʥʦ, ʢ ʢʘʢʠʤ ʛʨʫʧʧʘʤ ʧʨʠʥʘʜʣʝʞʠʪ ʜʘʥʥʳʡ ʐʣʶʟ 

ɹʝʟʦʧʘʩʥʦʩʪʠ. ʄʦʞʥʦ ʜʦʙʘʚʠʪʴ ʐʣʶʟ ʚ ʩʫʱʝʩʪʚʫʶʱʫʶ ʛʨʫʧʧʫ ʠʣʠ ʫʜʘʣʠʪʴ ʝʛʦ ʠʟ ʥʝʝ. ʅʘ 

ʟʘʢʣʘʜʢʝ ʩʦʜʝʨʞʘʪʩʷ ʜʚʘ ʩʧʠʩʢʘ: ʚ ʧʝʨʚʦʤ ɼʦʩʪʫʧʥʳʝ ʛʨʫʧʧʳ ʧʦʢʘʟʘʥ ʧʦʣʥʳʡ ʧʝʨʝʯʝʥʴ ɻʨʫʧʧ, 

ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʚ ʧʘʧʢʝ ɻʨʫʧʧʳ ʚ ʩʝʢʮʠʠ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ (ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʪʝʭ ɻʨʫʧʧ, 

ʚ ʢʦʪʦʨʳʭ ʚ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʩʦʩʪʦʠʪ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ); ʚʦ ʚʪʦʨʦʤ ɺʳʙʨʘʥʥʳʝ ʛʨʫʧʧʳ 

ʧʝʨʝʯʠʩʣʝʥʳ ɻʨʫʧʧʳ, ʢ ʢʦʪʦʨʳʤ ʚ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʧʨʠʥʘʜʣʝʞʠʪ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ. 
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ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʩʦʩʪʘʚ ɻʨʫʧʧʳ ʠ ʜʦʙʘʚʠʪʴ ʚ ɻʨʫʧʧʫ ʩʦʟʜʘʥʥʳʡ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ 

ʥʝʦʙʭʦʜʠʤʦ ʧʝʨʝʤʝʩʪʠʪʴ ʥʫʞʥʫʶ ɻʨʫʧʧʫ ʠʟ ʩʧʠʩʢʘ ɼʦʩʪʫʧʥʳʝ ʛʨʫʧʧʳ ʚ ʩʧʠʩʦʢ ɺʳʙʨʘʥʥʳʝ 

ʛʨʫʧʧʳ, ʠʩʧʦʣʴʟʫʷ ʢʥʦʧʢʠ ʩʦ ʩʪʨʝʣʢʘʤʠ. 

ʐʘʛ 9: ʇʨʘʚʠʣʘ NAT 

ɽʩʣʠ ʜʣʷ ʜʘʥʥʦʛʦ ʦʙʲʝʢʪʘ ʥʝʦʙʭʦʜʠʤʦ ʫʯʝʩʪʴ/ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʪʨʘʥʩʣʷʮʠʶ ʩʝʪʝʚʳʭ 

ʘʜʨʝʩʦʚ (NAT, Network Address Translation) ʥʘʜʦ ʦʙʨʘʪʠʪʴʩ ̫ʢ ʧ. 8.1.1.3. 

ʐʘʛ 10: ɿʘʚʝʨʰʝʥʠʝ ʩʦʟʜʘʥʠʷ ʐʣʶʟʘ 

ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɻʦʪʦʚʦ. ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʝʪ ʜʦʙʘʚʣʝʥ ʚ ʊʦʧʦʣʦʛʠʶ ɺʏʉ ʠ ʧʘʧʢʫ 

ʉʝʪʝʚʳʝ ʆʙʲʝʢʪʳ ʚ ʩʝʢʮʠʠ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ. 

8.1.2.5. ʐʣʶʟʳ ɹʝʟʦʧʘʩʥʦʩʪʠ Microsoft IPsec ɸʛʝʥʪ  

ɸʛʝʥʪʳ IPsec, ʚʭʦʜʷʱʠʝ ʚ ʆʉ Windows, ʪʘʢʞʝ ʤʦʞʥʦ ʦʧʨʝʜʝʣʠʪʴ, ʢʘʢ ʐʣʶʟʳ 

ɹʝʟʦʧʘʩʥʦʩʪʠ. ʋʩʪʘʥʦʚʠʪʴ ʢʫʨʩʦʨ ʥʘ ʩʝʢʮʠʶ ʊʦʧʦʣʦʛʠʷ ɺʏʉ ʠʣʠ ʚʳʙʨʘʪʴ ʧʘʧʢʫ ʉʝʪʝʚʳʝ 

ʦʙʲʝʢʪʳ ʚ ʩʝʢʮʠʠ ʆʙʲʝʢʪʳ ʧʦʣʠʪʠʢʠ, ʠʩʧʦʣʴʟʫʷ ʢʦʤʘʥʜʫ ɼʦʙʘʚʠʪʴ- >ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ. 

ʐʘʛ 1: ʆʙʱʠʝ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ 

1) ʋʢʘʟʘʪʴ ʧʨʦʠʟʚʦʜʠʪʝʣʷ ʠ ʚʝʨʩʠʶ ɸʛʝʥʪʘ, ʢʦʪʦʨʦʛʦ ʙʫʜʝʪ ʧʨʝʜʩʪʘʚʣʷʪʴ ʵʪʦʪ ʐʣʶʟ 

ɹʝʟʦʧʘʩʥʦʩʪʠ ʚ ʦʢʥʝ ɺʳʙʦʨ ɼʝʩʢʨʠʧʪʦʨʘ ɸʛʝʥʪʘ. 

2) ʅʘ ʟʘʢʣʘʜʢʝ ʆʙʱʝʝ ʚʚʝʩʪʠ ʀʤ ̫ʦʙʲʝʢʪʘ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ. 

3) ɺ ʩʪʨʦʢʝ ɸʜʨʝʩ ɸʛʝʥʪʘ ʥʘʙʨʘʪʴ IP-ʘʜʨʝʩ ʐʣʶʟʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʧʨʝʜʩʪʘʚʣʷʪʴ ʵʪʦʪ 

ʆʙʲʝʢʪ. ʀʤʝʥʥʦ ʥʘ ʵʪʦʪ ʘʜʨʝʩ ʎʋʇ ʙʫʜʝʪ ʦʪʧʨʘʚʣʷʪʴ ʃʇɹ ʜʣʷ ʜʘʥʥʦʛʦ ʆʙʲʝʢʪʘ. 

4) ɽʩʣʠ ɺʳ ʭʦʪʠʪʝ ʩʦʟʜʘʪʴ ʥʝʫʧʨʘʚʣʷʝʤʳʡ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʥʘʜʦ ʫʙʨʘʪʴ ʦʪʤʝʪʢʫ 

ʚ ʧʦʣʝ ʋʧʨʘʚʣʷʝʤʳʡ. 

5) ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʤʦʞʥʦ ʪʘʢʞʝ ʚʚʝʩʪʠ ʪʝʢʩʪʦʚʦʝ ʦʧʠʩʘʥʠʝ ʆʙʲʝʢʪʘ. 

ʐʘʛ 2: ʊʦʧʦʣʦʛʠʷ 

ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ ʊʦʧʦʣʦʛʠʷ, ʯʪʦʙʳ ʚʚʝʩʪʠ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʠʥʪʝʨʬʝʡʩʘʭ ʐʣʶʟʘ 

ɹʝʟʦʧʘʩʥʦʩʪʠ (ʝʩʣʠ ʵʪʘ ʠʥʬʦʨʤʘʮʠʷ ʥʝ ʙʳʣʘ ʚʦʩʩʪʘʥʦʚʣʝʥʘ ʯʝʨʝʟ SNMP, ʢʘʢ ʦʪʤʝʯʝʥʦ ʚʳʰʝ): 

- ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠ ʚʚʝʩʪʠ ʣʦʛʠʯʝʩʢʦʝ ʠʤʷ ʠ IP-ʘʜʨʝʩ ʧʝʨʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ 

ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ. ʊʘʢʠʤ ʞʝ ʦʙʨʘʟʦʤ ʚʚʝʩʪʠ ʜʘʥʥʳʝ ʚʩʝʭ ʠʥʪʝʨʬʝʡʩʦʚ ʐʣʶʟʘ 

ɹʝʟʦʧʘʩʥʦʩʪʠ. ɼʣʷ ʦʜʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʤʦʞʥʦ ʫʢʘʟʳʚʘʪʴ ʥʝʩʢʦʣʴʢʦ IP-ʘʜʨʝʩʦʚ, ʜʣʷ 

ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʩʦʟʜʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʠʥʪʝʨʬʝʡʩʳ ʩ ʪʝʤ ʞʝ ʣʦʛʠʯʝʩʢʠʤ 

ʠʤʝʥʝʤ.  
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- ɽʩʣʠ IP-ʘʜʨʝʩ ʜʘʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʧʦʧʘʜʘʝʪ ʚ ʧʨʝʜʝʣʳ ʢʘʢʦʡ-ʣʠʙʦ ɿʦʥʳ, ʵʪʘ ɿʦʥʘ 

ʦʪʦʙʨʘʟʠʪʩʷ ʚ ʢʦʣʦʥʢʝ ɿʦʥʘ ʪʘʙʣʠʮʳ ʀʥʪʝʨʬʝʡʩʳ, ʠʥʘʯʝ ʪʘʤ ʧʦʷʚʠʪʩʷ ʟʥʘʯʝʥʠʝ 

Auto ʠ ɿʦʥʘ ʙʫʜʝʪ ʩʦʟʜʘʥʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠ. ʇʨʠ ʜʦʙʘʚʣʝʥʠʠ IP-ʠʥʪʝʨʬʝʡʩʘ, 

ʥʘʭʦʜʷʱʝʛʦʩʷ ʚ ʟʦʥʝ Internet , ʥʝʦʙʭʦʜʠʤʦ ʚ ʧʦʣʝ ʇʨʠʚʷʟʢʘ ʢ ʟʦʥʝ: ʚʳʙʨʘʪʴ 

ʧʘʨʘʤʝʪʨ ɿʦʥʘ ʀʥʪʝʨʥʝʪ, ʵʪʘ ʟʦʥʘ ʦʪʦʙʨʘʟʠʪʩʷ ʚ ʢʦʣʦʥʢʝ ɿʦʥʘ ʪʘʙʣʠʮʳ 

ʀʥʪʝʨʬʝʡʩʳ. 

- ɽʩʣʠ ʜʘʥʥʳʡ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʪʦʣʴʢʦ ʚ ʢʘʯʝʩʪʚʝ ʢʦʥʝʯʥʦʡ 

ʪʦʯʢʠ ʜʣʷ ʪʫʥʥʝʣʝʡ IPsec, ʥʘʜʦ ʫʙʨʘʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ɺʢʣʶʯʠʪʴ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʝ 

ʥʝʟʘʱʠʱʝʥʥʦʛʦ ʪʨʘʬʠʢʘ (ʦʥʘ ʫʩʪʘʥʦʚʣʝʥʘ ʧʦ ʫʤʦʣʯʘʥʠʶ). 

 
ʇʨʠ ʘʚʪʦʤʘʪʠʯʝʩʢʦʡ ʧʨʠʚʷʟʢʝ ʠʥʪʝʨʬʝʡʩ ʧʨʠʚʷʟʳʚʘʝʪʩʷ ʢ ʦʧʪʠʤʘʣʴʥʦʡ ʟʦʥʝ. ɽʩʣʠ 

ʠʥʪʝʨʬʝʡʩ ʮʝʣʠʢʦʤ ʧʦʧʘʜʘʝʪ ʚ ʦʜʥʫ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʧʦʩʪʦʷʥʥʳʭ ʟʦʥ, ʪʦ ʦʧʪʠʤʘʣʴʥʦʡ 

ʩʯʠʪʘʝʪʩʷ ʥʘʠʤʝʥʴʰʘʷ ʠʟ ʥʠʭ, ʠʥʘʯʝ ʦʧʪʠʤʘʣʴʥʦʡ ʩʯʠʪʘʝʪʩʷ ʚʨʝʤʝʥʥʦ ʩʦʟʜʘʥʥʘʷ auto-

ʟʦʥʘ. ɽʩʣʠ ʦʧʪʠʤʘʣʴʥʘʷ ʟʦʥʘ ʤʝʥʷʝʪʩʷ (ʥʘʧʨʠʤʝʨ, ʠʟ-ʟʘ ʪʦʛʦ, ʯʪʦ ʫʜʘʣʷʶʪʩʷ, ʩʦʟʜʘʶʪʩʷ 

ʠʣʠ ʤʝʥʷʶʪʩʷ ʦʧʨʝʜʝʣʝʥʥʳʝ ʟʦʥʳ), ʪʘʢʦʡ ʠʥʪʝʨʬʝʡʩ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʝʨʝʧʨʠʚʷʟʳʚʘʝʪʩʷ 

ʢ ʜʨʫʛʦʡ ʧʦʜʭʦʜʷʱʝʡ ʟʦʥʝ. 

ʇʨʠ ʞʝʩʪʢʦʡ ʧʨʠʚʷʟʢʝ ʠʥʪʝʨʬʝʡʩ ʧʨʠʚʷʟʳʚʘʝʪʩʷ ʢ ʧʨʦʠʟʚʦʣʴʥʦʡ, ʦʧʨʝʜʝʣʝʥʥʦʡ 

ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʟʦʥʝ ʠʣʠ Internet-ʟʦʥʝ. ʇʨʠ ʠʟʤʝʥʝʥʠʷʭ ʪʦʧʦʣʦʛʠʠ ʧʝʨʝʧʨʠʚʷʟʢʘ ʥʝ 

ʧʨʦʠʩʭʦʜʠʪ. 

ʐʘʛ 3: ʄʝʩʪʦʧʦʣʦʞʝʥʠʝ 

ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ ʄʝʩʪʦʧʦʣʦʞʝʥʠʝ, ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʦʧʮʠʠ ʄʝʩʪʦʧʦʣʦʞʝʥʠʝ 

ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1) ɺ ʧʦʣʝ ʂʦʦʨʜʠʥʘʪʳ ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʛʝʦʛʨʘʬʠʯʝʩʢʠʝ ʢʦʦʨʜʠʥʘʪʳ ʐʣʶʟʘ 

ɹʝʟʦʧʘʩʥʦʩʪʠ. ʂʦʦʨʜʠʥʘʪʳ ʤʦʞʥʦ ʚʚʝʩʪʠ ʚʨʫʯʥʫʶ ʠʣʠ ʧʨʠʩʚʦʠʪʴ ʠʭ ʐʣʶʟʫ 

ɹʝʟʦʧʘʩʥʦʩʪʠ, ʚʳʙʨʘʚ ʢʥʦʧʢʫ ʋʢʘʟʘʪʴ ʢʦʦʨʜʠʥʘʪʳ. 

2) ɽʩʣʠ ʠʟʚʝʩʪʝʥ ʘʜʨʝʩ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʝʛʦ ʤʦʞʥʦ ʥʘʡʪʠ ʩ ʧʦʤʦʱʴʶ ʧʦʣʷ ʅʘʡʪʠ. 

3) ʇʦʩʣʝ ʦʧʨʝʜʝʣʝʥʠʷ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɻʦʪʦʚʦ. 

 
ɽʩʣʠ ʢʦʦʨʜʠʥʘʪʳ ʥʝ ʫʢʘʟʘʥʳ, ʪʦ ʧʦʣʝ ʂʦʦʨʜʠʥʘʪʳ ʠʤʝʝʪ ʟʥʘʯʝʥʠʝ ç-è. 

ʐʘʛ 4: ɺʠʨʪʫʘʣʴʥʘʷ ʯʘʩʪʥʘʷ ʩʝʪʴ 

ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ ɺʏʉ, ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʦʧʮʠʠ ɺʏʉ. 

1) ɺʳʙʨʘʪʴ ʚʣʦʞʝʥʥʫʶ ʟʘʢʣʘʜʢʫ ʆʙʱʝʝ. 

- ɽʩʣʠ ɺʳ ʥʝ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʠʩʧʦʣʴʟʦʚʘʣ IKE ʠʣʠ IPsec, ʥʘʜʦ 

ʫʙʨʘʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ɺʢʣʶʯʠʪʴ IKE/IPsec ʦʙʨʘʙʦʪʢʫ (ʦʥʘ ʫʩʪʘʥʦʚʣʝʥʘ ʧʦ 

ʫʤʦʣʯʘʥʠʶ). ɺ ʧ. 8.1.2.7 ʤʦʞʥʦ ʥʘʡʪʠ ʧʨʠʤʝʨ ʪʦʛʦ, ʢʦʛʜʘ ʤʦʞʝʪ ʧʦʪʨʝʙʦʚʘʪʴʩʷ 

ʦʪʤʝʥʘ ʵʪʦʡ ʦʧʮʠʠ. ʄʦʞʥʦ ʠʟʤʝʥʠʪʴ ʧʦʨʪ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʰʣʶʟʦʤ 
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ʜʣʷ IKE-ʪʨʘʬʠʢʘ ʚ ʧʦʣʝ IKE ʧʦʨʪ. ɺ ʧʦʣʝ IKE -NAT-T ʤʦʞʥʦ ʠʟʤʝʥʠʪʴ ʧʦʨʪ, 

ʠʩʧʦʣʴʟʫʝʤʳʡ ʰʣʶʟʦʤ ʜʣʷ ʨʘʙʦʪʳ ʧʨʦʪʦʢʦʣʘ IKE-NAT-Traversal. 

- ʋʩʪʘʥʦʚʠʪʴ IP-ʘʜʨʝʩ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʪʫʥʥʝʣʠʨʦʚʘʥʠʷ. ɽʩʣʠ ʘʜʨʝʩ 

ʪʫʥʥʝʣʷ ʷʚʣʷʝʪʩʷ ʬʘʢʪʠʯʝʩʢʠʤ IP-ʘʜʨʝʩʦʤ, ʠʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʚʳʙʨʘʪʴ ʦʜʠʥ ʠʟ 

ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ IP-ʘʜʨʝʩʦʚ ʠʥʪʝʨʬʝʡʩʦʚ ʠʣʠ ʦʩʪʘʚʠʪʴ ʟʥʘʯʝʥʠʝ ɸʚʪʦ, 

ʫʩʪʘʥʦʚʣʝʥʥʦʝ ʧʦ ʫʤʦʣʯʘʥʠʶ.  

2) ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ ʉʝʨʪʠʬʠʢʘʪʳ, ʯʪʦʙʳ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʩʝʨʪʠʬʠʢʘʪʳ. ʕʪʦ 

ʜʝʣʘʝʪʩʷ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

- ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʚ ʧʦʣʝ ʀʜʝʥʪʠʬʠʢʘʪʦʨ IKE ʩʝʨʪʠʬʠʢʘʪʘ ʠ ʚʚʝʩʪʠ 

ʥʝʦʙʭʦʜʠʤʳʝ ʜʘʥʥʳʝ ʦ ʩʝʨʪʠʬʠʢʘʪʝ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ. ʕʪʠ ʜʘʥʥʳʝ ʜʦʣʞʥʳ ʚ 

ʪʦʯʥʦʩʪʠ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʜʘʥʥʳʤ ʥʘʩʪʦʷʱʝʛʦ ʩʝʨʪʠʬʠʢʘʪʘ; ʵʪʦʪ ʩʝʨʪʠʬʠʢʘʪ ʙʫʜʝʪ 

ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥ ʚ ʬʘʢʪʠʯʝʩʢʦʤ ɸʛʝʥʪʝ Microsoft IPsec, ʢʦʪʦʨʦʛʦ ʙʫʜʝʪ ʧʨʝʜʩʪʘʚʣʷʪʴ 

ʜʘʥʥʳʡ ʆʙʲʝʢʪ. ʉʣʝʜʫʡʪʝ ʠʥʩʪʨʫʢʮʠʷʤ, ʦʧʠʩʘʥʥʳʤ ʚ ʧ. 8.1.1.1, ʯʪʦʙʳ ʚʚʝʩʪʠ 

ʠʥʬʦʨʤʘʮʠʶ ʦʙʦ ʚʩʝʭ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʩʝʨʪʠʬʠʢʘʪʘʭ ʜʘʥʥʦʛʦ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ. 

ɼʨʫʛʠʝ ʩʧʦʩʦʙʳ ʜʦʙʘʚʣʝʥʠʷ ʩʝʨʪʠʬʠʢʘʪʦʚ ʩʤ. ʚ ʧ. 8.1.1.1. 

- ɺʳʙʨʘʪʴ LDAP ʩʝʨʚʝʨ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʩ Microsoft IPsec ɸʛʝʥʪʦʤ, 

ʯʪʦʙʳ ʟʘʛʨʫʟʠʪʴ ʩʝʨʪʠʬʠʢʘʪʳ. ʆʙʨʘʪʠʪʝ ʚʥʠʤʘʥʠʝ, ʯʪʦ LDAP-ʩʝʨʚʝʨʳ, ʚʦʟʤʦʞʥʦ, 

ʙʳʣʠ ʫʞʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʳ ʚ ʦʢʥʝ ʉʝʨʚʝʨʳ. ʉʤ. ʧʦʜʨʦʙʥʝʝ ʧ. 8.1.1.2.  

- ɽʩʣʠ ɺʘʰ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʳʝ 

ʢʣʶʯʠ, ʪʦ ʥʘʜʦ ʧʝʨʝʡʪʠ ʥʘ ʚʣʦʞʝʥʥʫʶ ʟʘʢʣʘʜʢʫ ʇʨʝʜʦʧʨʝʜʝʣʝʥʥʳʝ ʢʣʶʯʠ, ʯʪʦʙʳ 

ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʳʝ ʢʣʶʯʠ. ʕʪʦ ʜʝʣʘʝʪʩʷ ʩʣʝʜʫʶʱʠʤ 

ʦʙʨʘʟʦʤ: 

- ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʚ ʧʦʣʝ Identities ʩʦʛʣʘʩʦʚʘʥʥʦʛʦ ʢʣʶʯʘ ʜʣʷ IKE ʠ 

ʚʚʝʩʪʠ ʥʝʦʙʭʦʜʠʤʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʦʤ ʢʣʶʯʝ. ʕʪʦʪ 

ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʳʡ ʢʣʶʯ ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʨʘʥʝʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥ ʚ 

ʬʘʢʪʠʯʝʩʢʦʤ ɸʛʝʥʪʝ Microsoft IPsec, ʢʦʪʦʨʦʛʦ ʧʨʝʜʩʪʘʚʣʷʝʪ ʜʘʥʥʳʡ ʆʙʲʝʢʪ. 

ʉʣʝʜʫʡʪʝ ʠʥʩʪʨʫʢʮʠʷʤ, ʦʧʠʩʘʥʥʳʤ ʥʠʞʝ, ʯʪʦʙʳ ʚʚʝʩʪʠ ʠʥʬʦʨʤʘʮʠʶ ʦʙʦ ʚʩʝʭ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʩʝʨʪʠʬʠʢʘʪʘʭ ʜʘʥʥʦʛʦ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ. 

- ɺʚʝʩʪʠ ʠʤʷ ʜʣʷ ʜʘʥʥʦʛʦ ʢʣʶʯʘ. 

- ʇʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ʐʝʩʪʥʘʜʮʘʪʝʨʠʯʥʘʷ ʩʪʨʦʢʘ, ʝʩʣʠ ɺʳ ʭʦʪʠʪʝ ʚʚʝʩʪʠ 

ʟʥʘʯʝʥʠʝ ʢʣʶʯʘ ʚ ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʦʤ ʬʦʨʤʘʪʝ. 

- ʇʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ʋʧʨʘʚʣʷʝʤʳʡ, ʝʩʣʠ ʟʥʘʯʝʥʠʝ ʜʘʥʥʦʛʦ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ 

ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʢʣʶʯʘ ʥʝ ʫʧʨʘʚʣʷʝʪʩʷ ʎʋʇ. 
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- ɺʚʝʩʪʠ ʟʥʘʯʝʥʠʝ ʢʣʶʯʘ. ɽʩʣʠ ɺʳ ʧʦʩʪʘʚʠʣʠ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ʐʝʩʪʥʘʜʮʘʪʝʨʠʯʥʘʷ 

ʩʪʨʦʢʘ ʥʘʜʦ ʚʚʝʩʪʠ ʚ ʧʦʣʝ ɿʥʘʯʝʥʠʝ ʢʣʶʯʘ ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʫʶ ʩʪʨʦʢʫ ʩ ʯʝʪʥʳʤ 

ʢʦʣʠʯʝʩʪʚʦʤ ʩʠʤʚʦʣʦʚ. ɺ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʥʘʜʦ ʚʚʝʩʪʠ ʙʫʢʚʝʥʥʦ-ʮʠʬʨʦʚʦʝ 

ʟʥʘʯʝʥʠʝ ʢʣʶʯʘ. 

- ʀʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʇʘʨʪʥʝʨ ʚʳʙʨʘʪʴ ʧʘʨʪʥʝʨʘ ʧʦ ʩʚʷʟʠ, ʩʦʚʤʝʩʪʥʦ ʩ ʢʦʪʦʨʳʤ 

ʜʘʥʥʳʡ ʆʙʲʝʢʪ ʇʦʣʠʪʠʢʠ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʦʪ ʢʣʶʯ. 

- ʀʟ ʧʝʨʚʦʛʦ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʊʠʧ ID ʢʣʶʯʘ ʚʳʙʨʘʪʴ ʩʧʦʩʦʙ ʠʜʝʥʪʠʬʠʢʘʮʠʠ 

ʣʦʢʘʣʴʥʦʛʦ ʢʣʶʯʘ. ʕʪʦ ʧʦʟʚʦʣʠʪ ʧʘʨʪʥʝʨʫ ʧʦ ʩʚʷʟʠ ʫʜʦʩʪʦʚʝʨʠʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ 

ʜʘʥʥʳʡ ʢʣʶʯ ʷʚʣʷʝʪʩʷ ʇʨʘʚʠʣʴʥʳʤ. ʇʦ ʫʤʦʣʯʘʥʠʶ, ʜʣʷ ʠʜʝʥʪʠʬʠʢʘʮʠʠ 

ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʦʛʦ ʢʣʶʯʘ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʝʨʚʠʯʥʳʡ IP-ʘʜʨʝʩ ʫʩʪʨʦʡʩʪʚʘ 

ɺʏʉ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʥʝ ʪʨʝʙʫʝʪʩʷ ʫʢʘʟʳʚʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. 

ʃʦʢʘʣʴʥʳʡ ʢʣʶʯ ʪʘʢʞʝ ʤʦʞʝʪ ʙʳʪʴ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥ ʩ ʧʦʤʦʱʴʶ ʜʨʫʛʦʛʦ IP-ʘʜʨʝʩʘ, 

DNS, ID-ʢʣʶʯʘ ʠʣʠ ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʦʛʦ ID-ʢʣʶʯʘ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʚʳʙʨʘʪʴ ʪʠʧ 

ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʢʣʶʯʘ ʠʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʠ ʚʚʝʩʪʠ ʟʥʘʯʝʥʠʝ ʚʳʙʨʘʥʥʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʚ ʧʦʣʝ ɿʥʘʯʝʥʠʝ ID ʢʣʶʯʘ. 

- ʀʟ ʚʪʦʨʦʛʦ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʊʠʧ ID ʢʣʶʯʘ ʚʳʙʨʘʪʴ ʩʧʦʩʦʙ ʠʜʝʥʪʠʬʠʢʘʮʠʠ 

ʢʣʶʯʘ ʧʘʨʪʥʝʨʘ ʧʦ ʩʚʷʟʠ. ʕʪʦ ʧʦʟʚʦʣʠʪ ʫʩʪʨʦʡʩʪʚʫ ɺʏʉ ʫʜʦʩʪʦʚʝʨʠʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ 

ʜʘʥʥʳʡ ʢʣʶʯ ʷʚʣʷʝʪʩʷ ʇʨʘʚʠʣʴʥʳʤ. ʇʦ ʫʤʦʣʯʘʥʠʶ, ʜʣʷ ʠʜʝʥʪʠʬʠʢʘʮʠʠ 

ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʢʣʶʯʘ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʥ ʧʝʨʚʠʯʥʳʡ IP-ʘʜʨʝʩ 

ʧʘʨʪʥʝʨʘ ʧʦ ʩʚʷʟʠ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʥʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʫʢʘʟʳʚʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ 

ʠʥʬʦʨʤʘʮʠʶ. ʂʣʶʯ ʧʘʨʪʥʝʨʘ ʧʦ ʩʚʷʟʠ ʤʦʞʝʪ ʪʘʢʞʝ ʙʳʪʴ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥ ʧʨʠ 

ʧʦʤʦʱʠ ʜʨʫʛʦʛʦ IP-ʘʜʨʝʩʘ, DNS, ID-ʢʣʶʯʘ ʠʣʠ ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʦʛʦ ID-ʢʣʶʯʘ. ɺ 

ʪʘʢʦʤ ʩʣʫʯʘʝ ʚʳʙʨʘʪʴ ʠʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʩʧʦʩʦʙ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʢʣʶʯʘ ʠ 

ʚʚʝʩʪʠ ʟʥʘʯʝʥʠʝ ʚʳʙʨʘʥʥʦʛʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʚ ʧʦʣʝ ɿʥʘʯʝʥʠʝ ID ʢʣʶʯʘ. 

ʐʘʛ 5: ʋʧʨʘʚʣʝʥʠʝ ɸʛʝʥʪʘʤʠ 

ʇʝʨʝʡʪʠ ʥʘ ʚʣʦʞʝʥʥʫʶ ʟʘʢʣʘʜʢʫ ʋʧʨʘʚʣʝʥʠʝ, ʯʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʇʦʣʠʪʠʢʫ ʜʨʘʡʚʝʨʘ ʜʣʷ 

ɸʛʝʥʪʘ Microsoft IPsec, ʢʦʪʦʨʘʷ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʘ ʪʘʢʞʝ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ 

ʃʇɹ ʠ ʥʘʩʪʨʦʡʢʠ ʦʧʮʠʡ ʩʦʝʜʠʥʝʥʠʡ. 

ʋʢʘʟʘʪʴ ʧʘʨʘʤʝʪʨʳ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ɸʛʝʥʪʦʤ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1) ɺʳʙʨʘʪʴ ʚʣʦʞʝʥʥʫʶ ʟʘʢʣʘʜʢʫ ʆʙʱʝʝ, ʯʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʇʦʣʠʪʠʢʫ, ʢʦʪʦʨʫʶ ʙʫʜʝʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʘʥʥʳʡ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʕʪʘ ʇʦʣʠʪʠʢʘ 

(ʇʨʦʧʫʩʪʠʪʴ ʚʩʝʭ ʠʣʠ ɿʘʧʨʝʪʠʪʴ ʚʩʝʭ) ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʪʝʭ ʧʘʨʪʥʝʨʦʚ ʧʦ 

ʩʚʷʟʠ, ʜʣʷ ʢʦʪʦʨʳʭ ʃʇɹ ɸʛʝʥʪʘ Microsoft IPsec ʥʝ ʧʨʝʜʫʩʤʘʪʨʠʚʘʝʪ ʪʦʯʥʳʭ 

ʇʨʘʚʠʣ. ɽʩʣʠ ɺʳ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʨʦʧʫʩʢʘʣ 
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ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʳʡ ʪʨʘʬʠʢ ʇʨʦʧʫʩʢ broadcast, ʪʨʘʬʠʢ ʩ ʛʨʫʧʧʦʚʳʤʠ ʘʜʨʝʩʘʤʠ 

ʇʨʦʧʫʩʢ multicast ʠ/ʠʣʠ ʪʨʘʬʠʢ ʇʨʦʧʫʩʢ ICMP, ʥʘʜʦ ʧʦʤʝʪʠʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ 

ʬʣʘʞʢʠ (ʇʨʦʧʫʩʢ Broadcast, ʇʨʦʧʫʩʢ Multicast ʠʣʠ ʇʨʦʧʫʩʢ ICMP). 

2) ɺʳʙʨʘʪʴ ʚʣʦʞʝʥʥʫʶ ʟʘʢʣʘʜʢʫ ʃʇɹ. ɺʥʠʤʘʥʠʝ: ʙʣʦʢʠ ʃʦʢʘʣʴʥʘʷ ʇʦʣʠʪʠʢʘ 

ɹʝʟʦʧʘʩʥʦʩʪʠ ʠ ʉʪʨʫʢʪʫʨʘ ʃʇɹ ʙʫʜʫʪ ʜʦʩʪʫʧʥʳ ʪʦʣʴʢʦ ʧʦʩʣʝ ʪʨʘʥʩʣʷʮʠʠ ɻʇɹ ʠ 

ʩʦʟʜʘʥʠʷ ʃʇɹ ʜʣʷ ʜʘʥʥʦʛʦ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ. ɽʩʣʠ ɺʳ ʥʝ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʃʇɹ 

ʜʣʷ ʜʘʥʥʦʛʦ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʩʦʟʜʘʚʘʣʘʩʴ ʚ ʩʣʝʜʫʶʱʠʡ ʨʘʟ, ʧʨʠ ʪʨʘʥʩʣʷʮʠʠ 

ɻʇɹ (ʥʘʧʨʠʤʝʨ, ʝʩʣʠ ɺʳ ʚʨʫʯʥʫʶ ʚʥʝʩʣʠ ʠʟʤʝʥʝʥʠʷ ʚ ʪʝʢʫʱʫʶ ʃʇɹ ʠ ʭʦʪʠʪʝ 

ʩʦʭʨʘʥʠʪʴ ʵʪʠ ʥʘʩʪʨʦʡʢʠ, ʥʘʜʦ ʧʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ʅʝ ʪʨʘʥʩʣʠʨʦʚʘʪʴ ʃʇɹ). 

ʊʨʘʥʩʣʷʮʠʷ ʃʇɹ ʜʣʷ ʜʘʥʥʦʛʦ ʐʣʶʟʘ ʙʫʜʝʪ ʧʨʝʢʨʘʱʝʥʘ ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʥʝ ʙʫʜʝʪ 

ʫʙʨʘʥʘ ʵʪʘ ʦʪʤʝʪʢʘ. 

3) ʇʝʨʝʡʪʠ ʥʘ ʚʣʦʞʝʥʥʫʶ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʩʦʝʜʠʥʝʥʠʷ. 

4) ɺʳʙʨʘʪʴ ʄʝʪʦʜ ʟʘʛʨʫʟʢʠ ʃʇɹ ʥʘ ʜʘʥʥʳʡ ɸʛʝʥʪ Microsoft IPsec. 

5) ɽʩʣʠ ɺʳ ʭʦʪʠʪʝ ʩʦʭʨʘʥʠʪʴ ʜʘʥʥʳʝ ʦ ʪʦʤ, ʙʳʣʠ ʣʠ ʚʥʝʩʝʥʳ ʠʟʤʝʥʝʥʠʷ ʚ ʃʇɹ 

ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʩ ʤʦʤʝʥʪʘ ʧʦʩʣʝʜʥʝʡ ʘʢʪʠʚʘʮʠʠ, ʥʘʜʦ ʧʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ 

ʧʦʣʝ ʆʪʩʣʝʞʠʚʘʥʠʝ ʮʝʣʦʩʪʥʦʩʪʠ ʃʇɹ. ɺ ʤʝʥʶ ʇʨʦʩʤʦʪʨ ʩʨʘʟʫ ʞʝ ʧʦʩʣʝ 

ʪʨʘʥʩʣʷʮʠʠ ɻʇɹ ʠ ʘʢʪʠʚʘʮʠʠ ʃʇɹ ʇʨʦʚʝʨʠʪʴ ʮʝʣʦʩʪʥʦʩʪʴ ʥʘʧʨʦʪʠʚ ʆʙʲʝʢʪʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʦʷʚʠʪʩʷ ʠʢʦʥʢʘ ʩʪʘʪʫʩʘ ʮʝʣʦʩʪʥʦʩʪʠ ʃʇɹ. ʇʦʜʨʦʙʥʝʝ ʩʤ. ʚ ʧ. 9.4.4 ʠ 

ʚ ʧ. 8.1.1.2. 

ʐʘʛ 6: ʅʘʩʪʨʦʡʢʘ SNMP  

ʇʝʨʝʡʪʠ ʥʘ ʚʣʦʞʝʥʥʫʶ ʟʘʢʣʘʜʢʫ SNMP ʠ ʧʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ɺʢʣʶʯʠʪʴ SNMP, 

ʝʩʣʠ ɺʳ ʭʦʪʠʪʝ ʨʘʟʨʝʰʠʪʴ SNMP-ʤʦʥʠʪʦʨʠʥʛ ʜʣʷ ʜʘʥʥʦʛʦ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ. ɿʘʪʝʤ 

ʫʩʪʘʥʦʚʠʪʴ ʥʘʩʪʨʦʡʢʠ SNMP. ʕʪʦ ʜʝʣʘʝʪʩʷ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ (ʧʦʣʥʳʡ ʩʧʠʩʦʢ ʩʦʦʙʱʝʥʠʡ 

SNMP ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʧ. 8.1.2.7): 

1) ʇʦ ʫʤʦʣʯʘʥʠʶ, ʧʦʨʪ SNMP-ʂʣʠʝʥʪ ʫʩʪʘʥʦʚʣʝʥ ʥʘ 161, ʘ ʟʥʘʯʝʥʠʝ ɻʨʫʧʧʳ SNMP 

ʫʩʪʘʥʦʚʣʝʥʦ ʥʘ public. ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʵʪʠ ʟʥʘʯʝʥʠʷ ʤʦʞʥʦ ʠʟʤʝʥʠʪʴ ʚ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʦʣʷʭ. 

 
ɼʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʦʦʙʱʝʥʠʡ SNMP ʠʩʧʦʣʴʟʫʝʪ ʠʤʝʥʘ ʩʦʦʙʱʝʩʪʚʘ. ʀʤʷ ʩʦʦʙʱʝʩʪʚʘ 

ʤʦʞʥʦ ʩʯʠʪʘʪʴ ʢʦʜʦʤ, ʩʦʚʤʝʩʪʥʦ ʠʩʧʦʣʴʟʫʝʤʳʤ SNMP-ʩʝʨʚʝʨʘʤʠ ʠ SNMP-ɸʛʝʥʪʘʤʠ. 

ɺʩʝ ʩʦʦʙʱʝʥʠʷ SNMP ʜʦʣʞʥʳ ʩʦʜʝʨʞʘʪʴ ʠʤʷ ʩʦʦʙʱʝʩʪʚʘ. ɽʩʣʠ ʩʦʦʙʱʝʥʠʝ ʩʦʜʝʨʞʠʪ ʠʤʷ 

ʩʦʦʙʱʝʩʪʚʘ, ʥʝ ʫʩʪʘʥʦʚʣʝʥʥʦʝ ʥʘ ʭʦʩʪʝ, ʦʥʦ ʙʫʜʝʪ ʙʣʦʢʠʨʦʚʘʥʦ. 

2) ɺʳʙʨʘʪʴ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ SNMP-ʩʝʨʚʝʨʦʚ, ʥʘ ʢʦʪʦʨʳʝ ʜʘʥʥʳʡ ɸʛʝʥʪ Microsoft 

IPsec ʙʫʜʝʪ ʦʪʧʨʘʚʣʷʪʴ ʩʦʦʙʱʝʥʠʷ SNMP ʚ SNMP-ʉʝʨʚʝʨʳ.  
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ʇʦʷʚʷʪʩʷ ʪʦʣʴʢʦ ʪʝ SNMP-ʩʝʨʚʝʨʳ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʟʘʨʘʥʝʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʳ ʚ ʦʢʥʝ 

ʉʝʨʚʝʨʳ (ʧʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 8.1.1.2).  

ʐʘʛ 7: ʇʨʠʥʘʜʣʝʞʥʦʩʪʴ ʢ ʛʨʫʧʧʝ 

ʅʘ ʟʘʢʣʘʜʢʝ ɺʭʦʜʠʪ ʚ ʧʦʢʘʟʘʥʦ, ʢ ʢʘʢʠʤ ɻʨʫʧʧʘʤ ʧʨʠʥʘʜʣʝʞʠʪ ʜʘʥʥʳʡ ʐʣʶʟ 

ɹʝʟʦʧʘʩʥʦʩʪʠ. ʄʦʞʥʦ ʜʦʙʘʚʠʪʴ ʐʣʶʟ ʚ ʩʫʱʝʩʪʚʫʶʱʫʶ ɻʨʫʧʧʫ ʠʣʠ ʫʜʘʣʠʪʴ ʝʛʦ ʠʟ ʥʝʝ. ʅʘ 

ʟʘʢʣʘʜʢʝ ʩʦʜʝʨʞʘʪʩʷ ʜʚʘ ʩʧʠʩʢʘ: ʚ ʧʝʨʚʦʤ - ɼʦʩʪʫʧʥʳʝ ʛʨʫʧʧʳ - ʧʦʢʘʟʘʥ ʧʦʣʥʳʡ ʧʝʨʝʯʝʥʴ 

ɻʨʫʧʧ, ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʚ ʧʘʧʢʝ ɻʨʫʧʧʳ ʚ ʩʝʢʮʠʠ ʆʙʲʝʢʪʳ ʧʦʣʠʪʠʢʠ; (ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʪʝʭ 

ɻʨʫʧʧ, ʚ ʢʦʪʦʨʳʭ ʚ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʩʦʩʪʦʠʪ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ); ʚʦ ʚʪʦʨʦʤ ʩʧʠʩʢʝ - 

ɺʳʙʨʘʥʥʳʝ ʛʨʫʧʧʳ - ʧʝʨʝʯʠʩʣʝʥʳ ɻʨʫʧʧʳ, ʚ ʢʦʪʦʨʳʭ ʚ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʩʦʩʪʦʠʪ ʐʣʶʟ 

ɹʝʟʦʧʘʩʥʦʩʪʠ. 

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʠʟʤʝʥʠʪʴ ʩʦʩʪʘʚ ɻʨʫʧʧʳ ʥʘʜʦ ʧʝʨʝʤʝʩʪʠʪʴ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʠʟ 

ʦʜʥʦʛʦ ʩʧʠʩʢʘ ʚ ʜʨʫʛʦʡ, ʠʩʧʦʣʴʟʫʷ ʢʥʦʧʢʠ ʩʦ ʩʪʨʝʣʢʘʤʠ. 

ʐʘʛ 8: ɿʘʚʝʨʰʝʥʠʝ ʩʦʟʜʘʥʠʷ ʐʣʶʟʘ 

ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɻʦʪʦʚʦ. ʅʦʚʡr ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʝʪ ʜʦʙʘʚʣʝʥ ʚ ʊʦʧʦʣʦʛʠʷ ɺʏʉ 

ʠ ʧʘʧʢʫ ʉʝʪʝʚʳʝ ʆʙʲʝʢʪʳ ʩʝʢʮʠʠ ʆʙʲʝʢʪʳ ʧʦʣʠʪʠʢʠ. 

8.1.2.6. ʊʠʧʦʚʳʝ (ʅʝʫʧʨʘʚʣʷʝʤʳʝ) ʐʣʶʟʳ ɹʝʟʦʧʘʩʥʦʩʪʠ 

ʋʩʪʘʥʦʚʠʪʴ ʢʫʨʩʦʨ ʥʘ ʩʝʢʮʠʶ ʊʦʧʦʣʦʛʠʷ ɺʏʉ ʠʣʠ ʚʳʙʨʘʪʴ ʧʘʧʢʫ ʉʝʪʝʚʳʝ ʆʙʲʝʢʪʳ ʚ 

ʩʝʢʮʠʠ ʆʙʲʝʢʪʳ ʧʦʣʠʪʠʢʠ, ʠʩʧʦʣʴʟʫʷ ʢʦʤʘʥʜʫ ɼʦʙʘʚʠʪʴ- >ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ. 

ʐʘʛ 1: ʆʙʱʠʝ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ 

ʅʘ ʟʘʢʣʘʜʢʝ ʆʙʱʝʝ ʥʫʞʥʦ ʩʜʝʣʘʪʴ ʩʣʝʜʫʶʱʝʝ: 

1) ʋʢʘʟʘʪʴ ʧʨʦʠʟʚʦʜʠʪʝʣʷ ʠ ʚʝʨʩʠʶ ɸʛʝʥʪʘ, ʢʦʪʦʨʦʛʦ ʙʫʜʝʪ ʧʨʝʜʩʪʘʚʣʷʪʴ ʵʪʦʪ ʐʣʶʟ 

ɹʝʟʦʧʘʩʥʦʩʪʠ ʚ ʦʢʥʝ ɺʳʙʦʨ ɼʝʩʢʨʠʧʪʦʨʘ ɸʛʝʥʪʘ. ʅʘ ʟʘʢʣʘʜʢʝ ʆʙʱʝʝ ʚʚʝʩʪʠ ʀʤ ̫

ʆʙʲʝʢʪʘ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ. 

2) ʋʙʨʘʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ʋʧʨʘʚʣʷʝʤʳʡ. 

3)  ɸʜʨʝʩ ɸʛʝʥʪʘ ʥʘʙʨʘʪʴ IP-ʘʜʨʝʩ ʐʣʶʟʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʧʨʝʜʩʪʘʚʣʷʪʴ ʵʪʦʪ ʆʙʲʝʢʪ. 

ʀʤʝʥʥʦ ʥʘ ʵʪʦʪ ʘʜʨʝʩ ʎʋʇ ʙʫʜʝʪ ʦʪʧʨʘʚʣʷʪʴ ʃʇɹ ʜʣʷ ʜʘʥʥʦʛʦ ʆʙʲʝʢʪʘ.  

4) ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʧʦʣʝ ʤʦʞʥʦ ʚʚʝʩʪʠ ʪʝʢʩʪʦʚʦʝ ʦʧʠʩʘʥʠʝ 

ʜʘʥʥʦʛʦ ʆʙʲʝʢʪʘ. 

ʐʘʛ 2: ʊʦʧʦʣʦʛʠʷ 

ʅʘ ʟʘʢʣʘʜʢʝ ʊʦʧʦʣʦʛʠʷ ʥʫʞʥʦ ʩʜʝʣʘʪʴ ʩʣʝʜʫʶʱʝʝ: 
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1) ɺʳʙʨʘʪʴ ʚʣʦʞʝʥʥʫʶ ʟʘʢʣʘʜʢʫ ʊʦʧʦʣʦʛʠʷ, ʯʪʦʙʳ ʚʚʝʩʪʠ ʠʥʬʦʨʤʘʮʠʶ ʦʙ 

ʠʥʪʝʨʬʝʡʩʘʭ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ. 

2) ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠ ʚʚʝʩʪʠ ʣʦʛʠʯʝʩʢʦʝ ʠʤʷ ʠ IP-ʘʜʨʝʩ ʧʝʨʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ 

ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ. ʊʘʢʠʤ ʞʝ ʦʙʨʘʟʦʤ ʚʚʝʩʪʠ ʜʘʥʥʳʝ ʦʙʦ ʚʩʝʭ ʠʥʪʝʨʬʝʡʩʘʭ 

ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ. ɼʣʷ ʦʜʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʤʦʞʥʦ ʫʢʘʟʳʚʘʪʴ ʥʝʩʢʦʣʴʢʦ IP-

ʘʜʨʝʩʦʚ, ʧʨʦʩʪʦ ʩʦʟʜʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʠʥʪʝʨʬʝʡʩʳ ʩ ʪʝʤ ʞʝ ʣʦʛʠʯʝʩʢʠʤ ʘʜʨʝʩʦʤ. 

ɽʩʣʠ IP-ʘʜʨʝʩ ʜʘʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʧʦʧʘʜʘʝʪ ʚ ʧʨʝʜʝʣʳ ʢʘʢʦʡ-ʣʠʙʦ ɿʦʥʳ, ʵʪʘ ɿʦʥʘ 

ʦʪʦʙʨʘʟʠʪʩʷ ʚ ʢʦʣʦʥʢʝ ɿʦʥʘ ʪʘʙʣʠʮʳ ʀʥʪʝʨʬʝʡʩʳ, ʠʥʘʯʝ ʪʘʤ ʧʦʷʚʠʪʩʷ ʟʥʘʯʝʥʠʝ 

Auto ʠ ɿʦʥʘ ʙʫʜʝʪ ʩʦʟʜʘʥʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠ. ʇʨʠ ʜʦʙʘʚʣʝʥʠʠ IP-ʠʥʪʝʨʬʝʡʩʘ, 

ʥʘʭʦʜʷʱʝʛʦʩʷ ʚ ʟʦʥʝ Internet, ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʥʫʞʥʳʡ ʧʘʨʘʤʝʪʨ ɿʦʥʘ 

ʀʥʪʝʨʥʝʪ ʠʟ ʩʧʠʩʢʘ ʇʨʠʚʷʟʢʘ ʢ ʟʦʥʝ:, ʵʪʘ ʟʦʥʘ ʦʪʦʙʨʘʟʠʪʩʷ ʚ ʢʦʣʦʥʢʝ ɿʦʥʘ 

ʪʘʙʣʠʮʳ ʀʥʪʝʨʬʝʡʩʳ. 

3) ɽʩʣʠ ʜʘʥʥʳʡ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʪʦʣʴʢʦ ʚ ʢʘʯʝʩʪʚʝ 

ʢʦʥʝʯʥʦʡ ʪʦʯʢʠ ʜʣʷ ʪʫʥʥʝʣʝʡ IPsec, ʥʘʜʦ ʫʙʨʘʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ɺʢʣʶʯʠʪʴ 

ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʥʝʟʘʱʠʱʝʥʥʦʛʦ ʪʨʘʬʠʢʘ (ʦʥʘ ʫʩʪʘʥʦʚʣʝʥʘ ʧʦ ʫʤʦʣʯʘʥʠʶ). 

 
ʇʨʠ ʘʚʪʦʤʘʪʠʯʝʩʢʦʡ ʧʨʠʚʷʟʢʝ ʠʥʪʝʨʬʝʡʩ ʧʨʠʚʷʟʳʚʘʝʪʩʷ ʢ ʦʧʪʠʤʘʣʴʥʦʡ ʟʦʥʝ. ɽʩʣʠ 

ʠʥʪʝʨʬʝʡʩ ʮʝʣʠʢʦʤ ʧʦʧʘʜʘʝʪ ʚ ʦʜʥʫ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʧʦʩʪʦʷʥʥʳʭ ʟʦʥ, ʪʦ ʦʧʪʠʤʘʣʴʥʦʡ 

ʩʯʠʪʘʝʪʩʷ ʥʘʠʤʝʥʴʰʘʷ ʠʟ ʥʠʭ, ʠʥʘʯʝ ʦʧʪʠʤʘʣʴʥʦʡ ʩʯʠʪʘʝʪʩʷ ʚʨʝʤʝʥʥʦ ʩʦʟʜʘʥʥʘʷ auto-

ʟʦʥʘ. ɽʩʣʠ ʦʧʪʠʤʘʣʴʥʘʷ ʟʦʥʘ ʤʝʥʷʝʪʩʷ (ʥʘʧʨʠʤʝʨ, ʠʟ-ʟʘ ʪʦʛʦ, ʯʪʦ ʫʜʘʣʷʶʪʩʷ, ʩʦʟʜʘʶʪʩʷ 

ʠʣʠ ʤʝʥʷʶʪʩʷ ʦʧʨʝʜʝʣʝʥʥʳʝ ʟʦʥʳ), ʪʘʢʦʡ ʠʥʪʝʨʬʝʡʩ ʘʚʪʦʤʘʪʠʯʝʩʢʠ 

ʧʝʨʝʧʨʠʚʷʟʳʚʘʝʪʩʷ ʢ ʜʨʫʛʦʡ ʧʦʜʭʦʜʷʱʝʡ ʟʦʥʝ. 

ʇʨʠ ʞʝʩʪʢʦʡ ʧʨʠʚʷʟʢʝ ʠʥʪʝʨʬʝʡʩ ʧʨʠʚʷʟʳʚʘʝʪʩʷ ʢ ʧʨʦʠʟʚʦʣʴʥʦʡ, ʦʧʨʝʜʝʣʝʥʥʦʡ 

ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʟʦʥʝ ʠʣʠ Internet-ʟʦʥʝ. ʇʨʠ ʠʟʤʝʥʝʥʠʷʭ ʪʦʧʦʣʦʛʠʠ ʧʝʨʝʧʨʠʚʷʟʢʘ ʥʝ 

ʧʨʦʠʩʭʦʜʠʪ. 

ʐʘʛ 3: ʄʝʩʪʦʧʦʣʦʞʝʥʠʝ 

ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ ʄʝʩʪʦʧʦʣʦʞʝʥʠʝ, ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʦʧʮʠʠ ʄʝʩʪʦʧʦʣʦʞʝʥʠʝ 

ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1) ɺ ʧʦʣʝ ʂʦʦʨʜʠʥʘʪʳ ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʛʝʦʛʨʘʬʠʯʝʩʢʠʝ ʢʦʦʨʜʠʥʘʪʳ ʐʣʶʟʘ 

ɹʝʟʦʧʘʩʥʦʩʪʠ. ʂʦʦʨʜʠʥʘʪʳ ʤʦʞʥʦ ʚʚʝʩʪʠ ʚʨʫʯʥʫʶ ʠʣʠ ʧʨʠʩʚʦʠʪʴ ʠʭ ʐʣʶʟʫ 

ɹʝʟʦʧʘʩʥʦʩʪʠ, ʚʳʙʨʘʚ ʢʥʦʧʢʫ ʋʢʘʟʘʪʴ ʢʦʦʨʜʠʥʘʪʳ. 

2) ɽʩʣʠ ʠʟʚʝʩʪʝʥ ʘʜʨʝʩ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʝʛʦ ʤʦʞʥʦ ʥʘʡʪʠ ʩ ʧʦʤʦʱʴʶ ʧʦʣʷ ʅʘʡʪʠ. 

3) ʇʦʩʣʝ ʦʧʨʝʜʝʣʝʥʠʷ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɻʦʪʦʚʦ. 

 
ɽʩʣʠ ʢʦʦʨʜʠʥʘʪʳ ʥʝ ʫʢʘʟʘʥʳ, ʪʦ ʧʦʣʝ ʂʦʦʨʜʠʥʘʪʳ ʠʤʝʝʪ ʟʥʘʯʝʥʠʝ ç-è. 
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ʐʘʛ 4: ɺʠʨʪʫʘʣʴʥʘʷ ʯʘʩʪʥʘʷ ʩʝʪʴ 

ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ ɺʏʉ, ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʦʧʮʠʠ ɺʏʉ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1) ɺʳʙʨʘʪʴ ʚʣʦʞʝʥʥʫʶ ʟʘʢʣʘʜʢʫ ʆʙʱʝʝ. ɽʩʣʠ ɺʳ ʥʝ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʐʣʶʟ 

ɹʝʟʦʧʘʩʥʦʩʪʠ ʠʩʧʦʣʴʟʦʚʘʣ IKE ʠʣʠ IPsec, ʥʘʜʦ ʫʙʨʘʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ɺʢʣʶʯʠʪʴ 

IKE/IPsec ʦʙʨʘʙʦʪʢʫ (ʦʥʘ ʫʩʪʘʥʦʚʣʝʥʘ ʧʦ ʫʤʦʣʯʘʥʠʶ). ɺ ʧ. 8.1.2.7 ʤʦʞʥʦ ʥʘʡʪʠ 

ʧʨʠʤʝʨ ʪʦʛʦ, ʢʦʛʜʘ ʤʦʞʝʪ ʧʦʪʨʝʙʦʚʘʪʴʩʷ ʦʪʤʝʥʘ ʜʘʥʥʦʡ ʬʫʥʢʮʠʠ. ɺ ʧʦʣʝ IKE ʧʦʨʪ 

ʤʦʞʥʦ ʠʟʤʝʥʠʪʴ ʧʦʨʪ, ʢʦʪʦʨʳʡ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ IKE-

ʪʨʘʬʠʢʘ. ɺ ʧʦʣʝ IKE -NAT-T ʤʦʞʥʦ ʠʟʤʝʥʠʪʴ ʧʦʨʪ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʰʣʶʟʦʤ ʜʣʷ 

ʨʘʙʦʪʳ ʧʨʦʪʦʢʦʣʘ IKE-NAT-Traversal. 

2) ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ ʉʝʨʪʠʬʠʢʘʪʳ, ʯʪʦʙʳ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʩʝʨʪʠʬʠʢʘʪʳ.  

- ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʚ ʧʦʣʝ ʀʜʝʥʪʠʬʠʢʘʪʦʨ IKE  ʩʝʨʪʠʬʠʢʘʪʘ ʠ ʚʚʝʩʪʠ 

ʚʩʝ ʥʝʦʙʭʦʜʠʤʳʝ ʜʘʥʥʳʝ ʩʝʨʪʠʬʠʢʘʪʘ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ. ʕʪʠ ʜʘʥʥʳʝ 

ʜʦʣʞʥʳ ʚ ʪʦʯʥʦʩʪʠ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʜʘʥʥʳʤ ʬʘʢʪʠʯʝʩʢʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ; ʵʪʦʪ 

ʩʝʨʪʠʬʠʢʘʪ ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥ ʥʘ ʬʘʢʪʠʯʝʩʢʦʤ ʧʨʦʜʫʢʪʝ ɺʏʉ, 

ʢʦʪʦʨʳʡ ʧʨʝʜʩʪʘʚʣʷʝʪ ʜʘʥʥʳʡ ʆʙʲʝʢʪ ɹʝʟʦʧʘʩʥʦʩʪʠ. ʇʦʜʨʦʙʥʝʝ ʦ ʩʧʦʩʦʙʘʭ 

ʜʦʙʘʚʣʝʥʠʷ ʩʝʨʪʠʬʠʢʘʪʦʚ ʩʤ. ʧ. 8.1.1.1.  

3) ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ ʇʨʝʜʦʧʨʝʜʝʣʝʥʥʳʝ ʢʣʶʯʠ, ʯʪʦʙʳ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴ 

ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʳʝ ʢʣʶʯʠ. ɼʣʷ ʵʪʦʛʦ ʥʘʜʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ 

ʧʦʣʝ ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʩʦʛʣʘʩʦʚʘʥʥʦʛʦ ʢʣʶʯʘ ʜʣʷ IKE ʠ ʚʚʝʩʪʠ ʚʩʶ ʥʝʦʙʭʦʜʠʤʫʶ 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʦʤ ʢʣʶʯʝ. ʕʪʦʪ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ 

ʨʘʩʧʨʝʜʝʣʝʥʥʳʡ ʢʣʶʯ ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥ ʥʘ ʬʘʢʪʠʯʝʩʢʦʤ ʫʩʪʨʦʡʩʪʚʝ 

ɺʏʉ, ʢʦʪʦʨʦʝ ʧʨʝʜʩʪʘʚʣʷʝʪ ʜʘʥʥʳʡ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ. ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʚʚʝʩʪʠ 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʣʶʙʳʭ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʳʭ ʢʣʶʯʘʭ 

ʥʝʦʙʭʦʜʠʤʦ ʩʜʝʣʘʪʴ ʩʣʝʜʫʶʱʝʝ: 

- ɺʚʝʩʪʠ ʠʤʷ ʜʣʷ ʜʘʥʥʦʛʦ ʢʣʶʯʘ. 

- ʇʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ʐʝʩʪʥʘʜʮʘʪʝʨʠʯʥʘʷ ʩʪʨʦʢʘ, ʝʩʣʠ ɺʳ ʭʦʪʠʪʝ ʚʚʝʩʪʠ 

ʟʥʘʯʝʥʠʝ ʢʣʶʯʘ ʚ ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʦʤ ʬʦʨʤʘʪʝ. 

- ɽʩʣʠ ʎʋʇ ʥʝ ʫʧʨʘʚʣʷʝʪ ʜʘʥʥʳʤ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʳʤ ʢʣʶʯʦʤ ʥʘʜʦ 

ʧʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ʅʝʫʧʨʘʚʣʷʝʤʳʡ. 

- ɺʚʝʩʪʠ ʟʥʘʯʝʥʠʝ ʢʣʶʯʘ. ɽʩʣʠ ɺʳ ʧʦʩʪʘʚʠʣʠ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ʐʝʩʪʥʘʜʮʘʪʝʨʠʯʥʘʷ 

ʩʪʨʦʢʘ ʥʘʜʦ ʚʚʝʩʪʠ ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʫʶ ʩʪʨʦʢʫ ʠʤʝʥʠ ʩ ʯʝʪʥʳʤ ʢʦʣʠʯʝʩʪʚʦʤ 

ʩʠʤʚʦʣʦʚ ʚ ʧʦʣʝ ɿʥʘʯʝʥʠʝ ʢʣʶʯʘ. ɺ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʥʘʜʦ ʚʚʝʩʪʠ ʙʫʢʚʝʥʥʦ-

ʮʠʬʨʦʚʦʝ ʟʥʘʯʝʥʠʝ ʢʣʶʯʘ. 
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- ʀʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʇʘʨʪʥʝʨ ʚʳʙʨʘʪʴ ʧʘʨʪʥʝʨʦʚ ʧʦ ʩʚʷʟʠ, ʩʦʚʤʝʩʪʥʦ ʩ 

ʢʦʪʦʨʳʤʠ ʜʘʥʥʳʡ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʦʪ ʢʣʶʯ. 

- ʀʟ ʧʝʨʚʦʛʦ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʊʠʧ ID ʢʣʶʯʘ ʚʳʙʨʘʪʴ ʩʧʦʩʦʙ ʠʜʝʥʪʠʬʠʢʘʮʠʠ 

ʣʦʢʘʣʴʥʦʛʦ ʢʣʶʯʘ. ʕʪʦ ʧʦʟʚʦʣʠʪ ʧʘʨʪʥʝʨʫ ʧʦ ʩʚʷʟʠ ʫʜʦʩʪʦʚʝʨʠʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ 

ʜʘʥʥʳʡ ʢʣʶʯ ʷʚʣʷʝʪʩʷ ʇʨʘʚʠʣʴʥʳʤ. ʇʦ ʫʤʦʣʯʘʥʠʶ, ʜʣʷ ʠʜʝʥʪʠʬʠʢʘʮʠʠ 

ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʢʣʶʯʘ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʝʨʚʠʯʥʳʡ IP-ʘʜʨʝʩ 

ʫʩʪʨʦʡʩʪʚʘ ɺʏʉ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʥʝ ʪʨʝʙʫʝʪʩʷ ʫʢʘʟʳʚʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ. ʃʦʢʘʣʴʥʳʡ ʢʣʶʯ ʪʘʢʞʝ ʤʦʞʝʪ ʙʳʪʴ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥ ʩ ʧʦʤʦʱʴʶ 

ʜʨʫʛʦʛʦ IP-ʘʜʨʝʩʘ, DNS, ID-ʢʣʶʯʘ ʠʣʠ ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʦʛʦ ID-ʢʣʶʯʘ. ɺ ʵʪʦʤ 

ʩʣʫʯʘʝ ʥʘʜʦ ʚʳʙʨʘʪʴ ʪʠʧ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʢʣʶʯʘ ʠʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʠ ʚʚʝʩʪʠ 

ʟʥʘʯʝʥʠʝ ʚʳʙʨʘʥʥʦʛʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʚ ʧʦʣʝ ɿʥʘʯʝʥʠʝ ID ʢʣʶʯʘ. 

- ʀʟ ʚʪʦʨʦʛʦ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʊʠʧ ID ʢʣʶʯʘ ʚʳʙʨʘʪʴ ʩʧʦʩʦʙ ʠʜʝʥʪʠʬʠʢʘʮʠʠ 

ʢʣʶʯʘ ʧʘʨʪʥʝʨʘ ʧʦ ʩʚʷʟʠ. ʕʪʦ ʧʦʟʚʦʣʠʪ ʫʩʪʨʦʡʩʪʚʫ ɺʏʉ ʫʜʦʩʪʦʚʝʨʠʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ 

ʜʘʥʥʳʡ ʢʣʶʯ ʷʚʣʷʝʪʩʷ ʇʨʘʚʠʣʴʥʳʤ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʠʜʝʥʪʠʬʠʢʘʮʠʠ 

ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʦʛʦ ʢʣʶʯʘ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʥ ʧʝʨʚʠʯʥʳʡ IP-ʘʜʨʝʩ ʧʘʨʪʥʝʨʘ ʧʦ 

ʩʚʷʟʠ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʥʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʫʢʘʟʳʚʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ. 

ʂʣʶʯ ʧʘʨʪʥʝʨʘ ʧʦ ʩʚʷʟʠ ʤʦʞʝʪ ʪʘʢʞʝ ʙʳʪʴ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥ ʧʨʠ ʧʦʤʦʱʠ ʜʨʫʛʦʛʦ 

IP-ʘʜʨʝʩʘ, DNS, ID-ʢʣʶʯʘ ʠʣʠ ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʦʛʦ ID-ʢʣʶʯʘ. ɺ ʪʘʢʦʤ ʩʣʫʯʘʝ ʥʘʜʦ 

ʚʳʙʨʘʪʴ ʠʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʩʧʦʩʦʙ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʢʣʶʯʘ ʠ ʚʚʝʩʪʠ ʟʥʘʯʝʥʠʝ 

ʚʳʙʨʘʥʥʦʛʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʚ ʧʦʣʝ ɿʥʘʯʝʥʠʝ ID ʢʣʶʯʘ. 

4) ʇʨʦʪʦʢʦʣ XAUTH ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʙʦʣʝʝ ʧʦʣʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʨʠ 

ʫʩʪʘʥʦʚʣʝʥʠʠ ɺʏʉ ʩʚʷʟʠ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʧʨʦʪʦʢʦʣʘ IKE. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʐʣʶʟʳ 

ʤʦʛʫʪ ʘʫʪʝʥʪʠʬʠʮʠʨʦʚʘʪʴ ʫʜʘʣʝʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʦʙʨʘʪʠʚʰʠʩʴ ʢ ʚʥʝʰʥʝʤʫ 

ʩʝʨʚʝʨʫ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʤʘʥʜʘʪʦʚ. ɽʩʣʠ ʜʘʥʥʳʡ 

ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʧʨʦʚʦʜʠʪ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʫʜʘʣʝʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ/ ʍʦʩʪʦʚ 

ɹʝʟʦʧʘʩʥʦʩʪʠ ʯʝʨʝʟ ʚʥʝʰʥʠʡ ʩʝʨʚʝʨ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʤʦʞʥʦ ʦʪʨʘʟʠʪʴ ʵʪʦ ʚ 

ʥʘʩʪʨʦʡʢʘʭ ʎʋʇ. ɺʳʙʨʘʪʴ ʚʣʦʞʝʥʥʫʶ ʟʘʢʣʘʜʢʫ ʈʘʩʰʠʨʝʥʥʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ. 

5) ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ XAUTH-ʧʨʘʚʠʣ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

- ɺʳʙʨʘʪʴ ʚ ʩʧʠʩʢʝ ɼʦʩʪʫʧʥʳʝ ʦʙʲʝʢʪʳ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ, ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ 

ʢʦʪʦʨʳʭ ʙʫʜʝʪ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʯʝʨʝʟ ʚʥʝʰʥʠʡ ʩʝʨʚʝʨ, ʠ ʧʝʨʝʤʝʩʪʠʪʴ ʠʭ ʚ ʩʧʠʩʦʢ 

ɺʳʙʨʘʥʥʳʝ ʦʙʲʝʢʪʳ. 

- ɺ ʩʧʠʩʢʝ ʉʝʨʚʝʨʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʚʳʙʨʘʪʴ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʩʝʨʚʝʨʦʚ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʧʨʦʚʝʨʷʪʴʩʷ ʐʣʶʟʦʤ ɹʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʥʘʣʠʯʠʝ 
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ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʤʘʥʜʘʪʦʚ (ʇʦʜʭʦʜʷʱʠʝ ʆʙʲʝʢʪʳ ʩʝʨʚʝʨʦʚ TACACS+ ʠ/ʠʣʠ 

RADIUS ʜʦʣʞʥʳ ʙʳʪʴ ʟʘʨʘʥʝʝ ʩʦʟʜʘʥʳ ʚ ʦʢʥʝ ʉʝʨʚʝʨʳ). ʇʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 8.1.1.2. 

- ʇʦ ʫʤʦʣʯʘʥʠʶ, ʎʋʇ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʚʳʙʝʨʝʪ ʪʦʪ ʠʥʪʝʨʬʝʡʩ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ, 

ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ XAUTH, ʠʩʧʦʣʴʟʫʷ ʘʣʛʦʨʠʪʤ ʪʨʘʩʩʠʨʦʚʢʠ 

ʪʦʧʦʣʦʛʠʠ. ɽʩʣʠ ɺʳ ʭʦʪʠʪʝ ʚʨʫʯʥʫʶ ʚʳʙʨʘʪʴ ʠʥʪʝʨʬʝʡʩ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ, 

ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ XAUTH, ʥʘʜʦ ʫʙʨʘʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ɺʳʙʨʘʪʴ 

ʠʥʪʝʨʬʝʡʩ ʜʣʷ XAUTH  ʠ ʚʳʙʨʘʪʴ ʥʝʦʙʭʦʜʠʤʳʡ ʠʥʪʝʨʬʝʡʩ ʠʟ ʚʳʧʘʜʘʶʱʝʛʦ 

ʩʧʠʩʢʘ. 

6) ʇʨʦʪʦʢʦʣ IKE CFG ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʟʘʛʨʫʞʘʪʴ IP-ʘʜʨʝʩ ʠ ʜʨʫʛʠʝ 

ʜʘʥʥʳʝ ʩʝʪʝʚʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʜʘʣʝʥʥʳʡ ʢʣʠʝʥʪ ɺʏʉ, ʢʘʢ ʯʘʩʪʴ ʧʨʦʮʝʩʩʘ 

ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʛʦ ʩʦʛʣʘʩʦʚʘʥʠʷ ʚ IKE. ɺ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ ʵʪʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ 

ʪʦʛʦ, ʯʪʦʙʳ ʠʟʙʝʞʘʪʴ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʦʪʚʝʪʥʳʭ ʧʘʢʝʪʦʚ ʩ ʣʦʢʘʣʴʥʦʛʦ ʩʝʨʚʝʨʘ 

ʫʜʘʣʝʥʥʦʤʫ ʢʣʠʝʥʪʫ ɺʏʉ. ʊʘʢʞʝ ʵʪʦ ʧʦʟʚʦʣʷʝʪ ʚʳʜʝʣʷʪʴ ʪʨʘʬʠʢ, ʠʩʭʦʜʷʱʠʡ ʦʪ 

ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥʥʳʭ ʫʜʘʣʝʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʟʘʪʝʤ ʧʨʠʤʝʥʠʪʴ ʢ ʥʝʤʫ 

ʬʠʣʴʪʨʘʮʠʶ ʄʕ, ʠʩʧʦʣʴʟʫʷ ʣʦʢʘʣʴʥʳʡ ʧʫʣ IP-ʘʜʨʝʩʦʚ, ʚʤʝʩʪʦ ʦʙʱʠʭ ʘʜʨʝʩʦʚ 

ʛʣʦʙʘʣʴʥʦʡ ʩʝʪʠ. ɽʩʣʠ ʜʘʥʥʳʡ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʢʦʥʬʠʛʫʨʠʨʫʝʪ ʍʦʩʪʳ 

ɹʝʟʦʧʘʩʥʦʩʪʠ / ʇʦʣʴʟʦʚʘʪʝʣʝʡ ʯʝʨʝʟ IKE CFG, ʥʘʟʥʘʯʘʷ ʠʤ IP-ʘʜʨʝʩʘ ʠʟ ʧʫʣʘ IP-

ʘʜʨʝʩʦʚ, ʨʘʩʧʦʣʦʞʝʥʥʦʛʦ ʟʘ ʐʣʶʟʦʤ, ʤʦʞʥʦ ʩʦʟʜʘʪʴ ʣʶʙʦʝ ʢʦʣʠʯʝʩʪʚʦ ʇʨʘʚʠʣ 

IKE CFG ʚ ʎʋʇ. ɺʳʙʨʘʪʴ ʚʣʦʞʝʥʥʫ  ʁʟʘʢʣʘʜʢʫ IKE CFG. ʉʦʟʜʘʪʴ ʧʨʘʚʠʣʘ IKE 

CFG ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

- ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ IKECFG ; 

- ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠ ʩʦʟʜʘʪʴ ʇʨʘʚʠʣʘ IKE CFG: 

- ɺʳʙʨʘʪʴ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ, ʢ ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʴʩʷ ʧʨʦʪʦʢʦʣ IKE CFG 

ʠʟ ʩʧʠʩʢʘ ɼʦʩʪʫʧʥʳʝ ʦʙʲʝʢʪʳ ʠ ʧʝʨʝʤʝʩʪʠʪʴ ʠʭ ʚ ʩʧʠʩʦʢ ɺʳʙʨʘʥʥʳʝ ʦʙʲʝʢʪʳ. 

- ʋʢʘʟʘʪʴ ʈʝʩʫʨʩ IP-ʘʜʨʝʩʦʚ, ʥʘʭʦʜʷʱʠʡʩʷ ʟʘ ʐʣʶʟʦʤ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʠʟ ʢʦʪʦʨʦʛʦ 

ʙʫʜʫʪ ʙʨʘʪʴʩʷ ʘʜʨʝʩʘ ʜʣʷ ʫʜʘʣʝʥʥʳʭ ʍʦʩʪʦʚ ɹʝʟʦʧʘʩʥʦʩʪʠ / ʇʦʣʴʟʦʚʘʪʝʣʝʡ. ʀʟ 

ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʚʳʙʨʘʪʴ ʤʝʪʦʜ, ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʚʚʦʜʠʪʴʩʷ ʈʝʩʫʨʩ IP-

ʘʜʨʝʩʦʚ (IP ɼʠʘʧʘʟʦʥ, IP ɸʜʨʝʩ + ʄʘʩʢʘ ʠʣʠ DHCP). ʇʨʠ ʚʳʙʦʨʝ ʤʝʪʦʜʘ 

ʧʦʣʫʯʝʥʠʷ ʨʝʩʫʨʩʘ ʯʝʨʝʟ DHCP ʚ ʢʘʯʝʩʪʚʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʠʝʥʪʘ ʙʫʜʝʪ 

ʥʘʧʨʘʚʣʝʥ ʘʜʨʝʩ, ʚʳʙʨʘʥʥʳʡ DHCP-ʩʝʨʚʝʨʦʤ, ʢʦʪʦʨʳʡ ʧʝʨʚʳʤ ʦʪʚʝʪʠʪ ʥʘ 

ʟʘʧʨʦʩ (DHCP REQUEST), ʦʪʧʨʘʚʣʝʥʥʳʡ ʩʦ ʰʣʶʟʘ. ʇʨʠ ʦʙʤʝʥʝ ʠʥʬʦʨʤʘʮʠʝʡ ʩ 

DHCP-ʩʝʨʚʝʨʘ, ʩ ʢʦʪʦʨʳʤ ʨʘʙʦʪʘʝʪ ʰʣʶʟ, ʟʘʧʨʘʰʠʚʘʶʪʩʷ ʩʣʝʜʫʶʱʠʝ 

ʧʘʨʘʤʝʪʨʳ: IP-ʘʜʨʝʩ, subnet mask ʠ broadcast addr, DNS. 

- ɺ ʧʨʝʜʣʘʛʘʝʤʦʝ ʧʦʣʝ ʚʚʝʩʪʠ ʧʦʜʭʦʜʷʱʠʝ ʟʥʘʯʝʥʠʷ ʜʣʷ ʦʙʣʘʩʪʠ IP-ʘʜʨʝʩʦʚ. 
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- ʋʢʘʟʘʪʴ Broadcast-ʤʘʩʢʫ ʠ ʘʜʨʝʩ DNS-ʩʝʨʚʝʨʘ ʚ ʧʦʣʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ 

ʧʘʨʘʤʝʪʨʳ. 

ʐʘʛ 5: ʅʘʩʪʨʦʡʢʘ SNMP 

ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ SNMP ʠ ʧʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ɺʢʣʶʯʠʪʴ SNMP, ʝʩʣʠ ɺʳ 

ʭʦʪʠʪʝ ʨʘʟʨʝʰʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ SNMP-ʤʦʥʠʪʦʨʠʥʛʘ ʜʣʷ ʜʘʥʥʦʛʦ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ. 

ʋʩʪʘʥʦʚʠʪʴ ʧʘʨʘʤʝʪʨʳ SNMP (ʧʦʣʥʳʡ ʩʧʠʩʦʢ SNMP-ʩʦʦʙʱʝʥʠʡ ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʧ. 8.1.2.7): 

1) ʇʦ ʫʤʦʣʯʘʥʠʶ, ʧʦʨʪ ʢʣʠʝʥʪʘ SNMP ʫʩʪʘʥʦʚʣʝʥ ʥʘ 161, ʘ ʟʥʘʯʝʥʠʝ ʩʨʝʜʳ SNMP ï 

ʥʘ public. ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʵʪʠ ʟʥʘʯʝʥʠʷ ʤʦʞʥʦ ʠʟʤʝʥʠʪʴ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ 

ʧʦʣʷʭ. 

 
ɼʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʦʦʙʱʝʥʠʡ SNMP ʠʩʧʦʣʴʟʫʝʪ ʠʤʝʥʘ ʩʦʦʙʱʝʩʪʚʘ (community names). 

ʀʤʷ ʩʦʦʙʱʝʩʪʚʘ ʤʦʞʥʦ ʩʯʠʪʘʪʴ ʢʦʜʦʤ, ʩʦʚʤʝʩʪʥʦ ʠʩʧʦʣʴʟʫʝʤʳʤ SNMP-ʩʝʨʚʝʨʘʤʠ ʠ 

SNMP-ɸʛʝʥʪʘʤʠ. ɺʩʝ SNMP-ʩʦʦʙʱʝʥʠʷ ʜʦʣʞʥʳ ʩʦʜʝʨʞʘʪʴ ʠʤʷ ʩʦʦʙʱʝʩʪʚʘ. ɽʩʣʠ 

ʩʦʦʙʱʝʥʠʝ ʩʦʜʝʨʞʠʪ ʠʤʷ ʩʦʦʙʱʝʩʪʚʘ, ʢʦʪʦʨʦʝ ʥʝ ʫʩʪʘʥʦʚʣʝʥʦ ʥʘ ʭʦʩʪʝ, ʦʥʦ ʙʫʜʝʪ 

ʙʣʦʢʠʨʦʚʘʥʦ. 

2) ɺʳʙʨʘʪʴ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ SNMP-ʩʝʨʚʝʨʦʚ ʚ SNMP ʉʝʨʚʝʨʳ, ʥʘ ʢʦʪʦʨʳʝ ʐʣʶʟ 

ʙʫʜʝʪ ʦʪʧʨʘʚʣʷʪʴ SNMP-ʩʦʦʙʱʝʥʠʷ, ʜʣʷ ʵʪʦʛʦ ʧʝʨʝʤʝʩʪʠʪʴ ʠʭ ʠʟ ʩʧʠʩʢʘ 

ɼʦʩʪʫʧʥʳʝ ʚ ʩʧʠʩʦʢ ɺʳʙʨʘʥʥʳʝ.  

 
ɺ ʩʧʠʩʢʝ ʧʦʷʚʷʪʩʷ ʪʦʣʴʢʦ ʪʝ SNMP-ʉʝʨʚʝʨʳ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʟʘʨʘʥʝʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʳ ʚ 

ʦʢʥʝ ʉʝʨʚʝʨʳ (ʧʦʜʨʦʙʥʝʝ ʩʤ. ʚ ʧ. 8.1.1.2).  

ʐʘʛ 6: ʅʘʩʪʨʦʡʢʘ ʞʫʨʥʘʣʘ ʨʝʛʠʩʪʨʘʮʠʠ Syslog 

ʉʠʩʪʝʤʥʳʡ ʞʫʨʥʘʣ ʧʦʟʚʦʣʷʝʪ ɸʛʝʥʪʘʤ ʧʦʩʳʣʘʪʴ ʨʝʛʠʩʪʨʘʮʠʦʥʥʳʝ ʜʘʥʥʳʝ ʥʘ 

ʫʜʘʣʝʥʥʳʡ ʩʝʨʚʝʨ ʚ ʩʪʘʥʜʘʨʪʠʟʦʚʘʥʥʦʤ ʬʦʨʤʘʪʝ. ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʦʪʧʨʘʚʢʫ ʜʘʥʥʳʭ 

ʞʫʨʥʘʣʘ ʨʝʛʠʩʪʨʘʮʠʠ ʩ ʜʘʥʥʦʛʦ ʐʣʶʟʘ, ʥʘʜʦ ʜʦʙʘʚʠʪʴ Syslog-ʩʝʨʚʝʨ, ʥʘʞʘʚ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʚ 

ʚʢʣʘʜʢʝ Syslog ʠ ʚ ʩʧʠʩʢʝ ʚʳʙʨʘʪʴ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ Syslog-ʩʝʨʚʝʨʦʚ ʠʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ, 

ʥʘ ʢʦʪʦʨʳʝ ʜʘʥʥʳʡ ʐʣʶʟ ʙʫʜʝʪ ʦʪʧʨʘʚʣʷʪʴ ʩʦʦʙʱʝʥʠʷ Syslog.  

ɺʥʠʤʘʥʠʝ! ɺ ʩʧʠʩʢʝ ʧʦʷʚʷʪʩʷ ʪʦʣʴʢʦ ʪʝ Syslog-ʩʝʨʚʝʨʳ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʟʘʨʘʥʝʝ 

ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʳ ʚ ʦʢʥʝ ʉʝʨʚʝʨʳ. ɽʜʠʥʩʪʚʝʥʥʳʤ ʠʩʢʣʶʯʝʥʠʝʤ ʷʚʣʷʝʪʩʷ Syslog-ʩʝʨʚʝʨ 

(ʧʨʝʜʩʪʘʚʣʝʥʥʳʡ ʩʝʨʚʠʩʦʤ TPNSyslog), ʢʦʪʦʨʳʡ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʦʟʜʘʝʪʩʷ ʥʘ ʭʦʩʪʝ ʎʋʇ ʧʨʠ 

ʫʩʪʘʥʦʚʢʝ ʎʋʇ, ʠ, ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʚʩʝʛʜʘ ʥʘʭʦʜʠʪʩʷ ʚ ʩʧʠʩʢʝ. 

 
ɽʩʣʠ ɺʳ ʠʤʧʦʨʪʠʨʦʚʘʣʠ ʇʨʦʝʢʪ ʠʟ ʨʘʥʥʝʡ ʚʝʨʩʠʠ ʎʋʇ, Syslog-ʩʝʨʚʝʨ ʥʝ ʙʫʜʝʪ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʦʟʜʘʥ ʥʘ ʭʦʩʪʝ ʎʋʇ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ɺʘʤ ʧʨʠʜʝʪʩʷ ʚʨʫʯʥʫʶ ʩʦʟʜʘʪʴ 

Syslog-ʩʝʨʚʝʨ ʥʘ ʭʦʩʪʝ ʎʋʇ (ʧʦʜʨʦʙʥʝʝ ʩʤ. ʧʦʜʨʘʟʜʝʣ 8.9). 

ʐʘʛ 7: ʇʨʠʥʘʜʣʝʞʥʦʩʪʴ ʢ ʛʨʫʧʧʝ 
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ʅʘ ʟʘʢʣʘʜʢʝ ɺʭʦʜʠʪ ʚ ʧʦʢʘʟʘʥʦ, ʢ ʢʘʢʠʤ ɻʨʫʧʧʘʤ ʧʨʠʥʘʜʣʝʞʠʪ ʜʘʥʥʳʡ ʐʣʶʟ 

ɹʝʟʦʧʘʩʥʦʩʪʠ. ʄʦʞʥʦ ʜʦʙʘʚʠʪʴ ʐʣʶʟ ʚ ʩʫʱʝʩʪʚʫʶʱʫʶ ɻʨʫʧʧʫ ʠʣʠ ʫʜʘʣʠʪʴ ʝʛʦ ʠʟ ʥʝʝ. ʅʘ 

ʟʘʢʣʘʜʢʝ ʩʦʜʝʨʞʘʪʩʷ ʜʚʘ ʩʧʠʩʢʘ: ʚ ʧʝʨʚʦʤ ʩʧʠʩʢʝ ɼʦʩʪʫʧʥʳʝ ʛʨʫʧʧʳ ʧʦʢʘʟʘʥ ʧʦʣʥʳʡ ʧʝʨʝʯʝʥʴ 

ɻʨʫʧʧ, ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʚ ʧʘʧʢʝ ɻʨʫʧʧʳ ʚ ʩʝʢʮʠʠ ʆʙʲʝʢʪʳ ʧʦʣʠʪʠʢʠ (ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʪʝʭ 

ɻʨʫʧʧ, ʚ ʢʦʪʦʨʳʭ ʚ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʩʦʩʪʦʠʪ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ); ʚʦ ʚʪʦʨʦʤ ɺʳʙʨʘʥʥʳʝ ʛʨʫʧʧʳ 

ʧʝʨʝʯʠʩʣʝʥʳ ɻʨʫʧʧʳ, ʚ ʢʦʪʦʨʳʭ ʚ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʩʦʩʪʦʠʪ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ.  

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʠʟʤʝʥʠʪʴ ʩʦʩʪʘʚ ɻʨʫʧʧʳ ʥʘʜʦ ʧʝʨʝʤʝʩʪʠʪʴ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʠʟ 

ʦʜʥʦʡ ɻʨʫʧʧʳ ʚ ʜʨʫʛʫʶ, ʠʩʧʦʣʴʟʫʷ ʢʥʦʧʢʠ ʩʦ ʩʪʨʝʣʢʘʤʠ. 

ʐʘʛ 8: ʇʨʘʚʠʣʘ NAT  

ɽʩʣʠ ʜʣʷ ʜʘʥʥʦʛʦ ʦʙʲʝʢʪʘ ʥʝʦʙʭʦʜʠʤʦ ʫʯʝʩʪʴ/ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʪʨʘʥʩʣʷʮʠʶ ʩʝʪʝʚʳʭ 

ʘʜʨʝʩʦʚ (NAT, Network Address Translation) ʥʘʜʦ ʦʙʨʘʪʠʪʴʩ ̫ʢ ʧ. 8.1.1.3. 

ʐʘʛ 9: ɿʘʚʝʨʰʝʥʠʝ ʩʦʟʜʘʥʠʝ ʐʣʶʟʘ 

ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɻʦʪʦʚʦ. ʅʦʚʡr ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʝʪ ʜʦʙʘʚʣʝʥ ʚ ʛʨʘʬʠʯʝʩʢʦʝ 

ʦʪʦʙʨʘʞʝʥʠʝ ɻʨʘʬʘ ʪʦʧʦʣʦʛʠʠ ʠ ʧʘʧʢʫ ʉʝʪʝʚʳʝ ʆʙʲʝʢʪ rʩʝʢʮʠʠ ʆʙʲʝʢʪʳ ʧʦʣʠʪʠʢʠ. 

8.1.2.7. ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ 

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʦʪʨʝʜʘʢʪʠʨʦʚʘʪʴ ʆʙʲʝʢʪ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʥʘʜʦ ʚʳʙʨʘʪʴ ʝʛʦ ʚ 

ʩʝʢʮʠʠ ʊʦʧʦʣʦʛʠʷ ɺʏʉ ʠʣʠ ʆʙʲʝʢʪʳ ʧʦʣʠʪʠʢʠ, ʠʩʧʦʣʴʟʫʷ ʢʦʤʘʥʜʫ ʀʟʤʝʥʠʪʴ. ʇʦʷʚʠʚʰʝʝʩʷ 

ʦʢʥʦ ʉʚʦʡʩʪʚʘ ʠʜʝʥʪʠʯʥʦ ʦʢʥʫ ɼʦʙʘʚʠʪʴ ʦʙʲʝʢʪ ʐʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

8.1.2.7.1. ɸʚʪʦʧʨʦʧʫʩʢ ʪʨʘʬʠʢʘ (ʟʘʢʣʘʜʢʠ ʋʧʨʘʚʣʝʥʠʝ ʠ ɺʏʉ) 

ɸʚʪʦʤʘʪʠʯʝʩʢʠʡ ʧʨʦʧʫʩʢ - ʫʢʘʟʳʚʘʶʪ, ʤʦʞʥʦ ʣʠ ʦʧʨʝʜʝʣʝʥʥʳʝ ʪʠʧʳ ʪʨʘʬʠʢʘ 

ʧʨʦʧʫʩʢʘʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʠ. ʂʦʛʜʘ autopasses ʥʘʟʥʘʯʝʥ ʜʣʷ ʜʘʥʥʦʛʦ ʪʠʧʘ ʪʨʘʬʠʢʘ, ʪʦ ʪʨʘʬʠʢ 

ʧʨʦʧʫʩʢʘʝʪʩʷ ʙʝʟ ʧʨʦʚʝʨʢʠ. ɸʚʪʦʤʘʪʠʯʝʩʢʠʡ ʧʨʦʧʫʩʢ ʪʨʘʬʠʢʘ ʤʦʞʝʪ ʙʳʪʴ ʚʳʙʨʘʥ ʜʣʷ 

ʩʣʝʜʫʶʱʠʭ ʪʠʧʦʚ ʪʨʘʬʠʢʘ: 

LDAP 

SNMP 

ICMP 

ISAKMP 

AH 

ESP 

Broadcast (IP-ʘʜʨʝʩʘ 255.255.255.255) 

Multicast (IP-ʘʜʨʝʩʘ 224.0.0.0.239.255.255.255) 

ɸʚʪʦʧʨʦʧʫʩʢ ʪʨʘʬʠʢʘ ʜʣʷ ISAKMP, AH, ESP ʠ LDAP ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʚʦ ʚʣʦʞʝʥʥʦʡ 

ʟʘʢʣʘʜʢʝ ʆʙʱʝʝ ʥʘ ʟʘʢʣʘʜʢʝ ɺʏʉ. 



139 

ʄʂɽʖ.00631-01 32 01 

  

ɸʚʪʦʧʨʦʧʫʩʢ ʪʨʘʬʠʢʘ ʜʣʷ Broadcast, multicast ʠ ICMP ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʥʘ ʟʘʢʣʘʜʢʝ 

ʋʧʨʘʚʣʝʥʠʝ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʘʚʪʦʧʨʦʧʫʩʢ ʪʨʘʬʠʢʘ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʜʣʷ ICMP. 

 
Autopasses ʦʙʣʘʜʘʝʪ ʥʝʢʦʪʦʨʳʤʠ ʩʚʦʡʩʪʚʘʤʠ, ʢʦʪʦʨʳʝ ʥʝ ʦʯʝʚʠʜʥʳ. ʅʘʧʨʠʤʝʨ, ʢʦʛʜʘ 

ʦʧʨʝʜʝʣʝʥ ʘʚʪʦʤʘʪʠʯʝʩʢʠʡ ʧʨʦʧʫʩʢ ʜʣʷ ICMP, ʪʦ ʪʦʣʴʢʦ 3, 4, 11 ʠ 12 ʪʠʧʳ ʙʫʜʫʪ 

ʧʨʦʧʫʩʢʘʪʴʩʷ. ɽʩʣʠ ɺʳ ʥʝ ʫʚʝʨʝʥʳ ʢʘʢ ʨʘʙʦʪʘʶʪ ʜʘʥʥʳʝ ʬʫʥʢʮʠʠ, ʥʝʦʙʭʦʜʠʤʦ 

ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

- ʋʙʝʜʠʪʴʩ ̫ʚ ʪʦʤ, ʯʪʦ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤ ʧʦʣʝ ʜʣʷ ʧʨʦʪʦʢʦʣʘ ʫʩʪʘʥʦʚʣʝʥʘ ʦʪʤʝʪʢʘ 

ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʧʨʦʧʫʩʢʘ; 

- ʆʪʪʨʘʥʩʣʠʨʦʚʘʪʴ ɻʇɹ; 

- ʇʨʦʚʝʨʠʪʴ, ʯʪʦ ɻʇɹ ʧʦʥʷʪʥʘ ʜʣʷ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʠ ʚ ʥʝʸ ʚʥʝʩʝʥʳ ʠʟʤʝʥʝʥʠʷ. 

8.1.2.7.2. ʉʦʦʙʱʝʥʠʷ SNMP 

ʉʦʦʙʱʝʥʠʷ SNMP ʠʩʧʦʣʴʟʫʶʪʩʷ ɸʛʝʥʪʘʤʠ ʜʣʷ ʧʝʨʝʜʘʯʠ ʠʥʬʦʨʤʘʮʠʠ SNMP-ʩʝʨʚʝʨʫ ʦ 

ʧʨʦʠʟʦʰʝʜʰʠʭ ʚʘʞʥʳʭ ʩʦʙʳʪʠʷʭ ʩ ɸʛʝʥʪʦʤ ʚ ʟʘʱʠʱʘʝʤʦʡ ʩʨʝʜʝ. ʄʦʞʥʦ ʚʳʙʠʨʘʪʴ, ʢʘʢʠʝ 

ʩʦʦʙʱʝʥʠʷ ʜʘʥʥʳʡ ɸʛʝʥʪ ʙʫʜʝʪ ʧʦʩʳʣʘʪʴ ʩʝʨʚʝʨʫ, ʫʢʘʟʘʚ ʠʭ ʚ ʟʘʢʣʘʜʢʝ SNMP ʚ ʦʢʥʝ ʉʚʦʡʩʪʚʘ. 

ɼʣʷ ʠʟʤʝʥʝʥʠʷ ʩʪʘʪʫʩʘ SNMP-ʩʦʦʙʱʝʥʠʷ ʥʘʜʦ ʚʳʜʝʣʠʪʴ ʝʛʦ ʚ ʩʧʠʩʢʝ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʥʦʧʢʠ ʩʦ 

ʩʪʨʝʣʢʘʤʠ <ʚʧʨʘʚʦ> ʠ <ʚʣʝʚʦ> ʜʣʷ ʝʛʦ ʧʝʨʝʤʝʱʝʥʠʷ ʚ ʩʧʠʩʢʝ. ʅʠʞʝ ʧʨʠʚʝʜʸʥ ʩʧʠʩʦʢ 

ʩʦʦʙʱʝʥʠʡ (ʩʤ. ʊʘʙʣʠʮʘ 26) (ʆʪʤʝʪʠʤ, ʯʪʦ ʥʝ ʚʩʝ ɸʛʝʥʪʳ ʠʭ ʠʩʧʦʣʴʟʫʶʪ). 

ʊʘʙʣʠʮʘ 26 - ʉʦʦʙʱʝʥʠʷ SNMP ʜʣʷ ʧʝʨʝʜʘʯʠ ʠʥʬʦʨʤʘʮʠʠ SNMP-ʩʝʨʚʝʨʫ 

ʉʦʦʙʱʝʥʠʷ ɿʥʘʯʝʥʠʝ 

IKE_NEG_FAILURE ʅʝʫʜʘʯʥʘʷ ʧʦʧʳʪʢʘ ʩʦʟʜʘʥʠʷ ISAKMP ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ. 

ɼʚʘ ʫʯʘʩʪʥʠʢʘ ʧʝʨʝʛʦʚʦʨʦʚ ʚ IKE-ʩʝʩʩʠʠ ʥʝ ʜʦʛʦʚʦʨʠʣʠʩʴ, ʢʘʢʦʡ 

ʧʨʦʪʦʢʦʣ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʧʝʨʝʛʦʚʦʨʦʚ 

IKE_INVALID_COOKIE ʇʦʣʫʯʝʥʳ ʦʰʠʙʦʯʥʳʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ ʩʝʩʩʠʠ (cookie) ʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʠʭ ʜʣʷ ʧʨʦʚʝʨʢʠ, ʯʪʦ ʜʨʫʛʠʝ ʫʯʘʩʪʥʠʢʠ IKE ʜʦʩʪʫʧʥʳ 

ʠ ʘʫʪʝʥʪʠʬʠʮʠʨʦʚʘʥʳ ʥʝʚʦʟʤʦʞʥʦ 

IPSEC_NEG_FAILURE ʅʝʫʜʘʯʥʘʷ ʧʦʧʳʪʢʘ ʩʦʟʜʘʥʠʷ IPsec ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ. 

ʇʘʨʘʤʝʪʨʳ AH/ESP ʥʝ ʩʦʛʣʘʩʦʚʘʥʳ 

IPSEC_AUTH_FAILURE ʇʦʣʫʯʝʥ ʥʝ ʘʫʪʝʥʪʠʬʠʮʠʨʦʚʘʥʥʳʡ IPsec ʠʣʠ SKIP-ʧʘʢʝʪ  

IPSEC_REPLAY_FAILURE ʇʦʣʫʯʝʥ ʧʘʢʝʪ ʩ ʦʰʠʙʦʯʥʳʤ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʳʤ ʥʦʤʝʨʦʤ. 

ʅʘʠʙʦʣʝʝ ʚʝʨʦʷʪʥʦ, ʯʪʦ ʥʝʢʦʪʦʨʳʝ ʧʘʢʝʪʳ ʙʳʣʠ ʧʦʚʪʦʨʥʦ ʧʦʣʫʯʝʥʳ 

IPSEC_POLICY_FAILURE ʇʦʣʫʯʝʥ ʧʘʢʝʪ ʩ ʥʘʨʫʰʝʥʠʝʤ ʇʦʣʠʪʠʢʠ. ʇʘʨʪʥʝʨ ʥʝ ʥʘʡʜʝʥ ʚ ɹɼ 

IPSEC_INVALID_SPI ʇʦʣʫʯʝʥ ʧʘʢʝʪ ʩ ʥʝʠʟʚʝʩʪʥʳʤ SPI 

LOCAL_PARAMS_CHANGING ʀʟʤʝʥʝʥʳ ʣʦʢʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ 

LSP_SETTING ʋʩʪʘʥʦʚʣʝʥʘ ʃʇɹ 

LSP_LOADED ʋʩʧʝʰʥʦ ʟʘʛʨʫʞʝʥʘ ʃʇɹ 

USER_LOGIN_OK ʇʦʣʴʟʦʚʘʪʝʣʴ ʫʩʧʝʰʥʦ ʚʦʰʸʣ ʚ ʩʠʩʪʝʤʫ 

USER_LOGIN_ERROR ʆʰʠʙʢʘ ʧʨʠ ʚʭʦʜʝ ʧʦʣʴʟʦʚʘʪʝʣʷ 

USER_LOGOFF ʇʦʣʴʟʦʚʘʪʝʣʴ ʫʩʧʝʰʥʦ ʚʳʰʝʣ ʠʟ ʩʠʩʪʝʤʳ 

IPSEC_SA_CREATED ʋʩʧʝʰʥʦ ʩʦʟʜʘʥʦ ʥʦʚʦʝ IPsec-ʩʦʝʜʠʥʝʥʠʝ  

IPSEC_SA_DELETED IPsec-ʩʦʝʜʠʥʝʥʠʝ ʫʜʘʣʝʥʦ 

ADMIN_LOGIN_OK ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʫʩʧʝʰʥʦ ʚʦʰʸʣ ʚ ʩʠʩʪʝʤʫ 
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ʉʦʦʙʱʝʥʠʷ ɿʥʘʯʝʥʠʝ 

ADMIN_LOGIN_ERROR ʆʰʠʙʢʘ ʧʨʠ ʚʭʦʜʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ 

ADMIN _LOGOFF ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʫʩʧʝʰʥʦ ʚʳʰʝʣ ʠʟ ʩʠʩʪʝʤʳ 

VPNSVC_LOADED ʋʩʧʝʰʥʦ ʟʘʛʨʫʞʝʥʳ ʩʠʩʪʝʤʥʳʝ ʩʝʨʚʠʩʳ 

VPNSVC_INLOADED ʉʠʩʪʝʤʥʳʝ ʩʝʨʚʠʩʳ ʥʝ ʟʘʛʨʫʞʝʥʳ 

ʊʦʣʴʢʦ ɸʛʝʥʪʳ ʠʩʧʦʣʴʟʫʶʪ ʩʦʦʙʱʝʥʠʷ ʦʪ ʎʋʇ. 

8.1.2.7.3. ʆʪʤʝʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ IKE/IPsec 

ʅʘ ʚʣʦʞʝʥʥʦʡ ʟʘʢʣʘʜʢʝ ʆʙʱʝʝ ʚʢʣʘʜʢʠ ɺʏʉ ʝʩʪʴ ʧʦʣʝ ɺʢʣʶʯʠʪʴ IKE/IPsec ʦʙʨʘʙʦʪʢʫ 

(ʧʦ ʫʤʦʣʯʘʥʠʶ ʚ ʥʝʤ ʩʪʦʠʪ ʦʪʤʝʪʢʘ). ɼʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʧʦʢʘʟʳʚʘʝʪ, ʤʦʞʝʪ ʣʠ ɸʛʝʥʪ 

ʦʙʨʘʙʘʪʳʚʘʪʴ IPsec-ʪʨʘʬʠʢ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʝʩʣʠ ɸʛʝʥʪ ʥʝ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʫ ʬʫʥʢʮʠʶ, 

ʠʣʠ ʝʩʣʠ ɺʳ ʭʦʪʠʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ɸʛʝʥʪ ʜʣʷ ʜʨʫʛʦʡ ʮʝʣʠ, ʥʘʜʦ ʫʙʨʘʪʴ ʦʪʤʝʪʢʫ ʚ ʵʪʦʤ ʧʦʣʝ. 

ʇʝʨʚʳʡ ʚʘʨʠʘʥʪ ʜʦʚʦʣʴʥʦ ʧʨʦʩʪ, ʯʪʦ ʢʘʩʘʝʪʩʷ ʚʪʦʨʦʛʦ, ʝʛʦ ʤʦʞʥʦ ʦʧʠʩʘʪʴ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

ɼʦʧʫʩʪʠʤ, ʫ ɺʘʩ ʝʩʪʴ ʇʦʜʩʝʪʴ, ʟʘʱʠʱʝʥʥʘʷ ʩ ʧʦʤʦʱʴʶ ʜʚʫʭ ʐʣʶʟʦʚ ɹʝʟʦʧʘʩʥʦʩʪʠ Cisco PIX 

Firewall (PIX1 ʠ PIX2), ʧʨʠ ʵʪʦʤ ʦʙʘ ʦʥʠ ʤʦʛʫʪ ʦʙʨʘʙʘʪʳʚʘʪʴ IPsec-ʪʨʘʬʠʢ. ʆʜʥʘʢʦ ɺʘʤ 

ʥʝʦʙʭʦʜʠʤʦ ʩʜʝʣʘʪʴ ʪʘʢ, ʯʪʦʙʳ ʚʝʩʴ IPsec-ʪʨʘʬʠʢ ʦʙʨʘʙʘʪʳʚʘʣʩʷ ʪʦʣʴʢʦ PIX1. ɺ ʪʘʢʦʤ ʩʣʫʯʘʝ 

ʥʘʜʦ ʫʙʨʘʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ɺʢʣʶʯʠʪʴ IKE /IPsec ʦʙʨʘʙʦʪʢʫ ʜʣʷ ʆʙʲʝʢʪʘ ʇʦʣʠʪʠʢʠ PIX2. ɺʦ 

ʚʨʝʤʷ ʪʨʘʥʩʣʷʮʠʠ ɻʇɹ, ʘʣʛʦʨʠʪʤ ʪʨʘʩʩʠʨʦʚʢʠ ʎʋʇ ʧʦʡʤʝʪ, ʯʪʦ ʚʩʝ IPsec ʇʨʘʚʠʣʘ, ʢʦʪʦʨʳʝ 

ʨʘʩʧʨʦʩʪʨʘʥʷʶʪʩʷ ʥʘ ʇʦʜʩʝʪʴ, ʜʦʣʞʥʳ ʧʨʦʭʦʜʠʪʴ ʪʦʣʴʢʦ ʯʝʨʝʟ PIX1, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʚʩʝ 

ʦʩʪʘʣʴʥʳʝ (ʥʝ ʦʪʥʦʩʷʱʠʝʩʷ ʢ IPsec) ʇʨʘʚʠʣʘ, ʨʘʩʧʨʦʩʪʨʘʥʷʶʱʠʝʩʷ ʥʘ ʇʦʜʩʝʪʴ, ʤʦʛʫʪ 

ʧʨʦʭʦʜʠʪʴ ʯʝʨʝʟ ʦʙʘ ʐʣʶʟʘ. (ʃʇɹ PIX1 ʩʦʜʝʨʞʠʪ, ʢʘʢ ʇʨʘʚʠʣʘ ʄʕ, ʪʘʢ ʠ IPsec-ʇʨʘʚʠʣʘ, ʚ ʪʦ 

ʚʨʝʤʷ ʢʘʢ ʃʇɹ PIX2 ʩʦʜʝʨʞʠʪ ʪʦʣʴʢʦ ʇʨʘʚʠʣʘ ʄʕ). 

8.1.2.7.4. ʅʘʩʪʨʦʡʢʘ ʃʇɹ (ʟʘʢʣʘʜʢʘ ʋʧʨʘʚʣʝʥʠʝ) 

ʂʦʥʬʠʛʫʨʠʨʦʚʘʥʠʝ ʥʘʩʪʨʦʝʢ ʃʇɹ ʧʨʦʠʟʚʦʜʠʪʩʷ ʥʘ ʚʣʦʞʝʥʥʦʡ ʟʘʢʣʘʜʢʝ ʃʇɹ ʥʘ 

ʟʘʢʣʘʜʢʝ ʋʧʨʘʚʣʝʥʠʝ ʜʣʷ ʧʨʠʤʝʥʷʝʤʳʭ ɸʛʝʥʪʦʚ. 

8.1.2.7.5. ɹʣʦʢ ʃʦʢʘʣʴʥʘʷ ʇʦʣʠʪʠʢʘ ɹʝʟʦʧʘʩʥʦʩʪʠ 

ɹʣʦʢ ʃʦʢʘʣʴʥʘʷ ʇʦʣʠʪʠʢʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʩʦʜʝʨʞʠʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʦʟʜʘʥʥʳʡ ʩʧʠʩʦʢ 

ʚʩʝʭ ʃʇɹ, ʧʨʠʛʦʪʦʚʣʝʥʥʳʭ ʜʣʷ ʜʘʥʥʦʛʦ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʚ ʥʝʤ ʫʢʘʟʘʥ ʪʝʢʫʱʠʡ ʉʪʘʪʫʩ 

ʃʇɹ, ʢʦʛʜʘ ʉʦʟʜʘʥʘ ʃʇɹ, ʢʦʛʜʘ ɸʢʪʠʚʠʨʦʚʘʥʘ ʠ ʣʶʙʳʝ ʧʦʷʩʥʝʥʠʷ, ʩʚʷʟʘʥʥʳʝ ʩ ʃʇɹ. 

ɺʳʙʨʘʪʴ ʃʇɹ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʇʨʘʚʠʪʴ ʜʣʷ ʚʳʙʦʨʘ, ʧʨʦʩʤʦʪʨʘ ʠʣʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ. ʆʪʢʨʦʝʪʩʷ 

ʦʢʥʦ ʪʝʢʩʪʦʚʦʛʦ ʨʝʜʘʢʪʦʨʘ, ʢʦʪʦʨʦʝ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʃʇɹ ʜʣʷ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦʛʦ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ. 

ɽʩʣʠ ʜʣʷ ʜʘʥʥʦʛʦ ʆʙʲʝʢʪʘ ʇʦʣʠʪʠʢʠ ʩʪʦʠʪ ʦʪʤʝʪʢʘ ʚ ʧʦʣʝ ʅʝ ʪʨʘʥʩʣʠʨʦʚʘʪʴ ʃʇɹ, ʪʦ 

ʧʨʠ ʪʨʘʥʩʣʷʮʠʠ ɻʇɹ ʥʘ ʜʘʥʥʳʡ ɸʛʝʥʪ ʥʝ ʙʫʜʝʪ ʩʦʟʜʘʚʘʪʴʩʷ ʃʇɹ (ʵʪʘ ʬʫʥʢʮʠʷ ʧʦʣʝʟʥʘ ʚ ʪʦʤ 

ʩʣʫʯʘʝ, ʝʩʣʠ ɺʘʤ ʥʝʦʙʭʦʜʠʤʦ ʨʝʜʘʢʪʠʨʦʚʘʪʴ ʦʩʥʦʚʥʫʶ ʯʘʩʪʴ ʃʇɹ). 
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8.1.2.7.6. ɹʣʦʢ ʉʪʨʫʢʪʫʨʘ ʃʇɹ  

ʌʨʘʛʤʝʥʪʳ ʃʇɹ ʚ ʪʝʢʩʪʦʚʦʤ ʬʦʨʤʘʪʝ ʤʦʛʫʪ ʙʳʪʴ ʜʦʙʘʚʣʝʥʳ ʚ ʥʘʯʘʣʦ ʠ/ʠʣʠ ʢʦʥʝʮ ʃʇɹ 

ɸʛʝʥʪʘ, ʦʪʪʨʘʥʩʣʠʨʦʚʘʥʥʦʡ ʠʟ ɻʇɹ. ʕʪʠ ʬʨʘʛʤʝʥʪʳ, ʠʟʚʝʩʪʥʳʝ ʢʘʢ ʦʧʨʝʜʝʣʷʝʤʳʝ 

ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʃʇɹ (Custom LSP), ʤʦʛʫʪ ʙʳʪʴ ʩʦʟʜʘʥʳ ʚʨʫʯʥʫʶ ʠʣʠ ʠʤʧʦʨʪʠʨʦʚʘʥʳ ʠʟ ʬʘʡʣʘ. 

(ʆ ʪʦʤ, ʢʘʢ ʩʦʟʜʘʚʘʪʴ ʆʧʨʝʜʝʣʷʝʤʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʃʇɹ, ʩʤ. ʧ. 4.7.9).  

ɹʣʦʢ ʉʪʨʫʢʪʫʨʘ ʃʇɹ ʩʦʜʝʨʞʠʪ ʘʪʨʠʙʫʪ ɸʚʪʦʤʘʪʠʯʝʩʢʠ ʉʦʟʜʘʥʥʘʷ ʃʇɹ. ʕʪʦʪ 

ʘʪʨʠʙʫʪ ʜʝʡʩʪʚʫʝʪ, ʢʘʢ ʤʝʩʪʦ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ (placeholder) - ʦʥ ʫʢʘʟʳʚʘʝʪ ʥʘ ʤʝʩʪʦʥʘʭʦʞʜʝʥʠʝ 

ʃʇɹ, ʦʪʪʨʘʥʩʣʠʨʦʚʘʥʥʦʡ ʠʟ ɻʇɹ ʚ ʦʙʱʝʡ ʃʇɹ. ʊʦ ʝʩʪʴ, ʝʩʣʠ ʦʧʨʝʜʝʣʷʝʤʘʷ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʃʇɹ 

(ʬʨʘʛʤʝʥʪ ʃʇɹ) ʧʦʤʝʱʝʥ ʥʘʜ ʘʪʨʠʙʫʪʦʤ ɸʚʪʦʤʘʪʠʯʝʩʢʠ ʉʦʟʜʘʥʥʘʷ ʃʇɹ, ʜʘʥʥʳʡ ʬʨʘʛʤʝʥʪ 

ʃʇɹ ʙʫʜʝʪ ʧʦʤʝʱʝʥ ʧʝʨʝʜ ʃʇɹ, ʦʙʨʘʟʦʚʘʥʥʦʡ ʦʪ ɻʇɹ ʚ ʦʙʱʝʡ ʃʇɹ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ. 

ɸʥʘʣʦʛʠʯʥʦ ʬʨʘʛʤʝʥʪ ʦʧʨʝʜʝʣʷʝʤʦʡ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʃʇɹ, ʥʘʭʦʜʷʱʠʡʩʷ ʚ ʠʝʨʘʨʭʠʠ ʥʠʞʝ 

ʘʪʨʠʙʫʪʘ ɸʚʪʦʤʘʪʠʯʝʩʢʠ ʉʦʟʜʘʥʥʘʷ ʃʇɹ, ʙʫʜʝʪ ʧʦʤʝʱʝʥ ʧʦʩʣʝ ʃʇɹ, ʦʙʨʘʟʦʚʘʥʥʦʡ ʠʟ ɻʇɹ. 

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʜʦʙʘʚʠʪʴ ʠʣʠ ʫʜʘʣʠʪʴ ʦʧʨʝʜʝʣʷʝʤʫʶ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʃʇɹ ʠʟ ʃʇɹ 

ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʥʘʜʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʇʨʘʚʠʪʴ. ʉʧʠʩʦʢ ʉʧʠʩʦʢ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʃʇɹ 

(ʚʩʝʭ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʥʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʦʧʨʝʜʝʣʷʝʤʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʃʇɹ) ʦʪʦʙʨʘʟʠʪʩʷ ʚ 

ʚʝʨʭʥʝʤ ʣʝʚʦʤ ʫʛʣʫ ʦʢʥʘ ʈʝʜʘʢʪʠʨʦʚʘʪʴ ʩʪʨʫʢʪʫʨʫ ʃʇɹ, ʘ ʉʪʨʫʢʪʫʨʘ ʃʇɹ - ʚ ʚʝʨʭʥʝʤ 

ʧʨʘʚʦʤ ʫʛʣʫ. ʇʝʨʝʤʝʩʪʠʪʴ ʦʧʨʝʜʝʣʷʝʤʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʃʇɹ ʤʝʞʜʫ ʩʧʠʩʢʘʤʠ ʉʧʠʩʦʢ 

ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʃʇɹ ʠ ʉʪʨʫʢʪʫʨʘ ʃʇɹ, ʠʩʧʦʣʴʟʫʷ ʢʥʦʧʢʠ ʩʦ ʩʪʨʝʣʢʘʤʠ <ʚʧʨʘʚʦ> ʠ <ʚʣʝʚʦ>. 

ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʧʦʨʷʜʦʢ, ʚ ʢʦʪʦʨʦʤ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʃʇɹ ʙʫʜʫʪ ʠʩʧʦʣʥʷʪʴʩʷ ʚ ʃʇɹ 

ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʥʘʜʦ ʚʳʙʨʘʪʴ ʃʇɹ ʚ ʉʧʠʩʢʝ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʃʇɹ ʠ ʧʝʨʝʤʝʩʪʠʪʴ ʩ 

ʧʦʤʦʱʴʶ ʢʥʦʧʦʢ ʩʦ ʩʪʨʝʣʢʘʤʠ çʚʚʝʨʭè ʠ çʚʥʠʟè. 

8.1.3. ʆʙʲʝʢʪʳ ʍʦʩʪʦʚ ɹʝʟʦʧʘʩʥʦʩʪʠ 

ʍʦʩʪʳ ɹʝʟʦʧʘʩʥʦʩʪʠ ʷʚʣʷʶʪʩʷ ɸʛʝʥʪʘʤʠ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʟʘʱʠʱʸʥʥʳʝ 

ʩʦʝʜʠʥʝʥʠʷ ʩ ʩʝʪʝʚʳʤʠ ʫʟʣʘʤʠ ʚ ʩʨʝʜʝ ɹʝʟʦʧʘʩʥʦʩʪʠ ʩ ʬʠʢʩʠʨʦʚʘʥʥʦʛʦ IP-ʘʜʨʝʩʘ. ʍʦʩʪʳ 

ɹʝʟʦʧʘʩʥʦʩʪʠ ʤʦʛʫʪ ʙʳʪʴ ʫʧʨʘʚʣʷʝʤʳʤʠ, ʚ ʵʪʦʤ ʩʣʫʯʘʝ ʠʭ ʃʇɹ ʩʦʟʜʘʝʪʩʷ ʎʋʇ, ʠʣʠ 

ʥʝʫʧʨʘʚʣʷʝʤʳʤʠ. ʇʨʠʤʝʨʘʤʠ ʍʦʩʪʦʚ ɹʝʟʦʧʘʩʥʦʩʪʠ ʤʦʛʫʪ ʩʣʫʞʠʪʴ ɸʛʝʥʪʳ Microsoft IPsec. 

8.1.3.1. ʉʦʟʜʘʥʠʝ ʆʙʲʝʢʪʦʚ ʍʦʩʪʦʚ ɹʝʟʦʧʘʩʥʦʩʪʠ 

ʏʪʦʙʳ ʩʦʟʜʘʪʴ ʍʦʩʪ ɹʝʟʦʧʘʩʥʦʩʪʠ ʥʘʜʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʫ ɼʦʙʘʚʠʪʴ- >ʍʦʩʪ 

ɹʝʟʦʧʘʩʥʦʩʪʠ, ʜʘʣʝʝ ʩʣʝʜʦʚʘʪʴ ʠʥʩʪʨʫʢʮʠʷʤ ʧʦ ʩʦʟʜʘʥʠʶ ʆʙʲʝʢʪʘ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ. 

ɼʝʩʢʨʠʧʪʦʨʳ ɸʛʝʥʪʘ ʚʢʣʶʯʘʶʪ ʦʧʠʩʘʥʠʷ ɸʛʝʥʪʦʚ IPsec ʆʉ Microsoft Windows, ʪʠʧʦʚʦʛʦ 

ʢʣʠʝʥʪʘ. 
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8.1.3.2. ɸʛʝʥʪʳ Microsoft IPsec  

ʏʪʦʙʳ ʩʦʟʜʘʪʴ ʫʧʨʘʚʣʷʝʤʳʡ ʠʣʠ ʥʝʫʧʨʘʚʣʷʝʤʳʡ ʆʙʲʝʢʪ ʍʦʩʪʘ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʡ 

ʙʫʜʝʪ ʧʨʝʜʩʪʘʚʣʷʪʴ ɸʛʝʥʪʘ Microsoft IPsec, ʥʘʜʦ ʩʣʝʜʦʚʘʪʴ ʠʥʩʪʨʫʢʮʠʷʤ ʧʦ ʩʦʟʜʘʥʠʶ ʆʙʲʝʢʪʦʚ 

ʐʣʶʟʦʚ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʭ ɸʛʝʥʪʦʚ Microsoft IPsec (ʩʤ. ʧ. 8.1.2.1). ʇʨʦʧʫʩʪʠʪʴ 

ʰʘʛʠ, ʦʧʠʩʘʥʥʳʝ ʚ ʟʘʢʣʘʜʢʝ ʇʨʘʚʠʣʘ NAT, ʪ.ʢ. ʝʝ ʥʝʪ ʚ ʤʝʥʶ ʍʦʩʪ ɹʝʟʦʧʘʩʥʦʩʪʠ. 

8.1.3.3. ʅʝʫʧʨʘʚʣʷʝʤʳʡ ʍʦʩʪ ɹʝʟʦʧʘʩʥʦʩʪʠ  

ʏʪʦʙʳ ʩʦʟʜʘʪʴ ʥʝʫʧʨʘʚʣʷʝʤʳʡ ʆʙʲʝʢʪ ʍʦʩʪʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʥʘʜʦ ʩʣʝʜʦʚʘʪʴ 

ʠʥʩʪʨʫʢʮʠʷʤ ʧʦ ʩʦʟʜʘʥʠʶ ʪʠʧʦʚʦʛʦ ʥʝʫʧʨʘʚʣʷʝʤʦʛʦ ʆʙʲʝʢʪʘ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ (ʩʤ. 

ʧ. 8.1.2.1). ʇʨʦʧʫʩʪʠʪʴ ʨʘʟʜʝʣʳ, ʢʘʩʘʶʱʠʝʩʷ ʚʣʦʞʝʥʥʦʡ ʟʘʢʣʘʜʢʠ IKE CFG, ʥʘʭʦʜʷʱʝʡʩʷ ʥʘ 

ʟʘʢʣʘʜʢʝ ɺʏʉ ʠ ʟʘʢʣʘʜʢʠ ʇʨʘʚʠʣʘ NAT, ʪ.ʢ. ʠʭ ʥʝʪ ʚ ʤʝʥʶ ʍʦʩʪʦʚ ɹʝʟʦʧʘʩʥʦʩʪʠ.  

8.1.3.4. ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʍʦʩʪʦʚ ɹʝʟʦʧʘʩʥʦʩʪʠ  

ʏʪʦʙʳ ʦʪʨʝʜʘʢʪʠʨʦʚʘʪʴ ʆʙʲʝʢʪ ʍʦʩʪʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʥʘʜʦ ʚʳʙʨʘʪʴ ʝʛʦ ʚ ʩʝʢʮʠʠ 

ʊʦʧʦʣʦʛʠʷ ɺʏʉ ʠʣʠ ʆʙʲʝʢʪʳ ʧʦʣʠʪʠʢʠ ʠ ʚʳʙʨʘʪʴ ʧʘʨʘʤʝʪʨ ʀʟʤʝʥʠʪʴ. ʆʪʢʨʳʚʰʝʝʩʷ ʦʢʥʦ 

ʀʟʤʝʥʠʪʴ ʦʙʲʝʢʪ ʍʦʩʪ ɹʝʟʦʧʘʩʥʦʩʪʠ ʠʜʝʥʪʠʯʥʦ ʦʢʥʫ ɼʦʙʘʚʠʪʴ ʦʙʲʝʢʪ ʍʦʩʪ ɹʝʟʦʧʘʩʥʦʩʪʠ. 

ɸʪʨʠʙʫʪʳ ʠ ʧʘʨʘʤʝʪʨʳ ʆʙʲʝʢʪʦʚ ʍʦʩʪʦʚ ɹʝʟʦʧʘʩʥʦʩʪʠ ʪʝ ʞʝ, ʯʪʦ ʠ ʫ ʐʣʶʟʦʚ ɹʝʟʦʧʘʩʥʦʩʪʠ, 

ʧʨʝʜʩʪʘʚʣʷʶʱʠʭ ɸʛʝʥʪʦʚ ʪʦʡ ʞʝ ʚʝʨʩʠʠ.  

8.1.4. ʆʙʲʝʢʪʳ IP-ʭʦʩʪ 

IP-ʭʦʩʪ ï ʵʪʦ ʆʙʲʝʢʪʳ, ʫ ʢʦʪʦʨʳʭ ʝʩʪʴ ʬʠʢʩʠʨʦʚʘʥʥʳʡ IP-ʘʜʨʝʩ, ʥʦ ʥʝʪ ʩʦʙʩʪʚʝʥʥʦʡ 

ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʩʠʩʪʝʤʳ, ʠ ʢʦʪʦʨʳʝ ʥʝ ʫʧʨʘʚʣʷʶʪʩʷ ʎʋʇ. ʆʙʲʝʢʪʳ IP-ʭʦʩʪʦʚ ʦʙʳʯʥʦ 

ʧʨʝʜʩʪʘʚʣʷʶʪ ʥʝʟʘʱʠʱʝʥʥʳʝ ʢʦʤʧʴʶʪʝʨʳ ʠ ʪʝ ʢʦʤʧʴʶʪʝʨʳ, ʢʦʪʦʨʳʝ ʟʘʱʠʱʝʥʳ ʆʙʲʝʢʪʦʤ 

ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ (ʚʦ ʚʪʦʨʦʤ ʩʣʫʯʘʝ IP-ʘʜʨʝʩ IP-ʭʦʩʪʘ ʜʦʣʞʝʥ ʥʘʭʦʜʠʪʴʩʷ ʚ ʟʦʥʝ, 

ʟʘʱʠʱʝʥʥʦʡ ʜʘʥʥʳʤ ʐʣʶʟʦʤ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʵʪʦʪ ʐʣʶʟ ʜʦʣʞʝʥ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥ ʢʘʢ 

ɿʘʱʠʪʥʳʡ ʐʣʶʟ ʜʣʷ ʜʘʥʥʦʛʦ IP-ʭʦʩʪʘ). 

8.1.4.1. ʉʦʟʜʘʥʠʝ ʆʙʲʝʢʪʦʚ IP-ʭʦʩʪ 

ʀʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʫ ɼʦʙʘʚʠʪʴ- >IP ʭʦʩʪ. ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɼʦʙʘʚʠʪʴ _IP ʍʦʩʪ ʥʘ 

ʟʘʢʣʘʜʢʝ ʆʙʱʝʝ.  

ʅʘ ʟʘʢʣʘʜʢʝ ʆʙʱʝʝ ʩʜʝʣʘʪʴ ʩʣʝʜʫʶʱʝʝ:  

1) ɺʚʝʩʪʠ ʫʥʠʢʘʣʴʥʦʝ ʠʤʷ ʜʣʷ ʜʘʥʥʦʛʦ ʆʙʲʝʢʪʘ IP-ʭʦʩʪʘ. 

2) ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʤʦʞʥʦ ʚʚʝʩʪʠ ʪʝʢʩʪʦʚʦʝ ʦʧʠʩʘʥʠʝ ʆʙʲʝʢʪʘ. 

3) ɺʳʙʨʘʪʴ ʜʦʤʝʥ, ʚ ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʚʭʦʜʠʪʴ ʜʘʥʥʳʡ IP-ʍʦʩʪ. 



143 

ʄʂɽʖ.00631-01 32 01 

  

4) ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ ʄʝʩʪʦʧʦʣʦʞʝʥʠʝ. ʚ ʧʦʣʝ ʂʦʦʨʜʠʥʘʪʳ ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ 

ʛʝʦʛʨʘʬʠʯʝʩʢʠʝ ʢʦʦʨʜʠʥʘʪʳ IP-ʍʦʩʪʘ. ʂʦʦʨʜʠʥʘʪʳ ʤʦʞʥʦ ʚʚʝʩʪʠ ʚʨʫʯʥʫʶ ʠʣʠ 

ʧʨʠʩʚʦʠʪʴ ʠʭ IP-ʍʦʩʪʫ, ʧʝʨʝʤʝʱʘʷ ʤʘʨʢʝʨ ʧʦ ʢʘʨʪʝ ʠ ʥʘʞʘʚ ʢʥʦʧʢʫ ʋʢʘʟʘʪʴ 

ʢʦʦʨʜʠʥʘʪʳ. ɽʩʣʠ ʠʟʚʝʩʪʝʥ ʘʜʨʝʩ IP-ʍʦʩʪʘ ʝʛʦ ʤʦʞʥʦ ʥʘʡʪʠ ʩ ʧʦʤʦʱʴʶ ʧʦʣʷ 

ʅʘʡʪʠ. ʇʦʩʣʝ ʦʧʨʝʜʝʣʝʥʠʷ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɻʦʪʦʚʦ. 

5) ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ ʊʦʧʦʣʦʛʠʷ. ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠ ʚʚʝʩʪʠ ʃʦʛʠʯʝʩʢʦʝ 

ʠʤ ̫ ʠ IP-ʘʜʨʝʩ ʧʝʨʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ IP-ʭʦʩʪʘ. ʊʘʢʠʤ ʞʝ ʦʙʨʘʟʦʤ ʥʘʜʦ ʚʚʝʩʪʠ 

ʜʘʥʥʳʝ ʚʩʝʭ ʠʥʪʝʨʬʝʡʩʦʚ ʜʘʥʥʦʛʦ IP-ʭʦʩʪʘ. ɼʣʷ ʦʜʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʤʦʞʥʦ 

ʫʢʘʟʳʚʘʪʴ ʥʝʩʢʦʣʴʢʦ IP-ʘʜʨʝʩʦʚ, ʜʣʷ ʵʪʦʛʦ ʥʫʞʥʦ ʩʦʟʜʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ 

ʠʥʪʝʨʬʝʡʩʳ ʩ ʪʝʤ ʞʝ ʣʦʛʠʯʝʩʢʠʤ ʠʤʝʥʝʤ. ɽʩʣʠ IP-ʘʜʨʝʩ ʜʘʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ 

ʧʦʧʘʜʘʝʪ ʚ ʧʨʝʜʝʣʳ ʢʘʢʦʡ-ʣʠʙʦ ɿʦʥʳ, ʵʪʘ ɿʦʥʘ ʦʪʦʙʨʘʟʠʪʩʷ ʚ ʢʦʣʦʥʢʝ ɿʦʥʘ ʪʘʙʣʠʮʳ 

ʀʥʪʝʨʬʝʡʩʳ, ʠʥʘʯʝ ʪʘʤ ʧʦʷʚʠʪʩʷ ʟʥʘʯʝʥʠʝ Auto ʠ ɿʦʥʘ ʙʫʜʝʪ ʩʦʟʜʘʥʘ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠ. ʇʨʠ ʜʦʙʘʚʣʝʥʠʠ IP-ʠʥʪʝʨʬʝʡʩʘ, ʥʘʭʦʜʷʱʝʛʦʩʷ ʚ ʟʦʥʝ Internet, 

ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʥʫʞʥʳʡ ʧʘʨʘʤʝʪʨ ɿʦʥʘ ʀʥʪʝʨʥʝʪ ʠʟ ʩʧʠʩʢʘ ʇʨʠʚʷʟʢʘ ʢ ʟʦʥʝ:, 

ʵʪʘ ʟʦʥʘ ʦʪʦʙʨʘʟʠʪʩʷ ʚ ʢʦʣʦʥʢʝ ɿʦʥʘ ʪʘʙʣʠʮʳ ʀʥʪʝʨʬʝʡʩʳ. 

6) ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ ɺʭʦʜʠʪ ʚ. ɿʜʝʩʴ ʤʦʞʥʦ ʜʦʙʘʚʠʪʴ IP-ʭʦʩʪ ʢ ʫʞʝ ʩʫʱʝʩʪʚʫʶʱʝʡ 

ɻʨʫʧʧʝ. ɼʣʷ ʵʪʦʛʦ ʚʳʙʨʘʪʴ ʠʤʷ ɻʨʫʧʧʳ ʚ ʩʧʠʩʢʝ ɼʦʩʪʫʧʥʳʝ ʛʨʫʧʧʳ ʠ ʥʘʞʘʪʴ ʥʘ 

ʢʥʦʧʢʫ ʩʦ ʩʪʨʝʣʢʦʡ <ʥʘʧʨʘʚʦ>, ʯʪʦʙʳ ʧʝʨʝʤʝʩʪʠʪʴ IP-ʭʦʩʪ ʚ ɺʳʙʨʘʥʥʫʶ ʛʨʫʧʧʫ. 

ʏʪʦʙʳ ʫʙʨʘʪʴ IP-ʭʦʩʪ ʠʟ ɻʨʫʧʧʳ ʥʘʜʦ ʚʳʙʨʘʪʴ ʥʘʟʚʘʥʠʝ ɻʨʫʧʧʳ ʚ ʩʧʠʩʢʝ 

ɺʳʙʨʘʥʥʳʝ ʛʨʫʧʧʳ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʩʦ ʩʪʨʝʣʢʦʡ <ʚʣʝʚʦ>, ʯʪʦʙʳ ʧʝʨʝʤʝʩʪʠʪʴ ʝʝ ʚ 

ɼʦʩʪʫʧʥʳʝ ʛʨʫʧʧʳ. 

7) ʅʘʞʘʪʴ ʢʥʦʧʢʫ OK  ʠ IP-ʭʦʩʪ ʙʫʜʝʪ ʜʦʙʘʚʣʝʥ ʚ ʛʨʘʬʠʯʝʩʢʦʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ɻʨʘʬʘ 

ʪʦʧʦʣʦʛʠʠ ʠ ʚ ʧʘʧʢʫ ʉʝʪʝʚʳʝ ʆʙʲʝʢʪʳ ʚ ʩʝʢʮʠʠ ʆʙʝ̡ʢʪʳ ʧʦʣʠʪʠʢʠ. 

8.1.4.2. ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ IP-ʭʦʩʪ 

ʏʪʦʙʳ ʦʪʨʝʜʘʢʪʠʨʦʚʘʪʴ ʆʙʲʝʢʪ IP-ʭʦʩʪ ʥʝʦʙʭʦʜʠʤʦ ʜʚʘ ʨʘʟʘ ʥʘʞʘʪʴ ʥʘ ʥʝʛʦ ʣʝʚʦʡ 

ʢʥʦʧʢʦʡ ʤʳʰʠ ʠʣʠ ʦʜʠʥ ʨʘʟ ʢʣʘʚʠʰʝʡ <Enter>, ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʚʳʙʨʘʚ ʝʛʦ ʠʟʦʙʨʘʞʝʥʠʝ ʚ 

ʩʝʢʮʠʠ ʊʦʧʦʣʦʛʠʷ. ʆʪʢʨʳʚʰʝʝʩʷ ʦʢʥʦ ʀʟʤʝʥʠʪʴ IP ʍʦʩʪ ʠʜʝʥʪʠʯʥʦ ʦʢʥʫ ɼʦʙʘʚʠʪʴ IP ʍʦʩʪ. 

8.1.5. ʆʙʲʝʢʪʳ IP ɼʠʘʧʘʟʦʥ 

IP ɼʠʘʧʘʟʦʥ ï ʵʪʦ ʪʠʧ ɻʨʫʧʧʳ, ʢʦʪʦʨʳʡ ʧʨʝʜʩʪʘʚʣʷʝʪ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʜʠʘʧʘʟʦʥʦʚ 

IP-ʘʜʨʝʩʦʚ. ʆʙʲʝʢʪ IP ɼʠʘʧʘʟʦʥ ʤʦʞʝʪ ʧʨʠʥʠʤʘʪʴ ʫʯʘʩʪʠʝ ʚ ʇʦʣʠʪʠʢʝ ɹʝʟʦʧʘʩʥʦʩʪʠ ʪʘʢ, ʯʪʦ 

ʦʜʠʥʘʢʦʚʳʝ ʇʨʘʚʠʣʘ ʙʫʜʫʪ ʧʨʠʤʝʥʷʪʴʩʷ ʢʦ ʚʩʝʤ ʯʣʝʥʘʤ ʉʨʝʜʳ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʯʴʠ IP-ʘʜʨʝʩʘ 

ʥʘʭʦʜʷʪʩʷ ʚ ʜʘʥʥʦʤ ʜʠʘʧʘʟʦʥʝ ʘʜʨʝʩʦʚ (IP ɼʠʘʧʘʟʦʥ). ɼʠʘʧʘʟʦʥʳ ʘʜʨʝʩʦʚ IP ʤʦʛʫʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʦʜʠʥʘʢʦʚʳʝ ʇʨʘʚʠʣʘ ʧʦ ʦʙʨʘʙʦʪʢʝ ʪʨʘʬʠʢʘ ʜʣʷ 
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ʙʦʣʴʰʦʛʦ ʯʠʩʣʘ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ, ʯʴʠ IP-ʘʜʨʝʩʘ ʟʘʜʘʥʳ ʥʝʧʨʝʨʳʚʥʳʤʠ ʠʣʠ ʜʠʩʢʨʝʪʥʳʤʠ 

ʟʥʘʯʝʥʠʷʤʠ.  

ɼʣʷ ʚʚʦʜʘ ʜʘʥʥʳʭ ʦʙ IP-ʘʜʨʝʩʘʭ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʪʨʠ ʨʘʟʣʠʯʥʳʭ ʬʦʨʤʘʪʘ: first  

address:last address (ʧʝʨʚʳʡ ʘʜʨʝʩ: ʧʦʩʣʝʜʥʠʡ ʘʜʨʝʩ), subnet:mask (ʇʦʜʩʝʪʴ: ʤʘʩʢʘ), ʠʣʠ 

ʝʜʠʥʩʪʚʝʥʥʳʡ IP-ʘʜʨʝʩ (ʚ ʦʪʣʠʯʠʝ ʦʪ ʆʙʲʝʢʪʦʚ ʧʦʜʩʝʪʠ, ʢʦʪʦʨʳʝ ʧʨʝʜʩʪʘʚʣʷʶʪ ʪʦʣʴʢʦ ʦʜʠʥ 

ʜʠʘʧʘʟʦʥ IP-ʘʜʨʝʩʦʚ, ʚʚʦʜʠʤʳʡ ʚ ʬʦʨʤʘʪʝ subnet:mask). 

8.1.5.1. ʉʦʟʜʘʥʠʝ ʆʙʲʝʢʪʦʚ IP ɼʠʘʧʘʟʦʥʘ  

ʀʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʫ ɼʦʙʘʚʠʪʴ- >IP ɼʠʘʧʘʟʦʥ. ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɼʦʙʘʚʠʪʴ IP 

ɼʠʘʧʘʟʦʥ, ʥʘ ʟʘʢʣʘʜʢʝ ʆʙʱʝʝ. 

ʅʘ ʟʘʢʣʘʜʢʝ ʆʙʱʝʝ ʩʜʝʣʘʪʴ ʩʣʝʜʫʶʱʝʝ: 

1) ɺʚʝʩʪʠ ʫʥʠʢʘʣʴʥʦʝ ʠʤʷ ʜʣʷ ʜʘʥʥʦʛʦ ʆʙʲʝʢʪʘ IP ɼʠʘʧʘʟʦʥ. 

2) ɺʳʙʨʘʪʴ ʜʦʤʝʥ, ʚ ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʚʭʦʜʠʪʴ ʜʘʥʥʳʡ IP ɼʠʘʧʘʟʦʥ. ɺʳʙʨʘʪʴ ʚʢʣʘʜʢʫ 

ʊʦʧʦʣʦʛʠʷ, ʫʢʘʟʘʪʴ ʬʦʨʤʘʪ, ʚ ʢʦʪʦʨʦʤ ʙʫʜʫʪ ʚʚʦʜʠʪʴʩʷ ʜʘʥʥʳʝ IP-ʘʜʨʝʩʦʚ. 

3) ɺ ʦʪʢʨʳʚʰʠʭʩʷ ʧʦʣʷʭ ʚʚʝʩʪʠ ʜʘʥʥʳʝ IP-ʘʜʨʝʩʦʚ ʜʣʷ ʜʘʥʥʦʛʦ ʜʠʘʧʘʟʦʥʘ IP-ʘʜʨʝʩʦʚ. 

4) ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʧʦʣʝ ʤʦʞʥʦ ʚʚʝʩʪʠ ʪʝʢʩʪʦʚʦʝ ʦʧʠʩʘʥʠʝ 

ʜʘʥʥʦʛʦ ʆʙʲʝʢʪʘ. 

5) ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ ʄʝʩʪʦʧʦʣʦʞʝʥʠʝ ʚ ʧʦʣʝ ʂʦʦʨʜʠʥʘʪʳ ʫʢʘʟʘʪʴ 

ʛʝʦʛʨʘʬʠʯʝʩʢʠʝ ʢʦʦʨʜʠʥʘʪʳ ʆʙʲʝʢʪʘ IP ɼʠʘʧʘʟʦʥ. ʂʦʦʨʜʠʥʘʪʳ ʤʦʞʥʦ ʚʚʝʩʪʠ 

ʚʨʫʯʥʫʶ ʠʣʠ ʧʨʠʩʚʦʠʪʴ ʠʭ ʆʙʲʝʢʪʫ IP ɼʠʘʧʘʟʦʥ, ʧʝʨʝʤʝʱʘʷ ʤʘʨʢʝʨ ʧʦ ʢʘʨʪʝ ʠ 

ʥʘʞʘʚ ʢʥʦʧʢʫ ʋʢʘʟʘʪʴ ʢʦʦʨʜʠʥʘʪʳ. ɽʩʣʠ ʠʟʚʝʩʪʝʥ ʬʘʢʪʠʯʝʩʢʠʡ ʘʜʨʝʩ ʆʙʲʝʢʪʘ IP 

ɼʠʘʧʘʟʦʥ ʝʛʦ ʤʦʞʥʦ ʥʘʡʪʠ ʩ ʧʦʤʦʱʴʶ ʧʦʣʷ ʅʘʡʪʠ.  

6) ʇʦʩʣʝ ʦʧʨʝʜʝʣʝʥʠʷ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɻʦʪʦʚʦ. 

7) ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ ɺʭʦʜʠʪ ʚ. ɿʜʝʩʴ ʤʦʞʥʦ ʜʦʙʘʚʠʪʴ ʜʘʥʥʳʡ ʜʠʘʧʘʟʦʥ IP-ʘʜʨʝʩʦʚ 

ʢ ʫʞʝ ʩʫʱʝʩʪʚʫʶʱʝʡ ɻʨʫʧʧʝ. ɼʣʷ ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪɹ ʥʘʟʚʘʥʠʝ ɻʨʫʧʧʳ ʚ 

ʩʧʠʩʢʝ ɼʦʩʪʫʧʥʳʝ ʛʨʫʧʧʳ ʠ ʥʘʞʘʪʴ ʥʘ ʢʥʦʧʢʫ ʩʦ ʩʪʨʝʣʢʦʡ <ʚʧʨʘʚʦ>, ʯʪʦʙʳ 

ʧʝʨʝʤʝʩʪʠʪʴ ʝʝ ʚ ʩʧʠʩʦʢ ɺʳʙʨʘʥʥʳʝ ʛʨʫʧʧʳ. ʏʪʦʙʳ ʫʜʘʣʠʪʴ ʜʠʘʧʘʟʦʥ IP-ʘʜʨʝʩʦʚ ʠʟ 

ɻʨʫʧʧʳ ʥʘʜʦ ʚʳʙʨʘʪʴ ʥʘʟʚʘʥʠʝ ɻʨʫʧʧʳ ʚ ʩʧʠʩʢʝ ɺʳʙʨʘʥʥʳʝ ʛʨʫʧʧʳ ʠ ʥʘʞʘʪʴ 

ʢʥʦʧʢʫ ʩʦ ʩʪʨʝʣʢʦʡ <ʚʣʝʚʦ>, ʯʪʦʙʳ ʧʝʨʝʤʝʩʪʠʪʴ ʝʝ ʚ ɼʦʩʪʫʧʥʳʝ ʛʨʫʧʧʳ. 

8) ʅʘʞʘʪʴ ʢʥʦʧʢʫ OK  ʠ ʥʦʚʳʡ ʆʙʲʝʢʪ IP ɼʠʘʧʘʟʦʥ ʜʦʙʘʚʠʪʩʷ ʢ ʛʨʘʬʠʯʝʩʢʦʤʫ 

ʧʨʝʜʩʪʘʚʣʝʥʠʶ ɻʨʘʬʘ ʪʦʧʦʣʦʛʠʠ ʠ ʚ ʧʘʧʢʝ ʉʝʪʝʚʳʝ ʆʙʲʝʢʪʳ ʩʝʢʮʠʠ ʆʙʲʝʢʪʳ 

ʧʦʣʠʪʠʢʠ. 
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8.1.5.2. ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʆʙʲʝʢʪʘ IP ɼʠʘʧʘʟʦʥ 

ɼʣʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʆʙʲʝʢʪʘ IP-ɼʠʘʧʘʟʦʥ ʥʝʦʙʭʦʜʠʤʦ ʜʚʘ ʨʘʟʘ ʥʘʞʘʪʴ ʥʘ ʥʝʛʦ ʣʝʚʦʡ 

ʢʥʦʧʢʦʡ ʤʳʰʠ ʠʣʠ ʢʣʘʚʠʰʝʡ <Enter>, ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʚʳʙʨʘʚ ʝʛʦ ʠʟʦʙʨʘʞʝʥʠʝ ʚ ʩʝʢʮʠʠ 

ʊʦʧʦʣʦʛʠʷ. ʆʪʢʨʳʚʰʝʝʩʷ ʦʢʥʦ ʀʟʤʝʥʠʪʴ IP ɼʠʘʧʘʟʦʥ ʠʜʝʥʪʠʯʥʦ ʦʢʥʫ ɼʦʙʘʚʠʪʴ IP ɼʠʘʧʘʟʦʥ.  

8.1.6. ʆʙʲʝʢʪ ʇʦʜʩʝʪʴ 

ʇʦʜʩʝʪʴ ʷʚʣʷʝʪʩʷ ʦʜʥʠʤ ʠʟ ʚʠʜʦʚ ʛʨʫʧʧʳ, ʧʨʝʜʩʪʘʚʣʝʥʥʦʡ ʚ ʚʠʜʝ ʜʠʘʧʘʟʦʥʘ IP-ʘʜʨʝʩʦʚ, 

ʦʧʨʝʜʝʣʷʝʤʦʛʦ ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʙʘʟʦʚʳʤ IP-ʘʜʨʝʩʦʤ ʠ ʤʘʩʢʦʡ ʧʦʜʩʝʪʠ. ʇʦʜʩʝʪʴ ʤʦʞʝʪ 

ʧʨʠʥʠʤʘʪʴ ʫʯʘʩʪʠʝ ʚ ʇʦʣʠʪʠʢʝ ɹʝʟʦʧʘʩʥʦʩʪʠ ʪʘʢ, ʯʪʦ ʦʜʥʠ ʠ ʪʝ ʞʝ ʇʨʘʚʠʣʘ ʙʫʜʫʪ ʚ 

ʦʜʠʥʘʢʦʚʦʤ ʧʦʨʷʜʢʝ ʧʨʠʤʝʥʷʪʴʩʷ ʢʦ ʚʩʝʤ ʯʣʝʥʘʤ ʉʨʝʜʳ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʯʴʠ IP-ʘʜʨʝʩʘ ʧʦʧʘʜʘʶʪ 

ʚ ʜʠʘʧʘʟʦʥ ʜʘʥʥʦʡ ʧʦʜʩʝʪʠ. ʇʦʜʩʝʪʴ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʧʨʠʤʝʥʷʪʴ 

ʦʜʠʥʘʢʦʚʳʝ ʇʨʘʚʠʣʘ ʧʦ ʦʙʨʘʙʦʪʢʝ ʪʨʘʬʠʢʘ ʢ ʙʦʣʴʰʦʤʫ ʢʦʣʠʯʝʩʪʚʫ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ, IP-

ʘʜʨʝʩʘ ʢʦʪʦʨʳʭ ʟʘʜʘʶʪʩʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʠ ʵʪʦʪ ʥʘʙʦʨ IP-ʘʜʨʝʩʦʚ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ 

ʜʠʘʧʘʟʦʥ IP-ʘʜʨʝʩʦʚ, ʦʛʨʘʥʠʯʝʥʥʳʡ ʚʚʝʜʝʥʥʦʡ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴʶ. 

8.1.6.1. ʉʦʟʜʘʥʠʝ ʆʙʲʝʢʪʦʚ ʧʦʜʩʝʪʠ 

ʀʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʫ ɼʦʙʘʚʠʪʴ- >ʇʦʜʩʝʪʴ. ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɼʦʙʘʚʠʪʴ ʇʦʜʩʝʪʴ ʩ 

ʟʘʢʣʘʜʢʦʡ ʆʙʱʝʝ. 

ʅʘ ʟʘʢʣʘʜʢʝ ʆʙʱʝʝ ʩʜʝʣʘʪʴ ʩʣʝʜʫʶʱʝʝ: 

1) ɺʚʝʩʪʠ ʫʥʠʢʘʣʴʥʦʝ ʀʤ ̫ʜʣʷ ʜʘʥʥʦʛʦ ʆʙʲʝʢʪʘ ʧʦʜʩʝʪʠ. 

2) ɺʳʙʨʘʪʴ ʜʦʤʝʥ, ʚ ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʚʭʦʜʠʪʴ ʜʘʥʥʳʡ IP ɼʠʘʧʘʟʦʥ. 

3) ɺʳʙʨʘʪʴ ʚʢʣʘʜʢʫ ʊʦʧʦʣʦʛʠ̫ , ʚʚʝʩʪʠ ʙʘʟʦʚʳʡ IP-ʘʜʨʝʩ ʜʣʷ ʜʘʥʥʦʡ ʧʦʜʩʝʪʠ. 

4) ɺʚʝʩʪʠ ʄʘʩʢʫ ʧʦʜʩʝʪʠ. 

5) ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʧʦʣʝ ʤʦʞʥʦ ʚʚʝʩʪʠ ʪʝʢʩʪʦʚʦʝ ʆʧʠʩʘʥʠʝ 

ʜʘʥʥʦʛʦ ʆʙʲʝʢʪʘ. 

6) ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ ʄʝʩʪʦʧʦʣʦʞʝʥʠʝ ʚ ʧʦʣʝ ʂʦʦʨʜʠʥʘʪʳ ʫʢʘʟʘʪʴ ʛʝʦʛʨʘʬʠʯʝʩʢʠʝ 

ʢʦʦʨʜʠʥʘʪʳ ʇʦʜʩʝʪʠ. ʂʦʦʨʜʠʥʘʪʳ ʤʦʞʥʦ ʚʚʝʩʪʠ ʚʨʫʯʥʫʶ ʠʣʠ ʧʨʠʩʚʦʠʪʴ ʠʭ 

ʇʦʜʩʝʪʠ, ʧʝʨʝʤʝʱʘʷ ʤʘʨʢʝʨ ʧʦ ʢʘʨʪʝ ʠ ʥʘʞʘʚ ʢʥʦʧʢʫ ʋʢʘʟʘʪʴ ʢʦʦʨʜʠʥʘʪʳ. ɽʩʣʠ 

ʠʟʚʝʩʪʝʥ ʘʜʨʝʩ ʇʦʜʩʝʪʠ ʝʛʦ ʤʦʞʥʦ ʥʘʡʪʠ ʩ ʧʦʤʦʱʴʶ ʧʦʣʷ ʅʘʡʪʠ. ɽʩʣʠ ʢʦʦʨʜʠʥʘʪʳ 

ʥʝ ʫʢʘʟʘʥʳ, ʪʦ ʧʦʣʝ ʂʦʦʨʜʠʥʘʪʳ ʠʤʝʝʪ ʟʥʘʯʝʥʠʝ ç-è. 

7) ʇʦʩʣʝ ʦʧʨʝʜʝʣʝʥʠʷ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɻʦʪʦʚʦ. 

8) ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ ɺʭʦʜʠʪ ʚ. ɿʜʝʩʴ ʤʦʞʥʦ ʜʦʙʘʚʠʪʴ ʜʘʥʥʫʶ ʇʦʜʩʝʪʴ ʢ ʫʞʝ 

ʩʫʱʝʩʪʚʫʶʱʝʡ ɻʨʫʧʧʝ. ɼʣʷ ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʥʘʟʚʘʥʠʝ ɻʨʫʧʧʳ ʚ ʩʧʠʩʢʝ 
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ɼʦʩʪʫʧʥʳʝ ʛʨʫʧʧʳ ʠ ʥʘʞʘʪʴ ʥʘ ʢʥʦʧʢʫ ʩʦ ʩʪʨʝʣʢʦʡ <ʚʧʨʘʚʦ>, ʯʪʦʙʳ ʧʝʨʝʤʝʩʪʠʪʴ 

ʝʝ ʚ ʩʧʠʩʦʢ ɺʳʙʨʘʥʥʳʝ ʛʨʫʧʧʳ. ʏʪʦʙʳ ʫʜʘʣʠʪʴ ʇʦʜʩʝʪʴ ʠʟ ɻʨʫʧʧʳ ʥʘʜʦ ʚʳʙʨʘʪʴ 

ʥʘʟʚʘʥʠʝ ɻʨʫʧʧʳ ʚ ʩʧʠʩʢʝ ɺʳʙʨʘʥʥʳʝ ʛʨʫʧʧʳ ʠ ʥʘʞʘʪʴ ʥʘ ʢʥʦʧʢʫ ʩʦ ʩʪʨʝʣʢʦʡ 

<ʚʣʝʚʦ>, ʯʪʦʙʳ ʧʝʨʝʤʝʩʪʠʪʴ ʝʝ ʚ ɼʦʩʪʫʧʥʳʝ ʛʨʫʧʧʳ. 

9) ʅʘʞʘʪʴ ʢʥʦʧʢʫ OK  ʠ ʥʦʚʳʡ ʆʙʲʝʢʪ ʧʦʜʩʝʪʠ ʧʦʷʚʠʪʩʷ ʚ ʛʨʘʬʠʯʝʩʢʦʤ ʧʨʝʜʩʪʘʚʣʝʥʠʠ 

ɻʨʘʬʘ ʪʦʧʦʣʦʛʠʠ ʠ ʚ ʧʘʧʢʝ ʉʝʪʝʚʳʝ ʆʙʲʝʢʪʳ ʩʝʢʮʠʠ ʆʙʲʝʢʪʳ ʧʦʣʠʪʠʢʠ. 

8.1.6.2. ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʧʦʜʩʝʪʠ  

ʏʪʦʙʳ ʦʪʨʝʜʘʢʪʠʨʦʚʘʪʴ ʆʙʲʝʢʪ ʇʦʜʩʝʪʴ ʥʝʦʙʭʦʜʠʤʦ ʜʚʘ ʨʘʟʘ ʥʘʞʘʪʴ ʥʘ ʥʝʛʦ ʣʝʚʦʡ 

ʢʥʦʧʢʦʡ ʤʳʰʠ ʠʣʠ ʦʜʠʥ ʨʘʟ ʢʣʘʚʠʰʝʡ <Enter>, ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʚʳʙʨʘʚ ʝʛʦ ʠʟʦʙʨʘʞʝʥʠʝ ʚ 

ʩʝʢʮʠʠ ʊʦʧʦʣʦʛʠʷ. ʆʪʢʨʳʚʰʝʝʩʷ ʦʢʥʦ ʀʟʤʝʥʠʪʴ ʇʦʜʩʝʪʴ ʠʜʝʥʪʠʯʥʦ ʦʢʥʫ ɼʦʙʘʚʠʪʴ ʇʦʜʩʝʪʴ.  

8.1.7. ʆʙʲʝʢʪʳ ʇʦʣʴʟʦʚʘʪʝʣʴ  

ʇʦʣʴʟʦʚʘʪʝʣʴ (User) ï ʵʪʦ ɸʛʝʥʪ ʙʝʟ ʬʠʢʩʠʨʦʚʘʥʥʦʛʦ IP-ʘʜʨʝʩʘ, ʦʜʥʘʢʦ ʠʤʝʶʱʠʡ ʩʚʦʶ 

ʩʦʙʩʪʚʝʥʥʫʶ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʫʶ ʩʠʩʪʝʤʫ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʩʦʟʜʘʚʘʪʴ ʟʘʱʠʱʝʥʥʦʝ ʩʦʝʜʠʥʝʥʠʝ ʩ 

ʫʟʣʦʤ ʩʝʪʠ ʚ ʉʨʝʜʝ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʥʘʭʦʜʷʩʴ ʧʨʠ ʵʪʦʤ ʚʥʝ ʜʘʥʥʦʡ ʩʨʝʜʳ. ʆʙʳʯʥʦ, ʵʪʦ 

ʧʦʨʪʘʪʠʚʥʳʝ ʢʦʤʧʴʶʪʝʨʳ ʠʣʠ ʢʦʤʧʴʶʪʝʨʳ ʚ ʩʝʪʠ, ʯʝʡ DHCP-ʩʝʨʚʝʨ ʥʝ ʥʘʟʥʘʯʘʝʪ ʧʦʩʪʦʷʥʥʳʭ 

IP-ʘʜʨʝʩʦʚ. ʇʨʠʤʝʨʘʤʠ ʇʦʣʴʟʦʚʘʪʝʣʝʡ ʤʦʛʫʪ ʩʣʫʞʠʪʴ ɸʛʝʥʪ rMicrosoft IPsec. 

8.1.7.1. ʉʦʟʜʘʥʠʝ ʆʙʲʝʢʪʦʚ ʇʦʣʴʟʦʚʘʪʝʣʴ 

ʆʧʮʠʠ (ʟʘʢʣʘʜʢʠ), ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʜʦʩʪʫʧʥʳ ʚ ʦʢʥʝ ɼʦʙʘʚʠʪʴ ʇʦʣʴʟʦʚʘʪʝʣ,̫ ʟʘʚʠʩʷʪ ʦʪ 

ʪʦʛʦ, ʢʘʢʦʡ ʪʠʧ ɸʛʝʥʪʘ ɺʳ ʚʳʙʝʨʝʪʝ. ʆ ʩʦʟʜʘʥʠʠ ʆʙʲʝʢʪʦʚ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʭ ʢʘʞʜʳʡ ʠʟ ʪʠʧʦʚ 

ɸʛʝʥʪʦʚ, ʠʟʣʘʛʘʝʪʩʷ ʚ ʧ. 8.1.2.1. ʄʘʪʝʨʠʘʣ, ʠʟʣʦʞʝʥʥʳʡ ʚ ʜʘʥʥʦʤ ʧʫʥʢʪʝ, ʧʨʝʜʧʦʣʘʛʘʝʪ, ʯʪʦ ɺʳ 

ʫʞʝ ʟʥʘʢʦʤʳ ʩ ʧʦʥʷʪʠʷʤʠ ʚʳʰʝʫʢʘʟʘʥʥʦʛʦ ʨʘʟʜʝʣʘ, ʧʦʵʪʦʤʫ ʥʠʞʝ ʚʥʠʤʘʥʠʝ ʙʫʜʝʪ 

ʩʦʩʨʝʜʦʪʦʯʝʥʦ ʥʘ ʦʧʮʠʷʭ, ʢʦʪʦʨʳʝ ʜʦʩʪʫʧʥʳ ʪʦʣʴʢʦ ʜʣʷ ʦʧʨʝʜʝʣʝʥʥʳʭ ʪʠʧʦʚ ɸʛʝʥʪʦʚ.  

ɺʳʙʨʘʪʴ ʚ ʩʝʢʮʠʠ ʆʙʲʝʢʪʳ ʧʦʣʠʪʠʢʠ ʧʘʧʢʫ ʇʦʣʴʟʦʚʘʪʝʣʠ, ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʫ 

ɼʦʙʘʚʠʪʴ ʇʦʣʴʟʦʚʘʪʝʣ.̫ ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɺʳʙʦʨ ɼʝʩʢʨʠʧʪʦʨʘ ɸʛʝʥʪʘ. 

ʐʘʛ 1: ʆʙʱʠʝ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ 

1) ɺ ʦʢʥʝ ɺʳʙʦʨ ɼʝʩʢʨʠʧʪʦʨʘ ɸʛʝʥʪʘ ʚʳʙʨʘʪʴ ʥʦʤʝʨ ʚʝʨʩʠʠ ʇʆ ʢʣʠʝʥʪʘ, ʢʦʪʦʨʳʡ 

ʠʩʧʦʣʴʟʫʝʪ ʵʪʦʪ ʇʦʣʴʟʦʚʘʪʝʣʴ, ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɻʦʪʦʚʦ. 

2) ɺʚʝʩʪʠ ʫʥʠʢʘʣʴʥʦʝ ʀʤʷ ʜʣʷ ʜʘʥʥʦʛʦ ʆʙʲʝʢʪʘ ʇʦʣʴʟʦʚʘʪʝʣʷ. 

3) ɺ ʩʪʨʦʢʝ ɸʜʨʝʩ ɸʛʝʥʪʘ ʥʘʙʨʘʪʴ IP-ʘʜʨʝʩ ʐʣʶʟʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʧʨʝʜʩʪʘʚʣʷʪʴ ʵʪʦʪ 

ʆʙʲʝʢʪ. ʀʤʝʥʥʦ ʥʘ ʵʪʦʪ ʘʜʨʝʩ ʎʋʇ ʙʫʜʝʪ ʦʪʧʨʘʚʣʷʪʴ ʃʇɹ ʜʣʷ ʜʘʥʥʦʛʦ ʆʙʲʝʢʪʘ.  

4) ɺʳʙʨʘʪʴ ʜʦʤʝʥ, ʚ ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʚʭʦʜʠʪʴ ʜʘʥʥʳʡ ʦʙʲʝʢʪ ʇʦʣʴʟʦʚʘʪʝʣʴ. 
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5) ɺʳ ʚʝʨʥʝʪʝʩʴ ʚ ʦʢʥʦ ɼʦʙʘʚʠʪʴ ʇʦʣʴʟʦʚʘʪʝʣʷ. ʊʝʧʝʨʴ ʚ ʵʪʦʤ ʦʢʥʝ ʜʦʩʪʫʧʥʳ ʧʷʪʴ 

ʟʘʢʣʘʜʦʢ. ʕʪʠ ʟʘʢʣʘʜʢʠ ʙʫʜʫʪ ʨʘʟʥʳʤʠ, ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʚʳʙʨʘʥʥʦʛʦ ʇʆ ʢʣʠʝʥʪʘ.  

6) ʏʪʦʙʳ ʩʦʟʜʘʪʴ ʅʝʫʧʨʘʚʣʷʝʤʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ ʥʘʜʦ ʫʙʨʘʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ 

ʋʧʨʘʚʣʷʝʤʳʡ.  

 
ʊʠʧʦʚʳʝ ʢʣʠʝʥʪʳ (Generic Clients) ʥʝ ʤʦʛʫʪ ʙʳʪʴ ʫʧʨʘʚʣʷʝʤʳʤʠ ʇʦʣʴʟʦʚʘʪʝʣʷʤʠ. 

7) ʇʨʠ ʞʝʣʘʥʠʠ ʤʦʞʥʦ ʚʚʝʩʪʠ ʪʝʢʩʪʦʚʦʝ ʆʧʠʩʘʥʠʝ ʆʙʲʝʢʪʘ. 

ʐʘʛ 2: ʄʝʩʪʦʧʦʣʦʞʝʥʠʝ 

ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ ʄʝʩʪʦʧʦʣʦʞʝʥʠʝ, ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʦʧʮʠʠ ʄʝʩʪʦʧʦʣʦʞʝʥʠʝ 

ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1) ɺ ʧʦʣʝ ʂʦʦʨʜʠʥʘʪʳ ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʛʝʦʛʨʘʬʠʯʝʩʢʠʝ ʢʦʦʨʜʠʥʘʪʳ ʐʣʶʟʘ 

ɹʝʟʦʧʘʩʥʦʩʪʠ. ʂʦʦʨʜʠʥʘʪʳ ʤʦʞʥʦ ʚʚʝʩʪʠ ʚʨʫʯʥʫʶ ʠʣʠ ʧʨʠʩʚʦʠʪʴ ʠʭ ʐʣʶʟʫ 

ɹʝʟʦʧʘʩʥʦʩʪʠ, ʚʳʙʨʘʚ ʢʥʦʧʢʫ ʋʢʘʟʘʪʴ ʢʦʦʨʜʠʥʘʪʳ. 

2) ɽʩʣʠ ʠʟʚʝʩʪʝʥ ʘʜʨʝʩ ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʝʛʦ ʤʦʞʥʦ ʥʘʡʪʠ ʩ ʧʦʤʦʱʴʶ ʧʦʣʷ ʅʘʡʪʠ. 

3) ʇʦʩʣʝ ʦʧʨʝʜʝʣʝʥʠʷ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɻʦʪʦʚʦ. 

 
ɽʩʣʠ ʢʦʦʨʜʠʥʘʪʳ ʥʝ ʫʢʘʟʘʥʳ, ʪʦ ʧʦʣʝ ʂʦʦʨʜʠʥʘʪʳ ʠʤʝʝʪ ʟʥʘʯʝʥʠʝ ç-è. 

ʐʘʛ 3: ɺʠʨʪʫʘʣʴʥʘʷ ʯʘʩʪʥʘʷ ʩʝʪʴ  

ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ ɺʏʉ, ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʦʧʮʠʠ ɺʏʉ. 

1) ɺʳʙʨʘʪʴ ʚʣʦʞʝʥʥʫ  ʁʟʘʢʣʘʜʢʫ ʆʙʱʝʝ: 

- ɺ ʧʦʣʝ IKE  Port ʤʦʞʥʦ ʠʟʤʝʥʠʪʴ ʧʦʨʪ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ 

ʇʦʣʴʟʦʚʘʪʝʣʝʤ ʜʣʷ IKE-ʪʨʘʬʠʢʘ. 

2) ʇʝʨʝʡʪʠ ʥʘ ʚʣʦʞʝʥʥʫʶ ʟʘʢʣʘʜʢʫ ʉʝʨʪʠʬʠʢʘʪʳ: 

- ʏʪʦʙʳ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʩʝʨʪʠʬʠʢʘʪ ʥʘʜʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʚ ʦʢʥʝ 

ɼʦʙʘʚʠʪʴ IKE ʩʝʨʪʠʬʠʢʘʪ ʠ ʚʚʝʩʪʠ ʚʩʝ ʥʝʦʙʭʦʜʠʤʳʝ ʜʘʥʥʳʝ ʦ ʩʝʨʪʠʬʠʢʘʪʝ 

ʇʦʣʴʟʦʚʘʪʝʣʷ. ʕʪʠ ʜʘʥʥʳʝ ʜʦʣʞʥʳ ʚ ʪʦʯʥʦʩʪʠ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʜʘʥʥʳʤ 

ʬʘʢʪʠʯʝʩʢʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ; ʵʪʦʪ ʩʝʨʪʠʬʠʢʘʪ ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥ ʥʘ 

ʬʘʢʪʠʯʝʩʢʦʤ ʢʣʠʝʥʪʝ, ʢʦʪʦʨʦʛʦ ʧʨʝʜʩʪʘʚʣʷʝʪ ʜʘʥʥʳʡ ʦʙʲʝʢʪ ʇʦʣʴʟʦʚʘʪʝʣʷ. 

ʇʦʜʨʦʙʥʝʝ ʦ ʩʧʦʩʦʙʘʭ ʜʦʙʘʚʣʝʥʠʷ ʩʝʨʪʠʬʠʢʘʪʦʚ ʩʤ. ʧ. 8.1.1.1. 
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- ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ - ʚʳʙʨʘʪʴ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ LDAP-ʩʝʨʚʝʨʦʚ, ʢʦʪʦʨʳʝ 

ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʘʥʥʳʤ ʇʦʣʴʟʦʚʘʪʝʣʝʤ ʜʣʷ ʩʢʘʯʠʚʘʥʠʷ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠ 

ʉʆʉ. ɼʣʷ ʵʪʦʛʦ ʥʘʜʦ ʧʝʨʝʤʝʩʪʠʪʴ ʠʭ ʠʟ ʩʧʠʩʢʘ ɼʦʩʪʫʧʥʳʝ ʚ ʩʧʠʩʦʢ ɺʳʙʨʘʥʥʳʝ. 

ɺʥʠʤʘʥʠʝ: ɺ ʩʧʠʩʢʝ ɼʦʩʪʫʧʥʳʝ ʧʦʷʚʷʪʩʷ ʪʦʣʴʢʦ ʪʝ LDAP-ʩʝʨʚʝʨʳ, ʢʦʪʦʨʳʝ 

ʙʳʣʠ ʟʘʨʘʥʝʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʳ ʚ ʦʢʥʝ ʉʝʨʚʝʨʳ (ʧʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 8.1.1.2 ʠ 

ʧʦʜʨʘʟʜʝʣ 8.9).  

3) ʇʝʨʝʡʪʠ ʥʘ ʚʣʦʞʝʥʥʫʶ ʟʘʢʣʘʜʢʫ ʇʨʝʜʦʧʨʝʜʝʣʝʥʥʳʝ ʢʣʶʯʠ: 

- ʏʪʦʙʳ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʳʡ ʢʣʶʯ ʥʘʜʦ ʥʘʞʘʪʴ 

ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠ ʚʚʝʩʪʠ ʚʩʶ ʥʝʦʙʭʦʜʠʤʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ 

ʨʘʩʧʨʝʜʝʣʝʥʥʦʤ ʢʣʶʯʝ. ʕʪʦʪ ʢʣʶʯ ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥ ʥʘ 

ʬʘʢʪʠʯʝʩʢʦʤ ʢʣʠʝʥʪʝ, ʢʦʪʦʨʦʛʦ ʧʨʝʜʩʪʘʚʣʷʝʪ ʜʘʥʥʳʡ ʆʙʲʝʢʪ ʇʦʣʴʟʦʚʘʪʝʣʷ. 

ɺʚʝʩʪʠ ʠʤʷ ʜʣʷ ʵʪʦʛʦ ʢʣʶʯʘ ʀʤʷ ʢʣʶʯʘ. ʕʪʦ ʠʤʷ ʜʦʣʞʥʦ ʙʳʪʴ ʪʝʤ ʞʝ, ʯʪʦ ʠ 

ʠʤʷ ʆʙʲʝʢʪʘ ʬʘʢʪʠʯʝʩʢʦʛʦ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʢʣʶʯʘ, ʢʦʪʦʨʳʡ 

ʠʩʧʦʣʴʟʫʝʪ ʜʘʥʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ. 

- ʀʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʇʘʨʪʥʝʨ ʚʳʙʨʘʪʴ ʧʘʨʪʥʝʨʦʚ ʧʦ ʩʚʷʟʠ, ʩʦʚʤʝʩʪʥʦ ʩ 

ʢʦʪʦʨʳʤʠ ʪʝʢʫʱʠʝ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʦʪ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ 

ʨʘʩʧʨʝʜʝʣʝʥʥʳʡ ʢʣʶʯ.  

- ʀʟ ʧʝʨʚʦʛʦ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʊʠʧ ID ʢʣʶʯʘ ʚʳʙʨʘʪʴ ʩʧʦʩʦʙ ʠʜʝʥʪʠʬʠʢʘʮʠʠ 

ʣʦʢʘʣʴʥʦʛʦ ʢʣʶʯʘ. ʕʪʦ ʧʦʟʚʦʣʠʪ ʧʘʨʪʥʝʨʫ ʧʦ ʩʚʷʟʠ ʫʜʦʩʪʦʚʝʨʠʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ 

ʜʘʥʥʳʡ ʢʣʶʯ ʷʚʣʷʝʪʩʷ ʇʨʘʚʠʣʴʥʳʤ. ʇʦ ʫʤʦʣʯʘʥʠʶ, ʜʣʷ ʠʜʝʥʪʠʬʠʢʘʮʠʠ 

ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʢʣʶʯʘ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʝʨʚʠʯʥʳʡ IP-

ʘʜʨʝʩ ʫʩʪʨʦʡʩʪʚʘ ɺʏʉ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʥʝ ʪʨʝʙʫʝʪʩʷ ʫʢʘʟʳʚʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ. ʃʦʢʘʣʴʥʳʡ ʢʣʶʯ ʪʘʢʞʝ ʤʦʞʝʪ ʙʳʪʴ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥ ʩ ʧʦʤʦʱʴʶ 

ʜʨʫʛʦʛʦ IP-ʘʜʨʝʩʘ, DNS, ID-ʢʣʶʯʘ ʠʣʠ ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʦʛʦ ID-ʢʣʶʯʘ. ɺ ʵʪʦʤ 

ʩʣʫʯʘʝ ʚʳʙʨʘʪʴ ʪʠʧ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʢʣʶʯʘ ʠʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʠ ʚʚʝʩʪʠ 

ʟʥʘʯʝʥʠʝ ʚʳʙʨʘʥʥʦʛʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʚ ʧʦʣʝ ɿʥʘʯʝʥʠʝ ʢʣʶʯʘ. 

- ʀʟ ʚʪʦʨʦʛʦ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʊʠʧ ID ʢʣʶʯʘ ʚʙrʨʘʪʴ ʩʧʦʩʦʙ ʠʜʝʥʪʠʬʠʢʘʮʠʠ 

ʢʣʶʯʘ ʧʘʨʪʥʝʨʘ ʧʦ ʩʚʷʟʠ. ʕʪʦ ʧʦʟʚʦʣʠʪ ʫʩʪʨʦʡʩʪʚʫ ɺʏʉ ʫʜʦʩʪʦʚʝʨʠʪʴʩʷ ʚ ʪʦʤ, 

ʯʪʦ ʜʘʥʥʳʡ ʢʣʶʯ ʷʚʣʷʝʪʩʷ ʇʨʘʚʠʣʴʥʳʤ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʠʜʝʥʪʠʬʠʢʘʮʠʠ 

ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʦʛʦ ʢʣʶʯʘ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʥ ʧʝʨʚʠʯʥʳʡ IP-ʘʜʨʝʩ ʧʘʨʪʥʝʨʘ ʧʦ 

ʩʚʷʟʠ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʥʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʫʢʘʟʳʚʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ 

ʠʥʬʦʨʤʘʮʠʶ. ʂʣʶʯ ʧʘʨʪʥʝʨʘ ʧʦ ʩʚʷʟʠ ʤʦʞʝʪ ʪʘʢʞʝ ʙʳʪʴ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥ ʧʨʠ 

ʧʦʤʦʱʠ ʜʨʫʛʦʛʦ IP-ʘʜʨʝʩʘ, DNS, ID-ʢʣʶʯʘ ʠʣʠ ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʦʛʦ ID-ʢʣʶʯʘ. 
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ɺ ʪʘʢʦʤ ʩʣʫʯʘʝ ʚʳʙʨʘʪʴ ʠʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʩʧʦʩʦʙ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʢʣʶʯʘ 

ʠ ʚʚʝʩʪʠ ʟʥʘʯʝʥʠʝ ʚʳʙʨʘʥʥʦʛʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʚ ʧʦʣʝ ɿʥʘʯʝʥʠʝ ʢʣʶʯʘ. 

ʐʘʛ 4: ʋʧʨʘʚʣʝʥʠʝ ɸʛʝʥʪʘʤʠ (ʊʦʣʴʢʦ ʜʣʷ ɸʛʝʥʪʦʚ Microsoft)  

ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ ʋʧʨʘʚʣʝʥʠʝ. ʅʘ ʵʪʦʡ ʟʘʢʣʘʜʢʝ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʇʦʣʠʪʠʢʘ, ʢʦʪʦʨʫʶ 

ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʨʘʡʚʝʨ ʧʦ ʫʤʦʣʯʘʥʠʶ ʠ ʫʨʦʚʥʠ ʨʝʛʠʩʪʨʘʮʠʠ ʩʦʙʳʪʠʡ ʜʣʷ ɸʛʝʥʪʦʚ 

Microsoft IPsec, ʘ ʪʘʢʞʝ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʠʭ ʣʦʢʘʣʴʥʳʤʠ ʇʦʣʠʪʠʢʘʤʠ ɹʝʟʦʧʘʩʥʦʩʪʠ. 

1) ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ ʆʙʱʝʝ: 

- ʋʩʪʘʥʦʚʠʪʴ ʇʦʣʠʪʠʢʫ, ʢʦʪʦʨʫʶ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʇʦʣʴʟʦʚʘʪʝʣʴ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʕʪʘ ʇʦʣʠʪʠʢʘ (ʇʨʦʧʫʩʪʠʪʴ ʚʩʝʭ ʠʣʠ ɿʘʧʨʝʪʠʪʴ ʚʩʝʭ) ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʴʩʷ ʢ ʪʝʤ 

ʧʘʨʪʥʝʨʘʤ ʧʦ ʩʚʷʟʠ, ʜʣʷ ʢʦʪʦʨʳʭ ʃʇɹ ʇʦʣʴʟʦʚʘʪʝʣʷ ʥʝ ʧʨʝʜʫʩʤʘʪʨʠʚʘʝʪ ʪʦʯʥʳʭ 

ʇʨʘʚʠʣ.  

- ɽʩʣʠ ɺʳ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʇʦʣʴʟʦʚʘʪʝʣʴ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʨʦʧʫʩʢʘʣ 

ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʳʝ ʩʦʦʙʱʝʥʠʷ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʝ, ʢʘʢ ʜʣʷ ʚʩʝʭ ʢʦʤʧʴʶʪʝʨʦʚ 

ʩʝʪʠ, ʪʘʢ ʠ ʜʣʷ ʦʧʨʝʜʝʣʝʥʥʦʡ ʛʨʫʧʧʳ ʢʦʤʧʴʶʪʝʨʦʚ, ʠ/ʠʣʠ ICMP-ʪʨʘʬʠʢ, ʥʘʜʦ 

ʧʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʠ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʦʣʷʭ. 

- ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʧʨʦʪʦʢʦʣʘ DHCP, ʥʘʜʦ ʧʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ 

ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤ ʧʦʣʝ ʇʨʦʧʫʩʢ DHCP. 

2) ʇʝʨʝʡʪʠ ʥʘ ʚʣʦʞʝʥʥʫʶ ʟʘʢʣʘʜʢʫ ʃʇɹ: 

- ɹʣʦʢʠ ʃʦʢʘʣʴʥʘʷ ʇʦʣʠʪʠʢʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʠ ʉʪʨʫʢʪʫʨʘ ʃʇɹ ʙʫʜʫʪ ʥʝ ʧʫʩʪʳʤʠ 

ʠ ʜʦʩʪʫʧʥʳʤʠ ʪʦʣʴʢʦ ʧʦʩʣʝ ʪʨʘʥʩʣʷʮʠʠ ɻʇɹ ʠ ʩʦʟʜʘʥʠʷ ʃʇɹ ʜʣʷ ʜʘʥʥʦʛʦ 

ʇʦʣʴʟʦʚʘʪʝʣʷ. ɽʩʣʠ ɺʳ ʥʝ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʃʇɹ ʙʳʣʘ ʩʦʟʜʘʥʘ ʜʣʷ ʜʘʥʥʦʛʦ 

ʇʦʣʴʟʦʚʘʪʝʣʷ ʚ ʩʣʝʜʫʶʱʠʡ ʨʘʟ ʧʨʠ ʪʨʘʥʩʣʷʮʠʠ ɻʇɹ (ʥʘʧʨʠʤʝʨ, ʝʩʣʠ ɺʳ 

ʚʨʫʯʥʫʶ ʚʥʝʩʣʠ ʠʟʤʝʥʝʥʠʷ ʚ ʪʝʢʫʱʫʶ ʃʇɹ ʠ ʭʦʪʠʪʝ ʩʦʭʨʘʥʠʪʴ ʥʘʩʪʨʦʡʢʠ), 

ʥʘʜʦ ʧʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ʅʝ ʪʨʘʥʩʣʠʨʦʚʘʪʴ ʃʇɹ. ɼʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʥʝ 

ʙʫʜʝʪ ʫʙʨʘʥʘ ʵʪʘ ʦʪʤʝʪʢʘ, ʪʨʘʥʩʣʷʮʠʷ ʃʇɹ ʜʣʷ ʜʘʥʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ 

ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʥʝ ʙʫʜʝʪ. 

3) ɺʳʙʨʘʪʴ ʚʣʦʞʝʥʥʫʶ ʟʘʢʣʘʜʢʫ ɸʚʪʦʤʘʪʠʯʝʩʢʠʝ ʦʙʥʦʚʣʝʥʠʷ: 

- ʆʧʨʝʜʝʣʠʪʴ ʥʝʦʙʭʦʜʠʤʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ɸʚʪʦʤʘʪʠʯʝʩʢʦʤ ʦʙʥʦʚʣʝʥʠʠ ʜʣʷ 

ʇʦʣʴʟʦʚʘʪʝʣʷ ʢʘʢ ʫʢʘʟʘʥʦ ʚ ʧ. 8.1.1.4. 

4) ɺʳʙʨʘʪʴ ʚʣʦʞʝʥʥʫ  ʁʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʩʦʝʜʠʥʝʥʠʡ: 

- ɺʳʙʨʘʪʴ ʄʝʪʦʜ ʟʘʛʨʫʟʢʠ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ɸʛʝʥʪʦʤ Microsoft 

IPsec ʧʨʠ ʦʙʨʘʱʝʥʠʠ ʢ ʎʋʇ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʃʇɹ. 
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- ɽʩʣʠ ɺʳ ʭʦʪʠʪʝ ʩʦʭʨʘʥʷʪʴ ʜʘʥʥʳʝ ʦ ʪʦʤ, ʙʳʣʠ ʣʠ ʚʥʝʩʝʥʳ ʠʟʤʝʥʝʥʠʷ ʚ ʃʇɹ 

ʇʦʣʴʟʦʚʘʪʝʣʷ ʩ ʤʦʤʝʥʪʘ ʧʦʩʣʝʜʥʝʡ ʘʢʪʠʚʘʮʠʠ, ʥʘʜʦ ʧʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ 

ʆʪʩʣʝʞʠʚʘʥʠʝ ʮʝʣʦʩʪʥʦʩʪʠ ʃʇɹ.  

- ɺʳʙʨʘʪʴ ʇʦʣʫʯʠʪʴ ʧʘʨʘʤʝʪʨʳ ʦʙʲʝʢʪʘ.  

- ʉʨʘʟʫ ʞʝ ʧʦʩʣʝ ʪʨʘʥʩʣʷʮʠʠ ɻʇɹ ʠ ʘʢʪʠʚʘʮʠʠ ʃʇɹ ʥʘʧʨʦʪʠʚ ʆʙʲʝʢʪʘ 

ʇʦʣʴʟʦʚʘʪʝʣʷ ʧʦʷʚʠʪʩʷ ʠʢʦʥʢʘ ʩʪʘʪʫʩʘ ʮʝʣʦʩʪʥʦʩʪʠ ʃʇɹ. ʇʦʜʨʦʙʥʝʝ ʩʤ. ʚ 

ʧ. 9.4.4 ʠ ʧ. 8.1.1.2.  

ʐʘʛ 5: ʅʘʩʪʨʦʡʢʘ SNMP  

ɽʩʣʠ ɺʳ ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ SNMP-ʢʦʥʪʨʦʣʴ ʜʣʷ ʜʘʥʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ ʥʘʜʦ ʧʝʨʝʡʪʠ ʥʘ 

ʟʘʢʣʘʜʢʫ SNMP ʠ ʧʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ɺʢʣʶʯʠʪʴ SNMP. ɿʘʪʝʤ ʠʟʤʝʥʠʪʴ ʥʘʩʪʨʦʡʢʠ 

SNMP ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1) ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʦʨʪ SNMP-ʢʣʠʝʥʪʘ ʫʩʪʘʥʦʚʣʝʥ ʥʘ 161, ʘ ʟʥʘʯʝʥʠʝ SNMP-

ʩʦʦʙʱʝʩʪʚʘ ʧʦ ʫʤʦʣʯʘʥʠʶ ʫʩʪʘʥʦʚʣʝʥʦ ʥʘ public. ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ, ʟʥʘʯʝʥʠʝ 

ʧʦʩʣʝʜʥʝʛʦ ʤʦʞʥʦ ʠʟʤʝʥʠʪʴ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤ ʧʦʣʝ. 

 
ɼʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʦʦʙʱʝʥʠʡ SNMP ʠʩʧʦʣʴʟʫʝʪ ʠʤʝʥʘ ʩʦʦʙʱʝʩʪʚʘ. ʀʤʷ ʩʦʦʙʱʝʩʪʚʘ 

ʤʦʞʥʦ ʩʯʠʪʘʪʴ ʧʘʨʦʣʝʤ, ʩʦʚʤʝʩʪʥʦ ʠʩʧʦʣʴʟʫʝʤʳʤ SNMP-ʩʝʨʚʝʨʘʤʠ ʠ SNMP-ɸʛʝʥʪʘʤʠ. 

ɺʩʝ ʩʦʦʙʱʝʥʠʷ SNMP ʜʦʣʞʥʳ ʩʦʜʝʨʞʘʪʴ ʠʤʷ ʩʦʦʙʱʝʩʪʚʘ. ɽʩʣʠ ʩʦʦʙʱʝʥʠʝ ʩʦʜʝʨʞʠʪ 

ʠʤʷ ʩʦʦʙʱʝʩʪʚʘ, ʥʝʫʩʪʘʥʦʚʣʝʥʥʦʝ ʥʘ ʭʦʩʪʝ, ʦʥʦ ʥʝ ʙʫʜʝʪ ʧʨʠʥʷʪʦ. 

2) ʇʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ɺʢʣʶʯʠʪʴ ʧʨʘʚʠʣʦ, ʝʩʣʠ ɺʳ ʭʦʪʠʪʝ, ʯʪʦʙʳ 

ʇʦʣʴʟʦʚʘʪʝʣʴ ʚʩʝʛʜʘ ʧʨʦʧʫʩʢʘʣ SNMP-ʪʨʘʬʠʢ ʙʝʟ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʡ ʧʨʦʚʝʨʢʠ 

ʇʨʘʚʠʣ ʃʇɹ. 

3) ɺʳʙʨʘʪʴ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʩʝʨʚʝʨʦʚ SNMP, ʥʘ ʢʦʪʦʨʳʝ ʜʘʥʥʳʡ ʢʣʠʝʥʪ ʙʫʜʝʪ 

ʧʦʩʳʣʘʪʴ SNMP-ʩʦʦʙʱʝʥʠʷ. 

ɺʥʠʤʘʥʠʝ: ɺ ʩʧʠʩʢʝ ʧʦʷʚʷʪʩʷ ʪʦʣʴʢʦ ʪʝ ʩʝʨʚʝʨʳ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ 

ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʳ ʚ ʦʢʥʝ ʉʝʨʚʝʨʳ (ʧʦʜʨʦʙʥʝʝ ʩʤ. ʚ ʧʦʜʨʘʟʜʝʣʝ 8.9). 

4) ʇʝʨʝʤʝʩʪʠʪʴ ʠʟ ʩʧʠʩʢʘ ɼʦʩʪʫʧʥʳʝ ʚ ʩʧʠʩʦʢ ɺʳʙʨʘʥʥʳʝ ʪʝ SNMP-ʩʦʦʙʱʝʥʠʷ, 

ʢʦʪʦʨʳʝ ʜʘʥʥʳʡ ʢʣʠʝʥʪ ʙʫʜʝʪ ʧʦʩʳʣʘʪʴ ʥʘ SNMP-ʩʝʨʚʝʨʳ (ʧʦʣʥʳʡ ʩʧʠʩʦʢ SNMP-

ʩʦʦʙʱʝʥʠʡ ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʧ. 8.1.2.7). 

ʐʘʛ 6: SysLog 

ɼʣʷ ʩʙʦʨʘ ʩʦʦʙʱʝʥʠʡ ʧʦ ʧʨʦʪʦʢʦʣʫ SysLog ʦʪ ʇʦʣʴʟʦʚʘʪʝʣʷ ʥʝʦʙʭʦʜʠʤʦ ʜʦʙʘʚʠʪʴ 

SysLog-ʩʝʨʚʝʨ, ʜʣʷ ʵʪʦʛʦ ʥʫʞʥʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʚ ʚʢʣʘʜʢʝ Syslog ʠ ʚʳʙʨʘʪʴ ʩʝʨʚʝʨ ʠʟ 

ʩʧʠʩʢʘ.  
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ʇʦʷʚʷʪʩʷ ʪʦʣʴʢʦ ʪʝ ʩʝʨʚʝʨʳ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʟʘʨʘʥʝʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʳ ʚ ʦʢʥʝ ʉʝʨʚʝʨʳ. 

ɽʜʠʥʩʪʚʝʥʥʳʤ ʠʩʢʣʶʯʝʥʠʝʤ ʷʚʣʷʝʪʩʷ Syslog-ʩʝʨʚʝʨ (ʧʨʝʜʩʪʘʚʣʝʥʥʳʡ ʩʝʨʚʠʩʦʤ 

TPNSyslog), ʢʦʪʦʨʳʡ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʦʟʜʘʝʪʩʷ ʥʘ ʭʦʩʪʝ ʎʋʇ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʎʋʇ, ʠ, 

ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʚʩʝʛʜʘ ʥʘʭʦʜʠʪʩʷ ʚ ʩʧʠʩʢʝ (ʧʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 8.1.1.2). 

ʐʘʛ 7: ʇʨʠʥʘʜʣʝʞʥʦʩʪʴ ʢ ɻʨʫʧʧʝ 

ʅʘ ʟʘʢʣʘʜʢʝ ɺʭʦʜʠʪ ʚ ʧʦʢʘʟʘʥʦ, ʢ ʢʘʢʠʤ ɻʨʫʧʧʘʤ ʧʨʠʥʘʜʣʝʞʠʪ ʜʘʥʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ, 

ʤʦʞʥʦ ʜʦʙʘʚʠʪʴ ʇʦʣʴʟʦʚʘʪʝʣʷ ʚ ʩʫʱʝʩʪʚʫʶʱʫʶ ɻʨʫʧʧʫ ʠʣʠ ʫʜʘʣʠʪʴ ʝʛʦ ʠʟ ʥʝʝ. ʅʘ ʟʘʢʣʘʜʢʝ 

ʩʦʜʝʨʞʘʪʩʷ ʜʚʘ ʩʧʠʩʢʘ: ʚ ʧʝʨʚʦʤ ɼʦʩʪʫʧʥʳʝ ʛʨʫʧʧʳ ʧʦʢʘʟʘʥ ʧʦʣʥʳʡ ʧʝʨʝʯʝʥʴ ɻʨʫʧʧ, 

ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʚ ʧʘʧʢʝ ɻʨʫʧʧʳ ʚ ʩʝʢʮʠʠ ʆʙʲʝʢʪʳ ʧʦʣʠʪʠʢʠ; (ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʪʝʭ ɻʨʫʧʧ, 

ʚ ʢʦʪʦʨʳʭ ʚ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʩʦʩʪʦʠʪ ʇʦʣʴʟʦʚʘʪʝʣʴ); ʚʦ ʚʪʦʨʦʤ ʩʧʠʩʢʝ ɺʳʙʨʘʥʥʳʝ ʛʨʫʧʧʳ 

ʧʝʨʝʯʠʩʣʝʥʳ ɻʨʫʧʧʳ, ʚ ʢʦʪʦʨʳʭ ʚ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʩʦʩʪʦʠʪ ʇʦʣʴʟʦʚʘʪʝʣʴ.  

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʠʟʤʝʥʠʪʴ ʩʦʩʪʘʚ ɻʨʫʧʧʳ ʥʘʜʦ ʧʝʨʝʤʝʩʪʠʪʴ ʇʦʣʴʟʦʚʘʪʝʣʷ ʠʟ ʦʜʥʦʛʦ 

ʩʧʠʩʢʘ ʚ ʜʨʫʛʦʡ, ʠʩʧʦʣʴʟʫʷ ʢʥʦʧʢʠ ʩʦ ʩʪʨʝʣʢʘʤʠ. 

ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɻʦʪʦʚʦ, ʠ ʥʦʚʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʙʫʜʝʪ ʜʦʙʘʚʣʝʥ ʚ ʧʘʧʢʫ ʇʦʣʴʟʦʚʘʪʝʣʠ ʠ 

ʩʝʢʮʠʶ ʆʙʲʝʢʪʳ ʧʦʣʠʪʠʢʠ. 

8.1.7.2. ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʇʦʣʴʟʦʚʘʪʝʣʷ 

ʏʪʦʙʳ ʦʪʨʝʜʘʢʪʠʨʦʚʘʪʴ ʆʙʲʝʢʪ ʇʦʣʴʟʦʚʘʪʝʣʷ ʥʘʜʦ ʚʳʙʨʘʪʴ ʝʛʦ ʚ ʩʝʢʮʠʠ ʆʙ̡ʝʢʪʳ 

ʧʦʣʠʪʠʢʠ, ʠʩʧʦʣʴʟʫʷ ʀʟʤʝʥʠʪʴ. ʆʪʢʨʳʚʰʝʝʩʷ ʦʢʥʦ ʀʟʤʝʥʠʪʴ ʇʦʣʴʟʦʚʘʪʝʣʷ ʠʜʝʥʪʠʯʥʦ ʦʢʥʫ 

ɼʦʙʘʚʠʪʴ ʇʦʣʴʟʦʚʘʪʝʣ.̫ 

8.1.8. ʆʙʲʝʢʪ ɻʨʫʧʧʳ 

ʆʙʲʝʢʪ ɻʨʫʧʧʳ ï ʵʪʦ ʧʨʦʩʪʦ ɻʨʫʧʧʘ ʦʧʨʝʜʝʣʝʥʥʳʭ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ, ʢ ʢʦʪʦʨʦʡ 

ʤʦʛʫʪ ʧʨʠʤʝʥʷʪʴʩʷ ʦʜʠʥʘʢʦʚʳʝ ʇʨʘʚʠʣʘ. ɺ ɻʨʫʧʧʫ ʤʦʞʥʦ ʦʙʲʝʜʠʥʠʪʴ ʥʝʩʢʦʣʴʢʦ ʆʙʲʝʢʪʦʚ 

ʇʦʣʠʪʠʢʠ ʨʘʟʣʠʯʥʳʭ ʪʠʧʦʚ, ʧʨʠ ʵʪʦʤ ʦʥʘ ʥʝ ʪʨʝʙʫʝʪ ʥʠʢʘʢʠʭ ʜʨʫʛʠʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ. ʇʝʨʝʜ ʪʝʤ, 

ʢʘʢ ʩʦʟʜʘʚʘʪʴ ʇʨʘʚʠʣʦ, ʢʦʪʦʨʦʝ ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʴʩʷ ʢʦ ʚʩʝʤ ʯʣʝʥʘʤ ɻʨʫʧʧʳ, ʥʘʜʦ ʫʙʝʜʠʪʴʩ ̫ʚ 

ʪʦʤ, ʯʪʦ ʵʪʦ ʇʨʘʚʠʣʦ ʤʦʞʥʦ ʧʨʠʤʝʥʷʪʴ ʢ ʢʘʞʜʦʤʫ ʯʣʝʥʫ ɻʨʫʧʧʳ. ʇʦʜʨʦʙʥʝʝ ʩʤ. ʨʘʟʜʝʣ 4. 

ʃʶʙʦʡ ʆʙʲʝʢʪ ʇʦʣʠʪʠʢʠ ʤʦʞʝʪ ʚʭʦʜʠʪʴ ʩʨʘʟʫ ʚ ʥʝʩʢʦʣʴʢʦ ɻʨʫʧʧ. 

8.1.8.1. ʉʦʟʜʘʥʠʝ ʆʙʲʝʢʪʘ ɻʨʫʧʧʳ 

ʉʦʟʜʘʥʠʝ ʆʙʲʝʢʪʘ ɻʨʫʧʧʳ ʧʨʦʠʩʭʦʜʠʪ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1) ɺʳʙʨʘʪʴ ʚ ʩʝʢʮʠʠ ʆʙʲʝʢʪʳ ʧʦʣʠʪʠʢʠ ʧʘʧʢʫ ɻʨʫʧʧʳ, ʠʩʧʦʣʴʟʫʷ ʢʦʤʘʥʜʫ 

ɼʦʙʘʚʠʪʴ- > ɻʨʫʧʧʫ. ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɼʦʙʘʚʠʪʴ ɻʨʫʧʧʫ. 

2) ɺʚʝʩʪʠ ʫʥʠʢʘʣʴʥʦʝ ʠʤʷ ʜʣʷ ʜʘʥʥʦʛʦ ʆʙʲʝʢʪʘ ɻʨʫʧʧʳ. 

3) ɺʳʙʨʘʪʴ ʜʦʤʝʥ, ʚ ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʚʭʦʜʠʪʴ ʜʘʥʥʳʡ ʆʙʲʝʢʪ ɻʨʫʧʧʘ. 
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4) ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʤʦʞʥʦ ʚʚʝʩʪʠ ʪʝʢʩʪʦʚʦʝ ʦʧʠʩʘʥʠʝ ʆʙʲʝʢʪʘ. 

5) ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ ʏʣʝʥʳ ʛʨʫʧʧ. ʇʝʨʝʤʝʩʪʠʪʴ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ 

ʚʭʦʜʠʪʴ ʚ ɻʨʫʧʧʫ ʠʟ ʩʧʠʩʢʘ ɼʦʩʪʫʧʥʳʝ ʦʙʲʝʢʪʳ ʚ ʩʧʠʩʦʢ ʏʣʝʥʳ ʛʨʫʧʧ. 

6) ʇʝʨʝʡʪʠ ʥʘ ʟʘʢʣʘʜʢʫ ɺʭʦʜʠʪ ʚ. ʅʘ ʵʪʦʡ ʟʘʢʣʘʜʢʝ ʧʦʢʘʟʘʥʦ, ʢ ʢʘʢʠʤ ʝʱʝ ɻʨʫʧʧʘʤ 

ʧʨʠʥʘʜʣʝʞʠʪ ʜʘʥʥʘʷ ɻʨʫʧʧʘ. ʄʦʞʥʦ ʜʦʙʘʚʠʪʴ ʜʘʥʥʫʶ ɻʨʫʧʧʫ ʚ ʜʨʫʛʫʶ 

ʩʫʱʝʩʪʚʫʶʱʫʶ ɻʨʫʧʧʫ. ʅʘ ʵʪʦʡ ʟʘʢʣʘʜʢʝ ʦʪʦʙʨʘʞʘʶʪʩʷ ʜʚʘ ʩʧʠʩʢʘ: ʚ ʧʝʨʚʦʤ 

ɼʦʩʪʫʧʥʳʝ ʛʨʫʧʧʳ ʥʘʭʦʜʠʪʩʷ ʧʦʣʥʳʡ ʧʝʨʝʯʝʥʴ ɻʨʫʧʧ, ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʚ ʧʘʧʢʝ 

ɻʨʫʧʧʳ ʚ ʩʝʢʮʠʠ ʆʙʲʝʢʪʳ ʧʦʣʠʪʠʢʠ; ʚʦ ʚʪʦʨʦʤ ʩʧʠʩʢʝ ɺʳʙʨʘʥʥʳʝ ʛʨʫʧʧʳ 

ʧʝʨʝʯʠʩʣʝʥʳ ʚʩʝ ɻʨʫʧʧʳ, ʚ ʢʦʪʦʨʳʝ ʚ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʚʭʦʜʠʪ ʜʘʥʥʘʷ ɻʨʫʧʧʘ. 

ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʩʦʩʪʘʚ ɻʨʫʧʧ ʥʘʜʦ ʧʝʨʝʤʝʩʪʠʪʴ ɻʨʫʧʧʫ ʠʟ ʦʜʥʦʛʦ ʩʧʠʩʢʘ ʚ ʜʨʫʛʦʡ, 

ʠʩʧʦʣʴʟʫʶ ʢʥʦʧʢʠ ʩʦ ʩʪʨʝʣʢʘʤʠ. 

7) ʅʘʞʘʪʴ ʢʥʦʧʢʫ OK, ʥʦʚʘʷ ɻʨʫʧʧʘ ʙʫʜʝʪ ʜʦʙʘʚʣʝʥʘ ʚ ʧʘʧʢʫ ɻʨʫʧʧʳ ʚ ʩʝʢʮʠʠ 

ʆʙʲʝʢʪʳ ʧʦʣʠʪʠʢʠ. 

8.1.8.2. ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ɻʨʫʧʧʳ 

ʏʪʦʙʳ ʦʪʨʝʜʘʢʪʠʨʦʚʘʪʴ ʆʙʲʝʢʪ ɻʨʫʧʧʳ ʥʘʜʦ ʚʳʙʨʘʪʴ ʧʘʧʢʫ ɻʨʫʧʧʳ ʚ ʩʝʢʮʠʠ ʆʙʲʝʢʪʳ 

ʧʦʣʠʪʠʢʠ ʠ ʚʳʙʨʘʪʴ ʚ ʪʘʙʣʠʮʝ ɻʨʫʧʧʫ, ʢʦʪʦʨʫʶ ɺʳ ʭʦʪʠʪʝ ʦʪʨʝʜʘʢʪʠʨʦʚʘʪʴ, ʠ ʚʳʙʨʘʪʴ 

ʀʟʤʝʥʠʪʴ. ʆʪʢʨʳʚʰʝʝʩʷ ʦʢʥʦ ʀʟʤʝʥʠʪʴ ɻʨʫʧʧʫ ʠʜʝʥʪʠʯʥʦ ʦʢʥʫ ɼʦʙʘʚʠʪʴ ɻʨʫʧʧʫ.  

8.1.8.3. ʉʦʟʜʘʥʠʝ ʚʣʦʞʝʥʥʳʭ ɻʨʫʧʧ ʚ ʠʝʨʘʨʭʠʯʝʩʢʦʡ ʩʪʨʫʢʪʫʨʝ  

ʄʦʞʥʦ ʩʦʟʜʘʚʘʪʴ ʠʝʨʘʨʭʠʠ ɻʨʫʧʧ, ʛʜʝ ʦʜʥʘ ʛʨʫʧʧʘ ʤʦʞʝʪ ʧʦʣʥʦʩʪʴʶ ʥʘʭʦʜʠʪʴʩʷ 

ʚʥʫʪʨʠ ʜʨʫʛʦʡ. ɼʦʯʝʨʥʷʷ ɻʨʫʧʧʘ ʨʘʟʤʝʱʘʝʪʩʷ ʧʦʜ ʨʦʜʠʪʝʣʴʩʢʦʡ ɻʨʫʧʧʦʡ. ʏʪʦʙʳ ʚʣʦʞʠʪʴ ʦʜʥʫ 

ɻʨʫʧʧʫ ʚ ʜʨʫʛʫʶ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʝʝ: 

1) ʉʦʟʜʘʪʴ ɻʨʫʧʧʫ (Group) ʠ ʧʦʤʝʩʪʠʪ ɹʚ ʥʝʝ ʥʫʞʥʳʝ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ. 

2) ʉʦʟʜʘʪ ɹʚʪʦʨʫʶ ɻʨʫʧʧʫ (Group2) ʠ ʧʦʤʝʩʪʠʪ ɹʚ ʥʝʝ ʥʫʞʥʳʝ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ. 

3) ʏʪʦʙʳ ʚʣʦʞʠʪʴ Group2 ʚ Group ʥʫʞʥʦ: 

- ɺʳʙʨʘʪʴ ʧʘʧʢʫ ɻʨʫʧʧʳ. 

- ɺʳʙʨʘʪʴ ʚ ʪʘʙʣʠʮʝ Group, ʠʩʧʦʣʴʟʫʷ ʉʚʦʡʩʪʚʘ. 

- ɺʳʙʨʘʪʴ Group2 ʚ ʪʘʙʣʠʮʝ ʚ ʏʣʝʥʳ ʛʨʫʧʧʳ ʦʢʥʘ ʉʚʦʡʩʪʚʘ ʛʨʫʧʧʳ. 

ʇʝʨʝʤʝʩʪʠʪʴ Group_2 ʠʟ ʩʧʠʩʢʘ ɼʦʩʪʫʧʥʳʝ ʦʙʲʝʢʪʳ ʚ ʩʧʠʩʦʢ ʏʣʝʥʳ ʛʨʫʧʧʳ ʠ 

ʥʘʞʘʪʴ ʢʥʦʧʢʫ OK . 
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ʊʝʧʝʨʴ Group_2 ʜʚʘʞʜʳ ʧʨʝʜʩʪʘʚʣʝʥʘ ʚ ʜʝʨʝʚʝ ɻʨʫʧʧʳ: çʬʘʢʪʠʯʝʩʢʠʡè ʆʙʲʝʢʪ 

Group_2 ʥʘ ʧʝʨʚʦʤ ʫʨʦʚʥʝ ʠʝʨʘʨʭʠʠ ʠ ʩʩʳʣʢʘ ʥʘ ʆʙʲʝʢʪ Group_2, ʢʦʪʦʨʳʡ ʚʭʦʜʠʪ ʚ ʩʦʩʪʘʚ 

Group_1 (ʩʤ. ʈʠʩʫʥʦʢ 66). 

 

ʈʠʩʫʥʦʢ 66 ï ɺʣʦʞʝʥʥʳʝ ʛʨʫʧʧʳ 

8.1.9. ʆʙʲʝʢʪ ʇʦʣʠʪʠʢʠ Internet Zone 

ɺ ɻʨʘʬʝ ʪʦʧʦʣʦʛʠʠ ʧʨʠʩʫʪʩʪʚʫʝʪ ʆʙʲʝʢʪ ʇʦʣʠʪʠʢʠ Int ernet Zone. ʆʥ ʦʧʨʝʜʝʣʷʝʪ ʚʩʝ 

ʧʨʦʩʪʨʘʥʩʪʚʦ, ʥʘʭʦʜʷʱʝʝʩʷ ʚʥʝ ɿʦʥ, ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʚ ɻʇɹ. ɽʩʣʠ ʠʥʪʝʨʬʝʡʩ ʆʙʲʝʢʪʘ ʇʦʣʠʪʠʢʠ 

ʥʝ ʧʦʧʘʣ ʥʠ ʚ ʦʜʥʫ ʠʟ ɿʦʥ, ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʚ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʚ ɻʇɹ, ʦʥ ʙʫʜʝʪ ʩʚʷʟʘʥ ʩ Internet  

Zone. ʕʪʦʪ ʆʙʲʝʢʪ ʚʩʝʛʜʘ ʧʦʷʚʣʷʝʪʩʷ ʚ ɻʨʘʬʝ ʪʦʧʦʣʦʛʠʠ ʠ ʝʛʦ ʥʝʣʴʟʷ ʫʜʘʣʠʪʴ. 

8.1.10. ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ Any ʠ Internet 

ʆʙʲʝʢʪʳ Internet  ʚʩʝʛʜʘ ʧʦʷʚʣʷʶʪʩʷ ʚ ɻʨʘʬʝ ɻʇɹ ʠ ʦʥʠ ʥʝ ʤʦʛʫʪ ʙʳʪʴ ʫʜʘʣʝʥʳ. 

ʆʙʲʝʢʪʳ Any ʠ Internet  ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʦʚ ʠʣʠ ʮʝʣʠ ʇʨʘʚʠʣʘ 

ɻʇɹ. ʆʜʥʘʢʦ ʝʩʣʠ ʵʪʠ ʦʙʲʝʢʪʳ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ ʠʣʠ ʎʝʣʠ, ʥʠ ʦʜʠʥ ʜʨʫʛʦʡ 

ʆʙʲʝʢʪ ʇʦʣʠʪʠʢʠ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ ʜʣʷ ʜʘʥʥʦʛʦ ʠʩʪʦʯʥʠʢʘ ʠʣʠ ʎʝʣʠ. 

ʂʦʛʜʘ ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ ʠʣʠ ʎʝʣʠ ʇʨʘʚʠʣʘ ɻʇɹ ʠʩʧʦʣʴʟʫʝʪʩʷ ʆʙʲʝʢʪ Any, ʦʥ 

ʧʨʝʜʩʪʘʚʣʷʝʪ ʣʶʙʦʡ ʚʦʟʤʦʞʥʳʡ ʭʦʩʪ, ʚʥʝ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʦʛʦ, ʚʭʦʜʠʪ ʣʠ ʦʥ ʚ ɻʇɹ ʠʣʠ ʥʝʪ. 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʇʨʘʚʠʣʦ ɻʇɹ, ʫʩʪʘʥʦʚʣʝʥʥʦʝ, ʥʘʧʨʠʤʝʨ, ʜʣʷ ʭʦʩʪʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʠ ʆʙʲʝʢʪʘ 

Any ʙʫʜʝʪ ʦʧʨʝʜʝʣʷʪʴ ʧʦʨʷʜʦʢ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʤʝʞʜʫ ʆʙʲʝʢʪʦʤ ʭʦʩʪʘ ɹʝʟʦʧʘʩʥʦʩʪʠ ʠ ʚʩʝʤʠ 

ʚʦʟʤʦʞʥʳʤʠ ʧʘʨʪʥʝʨʘʤʠ. 
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ɺ ʪʦʤ ʩʣʫʯʘʝ, ʢʦʛʜʘ ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ ʠʣʠ ʎʝʣʠ ʇʨʘʚʠʣʘ ɻʇɹ ʠʩʧʦʣʴʟʫʝʪʩʷ ʆʙʲʝʢʪ 

Internet , ʦʥ ʧʨʝʜʩʪʘʚʣʷʝʪ ʢʘʞʜʳʡ ʠʟ ʚʦʟʤʦʞʥʳʭ ʧʘʨʪʥʝʨʦʚ ʧʦ ʩʚʷʟʠ, ʥʘʭʦʜʷʱʠʭʩʷ ʚ ɿʦʥʝ 

Internet Zone (ʚʥʝ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʦʛʦ, ʦʧʨʝʜʝʣʝʥʳ ʦʥʠ ʚ ɻʇɹ ʠʣʠ ʥʝʪ). 

ʆʙʲʝʢʪʳ Any ʠ Internet  ʥʝ ʤʦʛʫʪ ʚʭʦʜʠʪʴ ʚ ɻʨʫʧʧʳ. 

 ʇʨʘʚʠʣʘ, ʩʦʜʝʨʞʘʱʠʝ ʆʙʲʝʢʪ Any ʚʩʝʛʜʘ ʪʨʘʥʩʣʠʨʫʶʪʩʷ ʧʦʩʣʝ ʚʩʝʭ ʦʩʪʘʣʴʥʳʭ ʇʨʘʚʠʣ. 

8.2. ɿʦʥʳ 

ɿʦʥʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʛʨʫʧʧʳ ʩʚʷʟʘʥʥʳʭ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ, ʢʦʪʦʨʳʝ 

ʟʘʱʠʱʝʥʳ ʦʜʥʠʤ ʠ ʪʝʤ ʞʝ ʐʣʶʟʦʤ ɹʝʟʦʧʘʩʥʦʩʪʠ. ʊʦʯʥʝʝ, ʟʦʥʘ ï ʵʪʦ ʧʨʦʩʪʨʘʥʩʪʚʦ IP-ʘʜʨʝʩʦʚ, 

ʟʘʱʠʱʘʝʤʦʝ ʐʣʶʟʦʤ ɹʝʟʦʧʘʩʥʦʩʪʠ. ʎʋʇ ʠʩʧʦʣʴʟʫʝʪ ʟʦʥʳ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʧʨʦʚʦʜʠʪʴ 

ʪʨʘʩʩʠʨʦʚʢʫ ʪʦʧʦʣʦʛʠʠ ʚʦ ʚʨʝʤʷ ʪʨʘʥʩʣʷʮʠʠ ɻʇɹ, ʘ ʪʘʢʞʝ, ʯʪʦʙʳ ʦʧʨʝʜʝʣʷʪʴ, ʢʘʢʠʝ ʜʠʘʧʘʟʦʥʳ 

IP-ʘʜʨʝʩʦʚ ʟʘʱʠʱʝʥʳ ʢʘʞʜʳʤ ʐʣʶʟʦʤ ɹʝʟʦʧʘʩʥʦʩʪʠ. ʊʦʣʴʢʦ ʙʣʘʛʦʜʘʨʷ ʟʦʥʘʤ ʎʋʇ ʤʦʞʝʪ 

ʦʧʨʝʜʝʣʠʪʴ, ʢʘʢʠʝ ʫʩʪʨʦʡʩʪʚʘ ʟʘʱʠʱʝʥʳ ʠ ʢʘʢʠʤ ʐʣʶʟʦʤ ɹʝʟʦʧʘʩʥʦʩʪʠ! 

ʆʙʲʝʢʪʳ ʟʦʥ ʤʦʛʫʪ ʙʳʪʴ ʩʦʟʜʘʥʳ ʪʦʣʴʢʦ ʚ ʊʦʧʦʣʦʛʠʠ, ʦʜʥʘʢʦ ʦʥʠ ʥʝ ʩʯʠʪʘʶʪʩʷ 

ʆʙʲʝʢʪʘʤʠ ʇʦʣʠʪʠʢʠ. ʆʧʨʝʜʝʣʷʶʪʩʷ ʟʦʥʳ ʚ ʣʶʙʦʡ ʇʦʣʠʪʠʢʝ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʘʷ ʚʢʣʶʯʘʝʪ ʚ 

ʩʝʙʷ ʐʣʶʟʳ ɹʝʟʦʧʘʩʥʦʩʪʠ. ɺʭʦʜʷʱʠʡ ʪʨʘʬʠʢ ʜʣʷ ʣʶʙʦʛʦ ʠʟ ɸʛʝʥʪʦʚ ʟʦʥʳ ʜʦʣʞʝʥ ʧʨʦʭʦʜʠʪʴ 

ʯʝʨʝʟ ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʡ ʟʘʱʠʱʘʝʪ ʜʘʥʥʫʶ ʟʦʥʫ. ʂʨʦʤʝ ʪʦʛʦ, ʥʝʩʢʦʣʴʢʦ ʟʦʥ ʤʦʛʫʪ 

ʥʘʭʦʜʠʪʴʩʷ ʚʥʫʪʨʠ ʜʨʫʛ ʜʨʫʛʘ, ʦʜʥʘʢʦ ʜʠʘʧʘʟʦʥʳ IP-ʘʜʨʝʩʦʚ ʣʶʙʳʭ ʜʚʫʭ ʟʦʥ ʥʝ ʜʦʣʞʥʳ 

ʧʝʨʝʢʨʳʚʘʪʴ ʜʨʫʛ ʜʨʫʛʘ.  

8.2.1. ʉʦʟʜʘʥʠʝ ʆʙʲʝʢʪʦʚ ɿʦʥ 

ʆʙʲʝʢʪ ɿʦʥʘ ʤʦʞʝʪ ʩʦʟʜʘʚʘʪɹʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʨʠ ʩʦʟʜʘʥʠʠ ʦʙʲʝʢʪʘ ʐʣʶʟ 

ɹʝʟʦʧʘʩʥʦʩʪʠ, ʠʩʭʦʜʷ ʠʟ ʟʥʘʯʝʥʠʡ ʝʛʦ IP-ʘʜʨʝʩʦʚ ʠ ʠʭ ʤʘʩʦʢ ʠ ʩʦʩʪʦʷʥʠʷ ʬʣʘʛʘ Internet , 

ʚʳʙʨʘʥʥʦʛʦ ʧʨʠ ʩʦʟʜʘʥʠʠ ʪʦʧʦʣʦʛʠʠ ʐʣʶʟʘ. ɽʩʣʠ ʬʣʘʛ Internet  ʫʩʪʘʥʦʚʣʝʥ, ʪʦ ʜʘʥʥʳʡ 

ʠʥʪʝʨʬʝʡʩ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʚʭʦʜʠʪ ʚ ʟʦʥʫ Internet, ʝʩʣʠ ʬʣʘʛ Internet  ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʐʣʶʟʘ ʥʝ 

ʫʩʪʘʥʦʚʣʝʥ, ʪʦ ʜʘʥʥʳʡ ʠʥʪʝʨʬʝʡʩ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʦʜʢʣʶʯʘʝʪʩʷ ʢ ʫʞʝ ʩʫʱʝʩʪʚʫʶʱʝʡ ʟʦʥʝ, ʝʩʣʠ 

ʘʜʨʝʩ ʠ ʤʘʩʢʘ ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʝʝ ʧʘʨʘʤʝʪʨʘʤ. ɽʩʣʠ ʪʘʢʦʡ ʟʦʥʳ ʝʱʝ ʥʝʪ, ʪʦ ʦʥʘ ʧʦʷʚʠʪʩʷ ʚ 

ʪʦʧʦʣʦʛʠʠ ʧʦʩʣʝ ʩʦʟʜʘʥʠʷ ʐʣʶʟʘ. 

ɼʣʷ ʩʦʟʜʘʥʠʷ ʆʙʲʝʢʪʘ ɿʦʥʘ, ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ɿɸʉʊɸɺɸ-ʋʧʨʘʚʣʝʥʠʝ ʥʘʜʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʢʦʤʘʥʜʫ ɼʦʙʘʚʠʪʴ ɿʦʥʫ. ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɼʦʙʘʚʠʪʴ ɿʦʥʫ: 

1) ɺʚʝʩʪʠ ʫʥʠʢʘʣʴʥʦʝ ʀʤ ̫ʜʣʷ ʜʘʥʥʦʡ ʟʦʥʳ. 

2)  ʇʝʨʝʡʪʠ ʚʦ ʚʢʣʘʜʢʫ ʊʦʧʦʣʦʛʠʷ, ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ.  

3) ɺ ʧʨʝʜʣʘʛʘʝʤʳʝ ʧʦʣʷ ʚʚʝʩʪʠ ʜʘʥʥʳʝ ʦʙ IP-ʘʜʨʝʩʘʭ ʜʣʷ ʜʘʥʥʦʡ ʟʦʥʳ.  
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4) ʇʦʚʪʦʨʠʪʴ ʜʝʡʩʪʚʠʷ, ʦʧʠʩʘʥʥʳʝ ʚ ʧʫʥʢʪʘʭ 2) - 3), ʯʪʦʙʳ ʜʦʙʘʚʠʪʴ ʩʣʝʜʫʶʱʠʝ IP-

ʘʜʨʝʩʘ ʚ ʜʘʥʥʫʶ ʟʦʥʫ. ɺ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʧʦʣʝ ʤʦʞʥʦ ʚʚʝʩʪʠ ʪʝʢʩʪʦʚʦʝ ʦʧʠʩʘʥʠʝ 

ʆʙʲʝʢʪʘ. 

ʅʘʞʘʪʴ ʢʥʦʧʢʫ OK, ʠ ʚ ʩʝʢʮʠʠ ʊʦʧʦʣʦʛʠʷ ɺʏʉ ʧʦʷʚʠʪʩʷ ʥʦʚʳʡ ʆʙʲʝʢʪ ʟʦʥʳ. ɺʩʝ ʨʘʥʝʝ 

ʩʦʟʜʘʥʥʳʝ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ, ʯʴʠ IP-ʘʜʨʝʩʘ ʧʦʧʘʜʘʶʪ ʚ ʜʘʥʥʫʶ ʟʦʥʫ, ʙʫʜʫʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ 

ʦʪʢʣʶʯʝʥʳ ʦʪ ʘʚʪʦʤʘʪʠʯʝʩʢʦʡ ʟʦʥʳ ʠ ʧʦʜʢʣʶʯʝʥʳ ʢ ʆʙʲʝʢʪʫ ʟʦʥʳ, ʢʦʪʦʨʳʡ ɺʳ ʪʦʣʴʢʦ ʯʪʦ 

ʩʦʟʜʘʣʠ.  

 
ʋʙʝʜʠʪʴʩ ̫ʚ ʪʦʤ, ʯʪʦ IP-ʘʜʨʝʩʘ, ʫʢʘʟʘʥʥʳʝ ʜʣʷ ʜʘʥʥʦʡ ʟʦʥʳ, ʥʝ ʚʢʣʶʯʝʥʳ ʥʠ ʚ ʦʜʥʫ 

ʜʨʫʛʫʶ ʟʦʥʫ. ʊʘʢʞʝ ʫʜʦʩʪʦʚʝʨʠʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ, ʝʩʣʠ ʯʘʩʪʴ ʜʠʘʧʘʟʦʥʘ ʘʜʨʝʩʦʚ ʇʦʜʩʝʪʠ 

ʠʣʠ ʜʠʘʧʘʟʦʥʘ IP-ʘʜʨʝʩʦʚ ʚʭʦʜʠʪ ʚ ʟʦʥʫ, ʪʦ ʠ ʚʩʝ ʧʨʦʩʪʨʘʥʩʪʚʦ ʘʜʨʝʩʦʚ ʜʘʥʥʦʡ ʇʦʜʩʝʪʠ ʠ 

ʜʠʘʧʘʟʦʥʘ IP-ʘʜʨʝʩʦʚ ʪʦʞʝ ʥʘʭʦʜʠʪʩʷ ʚ ʵʪʦʡ ʟʦʥʝ.  

8.2.2. ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʟʦʥʳ 

ʏʪʦʙʳ ʦʪʨʝʜʘʢʪʠʨʦʚʘʪʴ ʆʙʲʝʢʪ ɿʦʥʳ ʥʘʜʦ ʚʳʙʨʘʪʴ ʝʛʦ ʚ ʩʝʢʮʠʠ ʊʦʧʦʣʦʛʠʷ , ʠʩʧʦʣʴʟʫʷ 

ʦʧʮʠʶ ʀʟʤʝʥʠʪʴ. ʆʪʢʨʳʚʰʝʝʩʷ ʦʢʥʦ ʀʟʤʝʥʠʪʴ ɿʦʥʫ ʠʜʝʥʪʠʯʥʦ ʦʢʥʫ ɼʦʙʘʚʠʪʴ ɿʦʥʫ. ʄʦʞʥʦ 

ʫʜʘʣʠʪʴ ʟʘʱʠʱʝʥʥʳʡ IP-ʘʜʨʝʩ ʠʟ ɿʦʥʳ ʠʣʠ ʜʦʙʘʚʠʪʴ ʚ ʥʝʝ ʥʦʚʳʡ, ʘ ʪʘʢʞʝ ʦʪʨʝʜʘʢʪʠʨʦʚʘʪʴ 

ʜʠʘʧʘʟʦʥ IP-ʘʜʨʝʩʦʚ, ʠʩʧʦʣʴʟʫʶ ʢʥʦʧʢʠ ɼʦʙʘʚʠʪʴ, ʇʨʘʚʠʪʴ ʠ ʋʜʘʣʠʪʴ. 

8.2.3. ʋʜʘʣʝʥʠʝ ʟʦʥ 

ɺʳʙʨʘʪʴ ʆʙʲʝʢʪ ɿʦʥ,r ʠʩʧʦʣʴʟʫʷ ʢʦʤʘʥʜʫ ʋʜʘʣʠʪʴ (ʚ ʛʣʘʚʥʦʤ/ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ) ʠʣʠ 

ʢʥʦʧʢʫ ʥʘ ʇʘʥʝʣʠ ʠʥʩʪʨʫʤʝʥʪʦʚ. ʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʆʙʲʝʢʪ ɿʦʥʳ ʙʫʜʝʪ ʫʜʘʣʝʥ, ʚʩʝ ʆʙʲʝʢʪʳ 

ʇʦʣʠʪʠʢʠ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʢ ʥʝʤʫ ʧʦʜʢʣʶʯʝʥʳ, ʙʫʜʫʪ ʧʦʜʢʣʶʯʝʥʳ ʢ ʆʙʲʝʢʪʫ Internet  Zone. 

8.3. ʇʨʘʚʠʣʘ 

ʆʙʲʝʢʪʳ ʇʨʘʚʠʣ ʧʨʝʜʩʪʘʚʣʷʶʪ ʇʨʘʚʠʣʘ ʦʙʨʘʙʦʪʢʠ ʪʨʘʬʠʢʘ. ʇʨʘʚʠʣʘ ʦʙʨʘʙʦʪʢʠ 

ʪʨʘʬʠʢʘ ʩʦʟʜʘʶʪʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʇʦʣʠʪʠʢʦʡ ɹʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʘʥʠʠ ʠ ʷʚʣʷʶʪʩʷ ʚʘʞʥʝʡʰʠʤ 

ʵʣʝʤʝʥʪʦʤ ɻʇɹ. ʇʨʠ ʧʨʝʦʙʨʘʟʦʚʘʥʠʠ ɻʇɹ ʚ ʃʇɹ, ʵʪʠ ʛʣʦʙʘʣʴʥʳʝ ʇʨʘʚʠʣʘ ʦʙʨʘʙʦʪʢʠ ʪʨʘʬʠʢʘ 

ʪʨʘʥʩʬʦʨʤʠʨʫʶʪʩʷ ʚ ʣʦʢʘʣʴʥʳʝ ʇʨʘʚʠʣʘ ʜʣʷ ʢʘʞʜʦʛʦ ɸʛʝʥʪʘ. ʆʙʳʯʥʦ, ʥʝʦʙʭʦʜʠʤʦ ʦʧʨʝʜʝʣʠʪʴ 

ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ, IKE-ʧʨʝʜʣʘʛʘʝʤʳʝ ʥʘʙʦʨʳ ʧʘʨʘʤʝʪʨʦʚ (proposals) ʠ ʜʝʡʩʪʚʠʷ ʜʦ ʩʦʟʜʘʥʠʷ 

ʇʨʘʚʠʣ. ʇʦʜʨʦʙʥʝʝ ʩʤ. ʨʘʟʜʝʣ 4. 

8.3.1. ʉʦʟʜʘʥʠʝ ʇʨʘʚʠʣ 

ʄʦʞʥʦ ʩʦʟʜʘʪʴ ʥʦʚʦʝ ʇʨʘʚʠʣʦ ʩʣʝʜʫʶʱʠʤ ʩʧʦʩʦʙʦʤ: 

- ʀʩʧʦʣʴʟʫʡʪʝ ʇʨʘʚʠʪʴ->ɼʦʙʘʚʠʪʴ-> ʇʨʘʚʠʣʦ ʠʣʠ ʢʦʤʘʥʜʫ ʠʟ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ 

ɼʦʙʘʚʠʪʴ ʇʨʘʚʠʣʦ ʚ ʉʝʢʮʠʠ ʇʨʘʚʠʣ. ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɼʦʙʘʚʠʪʴ ʇʨʘʚʠʣʦ. 
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ɺ ʦʢʥʝ ɼʦʙʘʚʠʪʴ ʇʨʘʚʠʣʦ ʫʢʘʟʘʪʴ ʠʥʬʦʨʤʘʮʠʶ, ʥʝʦʙʭʦʜʠʤʫʶ ʜʣʷ ʩʦʟʜʘʥʠʷ ʇʨʘʚʠʣʘ: 

- ɺʳʙʨʘʪʴ ʈʦʜʠʪʝʣʴʩʢʦʝ ʇʨʘʚʠʣʦ, ʝʩʣʠ ʪʘʢʦʝ ʠʤʝʝʪʩʷ. 

- ɺʚʝʩʪʠ ʫʥʠʢʘʣʴʥʦʝ ʀʤ ̫ʜʣʷ ʜʘʥʥʦʛʦ ʇʨʘʚʠʣʘ. 

- ɺr ʙʨʘʪʴ ɼʦʤʝʥ, ʢʦʪʦʨʦʤʫ ʧʨʠʥʘʜʣʝʞʠʪ ʇʨʘʚʠʣʦ. 

- ʀʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʚʳʙʨʘʪʴ ɼʝʡʩʪʚʠʷ, ʢʦʪʦʨʳʝ ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʴ ʜʘʥʥʦʝ 

ʇʨʘʚʠʣʦ. 

- ɺʳʩʪʘʚʠʪʴ ʫʨʦʚʝʥʴ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ (ʋʨʦʚʝʥʴ ʣʦʛʘ) ʜʣʷ ʇʨʘʚʠʣʘ (ʩʤ. 

ʊʘʙʣʠʮʘ 27). 

ʊʘʙʣʠʮʘ 27 ï ʆʧʠʩʘʥʠʝ ʫʨʦʚʥʝʡ ʨʝʛʠʩʪʨʘʮʠʠ ʩʦʙʳʪʠʡ 

ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ɿʘʙʣʦʢʠʨʦʚʘʥ  ʉʦʙʳʪʠʷ ʥʝ ʙʫʜʫʪ ʨʝʛʠʩʪʨʠʨʦʚʘʪʴʩʷ 

ʉʦʙʳʪʠʷ ɹʫʜʫʪ ʨʝʛʠʩʪʨʠʨʦʚʘʪʴʩʷ ʩʦʦʙʱʝʥʠʷ ʦʙ ʦʰʠʙʢʘʭ, ʘ ʪʘʢʞʝ ʤʠʥʠʤʫʤ ʠʥʬʦʨʤʘʮʠʠ 

ʦʙ ʦʧʝʨʘʮʠʷʭ 

ʇʦʜʨʦʙʥʳʡ ɹʫʜʝʪ ʩʦʦʙʱʘʪʴʩʷ ʧʦʣʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʦʧʝʨʘʮʠʷʭ, ʩ ʮʝʣʴʶ ʧʦʠʩʢʘ 

ʥʝʠʩʧʨʘʚʥʦʩʪʝʡ 

ʆʪʣʘʜʦʯʥʳʡ ɹʫʜʫʪ ʨʝʛʠʩʪʨʠʨʦʚʘʪʴʩʷ ʚʩʝ ʩʦʙʳʪʠʷ; ʚ ʦʩʥʦʚʥʦʤ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʣʘʜʢʠ 

- ʆʪʤʝʪʠʪʴ ʬʣʘʛ ɺʢʣʶʯʠʪʴ ʇʨʘʚʠʣʦ. 

- ɺʳʙʨʘʪʴ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʠʩʪʦʯʥʠʢʦʚ ʇʨʘʚʠʣʘ ʠ ʫʢʘʟʘʪʴ ʝʛʦ ʢʘʢ ʠʥʠʮʠʘʪʦʨʘ 

ʙʝʟʦʧʘʩʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ (ʀʩʪʦʯʥʠʢ). ɼʣʷ ʵʪʦʛʦ ʥʘʜʦ ʚʳʙʨʘʪʴ ʚʣʦʞʝʥʥʫʶ ʚʢʣʘʜʢʫ 

ʆʙʲʝʢʪʳ ʚʦ ʚʢʣʘʜʢʝ ʀʩʪʦʯʥʠʢʠ, ʧʝʨʝʤʝʩʪʠʪʴ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ ʠʟ ʩʧʠʩʢʘ 

ɼʦʩʪʫʧʥʳʝ ʦʙʲʝʢʪʳ ʚ ʩʧʠʩʦʢ ɺʳʙʨʘʥʥʳʝ ʦʙʲʝʢʪʳ. 

- ɽʩʣʠ ʚ ʜʘʣʴʥʝʡʰʝʤ ɺʳ ʭʦʪʠʪʝ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʪʴ ʠʩʪʦʯʥʠʢʠ ʜʣʷ ʇʨʘʚʠʣʘ ʧʦ 

ʨʘʩʧʦʣʦʞʝʥʠʶ ʆʙʲʝʢʪʦʚ (ʥʘʧʨʠʤʝʨ, ʝʩʣʠ ʠʩʪʦʯʥʠʢʠ ʥʘʭʦʜʷʪʩʷ ʚ ʩʝʛʤʝʥʪʝ ʩʝʪʠ 

WiFi) ʥʘʜʦ ʧʝʨʝʡʪʠ ʚʦ ʚʢʣʘʜʢʫ ʈʘʩʧʦʣʦʞʝʥʠʷ ʠ ʧʝʨʝʤʝʩʪʠʪʴ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ ʠʟ 

ʩʧʠʩʢʘ ɼʦʩʪʫʧʥʳʝ ʨʘʩʧʦʣʦʞʝʥʠʷ ʚ ʩʧʠʩʦʢ ɺʳʙʨʘʥʥʳʝ ʨʘʩʧʦʣʦʞʝʥʠʷ. ʇʨʠ ʩʦʟʜʘʥʠʠ 

ʇʨʘʚʠʣ ʩ ʫʯʘʩʪʠʝʤ ʇʦʣʴʟʦʚʘʪʝʣʝʡ, ʩʤ. ʪʘʢʞʝ ʧ. 8.3.8. 

- ɺʳʙʨʘʪʴ ʎʝʣʴ ʇʨʘʚʠʣʘ. ɼʣʷ ʵʪʦʛʦ ʚʳʙʨʘʪʴ ʚʣʦʞʝʥʥʫʶ ʚʢʣʘʜʢʫ ʆʙʲʝʢʪʳ ʚʢʣʘʜʢʠ 

ʇʨʠʝʤʥʠʢʠ ʧʝʨʝʤʝʩʪʠʪʴ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ ʠʟ ʩʧʠʩʢʘ ɼʦʩʪʫʧʥʳʝ ʦʙʲʝʢʪʳ ʚ ʩʧʠʩʦʢ 

ɺʳʙʨʘʥʥʳʝ ʦʙʲʝʢʪʳ. 

- ɽʩʣʠ ʚ ʜʘʣʴʥʝʡʰʝʤ ɺʳ ʭʦʪʠʪʝ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʪʴ ʎʝʣʠ ʧʨʘʚʠʣʘ ʧʦ ʨʘʩʧʦʣʦʞʝʥʠʶ 

ʆʙʲʝʢʪʦʚ (ʥʘʧʨʠʤʝʨ, ʝʩʣʠ ʎʝʣʠ ʥʘʭʦʜʷʪʩʷ ʚ ʩʝʛʤʝʥʪʝ ʩʝʪʠ WiFi) ʥʘʜʦ ʧʝʨʝʡʪʠ ʚʦ 

ʚʢʣʘʜʢʫ ʈʘʩʧʦʣʦʞʝʥʠʷ ʠ ʧʝʨʝʤʝʩʪʠʪʴ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ ʠʟ ʩʧʠʩʢʘ ɼʦʩʪʫʧʥʳʝ 

ʨʘʩʧʦʣʦʞʝʥʠʷ ʚ ʩʧʠʩʦʢ ɺʳʙʨʘʥʥʳʝ ʨʘʩʧʦʣʦʞʝʥʠʷ. 

- ɺʳʙʨʘʪʴ ʄʘʨʰʨʫʪ ʇʨʘʚʠʣʘ. 
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- ɺʳʙʨʘʪʴ ʉʝʪʝʚʳʝ ʩʝʨʚʠʩʳ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʘʥʥʦʝ ʇʨʘʚʠʣʦ (ʝʩʣʠ 

ʥʝʦʙʭʦʜʠʤʦ). ɼʣʷ ʵʪʦʛʦ ʥʘʜʦ ʚʳʙʨʘʪʴ ʚʢʣʘʜʢʫ ʉʝʪʝʚʳʝ ʉʝʨʚʠʩʳ ʠ ʧʝʨʝʤʝʩʪʠʪʴ 

ʩʝʪʝʚʳʝ ʩʝʨʚʠʩʳ ʠʟ ʩʧʠʩʢʘ ɼʦʩʪʫʧʥʳʝ ʉʝʨʚʠʩʳ ʚ ʩʧʠʩʦʢ ɺʳʙʨʘʥʥʳʝ ʉʝʨʚʠʩʳ. 

- ɺʳʙʨʘʪʴ ʈʘʩʧʠʩʘʥʠʝ ʜʣʷ ʇʨʘʚʠʣʘ. 

ʅʦʚʦʝ ʇʨʘʚʠʣʦ ʙʫʜʝʪ ʜʦʙʘʚʣʝʥʦ ʚ ʊʘʙʣʠʮʫ ʇʨʘʚʠʣ. 

 
ʋʨʦʚʝʥʴ ʨʝʛʠʩʪʨʘʮʠʠ ʇʦʜʨʦʙʥʳʡ ʩʦʟʜʘʝʪ ʦʛʨʦʤʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʩʦʦʙʱʝʥʠʡ; ʵʪʫ 

ʥʘʩʪʨʦʡʢʫ ʩʣʝʜʫʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩ ʦʩʦʙʦʡ ʦʩʪʦʨʦʞʥʦʩʪʴʶ. 

 
ʀʟʥʘʯʘʣʴʥʦ ʇʨʘʚʠʣʘ ʤʦʛʫʪ ʩʦʟʜʘʚʘʪʴʩʷ ʩ ʧʫʩʪʳʤʠ ʧʦʣʷʤʠ ʀʩʪʦʯʥʠʢ ʠ ʎʝʣʴ 

(ʇʨʠʝʤʥʠʢ). ʆʜʥʘʢʦ ʧʨʠ ʪʨʘʥʩʣʷʮʠʠ ʪʘʢʠʝ ʇʨʘʚʠʣʘ ʩʪʘʥʫʪ ʧʨʠʯʠʥʦʡ ʦʰʠʙʦʢ. 

 
ɽʩʣʠ ɺʳ ʫʩʪʘʥʦʚʠʣʠ ʧʨʦʪʦʢʦʣ TCP ʚ ʢʘʯʝʩʪʚʝ ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ, ʤʦʞʥʦ ʫʢʘʟʘʪʴ, ʢʪʦ 

ʤʦʞʝʪ ʠʥʠʮʠʠʨʦʚʘʪʴ TCP-ʩʦʝʜʠʥʝʥʠʷ, ʚʳʙʨʘʚ ʟʥʘʯʝʥʠʝ "refuse incoming TCP 

connections". ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʦʙʦʟʥʘʯʝʥʠʷ ʀʩʪʦʯʥʠʢ ʠ ʎʝʣʴ ʚʘʞʥʳ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ 

ʇʨʘʚʠʣʦʤ ʆʙʲʝʢʪʘ ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ, ʢʦʪʦʨʳʡ ʩʦʜʝʨʞʠʪ ʘʩʠʤʤʝʪʨʠʯʥʳʝ ʧʨʦʮʝʜʫʨʳ ʄʕ 

ʠʣʠ TCP-ʩʝʨʚʠʩʘ, ʩ ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʦʪʤʝʪʢʦʡ ʚ ʧʦʣʝ Refuse incoming TCP connections. 

8.3.2. ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʇʨʘʚʠʣ  

ʆʪʨʝʜʘʢʪʠʨʦʚʘʪʴ ʇʨʘʚʠʣʦ ʤʦʞʥʦ ʦʜʥʠʤ ʠʟ ʩʣʝʜʫʶʱʠʭ ʩʧʦʩʦʙʦʚ: 

- ɺ ʊʘʙʣʠʮʝ ʇʨʘʚʠʣ ʚʳʙʨʘʪʴ ʩʪʨʦʢʫ, ʩʦʜʝʨʞʘʱʫʶ ʜʘʥʥʦʝ ʇʨʘʚʠʣʦ, ʠʩʧʦʣʴʟʫʷ ʢʦʤʘʥʜʫ 

ʀʟʤʝʥʠʪʴ. 

- ɼʚʘʞʜʳ ʥʘʞʘʪʴ ʣʝʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ ʥʘ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤ ʧʫʥʢʪʝ ʚ ʊʘʙʣʠʮʝ ʇʨʘʚʠʣ. 

ʆʪʢʨʳʚʰʝʝʩʷ ʦʢʥʦ ʀʟʤʝʥʠʪʴ ʇʨʘʚʠʣʦ ʠʜʝʥʪʠʯʥʦ ʦʢʥʫ ɼʦʙʘʚʠʪʴ ʇʨʘʚʠʣʦ. 

ʆʪʨʝʜʘʢʪʠʨʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʇʨʘʚʠʣʘ ʩʧʦʩʦʙʦʤ, ʦʧʠʩʘʥʥʳʤ ʚʳʰʝ. 

8.3.2.1. ʆʜʥʦʚʨʝʤʝʥʥʦʝ ʨʝʜʘʢʪʠʨʦʚʘʥʠʝ ʥʝʩʢʦʣʴʢʠʭ ʇʨʘʚʠʣ 

ʄʦʞʥʦ ʦʜʥʦʚʨʝʤʝʥʥʦ ʨʝʜʘʢʪʠʨʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʜʣʷ ʥʝʩʢʦʣʴʢʠʭ ʇʨʘʚʠʣ. ʉ ʧʦʤʦʱʴʶ 

ʢʣʘʚʠʰ <Shift> ʠʣʠ <Ctrl> ʠ ʤʳʰʠ ʚʳʙʨʘʪʴ ʚ ʊʘʙʣʠʮʝ ʇʨʘʚʠʣ ʚʩʝ ʇʨʘʚʠʣʘ, ʯʴʠ ʧʘʨʘʤʝʪʨʳ ɺʳ 

ʭʦʪʠʪʝ ʦʪʨʝʜʘʢʪʠʨʦʚʘʪʴ. ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ ʀʟʤʝʥʠʪʴ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ. ʇʦʷʚʠʪʩʷ 

ʧʦʜʤʝʥʶ, ʩʦʜʝʨʞʘʱʝʝ ʩʧʠʩʦʢ ʠʥʜʠʚʠʜʫʘʣʴʥʳʭ ʧʘʨʘʤʝʪʨʦʚ ʇʨʘʚʠʣ, ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʧʨʠʤʝʥʠʪʴ 

ʢ ɻʨʫʧʧʝ. 

ʀʟʤʝʥʠʪʴ ʚ ʜʠʘʣʦʛʦʚʦʤ ʦʢʥʝ ʟʥʘʯʝʥʠʝ ʥʫʞʥʦʛʦ ʧʘʨʘʤʝʪʨʘ. ɿʥʘʯʝʥʠʝ ʵʪʦʛʦ ʧʘʨʘʤʝʪʨʘ 

ʙʫʜʝʪ ʠʟʤʝʥʝʥʦ ʜʣʷ ʚʩʝʭ ʚʳʙʨʘʥʥʳʭ ʇʨʘʚʠʣ. 
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8.3.2.2. ʉʦʨʪʠʨʦʚʢʘ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ ʧʨʠ ʩʦʟʜʘʥʠʠ ʇʨʘʚʠʣʘ 

ɺ ʊʘʙʣʠʮʝ ʇʨʘʚʠʣ ʤʦʞʥʦ ʦʪʩʦʨʪʠʨʦʚʘʪʴ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ ʚʦ ʚʢʣʘʜʢʝ ʀʩʪʦʯʥʠʢ ʠʣʠ 

ʇʨʠʝʤʥʠʢ, ʠʣʠ ʩʝʪʝʚʦʡ ʩʝʨʚʠʩ ʚʦ ʚʢʣʘʜʢʝ ʉʝʪʝʚʳʝ ʉʝʨʚʠʩʳ ʧʦ ʠʤʝʥʠ ʠ ʪʠʧʫ, ʜʣʷ ʵʪʦʛʦ ʥʫʞʥʦ 

ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʢʦʥʪʝʢʩʪʥʳʤ ʤʝʥʶ. 

8.3.3. ʋʜʘʣʝʥʠʝ ʇʨʘʚʠʣ 

ɺʳʙʨʘʪʴ ʩʪʨʦʢʫ, ʩʦʜʝʨʞʘʱʫʶ ʥʫʞʥʦʝ ʇʨʘʚʠʣʦ ʚ ʊʘʙʣʠʮʝ ʇʨʘʚʠʣ, ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʢʦʤʘʥʜʫ ʋʜʘʣʠʪʴ (ʛʣʘʚʥʦʝ/ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʠʣʠ ʇʘʥʝʣʴ ʠʥʩʪʨʫʤʝʥʪʦʚ). 

ʄʦʞʥʦ ʦʜʥʦʡ ʢʦʤʘʥʜʦʡ ʫʜʘʣʠʪʴ ʩʨʘʟʫ ʥʝʩʢʦʣʴʢʦ ʇʨʘʚʠʣ. ʅʘʜʦ ʚʳʜʝʣʠʪʴ ʇʨʘʚʠʣʘ, 

ʢʦʪʦʨʳʝ ɺʳ ʭʦʪʠʪʝ ʫʜʘʣʠʪʴ, ʩ ʧʦʤʦʱʴʶ ʤʳʰʠ ʠ ʫʜʝʨʞʠʚʘʷ ʢʣʘʚʠʰʫ <Ctrl> ʠʣʠ <Shift>. 

ɺʳʧʦʣʥʠʪʴ ʢʦʤʘʥʜʫ ʋʜʘʣʠʪʴ. 

8.3.4. ʉʦʟʜʘʥʠʝ ʠʝʨʘʨʭʠʠ ʇʨʘʚʠʣ 

ʇʦʩʣʝ ʪʦʛʦ ʢʘʢ ɺʳ ʩʦʟʜʘʣʠ ʇʨʘʚʠʣʦ, ʤʦʞʥʦ ʚʣʦʞʠʪʴ ʜʘʥʥʦʝ ʇʨʘʚʠʣʦ ʚ ʜʨʫʛʦʝ 

ʇʨʘʚʠʣʦ, ʪ.ʝ. ʩʜʝʣʘʪʴ ʝʛʦ ʚʣʦʞʝʥʥʳʤ ʇʨʘʚʠʣʦʤ (ʠʩʢʣʶʯʝʥʠʝʤ ʠʣʠ ʜʦʧʦʣʥʝʥʠʝʤ) ʛʣʘʚʥʦʛʦ 

ʇʨʘʚʠʣʘ. ʕʪʦ ʜʝʣʘʝʪʩʷ ʪʦʣʴʢʦ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʧʝʨʝʤʝʱʘʪʴ ʆʙʲʝʢʪ ʇʨʘʚʠʣʘ ʩʨʝʜʠ ʨʘʟʣʠʯʥʳʭ 

ʫʨʦʚʥʝʡ ʠʝʨʘʨʭʠʠ ʇʨʘʚʠʣ, ʘ ʥʝ ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʧʦʨʷʜʢʘ ʧʨʠʤʝʥʝʥʠʷ ʇʨʘʚʠʣ, ʥʘʭʦʜʷʱʠʭʩʷ ʥʘ 

ʦʜʥʦʤ ʫʨʦʚʥʝ (ʧʦʩʣʝʜʥʝʝ ʥʝʚʦʟʤʦʞʥʦ ʚ ʣʶʙʦʤ ʩʣʫʯʘʝ). ʄʦʞʥʦ ʩʜʝʣʘʪʴ ʩʣʝʜʫʶʱʝʝ: 

- ʇʦʚʳʩʠʪʴ ʟʥʘʯʠʤʦʩʪʴ ʚʣʦʞʝʥʥʦʛʦ ʇʨʘʚʠʣʘ ʥʘ ʦʜʠʥ ʠʣʠ ʙʦʣʝʝ ʫʨʦʚʥʝʡ ʚʚʝʨʭ ʧʦ 

ʠʝʨʘʨʭʠʠ (ʥʘʧʨʠʤʝʨ, ʩʜʝʣʘʪʴ çʜʦʯʝʨʥʶʶè ʟʥʘʯʠʤʦʩʪʴ ʇʨʘʚʠʣʘ çʨʦʜʠʪʝʣʴʩʢʦʡè ʠʣʠ 

ʚʢʣʶʯʠʪʴ ʇʨʘʚʠʣʦ ʚ ʈʦʜʠʪʝʣʴʩʢʦʝ ʇʨʘʚʠʣʦ). 

- ʇʦʥʠʟʠʪʴ ʟʥʘʯʠʤʦʩʪʴ ʇʨʘʚʠʣʘ ʤʦʞʥʦ, ʧʝʨʝʤʝʩʪʠʚ ʝʛʦ ʥʘ ʥʝʩʢʦʣʴʢʦ ʫʨʦʚʥʝʡ ʚʥʠʟ ʧʦ 

ʠʝʨʘʨʭʠʠ (ʥʘʧʨʠʤʝʨ, ʩʜʝʣʘʪʴ ʈʦʜʠʪʝʣʴʩʢʦʝ ʇʨʘʚʠʣʦ çʜʦʯʝʨʥʠʤè ʇʨʘʚʠʣʦʤ ʜʨʫʛʦʛʦ 

ʈʦʜʠʪʝʣʴʩʢʦʛʦ ʇʨʘʚʠʣʘ). 

ʌʫʥʢʮʠʷ ʧʝʨʝʤʝʱʝʥʠʷ ʆʙʲʝʢʪʦʚ ʇʨʘʚʠʣ ʧʦ ʠʝʨʘʨʭʠʠ ʤʦʞʝʪ ʦʢʘʟʘʪʴʩʷ ʧʦʣʝʟʥʦʡ ʚ ʪʦʤ 

ʩʣʫʯʘʝ, ʥʘʧʨʠʤʝʨ, ʝʩʣʠ ʦʜʠʥ ʠʟ ʦʪʜʝʣʦʚ ʦʪʜʝʣʝʥʠʷ ɺʘʰʝʡ ʢʦʤʧʘʥʠʠ ʙʳʣ ʧʝʨʝʚʝʜʝʥ ʚ ʜʨʫʛʦʝ 

ʦʪʜʝʣʝʥʠʝ. ʇʨʘʚʠʣʘ, ʫʧʨʘʚʣʷʶʱʠʝ ʩʦʝʜʠʥʝʥʠʷʤʠ ʦʪʜʝʣʘ ʤʦʞʥʦ ʧʝʨʝʤʝʩʪʠʪʴ ʠʟ ʛʦʣʦʚʥʦʛʦ 

ʇʨʘʚʠʣʘ çʩʪʘʨʦʛʦè ʦʪʜʝʣʘ ʚ çʥʦʚʳʡè ʩ ʧʦʤʦʱʴʶ ʦʜʥʦʡ ʢʦʤʘʥʜʳ. ʊʦ ʞʝ ʧʨʠʤʝʥʠʤʦ ʢ 

ʨʘʙʦʪʥʠʢʫ, ʢʦʪʦʨʦʛʦ ʧʝʨʝʚʦʜʷʪ ʠʟ ʦʜʥʦʛʦ ʦʪʜʝʣʘ ʚ ʜʨʫʛʦʡ ʠʣʠ ʠʟ ʦʜʥʦʛʦ ʤʝʩʪʘ ʚ ʜʨʫʛʦʝ. ɼʘʞʝ 

ʝʩʣʠ ɺʳ ʧʦ ʦʰʠʙʢʝ ʧʦʤʝʩʪʠʪʝ ʇʨʘʚʠʣʦ ʥʝ ʪʫʜʘ, ʝʛʦ ʣʝʛʢʦ ʤʦʞʥʦ ʙʫʜʝʪ ʧʝʨʝʥʝʩʪʠ. 
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ʇʨʘʚʠʣʘ ʠ ʚʣʦʞʝʥʥʳʝ ʇʨʘʚʠʣʘ ʥʘ ʜʘʥʥʦʤ ʫʨʦʚʥʝ ʠʝʨʘʨʭʠʠ ʤʦʛʫʪ ʧʨʠʤʝʥʷʪʴʩʷ ʚ ʣʶʙʦʤ 

ʧʦʨʷʜʢʝ. ɽʜʠʥʩʪʚʝʥʥʳʤ ʠʩʢʣʶʯʝʥʠʝʤ ʟʜʝʩʴ ʷʚʣʷʶʪʩʷ ʇʨʘʚʠʣʘ "AnyªAny"  (ʃʶʙʦʡ-

ʃʶʙʦʡ), ʢʦʪʦʨʳʝ ʚʩʝʛʜʘ ʧʨʠʤʝʥʷʶʪʩʷ ʧʦʩʣʝʜʥʠʤʠ, ʠ ʇʨʘʚʠʣʘ "Anyªagent"  (ʃʶʙʦʡ-

ɸʛʝʥʪ) ʠ/ʠʣʠ ʇʨʘʚʠʣʘ, ʚʢʣʶʯʘʶʱʠʝ ʇʦʣʴʟʦʚʘʪʝʣʝʡ, ʧʨʠʤʝʥʷʶʪʩʷ ʚ ʧʨʝʜʧʦʩʣʝʜʥʶʶ 

ʦʯʝʨʝʜʴ. ʈʦʜʠʪʝʣʴʩʢʦʝ ʇʨʘʚʠʣʦ ʧʨʠʤʝʥʷʝʪʩʷ ʪʦʣʴʢʦ ʧʦʩʣʝ ʚʩʝʭ çʜʦʯʝʨʥʠʭè ʇʨʘʚʠʣ. 

8.3.4.1. ʇʝʨʝʤʝʱʝʥʠʝ ʇʨʘʚʠʣʘ ʥʘ ʙʦʣʝʝ ʥʠʟʢʠʡ ʫʨʦʚʝʥʴ ʠʝʨʘʨʭʠʠ 

ʏʪʦʙʳ ʩʜʝʣʘʪʴ ʇʨʘʚʠʣʦ çʜʦʯʝʨʥʠʤè ʇʨʘʚʠʣʦʤ, ʥʘʜʦ ʦʪʢʨʳʪʴ ʦʢʥʦ ʀʟʤʝʥʠʪʴ ʇʨʘʚʠʣʦ 

ʠ ʚ ʚʳʧʘʜʘʶʱʝʤ ʤʝʥʶ ʈʦʜʠʪʝʣʴ ʚʳʙʨʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʈʦʜʠʪʝʣʴʩʢʦʝ ʇʨʘʚʠʣʦ. 

8.3.4.2. ʇʝʨʝʤʝʱʝʥʠʝ ʇʨʘʚʠʣʘ ʥʘ ʙʦʣʝʝ ʚʳʩʦʢʠʡ ʫʨʦʚʝʥʴ ʠʝʨʘʨʭʠʠ 

ʏʪʦʙʳ ʧʝʨʝʤʝʩʪʠʪʴ ʇʨʘʚʠʣʦ ʥʘ ʢʦʨʥʝʚʦʡ ʫʨʦʚʝʥʴ, ʥʘʜʦ ʦʪʢʨʳʪʴ ʦʢʥʦ ʀʟʤʝʥʠʪʴ 

ʇʨʘʚʠʣʦ ʠ ʚ ʚʳʧʘʜʘʶʱʝʤ ʤʝʥʶ ʈʦʜʠʪʝʣʴ ʚʳʙʨʘʪʴ ʧʫʥʢʪ ʅʝʪ ʨʦʜʠʪʝʣʴʩʢʦʛʦ ʧʨʘʚʠʣʘ. ʏʪʦʙʳ 

ʧʝʨʝʤʝʩʪʠʪʴ ʇʨʘʚʠʣʦ ʥʘ ʦʜʠʥ ʫʨʦʚʝʥʴ ʚʚʝʨʭ ʥʘʜʦ ʚr ʙʨʘʪʴ ʜʣʷ ʥʝʛʦ ʈʦʜʠʪʝʣʴʩʢʦʝ ʇʨʘʚʠʣʦ 

ʫʨʦʚʥʝʤ ʚʳʰʝ. 

8.3.5. ɺʳʢʣʶʯʝʥʠʝ ʠ ʚʢʣʶʯʝʥʠʝ ʇʨʘʚʠʣ 

ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʇʨʘʚʠʣʘ ʤʦʞʥʦ ʚʳʢʣʶʯʘʪʴ ʠ ʚʢʣʶʯʘʪʴ. ʉʧʦʩʦʙʥʦʩʪʴ ʢ 

ʚʳʢʣʶʯʝʥʠʶ ʠ ʚʢʣʶʯʝʥʠʶ ʦʪʜʝʣʴʥʳʭ ʇʨʘʚʠʣ ʷʚʣʷʝʪʩʷ ʦʜʥʠʤ ʠʟ ʦʩʥʦʚʥʳʭ ʘʩʧʝʢʪʦʚ ʧʨʦʮʝʩʩʘ 

ʩʦʟʜʘʥʠʷ ʠ ʪʝʩʪʠʨʦʚʘʥʠʷ ɻʇɹ. ʊʘʢʞʝ ʵʪʦ ʤʦʞʝʪ ʧʨʠʛʦʜʠʪʴʩʷ ʜʣʷ ʚʚʝʜʝʥʠʷ ʚʨʝʤʝʥʥʳʭ 

ʠʟʤʝʥʝʥʠʡ ʚ ʨʘʙʦʯʫʶ ʉʨʝʜʫ ɹʝʟʦʧʘʩʥʦʩʪʠ. ɺʳʢʣʶʯʝʥʥʦʝ ʇʨʘʚʠʣʦ ʥʝ ʙʫʜʝʪ ʪʨʘʥʩʣʠʨʦʚʘʪʴʩʷ, ʠ, 

ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʚʳʢʣʶʯʝʥʠʝ ʇʨʘʚʠʣ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʥʝʠʩʧʨʘʚʥʦʩʪʝʡ.  

ʏʪʦʙʳ ʚʳʢʣʶʯʠʪʴ ʇʨʘʚʠʣʦ, ʥʘʜʦ ʚʳʙʨʘʪʴ ʝʛʦ ʚ ʊʘʙʣʠʮʝ ʇʨʘʚʠʣ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚ 

ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʢʦʤʘʥʜʫ ɺʳʢʣʶʯʠʪʴ. ɺ ʊʘʙʣʠʮʝ ʇʨʘʚʠʣ ʧʦʷʚʠʪʩ ̫ ʩʦʦʪʚʝʪʩʪʚʫʶʱʘʷ 

ʧʠʢʪʦʛʨʘʤʤʘ . 

ʏʪʦʙʳ ʚʢʣʶʯʠʪʴ ʇʨʘʚʠʣʦ, ʥʘʜʦ ʚʳʙʨʘʪʴ ʝʛʦ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚ ʛʣʘʚʥʦʤ ʠʣʠ ʢʦʥʪʝʢʩʪʥʦʤ 

ʤʝʥʶ ʢʦʤʘʥʜʫ ɺʢʣʶʯʠʪʴ. ʅʘ ʠʢʦʥʢʝ ʚʢʣʶʯʝʥʥʦʛʦ ʇʨʘʚʠʣʘ ʠʩʯʝʟʥʝʪ ʢʨʘʩʥʳʡ ʢʨʫʛ ʩ ʙʝʣʳʤ 

ʟʥʘʢʦʤ X.  

ʄʦʞʥʦ ʚʳʢʣʶʯʘʪʴ ʠ ʚʢʣʶʯʘʪʴ ʛʨʫʧʧʳ ʇʨʘʚʠʣ ʩ ʧʦʤʦʱʴʶ ʦʜʥʦʡ ʢʦʤʘʥʜʳ. ʅʘʜʦ 

ʚʳʜʝʣʠʪʴ ʇʨʘʚʠʣʘ, ʢʦʪʦʨʳʝ ɺʳ ʭʦʪʠʪʝ ʚʳʢʣʶʯʠʪʴ ʠʣʠ ʚʢʣʶʯʠʪʴ ʩ ʧʦʤʦʱʴʶ ʤʳʰʠ, ʫʜʝʨʞʠʚʘʷ 

ʢʣʘʚʠʰʫ <Ctrl> ʠʣʠ <Shift>. ɿʘʪʝʤ ʠʩʧʦʣʴʟʫʡʪʝ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʢʦʤʘʥʜʫ ɺʳʢʣʶʯʠʪʴ ʠʣʠ 

ɺʢʣʶʯʠʪʴ. 

 
ɽʩʣʠ ɺʳ ʟʘʙʣʦʢʠʨʫʝʪʝ ʈʦʜʠʪʝʣʴʩʢʦʝ ʇʨʘʚʠʣʦ, ʚʤʝʩʪʝ ʩ ʥʠʤ ʙʫʜʫʪ ʟʘʙʣʦʢʠʨʦʚʘʥʳ ʚʩʝ ʝʛʦ 

çʜʦʯʝʨʥʠʝè ʇʨʘʚʠʣʘ (ʝʩʣʠ ʦʥʠ ʝʩʪʴ). 
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8.3.6. ʉʢʨʳʪʠʝ ʇʨʘʚʠʣ 

ʄʦʞʥʦ ʩʢʨʳʪʴ ʦʜʥʦ ʇʨʘʚʠʣʦ ʠʣʠ ɻʨʫʧʧʫ ʇʨʘʚʠʣ ʧʨʠ ʦʪʦʙʨʘʞʝʥʠʠ. ɼʣʷ ʵʪʦʛʦ ʥʘʜʦ 

ʚʳʙʨʘʪʴ ʥʫʞʥʦʝ ʇʨʘʚʠʣʦ ʠʣʠ ɻʨʫʧʧʫ ʇʨʘʚʠʣ ʚ ʊʘʙʣʠʮʝ ʇʨʘʚʠʣ. ɿʘʪʝʤ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʫ 

ʉʢʨʳʪʴ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ. 

ʏʪʦʙʳ ʧʦʢʘʟʘʪʴ ʩʢʨʳʪʳʝ ʇʨʘʚʠʣʘ ʥʘʜʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʢʦʤʘʥʜʫ 

ʈʘʩʢʨʳʪʴ. ɺʩʝ ʩʢʨʳʪʳʝ ʇʨʘʚʠʣʘ ʪʫʪ ʞʝ ʧʦʷʚʷʪʩʷ, ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʩʢʦʣʴʢʦ ʨʘʟ ʙʳʣʘ 

ʠʩʧʦʣʴʟʦʚʘʥʘ ʢʦʤʘʥʜʘ ʉʢʨʳʪʴ. 

ɼʣʷ ʫʜʦʙʩʪʚʘ ʩʢʨʳʪʠʷ ʥʝʩʢʦʣʴʢʠʭ ʧʨʘʚʠʣ ʤʦʞʥʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʢʦʤʘʥʜʦʡ ʉʢʨʳʪʴ 

ʦʩʪʘʣʴʥʳʝ, ʜʣʷ ʵʪʦʛʦ ʥʘʜʦ ʚʳʜʝʣʠʪʴ ʦʜʥʦ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʧʨʘʚʠʣ, ʢʦʪʦʨʳʝ ʩʢʨʳʚʘʪʴ ʥʝ ʥʘʜʦ, ʠ 

ʚʳʙʨʘʪʴ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʢʦʤʘʥʜʫ ʉʢʨʳʪʴ ʦʩʪʘʣʴʥʳʝ. 

8.3.7. ʊʨʘʩʩʠʨʦʚʢʘ ʇʨʘʚʠʣ 

ʇʦʩʢʦʣʴʢʫ ʩʭʝʤʳ ʆʙʲʝʢʪʦʚ ʚ ɻʨʘʬʝ ʪʦʧʦʣʦʛʠʠ ʤʦʛʫʪ ʙʳʪʴ ʜʦʚʦʣʴʥʦ ʩʣʦʞʥʳʤʠ, ʎʋʇ 

ʧʦʟʚʦʣʷʝʪ ʥʘʧʨʷʤʫʶ ʥʘʙʣʶʜʘʪʴ ʚ ʊʦʧʦʣʦʛʠʠ ʧʫʪʴ ʪʨʘʬʠʢʘ ʜʣʷ ʢʦʥʢʨʝʪʥʦʛʦ ʇʨʘʚʠʣʘ, 

ʚʳʙʨʘʥʥʦʛʦ ʚ ʊʘʙʣʠʮʝ ʇʨʘʚʠʣ ʠʣʠ ʚ ʉʝʨʚʝʨʥʳʝ ʇʨʘʚʠʣʘ. 

ɼʣʷ ʪʨʘʩʩʠʨʦʚʢʠ ʇʨʘʚʠʣʘ ʚʳʙʨʘʪʴ ʝʛʦ ʚ ʊʘʙʣʠʮʝ ʇʨʘʚʠʣ ʠʣʠ ʚ ʉʝʨʚʝʨʥʳʝ ʇʨʘʚʠʣʘ ʠ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʢʦʤʘʥʜʫ ʇʦʢʘʟʘʪʴ ʪʨʘʩʩʫ. ʃʠʥʠʠ, ʢʦʪʦʨʳʝ ʧʨʝʜʩʪʘʚʣʷʶʪ 

ʧʦʪʦʢ ʜʘʥʥʳʭ ʤʝʞʜʫ ʆʙʲʝʢʪʘʤʠ ʇʦʣʠʪʠʢʠ, ʫʢʘʟʘʥʥʳʤʠ ʚ ʇʨʘʚʠʣʝ, ʙʫʜʫʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʚ ʚʠʜʝ 

ʮʚʝʪʥʳʭ ʣʠʥʠʡ. ʇʨʘʚʠʣʘ ʦʢʨʘʩʢʠ ʩʣʝʜʫʶʱʠʝ: 

1) ʇʨʘʚʠʣʦ ʩ ʜʝʡʩʪʚʠʝʤ PASS ʦʪʦʙʨʘʞʘʝʪʩʷ ʟʝʣʝʥʳʤ ʮʚʝʪʦʤ. 

2) ʇʨʘʚʠʣʦ ʩ ʜʝʡʩʪʚʠʝʤ DROP ʦʪʦʙʨʘʞʘʝʪʩʷ ʢʨʘʩʥʳʤ ʮʚʝʪʦʤ. 

3) ʇʨʘʚʠʣʦ ʩ ʜʝʡʩʪʚʠʝʤ Encrypt ʦʪʦʙʨʘʞʘʝʪʩʷ ʩʠʥʠʤ ʮʚʝʪʦʤ. 

4) ʇʨʘʚʠʣʦ ʩ ʜʝʡʩʪʚʠʝʤ NAT+PASS ʠʣʠ IKECFG+PASS ʦʪʦʙʨʘʞʘʝʪʩʷ ʢʦʨʠʯʥʝʚʳʤ 

ʮʚʝʪʦʤ. 

5) ʇʨʘʚʠʣʦ ʩ ʜʝʡʩʪʚʠʝʤ NAT+IPSEC ʠʣʠ IKECFG+IPSEC ʦʪʦʙʨʘʞʘʝʪʩʷ ʬʠʦʣʝʪʦʚʳʤ 

ʮʚʝʪʦʤ. 

8.3.8. ʆʩʦʙʝʥʥʦʩʪʠ ʩʦʟʜʘʥʠʷ ʇʨʘʚʠʣ, ʛʜʝ ʫʯʘʩʪʚʫʶʪ 
ʇʦʣʴʟʦʚʘʪʝʣʠ 

ʉʦʟʜʘʥʠʝ ʇʨʘʚʠʣ, ʛʜʝ ʫʯʘʩʪʚʫʶʪ ʇʦʣʴʟʦʚʘʪʝʣʠ, ʧʨʦʠʩʭʦʜʠʪ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1) ʇʦʩʢʦʣʴʢʫ ʜʣʷ ʦʙʲʝʢʪʘ ʇʦʣʴʟʦʚʘʪʝʣʴ ʝʛʦ ʨʘʩʧʦʣʦʞʝʥʠʝ ʚ ʪʦʧʦʣʦʛʠʠ ʩʝʪʠ 

ʥʝʠʟʚʝʩʪʥʦ, ʩʫʱʝʩʪʚʫʝʪ ʨʷʜ ʦʩʦʙʝʥʥʦʩʪʝʡ ʧʨʠ ʩʦʟʜʘʥʠʠ ʇʨʘʚʠʣ ʚʠʜʘ 

ʇʦʣʴʟʦʚʘʪʝʣʴ- >ʈʝʩʫʨʩ, ʛʜʝ: ʈʝʩʫʨʩ ï ʧʨʦʠʟʚʦʣʴʥʳʡ ʆʙʲʝʢʪ ʇʦʣʠʪʠʢʠ (ʥʘʧʨʠʤʝʨ, 

ʇʦʜʩʝʪʴ). ʇʨʠ ʪʨʘʥʩʣʷʮʠʠ ʧʦʜʦʙʥʳʭ ʇʨʘʚʠʣ ʧʦʜʨʘʟʫʤʝʚʘʝʪʩʷ, ʯʪʦ ʇʦʣʴʟʦʚʘʪʝʣʴ 
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ʨʘʩʧʦʣʘʛʘʝʪʩʷ ʪʦʣʴʢʦ ʚ ɿʦʥʝ Internet (ʪ.ʝ. ʪʨʘʩʩʳ ʙʫʜʫʪ ʩʪʨʦʠʪʴʩʷ ʪʦʣʴʢʦ ʠʟ ɿʦʥʳ 

Internet ʢ ʈʝʩʫʨʩʫ). ʇʦʵʪʦʤʫ, ʝʩʣʠ ʇʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʥʘʭʦʜʠʪʴʩʷ ʝʱʝ ʠ ʚ ʜʨʫʛʠʭ 

ʤʝʩʪʘʭ (ʇʦʜʩʝʪʷʭ, ɼʠʘʧʘʟʦʥʘʭ), ʢʦʪʦʨʳʝ ʥʘʭʦʜʷʪʩʷ ʥʝ ʚ ɿʦʥʝ Internet, ʥʝʦʙʭʦʜʠʤʦ 

ʷʚʥʦ ʧʨʦʧʠʩʘʪʴ ʵʪʠ ʤʝʩʪʘ ʚʦ ʚʢʣʘʜʢʝ ʈʘʩʧʦʣʦʞʝʥʠʷ (Locations) ʚ ʜʘʥʥʦʤ ʇʨʘʚʠʣʝ. 

2) ɺ ʩʠʪʫʘʮʠʠ, ʢʦʛʜʘ ʎʋʇ ʥʘʭʦʜʠʪʩʷ ʟʘ NAT ʠ ʇʦʣʴʟʦʚʘʪʝʣʴ ʦʢʘʟʘʣʩʷ ʚ ʦʜʥʦʡ ʟʦʥʝ ʩ 

ʎʋʇ (ʠʟʥʫʪʨʠ NAT), ʪʦ ʧʨʘʚʠʣʦ ʧʨʦʛʨʫʟʢʠ ʇʦʣʴʟʦʚʘʪʝʣʷ ʤʦʞʝʪ ʥʝ ʩʨʘʙʦʪʘʪʴ, 

ʧʦʩʢʦʣʴʢʫ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʇʦʣʴʟʦʚʘʪʝʣʷ ʙʫʜʝʪ ʫʢʘʟʘʥ ʚʥʝʰʥʠʡ NAT-ʘʜʨʝʩ ʎʋʇ 

(ʧʨʠ ʫʩʣʦʚʠʠ, ʯʪʦ ʥʝʪ ʜʨʫʛʠʭ ʇʨʘʚʠʣ ʩ ʇʦʣʴʟʦʚʘʪʝʣʷʤʠ ʠʟ ʟʦʥʳ ʎʋʇ). ɺ ʪʘʢʦʤ 

ʩʣʫʯʘʝ ʥʝʦʙʭʦʜʠʤʦ ʩʦʟʜʘʪʴ ʷʚʥʦʝ ʧʨʘʚʠʣʦ ʚʠʜʘ çʇʦʣʴʟʦʚʘʪʝʣʴ@ɿʦʥʘʎʋʇ - > ʎʋʇ, 

Passè, ʪ.ʝ. ʫʢʘʟʘʪʴ ʪʨʘʥʩʣʷʪʦʨʫ ʥʘ ʪʦ, ʯʪʦ ʇʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʧʦʷʚʣʷʪʴʩʷ ʚ ɿʦʥʝ 

ʎʋʇ. 

8.3.9. ʌʠʣʴʪʨʘʮʠʷ ʚ ʦʢʥʝ ʊʘʙʣʠʮʘ ʧʨʘʚʠʣ 

ʇʨʠ ʙʦʣʴʰʦʤ ʢʦʣʠʯʝʩʪʚʝ ʧʨʘʚʠʣ ʧʦʠʩʢ ʥʫʞʥʦʛʦ ʧʨʘʚʠʣʘ ʩʪʘʥʦʚʠʪʩʷ ʟʘʪʨʫʜʥʠʪʝʣʴʥʳʤ. 

ɼʣʷ ʦʪʬʠʣʴʪʨʦʚʘʥʠʷ ʥʝʦʙʭʦʜʠʤʦʡ ʠʥʬʦʨʤʘʮʠʠ ʩʣʫʞʠʪ ʩʪʨʦʢʘ ʚʚʦʜʘ ʏʪʦ ʠʩʢʘʪʴ. ɼʝʡʩʪʚʠʝ 

ʬʠʣʴʪʨʘ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʥʘ ʪʘʙʣʠʮʫ ʊʘʙʣʠʮʘ ʧʨʘʚʠʣ, ʝʩʣʠ ʦʥʘ ʦʪʚʝʯʝʥʘ ʚ ʧʦʣʝ ʇʦʠʩʢ ʚ ʧʘʥʝʣʠ. 

ʌʠʣʴʪʨʘʮʠʷ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦ ʧʦʣʷʤ ID ʚ ɹɼ, ʀʤ,̫ ʆʧʠʩʘʥʠʝ, ɼʝʡʩʪʚʠʝ, ʆʙʲʝʢʪ ʧʦʣʠʪʠʢʠ, 

ʈʘʩʧʠʩʘʥʠʝ, ʉʝʪʝʚʦʡ ʩʝʨʚʠʩ ʪʘʙʣʠʮʳ. ʌʠʣʴʪʨ ʧʨʠʤʝʥʷʝʪʩʷ ʧʦʩʣʝ ʥʘʞʘʪʠʷ ʢʥʦʧʢʠ ɻʦʪʦʚʦ. 

8.3.10. ʈʘʩʧʠʩʘʥʠʷ ʇʨʘʚʠʣ 

ɼʣʷ ʧʨʦʩʤʦʪʨʘ ʦʢʥʘ ʈʘʩʧʠʩʘʥʠʡ ʥʫʞʥʦ ʚʳʙʨʘʪʴ ʧʫʥʢʪ ʈʘʩʧʠʩʘʥʠʷ ʚ ʤʝʥʶ ʆʢʥʦ (ʩʤ. 

ʈʠʩʫʥʦʢ 67). 
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ʈʠʩʫʥʦʢ 67 - ɺʳʟʦʚ ʦʢʥʘ ʈʘʩʧʠʩʘʥʠʡ ʇʨʘʚʠʣ 

ɼʦʙʘʚʠʪʴ ʥʦʚʦʝ ʈʘʩʧʠʩʘʥʠʝ ʤʦʞʥʦ ʩ ʧʦʤʦʱʴʶ ʢʦʥʪʝʢʩʪʥʦʡ ʢʦʤʘʥʜʳ ʉʦʟʜʘʪʴ 

ʈʘʩʧʠʩʘʥʠʝ ʠʣʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ ʢʦʤʘʥʜʦʡ ʚ ʤʝʥʶ ʇʨʘʚʠʪʴ. 

ʆʢʥʦ ʧʨʦʩʤʦʪʨʘ ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʈʘʩʧʠʩʘʥʠʠ: ʀʤʷ, ɼʘʪʫ 

ʘʢʪʠʚʘʮʠʠ, ɼʘʪʫ ʟʘʚʝʨʰʝʥʠʷ, ʏʘʩʳ ʜʝʡʩʪʚʠʷ, ɼʥʠ ʥʝʜʝʣʠ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʳʭ ʇʨʘʚʠʣʦ ʘʢʪʠʚʥʦ ʠ 

ɼʦʤʝʥ, ʢʦʪʦʨʦʤʫ ʧʨʠʥʘʜʣʝʞʠʪ ʈʘʩʧʠʩʘʥʠʝ (ʩʤ. ʈʠʩʫʥʦʢ 68). 
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ʈʠʩʫʥʦʢ 68 ï ʆʢʥʦ ʧʨʦʩʤʦʪʨʘ ʈʘʩʧʠʩʘʥʠʡ 

ʇʨʠ ʩʦʟʜʘʥʠʠ ʠʣʠ ʠʟʤʝʥʝʥʠʠ ʥʦʚʦʛʦ/ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʈʘʩʧʠʩʘʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ 

ʧʘʨʘʤʝʪʨʳ ʵʪʦʛʦ ʈʘʩʧʠʩʘʥʠʷ (ʩʤ. ʈʠʩʫʥʦʢ 69). 

 

ʈʠʩʫʥʦʢ 69 ï ʇʘʨʘʤʝʪʨʳ ʈʘʩʧʠʩʘʥʠʷ 

ɼʣʷ ʩʦʟʜʘʥʠʷ ʈʘʩʧʠʩʘʥʠʷ ʥʝʦʙʭʦʜʠʤʦ: 

- ɿʘʜʘʪʴ ʫʥʠʢʘʣʴʥʦʝ ʀʤʷ; 

- ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʚʚʝʩʪʠ ʪʝʢʩʪʦʚʦʝ ʆʧʠʩʘʥʠʝ; 

- ɺʳʙʨʘʪʴ ɼʦʤʝʥ, ʢʦʪʦʨʦʤʫ ʙʫʜʝʪ ʧʨʠʥʘʜʣʝʞʘʪʴ ʈʘʩʧʠʩʘʥʠʝ; 

- ʋʢʘʟʘʪʴ ʜʘʪʫ ʘʢʪʠʚʘʮʠʠ ʠ ʟʘʚʝʨʰʝʥʠʷ ʇʨʘʚʠʣ, ʚʭʦʜʷʱʠʭ ʚ ʜʘʥʥʦʝ ʈʘʩʧʠʩʘʥʠʝ (ʧʨʠ 

ʥʝʦʙʭʦʜʠʤʦʩʪʠ); 

- ʋʢʘʟʘʪʴ ʧʝʨʠʦʜ ʚʨʝʤʝʥʠ ʩʫʪʦʢ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʦʛʦ ʙʫʜʫʪ ʚʳʧʦʣʥʷʪʴʩʷ ʇʨʘʚʠʣʘ, 

ʚʭʦʜʷʱʠʝ ʚ ʜʘʥʥʦʝ ʈʘʩʧʠʩʘʥʠʝ (ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ); 

- ʋʢʘʟʘʪʴ ʜʥʠ ʥʝʜʝʣʠ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʳʭ ʙʫʜʫʪ ʚʳʧʦʣʥʷʪʴʩʷ ʇʨʘʚʠʣʘ, ʚʭʦʜʷʱʠʝ ʚ 

ʜʘʥʥʦʝ ʈʘʩʧʠʩʘʥʠʝ (ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ). 
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8.4. ɼʦʤʝʥʳ 

8.4.1. ʆʧʝʨʘʮʠʠ ʩ ʜʦʤʝʥʘʤʠ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʚ ɻʇɹ ʩʦʟʜʘʝʪʩʷ ʜʦʤʝʥ ʩ ʠʤʝʥʝʤ ɻʣʦʙʘʣʴʥʳʡ ʜʦʤʝʥ. ʋʜʘʣʠʪʴ 

ɻʣʦʙʘʣɹ ʥʳʡ ʜʦʤʝʥ ʥʝʚʦʟʤʦʞʥʦ. ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʜʦʤʝʥʘ ʥʫʞʥʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʢʦʥʪʝʢʩʪʥʳʤ 

ʤʝʥʶ ʚʢʣʘʜʢʠ ɼʦʤʝʥʳ ʨʘʙʦʯʝʡ ʦʙʣʘʩʪʠ, ʚʳʙʨʘʚ ʧʫʥʢʪ ɼʦʙʘʚʠʪʴ ʜʦʤʝʥ ʠʣʠ ʚʳʙʨʘʚ ʧʫʥʢʪ 

ɼʦʙʘʚʠʪʴ ʜʦʤʝʥ ʠʟ ʤʝʥʶ ʇʨʘʚʠʪʴ. 

ɼʣʷ ʜʫʙʣʠʨʦʚʘʥʠʷ/ʠʟʤʝʥʝʥʠʷ/ʫʜʘʣʝʥʠʷ ʜʦʤʝʥʘ ʥʫʞʥʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʢʦʥʪʝʢʩʪʥʳʤ 

ʤʝʥʶ ʆʙʲʝʢʪʘ ʜʦʤʝʥ ʚʢʣʘʜʢʠ ɼʦʤʝʥʳ ʨʘʙʦʯʝʡ ʦʙʣʘʩʪʠ, ʚʳʙʨʘʚ ʧʫʥʢʪ 

ɼʫʙʣʠʨʦʚʘʪʴ/ʀʟʤʝʥʠʪʴ/ʋʜʘʣʠʪʴ/ʊʨʘʥʩʣʠʨʦʚʘʪʴ/ɸʢʪʠʚʠʨʦʚʘʪʴ ʃʇɹ (ʩʤ. ʈʠʩʫʥʦʢ 70) ʠʣʠ 

ʧʨʠ ʧʦʤʦʱʠ ʢʦʤʘʥʜ ʠʥʩʪʨʫʤʝʥʪʘʣʴʥʦʡ ʣʠʥʝʡʢʠ. 

 

ʈʠʩʫʥʦʢ 70 ï ɼʫʙʣʠʨʦʚʘʥʠʝ/ʀʟʤʝʥʝʥʠʝ/ʋʜʘʣʝʥʠʝ ʜʦʤʝʥʘ 

ʅʝʚʦʟʤʦʞʥʦ ʫʜʘʣʠʪʴ ɼʦʤʝʥ, ʢʦʪʦʨʦʤʫ ʧʨʠʥʘʜʣʝʞʘʪ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ. 

ɼʣʷ ʦʪʦʙʨʘʞʝʥʠʷ/ʩʢʨʳʪʠʷ ʚʢʣʘʜʢʠ ɼʦʤʝʥʳ ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʧʫʥʢʪ ɼʦʤʝʥʳ ʚ ʤʝʥʶ 

ʆʢʥʦ. 

ʉʫʱʝʩʪʚʫʝʪ ʠʝʨʘʨʭʠʷ ʜʦʤʝʥʦʚ. ʉʚʷʟʴ ʩʦʟʜʘʚʘʝʤʦʛʦ ʜʦʤʝʥʘ ʩ ʨʦʜʠʪʝʣʴʩʢʠʤ ʟʘʜʘʝʪʩʷ 

ʧʨʠ ʧʦʤʦʱʠ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʈʦʜʠʪʝʣʴ ʚʢʣʘʜʢʠ ʆʙʱʠʝ ʜʠʘʣʦʛʦʚʦʛʦ ʦʢʥʘ ɼʦʙʘʚʠʪʴ 

ɼʦʤʝʥ/ʀʟʤʝʥʠʪʴ (ʩʤ. ʈʠʩʫʥʦʢ 71). 

ʉʫʱʝʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʦʙʥʦʚʣʝʥʠʷ ʜʝʩʢʨʠʧʪʦʨʦʚ ɸʛʝʥʪ ʚʝʨʩʠʠ 6.1 ʠ ʚʳʰʝ ʚ ʜʦʤʝʥʝ 

ʠ ʟʘʛʨʫʟʢʠ ʦʙʥʦʚʣʝʥʠʡ ʚ ɸʛʝʥʪ, ʜʣʷ ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʢʦʥʪʝʢʩʪʥʳʤ ʤʝʥʶ 

ɼʦʤʝʥʘ, ʚʳʙʨʘʪʴ ʚ ʥʝʤ ʧʫʥʢʪ ʆʙʥʦʚʠʪʴ ʚʝʨʩʠʶ ʘʛʝʥʪʦʚ ʚ ʜʦʤʝʥʝ ʠʣʠ ɿʘʛʨʫʟʠʪʴ ʦʙʥʦʚʣʝʥʠʷ 

ʜʣʷ ɸʛʝʥʪʦʚ ʚ ʜʦʤʝʥʝ. 

ʉʫʱʝʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʟʘʛʨʫʟʢʠ ʩʝʨʪʠʬʠʢʘʪʦʚ ʜʣʷ ʜʝʩʢʨʠʧʪʦʨʦʚ ɸʛʝʥʪ ʚʝʨʩʠʠ 6.1 ʠ 

ʚʳʰʝ ʚ ʜʦʤʝʥʝ, ʜʣʷ ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʢʦʥʪʝʢʩʪʥʳʤ ʤʝʥʶ ɼʦʤʝʥʘ ʠ ʚʳʙʨʘʪʴ ʚ 
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ʥʝʤ ʧʫʥʢʪ ɿʘʛʨʫʟʠʪʴ ʩʧʠʩʦʢ ʩʝʨʪʠʬʠʢʘʪʦʚ ʧʦʩʣʝ ʟʘʛʨʫʟʢʠ ʩʝʨʪʠʬʠʢʘʪʦʚ ʜʦʙʘʚʠʪʴ 

ʩʝʨʪʠʬʠʢʘʪʳ ʚ ʧʦʣʠʪʠʢʫ ʚʳʙʨʘʚ ʧʫʥʢʪ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ɼʦʙʘʚʠʪʴ ʧʦʣʫʯʝʥʥʳʝ 

ʩʝʨʪʠʬʠʢʘʪʳ ʚ ʧʦʣʠʪʠʢʫ. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʀʤʧʦʨʪ ʩʝʨʪʠʬʠʢʘʪʦʚ ʧʨʦʚʝʨʠʪʴ 

ʧʦʣʫʯʝʥʥʳʝ ʩʝʨʪʠʬʠʢʘʪʳ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɻʦʪʦʚʦ. ɼʣʷ ʫʜʘʣʝʥʠʷ ʟʘʛʨʫʞʝʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ 

ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʧʫʥʢʪ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʋʜʘʣʠʪʴ ʟʘʧʨʦʩʳ ʜʣʷ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠʣʠ 

ʢʣʶʯʝʡ. 

 

ʈʠʩʫʥʦʢ 71 ï ʉʚʷʟʴ ʩ ʈʦʜʠʪʝʣʴʩʢʠʤ ʜʦʤʝʥʦʤ 

8.4.2. ʊʦʧʦʣʦʛʠʷ ʜʦʤʝʥʦʚ 

ɼʣʷ ʦʧʠʩʘʥʠʷ ʧʨʠʥʘʜʣʝʞʥʦʩʪʠ ʩʝʪʝʚʳʭ ʦʙʲʝʢʪʦʚ ʜʦʤʝʥʫ ʥʝʦʙʭʦʜʠʤʦ ʚ ʪʦʧʦʣʦʛʠʠ 

ʜʦʤʝʥʘ ʦʧʠʩʘʪʴ IP-ʜʠʘʧʘʟʦʥʳ, ʠʟ ʢʦʪʦʨʳʭ ʚʳʜʝʣʝʥʳ IP-ʘʜʨʝʩʘ ʩʝʪʝʚʳʤ ʦʙʲʝʢʪʘʤ. ɽʩʣʠ ʫ 

ʩʝʪʝʚʳʭ ʦʙʲʝʢʪʦʚ ʦʪʩʫʪʩʪʚʫʶ IP-ʘʜʨʝʩʘ, ʪʦ ʠʭ ʧʨʠʥʘʜʣʝʞʥʦʩʪʴ ʜʦʤʝʥʫ ʤʦʞʥʦ ʦʧʠʩʘʪʴ ʧʨʠ 

ʫʩʣʦʚʠʠ, ʯʪʦ ʚ ʪʦʧʦʣʦʛʠʠ ʜʦʤʝʥʘ ʦʪʩʫʪʩʪʚʫʝʪ ʦʧʠʩʘʥʠʝ IP-ʜʠʘʧʘʟʦʥʦʚ. ʉʧʠʩʦʢ IP-ʜʠʘʧʘʟʦʥʦʚ 

ʜʦʤʝʥʘ ʟʘʜʘʝʪʩʷ ʥʘ ʚʢʣʘʜʢʝ ʊʦʧʦʣʦʛʠʷ ʜʠʘʣʦʛʦʚʳʭ ʦʢʦʥ ɼʦʙʘʚʠʪʴ ɼʦʤʝʥ ʠʣʠ ʀʟʤʝʥʠʪʴ ɼʦʤʝʥ 

(ʩʤ. ʈʠʩʫʥʦʢ 72). 

 



166 

ʄʂɽʖ.00631-01 32 01 

  

ʈʠʩʫʥʦʢ 72 ï ʊʦʧʦʣʦʛʠʷ ʜʦʤʝʥʘ 

ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ IP-ʜʠʘʧʘʟʦʥʘ ʚ ʪʦʧʦʣʦʛʠʶ ʩʦʟʜʘʚʘʝʤʦʛʦ/ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʜʦʤʝʥʘ ʥʫʞʥʦ 

ʥʘ ʚʢʣʘʜʢʝ ʊʦʧʦʣʦʛʠʷ ʜʠʘʣʦʛʦʚʦʛʦ ʦʢʥʘ ɼʦʙʘʚʠʪʴ ɼʦʤʝʥ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠʣʠ ʢʣʘʚʠʰʫ 

<Insert>. ɼʘʣʝʝ ʧʦʷʚʠʪʩʷ ʜʠʘʣʦʛʦʚʦʝ ʦʢʥʦ ɼʦʙʘʚʣʝʥʠʝ IP ʜʠʘʧʘʟʦʥʘ, ʚ ʧʦʣʝ ʊʠʧ ʵʣʝʤʝʥʪʘ 

ʢʦʪʦʨʦʛʦ ʤʦʞʥʦ ʫʢʘʟʘʪʴ ʦʜʠʥ ʠʟ ʪʨʝʭ ʪʠʧʦʚ ʵʣʝʤʝʥʪʦʚ: 

- IP-ɸʜʨʝʩ + ʄʘʩʢʘ (ʚʳʙʠʨʘʝʪʩʷ ʧʦ ʫʤʦʣʯʘʥʠʶ) ï ʜʣʷ ʫʢʘʟʘʥʠʷ IP-ʘʜʨʝʩʘ ʇʦʜʩʝʪʠ ʩ 

ʤʘʩʢʦʡ ʇʦʜʩʝʪʠ (IP-ʘʜʨʝʩ ʧʦʜʩʝʪʠ ʤʦʞʝʪ ʙʳʪʴ ʫʢʘʟʘʥ ʪʦʣʴʢʦ ʚ ʜʝʩʷʪʠʯʥʦʡ ʩʠʩʪʝʤʝ 

ʠʩʯʠʩʣʝʥʠʷ, ʤʘʩʢʘ ʇʦʜʩʝʪʠ ʤʦʞʝʪ ʙʳʪʴ ʫʢʘʟʘʥʘ ʢʘʢ ʚ ʩʣʵʰ-ʥʦʪʘʮʠʠ, ʪʘʢ ʠ ʚ 

ʜʝʩʷʪʠʯʥʦʡ ʩʠʩʪʝʤʝ ʠʩʯʠʩʣʝʥʠʷ);  

- ʆʜʠʥ IP-ɸʜʨʝʩ ï ʜʣʷ ʫʢʘʟʘʥʠʷ ʦʜʥʦʛʦ IP-ʘʜʨʝʩʘ (IP-ʘʜʨʝʩ ʤʦʞʝʪ ʙʳʪʴ ʫʢʘʟʘʥ ʪʦʣʴʢʦ ʚ 

ʜʝʩʷʪʠʯʥʦʡ ʩʠʩʪʝʤʝ ʠʩʯʠʩʣʝʥʠʷ);  

- IP-ɼʠʘʧʘʟʦʥ ï ʜʣʷ ʫʢʘʟʘʥʠʷ IP-ɼʠʘʧʘʟʦʥʘ, ʟʘʢʣʶʯʝʥʥʦʛʦ ʤʝʞʜʫ ʧʝʨʚʳʤ ʠ ʧʦʩʣʝʜʥʠʤ 

IP-ʘʜʨʝʩʘʤʠ (IP-ʘʜʨʝʩʘ ʤʦʛʫʪ ʙʳʪʴ ʫʢʘʟʘʥʳ ʪʦʣʴʢʦ ʚ ʜʝʩʷʪʠʯʥʦʡ ʩʠʩʪʝʤʝ ʩʯʠʩʣʝʥʠʷ). 

8.4.3. ʆʧʨʝʜʝʣʝʥʠʝ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ ʚ ʜʦʤʝʥ 

ɼʦʤʝʥʥʘʷ ʤʦʜʝʣʴ ʧʦʟʚʦʣʷʝʪ ʦʧʠʩʘʪʴ ʧʨʠʥʘʜʣʝʞʥʦʩʪʴ ʜʦʤʝʥʫ ʩʣʝʜʫʶʱʠʭ ʆʙʲʝʢʪʦʚ 

ʇʦʣʠʪʠʢʠ: 

- ʇʦʜʩʝʪʴ; 

- IP-ʜʠʘʧʘʟʦʥ; 

- IP-ʭʦʩʪ; 

- ʍʦʩʪ ɹʝʟʦʧʘʩʥʦʩʪʠ; 

- ʐʣʶʟ ɹʝʟʦʧʘʩʥʦʩʪʠ; 

- ɻʨʫʧʧʘ; 

- ʇʦʣʴʟʦʚʘʪʝʣʴ; 

- ʈʘʩʧʠʩʘʥʠʝ. 

ʅʠ ʦʜʠʥ ʠʟ ʚʳʰʝʧʝʨʝʯʠʩʣʝʥʥʳʭ ʆʙʲʝʢʪʦʚ ʥʝ ʤʦʞʝʪ ʦʜʥʦʚʨʝʤʝʥʥʦ ʧʨʠʥʘʜʣʝʞʘʪʴ 

ʨʘʟʥʳʤ ɼʦʤʝʥʘʤ. 

ʇʨʠʥʘʜʣʝʞʥʦʩʪʴ ʆʙʲʝʢʪʘ ʇʦʣʠʪʠʢʠ ʜʦʤʝʥʫ ʦʧʠʩʳʚʘʝʪʩʷ ʥʘ ʚʢʣʘʜʢʝ ʆʙʱʠʝ 

ʜʠʘʣʦʛʦʚʦʛʦ ʦʢʥʘ ɼʦʙʘʚʠʪʴ/ʀʟʤʝʥʠʪʴ ʆʙʲʝʢʪʘ ʇʦʣʠʪʠʢʠ (ʩʤ. ʈʠʩʫʥʦʢ 73). 

ɼʦʤʝʥʥʘʷ ʤʦʜʝʣʴ ʪʘʢʞʝ ʧʦʟʚʦʣʷʝʪ ʦʧʠʩʘʪʴ ʧʨʠʥʘʜʣʝʞʥʦʩʪʴ ʜʦʤʝʥʫ ʪʘʢʠʭ ʆʙʲʝʢʪʦʚ 

ʇʦʣʠʪʠʢʠ, ʢʘʢ: 

- ʇʨʘʚʠʣʦ; 

- ɻʨʫʧʧʘ ʇʨʘʚʠʣ. 
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ʅʠ ʦʜʠʥ ʠʟ ʚʳʰʝʧʝʨʝʯʠʩʣʝʥʥʳʭ ʆʙʲʝʢʪʦʚ ʥʝ ʤʦʞʝʪ ʦʜʥʦʚʨʝʤʝʥʥʦ ʧʨʠʥʘʜʣʝʞʘʪʴ 

ʨʘʟʥʳʤ ɼʦʤʝʥʘʤ. 

 

ʈʠʩʫʥʦʢ 73 ï ʆʧʨʝʜʝʣʝʥʠʝ ʧʨʠʥʘʜʣʝʞʥʦʩʪʠ ʆʙʲʝʢʪʘ ʇʦʣʠʪʠʢʠ ɼʦʤʝʥʫ 

ʇʨʠʥʘʜʣʝʞʥʦʩʪʴ ʆʙʲʝʢʪʘ ʇʦʣʠʪʠʢʠ çʇʨʘʚʠʣʦè ʜʦʤʝʥʫ ʦʧʠʩʳʚʘʝʪʩʷ ʥʘ ʚʢʣʘʜʢʝ ʆʙʱʠʝ 

ʜʠʘʣʦʛʦʚʦʛʦ ʦʢʥʘ ɼʦʙʘʚʠʪʴ ʇʨʘʚʠʣʦ (ʩʤ. ʈʠʩʫʥʦʢ 74). 

 

ʈʠʩʫʥʦʢ 74 ï ʆʧʨʝʜʝʣʝʥʠʝ ʧʨʠʥʘʜʣʝʞʥʦʩʪʠ ʆʙʲʝʢʪʘ ʇʦʣʠʪʠʢʠ çʇʨʘʚʠʣʦè ʜʦʤʝʥʫ 

ʇʨʠʥʘʜʣʝʞʥʦʩʪʴ ʆʙʲʝʢʪʘ ʇʦʣʠʪʠʢʠ ɻʨʫʧʧʘ ʇʨʘʚʠʣ ʜʦʤʝʥʫ ʦʧʨʝʜʝʣʷʝʪʩʷ 

ʘʥʘʣʦʛʠʯʥʳʤ ʦʙʨʘʟʦʤ. 
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ɽʩʣʠ ɻʨʫʧʧʘ ʧʨʠʥʘʜʣʝʞʠʪ ʜʦʤʝʥʫ, ʪʦ ʚ ɻʨʫʧʧʫ ʤʦʛʫʪ ʚʭʦʜʠʪʴ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ 

ʪʦʣʴʢʦ ʠʟ ʵʪʦʛʦ ʜʦʤʝʥʘ ʠ ʜʦʤʝʥʦʚ, ʜʣʷ ʢʦʪʦʨʳʭ ʜʘʥʥʳʡ ʜʦʤʝʥ ʷʚʣʷʝʪʩʷ ʈʦʜʠʪʝʣʴʩʢʠʤ. 

ɽʩʣʠ ʇʨʘʚʠʣʦ ʧʨʠʥʘʜʣʝʞʠʪ ʜʦʤʝʥʫ, ʪʦ ʀʩʪʦʯʥʠʢʦʤ ʠ ʇʨʠʝʤʥʠʢʦʤ ʚ ʇʨʘʚʠʣʝ ʤʦʛʫʪ 

ʙʳʪʴ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ ʪʦʣʴʢʦ ʠʟ ʪɻʦʛʦ ʜʦʤʝʥʘ ʠ ʜʦʤʝʥʦʚ, ʜʣʷ ʢʦʪʦʨʳʭ ʜʘʥʥʳʡ ʜʦʤʝʥ 

ʷʚʣʷʝʪʩʷ ʈʦʜʠʪʝʣʴʩʢʠʤ. 

8.4.4. ʋʯʝʪʥʳʝ ʟʘʧʠʩʠ ʜʦʤʝʥʦʚ 

ʋʧʨʘʚʣʝʥʠʝ ʫʯʝʪʥʳʤʠ ʟʘʧʠʩʷʤʠ ʩʦʟʜʘʚʘʝʤʦʛʦ/ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʜʦʤʝʥʘ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ 

ʥʘ ʚʢʣʘʜʢʝ ʃʦʛʠʥʳ ʜʠʘʣʦʛʦʚʦʛʦ ʦʢʥʘ ɼʦʙʘʚʠʪʴ ɼʦʤʝʥ (ʩʤ. ʈʠʩʫʥʦʢ 75). 

 

ʈʠʩʫʥʦʢ 75 ï ʋʧʨʘʚʣʝʥʠʝ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ ɼʦʤʝʥʘ 

ɼʣʷ ʩʦʟʜʘʥʠʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʩʦʟʜʘʚʘʝʤʦʛʦ/ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʜʦʤʝʥʘ ʥʫʞʥʦ ʥʘ ʚʢʣʘʜʢʝ 

ʃʦʛʠʥʳ ʜʠʘʣʦʛʦʚʦʛʦ ʦʢʥʘ ɼʦʙʘʚʠʪʴ ɼʦʤʝʥ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠʣʠ ʢʣʘʚʠʰʫ <Insert> ʠ ʚ 

ʧʦʷʚʠʚʰʝʤʩʷ ʜʠʘʣʦʛʦʚʦʤ ʦʢʥʝ ɼʦʙʘʚʠʪʴ ʣʦʛʠʥ ʚʚʝʩʪʠ ʥʘʟʚʘʥʠʝ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʚ ʧʦʣʝ ʀʤʷ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ɼʣʷ ʟʘʜʘʥʠʷ ʧʘʨʦʣʷ ʜʣʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʥʫʞʥʦ ʚ ʜʠʘʣʦʛʦʚʦʤ ʦʢʥʝ ɼʦʙʘʚʠʪʴ ʃʦʛʠʥ 

ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʋʩʪʘʥʦʚʠʪʴ ʧʘʨʦʣʴé ʠ ʚʚʝʩʪʠ ʧʘʨʦʣʴ ʚ ʧʦʣʷʭ ʇʘʨʦʣʴ ʠ ʇʦʜʪʚʝʨʜʠʪʝ ʧʘʨʦʣʴ 

ʧʦʷʚʠʚʰʝʛʦʩʷ ʜʠʘʣʦʛʦʚʦʛʦ ʦʢʥʘ ɺʚʝʜʠʪʝ ʧʘʨʦʣʴ (ʩʤ. ʈʠʩʫʥʦʢ 76). ɼʣʷ ʧʨʦʩʤʦʪʨʘ ʚʚʝʜʝʥʥʦʛʦ 

ʧʘʨʦʣʷ ʥʫʞʥʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʬʣʘʛʦʤ ʇʦʢʘʟʘʪʴ ʧʘʨʦʣʴ, ʢʦʪʦʨʳʡ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʠʩʯʝʟʘʝʪ 

ʯʝʨʝʟ ʪʨʠ ʩʝʢʫʥʜʳ. ʆʛʨʘʥʠʯʝʥʠʝ ʥʘ ʢʦʣʠʯʝʩʪʚʦ ʩʠʤʚʦʣʦʚ ʚ ʧʘʨʦʣʝ ʦʪʩʫʪʩʪʚʫʝʪ. 
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ʈʠʩʫʥʦʢ 76 ï ɼʠʘʣʦʛʦʚʦʝ ʦʢʥʦ ɺʚʝʜʠʪʝ ʧʘʨʦʣʴ 

ɼʣʷ ʧʨʘʚʢʠ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʩʦʟʜʘʚʘʝʤʦʛʦ/ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʜʦʤʝʥʘ ʥʫʞʥʦ ʥʘ ʚʢʣʘʜʢʝ 

ʃʦʛʠʥʳ ʜʠʘʣʦʛʦʚʦʛʦ ʦʢʥʘ ɼʦʙʘʚʠʪʴ ɼʦʤʝʥ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʇʨʘʚʠʪʴ ʠʣʠ ʢʣʘʚʠʰʫ <F4>, ʜʣʷ 

ʫʜʘʣʝʥʠʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʩʦʟʜʘʚʘʝʤʦʛʦ/ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʜʦʤʝʥʘ ʥʫʞʥʦ ʥʘ ʚʢʣʘʜʢʝ ʃʦʛʠʥʳ 

ʜʠʘʣʦʛʦʚʦʛʦ ʦʢʥʘ ɼʦʙʘʚʠʪʴ ɼʦʤʝʥ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʋʜʘʣʠʪʴ ʠʣʠ ʢʣʘʚʠʰʫ <Delete>. 

ɺ ʛʨʫʧʧʝ ɼʦʩʪʫʧ ʜʠʘʣʦʛʦʚʦʛʦ ʦʢʥʘ ɼʦʙʘʚʠʪʴ ʃʦʛʠʥ ʧʨʠ ʧʦʤʦʱʠ ʬʣʘʛʦʚ ʤʦʞʥʦ ʟʘʜʘʪʴ 

ʩʣʝʜʫʶʱʠʝ ʧʨʘʚʘ ʜʦʩʪʫʧʘ: 

- ɸʢʪʠʚʘʮʠʷ (A) ï ʧʨʘʚʦ ʘʢʪʠʚʠʨʦʚʘʪʴ ɻʇɹ ʥʘ ʭʦʩʪʘʭ, ʦʪʥʦʩʷʱʠʭʩʷ ʢ ʪʝʢʫʱʝʤʫ 

ʜʦʤʝʥʫ. ʇʨʘʚʦʤ ʥʘ ʛʣʦʙʘʣʴʥʫʶ ʘʢʪʠʚʘʮʠʶ ʠ ʘʢʪʠʚʘʮʠʶ ʦʙʥʦʚʣʝʥʥʳʭ ɸʛʝʥʪʦʚ ʠʤʝʝʪ 

ʧʨʘʚʦ ʪʦʣʴʢʦ ɻʣʦʙʘʣʴʥʘʷ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ. ʇʨʘʚʦʤ ʥʘ ʪʨʘʥʩʣʷʮʠʶ ʪʘʢʞʝ ʦʙʣʘʜʘʝʪ 

ʪʦʣʴʢʦ ɻʣʦʙʘʣʴʥʘʷ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ. 

- ɿʘʧʠʩʴ (W) ï ʧʨʘʚʦ ʫʜʘʣʷʪʴ, ʩʦʟʜʘʚʘʪʴ ʠ ʤʦʜʠʬʠʮʠʨʦʚʘʪʴ ʦʙʲʝʢʪʳ, ʦʪʥʦʩʷʱʠʝʩʷ ʢ 

ʪʝʢʫʱʝʤʫ ʜʦʤʝʥʫ, ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʩʘʤʠʭ ʜʦʤʝʥʦʚ, ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ, ʘ ʪʘʢʞʝ 

ʜʠʘʧʘʟʦʥʦʚ IP-ʘʜʨʝʩʦʚ ʠʟ ʯʠʩʣʘ ʟʘʜʘʶʱʠʭ ʪʦʧʦʣʦʛʠʶ ʩʘʤʦʛʦ ʜʦʤʝʥʘ. ʕʪʦ ʧʨʘʚʦ ʜʘʝʪ 

ʚʦʟʤʦʞʥʦʩʪʴ ʚʳʧʦʣʥʠʪʴ ʪʨʘʥʩʣʷʮʠʶ ʜʣʷ ʦʙʲʝʢʪʦʚ ʪʝʢʫʱʝʛʦ ʜʦʤʝʥʘ ʠ ʜʦʤʝʥʦʚ ʚʥʠʟ 

ʧʦ ʠʝʨʘʨʭʠʠ. 

- ʋʧʨʘʚʣʝʥʠʝ ʣʦʛʠʥʘʤʠ (L) ï ʧʨʘʚʦ ʫʜʘʣʷʪʴ, ʩʦʟʜʘʚʘʪʴ ʠ ʤʦʜʠʬʠʮʠʨʦʚʘʪʴ ʩʣʝʜʫʶʱʠʝ 

ʦʙʲʝʢʪʳ, ʦʪʥʦʩʷʱʠʝʩʷ ʢ ʪʝʢʫʱʝʤʫ ʜʦʤʝʥʫ: ʩʘʤʠ ʜʦʤʝʥʳ, ʠʭ ʧʦʜʯʠʥʝʥʠʝ ʜʨʫʛʠʤ 

ʜʦʤʝʥʘʤ, ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʜʦʤʝʥʦʚ, ʠʭ ʠʤʝʥʘ, ʧʘʨʦʣʠ, ʧʨʘʚʘ, ʘ ʪʘʢʞʝ ʦʛʨʘʥʠʯʝʥʠʷ ʥʘ 

ʘʜʨʝʩʘ ʚ ʜʦʤʝʥʝ. ʇʨʘʚʦ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʫʯʝʪʥʳʤʠ ʟʘʧʠʩʷʤʠ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʜʘʝʪ ʧʨʘʚʘ 

ɸʢʪʠʚʘʮʠʠ ʠ ɿʘʧʠʩʠ. 

8.5. ʅʘʩʪʨʦʡʢʠ IKE 

ʆʙʲʝʢʪʳ IKE-ʇʨʝʜʣʦʞʝʥʠʝ ï ʵʪʦ ʥʘʙʦʨ ʧʘʨʘʤʝʪʨʦʚ IKE, ʧʨʝʜʣʘʛʘʝʤʳʭ ʧʘʨʪʥʝʨʫ ʧʦ 

ʩʚʷʟʠ ʜʣʷ ʩʦʛʣʘʩʦʚʘʥʠʷ ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ ISAKMP ʚʦ ʚʨʝʤʷ ʧʝʨʚʦʡ ʬʘʟʳ IKE. ɽʩʣʠ 

ʝʩʪʴ ʥʝʩʢʦʣʴʢʦ IKE-ʇʨʝʜʣʦʞʝʥʠʡ, ʪʦ ʠʭ ʧʘʨʘʤʝʪʨʳ ʧʨʝʜʣʘʛʘʶʪʩʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʩʦʛʣʘʩʥʦ ʩ 

ʠʭ ʧʦʣʦʞʝʥʠʝʤ ʚ ʜʝʨʝʚʝ (ʩʚʝʨʭʫ ʚʥʠʟ). ʇʘʨʘʤʝʪʨʳ IKE-ʇʨʝʜʣʦʞʝʥʠʷ ʠʥʠʮʠʘʪʦʨʘ ʟʘʱʠʱʝʥʥʦʛʦ 

ʩʦʝʜʠʥʝʥʠʷ ʩʨʘʚʥʠʚʘʶʪʩʷ ʩ ʧʘʨʘʤʝʪʨʘʤʠ IKE ʧʨʝʜʣʘʛʘʝʤʦʛʦ ʧʘʨʪʥʝʨʘ ʧʦ ʩʚʷʟʠ. ɽʩʣʠ 

ʧʨʝʜʣʘʛʘʝʤʳʝ ʧʘʨʘʤʝʪʨʳ ʩʭʦʜʷʪʩʷ, ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʩʝʩʩʠʷ ISAKMP/IKE SA. 

ʏʪʦʙʳ ʧʝʨʝʡʪʠ ʚ ʦʢʥʦ ʅʘʩʪʨʦʡʢʠ IKE ʥʘʜʦ ʚʳʙʨʘʪʴ ʅʘʩʪʨʦʡʢʠ IKE ʚ ʤʝʥʶ ʆʢʥʦ. ʇʦ 

ʫʤʦʣʯʘʥʠʶ ʦʢʥʦ ʥʘʩʪʨʦʝʢ IKE ʧʦʷʚʠʪʩʷ ʧʦʜ ʩʝʢʮʠʝʡ ʊʦʧʦʣʦʛʠʠ. ʉʫʱʝʩʪʚʫʝʪ ʜʚʘ ʫʨʦʚʥʷ 

ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʦʚ IKE. ʆʥʠ ʦʙʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʦʙʥʘʨʫʞʠʚʘʶʪʩʷ ʝʱʝ ʜʦ ʥʘʩʪʨʦʡʢʠ 

ʢʦʥʬʠʛʫʨʘʮʠʠ.  

ʇʘʨʘʤʝʪʨʳ ʆʙʲʝʢʪʘ ʇʝʨʚʘʷ ʬʘʟʘ ʥʝ ʟʘʚʠʩʷʪ ʦʪ ʪʦʛʦ, ʢʘʢʠʝ ʘʣʛʦʨʠʪʤʳ ʰʠʬʨʦʚʘʥʠʷ 

ʜʦʩʪʫʧʥʳ ʜʣʷ ʫʧʨʘʚʣʷʝʤʳʭ ɸʛʝʥʪʦʚ (ʜʣʷ ɸʛʝʥʪʦʚ ʵʪʦ ʢʨʠʧʪʦʧʣʘʛʠʥʳ, ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʝ ʚ 
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ʤʦʜʫʣʝ). ʕʪʠ ʧʘʨʘʤʝʪʨʳ ʷʚʣʷʶʪʩʷ ʛʣʦʙʘʣʴʥʳʤʠ ʠ ʟʘʪʨʘʛʠʚʘʶʪ ʚʩʝ ʆʙʲʝʢʪʳ ɻʇɹ, ʢʦʪʦʨʳʝ 

ʫʯʘʩʪʚʫʶʪ ʚ ʇʨʘʚʠʣʘʭ. 

IKE-ʇʨʝʜʣʦʞʝʥʠʷ ʩʚʷʟʘʥʳ ʩ ʘʣʛʦʨʠʪʤʘʤʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʰʠʬʨʦʚʘʥʠʷ. ʆʥʠ 

ʩʦʟʜʘʶʪʩʷ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ; ʤʦʞʥʦ ʩʦʟʜʘʪʴ ʣʶʙʦʝ ʥʝʦʙʭʦʜʠʤʦʝ ʢʦʣʠʯʝʩʪʚʦ, ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ 

ʪʦʛʦ, ʢʘʢʠʝ ʘʣʛʦʨʠʪʤʳ ʰʠʬʨʦʚʘʥʠʷ ʜʦʩʪʫʧʥʳ.  

8.5.1. ʆʙʲʝʢʪ ʧʝʨʚʦʡ ʬʘʟʳ 

8.5.1.1. ʆʙʤʝʥ ʩʝʨʪʠʬʠʢʘʪʘʤʠ 

ʇʘʨʘʤʝʪʨ ʆʙʤʝʥ ʩʝʨʪʠʬʠʢʘʪʘʤʠ ʧʦʟʚʦʣʷʝʪ ɺʘʤ ʚʳʙʨʘʪʴ ʦʜʠʥ ʠʟ ʪʨʝʭ ʚʘʨʠʘʥʪʦʚ, 

ʦʧʨʝʜʝʣʷʶʱʠʭ ʦʙʤʝʥ ʩʝʨʪʠʬʠʢʘʪʘʤʠ ʚʦ ʚʨʝʤʷ ʧʝʨʝʛʦʚʦʨʦʚ ISAKMP SA (ʩʤ. ʊʘʙʣʠʮʘ 28). ʇʦ 

ʫʤʦʣʯʘʥʠʶ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥʦ ʟʥʘʯʝʥʠʝ ɺʩʝʛʜʘ. 

ʊʘʙʣʠʮʘ 28 ï ʆʧʠʩʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʦʙʤʝʥʘ ʩʝʨʪʠʬʠʢʘʪʘʤʠ 

ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ɺʩʝʛʜʘ  ʆʙʤʝʥ ʩʝʨʪʠʬʠʢʘʪʘʤʠ ʤʝʞʜʫ ʧʘʨʪʥʝʨʘʤʠ ʧʦ ʩʚʷʟʠ ʙʫʜʝʪ ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʚʩʝʛʜʘ, ʧʨʠ 

ʧʝʨʝʛʦʚʦʨʘʭ ʚ ʟʘʱʠʱʝʥʥʦʤ ʩʦʝʜʠʥʝʥʠʠ. 

ɺʩʝʛʜʘ ʧʦ 

ʮʝʧʦʯʢʝ 

ʇʨʠ ʧʝʨʝʛʦʚʦʨʘʭ ʚ ʟʘʱʠʱʝʥʥʦʤ ʩʦʝʜʠʥʝʥʠʠ ʚʩʝʛʜʘ ʙʫʜʝʪ ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʦʙʤʝʥ 

ʩʝʨʪʠʬʠʢʘʪʘʤʠ ʤʝʞʜʫ ʧʘʨʪʥʝʨʦʤ ʧʦ ʩʚʷʟʠ ʠ ʧʦʣʥʦʡ ʮʝʧʦʯʢʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 

ʩʝʨʪʠʬʠʢʘʪʦʚ, ʚʢʣʶʯʘʷ ʩʝʨʪʠʬʠʢʘʪʳ ʋʎ. ʕʪʘ ʬʫʥʢʮʠʷ ʦʩʦʙʝʥʥʦ ʚʘʞʥʘ, ʢʦʛʜʘ ʩʝʨʪʠʬʠʢʘʪ 

ʦʜʥʦʛʦ ʠʟ ʧʘʨʪʥʝʨʦʚ ʧʦ ʩʚʷʟʠ ʧʨʠʥʘʜʣʝʞʠʪ ʢʦʤʧʘʥʠʠ, ʢʦʪʦʨʘʷ ʠʩʧʦʣʴʟʫʝʪ ʙʦʣʝʝ ʦʜʥʦʛʦ 

ʋʎ.  

ʅʠʢʦʛʜʘ ʇʨʠ ʧʝʨʝʛʦʚʦʨʘʭ ʚ ʟʘʱʠʱʝʥʥʦʤ ʩʦʝʜʠʥʝʥʠʠ ʦʙʤʝʥ ʩʝʨʪʠʬʠʢʘʪʘʤʠ ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʥʝ 

ʙʫʜʝʪ. 

8.5.1.2. ʈʝʞʠʤʳ IKE 

ɺʳʙʨʘʪʴ ʨʝʞʠʤ ʩʦʝʜʠʥʝʥʠʷ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʟʘʱʠʱʝʥʥʦʛʦ ʦʙʤʝʥʘ: 

ʆʩʥʦʚʥʦʡ ʨʝʞʠʤ, ɸʛʨʝʩʩʠʚʥʳʡ ʨʝʞʠʤ ʠʣʠ ʢʦʤʙʠʥʘʮʠʷ ʵʪʠʭ ʜʚʫʭ ʨʝʞʠʤʦʚ (ʩʤ. ʊʘʙʣʠʮʘ 29). 

ʆʩʥʦʚʥʦʡ ʨʝʞʠʤ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʧʦʣʥʫʶ ʟʘʱʠʪʫ, ʦʜʥʘʢʦ, ʪʨʝʙʫʝʪ ʙʦʣʴʰʝ ʚʨʝʤʝʥʠ, ʚʢʣʶʯʘʷ 

ʤʠʥʠʤʫʤ ʰʝʩʪʴ ʦʙʤʝʥʦʚ. ɸʛʨʝʩʩʠʚʥʳʡ ʨʝʞʠʤ ʥʝ ʛʘʨʘʥʪʠʨʫʝʪ ʧʦʣʥʫʶ ʟʘʱʠʪʫ, ʦʜʥʘʢʦ, 

ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʤʝʥʝʝ ʰʝʩʪʠ ʦʙʤʝʥʦʚ; ʦʥ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ ʧʨʠ ʥʝʜʦʩʪʘʪʢʝ ʚʨʝʤʝʥʠ. 

ʄʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʙʠʥʘʮʠʶ ʵʪʠʭ ʜʚʫʭ ʨʝʞʠʤʦʚ. 

ʊʘʙʣʠʮʘ 29 ï ʈʝʞʠʤʳ IKE 

ʇʘʨʘʤʝʪʨ ʍʘʨʘʢʪʝʨʠʩʪʠʢʠ 

ʆʩʥʦʚʥʦʡ 

ʨʝʞʠʤ 

ɸʛʝʥʪʳ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʪʦʣʴʢʦ ʆʩʥʦʚʥʦʡ ʨʝʞʠʤ ʜʣʷ ʠʥʠʮʠʠʨʦʚʘʥʠʷ IKE 

ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ ʠ ʙʫʜʫʪ ʦʪʚʝʯʘʪʴ ʪʦʣʴʢʦ ʪʝʤ IKE ʟʘʱʠʱʝʥʥʳʤ 

ʩʦʝʜʠʥʝʥʠʷʤ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪ ʜʘʥʥʳʡ ʨʝʞʠʤ 

ɸʛʨʝʩʩʠʚʥʳʡ 

ʨʝʞʠʤ 

ɸʛʝʥʪʳ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʪʦʣʴʢʦ ɸʛʨʝʩʩʠʚʥʳʡ ʨʝʞʠʤ ʜʣʷ ʠʥʠʮʠʠʨʦʚʘʥʠʷ IKE 

ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʠ ʙʫʜʫʪ ʦʪʚʝʯʘʪʴ ʪʦʣʴʢʦ ʪʝʤ IKE ʟʘʱʠʱʝʥʥʳʤ 

ʩʦʝʜʠʥʝʥʠʷʤ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪ ʜʘʥʥʳʡ ʨʝʞʠʤ 

ʆʩʥʦʚʥʦʡ 

ʨʝʞʠʤ, 

ɸʛʨʝʩʩʠʚʥʳʡ 

ɽʩʣʠ ʜʘʥʥʳʡ ɸʛʝʥʪ ʷʚʣʷʝʪʩʷ ʠʥʠʮʠʘʪʦʨʦʤ IKE ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ, ʪʦʛʜʘ ʜʣʷ 

ʝʛʦ ʫʩʪʘʥʦʚʢʠ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʥ ʆʩʥʦʚʥʦʡ ʨʝʞʠʤ; ʝʩʣʠ ʞʝ ɸʛʝʥʪ ʷʚʣʷʝʪʩʷ 

ʧʨʠʝʤʥʠʢʦʤ, ʪʦ ʠʩʧʦʣʴʟʫʝʤʳʡ ʨʝʞʠʤ ʙʫʜʝʪ ʟʘʚʠʩʝʪʴ ʦʪ ʨʝʞʠʤʘ, ʧʨʠʤʝʥʷʝʤʦʛʦ 

ʠʥʠʮʠʘʪʦʨʦʤ (ʙʫʜʝʪ ʧʨʠʥʷʪ ʣʶʙʦʡ ʠʟ ʜʚʫʭ) 
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ʉʜʝʣʘʡʪʝ ʚʳʙʦʨ, ʫʩʪʘʥʦʚʠʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʧʝʨʝʢʣʶʯʘʪʝʣʴ. 

8.5.1.3. ʈʘʟʨʝʰʝʥʠʝ ʧʫʩʢʘ  

ɽʩʣʠ ʚ ʧʦʣʝ ʈʘʟʨʝʰʠʪʴ ʘʚʪʦʧʨʦʧʫʩʢ ʩʪʦʠʪ ʦʪʤʝʪʢʘ, ʪʨʘʬʠʢ ʧʨʦʪʦʢʦʣʘ ISAKMP/IKE 

ʤʝʞʜʫ ʜʚʫʤʷ ʧʘʨʪʥʝʨʘʤʠ ʧʦ ʩʚʷʟʠ ʙʫʜʝʪ ʧʨʦʧʫʩʢʘʪʴʩʷ ʚʥʝ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʠʥʜʠʚʠʜʫʘʣʴʥʳʭ 

ʥʘʩʪʨʦʝʢ ʧʘʨʪʝʨʦʚ ʧʦ ʩʚʷʟʠ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʥʘʩʪʨʦʡʢʠ ʦʪʜʝʣʴʥʦ ʚʟʷʪʦʛʦ ʆʙʲʝʢʪʘ ʭʦʩʪʘ 

ɹʝʟʦʧʘʩʥʦʩʪʠ, ʐʣʶʟʘ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʝ ʨʘʟʨʝʰʘʶʪ ʘʚʪʦʧʨʦʧʫʩʢ ʪʨʘʬʠʢʘ, ʵʪʦ 

ʦʟʥʘʯʘʝʪ, ʯʪʦ ʢʣʠʝʥʪ ʞʝʣʘʝʪ ʟʘʢʨʳʪʴ ʧʦʨʪ UDP 500, ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʣʷ ʧʝʨʝʜʘʯʠ ISAKMP-

ʪʨʘʬʠʢʘ ʠ ʟʥʘʯʠʪ ʥʝʚʦʟʤʦʞʥʦ ʩʦʟʜʘʪʴ IKE ʟʘʱʠʱʝʥʥʦʝ ʩʦʝʜʠʥʝʥʠʝ ʩ ʪʘʢʠʤ ɸʛʝʥʪʦʤ. ɽʩʣʠ ɺʳ 

ʧʦʩʪʘʚʠʪʝ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ʈʘʟʨʝʰʠʪʴ ʘʚʪʦʧʨʦʧʫʩʢ, ʪʦ ʧʦʨʪ UDP 500 ʙʫʜʝʪ ʧʨʠʥʫʜʠʪʝʣʴʥʦ 

ʦʪʢʨʳʪ ʜʣʷ ʧʨʦʧʫʩʢʘ ISAKMP-ʪʨʘʬʠʢʘ, ʥʦ ʪʦʣʴʢʦ ʜʣʷ ʪʝʭ ʧʘʨʪʥʝʨʦʚ ʧʦ ʩʚʷʟʠ, ʢʦʪʦʨʳʝ 

ʫʯʘʩʪʚʫʶʪ ʚ ʇʨʘʚʠʣʝ ʩ ʵʪʠʤ ɸʛʝʥʪʦʤ. 

 
ɽʩʣʠ ɺʳ ʫʙʝʨʝʪʝ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ʈʘʟʨʝʰʠʪʴ ʘʚʪʦʧʨʦʧʫʩʢ, ʵʪʦ ʙʫʜʝʪ ʦʟʥʘʯʘʪʴ, ʯʪʦ 

ʧʨʦʧʫʩʢ ISAKMP/IKE-ʪʨʘʬʠʢʘ ʤʝʞʜʫ ʆʙʲʝʢʪʘʤʠ ʇʦʣʠʪʠʢʠ ʟʘʧʨʝʱʝʥ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, 

ʥʝʚʦʟʤʦʞʥʦ ʙʫʜʝʪ ʫʩʪʘʥʦʚʠʪʴ ʟʘʱʠʱʝʥʥʦʝ ʩʦʝʜʠʥʝʥʠʝ IKE ʤʝʞʜʫ ʆʙʲʝʢʪʘʤʠ ʇʦʣʠʪʠʢʠ, 

ʫʧʨʘʚʣʷʝʤʳʤʠ ʎʋʇ! (ʅʝʦʙʭʦʜʠʤʦ ʚʨʫʯʥʫʶ ʩʦʟʜʘʪʴ ʇʨʘʚʠʣʘ ʜʣʷ ʧʨʦʧʫʩʢʘ IKE-ʪʨʘʬʠʢʘ). 

ɺ ʦʙʳʯʥʳʭ ʫʩʣʦʚʠʷʭ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʧʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ ʵʪʦʤ ʧʦʣʝ. 

8.5.2. ʆʙʲʝʢʪʳ IKE-ʇʨʝʜʣʦʞʝʥʠʝ  

ʇʘʨʘʤʝʪʨʳ IKE, ʩʚʷʟʘʥʥʳʝ ʩ ʘʣʛʦʨʠʪʤʘʤʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʰʠʬʨʦʚʘʥʠʷ, ʜʦʣʞʥʳ 

ʙʳʪɹ ʫʩʪʘʥʦʚʣʝʥʳ ʚ ʎʋʇ-ʂʦʥʩʦʣ.ɹ ʄʦʞʥʦ ʢʘʢ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʆʙʲʝʢʪʦʚ IKE-ʇʨʝʜʣʦʞʝʥʠʷ 

(ʧʨʝʜʣʘʛʘʝʤʳʭ ʥʘʙʦʨʦʚ ʧʘʨʘʤʝʪʨʦʚ) ʧʦ ʫʤʦʣʯʘʥʠʶ, ʪʘʢ ʠ ʩʦʟʜʘʚʘʪʴ ʥʦʚʳʝ ʆʙʲʝʢʪʳ. 

ʇʘʨʘʤʝʪʨʳ, ʢʦʪʦʨʳʝ ɺʳ ʚʳʙʝʨʝʪʝ, ʙʫʜʫʪ ʟʘʚʠʩʝʪʴ ʦʪ ʘʣʛʦʨʠʪʤʦʚ ʰʠʬʨʦʚʘʥʠʷ, ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ 

ʥʝ ʪʦʣʴʢʦ ʎʋʇ, ʥʦ ʠ ʚʩʝʤʠ ʦʩʪʘʣʴʥʳʤʠ ɸʛʝʥʪʘʤʠ, ʚʢʣʶʯʘʷ ʫʩʪʨʦʡʩʪʚʘ ʪʨʝʪʴʝʡ ʩʪʦʨʦʥʳ. (ɺ 

ɸʛʝʥʪʘʭ ʧʦʜʜʝʨʞʠʚʘʝʤʳʝ ʘʣʛʦʨʠʪʤʳ ʰʠʬʨʦʚʘʥʠʷ ʟʘʚʠʩʷʪ ʦʪ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʢʨʠʧʪʦʧʣʘʛʠʥʦʚ). 

ʅʝ ʚʳʙʠʨʘʡʪʝ ʧʘʨʘʤʝʪʨʳ, ʢʦʪʦʨʳʝ ʥʝ ʧʦʜʜʝʨʞʠʚʘʶʪʩʷ ʘʣʛʦʨʠʪʤʘʤʠ ʰʠʬʨʦʚʘʥʠʷ, 

ʫʩʪʘʥʦʚʣʝʥʥʳʤʠ ʚ ʜʘʥʥʳʡ ʤʦʤʝʥʪ. 

8.5.2.1. ʉʦʟʜʘʥʠʝ ʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʝ ʆʙʲʝʢʪʦʚ IKE-ʇʨʝʜʣʦʞʝʥʠʝ 

ɽʩʣʠ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʪʦʣʴʢʦ ʦʜʠʥ ʥʘʙʦʨ IKE-ʧʘʨʘʤʝʪʨʦʚ, ʪʦʛʜʘ ʥʝ ʦʙʷʟʘʪʝʣʴʥʦ 

ʩʦʟʜʘʚʘʪʴ ʥʦʚʳʡ ʧʨʝʜʣʘʛʘʝʤʳʡ ʥʘʙʦʨ ʧʘʨʘʤʝʪʨʦʚ. ɽʩʣʠ ɺʘʤ ʥʝʦʙʭʦʜʠʤʦ ʠʟʤʝʥʠʪʴ ʧʘʨʘʤʝʪʨʳ, 

ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʜʣʷ ʫʞʝ ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʥʘʙʦʨʘ, ʤʦʞʥʦ ʧʨʦʩʪʦ ʦʪʨʝʜʘʢʪʠʨʦʚʘʪʴ 

ʆʙʲʝʢʪ IKE-ʇʨʝʜʣʦʞʝʥʠʝ, ʫʩʪʘʥʦʚʣʝʥʥʳʡ ʧʦ ʫʤʦʣʯʘʥʠʶ. ɼʣʷ ʵʪʦʛʦ ʥʘʜʦ ʚʳʙʨʘʪʴ ʆʙʲʝʢʪ IKE-

ʇʨʝʜʣʦʞʝʥʠʝ ʠ ʦʪʨʝʜʘʢʪʠʨʦʚʘʪʴ ʝʛʦ ʧʘʨʘʤʝʪʨʳ ʚ ʚʳʧʘʜʘʶʱʠʭ ʩʧʠʩʢʘʭ ʠ ʯʠʩʣʦʚʳʭ ʧʦʣʷʭ, 

ʢʦʪʦʨʳʝ ʧʦʷʚʷʪʩʷ ʚ ʦʢʥʝ ʅʘʩʪʨʦʡʢʠ IKE. 
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ɽʩʣʠ ʫʯʘʩʪʥʠʢʠ ɺʘʰʝʡ ʉʨʝʜʳ ɹʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʨʘʟʥʳʝ ʦʧʮʠʠ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʰʠʬʨʦʚʘʥʠʷ, ʪʦʛʜʘ ɺʘʤ ʧʦʪʨʝʙʫʝʪʩʷ ʙʦʣʝʝ ʦʜʥʦʛʦ ʥʘʙʦʨʘ IKE-ʧʘʨʘʤʝʪʨʦʚ. 

ɽʩʣʠ ʧʘʨʪʥʝʨʳ ʧʦ ʩʚʷʟʠ ʚ ɺʘʰʝʡ ɻʇɹ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʳʝ 

ʢʣʶʯʠ, ʪʦʛʜʘ ɺʘʤ ʥʝʦʙʭʦʜʠʤʦ ʩʦʟʜʘʪʴ ʦʩʦʙʦʝ IKE-ʇʨʝʜʣʦʞʝʥʠʝ, ʚ ʢʦʪʦʨʦʤ ʙʫʜʝʪ ʦʧʨʝʜʝʣʷʪʴʩʷ 

ʧʦʨʷʜʦʢ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʨʘʩʧʨʝʜʝʣʝʥʥʳʭ ʢʣʶʯʝʡ. ɽʩʣʠ ʩʫʱʝʩʪʚʫʝʪ ʙʦʣʝʝ 

ʦʜʥʦʛʦ ʥʘʙʦʨʘ IKE-ʧʘʨʘʤʝʪʨʦʚ ʥʘʜʦ ʫʢʘʟʘʪʴ ʧʦʨʷʜʦʢ ʆʙʲʝʢʪʦʚ ʚ ʜʝʨʝʚʝ, ʩ ʧʦʤʦʱʴʶ 

ʚʳʧʘʜʘʶʱʝʛʦ ʤʝʥʶ ʇʨʠʦʨʠʪʝʪ ʚ ʅʘʩʪʨʦʡʢʘʭ IKE. ɺʳʩʰʘʷ ʧʦʟʠʮʠʷ ʚ ʜʝʨʝʚʝ ʦʙʦʟʥʘʯʘʝʪ 

ʩʘʤʳʝ ʧʨʝʜʧʦʯʪʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ɻʇɹ. ʆʙʲʝʢʪʳ, ʟʘʥʠʤʘʶʱʠʝ ʥʠʞʥʠʝ ʧʦʟʠʮʠʠ, ʦʧʨʝʜʝʣʷʶʪ 

ʤʝʥʝʝ ʧʨʝʜʧʦʯʪʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ. 

ʏʪʦʙʳ ʩʦʟʜʘʪʴ ʥʦʚʳʡ ʆʙʲʝʢʪ IKE-ʇʨʝʜʣʦʞʝʥʠʝ ʥʘʜʦ ʚʳʙʨʘʪʴ ʢʦʨʥʝʚʦʡ ʫʟʝʣ ʇʝʨʚʘʷ 

ʬʘʟʘ ʠʣʠ ʣʶʙʦʡ ʩʫʱʝʩʪʚʫʶʱʠʡ ʫʟʝʣ IKE-ʇʨʝʜʣʦʞʝʥʠʷ, ʠʩʧʦʣʴʟʫʷ ʢʦʤʘʥʜʫ ɼʦʙʘʚʠʪʴ IKE  ï 

ʇʨʝʜʣʦʞʝʥʠʝ ʚ ʛʣʘʚʥʦʤ ʠʣʠ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ, ʦʪʢʨʦʝʪʩʷ ʦʢʥʦ ʉʦʟʜʘʥʠʷ IKE-ʇʨʝʜʣʦʞʝʥʠʷ. 

ɿʘʪʝʤ ʚʳʙʨʘʪʴ ʠ/ʠʣʠ ʚʚʝʩʪʠ ʥʫʞʥʳʝ ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ IKE-ʇʨʝʜʣʦʞʝʥʠ ̫(ʩʤ. ʊʘʙʣʠʮʘ 30). 

ʊʘʙʣʠʮʘ 30 ï ɸʪʨʠʙʫʪʳ IKE Proposal 

ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ɸʣʛʦʨʠʪʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ IKE 

ɸʣʛʦʨʠʪʤ ʰʠʬʨʦʚʘʥʠʷ ɸʣʛʦʨʠʪʤ ʰʠʬʨʦʚʘʥʠʷ IKE 

ɸʣʛʦʨʠʪʤ ʭʝʰʠʨʦʚʘʥʠʷ ɸʣʛʦʨʠʪʤ ʨʝʘʣʠʟʘʮʠʠ ʭʝh -ʬʫʥʢʮʠʠ IKE 

Oakley ʛʨʫʧʧʘ ʆʧʨʝʜʝʣʷʝʪ ʧʘʨʘʤʝʪʨʳ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʩʦʟʜʘʪʴ ʢʣʶʯʝʚʦʡ 

ʤʘʪʝʨʠʘʣ (keying material) 

ɺʨʝʤʷ ʞʠʟʥʠ SA ʧʦ 

ʚʨʝʤʝʥʠ (ʩʝʢ) 

ʄʘʢʩʠʤʘʣʴʥʘʷ ʧʨʦʜʦʣʞʠʪʝʣʴʥʦʩʪʴ ISAKMP ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ ʚ 

ʩʝʢʫʥʜʘʭ 

ɺʨʝʤʷ ʞʠʟʥʠ SA ʧʦ 

ʪʨʘʬʠʢʫ (ʂʙʘʡʪ) 

ʄʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʪʨʘʬʠʢʘ ISAKMP ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ ʚ 

ʢʠʣʦʙʘʡʪʘʭ 

ʋʨʦʚʝʥʴ ʣʦʛʘ ʂʦʣʠʯʝʩʪʚʦ ʩʦʙʳʪʠʡ, ʟʘʧʠʩʳʚʘʝʤʳʭ ʚ ʞʫʨʥʘʣ ʨʝʛʠʩʪʨʘʮʠʠ ɸʛʝʥʪʘ, ʧʨʠ 

ʫʩʪʘʥʦʚʣʝʥʠʠ IKE ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ ʩ ʧʘʨʪʥʝʨʦʤ ʧʦ ʩʚʷʟʠ 

ʇʨʠʦʨʠʪʝʪ ʇʨʠʦʨʠʪʝʪ IKE-ʇʨʝʜʣʦʞʝʥʠʡ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʧʦʨʷʜʢʫ, ʚ ʢʦʪʦʨʦʤ ʦʥʠ 

ʫʢʘʟʘʥʳ ʚ ʜʝʨʝʚʝ - ʩʚʝʨʭʫ ʚʥʠʟ. ʇʨʠʦʨʠʪʝʪ ʤʦʞʝʪ ʙʳʪʴ ʦʪ 1 ʜʦ 4. ʉʘʤʳʝ 

ʧʨʠʦʨʠʪʝʪʥʳʝ (ʞʝʣʘʝʤʳʝ) IKE-ʇʨʝʜʣʦʞʝʥʠʷ ʜʦʣʞʥʳ ʥʘʭʦʜʠʪʴʩʷ 

ʚʳʰʝ ʚʩʝʭ ʦʩʪʘʣʴʥʳʭ ʚ ʩʪʨʫʢʪʫʨʝ. 

 

 
ʅʝ ʦʙʷʟʘʪʝʣʴʥʦ ʫʢʘʟʳʚʘʪʴ ʠʤʷ ʜʣʷ IKE-ʇʨʝʜʣʦʞʝʥʠʷ. ʆʥʠ ʧʨʦʩʪʦ ʙʫʜʫʪ ʧʨʦʥʫʤʝʨʦʚʘʥʳ 

ʚ ʪʦʤ ʧʦʨʷʜʢʝ, ʚ ʢʦʪʦʨʦʤ ʦʥʠ ʦʪʦʙʨʘʞʘʶʪʩʷ. 

 
ɽʩʣʠ ʢʦʤʘʥʜʘ ɼʦʙʘʚʠʪʴ IKE -ʇʨʝʜʣʦʞʝʥʠʝ ʙʳʣʘ ʟʘʧʫʱʝʥʘ ʚ ʪʦ ʚʨʝʤʷ, ʢʦʛʜʘ ʙʳʣ ʚʳʙʨʘʥ 

ʢʦʨʥʝʚʦʡ ʫʟʝʣ ʇʝʨʚʘʷ ʬʘʟʘ, ʚ ʦʢʥʝ ɼʦʙʘʚʠʪʴ IKE-ʇʨʝʜʣʦʞʝʥʠʝ ʟʥʘʯʝʥʠʷ ʜʣʷ 

ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʚʳʰʝ ʧʘʨʘʤʝʪʨʦʚ ʙʫʜʫʪ ʫʩʪʘʥʦʚʣʝʥʳ ʧʦ ʫʤʦʣʯʘʥʠʶ. ɽʩʣʠ ʞʝ ʢʦʤʘʥʜʘ 

ʙʳʣʘ ʟʘʧʫʱʝʥʘ ʚ ʪʦʪ ʤʦʤʝʥʪ, ʢʦʛʜʘ ʙʳʣʦ ʚʳʙʨʘʥʦ ʩʫʱʝʩʪʚʫʶʱʝʝ IKE-ʇʨʝʜʣʦʞʝʥʠʝ, 

ʧʦʣʷ ʚ ʵʪʦʤ ʦʢʥʝ ʙʫʜʫʪ ʩʦʜʝʨʞʘʪʴ ʪʝ ʞʝ ʟʥʘʯʝʥʠʷ, ʯʪʦ ʠ ʧʦʣʷ ʚʳʙʨʘʥʥʦʛʦ ʆʙʲʝʢʪʘ. 
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ʅʝʢʦʪʦʨʳʝ ʪʠʧʳ ʘʣʛʦʨʠʪʤʦʚ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʰʠʬʨʦʚʘʥʠʷ, ʧʨʝʜʩʪʘʚʣʝʥʥʳʝ ʧʦ 

ʫʤʦʣʯʘʥʠʶ ʚ ʎʋʇ, ʜʝʡʩʪʚʠʪʝʣʴʥʳ ʪʦʣʴʢʦ ʜʣʷ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ - ʵʪʦ ʘʣʛʦʨʠʪʤʳ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ GOST R 34 10-94 Signature ʠ GOST R 34.10-2001 Signature ʠ 

ʘʣʛʦʨʠʪʤʳ ʰʠʬʨʦʚʘʥʠʷ ʠ ʭʝh ʠʨʦʚʘʥʠʷ GOST-TIK  ʠ GOST-CPRO. 

8.6. ɼʝʡʩʪʚʠʷ 

ɼʝʡʩʪʚʠʷ ʦʧʨʝʜʝʣʷʶʪ, ʢʘʢ ʚʭʦʜʷʱʠʡ/ʠʩʭʦʜʷʱʠʡ ʪʨʘʬʠʢ, ʙʫʜʝʪ ʦʙʨʘʙʘʪʳʚʘʪʴʩʷ ʥʘ 

ʜʘʥʥʦʤ ʫʩʪʨʦʡʩʪʚʝ ʟʘʱʠʪʳ. ʆʙʲʝʢʪ ʜʝʡʩʪʚʠʷ ʧʨʝʜʩʪʘʚʣʷʝʪ ʢʦʤʙʠʥʘʮʠʠ ʦʧʮʠʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 

ʠ ʰʠʬʨʦʚʘʥʠʷ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʇʨʘʚʠʣʘʤʠ ɻʇɹ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʦʧʨʝʜʝʣʷʪʴ, ʢʘʢ ɸʛʝʥʪʳ 

ʚ ʜʘʥʥʦʡ ʉʨʝʜʝ ɹʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʫʪ ʦʙʨʘʙʘʪʳʚʘʪʴ ʨʘʟʣʠʯʥʳʝ ʪʠʧʳ ʪʨʘʬʠʢʘ (ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʚ 

ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʘʭ). ʇʦ ʫʤʦʣʯʘʥʠʶ ʫʩʪʘʥʦʚʣʝʥʦ ɼʝʡʩʪʚʠʝ Encrypt (CPRO), ʢʦʪʦʨʦʝ 

ʟʘʰʠʬʨʦʚr ʚʘʝʪ ʪʨʘʬʠʢ ʩ ʧʦʤʦʱʴʶ ʘʣʛʦʨʠʪʤʘ ɻʆʉʊ, ʟʘʪʝʤ ʧʨʦʧʫʩʢʘʝʪ ʝʛʦ. 

ʆʙʲʝʢʪʳ ʜʝʡʩʪʚʠʡ ʤʦʛʫʪ ʩʦʟʜʘʚʘʪʴʩʷ ʠ ʨʝʜʘʢʪʠʨʦʚʘʪʴʩʷ ʚ ʦʢʥʝ ɼʝʡʩʪʚʠʷ, ʚʳʟʳʚʘʝʤʦʤ 

ʠʟ ʤʝʥʶ ʆʢʥʦ, ʟʜʝʩʴ ʧʨʝʜʩʪʘʚʣʝʥʳ ʚʩʝ ʩʫʱʝʩʪʚʫʶʱʠʝ ɼʝʡʩʪʚʠʷ. ʏʪʦʙʳ ʜʦʙʘʚʠʪʴ ɼʝʡʩʪʚʠʝ, 

ʥʘʜʦ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʵʪʦʛʦ ʦʢʥʘ ʚʳʙʨʘʪʴ ʢʦʤʘʥʜʫ ɼʦʙʘʚʠʪʴ ʜʝʡʩʪʚʠʝ (ʪʘ ʞʝ ʢʦʤʘʥʜʘ ʚ 

ʤʝʥʶ ʇʨʘʚʠʪʴ). ɺ ʵʪʦʤ ʦʢʥʝ ʩʦʟʜʘʶʪʩʷ ʠ ʨʝʜʘʢʪʠʨʫʶʪʩʷ ʪʦʣʴʢʦ ʪʝ ɼʝʡʩʪʚʠʷ, ʢʦʪʦʨʳʝ 

ʠʩʧʦʣʴʟʫʶʪ ʰʠʬʨʦʚʘʥʠʝ. ɼʝʡʩʪʚʠʷ PASS (ʧʨʦʧʫʩʪʠʪʴ) ʠ DROP (ʙʣʦʢʠʨʦʚʘʪʴ) ʦʪʨʝʜʘʢʪʠʨʦʚʘʪʴ 

ʥʝʣʴʟʷ. 

ʂʘʞʜʦʝ ɼʝʡʩʪʚʠʝ ʧʨʝʜʩʪʘʚʣʝʥʦ ʚʢʣʘʜʢʘʤʠ ɼʝʡʩʪʚʠʝ ʠ ʇʨʝʜʣʦʞʝʥʠʝ, ʚ ʢʘʞʜʦʡ ʠʟ 

ʢʦʪʦʨʳʭ ʝʩʪʴ ʥʘʙʦʨ ʧʘʨʘʤʝʪʨʦʚ. 

8.6.1. ʉʦʟʜʘʥʠʝ ɼʝʡʩʪʚʠʡ  

ʏʪʦʙʳ ʩʦʟʜʘʪʴ ɼʝʡʩʪʚʠʝ ʥʝʦʙʭʦʜʠʤʦ: 

1) ɺ ʦʢʥʝ ɼʝʡʩʪʚʠʷ, ʚʳʙʨʘʪʴ ʢʦʤʘʥʜʫ ɼʦʙʘʚʠʪʴ ɼʝʡʩʪʚʠʝ ʠʟ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɼʦʙʘʚʠʪʴ ɼʝʡʩʪʚʠʝ (ʩʤ. ʈʠʩʫʥʦʢ 77). 

2) ɺʚʝʩʪʠ ʫʥʠʢʘʣʴʥʦʝ ʀʤ ̫ʜʣʷ ʥʦʚʦʛʦ ɼʝʡʩʪʚʠʷ. 

3) ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʤʦʞʥʦ ʚʚʝʩʪʠ ʪʝʢʩʪʦʚʦʝ ʦʧʠʩʘʥʠʝ ɼʝʡʩʪʚʠʷ. 

4) ɽʩʣʠ ʫʩʪʘʥʦʚʠʪʴ ʬʣʘʛ ʀʩʧʦʣʴʟʦʚʘʪʴ ʩʝʨʚʠʩ ʜʣʷ IPSec SA, ʪʦ, ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ 

ʩʝʨʚʠʩʦʚ, ʩʦʟʜʘʶʪʩʷ ʫʟʢʠʝ ʧʨʘʚʠʣʘ ʩ FW-ʧʨʦʮʝʜʫʨʘʤʠ ʩ ʫʢʘʟʘʥʠʝʤ ʧʦʨʪʘ ʠ 

ʧʨʦʪʦʢʦʣʘ, ʝʩʣʠ ʬʣʘʛ ʩʥʷʪ, ʪʦ ʠʩʧʦʣʴʟʫʶʪʩʷ ʰʠʨʦʢʠʝ ʇʨʘʚʠʣʘ. 
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ʈʠʩʫʥʦʢ 77 ï ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʫʧʨʘʚʣʝʥʠʷ QoS 

5) ɽʩʣʠ ɺʘʤ ʥʝʦʙʭʦʜʠʤʦ ʩʦʟʜʘʪʴ ʧʨʘʚʠʣʦ ʜʣʷ ʛʨʫʧʧʳ ʩʝʪʝʡ, ʢʦʪʦʨʳʝ ʥʘʭʦʜʷʪʩʷ ʟʘ 

ʦʜʥʠʤ ʠ ʪʝʤ ʞʝ ʛʝʡʪʦʤ, ʥʝʦʙʭʦʜʠʤʦ ʧʦʩʪʘʚʠʪʴ ʛʘʣʦʯʢʫ ʚ ʧʦʣʝ ʈʘʟʨʝʰʠʪʴ ʧʨʘʚʠʣʦ 

óPassô ʜʣʷ ʦʙʲʝʢʪʦʚ ʙʝʟ ʟʘʱʠʱʘʶʱʠʭ ʛʝʡʪʦʚ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʤʝʞʜʫ ʵʪʠʤʠ 

ʩʝʪʷʤʠ ʥʝ ʜʝʣʘʪ ɹIPsec-ʪʫʥʥʝʣʴ. 

6) ɽʩʣʠ ɺʳ ʭʦʪʠʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʀʩʧʦʣʴʟʦʚʘʪʴ ʫʩʠʣʝʥʥʫʶ ʟʘʱʠʱʝʥʥʦʩʪʴ 

(ʢʨʠʧʪʦʩʠʩʪʝʤʫ, ʛʜʝ ʰʠʬʨʦʚʘʥʥʳʡ ʪʝʢʩʪ ʥʝ ʜʘʝʪ ʥʠʢʘʢʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʦʪʢʨʳʪʦʤ 

ʪʝʢʩʪʝ, ʚʦʟʤʦʞʥʦ, ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʝʛʦ ʜʣʠʥʳ), ʢʦʪʦʨʘʷ ʙʫʜʝʪ ʩʦʟʜʘʚʘʪʴ ʥʦʚʫʶ ʧʘʨʫ 

ʢʣʶʯʝʡ ʜʣʷ ʢʘʞʜʦʛʦ ʩʝʘʥʩʘ ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ IPsec, ʥʘʜʦ ʧʦʩʪʘʚʠʪʴ 

ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ʀʩʧʦʣʴʟʦʚʘʪʴ ʫʩʠʣʝʥʥʫʶ ʟʘʱʠʱʝʥʥʦʩʪʴ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʢʘʞʜʳʡ 

ʨʘʟ ʚʦ ʚʨʝʤʷ ʚʪʦʨʦʡ ʬʘʟʳ IKE-ʧʝʨʝʛʦʚʦʨʦʚ ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠ ̫IPsec ʙʫʜʝʪ 

ʩʦʟʜʘʚʘʪʴʩʷ ʥʦʚʳʡ ʢʣʶʯ. ʀʥʘʯʝ ʚʦ ʚʪʦʨʦʡ ʬʘʟʝ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʪʦʪ ʞʝ ʢʣʶʯ, 

ʯʪʦ ʠ ʚ ʧʝʨʚʦʡ. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʀʩʧʦʣʴʟʦʚʘʪʴ ʫʩʠʣʝʥʥʫʶ ʟʘʱʠʱʝʥʥʦʩʪʴ 

ʙʝʟʦʧʘʩʥʝʝ, ʦʜʥʘʢʦ ʪʨʝʙʫʝʪ ʙʦʣʴʰʝ ʚʨʝʤʝʥʠ. 

7) ɺʳʙʨʘʪʴ ʦʜʥʦ ʠʟ ʟʥʘʯʝʥʠʡ ʠʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ IKE CFG, ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ 

ʨʘʙʦʪʫ ʘʣʛʦʨʠʪʤʘ ʪʨʘʩʩʠʨʦʚʢʠ ʪʦʧʦʣʦʛʠʠ ʎʋʇ. ʕʪʦʪ ʘʣʛʦʨʠʪʤ ʫʩʪʘʥʘʚʣʠʚʘʝʪ, 

ʢʘʢʦʡ ʧʫʪʴ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʪʨʘʬʠʢʦʤ ʤʝʞʜʫ ʠʩʪʦʯʥʠʢʦʤ ʠ ʧʨʠʝʤʥʠʢʦʤ 

ʇʨʘʚʠʣʘ, ʢʦʪʦʨʦʝ ʧʨʠʤʝʥʷʝʪ ʜʘʥʥʦʝ ɼʝʡʩʪʚʠʝ: 
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- ɺʢʣ - ʧʨʠ ʧʦʠʩʢʝ ʧʫʪʝʡ ʜʣʷ ʜʘʥʥʦʛʦ ʇʨʘʚʠʣʘ ʙʫʜʫʪ ʚʳʙʨʘʥʳ ʪʦʣʴʢʦ ʪʝ, ʢʦʪʦʨʳʝ 

ʧʨʦʭʦʜʷʪ ʯʝʨʝʟ ʐʣʶʟ, ʥʘ ʢʦʪʦʨʦʤ ʚʢʣʶʯʝʥ IKE CFG ; 

- ɺʳʢʣ - ʧʨʠ ʧʦʠʩʢʝ ʧʫʪʝʡ ʜʣʷ ʜʘʥʥʦʛʦ ʇʨʘʚʠʣʘ ʙʫʜʫʪ ʚʳʙʨʘʥʳ ʪʦʣʴʢʦ ʪʝ, 

ʢʦʪʦʨʳʝ ʥʝ ʧʨʦʭʦʜʷʪ ʯʝʨʝʟ ʐʣʶʟ, ʥʘ ʢʦʪʦʨʦʤ ʚʢʣʶʯʝʥ IKE CFG ; 

- ɸʚʪʦ - ʘʣʛʦʨʠʪʤ ʪʨʘʩʩʠʨʦʚʢʠ ʪʦʧʦʣʦʛʠʠ ʙʫʜʝʪ ʚʳʙʠʨʘʪʴ ʧʫʪʠ ʩ ʠʣʠ ʙʝʟ IKE 

CFG ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʥʘʩʪʨʦʝʢ ʆʙʲʝʢʪʦʚ, ʢʦʪʦʨʳʝ ʜʦʣʞʥʳ ʚʩʪʫʧʠʪʴ ʚ 

ʩʦʝʜʠʥʝʥʠʝ. 

8) ɿʥʘʯʝʥʠʝ, ʢʦʪʦʨʦʝ ɺʳ ʚʳʙʠʨʘʝʪʝ ʚ ʚʳʧʘʜʘʶʱʝʤ ʩʧʠʩʢʝ XAUTH, ʪʘʢʞʝ ʧʦʚʣʠʷʝʪ ʥʘ 

ʘʣʛʦʨʠʪʤ ʪʨʘʩʩʠʨʦʚʢʠ ʎʋʇ. ɿʥʘʯʝʥʠʷ ʪʝ ʞʝ, ʯʪʦ ʠ ʜʣʷ IKE CFG .  

9) ɽʩʣʠ ɺʳ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʧʨʦʪʦʢʦʣʳ IPsec AH ʠ ESP ʜʝʡʩʪʚʦʚʘʣʠ ʚ ʨʝʞʠʤʝ ʪʫʥʥʝʣʝʡ, 

ʥʝ ʫʙʠʨʘʡʪʝ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ʈʝʞʠʤ ʪʫʥʥʝʣʠʨʦʚʘʥʠʷ. ɽʩʣʠ ʞʝ ɺʳ ʫʙʝʨʝʪʝ ʵʪʫ 

ʦʪʤʝʪʢʫ, ʧʨʦʪʦʢʦʣʳ ʙʫʜʫʪ ʨʘʙʦʪʘʪʴ ʚ ʪʨʘʥʩʧʦʨʪʥʦʤ ʨʝʞʠʤʝ. 

10) ɽʩʣʠ ɺʳ ʧʦʩʪʘʚʠʣʠ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ʈʝʞʠʤ ʪʫʥʥʝʣʠʨʦʚʘʥʠʷ, ʥʘʜʦ ʚʳʙʨʘʪʴ 

ʧʘʨʘʤʝʪʨʳ ʜʣʷ Doǹ t fragment bit ʠʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ. ʕʪʦʪ ʧʘʨʘʤʝʪʨ 

ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʪʵʛ Don`t fragment bit ʚ IP-ʧʘʢʝʪʘʭ ʜʣʷ ʇʨʘʚʠʣ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪ 

ɼʝʡʩʪʚʠʷ ʧʦ ʟʘʱʠʪʝ ʚ ʪʫʥʥʝʣʴʥʦʤ ʨʝʞʠʤʝ. ʅʦʚʳʡ IP-ʟʘʛʦʣʦʚʦʢ ʙʫʜʝʪ ʜʦʙʘʚʣʝʥ ʢʦ 

ʚʩʝʤ IP-ʧʘʢʝʪʘʤ, ʘ ʪʵʛ Don`t fragment bit ʙʫʜʝʪ ʫʧʨʘʚʣʷʪʴ ʧʨʦʮʝʩʩʦʤ ʫʩʪʘʥʦʚʢʠ 

ʟʥʘʯʝʥʠʷ ʙʠʪʘ "don`t fragment bit (ʙʠʪ ʥʝ ʚʳʧʦʣʥʝʥʠʷ ʬʨʘʛʤʝʥʪʘʮʠʠ)" ʚ ʥʦʚʦʤ 

ʚʥʝʰʥʝʤ IP-ʟʘʛʦʣʦʚʢʝ. ɼʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʫʩʪʘʥʦʚʢʠ: 

- ʂʦʧʠʨʦʚʘʥʠʝ - ʢʦʧʠʨʦʚʘʪʴ ʟʥʘʯʝʥʠʝ ʙʠʪʘ "doǹ t fragment bit" ʠʟ ʠʩʭʦʜʥʦʛʦ IP-

ʧʘʢʝʪʘ; 

- ʋʩʪʘʥʦʚʢʘ - ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʟʥʘʯʝʥʠʝ ʙʠʪʘ "doǹ t fragment bit" ʥʘ 1; 

- ʆʯʠʩʪʢʘ - ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʟʥʘʯʝʥʠʝ ʙʠʪʘ "doǹ t fragment bit" ʥʘ 0 (ʧʦ ʫʤʦʣʯʘʥʠʶ). 

11) ɸʛʝʥʪ r ʧʦʜʜʝʨʞʠʚʘʶʪ ʫʧʨʘʚʣʝʥʠʝ QoS (ʢʘʯʝʩʪʚʦ ʦʙʩʣʫʞʠʚʘʥʠʷ) ʧʫʪʝʤ 

ʤʦʜʠʬʠʢʘʮʠʠ ʧʦʣʷ ʇʘʨʘʤʝʪʨ DiffServ (0-63) (ʪʦʯʥʝʝ, DSCP: differentiated services 

codepoint) ʧʨʠ ʪʫʥʥʝʣʠʨʦʚʘʥʠʠ IP-ʧʘʢʝʪʦʚ. ɼʘʥʥʘʷ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʧʦʣʝʟʥʘ ʜʣʷ 

ʧʨʦʪʦʢʦʣʦʚ, ʯʫʚʩʪʚʠʪʝʣʴʥʳʭ ʢ ʟʘʜʝʨʞʢʘʤ (VoIP ʠ ʪ.ʧ.). ɼʣʷ ʚʢʣʶʯʝʥʠʷ ʜʘʥʥʦʛʦ 

ʨʝʞʠʤʘ ʥʘʜʦ ʦʪʤʝʪʠʪʴ ʬʣʘʞʦʢ ʈʘʟʨʝʰʠʪʴ ʫʧʨʘʚʣʝʥʠʝ ʧʘʨʘʤʝʪʨʦʤ DiffServ ʠ 

ʫʩʪʘʥʦʚʠʪʴ ʥʫʞʥʦʝ ʟʥʘʯʝʥʠʝ ʚ ʧʦʣʝ ʇʘʨʘʤʝʪʨ DiffServ (0-63) (ʩʤ. ʈʠʩʫʥʦʢ 77). 

ɹʦʣʝʝ ʧʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʧʦʣʝ ʇʘʨʘʤʝʪʨ DiffServ ʠ ʨʝʢʦʤʝʥʜʫʝʤʳʭ 

ʟʥʘʯʝʥʠʷʭ DSCP ʧʨʠʚʝʜʝʥʘ ʚ RFC2474, RFC2475, RFC2597 ʠ RFC2598 (ʩʤ. 

www.ietf.org ). ʂ ʧʨʠʤʝʨʫ, ʜʣʷ ʛʦʣʦʩʦʚʦʛʦ ʪʨʘʬʠʢʘ ʨʝʢʦʤʝʥʜʫʝʤʦʝ ʟʥʘʯʝʥʠʝ 

DSCP ï 46 (101110).  

http://www.ietf.org/


176 

ʄʂɽʖ.00631-01 32 01 

  

8.6.2. ʉʦʟʜʘʥʠʝ IPsec-ʇʨʝʜʣʦʞʝʥʠʷ 

ʉʫʱʝʩʪʚʫʝʪ ʜʚʘ ʩʧʦʩʦʙʘ ʩʦʟʜʘʥʠʷ ʥʦʚʦʛʦ IPsec-ʇʨʝʜʣʦʞʝʥʠʷ (ʧʨʝʜʣʘʛʘʝʤʦʛʦ ʥʘʙʦʨʘ 

ʧʘʨʘʤʝʪʨʦʚ IPsec) ʚʥʫʪʨʠ ʆʙʲʝʢʪʘ ɼʝʡʩʪʚʠʷ: ʵʪʦ ʤʦʞʥʦ ʩʜʝʣʘʪʴ ʚ ʧʨʦʮʝʩʩʝ ʩʦʟʜʘʥʠʷ ʥʦʚʦʛʦ 

ʆʙʲʝʢʪʘ ɼʝʡʩʪʚʠʷ, ʠʣʠ ʞʝ ʤʦʞʥʦ ʜʦʙʘʚʠʪʴ ʇʨʝʜʣʦʞʝʥʠʝ ʢ ʫʞʝ ʩʫʱʝʩʪʚʫʶʱʝʤʫ ʆʙʲʝʢʪʫ 

ɼʝʡʩʪʚʠʷ. ɺ ʧʝʨʚʦʤ ʩʣʫʯʘʝ ʦʢʥʦ ʅʦʚʦʝ IPsec-ʇʨʝʜʣʦʞʝʥʠʝ ʧʦʷʚʠʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʦʩʣʝ 

ʩʦʟʜʘʥʠʷ ʆʙʲʝʢʪʘ ɼʝʡʩʪʚʠʷ. ɺʦ ʚʪʦʨʦʤ ʩʣʫʯʘʝ, ʚʳʙʨʘʪʴ ʆʙʲʝʢʪ ɼʝʡʩʪʚʠʷ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤ 

ʜʝʨʝʚʝ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʢʦʤʘʥʜʫ ɼʦʙʘʚʠʪʴ IPsec-ʧʨʝʜʣʦʞʝʥʠʝ. ʇʦʷʚʠʪʩʷ 

ʦʢʥʦ ɼʦʙʘʚʠʪʴ IPsec-ʇʨʝʜʣʦʞʝʥʠʝ. 

1) ʋʩʪʘʥʦʚʠʪʴ, ʙʫʜʝʪ ʣʠ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʨʦʪʦʢʦʣ ESP (ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʥ ʙʫʜʝʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ). ɽʩʣʠ ɺʳ ʦʩʪʘʚʠʪʝ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ, ʥʫʞʥʦ ʙʫʜʝʪ ʚʳʙʨʘʪʴ 

ʧʘʨʘʤʝʪʨʳ ʧʨʦʪʦʢʦʣʘ ESP. 

2) ɺʳʙʨʘʪʴ ɸʣʛʦʨʠʪʤ ʰʠʬʨʦʚʘʥʠʷ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ESP. 

3) ɺʳʙʨʘʪʴ ɸʣʛʦʨʠʪʤ ɸʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʨʦʪʦʢʦʣʦʤ 

ESP. 

4) ɺʳʙʨʘʪʴ: ʙʫʜʝʪ ʣʠ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʨʦʪʦʢʦʣ AH (ʇʨʠʤʝʥʠʪʴ AH ʧʨʦʪʦʢʦʣ). ɽʩʣʠ 

ɺʳ ʧʦʩʪʘʚʠʪʝ ʦʪʤʝʪʢʫ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤ ʧʦʣʝ, ʥʝʦʙʭʦʜʠʤʦ ʙʫʜʝʪ ʚʳʙʨʘʪʴ 

ɸʣʛʦʨʠʪʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʨʦʪʦʢʦʣʦʤ AH. 

5) ɺʳʙʨʘʪʴ: ʙʫʜʝʪ ʣʠ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʨʦʪʦʢʦʣ IPʉomp (ʇʨʠʤʝʥʠʪ ɹ IPʉomp 

ʧʨʦʪʦʢʦʣ). ɽʩʣʠ ɺʳ ʧʦʩʪʘʚʠʪʝ ʦʪʤʝʪʢʫ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤ ʧʦʣʝ, ʥʝʦʙʭʦʜʠʤʦ 

ʙʫʜʝʪ ʚʳʙʨʘʪʴ ɸʣʛʦʨʠʪʤ ʩʞʘʪʠʷ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʨʦʪʦʢʦʣʦʤ 

IPʉomp. 

6) ʋʩʪʘʥʦʚʠʪʴ ʚ ʧʦʣʝ ɺʨʝʤʷ ʞʠʟʥʠ SA ʇʨʝʜʝʣʴʥʦʝ ʚʨʝʤʷ (ʩʝʢ). 

7) ʋʩʪʘʥʦʚʠʪʴ ʤʘʢʩʠʤʘʣʴʥʦʝ ʟʥʘʯʝʥʠʝ ʇʨʝʜʝʣʴʥʳʡ ʪʨʘʬʠʢ (ʂʙʘʡʪ). 

8) ʂ ʜʝʡʩʪʚʠʶ ʙʫʜʝʪ ʜʦʙʘʚʣʝʥʦ ʥʦʚʦʝ IPsec-ʇʨʝʜʣʦʞʝʥʠʝ. 

 
ɼʣʷ ʧʘʨʘʤʝʪʨʦʚ ʇʨʝʜʝʣʴʥʦʝ ʚʨʝʤʷ (ʩʝʢ) ʠ ʇʨʝʜʝʣʴʥʳʡ ʪʨʘʬʠʢ (ʂʙʘʡʪ), ʟʥʘʯʝʥʠʝ 

ʥʦʣʴ (0) ʧʦʜʨʘʟʫʤʝʚʘʝʪ çʥʝʦʛʨʘʥʠʯʝʥʥʦè. 

 

ʀʩʧʦʣʴʟʫʡʪʝ ʪʦʣʴʢʦ ʪʝ ʘʣʛʦʨʠʪʤʳ ʰʠʬʨʦʚʘʥʠʷ, ʢʦʪʦʨʳʝ ʧʦʜʜʝʨʞʠʚʘʶʪʩʷ ʚʩʝʤʠ 

ɸʛʝʥʪʘʤʠ ʚ ʜʘʥʥʦʤ ʇʨʘʚʠʣʝ, ʢʦʪʦʨʦʝ ʧʨʠʤʝʥʷʝʪ ɼʝʡʩʪʚʠʝ, ʚ ʪʦʤ ʯʠʩʣʝ ʫʩʪʨʦʡʩʪʚʘʤʠ 

ʪʨʝʪʴʝʡ ʩʪʦʨʦʥʳ. 

 
ʅʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʛʨʘʥʠʯʝʥʠʝ ʇʨʝʜʝʣʴʥʳʡ ʪʨʘʬʠʢ (ʂʙ), ʢʦʛʜʘ ɻʇɹ 

ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʇʨʘʚʠʣʘ, ʨʘʩʧʨʦʩʪʨʘʥʷʶʱʠʝʩʷ ʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 
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8.6.3. ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ɼʝʡʩʪʚʠʡ ʠ IPsec-ʇʨʝʜʣʦʞʝʥʠʡ 

ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʧʘʨʘʤʝʪʨʳ ʣʶʙʦʛʦ ɼʝʡʩʪʚʠʷ ʠʣʠ ʚʣʦʞʝʥʥʳʭ ʚ ʥʝʛʦ IPsec-

ʇʨʝʜʣʦʞʝʥʠʡ ʥʘʜʦ ʚʳʙʨʘʪʴ ʥʫʞʥʦʝ ɼʝʡʩʪʚʠʝ ʚ ʜʝʨʝʚʝ ɼʝʡʩʪʚʠʡ. ʇʘʨʘʤʝʪʨʳ ʚʳʙʨʘʥʥʦʛʦ ʫʟʣʘ 

ʦʪʦʙʨʘʞʘʶʪʩʷ ʪʘʢ ʞʝ, ʢʘʢ ʠ ʚ ʦʢʥʝ ɼʦʙʘʚʠʪʴ ʜʝʡʩʪʚʠʝ ʠ/ʠʣʠ ɼʦʙʘʚʠʪ  ɹ IPsec-ʇʨʝʜʣʦʞʝʥʠʝ. 

ʆʪʨʝʜʘʢʪʠʨʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʩʧʦʩʦʙʦʤ, ʦʧʠʩʘʥʥʳʤ ʚʳʰʝ. 

8.6.4. ʋʜʘʣʝʥʠʝ ʆʙʲʝʢʪʦʚ ʜʝʡʩʪʚʠʡ 

ʏʪʦʙʳ ʫʜʘʣʠʪʴ ɼʝʡʩʪʚʠʝ ʠʟ ʩʧʠʩʢʘ ʚ ʦʢʥʝ ɼʝʡʩʪʚʠʡ ʥʘʜʦ ʚʳʙʨʘʪʴ ʵʪʦʪ ʥʫʞʥʦʝ ʠ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʫ ʋʜʘʣʠʪʴ ʠʟ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʠʣʠ ɻʣʘʚʥʦʛʦ ʤʝʥʶ. ʎʋʇ ʧʨʦʚʝʨʠʪ, 

ʫʯʘʩʪʚʫʝʪ ʣʠ ɼʝʡʩʪʚʠʝ, ʢʦʪʦʨʦʝ ɺʳ ʩʦʙʠʨʘʝʪʝʩʴ ʫʜʘʣʠʪʴ ʚ ʇʨʘʚʠʣʘʭ ɻʇɹ. ɽʩʣʠ ʦʥʦ ʫʯʘʩʪʚʫʝʪ - 

ʫʜʘʣʠʪʴ ʝʛʦ ʥʝ ʫʜʘʩʪʩʷ. ʅʝʣʴʟʷ ʫʜʘʣʷʪʴ ɼʝʡʩʪʚʠʷ, ʢʦʪʦʨʳʝ ʥʘʭʦʜʷʪʩʷ ʚ ʩʧʠʩʢʝ ʫʯʘʩʪʥʠʢʦʚ 

ʇʨʘʚʠʣ; ʧʝʨʝʜ ʫʜʘʣʝʥʠʝʤ ʠʭ ʥʝʦʙʭʦʜʠʤʦ ʠʩʢʣʶʯʠʪʴ ʠʟ ʚʩʝʭ ʇʨʘʚʠʣ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʥʝʦʙʭʦʜʠʤʦ 

ʚʝʨʥʫʪʴʩʷ ʚ ʛʣʘʚʥʦʝ ʦʢʥʦ ʠ ʫʜʘʣʠʪʴ ʜʘʥʥʦʝ ɼʝʡʩʪʚʠʝ ʠʟ ʚʩʝʭ ʇʨʘʚʠʣ, ʚ ʢʦʪʦʨʳʭ ʦʥʦ ʫʯʘʩʪʚʫʝʪ; 

ʟʘʪʝʤ ʚʝʨʥʫʪʴʩʷ ʚ ʦʢʥʦ ɼʝʡʩʪʚʠʷ ʧʨʘʚʠʣ ʠ ʫʜʘʣʠʪʴ ʩʘʤʦ ɼʝʡʩʪʚʠʝ. 

8.7. ʉʝʪʝʚʳʝ ʩʝʨʚʠʩʳ 

ʆʙʲʝʢʪʳ ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ ʧʨʝʜʩʪʘʚʣʷʶʪ ʧʨʦʪʦʢʦʣʳ ʩʝʪʝʚʦʛʦ ʦʙʩʣʫʞʠʚʘʥʠʷ (ʠʣʠ ʠʭ 

ʛʨʫʧʧʳ), ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ, ʯʪʦʙʳ ʫʩʪʘʥʘʚʣʠʚʘʪʴ, ʢʘʢʠʝ ʪʠʧʳ ʪʨʘʬʠʢʘ ʙʫʜʫʪ 

ʦʙʨʘʙʘʪʳʚʘʪʴʩʷ ʜʘʥʥʳʤ ʇʨʘʚʠʣʦʤ (ʧʦ ʫʤʦʣʯʘʥʠʶ, ʇʨʘʚʠʣʘ ʧʨʠʤʝʥʷʶʪʩʷ ʢʦ ʚʩʝʤ ʪʠʧʘʤ IP-

ʧʘʢʝʪʦʚ). ʇʨʦʪʦʢʦʣʳ TCP, UDP ʠ ICMP, ʛʨʫʧʧʳ ʵʪʠʭ ʧʨʦʪʦʢʦʣʦʚ, ʘ ʪʘʢʞʝ ʧʨʦʪʦʢʦʣʳ AH ʠ ESP 

ʟʘʨʘʥʝʝ ʫʩʪʘʥʦʚʣʝʥʳ ʚ ʎʋʇ. 

ʄʦʞʥʦ ʫʢʘʟʘʪʴ ʥʦʤʝʨ ʧʦʨʪʘ ʜʣʷ ʧʨʦʪʦʢʦʣʦʚ TCP/UDP. ʄʦʞʥʦ ʪʘʢʞʝ ʫʢʘʟʘʪʴ 

ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ IP-ʠʥʢʘʧʩʫʣʠʨʦʚʘʥʥʳʝ ʧʨʦʪʦʢʦʣʳ, ʧʨʝʜʦʩʪʘʚʠʚ ʠʤ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʥʦʤʝʨʘ 

ʧʨʦʪʦʢʦʣʦʚ. 

ʆʙʲʝʢʪʳ ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ ʩʦʟʜʘʶʪʩʷ ʠ ʨʝʜʘʢʪʠʨʫʶʪʩʷ ʚ ʦʢʥʝ ʉʝʪʝʚʳʝ ʉʝʨʚʠʩʳ. 

ʏʪʦʙʳ ʧʝʨʝʡʪʠ ʚ ʵʪʦ ʦʢʥʦ ʥʘʜʦ ʚʳʙʨʘʪʴ ʉʝʪʝʚʳʝ ʉʝʨʚʠʩʳ ʚ ʤʝʥʶ ʆʢʥʦ. 

 
ʂʦʛʜʘ ɺʘʤ ʥʫʞʥʦ ʫʢʘʟʘʪʴ ʜʠʘʧʘʟʦʥ ʥʦʤʝʨʦʚ ʧʦʨʪʦʚ ʥʘʜʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʚʝ ʪʦʯʢʠ (..) 

ʤʝʞʜʫ ʩʘʤʳʤ ʥʠʞʥʠʤ ʠ ʚʝʨʭʥʠʤ ʥʦʤʝʨʦʤ ʧʦʨʪʘ ʚ ʜʠʘʧʘʟʦʥʝ. ʊʘʢʞʝ ʠʩʧʦʣʴʟʫʡʪʝ 

ʟʚʝʟʜʦʯʢʫ (*), ʯʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʟʥʘʯʝʥʠʝ çʣʶʙʦʡè ʧʦʨʪ. 

8.7.1. ʀʢʦʥʢʠ ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ  

ʉʫʱʝʩʪʚʫʝʪ ʛʨʘʬʠʯʝʩʢʦʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ (ʩʤ. ʊʘʙʣʠʮʘ 31). ʉʧʠʩʦʢ 

ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʳʭ ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʧʨʠʣʦʞʝʥʠʠ (ʩʤ. ʇʈʀʃʆɾɽʅʀɽ 5. ʉɽʊɽɺʓɽ 

ʉɽʈɺʀʉʓ ʀ ɻʈʋʇʇʓ ʉɽʊɽɺʓʍ ʉɽʈɺʀʉʆɺ ʇʆ ʋʄʆʃʏɸʅʀʖ).  
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ʊʘʙʣʠʮʘ 31 ï ɻʨʘʬʠʯʝʩʢʦʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ 

ʀʢʦʥʢʘ ʆʧʠʩʘʥʠʝ ʀʢʦʥʢʘ ʆʧʠʩʘʥʠʝ 

 IP/ɺʩʝ ʧʨʦʪʦʢʦʣʳ IP   ɻʨʫʧʧʘ ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ 

 ʉʝʨʚʠʩʳ ICMP   ʉʝʨʚʠʩʳ TCP 

 ʉʝʨʚʠʩʳ UDP 

8.7.2. ʉʦʟʜʘʥʠʝ ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ TCP 

ʉʦʟʜʘʥʠʝ ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ TCP ʧʨʦʠʩʭʦʜʠʪ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1) ʀʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʫ ɼʦʙʘʚʠʪʴ -> ʉʝʪʝʚʦʡ ʉʝʨʚʠʩ ʠʟ ʤʝʥʶ ʇʨʘʚʠʪʴ. ɺ 

ʚʳʧʘʜʘʶʱʝʤ ʤʝʥʶ ʊʠʧ ʚʳʙʨʘʪʴ TCP. 

2) ɺʚʝʩʪʠ ʫʥʠʢʘʣʴʥʦʝ ʀʤ ̫ʜʣʷ ʜʘʥʥʦʛʦ ʩʝʪʝʚʦʛʦ ʩʝʨʚʠʩʘ. 

3) ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʚʚʝʩʪʠ ʪʝʢʩʪʦʚʦʝ ʆʧʠʩʘʥʠʝ. 

4) ɺʚʝʩʪʠ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʥʦʤʝʨʦʚ ʧʦʨʪʦʚ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ 

ʜʘʥʥʳʤʠ ʩʝʨʚʠʩʘʤʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ-ʧʨʠʝʤʥʠʢʝ (ʩʝʨʚʝʨʝ) ʇʦʨʪ(ʳ). ʏʪʦʙʳ ʚʚʝʩʪʠ 

ʜʠʘʧʘʟʦʥ ʥʦʤʝʨʦʚ ʧʦʨʪʦʚ ʥʘʜʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʬʦʨʤʫ <ʥʠʞʥʠʡ ʧʦʨʪ>...<ʚʝʨʭʥʠʡ 

ʧʦʨʪ> (ʥʘʧʨʠʤʝʨ, 123...456). 

5) ɺʚʝʩʪʠ ʥʦʤʝʨ ʧʦʨʪʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʨʦʪʦʢʦʣʦʤ TCP ʥʘ 

ʢʦʤʧʴʶʪʝʨʝ-ʠʩʪʦʯʥʠʢʝ (ʢʣʠʝʥʪʝ) ʇʦʨʪ(ʳ) ʠʩʪʦʯʥʠʢʘ. ɺ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ 

ʟʥʘʯʝʥʠʝ ʧʦʨʪʘ ʥʝʠʟʚʝʩʪʥʦ, ʠ ʚ ʵʪʦʤ ʩʣʫʯʘʝ ʥʘʜʦ ʫʢʘʟʘʪʴ ʟʥʘʯʝʥʠʝ ʚ ʚʠʜʝ ʟʚʝʟʜʦʯʢʠ 

(*). ʏʪʦʙʳ ʚʚʝʩʪʠ ʜʠʘʧʘʟʦʥ ʥʦʤʝʨʦʚ ʧʦʨʪʦʚ ʥʘʜʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʬʦʨʤʫ <ʥʠʞʥʠʡ 

ʧʦʨʪ>..<ʚʝʨʭʥʠʡ ʧʦʨʪ> (ʥʘʧʨʠʤʝʨ, 123...456). 

6) ɽʩʣʠ ɺʳ ʥʝ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʢʦʤʧʴʶʪʝʨ, ʠʩʧʦʣʴʟʫʶʱʠʡ ʜʘʥʥʳʡ ʩʝʪʝʚʦʡ ʩʝʨʚʠʩ, 

ʧʨʠʥʠʤʘʣ ʚʭʦʜʷʱʠʝ TCP-ʩʦʝʜʠʥʝʥʠʷ, ʥʘʜʦ ʚʳʙʨʘʪʴ ʢʥʦʧʢʫ ʆʪʚʝʨʛʘʪʴ ʚʭʦʜʷʱʠʝ 

TCP ʩʦʝʜʠʥʝʥʠʷ ʚʦ ʚʢʣʘʜʢʝ ʂʦʥʪʨʦʣʴ ʪʨʘʬʠʢʘ. ɺ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʥʘʜʦ 

ʫʩʪʘʥʦʚʠʪʴ ʢʥʦʧʢʫ FW ʇʨʦʮʝʜʫʨʘ ʠ ʚʳʙʨʘʪʴ ʠʟ ʚʳʧʘʜʘʶʱʝʛʦ ʤʝʥʶ ʧʨʦʮʝʜʫʨʫ 

ʄʕ, ʢʦʪʦʨʘ ̫ ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʴʩʷ ʢ ʜʘʥʥʦʤʫ ʩʝʪʝʚʦʡ ʩʝʨʚʠʩʫ (ʤʦʞʥʦ ʚʳʙʨʘʪʴ 

ʟʥʘʯʝʥʠʝ None). ʇʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 8.7.7. 

8.7.3. ʉʦʟʜʘʥʠʝ ʆʙʲʝʢʪʦʚ ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ UDP 

ʉʦʟʜʘʥʠʝ ʆʙʲʝʢʪʦʚ ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ UDP ʧʨʦʠʩʭʦʜʠʪ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1) ʀʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʫ ɼʦʙʘʚʠʪʴ -> ʉʝʪʝʚʦʡ ʉʝʨʚʠʩ ʠʟ ʤʝʥʶ ʇʨʘʚʠʪʴ. ɺ 

ʚʳʧʘʜʘʶʱʝʤ ʤʝʥʶ ʊʠʧ ʚʳʙʨʘʪʴ UDP. 
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2) ɺʚʝʩʪʠ ʫʥʠʢʘʣʴʥʦʝ ʀʤ ̫ʜʣʷ ʜʘʥʥʦʛʦ ʆʙʲʝʢʪʘ ʩʝʪʝʚʦʛʦ ʩʝʨʚʠʩʘ. 

3) ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʚʚʝʩʪʠ ʪʝʢʩʪʦʚʦʝ ʆʧʠʩʘʥʠʝ ʆʙʲʝʢʪʘ. 

4) ɺʚʝʩʪʠ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʥʦʤʝʨʦʚ ʧʦʨʪʦʚ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ 

ʜʘʥʥʳʤʠ ʩʝʨʚʠʩʘʤʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ-ʧʨʠʝʤʥʠʢʝ (ʩʝʨʚʝʨʝ) ʇʦʨʪ(ʳ). ʏʪʦʙʳ ʚʚʝʩʪʠ 

ʜʠʘʧʘʟʦʥ ʥʦʤʝʨʦʚ ʧʦʨʪʦʚ ʥʘʜʦ ʠʩʧʦʣʴʟʦʚʘʪɹ ʬʦʨʤʫ <ʥʠʞʥʠʡ ʧʦʨʪ>..<ʚʝʨʭʥʠʡ 

ʧʦʨʪ> (ʥʘʧʨʠʤʝʨ, 123...456).  

5) ɺʚʝʩʪʠ ʥʦʤʝʨ ʧʦʨʪʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʨʦʪʦʢʦʣʦʤ UDP ʥʘ 

ʢʦʤʧʴʶʪʝʨʝ-ʠʩʪʦʯʥʠʢʝ (ʢʣʠʝʥʪʝ) ʇʦʨʪ(ʳ) ʠʩʪʦʯʥʠʢʘ. ɺ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ 

ʟʥʘʯʝʥʠʝ ʧʦʨʪʘ ʥʝʠʟʚʝʩʪʥʦ ʠ ʚ ʵʪʦʤ ʩʣʫʯʘʝ ʥʘʜʦ ʫʢʘʟʘʪʴ ʟʥʘʯʝʥʠʝ ʚ ʚʠʜʝ ʟʚʝʟʜʦʯʢʠ 

(*). ʏʪʦʙʳ ʚʚʝʩʪʠ ʜʠʘʧʘʟʦʥ ʥʦʤʝʨʦʚ ʧʦʨʪʦʚ ʥʘʜʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʬʦʨʤʫ <ʥʠʞʥʠʡ 

ʧʦʨʪ>..<ʚʝʨʭʥʠʡ ʧʦʨʪ> (ʥʘʧʨʠʤʝʨ, 123...456). 

6) ɺʳʙʨʘʪʴ ʠʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʧʨʦʮʝʜʫʨʫ ʄʕ FW ʧʨʦʮʝʜʫʨʘ, ʢʦʪʦʨʫʶ ɺʳ 

ʭʦʪʠʪʝ ʧʨʠʤʝʥʠʪʴ ʢ ʜʘʥʥʦʤʫ ʩʝʪʝʚʦʤʫ ʩʝʨʚʠʩʫ. ʇʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 8.7.7. 

7) ɽʩʣʠ ɺʳ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʢʦʤʧʴʶʪʝʨ-ʠʩʪʦʯʥʠʢ (ʢʣʠʝʥʪ) ʤʦʛ ʧʨʠʥʠʤʘʪʴ ʦʪʚʝʪʳ ʦʪ 

ʢʦʤʧʴʶʪʝʨʘ-ʧʨʠʝʤʥʠʢʘ (ʩʝʨʚʝʨʘ), ʥʘʜʦ ʧʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ ʇʨʠʥʠʤʘʪʴ 

ʦʪʚʝʪ. 

8) ɽʩʣʠ ɺʳ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʢʦʤʧʴʶʪʝʨ-ʠʩʪʦʯʥʠʢ (ʢʣʠʝʥʪ) ʤʦʛ ʧʨʠʥʠʤʘʪʴ ʦʪʚʝʪʳ ʦʪ 

ʢʦʤʧʴʶʪʝʨʘ-ʧʨʠʝʤʥʠʢʘ (ʩʝʨʚʝʨʘ), ʚʥʝ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʦʛʦ, ʢʘʢʦʡ ʧʦʨʪ 

ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʧʨʠʥʠʤʘʪʴ ʦʪʚʝʪʳ, ʥʘʜʦ ʧʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ ʚ ʧʦʣʝ 

ʇʨʠʥʠʤʘʪʴ ʦʪʚʝʪʳ ʩ ʣʶʙʦʛʦ ʧʦʨʪʘ. 

8.7.4. ʉʦʟʜʘʥʠʝ ʆʙʲʝʢʪʦʚ ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ ICMP 

ʉʦʟʜʘʥʠʝ ʆʙʲʝʢʪʦʚ ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ ICMP ʧʨʦʠʩʭʦʜʠʪ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1) ʀʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʫ ɼʦʙʘʚʠʪʴ -> ʉʝʪʝʚʦʡ ʉʝʨʚʠʩ ʠʟ ʤʝʥʶ ʇʨʘʚʠʪʴ. ɺ 

ʚʳʧʘʜʘʶʱʝʤ ʤʝʥʶ ʊʠʧ ʚʳʙʨʘʪʴ ICMP. 

2) ɺʚʝʩʪʠ ʫʥʠʢʘʣʴʥʦʝ ʀʤ ̫ʜʣʷ ʜʘʥʥʦʛʦ ʆʙʲʝʢʪʘ ʩʝʪʝʚʦʛʦ ʩʝʨʚʠʩʘ. 

3) ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʚʚʝʩʪʠ ʪʝʢʩʪʦʚʦʝ ʆʧʠʩʘʥʠʝ ʆʙʲʝʢʪʘ. 

4) ɺʚʝʩʪʠ ʊʠʧ ʩʦʦʙʱʝʥʠʷ ʚ ʟʘʛʦʣʦʚʦʢ ICMP. (ʧʦʜʨʦʙʥʝʝ ʦ ʪʠʧʘʭ ʠ ʢʦʜʘʭ ICMP ʩʤ. 

ʇʈʀʃʆɾɽʅʀɽ 7. ICMP-ʂʆɼʓ). ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʩʦʦʙʱʝʥʠʷ ʚʩʝʭ ʪʠʧʦʚ ʥʘʜʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʟʚʝʟʜʦʯʢʫ (*). 

5) ɺʚʝʩʪʠ ʂʦʜ ʩʦʦʙʱʝʥʠʷ. ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʚʩʝ ʢʦʜʳ ʩʦʦʙʱʝʥʠʡ ʥʘʜʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʟʚʝʟʜʦʯʢʫ (*). 
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6) ɺʳʙʨʘʪʴ ʠʟ ʚʳʧʘʜʘʶʱʝʛʦ ʩʧʠʩʢʘ ʧʨʦʮʝʜʫʨʫ ʄʕ FW ʇʨʦʮʝʜʫʨʳ, ʢʦʪʦʨʫʶ ɺʳ 

ʭʦʪʠʪʝ, ʯʪʦʙʳ ʧʨʠʤʝʥʷʣ ʜʘʥʥʳʡ ʩʝʪʝʚʦʡ ʩʝʨʚʠʩ. ʇʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 8.7.7. 

8.7.5. ʉʦʟʜʘʥʠʝ ʛʨʫʧʧ ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ 

ʉʦʟʜʘʥʠʝ ʛʨʫʧʧ ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ ʧʨʦʠʩʭʦʜʠʪ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1) ʀʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʫ ɼʦʙʘʚʠʪʴ -> ʉʝʪʝʚʦʡ ʉʝʨʚʠʩ ʠʟ ʤʝʥʶ ʇʨʘʚʠʪʴ. ɺ 

ʚʳʧʘʜʘʶʱʝʤ ʤʝʥʶ ʊʠʧ ʚʳʙʨʘʪʴ ɻʨʫʧʧʘ. 

2) ɺʚʝʩʪʠ ʫʥʠʢʘʣʴʥʦʝ ʀʤ ̫ʜʣʷ ʜʘʥʥʦʡ ʛʨʫʧʧʳ ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ. 

3) ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʚʚʝʩʪʠ ʪʝʢʩʪʦʚʦʝ ʆʧʠʩʘʥʠʝ ʆʙʲʝʢʪʘ. 

4) ʅʘʧʦʣʥʠʪ ɹ ʛʨʫʧʧʫ ʩʝʪʝʚʳʤʠ ʩʝʨʚʠʩʘʤʠ. ɼʣʷ ʵʪʦʛʦ ʥʘʜʦ ʚ ʧʦʣʝ ʕʣʝʤʝʥʪʳ 

ʧʝʨʝʤʝʩʪʠʪʴ ʠʭ ʠʟ ʩʧʠʩʢʘ ɼʦʩʪʫʧʥʳʝ ʉʝʨʚʠʩʳ ʚ ʩʧʠʩʦʢ ɺʳʙʨʘʥʥʳʝ ʉʝʨʚʠʩʳ.  

8.7.6. ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ 

ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʧʘʨʘʤʝʪʨʳ ʣʶʙʦʛʦ ʩʝʪʝʚʦʛʦ ʩʝʨʚʠʩʘ ʠʣʠ ɻʨʫʧʧʳ ʩʝʨʚʠʩʦʚ ʥʘʜʦ 

ʚʳʙʨʘʪʴ ʠʭ ʚ ʩʧʠʩʢʝ ʚ ʆʢʥʝ ʉʝʪʝʚʳʭ ʉʝʨʚʠʩʦʚ, ʢʦʪʦʨʦʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʨʘʩʧʦʣʘʛʘʝʪʩʷ ʧʦʜ 

ʉʝʢʮʠʝʡ ʊʦʧʦʣʦʛʠʠ. ɼʚʦʡʥʦʝ ʥʘʞʘʪʠʝ ʤʳʰʴʶ ʣʠ ʢʦʤʘʥʜʘ ʀʟʤʝʥʠʪʴ ʠʟ ʛʣʘʚʥʦʛʦ ʠʣʠ 

ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʦʪʢʨʦʝʪ ʦʢʥʦ ʀʟʤʝʥʠʪʴ ʉʝʪʝʚʦʡ ʉʝʨʚʠʩ, ʧʘʨʘʤʝʪʨʳ ʢʦʪʦʨʦʛʦ ʠʜʝʥʪʠʯʥʳ 

ʦʢʥʫ ɼʦʙʘʚʠʪʴ ʉʝʪʝʚʦʡ ʉʝʨʚʠʩ. ʆʪʨʝʜʘʢʪʠʨʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʩʧʦʩʦʙʦʤ, ʦʧʠʩʘʥʥʳʤ ʚʳʰʝ. 

ʇʦʨʷʜʦʢ, ʚ ʢʦʪʦʨʦʤ ʩʝʪʝʚʳʝ ʩʝʨʚʠʩʳ ʦʪʦʙʨʘʞʘʶʪʩʷ ʚ ʦʢʥʝ, ʤʦʞʝʪ ʙʳʪʴ ʠʟʤʝʥʝʥ. ʇʦ 

ʫʤʦʣʯʘʥʠʶ, ʆʙʲʝʢʪʳ ʦʪʩʦʨʪʠʨʦʚʘʥʳ ʚ ʘʣʬʘʚʠʪʥʦʤ ʧʦʨʷʜʢʝ (ʧʦ ʠʤʝʥʠ). ʏʪʦʙʳ ʦʪʩʦʨʪʠʨʦʚʘʪʴ 

ʉʝʨʚʠʩʳ ʧʦ ʥʝʦʙʭʦʜʠʤʦʤʫ ʧʘʨʘʤʝʪʨʫ ʥʫʞʥʦ ʥʘʞʘʪʴ ʥʘ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʧʘʨʘʤʝʪʨ ʚʚʝʨʭʫ 

ʪʘʙʣʠʮʳ ʉʝʪʝʚʳʭ ʉʝʨʚʠʩʦʚ. 

ɺ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʦʢʥʘ ʉʝʪʝʚʳʝ ʉʝʨʚʠʩʳ ʩʫʱʝʩʪʚʫʝʪ ʢʦʤʘʥʜʘ ʅʘʡʪʠ ʧʨʘʚʠʣʦ, 

ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ ʚʳʜʝʣʷʪʴ ʪʝ ʇʨʘʚʠʣʘ, ʚ ʢʦʪʦʨʳʭ ʫʧʦʤʠʥʘʝʪʩʷ ʜʘʥʥr ʡ ʉʝʪʝʚʦʡ ʉʝʨʚʠʩ. 

8.7.7. ʇʨʦʮʝʜʫʨʳ ʤʝʞʩʝʪʝʚʳʭ ʵʢʨʘʥʦʚ 

ʇʨʦʮʝʜʫʨʳ ʄʕ ï ʵʪʦ ʨʘʩʰʠʨʝʥʥʳʝ ʇʨʘʚʠʣʘ ʬʠʣʴʪʨʘʮʠʠ ʧʘʢʝʪʦʚ, ʧʨʠʤʝʥʷʝʤʳʝ 

ɸʛʝʥʪʘʤʠ. ʇʨʦʮʝʜʫʨʳ ʄʕ ʦʪʩʣʝʞʠʚʘʶʪ ʧʦʪʦʢʠ ʩʝʘʥʩʦʚ ʩʦʝʜʠʥʝʥʠʡ ʠ ʧʨʦʧʫʩʢʘʶʪ ʪʦʣʴʢʦ ʪʝ IP-

ʧʘʢʝʪʳ, ʢʦʪʦʨʳʝ ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʪʝʢʫʱʝʤʫ ʩʪʘʪʫʩʫ ʩʦʝʜʠʥʝʥʠʷ. ɼʣʷ ʥʝʢʦʪʦʨʳʭ ʧʨʦʪʦʢʦʣʦʚ 

(ʥʘʧʨʠʤʝʨ, FTP), ʥʘʟʥʘʯʘʶʪʩʷ ʜʠʥʘʤʠʯʝʩʢʠʝ ʥʦʤʝʨʘ ʧʦʨʪʦʚ ʜʣʷ ʚʪʦʨʠʯʥʳʭ ʩʦʝʜʠʥʝʥʠʡ. ɺ 

ʪʘʢʠʭ ʩʣʫʯʘʷʭ ʥʝʚʦʟʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʙʳʯʥʫʶ ʬʠʣʴʪʨʘʮʠʶ ʧʘʢʝʪʦʚ ʠ ʧʦʵʪʦʤʫ ʤʦʛʫʪ ʙʳʪʴ 

ʠʩʧʦʣʴʟʦʚʘʥʳ ʪʦʣʴʢʦ ʧʨʦʮʝʜʫʨʳ ʄʕ. ʇʨʦʮʝʜʫʨʳ ʄʕ ʥʘʟʥʘʯʘʶʪʩʷ, ʢʘʢ ʧʘʨʘʤʝʪʨʳ ʆʙʲʝʢʪʦʚ 

ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ, ʎʋʇ ʩʦʜʝʨʞʠʪ ʥʘʙʦʨ ʧʨʦʮʝʜʫʨ ʄʕ, ʢʦʪʦʨʳʝ ʬʠʣʴʪʨʫʶʪ ʪʨʘʬʠʢ, 

ʠʩʧʦʣʴʟʫʷ ʥʝʩʢʦʣʴʢʦ ʪʠʧʦʚ ʧʨʦʪʦʢʦʣʦʚ. ʉʧʠʩʦʢ ʵʪʠʭ ʧʨʦʪʦʢʦʣʦʚ ʧʨʠʚʝʜʝʥ ʚ ʪʘʙʣʠʮʝ (ʩʤ. 

ʊʘʙʣʠʮʘ 32). ʄʦʞʥʦ ʚʳʙʨʘʪʴ ʦʜʥʦ ʠʟ ʜʚʫʭ ʟʥʘʯʝʥʠʡ: None ʠʣʠ Auto ʚ FW ʧʨʦʮʝʜʫʨʝ ʚ ʧʦʣʝ 
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ʂʦʥʪʨʦʣʴ ʪʨʘʬʠʢʘ. None ʦʟʥʘʯʘʝʪ, ʯʪʦ ʜʘʥʥʳʡ ʩʝʪʝʚʦʡ ʩʝʨʚʠʩ ʥʝ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʥʠʢʘʢʠʭ 

ʧʨʦʮʝʜʫʨ ʄʕ. ɿʥʘʯʝʥʠʝ Auto ʧʦʜʨʘʟʫʤʝʚʘʝʪ, ʯʪʦ ʎʋʇ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʚʢʣʶʯʠʪ ʧʨʦʮʝʜʫʨʳ, 

ʷʚʣʷʶʱʠʝʩʷ ʩʪʘʥʜʘʨʪʥʳʤʠ ʜʣʷ ʫʢʘʟʘʥʥʦʛʦ ʧʨʦʪʦʢʦʣʘ (ʪʦʣʴʢʦ ʜʣʷ TCP ʠʣʠ UDP). ʕʪʘ 

ʧʨʦʮʝʜʫʨʘ ʄʕ ʙʫʜʝʪ ʧʨʠʥʠʤʘʪʴ ʧʘʨʘʤʝʪʨʳ ʥʘʧʨʷʤʫʶ ʠʟ ʩʝʪʝʚʳʭ ʩʝʨʚʠʩʦʚ.  

ʊʘʙʣʠʮʘ 32 ï ʇʨʦʮʝʜʫʨʳ ʄʕ 

FW ʧʨʦʮʝʜʫʨʘ FW ʧʨʦʮʝʜʫʨʘ FW ʧʨʦʮʝʜʫʨʘ 

CUSEEME LPD RLOGIN 

FTP* NETSHOWTCP RPC 

H.323 NETSHOWUDP RSH 

H.323_RAS PNA RTSP 

HTTP_STRICT RCMD VDOLIVE 

ʇʨʠʤʝʯʘʥʠʝ. *  - ɼʣʷ FTP-ʧʨʦʮʝʜʫʨʳ ʄʕ (ʚ ʦʪʪʨʘʥʩʣʠʨʦʚʘʥʥʦʡ ʃʇɹ ʦʥʘ ʥʘʟʳʚʘʝʪʩʷ 

"generic_ftp") ʝʩʪʴ ʩʧʝʮʠʘʣʴʥʳʡ ʧʘʨʘʤʝʪʨ flags, ʢʦʪʦʨʳʡ ʦʧʨʝʜʝʣʷʝʪ, ʢʘʢʠʝ ʨʝʞʠʤʳ ʧʨʦʪʦʢʦʣʘ 

FTP ʨʘʟʨʝʰʘʶʪʩʷ (ʘʢʪʠʚʥʳʡ, ʧʘʩʩʠʚʥʳʡ ʠʣʠ ʦʙʘ). ʇʦ ʫʤʦʣʯʘʥʠʶ ʫ ʵʪʦʛʦ ʬʣʘʛʘ ʟʥʘʯʝʥʠʝ 3 

(ʘʢʪʠʚʥʳʡ + ʧʘʩʩʠʚʥʳʡ ʨʝʞʠʤʳ), ʦʜʥʘʢʦ, ʤʦʞʥʦ ʚ ʪʝʢʩʪʝ ʃʇɹ ʚʨʫʯʥʫʶ ʠʭ ʠʟʤʝʥʠʪʴ ʥʘ 1 

(ʪʦʣʴʢʦ ʘʢʪʠʚʥʳʡ ʨʝʞʠʤ) ʠʣʠ 2 (ʪʦʣʴʢʦ ʧʘʩʩʠʚʥʳʡ ʨʝʞʠʤ). 

 

 
ɽʩʣʠ ʃʇɹ ʩʦʜʝʨʞʠʪ ʧʨʦʮʝʜʫʨʫ ʄʕ, ʢʦʪʦʨʦʡ ʥʝʪ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ɸʛʝʥʪʘ, ʚ ʬʘʡʣʝ 

ʨʝʛʠʩʪʨʘʮʠʠ ʩʦʙʳʪʠʡ ɸʛʝʥʪʘ ʧʦʷʚʠʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ ʠ ʃʇɹ ʥʝ ʙʫʜʝʪ ʟʘʛʨʫʞʝʥʘ. 

8.7.7.1. ʌʘʡʣʳ ʠʩʪʦʯʥʠʢʦʚ ʧʨʦʮʝʜʫʨ ʄʕ 

ʂʘʞʜʦʡ ʧʨʦʮʝʜʫʨʝ ʄʕ ʚ ʎʋʇ ʧʨʝʜʧʠʩʘʥʦ çʪʠʧʦʚʦʝè ʠʤʷ. ʇʨʠ ʪʨʘʥʩʣʷʮʠʠ ʃʇɹ ʵʪʠ 

ʠʤʝʥʘ ʟʘʤʝʥʷʶʪʩʷ ʥʘ çʨʝʘʣʴʥʳʝè, ʚʳʙʨʘʥʥʳʝ ʠʟ ʬʘʡʣʘ ʠʩʪʦʯʥʠʢʘ. ʕʪʠ ʬʘʡʣʳ ʥʘʭʦʜʷʪʩʷ ʚ 

ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʡ ʜʠʨʝʢʪʦʨʠʠ ʎʋʇ ʠ ʠʤʝʶʪ ʨʘʩʰʠʨʝʥʠʝ FWT. ʂʘʞʜʳʡ ʬʘʡʣ ʠʩʪʦʯʥʠʢʘ 

ʫʥʠʢʘʣʝʥ ʜʣʷ ʢʘʞʜʦʛʦ ʪʠʧʘ ɸʛʝʥʪʘ (ʩʤ. ʊʘʙʣʠʮʘ 33). ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʧʨʦʮʝʜʫʨʳ ʄʕ ʤʦʛʫʪ 

ʙʳʪʴ ʪʨʘʥʩʣʠʨʦʚʘʥʳ ʥʘ ʨʘʟʣʠʯʥʳʝ ʪʠʧʳ ɸʛʝʥʪʦʚ ʧʦʜ ʦʜʥʠʤ ʪʠʧʦʚʳʤ ʠʤʝʥʝʤ. ɼʣʷ ʪʦʛʦ, ʯʪʦʙʳ 

ʦʙʝʩʧʝʯʠʪʴ ʇʨʘʚʠʣʴʥʦʩʪʴ ʪʨʘʥʩʣʷʮʠʠ ʧʨʦʮʝʜʫʨʳ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤ ʬʘʡʣʝ ʠʩʪʦʯʥʠʢʝ ʜʦʣʞʥʘ 

ʩʦʜʝʨʞʘʪʴʩʷ ʟʘʧʠʩʴ ʦ ʪʠʧʦʚʦʤ ʠʤʝʥʠ ʧʨʦʮʝʜʫʨʳ.  

ʊʘʙʣʠʮʘ 33 ï ʌʘʡʣʳ ʠʩʪʦʯʥʠʢʦʚ ʧʨʦʮʝʜʫʨ ʄʕ 

ʀʤʷ ʬʘʡʣʘ ʊʠʧʘ ɸʛʝʥʪʘ 

t ws- fw.fwt  Trusted Agent (ɸʛʝʥʪ) (ʣʶʙʘʷ ʚʝʨʩʠʷ) 

ʊʘʢʞʝ ʤʦʞʥʦ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʪʠʧʦʚʳʝ ʧʨʦʮʝʜʫʨʳ ʄʕ. ʂʦʛʜʘ ʪʨʘʥʩʣʷʪʦʨ ʚʩʪʨʝʯʘʝʪʩʷ ʩ 

ʧʨʦʮʝʜʫʨʦʡ ʄʕ, ʥʝ ʠʤʝʶʱʝʡ çʪʠʧʦʚʦʛʦè ʠʤʝʥʠ, ʩʥʘʯʘʣʘ ʦʥ ʧʨʦʚʝʨʷʝʪ ʦʧʠʩʘʥʠʝ ʧʨʦʮʝʜʫʨʳ 

ʄʕ ʚ ʬʘʡʣʝ ʠʩʪʦʯʥʠʢʝ ʜʣʷ ʜʘʥʥʦʛʦ ʪʠʧʘ ɸʛʝʥʪʘ. ɽʩʣʠ ʪʘʢʦʡ ʧʨʦʮʝʜʫʨʳ ʚ ʬʘʡʣʝ ʥʝʪ, ʦʥʘ ʙʫʜʝʪ 

ʧʨʦʠʛʥʦʨʠʨʦʚʘʥʘ.  
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ɺʩʝ ʥʝʩʪʘʥʜʘʨʪʥʳʝ ʧʨʦʮʝʜʫʨʳ ʄʕ ʜʦʣʞʥʳ ʙʳʪʴ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʳ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ 

ʬʘʡʣʘʭ FWT ʜʣʷ ʠʭ ʧʨʘʚʠʣʴʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ. 

8.8. ʆʧʨʝʜʝʣʷʝʤʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʃʇɹ 

ʆʙʲʝʢʪ ʦʧʨʝʜʝʣʷʝʤʦʡ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʃʇɹ ï ʵʪʦ ʯʘʩʪʴ ʃʇɹ (ʬʨʘʛʤʝʥʪ ʃʇɹ) ʚ ʪʝʢʩʪʦʚʦʤ 

ʬʦʨʤʘʪʝ. ʊʘʢʠʝ ʬʨʘʛʤʝʥʪʳ ʃʇɹ ʜʦʙʘʚʣʷʶʪʩʷ ʢ ʃʇɹ ʠ ʤʦʜʠʬʠʮʠʨʫʶʪ ʃʇɹ, ʘʚʪʦʤʘʪʠʯʝʩʢʠ 

ʪʨʘʥʩʣʠʨʫʝʤʫʶ ʠʟ ɻʇɹ, ʠ ʤʦʛʫʪ ʙʳʪʴ ʩʦʟʜʘʥʳ ʚʨʫʯʥʫʶ. ʂʦʛʜʘ ʆʙʲʝʢʪʳ ʦʧʨʝʜʝʣʷʝʤʳʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʃʇɹ ʚʢʣʶʯʘʶʪ ʚ ʃʇɹ ʆʙʲʝʢʪʘ ʇʦʣʠʪʠʢʠ, ʵʪʠ ʬʨʘʛʤʝʥʪʳ ʧʦʤʝʱʘʶʪʩʷ ʣʠʙʦ ʚ 

ʥʘʯʘʣʦ, ʣʠʙʦ ʚ ʢʦʥʝʮ ʃʇɹ, ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʛʝʥʝʨʠʨʦʚʘʥʥʦʡ ʧʨʠ ʪʨʘʥʩʣʷʮʠʠ ʠʟ ɻʇɹ. 

ʋ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ ʝʩʪʴ ʘʪʨʠʙʫʪ ɸʚʪʦʤʘʪʠʯʝʩʢʠ ʉʦʟʜʘʥʥʘʷ ʃʇɹ, ʢʦʪʦʨʳʡ 

ʧʨʝʜʩʪʘʚʣʷʝʪ ʃʇɹ, ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʦʪʪʨʘʥʩʣʠʨʦʚʘʥʥʫʶ ʠʟ ɻʇɹ. ʆʧʨʝʜʝʣʷʝʤʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʤ 

ʆʙʲʝʢʪʳ ʃʇɹ ʤʦʛʫʪ ʙʳʪʴ ʜʦʙʘʚʣʝʥʳ ʢ ʵʪʦʤʫ ʧʘʨʘʤʝʪʨʫ ʥʘ ʚʣʦʞʝʥʥʦʡ ʟʘʢʣʘʜʢʝ ʃʇɹ ʟʘʢʣʘʜʢʠ 

ʋʧʨʘʚʣʝʥʠʝ, ʢʦʪʦʨʘʷ ʥʘʭʦʜʠʪʩʷ ʚ ʦʢʥʝ ʉʚʦʡʩʪʚʘ, ʣʠʙʦ ʥʘʜ ʘʪʨʠʙʫʪʦʤ ɸʚʪʦʤʘʪʠʯʝʩʢʠ 

ʉʦʟʜʘʥʥʘʷ ʃʇɹ, ʣʠʙʦ ʧʦʜ ʥʠʤ. ʇʦʩʣʝ ʪʨʘʥʩʣʷʮʠʠ ɻʇɹ ʠ ʩʦʟʜʘʥʠʷ ʃʇɹ ʜʣʷ ʜʘʥʥʦʛʦ ʆʙʲʝʢʪʘ 

ʇʦʣʠʪʠʢʠ, ʚʩʝ ʬʨʘʛʤʝʥʪʳ ʃʇɹ, ʧʨʝʜʩʪʘʚʣʷʝʤʳʝ ʆʙʲʝʢʪʘʤʠ ʦʧʨʝʜʝʣʷʝʤʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʃʇɹ 

ʙʫʜʫʪ ʜʦʙʘʚʣʝʥʳ ʢ ʃʇɹ ʚ ʧʦʨʷʜʢʝ ʩʚʝʨʭʫ ʚʥʠʟ. ɽʩʣʠ ʚ ʜʝʨʝʚʝ ʦʧʨʝʜʝʣʷʝʤʘʷ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʃʇɹ 

ʥʘʭʦʜʠʪʩʷ ʚʳʰʝ ʘʪʨʠʙʫʪʘ ɸʚʪʦʤʘʪʠʯʝʩʢʠ ʉʦʟʜʘʥʥʘʷ ʃʇɹ, ʝʝ ʬʨʘʛʤʝʥʪ ʙʫʜʝʪ ʧʦʤʝʱʝʥ ʚ 

ʥʘʯʘʣʦ ʃʇɹ, ʝʩʣʠ ʦʥʘ ʨʘʩʧʦʣʘʛʘʝʪʩʷ ʥʠʞʝ, ʪʦ ʬʨʘʛʤʝʥʪ ʃʇɹ ʙʫʜʝʪ ʧʦʤʝʱʝʥ ʚ ʢʦʥʝʮ ʃʇɹ. 

ʆʧʨʝʜʝʣʷʝʤʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʃʇɹ ʩʦʟʜʘʶʪʩʷ ʠ ʨʝʜʘʢʪʠʨʫʶʪʩʷ ʚ ʦʢʥʝ 

ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʃʇɹ. ʏʪʦʙʳ ʧʝʨʝʡʪʠ ʚ ʵʪʦ ʦʢʥʦ ʥʘʜʦ ʚʳʙʨʘʪʴ ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʃʇɹ ʚ ʤʝʥʶ 

ʆʢʥʦ.  

8.8.1. ʉʦʟʜʘʥʠʝ ʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʝ ʆʙʲʝʢʪʦʚ ʦʧʨʝʜʝʣʷʝʤʦʡ 
ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʃʇɹ 

ʏʪʦʙʳ ʩʦʟʜʘʪʴ ʆʙʲʝʢʪ ʦʧʨʝʜʝʣʷʝʤʦʡ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʃʇɹ ʥʘʜʦ: 

1) ɺʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʢʦʤʘʥʜʦʡ ɼʦʙʘʚʠʪʴ ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʫʶ ʃʇɹ ʠʟ ʤʝʥʶ ʇʨʘʚʠʪʴ 

ʠʣʠ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʚ ʦʢʥʝ ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʃʇɹ. 

2) ɺʚʝʩʪʠ ʥʦʚʦʝ ʠʤʷ ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʦʡ ʃʇɹ ʜʣʷ ʜʘʥʥʦʛʦ ʆʙʲʝʢʪʘ ʦʧʨʝʜʝʣʷʝʤʦʡ 

ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʃʇɹ. 

3) ʇʝʨʝʡʪʠ ʚʦ ʚʢʣʘʜʢʫ ʊʝʢʩʪ ʃʇɹ. ʕʪʦ ʦʢʥʦ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʩʪʘʥʜʘʨʪʥʳʡ 

ʪʝʢʩʪʦʚʳʡ ʨʝʜʘʢʪʦʨ. ʅʘ ʜʘʥʥʦʤ ʵʪʘʧʝ ʫ ɺʘʩ ʝʩʪʴ ʥʝʩʢʦʣʴʢʦ ʚʘʨʠʘʥʪʦʚ: 

- ʅʘʧʝʯʘʪʘʪʴ ʪʝʢʩʪ ʦʧʨʝʜʝʣʷʝʤʦʡ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʃʇɹ ʧʨʷʤʦ ʩ ʢʣʘʚʠʘʪʫʨʳ; 

- ʉʢʦʧʠʨʦʚʘʪʴ ʪʝʢʩʪ ʠʟ ʜʨʫʛʦʡ ʧʨʦʛʨʘʤʤʳ ʚ ʵʪʦ ʦʢʥʦ; 

- ɺʳʙʨʘʪʴ ʇʨʘʚʠʪʴ, ʟʘʪʝʤ ʆʪʢʨʳʪʴ ʚ ʤʝʥʶ ʌʘʡʣ ʠ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʬʨʘʛʤʝʥʪ 

ʦʧʨʝʜʝʣʷʝʤʦʡ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʃʇɹ ʠʟ ʬʘʡʣʘ. 
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4) ʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ ɺʳ ʟʘʢʦʥʯʠʪʝ, ʥʘʜʦ ʚʳʙʨʘʪʴ ʢʦʤʘʥʜʫ ʉʦʭʨʘʥʠʪʴ ʚ ʤʝʥʶ ʌʘʡʣ ʠ 

ʩʦʭʨʘʥʠʪ ɹʧʦʣʴʟʦʚʘʪʝʣʴʩʢʫʶ ʃʇɹ ʚ ʚʠʜʝ ʪʝʢʩʪʦʚʦʛʦ ʬʘʡʣʘ. 

ʏʪʦʙʳ ʦʪʨʝʜʘʢʪʠʨʦʚʘʪʴ ʆʙʲʝʢʪ ʦʧʨʝʜʝʣʷʝʤʦʡ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʃʇɹ ʥʘʜʦ ʚʳʙʨʘʪʴ ʝʛʦ ʚ 

ʩʧʠʩʢʝ, ʠʩʧʦʣʴʟʫʷ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʢʦʤʘʥʜʫ ʀʟʤʝʥʠʪʴ. 

8.9. ʉʝʨʚʝʨʳ  

ʆʢʥʦ ʉʝʨʚʝʨʳ, ʚʳʟʳʚʘʝʤʦʝ ʠʟ ʤʝʥʶ ʆʢʥʦ->ʉʝʨʚʝʨʳ ʧʦʟʚʦʣʷʝʪ ʩʦʟʜʘʚʘʪʴ ʠ 

ʨʝʜʘʢʪʠʨʦʚʘʪʴ ʚʩʧʦʤʦʛʘʪʝʣʴʥʳʝ ʆʙʲʝʢʪʳ (ʩʝʨʚʝʨʳ, ʩʣʫʞʙʳ), ʢʦʪʦʨʳʝ ʥʝ ʷʚʣʷʶʪʩʷ ʚ ʯʠʩʪʦʤ 

ʚʠʜʝ ʆʙʲʝʢʪʘʤʠ ʇʦʣʠʪʠʢʠ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʥʦ, ʪʝʤ ʥʝ ʤʝʥʝʝ, ʚʳʧʦʣʥʷʶʪ ʨʘʟʥʦʦʙʨʘʟʥʳʝ ʚʘʞʥʳʝ 

ʬʫʥʢʮʠʠ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʨʘʙʦʪʳ ʟʘʱʠʱʝʥʥʦʡ ʩʝʪʠ. ɺʩʝ ʩʝʨʚʝʨʳ ʨʘʟʜʝʣʝʥʳ ʧʦ ʨʘʟʜʝʣʘʤ, 

ʧʨʝʜʩʪʘʚʣʷʶʱʠʤ ʩʦʙʦʡ ʚʢʣʘʜʢʠ (ʩʤ. ʊʘʙʣʠʮʘ 34). ɺ ʜʘʣʴʥʝʡʰʝʤ ʚ ʜʘʥʥʦʤ ʧʦʜʨʘʟʜʝʣʝ ʙʫʜʝʤ 

ʥʘʟʳʚʘʪʴ ʪʘʢʠʝ ʚʩʧʦʤʦʛʘʪʝʣʴʥʳʝ ʆʙʲʝʢʪʳ ʉʝʨʚʝʨʘʤʠ. 

ʊʘʙʣʠʮʘ 34 ï ʊʠʧʳ ʉʝʨʚʝʨʦʚ 

ʊʠʧ ʉʝʨʚʝʨʘ ʅʘʟʥʘʯʝʥʠʝ ʦʙʲʝʢʪʦʚ, ʩʦʜʝʨʞʘʱʠʭʩʷ ʚ ʧʘʧʢʝ  

Microsoft Agent Policy 

Distribution Service* 

ʆʧʠʩʘʥʠʷ ʩʝʨʚʠʩʦʚ-ʧʨʦʛʨʫʟʯʠʢʦʚ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʜʦʩʪʘʚʢʠ ʠ 

ʘʢʪʠʚʘʮʠʠ ʃʇɹ ʥʘ ʆʙʲʝʢʪʳ ʩ IPsec-ɸʛʝʥʪʘʤʠ Microsoft. 

PMP Distribution 

Service* 

ʆʧʠʩʘʥʠʷ ʩʝʨʚʠʩʦʚ-ʧʨʦʛʨʫʟʯʠʢʦʚ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʜʦʩʪʘʚʢʠ ʠ 

ʘʢʪʠʚʘʮʠʠ ʃʇɹ ʥʘ ʆʙʲʝʢʪʳ ʩ ɸʛʝʥʪʘʤʠ ʯʝʨʝʟ ʧʨʦʪʦʢʦʣ PMP. 

SSH Protocol Policy 

Distribution Service* 

ʆʧʠʩʘʥʠʷ ʩʝʨʚʠʩʦʚ-ʧʨʦʛʨʫʟʯʠʢʦʚ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʜʦʩʪʘʚʢʠ ʠ 

ʘʢʪʠʚʘʮʠʠ ʃʇɹ ʥʘ ʆʙʲʝʢʪʳ ʩ ɸʛʝʥʪʘʤʠ Cisco. 

Telnet Protocol Policy 

Distribution Service* 

ʆʧʠʩʘʥʠʷ ʩʝʨʚʠʩʦʚ-ʧʨʦʛʨʫʟʯʠʢʦʚ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʜʦʩʪʘʚʢʠ ʠ 

ʘʢʪʠʚʘʮʠʠ ʃʇɹ ʥʘ ʆʙʲʝʢʪʳ ʩ ɸʛʝʥʪʘʤʠ Cisco. 

Web Management 

Service* 

ʆʧʠʩʘʥʠʷ ʩʝʨʚʠʩʦʚ-ʧʨʦʛʨʫʟʯʠʢʦʚ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʜʦʩʪʘʚʢʠ 

ʥʘʯʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ɸʛʝʥʪʘʤ. 

FTP Proxy Server ʆʧʠʩʘʥʠʷ proxy-ʩʝʨʚʝʨʦʚ ʜʣʷ ʧʨʦʪʦʢʦʣʘ FTP, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʳ 

ʥʘ ʆʙʲʝʢʪʘʭ ʩ ɸʛʝʥʪʘʤʠ 

HTTP Proxy Server ʊʦ ʞʝ, ʥʦ ʜʣʷ ʧʨʦʪʦʢʦʣʘ HTTP 

SMTP Proxy Server ʊʦ ʞʝ, ʥʦ ʜʣʷ ʧʨʦʪʦʢʦʣʘ SMTP 

SOCKS Proxy Server ʊʦ ʞʝ, ʥʦ ʜʣʷ ʧʨʦʪʦʢʦʣʘ SOCKS 

LDAP Server ʆʧʠʩʘʥʠʷ LDAP-ʩʝʨʚʝʨʦʚ, ʧʨʠʩʫʪʩʪʚʫʶʱʠʭ ʚ ʩʝʪʠ ʠ ʩʦʜʝʨʞʘʱʠʭ ʢʘʪʘʣʦʛʠ ʩ 

ʩʝʨʪʠʬʠʢʘʪʘʤʠ/ʉʆʉ. ɸʛʝʥʪʳ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʠ ʩʝʨʚʝʨʳ, ʯʪʦʙʳ ʧʦʣʫʯʠʪʴ 

ʪʨʝʙʫʝʤʳʝ ʩʝʨʪʠʬʠʢʘʪʳ\ʉʆʉ. 

RADIUS Server* ʆʧʠʩʘʥʠʷ ʧʨʠʩʫʪʩʪʚʫʶʱʠʭ ʚ ʩʝʪʠ RADIUS-ʩʝʨʚʝʨʦʚ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ 

ʠʩʧʦʣʴʟʦʚʘʥʳ ʜʣʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ɺʏʉ-ʢʣʠʝʥʪʦʚ ʧʦ ʧʨʦʪʦʢʦʣʫ 

XAUTH. ɼʘʥʥʳʡ ʧʨʦʪʦʢʦʣ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʥʝʢʦʪʦʨʳʤʠ ʪʠʧʘʤʠ ɺʏʉ-ʐʣʶʟʦʚ ʠ 

ʢʦʥʬʠʛʫʨʠʨʫʝʪʩʷ ʚ ʠʭ ʩʚʦʡʩʪʚʘʭ ʚ ʟʘʢʣʘʜʢʝ ɺʏʉ->XAUTH Server. 

SNMP-Server* ʆʧʠʩʘʥʠʷ ʧʨʠʩʫʪʩʪʚʫʶʱʠʭ ʚ ʩʝʪʠ SNMP-ʩʝʨʚʝʨʦʚ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʜʝʣʘʪʴ SNMP-

ʟʘʧʨʦʩʳ ʢ ʆʙʲʝʢʪʘʤ ʇʦʣʠʪʠʢʠ, ʘ ʪʘʢʞʝ ʧʨʠʥʠʤʘʪʴ ʦʪ ʵʪʠʭ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ 

SNMP-ʪʨʘʧʳ (ʪ.ʝ. ʩʦʦʙʱʝʥʠʷ ʦ ʧʨʦʠʩʭʦʜʷʱʠʭ ʥʘ ʆʙʲʝʢʪʝ ʩʦʙʳʪʠʷʭ). 

Syslog Server* ʆʧʠʩʘʥʠʷ ʧʨʠʩʫʪʩʪʚʫʶʱʠʭ ʚ ʩʝʪʠ Syslog-ʩʝʨʚʝʨʦʚ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʩʙʦʨʘ ʠʥʬʦʨʤʘʮʠʠ ʩ ʫʧʨʘʚʣʷʝʤʳʭ ɸʛʝʥʪʦʚ ʧʦ ʧʨʦʪʦʢʦʣʫ 

Syslog. 

TACACS Server ʆʧʠʩʘʥʠʷ ʧʨʠʩʫʪʩʪʚʫʶʱʠʭ ʚ ʩʝʪʠ TACACS-ʩʝʨʚʝʨʦʚ, ʢʦʪʦʨʳʝ (ʘʥʘʣʦʛʠʯʥʦ 

RADIUS-ʩʝʨʚʝʨʘʤ) ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʜʣʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ 
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ʊʠʧ ʉʝʨʚʝʨʘ ʅʘʟʥʘʯʝʥʠʝ ʦʙʲʝʢʪʦʚ, ʩʦʜʝʨʞʘʱʠʭʩʷ ʚ ʧʘʧʢʝ  

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ɺʏʉ-ʢʣʠʝʥʪʦʚ ʧʦ ʧʨʦʪʦʢʦʣʫ XAUTH. ɼʘʥʥʳʡ ʧʨʦʪʦʢʦʣ 

ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʥʝʢʦʪʦʨʳʤʠ ʪʠʧʘʤʠ ɺʏʉ-ʐʣʶʟʦʚ ʠ ʢʦʥʬʠʛʫʨʠʨʫʝʪʩʷ ʚ ʠʭ 

ʩʚʦʡʩʪʚʘʭ ʚ ʟʘʢʣʘʜʢʝ ɺʏʉ->XAUTH Server. 

TFTP Server* ʆʧʠʩʘʥʠʷ TFTP-ʩʝʨʚʝʨʦʚ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʜʦʩʪʘʚʢʠ ʃʇɹ ʥʘ ʆʙʲʝʢʪʳ 

ʩ ɸʛʝʥʪʘʤʠ Cisco IOS (ʠ ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʫʢʘʟʳʚʘʪʴ ʜʣʷ ʵʪʠʭ ʆʙʲʝʢʪʦʚ ʢʘʢ 

ʋʜʘʣʝʥʥʳʝ ʉʝʨʚʝʨʳ). ɼʘʥʥʳʡ ʤʝʪʦʜ ʧʨʦʛʨʫʟʢʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʧʘʨʝ ʩ 

ʧʨʦʪʦʢʦʣʦʤ Telnet. 

Update Server ʆʧʠʩʘʥʠʷ ʚʝʙ-ʩʝʨʚʝʨʦʚ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ɸʛʝʥʪʘʤʠ ʜʣʷ ʧʨʦʚʝʨʢʠ ʠ 

ʩʢʘʯʠʚʘʥʠʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠʭ ʦʙʥʦʚʣʝʥʠʡ.  

ʇʨʠʤʝʯʘʥʠʝ. 

* ʕʪʠ ʉʝʨʚʝʨʳ ʛʝʥʝʨʠʨʫʶʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʨʠ ʩʦʟʜʘʥʠʠ ɹɼ ʎʋʇ ʠ ʧʨʝʜʩʪʘʚʣʷʶʪ ʨʝʘʣʴʥʳʝ ʩʝʨʚʠʩʳ 

ʠʣʠ ʧʨʠʣʦʞʝʥʠʷ, ʨʘʙʦʪʘʶʱʠʝ ʥʘ ʭʦʩʪʝ ʎʋʇ-ʉʝʨʚʝʨ. 

**ɽʩʣʠ ʚʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ ʎʋʇ ɺʳ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʣʠ ʩʝʨʪʠʬʠʢʘʪʳ ʜʣʷ ɿɸʉʊɸɺɸ-ʆʬʠʩ, ʢʦʪʦʨʳʡ 

ʟʘʱʠʱʘʝʪ ʎʋʇ-ʉʝʨʚʝʨ, ʪʦ ʆʙʲʝʢʪ CA, ʧʨʝʜʩʪʘʚʣʷʶʱʠʡ ʠʟʜʘʪʝʣʷ ʣʦʢʘʣʴʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ ʎʋʇ, ʙʫʜʝʪ 

ʩʦʟʜʘʥ ʘʚʪʦʤʘʪʠʯʝʩʢʠ.  

ɹʦʣʴʰʠʥʩʪʚʦ ʉʝʨʚʝʨʦʚ ʨʘʩʧʦʣʘʛʘʶʪʩʷ ʥʘ ʨʝʘʣʴʥʳʭ ʭʦʩʪʘʭ ʚ ʩʝʪʝʚʦʡ ʪʦʧʦʣʦʛʠʠ 

(ʥʘʧʨʠʤʝʨ, ʩʝʨʚʝʨʳ ʫʧʨʘʚʣʝʥʠʷ, ʩʝʨʚʝʨʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʩʝʨʚʠʩʳ-ʧʨʦʛʨʫʟʯʠʢʠ ʠ ʪ.ʧ.), ʥʦ ʝʩʪʴ 

ʠ ʚʠʨʪʫʘʣʴʥʳʝ ʩʫʱʥʦʩʪʠ (ʥʘʧʨʠʤʝʨ, ʆʙʲʝʢʪʳ CA, ʧʨʝʜʩʪʘʚʣʷʶʱʠʝ ʩʦʙʦʡ ʋʎ), ʢʦʪʦʨʳʝ 

ʥʘʧʨʷʤʫʶ ʥʝ ʩʚʷʟʘʥʳ ʩ ʭʦʩʪʘʤʠ ʚ ʩʝʪʠ. 

ɼʣʷ ʫʜʦʙʩʪʚʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʤʥʦʛʠʝ ʉʝʨʚʝʨʳ ʩʦʟʜʘʶʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʨʠ ʩʦʟʜʘʥʠʠ ɹɼ 

ʎʋʇ - ʦʙʳʯʥʦ ʵʪʦ ʧʨʠʣʦʞʝʥʠʷ (ʩʠʩʪʝʤʥʳʝ ʩʝʨʚʠʩʳ), ʢʦʪʦʨʳʝ ʚʭʦʜʷʪ ʚ ʩʦʩʪʘʚ ʎʋʇ ʠ 

ʚʟʘʠʤʦʜʝʡʩʪʚʫʶʪ ʩ ʚʥʝʰʥʠʤʠ ʭʦʩʪʘʤʠ. 

ʎʝʣʴ ʦʧʠʩʘʥʠʷ ʉʝʨʚʝʨʦʚ - ʜʘʪʴ ʚʦʟʤʦʞʥʦʩʪʴ çʧʨʠʚʷʟʳʚʘʪʴè ʠʭ ʢ ʆʙʲʝʢʪʘʤ ʇʦʣʠʪʠʢʠ 

ɹʝʟʦʧʘʩʥʦʩʪʠ ʚ ʨʦʣʠ çʫʜʘʣʝʥʥʳʭ ʩʝʨʚʝʨʦʚè, ʢʘʢ ʦʧʠʩʘʥʦ ʚ ʧ. 8.1.1.2. ʂʨʦʤʝ ʪʦʛʦ, ʥʝʢʦʪʦʨʳʝ 

ʉʝʨʚʝʨʳ ʷʚʣʷʶʪʩʷ ʢʦʥʬʠʛʫʨʠʨʫʝʤʳʤʠ ʦʙʲʝʢʪʘʤʠ ʠ ʠʤʝʶʪ ʩʚʦʶ ʩʦʙʩʪʚʝʥʥʫʶ ʃʇɹ, ʢʦʪʦʨʘʷ 

ʩʦʟʜʘʝʪʩʷ ʪʨʘʥʩʣʷʪʦʨʦʤ ʎʋʇ ʠ ʧʝʨʝʜʘʝʪʩʷ ʥʘ ʉʝʨʚʝʨʳ ʧʨʠ ʘʢʪʠʚʘʮʠʠ ɻʇɹ.  

8.9.1. ʆʙʱʠʝ ʧʨʠʥʮʠʧʳ ʩʦʟʜʘʥʠʷ ʆʙʲʝʢʪʦʚ ʚ ʦʢʥʝ ʉʝʨʚʝʨʳ 

ʅʠʞʝ ʦʧʠʩʘʥʳ ʦʩʥʦʚʥʳʝ ʧʘʨʘʤʝʪʨʳ ʉʝʨʚʝʨʦʚ ʥʘ ʧʨʠʤʝʨʝ PMP Distribution  Server (ʩʤ. 

ʈʠʩʫʥʦʢ 78). ʕʪʦʪ ʩʝʨʚʝʨ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʩʝʨʚʠʩ-ʧʨʦʛʨʫʟʯʠʢ ʜʣʷ ɸʛʝʥʪʦʚ, ʢʦʪʦʨʳʡ ʧʝʨʝʜʘʝʪ 

ʃʇɹ ʥʘ ʫʧʨʘʚʣʷʝʤʳʝ ɸʛʝʥʪʳ ʧʦ ʧʨʦʪʦʢʦʣʫ PMP (Policy Management Protocol). 

ɺ ʪʘʙʣʠʮʝ (ʩʤ. ʊʘʙʣʠʮʘ 35) ʧʝʨʝʯʠʩʣʝʥʳ ʧʘʨʘʤʝʪʨʳ, ʥʘʠʙʦʣʝʝ ʯʘʩʪʦ ʚʩʪʨʝʯʘʶʱʠʝʩʷ 

ʜʣʷ ʚʩʝʭ ʪʠʧʦʚ ʉʝʨʚʝʨʦʚ. 
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ʈʠʩʫʥʦʢ 78 ï ʇʘʨʘʤʝʪʨʳ PMP Distribution Service 

ʊʘʙʣʠʮʘ 35 ï ʆʙʱʠʝ ʧʘʨʘʤʝʪʨʳ ʩʝʨʚʝʨʦʚ 

ʇʘʨʘʤʝʪʨ ɿʥʘʯʝʥʠʝ 

ʀʤ ̫ ʅʘʟʚʘʥʠʝ ʉʝʨʚʝʨʘ (ʧʨʦʠʟʚʦʣʴʥʦʝ). ɼʘʥʥʦʝ ʥʘʟʚʘʥʠʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚʥʫʪʨʠ ʎʋʇ ʜʣʷ 

ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʵʪʦʛʦ ʆʙʲʝʢʪʘ. 

ʆʧʠʩʘʥʠʝ ʇʨʦʠʟʚʦʣʴʥʳʡ ʢʦʤʤʝʥʪʘʨʠʡ. 

ɺʣʘʜʝʣʝʮ ɼʣʷ ʙʦʣʴʰʠʥʩʪʚʘ ʉʝʨʚʝʨʦʚ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʦʙʦʟʥʘʯʘʝʪ ʭʦʩʪ ʚ ʩʝʪʠ, ʥʘ ʢʦʪʦʨʦʤ 

ʫʩʪʘʥʦʚʣʝʥ ʦʧʠʩʳʚʘʝʤʳʡ ʩʝʨʚʝʨ/ʩʝʨʚʠʩ. ɺʣʘʜʝʣʝʮ ʚʳʙʠʨʘʝʪʩʷ ʯʝʨʝʟ ʚʳʧʘʜʘʶʱʠʡ 

ʩʧʠʩʦʢ, ʢʦʪʦʨʳʡ ʦʙʳʯʥʦ ʩʦʜʝʨʞʠʪ ʚʩʝ ʩʫʱʝʩʪʚʫʶʱʠʝ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ. ɺ 

ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ ʵʪʦʪ ʩʧʠʩʦʢ ʩʦʢʨʘʱʘʝʪʩʷ ʠʟ-ʟʘ ʥʘʣʠʯʠʷ ʦʛʨʘʥʠʯʝʥʠʡ, 

ʥʘʢʣʘʜʳʚʘʝʤʳʭ ʪʠʧʦʤ ʉʝʨʚʝʨʘ. 

IP-ʘʜʨʝʩ IP-ʘʜʨʝʩ, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʨʘʙʦʪʳ ʩ ʜʘʥʥʳʤ ʉʝʨʚʝʨʦʤ. ɺʚʝʩʪʠ ʵʪʦʪ ʘʜʨʝʩ 

ʤʦʞʥʦ ʩʣʝʜʫʶʱʠʤʠ ʩʧʦʩʦʙʘʤʠ: 

1) ʚʳʙʨʘʪʴ ʦʜʠʥ ʠʟ ʠʥʪʝʨʬʝʡʩʦʚ ʭʦʩʪʘ; 

2) ʦʩʪʘʚʠʪʴ ʟʥʘʯʝʥʠʝ Auto (ʨʝʢʦʤʝʥʜʫʝʪʩʷ). 

ɺ ʧʦʩʣʝʜʥʝʤ ʩʣʫʯʘʝ ʘʜʨʝʩ ʙʫʜʝʪ ʚʳʯʠʩʣʷʪʴʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʥʘ ʦʩʥʦʚʘʥʠʠ 

ʠʥʬʦʨʤʘʮʠʠ ʦ ʪʦʧʦʣʦʛʠʠ ʩʝʪʠ (ʩ ʫʯʝʪʦʤ NAT-ʇʨʘʚʠʣ, ʚʟʘʠʤʥʦʛʦ ʨʘʩʧʦʣʦʞʝʥʠʷ 

ʆʙʲʝʢʪʦʚ ʠ ʪ.ʧ.). 

ʋʩʪʘʥʦʚʠʪʴ 

ʢʘʢ ʉʝʨʚʝʨ ʧʦ 

ʫʤʦʣʯʘʥʠʶ 

ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, ʪʦ ʜʣʷ ʚʥʦʚʴ ʩʦʟʜʘʚʘʝʤʳʭ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ ʜʘʥʥʳʡ 

ʉʝʨʚʝʨ ʙʫʜʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʨʠʚʷʟʳʚʘʪʴʩʷ ʢʘʢ ʫʜʘʣʝʥʥʳʡ ʉʝʨʚʝʨ. 

 

ʉʪʘʪʫʩ ʧʨʦʛʨʫʟʢʠ ʫʧʨʘʚʣʷʝʤʳʭ ʩʝʨʚʝʨʦʚ ʤʦʞʥʦ ʦʪʩʣʝʞʠʚʘʪʴ ʚ ʦʢʥʝ ʄʦʥʠʪʦʨ. 

ʂʘʢ ʫʞʝ ʫʧʦʤʠʥʘʣʦʩʴ ʚʳʰʝ, ʦʜʥʘ ʠʟ ʮʝʣʝʡ ʧʨʠʚʷʟʢʠ ʉʝʨʚʝʨʦʚ ʢ ʆʙʲʝʢʪʘʤ ʇʦʣʠʪʠʢʠ - 

ʩʦʟʜʘʥʠʝ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ ʇʨʘʚʠʣ ʜʣʷ ʧʨʦʧʫʩʢʘʥʠʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʪʨʘʬʠʢʘ ʧʦ ʟʘʱʠʱʘʝʤʦʡ 

ʩʝʪʠ. ɹʦʣʝʝ ʧʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʧʨʠʚʝʜʝʥʘ ʚ ʧ. 8.1.1.2. 

ɺ ʪʘʙʣʠʮʝ (ʩʤ. ʊʘʙʣʠʮʘ 36) ʧʨʠʚʝʜʝʥʳ ʦʩʥʦʚʥʳʝ ʧʘʨʘʤʝʪʨʳ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ 

ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʩʦʟʜʘʥʠʷ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ ʇʨʘʚʠʣ. ɼʘʥʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʨʠʩʫʪʩʪʚʫʶʪ ʚ 

ʩʚʦʡʩʪʚʘʭ ʙʦʣʴʰʠʥʩʪʚʘ ʉʝʨʚʝʨʦʚ.  
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ʊʘʙʣʠʮʘ 36 ï ʇʘʨʘʤʝʪʨʳ ʜʣʷ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʩʦʟʜʘʥʠʷ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ ʇʨʘʚʠʣ 

ʇʘʨʘʤʝʪʨ ɿʥʘʯʝʥʠʝ 

ʄʝʪʦʜ 

ʧʦʜʢʣʶʯʝʥʠʷ 

ʇʨʦʪʦʢʦʣ (ʠʣʠ ʤʝʪʦʜ), ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʚʷʟʠ ʤʝʞʜʫ ʉʝʨʚʝʨʦʤ ʠ 

ʆʙʲʝʢʪʘʤʠ ʇʦʣʠʪʠʢʠ, ʢ ʢʦʪʦʨʳʤ ʦʥ ʧʨʠʚʷʟʘʥ.  

ɺ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ ʚ ʩʧʠʩʢʝ ʚʳʙʦʨʘ ʜʦʩʪʫʧʝʥ ʚʩʝʛʦ ʦʜʠʥ ʧʨʦʪʦʢʦʣ. 

ʉʝʪʝʚʦʡ ʩʝʨʚʠʩ ʊʠʧ ʪʨʘʬʠʢʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʫʢʘʟʘʥ ʚ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʦʟʜʘʚʘʝʤʳʭ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ 

ʇʨʘʚʠʣʘʭ. 

ʆʙʳʯʥʦ ʟʥʘʯʝʥʠʝ ʜʘʥʥʦʛʦ ʧʘʨʘʤʝʪʨʘ ʦʧʨʝʜʝʣʷʝʪʩʷ ʧʨʦʪʦʢʦʣʦʤ ʩʚʷʟʠ, ʫʢʘʟʘʥʥʳʤ ʚ 

ʄʝʪʦʜʝ ʧʦʜʢʣʶʯʝʥʠʷ ʠ ʠʟʤʝʥʷʪʴ ʵʪʦ ʟʥʘʯʝʥʠʝ ʥʝ ʪʨʝʙʫʝʪʩʷ. 

ɼʝʡʩʪʚʠʷ ɼʝʡʩʪʚʠʝ, ʢʦʪʦʨʦʝ ʙʫʜʝʪ ʫʢʘʟʘʥʦ ʚ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʦʟʜʘʚʘʝʤʳʭ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ 

ʇʨʘʚʠʣʘʭ. 

ɺʦ ʤʥʦʛʠʭ ʩʣʫʯʘʷʭ ʧʨʦʪʦʢʦʣ ʩʚʷʟʠ (ʫʢʘʟʘʥʥʳʡ ʚ ʄʝʪʦʜʝ ʧʦʜʢʣʶʯʝʥʠʷ) ʩʘʤ ʧʦ ʩʝʙʝ 

ʷʚʣʷʝʪʩʷ ʟʘʱʠʱʝʥʥʳʤ ʠ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʟʘʱʠʪʳ ʪʨʘʬʠʢʘ ʧʨʠ ʧʦʤʦʱʠ IPsec ʥʝ 

ʪʨʝʙʫʝʪʩʷ; ʚ ʪʘʢʠʭ ʩʠʪʫʘʮʠʷʭ ʜʣʷ ʜʘʥʥʦʛʦ ʧʘʨʘʤʝʪʨʘ ʤʦʞʥʦ ʦʩʪʘʚʠʪʴ ʟʥʘʯʝʥʠʝ ʧʦ 

ʫʤʦʣʯʘʥʠʶ (Pass). 

ʋʨʦʚʝʥʴ 

ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ 

ʇʘʨʘʤʝʪʨ, ʢʦʪʦʨʳʡ ʟʘʜʘʝʪ ʫʨʦʚʝʥʴ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʙʳʪʠʡ. 

 

 
ʇʝʨʝʜ ʩʦʟʜʘʥʠʝʤ ʉʝʨʚʝʨʘ ʚ ʦʢʥʝ Servers, ɺʳ ʜʦʣʞʥʳ ʩʦʟʜʘʪʴ ʆʙʲʝʢʪ ʇʦʣʠʪʠʢʠ, ʥʘ 

ʢʦʪʦʨʦʤ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥ ʉʝʨʚʝʨ ʚ ʩʝʢʮʠʠ ʊʦʧʦʣʦʛʠʷ ʠʣʠ ʩʝʢʮʠʠ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ. 

ʕʪʦ ʥʝ ʪʨʝʙʫʝʪʩʷ ʪʦʣʴʢʦ ʜʣʷ ʪʝʭ ʉʝʨʚʝʨʦʚ, ʢʦʪʦʨʳʝ ʥʝ ʩʚʷʟʘʥʳ ʩ ʭʦʩʪʘʤʠ ʩʝʪʠ (ʥʘʧʨʠʤʝʨ, 

ʩʝʨʚʝʨʳ CA (Certificate Authority)). 

8.9.2. ʉʝʨʚʝʨʳ-ʇʨʦʛʨʫʟʯʠʢʠ 

8.9.2.1. ʆʙʲʝʢʪʳ Microsoft Agent Policy Distribution Service 

ɼʣʷ ʧʨʦʩʤʦʪʨʘ ʦʙʲʝʢʪʦʚ Microsoft Agent Policy Distribution Service ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ 

ʢʦʤʘʥʜʫ ʆʢʥʦ->ʉʝʨʚʝʨʳ ʚʳʙʨʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʪʠʧ (ʩʤ. ʈʠʩʫʥʦʢ 79). 

 

ʈʠʩʫʥʦʢ 79 ï ʊʠʧ Microsoft Agent Policy Distribution Service  

8.9.2.1.1. ʆʩʥʦʚʥʳʝ ʩʚʝʜʝʥʠʷ 

ʊʠʧ Microsoft  Agent Policy Distribution  Service ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʷ ʩʝʨʚʝʨʦʚ-

ʧʨʦʛʨʫʟʯʠʢʦʚ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʜʦʩʪʘʚʢʠ ʠ ʘʢʪʠʚʘʮʠʠ ʃʇɹ ʥʘ ʆʙʲʝʢʪʳ ʩ IPsec-

ɸʛʝʥʪʘʤʠ Microsoft (ʠ ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʫʢʘʟʳʚʘʪʴ ʜʣʷ ʵʪʠʭ ʆʙʲʝʢʪʦʚ ʢʘʢ ʋʜʘʣʝʥʥʳʝ ʉʝʨʚʝʨʳ). 

ɺ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ ʚ ʨʦʣʠ ʩʝʨʚʠʩʘ ʧʨʦʛʨʫʟʢʠ ʚʳʩʪʫʧʘʝʪ ʜʘʥʥʳʡ ʵʢʟʝʤʧʣʷʨ ʎʋʇ (ʘ 

ʠʤʝʥʥʦ, ʩʝʨʚʝʨ TPNDistributor); ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʆʙʲʝʢʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʛʝʥʝʨʠʨʫʝʪʩʷ ʧʨʠ 
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ʩʦʟʜʘʥʠʠ ɹɼ ʠ ʝʜʠʥʩʪʚʝʥʥʳʡ ʧʘʨʘʤʝʪʨ, ʢʦʪʦʨʳʡ ʪʨʝʙʫʝʪʩʷ ʫʢʘʟʘʪʴ - ʠʜʝʥʪʠʬʠʢʘʪʦʨ 

ʩʝʨʪʠʬʠʢʘʪʘ.  

8.9.2.1.2. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʚʝʜʝʥʠʷ 

ʆʧʠʩʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ: 

ʇʘʨʘʤʝʪʨʳ, ʩʧʝʮʠʬʠʯʥʳʝ ʜʣʷ Microsoft  Agent Policy Distribution  Service: 

- ʄʝʪʦʜ ʧʦʜʢʣʶʯʝʥʠʷ - ʇʨʦʪʦʢʦʣ ʜʣʷ ʩʚʷʟʠ ʤʝʞʜʫ ʜʘʥʥʳʤ ʧʨʦʛʨʫʟʯʠʢʦʤ ʠ 

ʫʧʨʘʚʣʷʝʤʳʤʠ ʆʙʲʝʢʪʘʤʠ. ɽʜʠʥʩʪʚʝʥʥʦʝ ʚʦʟʤʦʞʥʦʝ ʟʥʘʯʝʥʠʝ - SSL.  

- ʉʝʪʝʚʦʡ ʩʝʨʚʠʩ - ʅʝʦʙʭʦʜʠʤʳʡ ʉʝʪʝʚʦʡ ʉʝʨʚʠʩ. 

- ɼʝʡʩʪʚʠʝ ï ɺʳʙʦʨ ɼʝʡʩʪʚʠʷ: Pass, Drop ʠʣʠ Encrypt . 

- ʉʝʨʪʠʬʠʢʘʪ - ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʨʪʠʬʠʢʘʪʘ (ʚ ʬʦʨʤʘʪʝ Distinguished Name), ʢʦʪʦʨʳʡ 

ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʫʩʪʘʥʦʚʣʝʥʠʷ ʟʘʱʠʱʝʥʥʳʭ SSL-ʩʦʝʜʠʥʝʥʠʡ ʧʨʠ ʧʨʦʛʨʫʟʢʝ 

ʫʧʨʘʚʣʷʝʤʳʭ ʆʙʲʝʢʪʦʚ. ɼʘʥʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥ ʚ 

ʩʪʘʥʜʘʨʪʥʦʤ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚ ʆʉ ʭʦʩʪʘ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥ ʎʋʇ. 

8.9.2.2. ʆʙʲʝʢʪʳ PMP Distribution Service 

ɼʣʷ ʧʨʦʩʤʦʪʨʘ ʦʙʲʝʢʪʦʚ PMP Distribution Service ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ ʆʢʥʦ-

>ʉʝʨʚʝʨʳ ʚʳʙʨʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʪʠʧ (ʩʤ. ʈʠʩʫʥʦʢ 80). 

 

ʈʠʩʫʥʦʢ 80 ï ʆʙʲʝʢʪʳ PMP Distribution Service 

8.9.2.2.1. ʆʩʥʦʚʥʳʝ ʩʚʝʜʝʥʠʷ 

ʊʠʧ PMP Distribution  Service ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʷ ʩʝʨʚʠʩʦʚ-ʧʨʦʛʨʫʟʯʠʢʦʚ, ʢʦʪʦʨʳʝ 

ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʜʦʩʪʘʚʢʠ ʠ ʘʢʪʠʚʘʮʠʠ ʃʇɹ ʥʘ ʆʙʲʝʢʪʳ ʩ ɸʛʝʥʪʘʤʠ (ʠ ʢʦʪʦʨʳʝ ʤʦʞʥʦ 

ʫʢʘʟʳʚʘʪʴ ʜʣʷ ʵʪʠʭ ʆʙʲʝʢʪʦʚ ʢʘʢ ʋʜʘʣʝʥʥʳʝ ʉʝʨʚʝʨʳ). 

ʃʶʙʦʡ ʦʙʲʝʢʪ, ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤ ɸʛʝʥʪʦʤ, ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ ʢʘʢ ʩʝʨʚʝʨ-

ʧʨʦʛʨʫʟʯʠʢ. ɺ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ ʚ ʨʦʣʠ ʩʝʨʚʠʩʘ ʧʨʦʛʨʫʟʢʠ ʚʳʩʪʫʧʘʝʪ ʜʘʥʥʳʡ ʵʢʟʝʤʧʣʷʨ 
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ʎʋʇ (ʘ ʠʤʝʥʥʦ, ʩʝʨʚʝʨ TPNDistributor); ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʆʙʲʝʢʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʛʝʥʝʨʠʨʫʝʪʩʷ 

ʧʨʠ ʩʦʟʜʘʥʠʠ ɹɼ.  

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʫʜʘʣʝʥʥʳʭ ʩʝʨʚʝʨʦʚ-ʧʨʦʛʨʫʟʯʠʢʦʚ ʧʦʟʚʦʣʷʝʪ ʨʘʟʛʨʫʟʠʪʴ ʦʩʥʦʚʥʦʡ 

ʩʝʨʚʝʨ-ʧʨʦʛʨʫʟʯʠʢ ʧʨʠ ʙʦʣʴʰʦʤ ʢʦʣʠʯʝʩʪʚʝ ʧʨʦʛʨʫʞʘʝʤʳʭ ʦʙʲʝʢʪʦʚ. 

8.9.2.2.2. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʚʝʜʝʥʠʷ 

ʆʧʠʩʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ: 

ʇʘʨʘʤʝʪʨʳ, ʩʧʝʮʠʬʠʯʥʳʝ ʜʣʷ PMP Distribution  Service: 

- ɺʣʘʜʝʣʝʮ - ɺ ʢʘʯʝʩʪʚʝ ʚʣʘʜʝʣʴʮʘ ʜʦʣʞʝʥ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʭʦʩʪ ʚ ʩʝʪʠ, ʥʘ ʢʦʪʦʨʦʤ 

ʫʩʪʘʥʦʚʣʝʥ ʦʧʠʩʳʚʘʝʤʳʡ ʩʝʨʚʠʩ. 

- ʄʝʪʦʜ ʧʦʜʢʣʶʯʝʥʠʷ - ʇʨʦʪʦʢʦʣ ʜʣʷ ʩʚʷʟʠ ʤʝʞʜʫ ʜʘʥʥʳʤ ʧʨʦʛʨʫʟʯʠʢʦʤ ʠ 

ʫʧʨʘʚʣʷʝʤʳʤʠ ʆʙʲʝʢʪʘʤʠ. ɽʜʠʥʩʪʚʝʥʥʦʝ ʚʦʟʤʦʞʥʦʝ ʟʥʘʯʝʥʠʝ ï PMPv2 (Policy 

Management Protocolv2). 

- ʉʝʪʝʚʦʡ ʩʝʨʚʠʩ - ɺ ʜʘʥʥʦʤ ʩʣʫʯʘʝ ʫʢʘʟʘʥʦ ʜʚʘ ʧʨʦʪʦʢʦʣʘ - IKE ʠ IKE-NAT-

Traversal. 

- ʋʨʦʚʝʥʴ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ - ɿʘʜʘʝʪ ʫʨʦʚʝʥʴ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʙʳʪʠʡ. 

ɺʦʟʤʦʞʥʳ ʩʣʝʜʫʶʱʠʝ ʟʥʘʯʝʥʠʷ, ʚ ʧʦʨʷʜʢʝ ʚʦʟʨʘʩʪʘʥʠʷ ʢʦʣʠʯʝʩʪʚʘ ʧʦʪʝʥʮʠʘʣʴʥʳʭ 

ʧʨʦʪʦʢʦʣʠʨʫʝʤʳʭ ʩʦʦʙʱʝʥʠʡ: 

- ɿʘʙʣʦʢʠʨʦʚʘʥ; 

- ʉʦʙʳʪʠʷ; 

- ɼʝʪʘʣʴʥʳʡ; 

- ʆʪʣʘʜʦʯʥʳʡ; 

- ʀʟ ʥʘʩʪʨʦʝʢ IKE*. 

ʇʨʠʤʝʯʘʥʠʝ. ʋʨʦʚʝʥʴ ʀʟ ʥʘʩʪʨʦʝʢ IKE  ʵʢʚʠʚʘʣʝʥʪʝʥ ʩʣʫʯʘʶ, ʢʦʛʜʘ ʋʨʦʚʝʥʴ 

ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʙʫʜʝʪ ʚʟʷʪ ʠʟ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʥʘʩʪʨʦʝʢ IKE Proposal. 

ʆʩʥʦʚʥʳʝ ʤʦʤʝʥʪʳ ʧʨʠ ʩʦʟʜʘʥʠʠ ʩʝʨʚʝʨʘ-ʧʨʦʛʨʫʟʯʠʢʘ: 

- ʏʪʦʙʳ ʩʝʨʚʝʨ-ʧʨʦʛʨʫʟʯʠʢ ʚʳʧʦʣʥʷʣ ʩʚʦʠ ʬʫʥʢʮʠʠ ʥʝʦʙʭʦʜʠʤʦ ʥʘ ɸʛʝʥʪʘʭ, ʢʦʪʦʨʳʝ 

ʙʫʜʫʪ ʟʘʛʨʫʞʘʪʴ ʩ ʥʝʛʦ ʇʦʣʠʪʠʢʫ, ʧʨʘʚʠʣʴʥʦ ʫʢʘʟʘʪʴ ʫʜʘʣʝʥʥʳʡ ʩʝʨʚʝʨ ʥʘ ʟʘʢʣʘʜʢʝ 

ʇʘʨʘʤʝʪʨʳ ʩʦʝʜʠʥʝʥʠʷ. 

- ʅʘ ʭʦʩʪʝ, ʥʘ ʢʦʪʦʨʦʤ ʨʝʘʣʠʟʦʚʘʥ ʩʝʨʝʚʝʨ-ʧʨʦʛʨʫʟʯʠʢ, ʥʫʞʥʦ ʫʢʘʟʘʪʴ ʧʘʨʘʤʝʪʨ 

vpnconfig ïset jk HTTP UIR http://<tpn ip>:3118/distributor/, ʛʜʝ <tpn ip> - ʘʜʨʝʩ 

ʩʝʨʚʝʨʘ ʎʋʇ.. 

- ʂʦʨʨʝʢʪʥʦ ʫʢʘʟʘʪʴ ʧʘʨʘʤʝʪʨʳ ʟʘʛʨʫʟʢʠ ʇʦʣʠʪʠʢʠ ʥʘ ɸʛʝʥʪʘʭ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ 

ʟʘʛʨʫʞʘʪʴ ʇʦʣʠʪʠʢʫ ʩ ʩʝʨʚʝʨʘ-ʧʨʦʛʨʫʟʯʠʢʘ. 
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8.9.2.3. ʆʙʲʝʢʪʳ SSH Protocol Policy Distribution Service 

ɼʣʷ ʧʨʦʩʤʦʪʨʘ ʦʙʲʝʢʪʦʚ SSH Protocol Policy Distribution Service ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ 

ʢʦʤʘʥʜʫ ʆʢʥʦ->ʉʝʨʚʝʨʳ ʠ ʚʳʙʨʘʪʴ ʩʦʦʪʚʝʪʩʚʫʶʱʠʡ ʪʠʧ (ʩʤ. ʈʠʩʫʥʦʢ 81). 

  

ʈʠʩʫʥʦʢ 81 ï ʆʙʲʝʢʪʳ SSH Protocol Policy Distribution Service  

8.9.2.3.1. ʆʩʥʦʚʥʳʝ ʩʚʝʜʝʥʠʷ 

ʊʠʧ SSH Protocol Policy Distribution  Service ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʷ ʩʝʨʚʠʩʦʚ-

ʧʨʦʛʨʫʟʯʠʢʦʚ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʜʦʩʪʘʚʢʠ ʠ ʘʢʪʠʚʘʮʠʠ ʃʇɹ ʥʘ ʆʙʲʝʢʪʳ ʩ ɸʛʝʥʪʘʤʠ 

Cisco (ʠ ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʫʢʘʟʳʚʘʪʴ ʜʣʷ ʵʪʠʭ ʆʙʲʝʢʪʦʚ ʢʘʢ ʋʜʘʣʝʥʥʳʝ ʉʝʨʚʝʨʳ). 

ɺ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ ʚ ʨʦʣʠ ʩʝʨʚʠʩʘ ʧʨʦʛʨʫʟʢʠ ʚʳʩʪʫʧʘʝʪ ʜʘʥʥʳʡ ʵʢʟʝʤʧʣʷʨ ʎʋʇ (ʘ 

ʠʤʝʥʥʦ, ʩʝʨʚʝʨ TPNDistributor); ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʆʙʲʝʢʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʛʝʥʝʨʠʨʫʝʪʩʷ ʧʨʠ 

ʩʦʟʜʘʥʠʠ ɹɼ ʠ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʥʝ ʪʨʝʙʫʝʪʩʷ. 

8.9.2.3.2. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʚʝʜʝʥʠʷ 

ʆʧʠʩʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ: 

- ɺʣʘʜʝʣʝʮ - ɺ ʢʘʯʝʩʪʚʝ ʚʣʘʜʝʣʴʮʘ ʜʦʣʞʝʥ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʭʦʩʪ ʚ ʩʝʪʠ, ʥʘ ʢʦʪʦʨʦʤ 

ʫʩʪʘʥʦʚʣʝʥ ʦʧʠʩʳʚʘʝʤʳʡ ʩʝʨʚʠʩ; 

- ʄʝʪʦʜ ʧʦʜʢʣʶʯʝʥʠʷ - ʇʨʦʪʦʢʦʣ ʜʣʷ ʩʚʷʟʠ ʤʝʞʜʫ ʜʘʥʥʳʤ ʧʨʦʛʨʫʟʯʠʢʦʤ ʠ 

ʫʧʨʘʚʣʷʝʤʳʤʠ ʆʙʲʝʢʪʘʤʠ. ɽʜʠʥʩʪʚʝʥʥʦʝ ʚʦʟʤʦʞʥʦʝ ʟʥʘʯʝʥʠʝ - SSH. 

8.9.2.4. ʆʙʲʝʢʪʳ Telnet Protocol Policy Distribution Service 

ɼʣʷ ʧʨʦʩʤʦʪʨʘ ʦʙʲʝʢʪʦʚ Telnet Protocol Policy Distribution Service ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ 

ʢʦʤʘʥʜʫ ʆʢʥʦ->ʉʝʨʚʝʨʳ ʠ ʚʳʙʨʘʪʴ ʩʦʦʪʚʝʪʩʚʫʶʱʠʡ ʪʠʧ (ʩʤ. ʈʠʩʫʥʦʢ 82). 
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ʈʠʩʫʥʦʢ 82 ï ʆʙʲʝʢʪʳ Telnet Protocol Policy Distribution Service  

8.9.2.4.1. ʆʩʥʦʚʥʳʝ ʩʚʝʜʝʥʠʷ 

ʊʠʧ Telnet Protocol Policy Distribution  Service ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʷ ʩʝʨʚʠʩʦʚ-

ʧʨʦʛʨʫʟʯʠʢʦʚ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʜʦʩʪʘʚʢʠ ʠ ʘʢʪʠʚʘʮʠʠ ʃʇɹ ʥʘ ʆʙʲʝʢʪʳ ʩ ɸʛʝʥʪʘʤʠ 

Cisco (ʠ ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʫʢʘʟʳʚʘʪʴ ʜʣʷ ʵʪʠʭ ʆʙʲʝʢʪʦʚ ʢʘʢ ʋʜʘʣʝʥʥʳʝ ʉʝʨʚʝʨʳ). 

ɺ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ, ʚ ʨʦʣʠ ʩʝʨʚʠʩʘ ʧʨʦʛʨʫʟʢʠ ʚʳʩʪʫʧʘʝʪ ʜʘʥʥʳʡ ʵʢʟʝʤʧʣʷʨ ʎʋʇ (ʘ 

ʠʤʝʥʥʦ, ʩʝʨʚʝʨ TPNDistributor); ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʆʙʲʝʢʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʛʝʥʝʨʠʨʫʝʪʩʷ ʧʨʠ 

ʩʦʟʜʘʥʠʠ ɹɼ. 

ʅʝʦʙʭʦʜʠʤʦ ʦʙʨʘʪʠʪʴ ʚʥʠʤʘʥʠʝ ʥʘ ʟʘʱʠʪʫ Telnet-ʩʦʝʜʠʥʝʥʠʷ ʧʨʠ ʧʦʤʦʱʠ IPsec-

ʪʫʥʥʝʣʷ (ʩʤ. ʦʧʠʩʘʥʠʝ ʧʘʨʘʤʝʪʨʘ ɼʝʡʩʪʚʠʝ ʚ ʧ. 8.9.2.4.2). 

8.9.2.4.2. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʚʝʜʝʥʠʷ 

ʆʧʠʩʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ: 

- ɺʣʘʜʝʣʝʮ - ɺ ʢʘʯʝʩʪʚʝ ʚʣʘʜʝʣʴʮʘ ʜʦʣʞʝʥ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʭʦʩʪ ʚ ʩʝʪʠ, ʥʘ ʢʦʪʦʨʦʤ 

ʫʩʪʘʥʦʚʣʝʥ ʦʧʠʩʳʚʘʝʤʳʡ ʩʝʨʚʠʩ. 

- ʄʝʪʦʜ ʧʦʜʢʣʶʯʝʥʠʷ - ʇʨʦʪʦʢʦʣ ʜʣʷ ʩʚʷʟʠ ʤʝʞʜʫ ʜʘʥʥʳʤ ʧʨʦʛʨʫʟʯʠʢʦʤ ʠ 

ʫʧʨʘʚʣʷʝʤʳʤʠ ʆʙʲʝʢʪʘʤʠ. ɽʜʠʥʩʪʚʝʥʥʦʝ ʚʦʟʤʦʞʥʦʝ ʟʥʘʯʝʥʠʝ ï Telnet. 

- ɼʝʡʩʪʚʠʷ - ʇʦʩʢʦʣʴʢʫ ʪʨʘʬʠʢ ʧʦ ʧʨʦʪʦʢʦʣʫ Telnet ʧʝʨʝʜʘʝʪʩʷ ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ, 

ʥʝʦʙʭʦʜʠʤʦ ʚʢʣʶʯʠʪʴ ʟʘʱʠʪʫ ʜʘʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ ʧʨʠ ʧʦʤʦʱʠ ʧʨʦʪʦʢʦʣʘ IPsec, ʪ.ʝ. 

ʧʦʩʪʘʚʠʪʴ ʜʣʷ ʧʘʨʘʤʝʪʨʘ ɼʝʡʩʪʚʠʝ ʟʥʘʯʝʥʠʝ Encrypt . 

8.9.2.5. ʆʙ̡ʝʢʪʳ Web Management Service 

ɼʣʷ ʧʨʦʩʤʦʪʨʘ ʦʙʲʝʢʪʦʚ Web Management Service ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ ʆʢʥʦ-

>ʉʝʨʚʝʨʳ, ʚʳʙʨʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʪʠʧ (ʩʤ. ʈʠʩʫʥʦʢ 83). 
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ʈʠʩʫʥʦʢ 83 ï ʆʙʲʝʢʪʳ Web Management Service 
 

8.9.2.5.1. ʆʩʥʦʚʥʳʝ ʩʚʝʜʝʥʠʷ 

ʊʠʧ Web Management Service ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʷ ʩʝʨʚʠʩʦʚ-ʧʨʦʛʨʫʟʯʠʢʦʚ, ʢʦʪʦʨʳʝ 

ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʜʦʩʪʘʚʢʠ ʥʘʯʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ɸʛʝʥʪʘʤ. 

ɺ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ ʚ ʨʦʣʠ ʩʝʨʚʠʩʘ ʧʨʦʛʨʫʟʢʠ ʚʳʩʪʫʧʘʝʪ ʜʘʥʥʳʡ ʵʢʟʝʤʧʣʷʨ ʎʋʇ (ʘ 

ʠʤʝʥʥʦ, ʩʝʨʚʝʨ TPNDistributor ), ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʆʙʲʝʢʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʛʝʥʝʨʠʨʫʝʪʩʷ ʧʨʠ 

ʩʦʟʜʘʥʠʠ ɹɼ. 

8.9.2.5.2. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʚʝʜʝʥʠʷ 

ʆʧʠʩʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ: 

ʇʘʨʘʤʝʪʨʳ, ʩʧʝʮʠʬʠʯʥʳʝ ʜʣʷ Web Management Service: 

- ɺʣʘʜʝʣʝʮ - ɺ ʢʘʯʝʩʪʚʝ ʚʣʘʜʝʣʴʮʘ ʜʦʣʞʝʥ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʭʦʩʪ ʚ ʩʝʪʠ, ʥʘ ʢʦʪʦʨʦʤ 

ʫʩʪʘʥʦʚʣʝʥ ʦʧʠʩʳʚʘʝʤʳʡ ʩʝʨʚʠʩ. 

- ʄʝʪʦʜ ʧʦʜʢʣʶʯʝʥʠʷ - ʇʨʦʪʦʢʦʣ ʜʣʷ ʩʚʷʟʠ ʤʝʞʜʫ ʜʘʥʥʳʤ ʧʨʦʛʨʫʟʯʠʢʦʤ ʠ 

ʫʧʨʘʚʣʷʝʤʳʤʠ ʆʙʲʝʢʪʘʤʠ. ɽʜʠʥʩʪʚʝʥʥʦʝ ʚʦʟʤʦʞʥʦʝ ʟʥʘʯʝʥʠʝ ï Secure Hypertext 

Transfer Protocol. 

- ʉʝʪʝʚʦʡ ʩʝʨʚʠʩ ï ʚ ʜʘʥʥʦʤ ʩʣʫʯʘʝ https, ʟʥʘʯʝʥʠʝ ʤʦʞʥʦ ʚʳʙʨʘʪʴ ʠʟ ʚʳʧʘʜʘʶʱʝʛʦ 

ʩʧʠʩʢʘ. 

- ɼʝʡʩʪʚʠʷ - ʇʦʩʢʦʣʴʢʫ ʪʨʘʬʠʢ ʧʦ ʧʨʦʪʦʢʦʣʫ https ʧʝʨʝʜʘʝʪʩʷ ʚ ʟʘʢʨʳʪʦʤ ʚʠʜʝ, 

ʤʦʞʥʦ ʫʙʨʘʪʴ ʟʘʱʠʪʫ ʧʦ ʧʨʦʪʦʢʦʣʫ IPsec, ʪ.ʝ. ʧʦʩʪʘʚʠʪʴ ʜʣʷ ʧʘʨʘʤʝʪʨʘ ɼʝʡʩʪʚʠʝ 

ʟʥʘʯʝʥʠʝ Pass. ʉʤ. ʪʘʢʞʝ ʧ. 8.9.1. 

8.9.3. ʇʨʦʢʩʠ-ʉʝʨʚʝʨʳ 

ʊʠʧ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʦʚ ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʷ proxy-ʩʝʨʚʝʨʦʚ ʜʣʷ ʨʘʟʥʳʭ ʧʨʦʪʦʢʦʣʦʚ 

(HTTP, FTP ʠ ʪ.ʧ.). ʕʪʠ proxy-ʩʝʨʚʝʨʳ ʚʭʦʜʷʪ ʚ ʩʦʩʪʘʚ ɿɸʉʊɸɺɸ-ʆʬʠʩ ʠ, ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ, 
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ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʦʙʨʘʙʦʪʢʠ ʪʨʘʬʠʢʘ. 

ʂʦʥʬʠʛʫʨʠʨʦʚʘʥʠʝ proxy-ʩʝʨʚʝʨʦʚ ʧʨʦʠʟʚʦʜʠʪʩʷ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦ ï ʯʝʨʝʟ ʎʋʇ. 

ɼʣʷ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʦʧʨʝʜʝʣʝʥʥʦʛʦ proxy-ʩʝʨʚʝʨʘ ʥʝʦʙʭʦʜʠʤʦ ʩʦʟʜʘʪʴ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʦʧʠʩʘʥʠʝ ʚ ʥʫʞʥʦʡ ʧʘʧʢʝ ʠ ʫʢʘʟʘʪʴ: 

- ʠʥʬʦʨʤʘʮʠʶ ʜʣʷ ʎʋʇ (ʆʙʲʝʢʪ ʇʦʣʠʪʠʢʠ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥ proxy-ʩʝʨʚʝʨ, 

ʧʘʨʘʤʝʪʨʳ ʩʣʫʞʝʙʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ ʤʝʞʜʫ ʎʋʇ ʠ proxy-ʩʝʨʚʝʨʦʤ: ʧʨʦʪʦʢʦʣ, ʠʤʷ ʠ 

ʧʘʨʦʣʴ); 

- ʧʘʨʘʤʝʪʨʳ ʜʣʷ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʩʘʤʦʛʦ proxy-ʩʝʨʚʝʨʘ (ʠʩʧʦʣʴʟʫʝʤʳʡ ʧʦʨʪ, ʚʨʝʤʷ 

ʞʠʟʥʠ ʩʝʩʩʠʠ, ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʠ ʪ.ʧ.). 

8.9.3.1. ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʜʣʷ proxy-ʩʝʨʚʝʨʦʚ 

ʊʠʧ ʇʨʦʢʩʠ ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʷ proxy-ʩʝʨʚʝʨʦʚ ʜʣʷ ʨʘʟʥʳʭ ʧʨʦʪʦʢʦʣʦʚ (HTTP, FTP ʠ 

ʪ.ʧ.). ɺʩʝ ʧʨʦʪʦʢʦʣʳ ʠʤʝʶʪ ʢʘʢ ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ (ʩʤ. ʊʘʙʣʠʮʘ 37), ʪʘʢ ʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ 

ʧʘʨʘʤʝʪʨʳ. 

ʊʘʙʣʠʮʘ 37 ï ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʜʣʷ proxy-ʩʝʨʚʝʨʦʚ 

ʇʘʨʘʤʝʪʨ ɿʥʘʯʝʥʠʝ 

ʀʤ ̫ ʩʤ. ʧ. 8.9.1. 

ɺʣʘʜʝʣʝʮ ʩʤ. ʧ. 8.9.1. 

ɺ ʢʘʯʝʩʪʚʝ ʚʣʘʜʝʣʴʮʘ ʜʦʣʞʥʳ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʪʦʣʴʢʦ ʪʝ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ, 

ʥʘ ʢʦʪʦʨʳʭ ʫʩʪʘʥʦʚʣʝʥʳ ɸʛʝʥʪ,r ʧʦʜʜʝʨʞʠʚʘʶʱʠʝ Proxy. 

IP-ʘʜʨʝʩ ʩʤ. ʧ. 8.9.1. 

ʋʧʨʘʚʣʷʝʤʳʡ  ʩʤ. ʧ. 8.9.1. 

ʄʝʪʦʜ ʧʨʦʛʨʫʟʢʠ, 

ʀʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ, 

ʇʘʨʦʣʴ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʇʘʨʘʤʝʪʨʳ ʜʣʷ ʫʩʪʘʥʦʚʣʝʥʠʷ ʩʦʝʜʠʥʝʥʠʡ ʤʝʞʜʫ ʎʋʇ ʠ ʜʘʥʥʳʤ proxy-

ʩʝʨʚʝʨʦʤ ʧʨʠ ʘʢʪʠʚʘʮʠʠ ɻʇɹ. 

ɺ ʢʘʯʝʩʪʚʝ ʤʝʪʦʜʦʚ ʧʨʦʛʨʫʟʢʠ ʤʦʞʥʦ ʚʳʙʠʨʘʪʴ SSH ʠʣʠ Telnet (ʥʘʩʪʨʦʡʢʘ 

ʜʘʥʥʳʭ ʤʝʪʦʜʦʚ ʧʦʜʢʣʶʯʝʥʠʷ ʩʦ ʩʪʦʨʦʥʳ proxy-ʩʝʨʚʝʨʘ ʜʦʣʞʥʘ ʙʳʪʴ 

ʚʳʧʦʣʥʝʥʘ ʰʪʘʪʥʳʤʠ ʩʨʝʜʩʪʚʘʤʠ ʆʉ). 

ɺʨʝʤʷ ʞʠʟʥʠ ʩʝʩʩʠʠ ʇʨʠ ʦʪʩʫʪʩʪʚʠʠ ʘʢʪʠʚʥʦʩʪʠ ʩʦ ʩʪʦʨʦʥʳ ʢʣʠʝʥʪʘ ʚ ʪʝʯʝʥʠʝ ʜʘʥʥʦʛʦ ʚʨʝʤʝʥʠ 

ʪʝʢʫʱʘʷ ʩʝʩʩʠʷ ʩ ʢʣʠʝʥʪʦʤ ʙʫʜʝʪ ʟʘʢʨʳʪʘ proxy-ʩʝʨʚʝʨʦʤ (ʪ.ʝ. ʧʨʠ 

ʧʦʚʪʦʨʥʦʤ ʦʙʨʘʱʝʥʠʠ ʢʣʠʝʥʪʫ ʧʨʠʜʝʪʩʷ ʧʨʦʭʦʜʠʪʴ ʧʦʚʪʦʨʥʫʶ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ). 

ɺʨʝʤʷ ʟʘʜʘʝʪʩʷ ʚ ʩʝʢʫʥʜʘʭ. 

ʇʦʨʪ ʧʨʦʢʩʠ TCP/UDP-ʧʦʨʪ, ʥʘ ʢʦʪʦʨʦʤ proxy-ʩʝʨʚʝʨ ʙʫʜʝʪ ʦʙʩʣʫʞʠʚʘʪʴ ʧʦʩʪʫʧʘʶʱʠʝ 

ʟʘʧʨʦʩʳ ʢʣʠʝʥʪʦʚ. 

ɼʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʙʫʜʝʪ ʪʘʢʞʝ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʎʋʇ ʜʣʷ ʩʦʟʜʘʥʠʷ ʥʫʞʥʳʭ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ ʧʨʘʚʠʣ (ʧʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 8.1.1.2). 

ʉʠʩʪʝʤʘ 

ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ 

(ʠʭ ʤʦʞʝʪ ʙʳʪʴ 

ʥʝʩʢʦʣʴʢʦ ʠʣʠ ʥʝ ʙʳʪʴ 

ʚʦʦʙʱʝ) 

Proxy-ʩʝʨʚʝʨ ʧʦʟʚʦʣʷʝʪ ʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʧʨʦʠʩʭʦʜʷʱʠʝ [ʥʘ ʥʝʤ] ʩʦʙʳʪʠʷ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʣʝʜʫʶʱʠʭ ʤʝʪʦʜʦʚ*: 

ʆʧʝʨʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ: ʩʦʦʙʱʝʥʠʷ ʟʘʧʠʩʳʚʘʶʪʩʷ ʚ ʩʪʘʥʜʘʨʪʥʳʡ ʞʫʨʥʘʣ 

ʧʨʦʪʦʢʦʣʘ ʆʉ ʢʦʤʧʴʶʪʝʨʘ, ʥʘ ʢʦʪʦʨʦʤ ʟʘʧʫʱʝʥ proxy-ʩʝʨʚʝʨ (ʚ ʩʣʫʯʘʝ ʆʉ 

Windows ʵʪʦ ʙʫʜʝʪ Application Log)  

SNMP: ʧʦ ʢʘʞʜʦʤʫ ʩʦʙʳʪʠʶ ʦʪʩʳʣʘʝʪʩʷ SNMP-ʪʨʘʧ ʥʘ ʚʥʝʰʥʠʡ SNMP-
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ʩʝʨʚʝʨ 

ʂʦʥʩʦʣʴ: ʩʦʦʙʱʝʥʠʷ ʚʳʚʦʜʷʪʩʷ ʚ ʦʢʥʦ ʢʦʥʩʦʣʠ, ʠʟ ʢʦʪʦʨʦʡ ʟʘʧʫʱʝʥ ʜʘʥʥʳʡ 

proxy-ʩʝʨʚʝʨ. ɼʘʥʥʳʡ ʚʘʨʠʘʥʪ ʚʦʟʤʦʞʝʥ ʪʦʣʴʢʦ ʧʨʠ ʟʘʧʫʩʢʝ proxy-ʩʝʨʚʝʨʘ 

ʚʨʫʯʥʫʶ ʚ çʢʦʥʩʦʣʴʥʦʤ ʨʝʞʠʤʝè (ʩ ʢʣʶʯʦʤ ïd). 

ʇʨʠʤʝʯʘʥʠʝ. *  - ʄʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʣʶʙʫʶ ʢʦʤʙʠʥʘʮʠʶ ʧʨʠʚʝʜʝʥʥʳʭ 

ʚʳʰʝ ʩʠʩʪʝʤ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ, ʚʢʣʶʯʘʷ ʦʪʩʫʪʩʪʚʠʝ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ 

ʚʦʦʙʱʝ. ɼʦʧʫʩʢʘʝʪʩʷ ʪʘʢʞʝ ʫʢʘʟʘʥʠʝ ʥʝʩʢʦʣʴʢʠʭ ʦʜʠʥʘʢʦʚʳʭ ʩʠʩʪʝʤ 

ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ (ʥʘʧʨʠʤʝʨ, ɺʳ ʭʦʪʠʪʝ ʫʢʘʟʘʪʴ ʥʝʩʢʦʣʴʢʦ SNMP-ʩʝʨʚʝʨʦʚ, 

ʥʘ ʢʦʪʦʨʳʝ ʥʫʞʥʦ ʦʪʧʨʘʚʣʷʪʴ SNMP-ʪʨʘʧʳ). 

ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ/ʫʜʘʣʝʥʠʷ ʩʠʩʪʝʤ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʥʘʜʦ ʚʳʙʨʘʪʴ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʢʦʤʘʥʜʳ (ɼʦʙʘʚʠʪʴ, ʋʜʘʣʠʪʴ) ʠʟ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ. 

ʋʨʦʚʝʥʴ 

ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ 

(ʜʣʷ ʢʦʥʢʨʝʪʥʦʡ ʩʠʩʪʝʤʳ 

ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ) 

ɿʘʜʘʝʪ ʫʨʦʚʝʥʴ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʙʳʪʠʡ. 

ɺʦʟʤʦʞʥʳ ʩʣʝʜʫʶʱʠʝ ʟʥʘʯʝʥʠʷ, ʚ ʧʦʨʷʜʢʝ ʚʦʟʨʘʩʪʘʥʠʷ ʢʦʣʠʯʝʩʪʚʘ 

ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʧʨʦʪʦʢʦʣʠʨʫʝʤʳʭ ʩʦʦʙʱʝʥʠʡ: 

ɿʘʙʣʦʢʠʨʦʚʘʥ* 

ʉʦʙʳʪʠʷ 

ɼʝʪʘʣʴʥʳʡ 

ʆʪʣʘʜʦʯʥʳʡ 

ʇʨʠʤʝʯʘʥʠʝ. *  - ʋʨʦʚʝʥʴ ɿʘʙʣʦʢʠʨʦʚʘʥ ʵʢʚʠʚʘʣʝʥʪʝʥ ʩʣʫʯʘʶ, ʢʦʛʜʘ ʜʘʥʥʘʷ 

ʉʠʩʪʝʤʘ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʚʦʦʙʱʝ ʦʪʩʫʪʩʪʚʫʝʪ ʚ ʜʝʨʝʚʝ ʧʘʨʘʤʝʪʨʦʚ. 

ʂʦʜʠʨʦʚʢʘ ʩʦʦʙʱʝʥʠʡ 

(ʜʣʷ ʢʦʥʢʨʝʪʥʦʡ ʩʠʩʪʝʤʳ 

ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ) 

ɿʘʜʘʝʪ ʢʦʜʠʨʦʚʢʫ ʨʫʩʩʢʠʭ ʙʫʢʚ, ʢʦʪʦʨʘʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʧʨʦʪʦʢʦʣʠʨʫʝʤʳʭ 

ʩʦʦʙʱʝʥʠʷʭ:  

KOI8-R 

ASCII (ʢʦʜʠʨʦʚʢʘ ʧʦ ʫʤʦʣʯʘʥʠ)ʁ 

CP1251 (ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʜʣʷ proxy-ʩʝʨʚʝʨʦʚ ʧʦʜ ʆʉ Windows) 

CP866 (ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʧʨʠ ʟʘʧʫʩʢʝ proxy-ʩʝʨʚʝʨʘ ʧʦʜ ʆʉ Windows ʚ 

ʢʦʥʩʦʣʴʥʦʤ ʨʝʞʠʤʝ) 

ɸʜʨʝʩ SNMP-ʉʝʨʚʝʨʘ 

(ʪʦʣʴʢʦ ʜʣʷ ʩʠʩʪʝʤʳ 

ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ 

SNMP) 

IP-ʘʜʨʝʩ SNMP-ʩʝʨʚʝʨʘ, ʥʘ ʢʦʪʦʨʳʡ ʙʫʜʫʪ ʦʪʩʳʣʘʪʴʩʷ SNMP-ʪʨʘʧʳ ʦ 

ʧʨʦʪʦʢʦʣʠʨʫʝʤʳʭ ʩʦʙʳʪʠʷʭ. 

ʇʘʨʦʣʴ SNMP ʉʝʨʚʝʨʘ 

(ʪʦʣʴʢʦ ʜʣʷ ʩʠʩʪʝʤʳ 

ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ 

SNMP) 

Community name (ʠʤʷ ʩʦʦʙʱʝʩʪʚʘ), ʢʦʪʦʨʦʝ ʙʫʜʝʪ ʫʢʘʟʘʥʦ ʚ ʦʪʩʳʣʘʝʤʳʭ 

SNMP-ʪʨʘʧʘʭ. 

ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʄʝʪʦʜ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʢʣʠʝʥʪʦʚ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ proxy-

ʩʝʨʚʝʨʦʤ. ɺʦʟʤʦʞʥʳʝ ʟʥʘʯʝʥʠʷ*: 

ʉʠʩʪʝʤʥʘʷ: ʩʨʝʜʩʪʚʘʤʠ ʆʉ ʢʦʤʧʴʶʪʝʨʘ, ʥʘ ʢʦʪʦʨʦʤ ʟʘʧʫʱʝʥ ʜʘʥʥʳʡ proxy-

ʩʝʨʚʝʨ. ʊ.ʝ., ʧʨʠ ʦʙʨʘʱʝʥʠʠ ʢʣʠʝʥʪʘ ʢ proxy-ʩʝʨʚʝʨʫ ʧʨʠʩʣʘʥʥʘʷ 

ʠʥʬʦʨʤʘʮʠʷ (ʣʦʛʠʥ/ʧʘʨʦʣʴ) ʙʫʜʝʪ ʦʪʧʨʘʚʣʝʥʘ ʥʘ ʧʨʦʚʝʨʢʫ ʆʉ. 

Radius: ʧʨʠ ʧʦʤʦʱʠ ʚʥʝʰʥʝʛʦ RADIUS-ʩʝʨʚʝʨʘ. ʊ.ʝ. ʧʨʠ ʦʙʨʘʱʝʥʠʠ 

ʢʣʠʝʥʪʘ ʢ proxy-ʩʝʨʚʝʨʫ ʧʨʠʩʣʘʥʥʘʷ ʠʥʬʦʨʤʘʮʠʷ (ʣʦʛʠʥ/ʧʘʨʦʣʴ) ʙʫʜʝʪ 

ʦʪʧʨʘʚʣʝʥʘ ʥʘ ʧʨʦʚʝʨʢʫ RADIUS-ʩʝʨʚʝʨʫ. 

ʃʦʢʘʣʴʥʘʷ: ʧʨʠ ʧʦʤʦʱʠ ʪʝʢʩʪʦʚʦʛʦ ʬʘʡʣʘ (ʥʘ ʢʦʤʧʴʶʪʝʨʝ proxy-ʩʝʨʚʝʨʘ), 

ʩʦʜʝʨʞʘʱʝʛʦ ʧʘʨʳ ʚʠʜʘ ç<ʣʦʛʠʥ>=<MD5-ʭʝʰ ʧʘʨʦʣʷ>è. 

RADIUS ʩʝʨʚʝʨ 

(ʪʦʣʴʢʦ ʜʣʷ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ Radius) 

IP-ʘʜʨʝʩ RADIUS-ʩʝʨʚʝʨʘ (ʩʤ. ʧʘʨʘʤʝʪʨ ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ). 

ʉʝʢʨʝʪʥʳʡ ʢʣʶʯ ʇʘʨʦʣʴ ʜʣʷ ʜʦʩʪʫʧʘ ʢ RADIUS-ʩʝʨʚʝʨʫ (ʩʤ. ʧʘʨʘʤʝʪʨ ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ). 
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(ʪʦʣʴʢʦ ʜʣʷ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ Radius) 

Proxy-ʩʝʨʚʝʨ ʜʦʣʞʝʥ ʙʫʜʝʪ ʧʨʝʜʲʷʚʣʷʪʴ ʵʪʦʪ ʧʘʨʦʣʴ ʧʨʠ ʢʘʞʜʦʤ ʦʙʨʘʱʝʥʠʠ 

ʢ RADIUS-ʩʝʨʚʝʨʫ. 

ʇʦʨʪ 

(ʪʦʣʴʢʦ ʜʣʷ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ Radius) 

ʅʦʤʝʨ ʧʦʨʪʘ ʜʣʷ ʜʦʩʪʫʧʘ ʢ RADIUS-ʩʝʨʚʝʨʫ (ʩʤ. ʧʘʨʘʤʝʪʨ 

ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ). 

ʀʤʷ ʬʘʡʣʘ 

(ʪʦʣʴʢʦ ʜʣʷ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 

ʃʦʢʘʣʴʥʘʷ) 

ʀʤʷ ʪʝʢʩʪʦʚʦʛʦ ʬʘʡʣʘ ʩ ʘʫʪʝʥʪʠʬʠʢʘʮʠʦʥʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʢʣʠʝʥʪʘʭ 

proxy-ʩʝʨʚʝʨʘ ʚ ʚʠʜʝ ʧʘʨ ç<ʣʦʛʠʥ>=<MD5-ʭʝʰ ʧʘʨʦʣʷ>è (ʩʤ. ʧʘʨʘʤʝʪʨ 

ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ). ʇʦ ʫʤʦʣʯʘʥʠʶ ʠʤʷ ʬʘʡʣʘ ï "passwd ". 

ʇʨʠʤʝʯʘʥʠʝ. MD5-ʭʝʰ ʦʪ ʩʪʨʦʢʠ ʤʦʞʥʦ ʚʳʯʠʩʣʠʪʴ, ʢ ʧʨʠʤʝʨʫ, ʧʨʠ ʧʦʤʦʱʠ 

ʫʪʠʣʠʪʳ icv _writer , ʚʭʦʜʷʱʝʡ ʚ ʩʦʩʪʘʚ ɸʛʝʥʪʦʚ ʚʝʨʩʠʡ 6.0 ʠ ʚʳʰʝ. 

ɿʘʢʣʘʜʢʘ ʃʇɹ ɼʘʥʥʘʷ ʟʘʢʣʘʜʢʘ ʩʦʜʝʨʞʠʪ ʣʦʢʘʣʴʥʫʶ ʇʦʣʠʪʠʢʫ ɹʝʟʦʧʘʩʥʦʩʪʠ, 

ʦʪʪʨʘʥʩʣʠʨʦʚʘʥʥʫʶ ʜʣʷ ʜʘʥʥʦʛʦ proxy-ʩʝʨʚʝʨʘ. 

ʇʦ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʵʪʘ ʟʘʢʣʘʜʢʘ ʘʥʘʣʦʛʠʯʥʘ ʦʜʥʦʠʤʝʥʥʦʡ ʟʘʢʣʘʜʢʝ ʚ 

ʩʚʦʡʩʪʚʘʭ ʫʧʨʘʚʣʷʝʤʳʭ ʆʙʲʝʢʪʦʚ (ʋʧʨʘʚʣʝʥʠʝ- >ʃʇɹ). 

ɿʘʢʣʘʜʢʘ ʋʜʘʣʝʥʥʳʡ 

ʩʝʨʚʝʨ 

ɺ ʪʘʙʣʠʮʝ ʋʜʘʣʝʥʥʳʝ ʉʝʨʚʝʨʳ ʧʨʠ ʧʦʤʦʱʠ ʢʥʦʧʦʢ ʜʦʙʘʚʣʷʶʪʩʷ ʠ 

ʫʜʘʣʷʶʪʩʷ ʫʧʨʘʚʣʷʶʱʠʝ ʩʝʨʚʝʨʳ (ʪ.ʝ. ʵʢʟʝʤʧʣʷʨʳ ʎʋʇ), ʩ ʢʦʪʦʨʳʭ ʙʫʜʝʪ 

ʧʨʦʚʦʜʠʪʴʩʷ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʝ ʜʘʥʥʦʛʦ proxy-ʩʝʨʚʝʨʘ. 

ʆʩʦʙʝʥʥʦʩʪʠ ʠʥʪʝʨʬʝʡʩʘ ʜʘʥʥʦʛʦ ʦʢʥʘ ʦʧʠʩʘʥʳ ʚ ʧ. 8.1.1.2. 

8.9.3.2. ʆʙʲʝʢʪʳ FTP Proxy Server 

ɼʣʷ ʧʨʦʩʤʦʪʨʘ ʆʙʲʝʢʪʦʚ FTP Proxy Server ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ ʆʢʥʦ-

>ʉʝʨʚʝʨʳ ʠ ʚʳʙʨʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʪʠʧ (ʩʤ. ʈʠʩʫʥʦʢ 84). 

  

ʈʠʩʫʥʦʢ 84 ï ʆʙʲʝʢʪʳ FTP Proxy Server 

8.9.3.2.1. ʆʩʥʦʚʥʳʝ ʩʚʝʜʝʥʠʷ 

ʊʠʧ FTP Proxy Server ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʷ proxy-ʩʝʨʚʝʨʦʚ ʜʣʷ ʧʨʦʪʦʢʦʣʘ FTP, ʢʦʪʦʨʳʡ 

ʷʚʣʷʝʪʩʷ ʩʪʘʥʜʘʨʪʥʳʤ ʧʨʦʪʦʢʦʣʦʤ ʧʝʨʝʜʘʯʠ ʬʘʡʣʦʚ ʚ ʩʝʪʠ ʀʥʪʝʨʥʝʪ. ʅʠʞʝ ʧʝʨʝʯʠʩʣʝʥʳ 

ʥʝʢʦʪʦʨʳʝ ʟʘʜʘʯʠ, ʢʦʪʦʨʳʝ ʤʦʞʝʪ ʚʳʧʦʣʥʷʪʴ FTP proxy-ʩʝʨʚʝʨ: 

- ʜʦʧʦʣʥʠʪʝʣʴʥʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʦʩʥʦʚʘʥʠʠ ʩʣʝʜʫʶʱʠʭ 

ʤʝʭʘʥʠʟʤʦʚ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ: RADIUS, ʩʠʩʪʝʤʥʘʷ (ʩʨʝʜʩʪʚʘʤʠ ʆʉ ʢʦʤʧʴʶʪʝʨʘ), 

ʣʦʢʘʣʴʥʘʷ (ʧʨʠ ʧʦʤʦʱʠ ʬʘʡʣʘ ʩ ʭʝh ʘʤʠ ʧʘʨʦʣʝʡ); 
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- ʬʠʣʴʪʨʘʮʠʷ ʟʘʧʨʦʩʦʚ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʦʩʥʦʚʘʥʠʠ IP-ʘʜʨʝʩʘ ʠʣʠ ʠʤʝʥʠ FTP-

ʩʝʨʚʝʨʘ, ʢ ʢʦʪʦʨʦʤʫ ʠʜʝʪ ʦʙʨʘʱʝʥʠʝ; 

- ʬʠʣʴʪʨʘʮʠʷ ʧʫʪʝʤ ʟʘʧʨʝʪʘ ʦʧʨʝʜʝʣʝʥʥʳʭ ʢʦʤʘʥʜ ʧʨʦʪʦʢʦʣʘ FTP (ʥʘʧʨʠʤʝʨ, ʟʘʧʨʝʪ 

ʢʦʤʘʥʜʳ upload); 

- ʫʜʘʣʝʥʠʝ ʠʣʠ ʟʘʤʝʥʘ ʧʨʦʠʟʚʦʣʴʥʳʭ ʧʦʣʝʡ ʚ ʟʘʧʨʦʩʘʭ ʢ FTP-ʩʝʨʚʝʨʘʤ. 

8.9.3.2.2. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʚʝʜʝʥʠʷ 

ʆʧʠʩʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ, ʦʙʱʠʭ ʜʣʷ ʚʩʝʭ proxy-ʩʝʨʚʝʨʦʚ, ʧʨʠʚʝʜʝʥʳ ʚ ʧ. 8.9.3.1. 

ʇʘʨʘʤʝʪʨʳ, ʩʧʝʮʠʬʠʯʥʳʝ ʜʣʷ FTP proxy-ʩʝʨʚʝʨʦʚ, ʧʨʠʚʝʜʝʥʳ ʥʠʞʝ: 

8.9.3.2.2.1. ɿʘʢʣʘʜʢʘ Ftp, ʧʦʜʜʝʨʝʚʦ ɸʚʪʦʨʠʟʘʮʠʷ 

ʇʦʜʜʝʨʝʚʦ ɸʚʪʦʨʠʟʘʮʠʷ ʩʦʜʝʨʞʠʪ ʥʘʙʦʨ ʧʨʘʚʠʣ ʜʣʷ ʘʚʪʦʨʠʟʘʮʠʠ ʢʣʠʝʥʪʦʚ proxy-

ʩʝʨʚʝʨʘ. 

ɺ ʪʘʙʣʠʮʝ (ʩʤ. ʊʘʙʣʠʮʘ 38) ʧʝʨʝʯʠʩʣʝʥʳ ʠʤʝʥʘ ʠ ʟʥʘʯʝʥʠʷ ʢʣʶʯʝʡ. ɼʣʷ ʢʣʶʯʝʡ, 

ʜʦʧʫʩʢʘʶʱʠʭ ʨʘʟʥʫʶ ʤʥʦʞʝʩʪʚʝʥʥʦʩʪʴ, ʦʥʘ ʫʢʘʟʘʥʘ ʚ ʢʚʘʜʨʘʪʥʳʭ ʩʢʦʙʢʘʭ. ʊʘʢʠʝ ʢʣʶʯʠ 

ʩʦʟʜʘʶʪʩʷ/ʫʜʘʣʷʶʪʩʷ ʧʨʠ ʧʦʤʦʱʠ ʢʦʤʘʥʜ ɼʦʙʘʚʠʪʴ/ʋʜʘʣʠʪʴ ʠʟ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ. 

ʊʘʙʣʠʮʘ 38 ï ʆʧʠʩʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ɸʚʪʦʨʠʟʘʮʠʠ 

ʂʣʶʯ ʆʧʠʩʘʥʠʝ 

ʇʨʘʚʠʣʦ [0..*] ʇʨʘʚʠʣʦ ï ʵʪʦ ʢʦʥʪʝʡʥʝʨ, ʩʦʜʝʨʞʘʱʠʡ ʬʠʣʴʪʨʳ, ʧʦ ʢʦʪʦʨʳʤ ʧʨʦʚʦʜʠʪʩʷ 

ʧʨʠʥʷʪʠʝ ʨʝʰʝʥʠʷ ʦʙ ʘʚʪʦʨʠʟʘʮʠʠ ʢʣʠʝʥʪʦʚ proxy-ʩʝʨʚʝʨʘ. ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ, 

ʚ ʢʦʣʦʥʢʝ ɿʥʘʯʝʥʠʝ ʤʦʞʥʦ ʚʚʝʩʪʠ ʠʤʷ ʧʨʘʚʠʣʘ. 

ʀʤʷ ʣʦʛʠʥʘ ʃʦʛʠʥ, ʜʣʷ ʢʦʪʦʨʦʛʦ ʙʫʜʝʪ ʩʨʘʙʘʪʳʚʘʪʴ ʜʘʥʥʦʝ ʧʨʘʚʠʣʦ 

ʋʨʦʚʝʥʴ 

ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ 

ʉʪʝʧʝʥʴ ʧʦʜʨʦʙʥʦʩʪʠ ʩʦʦʙʱʝʥʠʡ, ʟʘʧʠʩʳʚʘʝʤʳʭ ʚ ʣʦʛ proxy-ʩʝʨʚʝʨʘ ʧʨʠ 

ʩʨʘʙʘʪʳʚʘʥʠʠ ʜʘʥʥʦʛʦ ʧʨʘʚʠʣʘ 

ɼʝʡʩʪʚʠʝ ɺʦʟʤʦʞʥʳʝ ʟʥʘʯʝʥʠʷ: 

ʈʘʟʨʝʰʠʪʴ ï ʨʘʟʨʝʰʠʪʴ ʢʣʠʝʥʪʫ ʜʦʩʪʫʧ ʢ ʟʘʧʨʘʰʠʚʘʝʤʦʤʫ ʨʝʩʫʨʩʫ. 

ʉʙʨʦʩʠʪʴ ï ʟʘʧʨʝʪʠʪʴ ʢʣʠʝʥʪʫ ʜʦʩʪʫʧ ʠ ʩʙʨʦʩʠʪʴ ʪʝʢʫʱʝʝ ʩʦʩʪʦʷʥʠʝ 

ʘʚʪʦʨʠʟʘʮʠʠ ʜʣʷ ʜʘʥʥʦʛʦ ʢʣʠʝʥʪʘ. 

ʆʪʢʘʟʘʪʴ ï ʟʘʧʨʝʪʠʪʴ ʢʣʠʝʥʪʫ ʜʦʩʪʫʧ ʢ ʟʘʧʨʘʰʠʚʘʝʤʦʤʫ ʨʝʩʫʨʩʫ 

ʌʠʣʴʪʨ [0..*] ɿʘʜʘʝʪ ʧʨʠʟʥʘʢʠ, ʧʦ ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʩʨʘʙʘʪʳʚʘʪʴ ʜʘʥʥʦʝ ʧʨʘʚʠʣʦ: 

ʌʠʣʴʪʨʦʚʘʪʴ ʧʦ ï ʧʦʣʝ ʚ ʟʘʧʨʦʩʝ ʢʣʠʝʥʪʘ, ʧʦ ʢʦʪʦʨʦʤʫ ʧʨʦʚʦʜʠʪʴ ʬʠʣʴʪʨʘʮʠʶ: 

- ʀʤʷ ʭʦʩʪʘ/IP-ʘʜʨʝʩ ï ʢ ʢʘʢʦʤʫ FTP-ʩʝʨʚʝʨʫ ʠʜʝʪ ʦʙʨʘʱʝʥʠʝ; 

- ʇʦʨʪ ï ʧʦ ʢʘʢʦʤʫ ʧʦʨʪʫ ʠʜʝʪ ʦʙʨʘʱʝʥʠʝ. 

ʊʠʧ ʚʳʨʘʞʝʥʠʷ ï ʬʦʨʤʘʪ, ʚ ʢʦʪʦʨʦʤ ʙʫʜʝʪ ʚʚʦʜʠʪʴʩʷ ʩʪʨʦʢʘ ʬʠʣʴʪʨʘʮʠʠ 

(ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʩʪʳʝ ʰʘʙʣʦʥʳ/ʰʘʙʣʦʥʳ ʯʫʚʩʪʚʠʪʝʣʴʥʳʝ ʨʝʛʠʩʪʨʫ ʠʣʠ, 

ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ï ʨʝʛʫʣʷʨʥʳʝ ʚʳʨʘʞʝʥʠʷ/ ʨʝʛʫʣʷʨʥʳʝ ʚʳʨʘʞʝʥʠʷ 

ʯʫʚʩʪʚʠʪʝʣʴʥʳʝ ʢ ʨʝʛʠʩʪʨʫ). 

ɺʳʨʘʞʝʥʠʝ ï ʟʥʘʯʝʥʠʝ ʩʪʨʦʢʠ ʬʠʣʴʪʨʘʮʠʠ 

8.9.3.2.2.2. ɿʘʢʣʘʜʢʘ Ftp, ʧʦʜʜʝʨʝʚʦ ʆʙʨʘʙʦʪʢʘ 

ʇʦʜʜʝʨʝʚʦ ʆʙʨʘʙʦʪʢʘ ʩʦʜʝʨʞʠʪ ʥʘʙʦʨ ʧʨʘʚʠʣ ʜʣʷ ʦʙʨʘʙʦʪʢʠ ʢʣʠʝʥʪʩʢʠʭ ʟʘʧʨʦʩʦʚ, 

ʧʨʦʭʦʜʷʱʠʭ ʯʝʨʝʟ proxy-ʩʝʨʚʝʨ (ʧʦʜʨʘʟʫʤʝʚʘʝʪʩʷ, ʯʪʦ ʟʘʧʨʦʩ ʫʞʝ ʧʨʦʰʝʣ ʵʪʘʧ ʘʚʪʦʨʠʟʘʮʠʠ). 

ʇʦʜ çʦʙʨʘʙʦʪʢʦʡè ʧʦʥʠʤʘʝʪʩʷ ʫʜʘʣʝʥʠʝ ʠ/ʠʣʠ ʟʘʤʝʥʘ ʦʧʨʝʜʝʣʝʥʥʳʭ ʧʦʣʝʡ ʚ ʟʘʧʨʦʩʝ. 
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ɺ ʪʘʙʣʠʮʝ (ʩʤ. ʊʘʙʣʠʮʘ 39) ʧʝʨʝʯʠʩʣʝʥʳ ʠʤʝʥʘ ʠ ʟʥʘʯʝʥʠʷ ʢʣʶʯʝʡ. ɼʣʷ ʢʣʶʯʝʡ, 

ʜʦʧʫʩʢʘʶʱʠʭ ʨʘʟʥʫʶ ʤʥʦʞʝʩʪʚʝʥʥʦʩʪʴ, ʦʥʘ ʫʢʘʟʘʥʘ ʚ ʢʚʘʜʨʘʪʥʳʭ ʩʢʦʙʢʘʭ. ʊʘʢʠʝ ʢʣʶʯʠ 

ʩʦʟʜʘʶʪʩʷ/ʫʜʘʣʷʶʪʩʷ ʧʨʠ ʧʦʤʦʱʠ ʢʦʤʘʥʜ ɼʦʙʘʚʠʪʴ/ʋʜʘʣʠʪʴ ʠʟ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ. 

 
ɽʩʣʠ ʧʘʨʘʤʝʪʨʘ ʆʙʨʘʙʦʪʢʘ ʥʝʪ ʚ ʜʝʨʝʚʝ, ʪʦ ʝʛʦ ʥʝʦʙʭʦʜʠʤʦ ʩʦʟʜʘʪʴ, ʧʦʤʝʩʪʠʚ ʢʫʨʩʦʨ 

ʥʘ ʩʚʦʙʦʜʥʦʝ ʤʝʩʪʦ ʠ ʠʩʧʦʣʴʟʫʷ ʢʦʤʘʥʜʳ ɼʦʙʘʚʠʪʴ- > ʆʙʨʘʙʦʪʢʘ ʠʟ ʢʦʥʪʝʢʩʪʥʦʛʦ 

ʤʝʥʶ. 

ʊʘʙʣʠʮʘ 39 ï ʆʧʠʩʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʦʙʨʘʙʦʪʢʠ ʢʣʠʝʥʪʩʢʠʭ ʟʘʧʨʦʩʦʚ 

ʂʣʶʯ ʆʧʠʩʘʥʠʝ 

ʇʨʘʚʠʣʦ ʫʜʘʣʝʥʠʷ 

[0..*]  

ʂʦʥʪʝʡʥʝʨ, ʩʦʜʝʨʞʘʱʠʡ ʬʠʣʴʪʨʳ, ʧʦ ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʫʜʘʣʷʪʴʩʷ ʠʥʬʦʨʤʘʮʠʷ ʠʟ 

ʟʘʧʨʦʩʦʚ ʢʣʠʝʥʪʦʚ. ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ, ʚ ʢʦʣʦʥʢʝ ɿʥʘʯʝʥʠʝ ʤʦʞʥʦ ʚʚʝʩʪʠ ʠʤʷ 

ʧʨʘʚʠʣʘ. 

ʀʤ ̫ʣʦʛʠʥʘ [0..1] ʃʦʛʠʥ, ʜʣʷ ʢʦʪʦʨʦʛʦ ʙʫʜʝʪ ʩʨʘʙʘʪʳʚʘʪʴ ʜʘʥʥʦʝ ʧʨʘʚʠʣʦ 

ʋʨʦʚʝʥʴ 

ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ 

[0..1] 

ʉʪʝʧʝʥʴ ʧʦʜʨʦʙʥʦʩʪʠ ʩʦʦʙʱʝʥʠʡ, ʟʘʧʠʩʳʚʘʝʤʳʭ ʚ ʣʦʛ proxy-ʩʝʨʚʝʨʘ ʧʨʠ 

ʩʨʘʙʘʪʳʚʘʥʠʠ ʜʘʥʥʦʛʦ ʧʨʘʚʠʣʘ 

ʌʠʣʴʪʨ [1..*] 

(ʜʣʷ ʇʨʘʚʠʣʘ 

ʫʜʘʣʝʥʠʷ) 

ɿʘʜʘʝʪ ʵʣʝʤʝʥʪʳ (çʦʧʮʠʠè) ʟʘʧʨʦʩʘ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʫʜʘʣʝʥʳ. 

ʇʨʠʤʝʥʠʪʴ ʢ ï ʪʠʧ ʫʜʘʣʷʝʤʦʛʦ ʵʣʝʤʝʥʪʘ (ʝʜʠʥʩʪʚʝʥʥʦʝ ʟʥʘʯʝʥʠʝ ï ʆʧʮʠʠ) 

ʀʤʷ ʦʧʮʠʠ ï ʠʤʷ ʵʣʝʤʝʥʪʘ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʙʳʪʴ ʫʜʘʣʝʥ 

ʊʠʧ ʚʳʨʘʞʝʥʠʷ ï ʬʦʨʤʘʪ, ʚ ʢʦʪʦʨʦʤ ʙʫʜʝʪ ʚʚʦʜʠʪʴʩʷ ʩʪʨʦʢʘ ʧʦʠʩʢʘ (ʤʦʞʥʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʩʪʳʝ ʰʘʙʣʦʥʳ ʠʣʠ, ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ï ʨʝʛʫʣʷʨʥʳʝ 

ʚʳʨʘʞʝʥʠʷ) 

ɺʳʨʘʞʝʥʠʝ ï ʟʥʘʯʝʥʠʝ ʩʪʨʦʢʠ ʧʦʠʩʢʘ. ɽʩʣʠ ʫʢʘʟʘʥʥʦʝ ʚʳʨʘʞʝʥʠʝ ʥʘʡʜʝʥʦ ʚ 

ʫʢʘʟʘʥʥʦʡ ʦʧʮʠʠ, ʪʦ ʜʘʥʥʘʷ ʦʧʮʠʷ ʙʫʜʝʪ ʫʜʘʣʝʥʘ. 

ʇʨʘʚʠʣʦ ʟʘʤʝʥʳ 

[0..*]  

ʂʦʥʪʝʡʥʝʨ, ʩʦʜʝʨʞʘʱʠʡ ʬʠʣʴʪʨʳ, ʧʦ ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʧʨʦʚʦʜʠʪʴʩʷ ʟʘʤʝʥʘ 

ʠʥʬʦʨʤʘʮʠʠ ʚ ʟʘʧʨʦʩʘʭ ʢʣʠʝʥʪʦʚ. ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ, ʚ ʢʦʣʦʥʢʝ ɿʥʘʯʝʥʠʝ 

ʤʦʞʥʦ ʚʚʝʩʪʠ ʠʤʷ ʧʨʘʚʠʣʘ. 

ʇʘʨʘʤʝʪʨʳ ʀʤʷ ʣʦʛʠʥʘ ʠ ʋʨʦʚʝʥʴ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʘʥʘʣʦʛʠʯʥʳ 

ʦʜʥʦʠʤʝʥʥʳʤ ʧʘʨʘʤʝʪʨʘʤ ʠʟ ʇʨʘʚʠʣ ʫʜʘʣʝʥʠʷ. 

ʀʤʷ ʣʦʛʠʥʘ [0..1] ʃʦʛʠʥ, ʜʣʷ ʢʦʪʦʨʦʛʦ ʙʫʜʝʪ ʩʨʘʙʘʪʳʚʘʪʴ ʜʘʥʥʦʝ ʧʨʘʚʠʣʦ 

ʋʨʦʚʝʥʴ 

ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ 

[0..1] 

ʉʪʝʧʝʥʴ ʧʦʜʨʦʙʥʦʩʪʠ ʩʦʦʙʱʝʥʠʡ, ʟʘʧʠʩʳʚʘʝʤʳʭ ʚ ʣʦʛ proxy-ʩʝʨʚʝʨʘ ʧʨʠ 

ʩʨʘʙʘʪʳʚʘʥʠʠ ʜʘʥʥʦʛʦ ʧʨʘʚʠʣʘ 

ʌʠʣʴʪʨ [1..*] 

(ʜʣʷ ʇʨʘʚʠʣʘ 

ʟʘʤʝʥʳ) 

ɿʘʜʘʝʪ ʵʣʝʤʝʥʪʳ (çʦʧʮʠʠè) ʟʘʧʨʦʩʘ, ʚ ʢʦʪʦʨʳʭ ʤʦʞʝʪ ʙʳʪʴ ʧʨʦʚʝʜʝʥʘ ʟʘʤʝʥʘ. 

ʇʨʠʤʝʥʠʪʴ ʢ ï ʪʠʧ ʘʥʘʣʠʟʠʨʫʝʤʦʛʦ ʵʣʝʤʝʥʪʘ (ʝʜʠʥʩʪʚʝʥʥʦʝ ʟʥʘʯʝʥʠʝ ï ʆʧʮʠʠ) 

ʀʤʷ ʦʧʮʠʠ ï ʠʤʷ ʵʣʝʤʝʥʪʘ, ʚ ʢʦʪʦʨʦʤ ʤʦʞʝʪ ʙʳʪʴ ʧʨʦʚʝʜʝʥʘ ʟʘʤʝʥʘ 

ʊʠʧ ʚʳʨʘʞʝʥʠʷ ï ʬʦʨʤʘʪ, ʚ ʢʦʪʦʨʦʤ ʙʫʜʝʪ ʚʚʦʜʠʪʴʩʷ ʩʪʨʦʢʘ ʧʦʠʩʢʘ (ʤʦʞʥʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʩʪʳʝ ʰʘʙʣʦʥʳ ʠʣʠ, ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ï ʨʝʛʫʣʷʨʥʳʝ 

ʚʳʨʘʞʝʥʠʷ) 

ʀʟ ï ʟʥʘʯʝʥʠʝ ʩʪʨʦʢʠ ʧʦʠʩʢʘ 

ɺ ï ʟʥʘʯʝʥʠʝ, ʥʘ ʢʦʪʦʨʦʝ ʙʫʜʝʪ ʟʘʤʝʥʝʥ ʥʘʡʜʝʥʥʳʡ ʙʣʦʢ ʪʝʢʩʪʘ 

8.9.3.3. ʆʙʲʝʢʪʳ HTTP Proxy Server 

ɼʣʷ ʧʨʦʩʤʦʪʨʘ ʆʙʲʝʢʪʦʚ HTTP Proxy Server ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ ʆʢʥʦ-

>ʉʝʨʚʝʨʳ ʠ ʚʳʙʨʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʠɦʡ ʪʠʧ (ʩʤ. ʈʠʩʫʥʦʢ 85). 
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ʈʠʩʫʥʦʢ 85 ï ʆʙʲʝʢʪʳ HTTP Proxy Server 

8.9.3.3.1. ʆʩʥʦʚʥʳʝ ʩʚʝʜʝʥʠʷ 

ʊʠʧ HTTP  Proxy Server ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʝ proxy-ʩʝʨʚʝʨʦʚ ʜʣʷ ʧʨʦʪʦʢʦʣʘ HTTP , 

ʢʦʪʦʨʳʡ ʷʚʣʷʝʪʩʷ ʩʪʘʥʜʘʨʪʥʳʤ ʧʨʦʪʦʢʦʣʦʤ ʧʝʨʝʜʘʯʠ ʛʠʧʝʨʪʝʢʩʪʦʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʚ ʩʝʪʠ 

ʀʥʪʝʨʥʝʪ. ʅʠʞʝ ʧʝʨʝʯʠʩʣʝʥʳ ʥʝʢʦʪʦʨʳʝ ʟʘʜʘʯʠ, ʢʦʪʦʨʳʝ ʤʦʞʝʪ ʚʳʧʦʣʥʷʪʴ HTTP proxy-ʩʝʨʚʝʨ: 

- ʜʦʧʦʣʥʠʪʝʣʴʥʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʦʩʥʦʚʘʥʠʠ ʩʣʝʜʫʶʱʠʭ 

ʤʝʭʘʥʠʟʤʦʚ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ: RADIUS, ʩʠʩʪʝʤʥʘʷ (ʩʨʝʜʩʪʚʘʤʠ ʆʉ ʢʦʤʧʴʶʪʝʨʘ), 

ʣʦʢʘʣʴʥʘʷ (ʧʨʠ ʧʦʤʦʱʠ ʬʘʡʣʘ ʩ ʭʝh ʘʤʠ ʧʘʨʦʣʝʡ); 

- ʬʠʣʴʪʨʘʮʠʷ ʟʘʧʨʦʩʦʚ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʦʩʥʦʚʘʥʠʠ URL, IP-ʘʜʨʝʩʘ ʠʣʠ ʠʤʝʥʠ HTTP-

ʩʝʨʚʝʨʘ, ʢ ʢʦʪʦʨʦʤʫ ʠʜʝʪ ʦʙʨʘʱʝʥʠʝ; 

- ʫʜʘʣʝʥʠʝ ʠʣʠ ʟʘʤʝʥʘ ʧʨʦʠʟʚʦʣʴʥʳʭ ʧʦʣʝʡ ʚ HTTP-ʧʘʢʝʪʘʭ; 

- ʫʜʘʣʝʥʠʝ ʠʣʠ ʟʘʤʝʥʘ ʧʨʦʠʟʚʦʣʴʥʳʭ ʙʣʦʢʦʚ ʪʝʢʩʪʘ ʚ HTTP-ʧʘʢʝʪʘʭ. 

8.9.3.3.2. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʚʝʜʝʥʠʷ 

ʆʧʠʩʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ, ʦʙʱʠʭ ʜʣʷ ʚʩʝʭ proxy-ʩʝʨʚʝʨʦʚ, ʧʨʠʚʝʜʝʥʳ ʚ ʧ. 8.9.3.1. 

ʇʘʨʘʤʝʪʨʳ, ʩʧʝʮʠʬʠʯʥʳʝ ʜʣʷ HTTP proxy-ʩʝʨʚʝʨʦʚ, ʧʨʠʚʝʜʝʥʳ ʥʠʞʝ. 

8.9.3.3.2.1. ɿʘʢʣʘʜʢʘ ʇʘʨʘʤʝʪʨʳ ʩʦʝʜʠʥʝʥʠʷ 

ɿʘʢʣʘʜʢʘ ʇʘʨʘʤʝʪʨʳ ʩʦʝʜʠʥʝʥʠʷ ʩʦʜʝʨʞʠʪ ʧʘʨʘʤʝʪʨ ʂʦʜʠʨʦʚʢʘ ʩʪʨʘʥʠʮ ʧʦ 

ʫʤʦʣʯʘʥʠʶ, ʦʧʨʝʜʝʣʷʶʱʠʡ ʢʦʜʠʨʦʚʢʫ ʩʠʤʚʦʣʦʚ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʨʠ ʧʦʠʩʢʝ ʠ 

ʬʠʣʴʪʨʘʮʠʠ ʧʦ ʪʝʢʩʪʫ ʚ ʧʦʣʫʯʘʝʤʳʭ ʢʣʠʝʥʪʘʤʠ HTTP-ʩʪʨʘʥʠʮʘʭ. ɺʦʟʤʦʞʥʳʝ ʟʥʘʯʝʥʠʷ: 

Windows-1251, KOI 8-R, UTF-8. 

8.9.3.3.2.2. ɿʘʢʣʘʜʢʘ Http, ʧʦʜʜʝʨʝʚʦ ɸʚʪʦʨʠʟʘʮʠʷ 

ʇʦʜʜʝʨʝʚʦ ɸʚʪʦʨʠʟʘʮʠʷ ʩʦʜʝʨʞʠʪ ʥʘʙʦʨ ʧʨʘʚʠʣ ʜʣʷ ʘʚʪʦʨʠʟʘʮʠʠ ʢʣʠʝʥʪʦʚ proxy-

ʩʝʨʚʝʨʘ (ʩʤ. ʧ. 8.9.3.2.2.1). 
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ɼʣʷ ʢʣʶʯʝʡ, ʜʦʧʫʩʢʘʶʱʠʭ ʨʘʟʥʫʶ ʤʥʦʞʝʩʪʚʝʥʥʦʩʪʴ, ʦʥʘ ʫʢʘʟʘʥʘ ʚ ʢʚʘʜʨʘʪʥʳʭ 

ʩʢʦʙʢʘʭ. ʉʣʝʜʫʝʪ ʧʨʠʥʷʪʴ ʚʦ ʚʥʠʤʘʥʠʝ, ʯʪʦ ʢʣʶʯ ʌʠʣʴʪʨ ʩʦʜʝʨʞʠʪ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʨʠʟʥʘʢʠ, 

ʧʦ ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʩʨʘʙʘʪʳʚʘʪʴ ʜʘʥʥʦʝ ʧʨʘʚʠʣʦ: URL  (ʘʜʨʝʩ ʨʝʩʫʨʩʘ, ʢ ʢʦʪʦʨʦʤʫ ʠʜʝʪ 

ʦʙʨʘʱʝʥʠʝ) ʠ ʄʝʪʦʜ (ʧʦʣʝ ʤʝʪʦʜʘ ʚ HTTP-ʧʘʢʝʪʝ). 

ʊʘʢʠʝ ʢʣʶʯʠ ʩʦʟʜʘʶʪʩʷ/ʫʜʘʣʷʶʪʩʷ ʧʨʠ ʧʦʤʦʱʠ ʢʦʤʘʥʜ ɼʦʙʘʚʠʪʴ/ʋʜʘʣʠʪʴ ʠʟ 

ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ. 

8.9.3.3.2.3. ɿʘʢʣʘʜʢʘ Http, ʧʦʜʜʝʨʝʚʦ ʆʙʨʘʙʦʪʢʘ 

ʇʦʜʜʝʨʝʚʦ ʆʙʨʘʙʦʪʢʘ ʩʦʜʝʨʞʠʪ ʥʘʙʦʨ ʧʨʘʚʠʣ ʜʣʷ ʦʙʨʘʙʦʪʢʠ ʢʣʠʝʥʪʩʢʠʭ ʟʘʧʨʦʩʦʚ, 

ʧʨʦʭʦʜʷʱʠʭ ʯʝʨʝʟ proxy-ʩʝʨʚʝʨ (ʧʦʜʨʘʟʫʤʝʚʘʝʪʩʷ, ʯʪʦ ʟʘʧʨʦʩ ʫʞʝ ʧʨʦʰʝʣ ʵʪʘʧ ʘʚʪʦʨʠʟʘʮʠʠ). 

ʇʦʜ çʦʙʨʘʙʦʪʢʦʡè ʧʦʥʠʤʘʝʪʩʷ ʫʜʘʣʝʥʠʝ ʠ/ʠʣʠ ʟʘʤʝʥʘ ʦʧʨʝʜʝʣʝʥʥʳʭ ʧʦʣʝʡ ʚ ʟʘʧʨʦʩʝ. 

ʇʘʨʘʤʝʪʨʳ, ʩʧʝʮʠʬʠʯʥʳʝ ʜʣʷ HTTP  Proxy Server: 

- ʌʠʣʴʪʨ [1..*] (ʜʣʷ ʇʨʘʚʠʣʘ ʫʜʘʣʝʥʠʷ) - ɿʘʜʘʝʪ ʵʣʝʤʝʥʪʳ (çʦʧʮʠʠè) ʟʘʧʨʦʩʘ, 

ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʫʜʘʣʝʥʳ. ʇʨʠʤʝʥʠʪʴ ʢ ï ʪʠʧ ʫʜʘʣʷʝʤʦʛʦ ʵʣʝʤʝʥʪʘ; 

- ʆʧʮʠʠ ï ʧʦʣʷ ʚ ʟʘʛʦʣʦʚʢʝ HTTP-ʧʘʢʝʪʘ; ʀʤʷ ʦʧʮʠʠ ï ʠʤʷ ʵʣʝʤʝʥʪʘ, ʢʦʪʦʨʳʡ 

ʤʦʞʝʪ ʙʳʪʴ ʫʜʘʣʝʥ (ʪʦʣʴʢʦ ʜʣʷ ʆʧʮʠʡ);  

- ʊʠʧ ʚʳʨʘʞʝʥʠʷ ï ʬʦʨʤʘʪ, ʚ ʢʦʪʦʨʦʤ ʙʫʜʝʪ ʚʚʦʜʠʪʴʩʷ ʩʪʨʦʢʘ ʧʦʠʩʢʘ (ʤʦʞʥʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʩʪʳʝ ʰʘʙʣʦʥʳ ʠʣʠ, ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ï ʨʝʛʫʣʷʨʥʳʝ ʚʳʨʘʞʝʥʠʷ);  

- ɺʳʨʘʞʝʥʠʝ ï ʟʥʘʯʝʥʠʝ ʩʪʨʦʢʠ ʧʦʠʩʢʘ. 

ɽʩʣʠ ʫʢʘʟʘʥʥʦʝ ʚʳʨʘʞʝʥʠʝ ʥʘʡʜʝʥʦ ʚ ʫʢʘʟʘʥʥʦʤ ʵʣʝʤʝʥʪʝ, ʪʦ ʙʣʦʢ ʪʝʢʩʪʘ ʩ ʫʢʘʟʘʥʥʳʤ 

ʚʳʨʘʞʝʥʠʝʤ ʙʫʜʝʪ ʫʜʘʣʝʥ. 

- ʇʨʘʚʠʣʦ ʟʘʤʝʥʳ [0..*] - ʉʤ. ʧ. 8.9.3.2.2.1. ʇʘʨʘʤʝʪʨʳ ʀʤʷ ʣʦʛʠʥʘ ʠ ʋʨʦʚʝʥʴ 

ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʘʥʘʣʦʛʠʯʥʳ ʦʜʥʦʠʤʝʥʥʳʤ ʧʘʨʘʤʝʪʨʘʤ ʠʟ ʇʨʘʚʠʣ ʫʜʘʣʝʥʠʷ. 

- ʌʠʣʴʪʨ [1..*] (ʜʣʷ ʇʨʘʚʠʣʘ ʟʘʤʝʥʳ) - ɿʘʜʘʝʪ ʵʣʝʤʝʥʪʳ (çʦʧʮʠʠè) ʟʘʧʨʦʩʘ, ʚ 

ʢʦʪʦʨʳʭ ʤʦʞʝʪ ʙʳʪʴ ʧʨʦʚʝʜʝʥʘ ʟʘʤʝʥʘ.  

- ʇʨʠʤʝʥʠʪʴ ʢ ï ʪʠʧ ʘʥʘʣʠʟʠʨʫʝʤʦʛʦ ʵʣʝʤʝʥʪʘ: 

- ʆʧʮʠʠ ï ʧʦʣʷ ʚ ʟʘʛʦʣʦʚʢʝ HTTP-ʧʘʢʝʪʘ;  

- ʀʤʷ ʦʧʮʠʠ ï ʠʤʷ ʵʣʝʤʝʥʪʘ, ʚ ʢʦʪʦʨʦʤ ʤʦʞʝʪ ʙʳʪʴ ʧʨʦʚʝʜʝʥʘ ʟʘʤʝʥʘ 

(ʪʦʣʴʢʦ ʜʣʷ ʆʧʮʠʡ);  

- ʊʠʧ ʚʳʨʘʞʝʥʠʷ ï ʬʦʨʤʘʪ, ʚ ʢʦʪʦʨʦʤ ʙʫʜʝʪ ʚʚʦʜʠʪʴʩʷ ʩʪʨʦʢʘ ʧʦʠʩʢʘ (ʤʦʞʥʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʩʪʳʝ ʰʘʙʣʦʥʳ ʠʣʠ, ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ï ʨʝʛʫʣʷʨʥʳʝ ʚʳʨʘʞʝʥʠʷ);  

- ʀʟ ï ʟʥʘʯʝʥʠʝ ʩʪʨʦʢʠ ʧʦʠʩʢʘ;  

- ɺ ï ʟʥʘʯʝʥʠʝ, ʥʘ ʢʦʪʦʨʦʝ ʙʫʜʝʪ ʟʘʤʝʥʝʥ ʥʘʡʜʝʥʥʳʡ ʙʣʦʢ ʪʝʢʩʪʘ. 



199 

ʄʂɽʖ.00631-01 32 01 

  

 
ɺ ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ, ʢʦʛʜʘ HTTP-ʩʝʨʚʝʨ ʧʦʩʳʣʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʚ ʟʘʢʦʜʠʨʦʚʘʥʥʦʤ 

(ʫʧʘʢʦʚʘʥʥʦʤ) ʚʠʜʝ, ʦʧʝʨʘʮʠʠ ʫʜʘʣʝʥʠʷ/ʟʘʤʝʥʳ ʤʦʛʫʪ ʥʝ ʨʘʙʦʪʘʪʴ. ʅʘʧʨʠʤʝʨ, ʵʪʦ ʙʫʜʝʪ 

ʥʘʙʣʶʜʘʪʴʩʷ ʪʦʛʜʘ, ʢʦʛʜʘ ʚ http-ʦʪʚʝʪʝ (ʦʪ ʩʝʨʚʝʨʘ) ʧʨʠʩʫʪʩʪʚʫʝʪ ʧʦʣʝ: / Content-

Encoding: gzip /. 

ʕʪʫ ʧʨʦʙʣʝʤʫ ʤʦʞʥʦ ʨʝʰʠʪʴ, ʜʦʙʘʚʠʚ ʚʨʫʯʥʫʶ ʚ ʢʦʥʬʠʛʫʨʘʮʠʶ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ (ʚ 

ʩʝʢʮʠʶ <process>) ʩʣʝʜʫʶʱʠʡ ʬʠʣʴʪʨ: 

<replace>  

<option from="*" masktype="wild" name= "Accept - Encoding" to=""/>  

</ replace > 

ɼʘʥʥʳʡ ʬʠʣʴʪʨ ʫʜʘʣʠʪ ʦʧʮʠʶ Accept-Encoding ʚ http-ʟʘʧʨʦʩʝ ʢʣʠʝʥʪʘ, ʧʦʵʪʦʤʫ ʩʝʨʚʝʨ 

ʧʨʠʰʣʝʪ ʩʪʨʘʥʠʮʫ ʚ ʥʝʟʘʢʦʜʠʨʦʚʘʥʥʦʤ ʚʠʜʝ. 

8.9.3.4. ʆʙʲʝʢʪʳ SMTP Proxy Server 

ɼʣʷ ʧʨʦʩʤʦʪʨʘ ʆʙʲʝʢʪʦʚ SMTP Proxy Server ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ ʆʢʥʦ-

>ʉʝʨʚʝʨʳ ʠ ʚʳʙʨʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʪʠʧ (ʩʤ. ʈʠʩʫʥʦʢ 86). 

  

ʈʠʩʫʥʦʢ 86 ï ʆʙʲʝʢʪʳ SMTP Proxy Server 

8.9.3.4.1. ʆʩʥʦʚʥʳʝ ʩʚʝʜʝʥʠʷ 

ʊʠʧ SMTP Proxy Server ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʷ proxy-ʩʝʨʚʝʨʦʚ ʜʣʷ ʧʨʦʪʦʢʦʣʘ SMTP, 

ʢʦʪʦʨʳʡ ʷʚʣʷʝʪʩʷ ʩʪʘʥʜʘʨʪʥʳʤ ʧʨʦʪʦʢʦʣʦʤ ʧʝʨʝʜʘʯʠ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʚ ʩʝʪʠ ʀʥʪʝʨʥʝʪ. 

ʅʠʞʝ ʧʝʨʝʯʠʩʣʝʥʳ ʥʝʢʦʪʦʨʳʝ ʟʘʜʘʯʠ, ʢʦʪʦʨʳʝ ʤʦʞʝʪ ʚʳʧʦʣʥʷʪʴ SMTP proxy-ʩʝʨʚʝʨ:  

- ʜʦʧʦʣʥʠʪʝʣʴʥʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʦʩʥʦʚʘʥʠʠ ʩʣʝʜʫʶʱʠʭ 

ʤʝʭʘʥʠʟʤʦʚ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ: RADIUS, ʩʠʩʪʝʤʥʘʷ (ʩʨʝʜʩʪʚʘʤʠ ʆʉ ʢʦʤʧʴʶʪʝʨʘ), 

ʣʦʢʘʣʴʥʘʷ (ʧʨʠ ʧʦʤʦʱʠ ʬʘʡʣʘ ʩ ʭʝh ʘʤʠ ʧʘʨʦʣʝʡ); 

- ʫʜʘʣʝʥʠʝ ʠʣʠ ʟʘʤʝʥʘ ʧʨʦʠʟʚʦʣʴʥʳʭ ʧʦʣʝʡ ʚ ʟʘʛʦʣʦʚʢʘʭ ʧʠʩʝʤ; 

- ʫʜʘʣʝʥʠʝ ʠʣʠ ʟʘʤʝʥʘ ʧʨʦʠʟʚʦʣʴʥʳʭ ʙʣʦʢʦʚ ʪʝʢʩʪʘ ʚ ʪʝʣʘʭ ʧʠʩʝʤ. 

8.9.3.4.2. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʚʝʜʝʥʠʷ 

ʆʧʠʩʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ, ʦʙʱʠʭ ʜʣʷ ʚʩʝʭ proxy-ʩʝʨʚʝʨʦʚ, ʧʨʠʚʝʜʝʥʳ ʚ ʧ. 8.9.3.1. 

ʇʘʨʘʤʝʪʨʳ, ʩʧʝʮʠʬʠʯʥʳʝ ʜʣʷ SMTP proxy-ʩʝʨʚʝʨʦʚ, ʧʨʠʚʝʜʝʥʳ ʥʠʞʝ. 
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8.9.3.4.2.1. ɿʘʢʣʘʜʢʘ Smtp, ʧʦʜʜʝʨʝʚʦ ɸʚʪʦʨʠʟʘʮʠʷ 

ʇʦʜʜʝʨʝʚʦ ɸʚʪʦʨʠʟʘʮʠʷ ʩʦʜʝʨʞʠʪ ʥʘʙʦʨ ʧʨʘʚʠʣ ʜʣʷ ʘʚʪʦʨʠʟʘʮʠʠ ʢʣʠʝʥʪʦʚ proxy-

ʩʝʨʚʝʨʘ (ʩʤ. ʧ. 8.9.3.2.2.1). 

8.9.3.4.2.2. ɿʘʢʣʘʜʢʘ Smtp, ʧʦʜʜʝʨʝʚʦ ʆʙʨʘʙʦʪʢʘ 

ʇʦʜʜʝʨʝʚʦ ʆʙʨʘʙʦʪʢʘ ʩʦʜʝʨʞʠʪ ʥʘʙʦʨ ʧʨʘʚʠʣ ʜʣʷ ʦʙʨʘʙʦʪʢʠ ʢʣʠʝʥʪʩʢʠʭ ʟʘʧʨʦʩʦʚ, 

ʧʨʦʭʦʜʷʱʠʭ ʯʝʨʝʟ proxy-ʩʝʨʚʝʨ (ʧʦʜʨʘʟʫʤʝʚʘʝʪʩʷ, ʯʪʦ ʟʘʧʨʦʩ ʫʞʝ ʧʨʦʰʝʣ ʵʪʘʧ ʘʚʪʦʨʠʟʘʮʠʠ) 

(ʩʤ. ʧ. 8.9.3.2.2.1). ʇʦʜ çʦʙʨʘʙʦʪʢʦʡè ʧʦʥʠʤʘʝʪʩʷ ʫʜʘʣʝʥʠʝ ʠ/ʠʣʠ ʟʘʤʝʥʘ ʦʧʨʝʜʝʣʝʥʥʳʭ ʧʦʣʝʡ ʚ 

ʟʘʧʨʦʩʝ. 

ʇʘʨʘʤʝʪʨʳ, ʩʧʝʮʠʬʠʯʥʳʝ ʜʣʷ SMTP Proxy Server: 

- ʌʠʣʴʪʨ [1..*] (ʜʣʷ ʇʨʘʚʠʣʘ ʫʜʘʣʝʥʠʷ) - ɿʘʜʘʝʪ ʵʣʝʤʝʥʪʳ (ʆʧʮʠʠ) ʟʘʧʨʦʩʘ, 

ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʫʜʘʣʝʥʳ: 

- ʇʨʠʤʝʥʠʪʴ ʢ ï ʪʠʧ ʫʜʘʣʷʝʤʦʛʦ ʵʣʝʤʝʥʪʘ: 

- ʆʧʮʠʠ ï ʧʦʣʷ ʚ ʟʘʛʦʣʦʚʢʝ HTTP-ʧʘʢʝʪʘ;  

- ʀʤʷ ʦʧʮʠʠ ï ʠʤʷ ʵʣʝʤʝʥʪʘ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʙʳʪʴ ʫʜʘʣʝʥ (ʪʦʣʴʢʦ ʜʣʷ 

ʆʧʮʠʡ);  

- ʊʠʧ ʚʳʨʘʞʝʥʠʷ ï ʬʦʨʤʘʪ, ʚ ʢʦʪʦʨʦʤ ʙʫʜʝʪ ʚʚʦʜʠʪʴʩʷ ʩʪʨʦʢʘ ʧʦʠʩʢʘ (ʤʦʞʥʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʩʪʳʝ ʰʘʙʣʦʥʳ ʠʣʠ, ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ï ʨʝʛʫʣʷʨʥʳʝ 

ʚʳʨʘʞʝʥʠʷ);  

- ɺʳʨʘʞʝʥʠʝ ï ʟʥʘʯʝʥʠʝ ʩʪʨʦʢʠ ʧʦʠʩʢʘ. 

ɽʩʣʠ ʫʢʘʟʘʥʥʦʝ ʚʳʨʘʞʝʥʠʝ ʥʘʡʜʝʥʦ ʚ ʫʢʘʟʘʥʥʦʤ ʵʣʝʤʝʥʪʝ, ʪʦ ʜʘʥʥʳʡ ʙʣʦʢ ʪʝʢʩʪʘ 

ʙʫʜʝʪ ʫʜʘʣʝʥ. 

- ʇʨʘʚʠʣʦ ʟʘʤʝʥʳ [0..*] - ʉʤ. ʧ. 8.9.3.2.2.1. ʇʘʨʘʤʝʪʨʳ ʀʤʷ ʣʦʛʠʥʘ ʠ ʋʨʦʚʝʥʴ 

ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʘʥʘʣʦʛʠʯʥʳ ʦʜʥʦʠʤʝʥʥʳʤ ʧʘʨʘʤʝʪʨʘʤ ʠʟ ʇʨʘʚʠʣ ʫʜʘʣʝʥʠʷ. 

- ʌʠʣʴʪʨ [1..*] (ʜʣʷ ʇʨʘʚʠʣʘ ʟʘʤʝʥʳ) - ɿʘʜʘʝʪ ʵʣʝʤʝʥʪʳ (ʆʧʮʠʠ) ʟʘʧʨʦʩʘ, ʚ 

ʢʦʪʦʨʳʭ ʤʦʞʝʪ ʙʳʪʴ ʧʨʦʚʝʜʝʥʘ ʟʘʤʝʥʘ. 

- ʇʨʠʤʝʥʠʪʴ ʢ ï ʪʠʧ ʘʥʘʣʠʟʠʨʫʝʤʦʛʦ ʵʣʝʤʝʥʪʘ: 

- ʆʧʮʠʠ ï ʧʦʣʷ ʚ ʟʘʛʦʣʦʚʢʝ HTTP-ʧʘʢʝʪʘ;  

- ʀʤʷ ʦʧʮʠʠ ï ʠʤʷ ʵʣʝʤʝʥʪʘ, ʚ ʢʦʪʦʨʦʤ ʤʦʞʝʪ ʙʳʪʴ ʧʨʦʚʝʜʝʥʘ ʟʘʤʝʥʘ 

(ʪʦʣʴʢʦ ʜʣʷ ʆʧʮʠʡ);  

- ʊʠʧ ʚʳʨʘʞʝʥʠʷ ï ʬʦʨʤʘʪ, ʚ ʢʦʪʦʨʦʤ ʙʫʜʝʪ ʚʚʦʜʠʪʴʩʷ ʩʪʨʦʢʘ ʧʦʠʩʢʘ (ʤʦʞʥʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʩʪʳʝ ʰʘʙʣʦʥʳ ʠʣʠ, ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ï ʨʝʛʫʣʷʨʥʳʝ ʚʳʨʘʞʝʥʠʷ);  

- ʀʟ ï ʟʥʘʯʝʥʠʝ ʩʪʨʦʢʠ ʧʦʠʩʢʘ;  

- ɺ ï ʟʥʘʯʝʥʠʝ, ʥʘ ʢʦʪʦʨʦʝ ʙʫʜʝʪ ʟʘʤʝʥʝʥ ʥʘʡʜʝʥʥʳʡ ʙʣʦʢ ʪʝʢʩʪʘ. 
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8.9.3.4.3. ʆʙʲʝʢʪʳ SOCKS Proxy Server 

ɼʣʷ ʧʨʦʩʤʦʪʨʘ ʆʙʲʝʢʪʦʚ SOCKS Proxy Server ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ ʆʢʥʦ-

>ʉʝʨʚʝʨʳ ʠ ʚʳʙʨʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʪʠʧ (ʩʤ. ʈʠʩʫʥʦʢ 87). 

  

ʈʠʩʫʥʦʢ 87 ï ʆʙʲʝʢʪʳ SOCKS Proxy Server 

8.9.3.4.4. ʆʩʥʦʚʥʳʝ ʩʚʝʜʝʥʠʷ 

ʊʠʧ SOCKS Proxy Server ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʷ proxy-ʩʝʨʚʝʨʦʚ ʥʘ ʦʩʥʦʚʝ ʧʨʦʪʦʢʦʣʘ 

SOCKS ʚʝʨʩʠʡ 4 ʠ 5. ʅʠʞʝ ʧʝʨʝʯʠʩʣʝʥʳ ʥʝʢʦʪʦʨʳʝ ʟʘʜʘʯʠ, ʢʦʪʦʨʳʝ ʤʦʞʝʪ ʚʳʧʦʣʥʷʪʴ SOCKS 

proxy-ʩʝʨʚʝʨ: 

½ ʜʦʧʦʣʥʠʪʝʣʴʥʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʦʩʥʦʚʘʥʠʠ ʩʣʝʜʫʶʱʠʭ 

ʤʝʭʘʥʠʟʤʦʚ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ: RADIUS, ʩʠʩʪʝʤʥʘʷ (ʩʨʝʜʩʪʚʘʤʠ ʆʉ ʢʦʤʧʴʶʪʝʨʘ), 

ʣʦʢʘʣʴʥʘʷ (ʧʨʠ ʧʦʤʦʱʠ ʬʘʡʣʘ ʩ ʭʝh ʘʤʠ ʧʘʨʦʣʝʡ); 

½ ʬʠʣʴʪʨʘʮʠʷ ʟʘʧʨʦʩʦʚ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʦʩʥʦʚʘʥʠʠ IP-ʘʜʨʝʩʘ ʠʣʠ ʠʤʝʥʠ ʩʝʨʚʝʨʘ, ʢ 

ʢʦʪʦʨʦʤʫ ʠʜʝʪ ʦʙʨʘʱʝʥʠʝ, ʘ ʪʘʢʞʝ ʥʦʤʝʨʘ ʧʦʨʪʘ. 

8.9.3.4.5. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʚʝʜʝʥʠʷ 

ʆʧʠʩʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ, ʦʙʱʠʭ ʜʣʷ ʚʩʝʭ proxy-ʩʝʨʚʝʨʦʚ, ʧʨʠʚʝʜʝʥʳ ʚ ʧ. 8.9.3.1. 

ʇʘʨʘʤʝʪʨʳ, ʩʧʝʮʠʬʠʯʥʳʝ ʜʣʷ SOCKS proxy-ʩʝʨʚʝʨʦʚ, ʧʨʠʚʝʜʝʥʳ ʥʠʞʝ. 

8.9.3.4.5.1. ɿʘʢʣʘʜʢʘ Socks, ʧʦʜʜʝʨʝʚʦ ɸʚʪʦʨʠʟʘʮʠʷ 

ʇʦʜʜʝʨʝʚʦ ɸʚʪʦʨʠʟʘʮʠʷ ʩʦʜʝʨʞʠʪ ʥʘʙʦʨ ʧʨʘʚʠʣ ʜʣʷ ʘʚʪʦʨʠʟʘʮʠʠ ʢʣʠʝʥʪʦʚ proxy-

ʩʝʨʚʝʨʘ (ʩʤ ʧ. 8.9.3.2.2.1). 

ɼʣʷ ʢʣʶʯʝʡ, ʜʦʧʫʩʢʘʶʱʠʭ ʨʘʟʥʫʶ ʤʥʦʞʝʩʪʚʝʥʥʦʩʪʴ, ʦʥʘ ʫʢʘʟʘʥʘ ʚ ʢʚʘʜʨʘʪʥʳʭ 

ʩʢʦʙʢʘʭ. ʊʘʢʠʝ ʢʣʶʯʠ ʩʦʟʜʘʶʪʩʷ/ʫʜʘʣʷʶʪʩʷ ʧʨʠ ʧʦʤʦʱʠ ʢʦʤʘʥʜ ɼʦʙʘʚʠʪʴ/ʋʜʘʣʠʪʴ ʠʟ 

ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ. 
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8.9.4. ʇʨʦʯʠʝ ʉʝʨʚʝʨʳ 

8.9.4.1. ʆʙʲʝʢʪʳ LDAP Server 

ɼʣʷ ʧʨʦʩʤʦʪʨʘ ʆʙʲʝʢʪʦʚ LDAP Server ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ ʆʢʥʦ->ʉʝʨʚʝʨʳ ʠ 

ʚʳʙʨʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʪʠʧ (ʩʤ. ʈʠʩʫʥʦʢ 88). 

  

ʈʠʩʫʥʦʢ 88 ï ʆʙʲʝʢʪʳ LDAP Server 

8.9.4.1.1. ʆʩʥʦʚʥʳʝ ʩʚʝʜʝʥʠʷ 

ʊʠʧ LDAP Server ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʷ LDAP-ʩʝʨʚʝʨʦʚ, ʧʨʠʩʫʪʩʪʚʫʶʱʠʭ ʚ ʩʝʪʠ ʠ 

ʩʦʜʝʨʞʘʱʠʭ ʢʘʪʘʣʦʛʠ ʩ ʩʝʨʪʠʬʠʢʘʪʘʤʠ/ʉʆʉ. ʇʨʠ ʩʦʟʜʘʥʠʠ ʆʙʲʝʢʪʘ ʇʦʣʠʪʠʢʠ, 

ʧʨʝʜʩʪʘʚʣʷʶʱʝʛʦ ʫʧʨʘʚʣʷʝʤʳʡ ɺʏʉ-ɸʛʝʥʪ, ʚ ʝʛʦ ʩʚʦʡʩʪʚʘʭ, ʚ ʟʘʢʣʘʜʢʝ ɺʏʉ- >ʉʝʨʪʠʬʠʢʘʪʳ 

ʤʦʞʥʦ ʫʢʘʟʘʪʴ ʆʙʲʝʢʪ LDAP-ʩʝʨʚʝʨ ʢʘʢ ʫʜʘʣʝʥʥʳʡ ʢʘʪʘʣʦʛ, ʢʫʜʘ ʤʦʞʝʪ ʦʙʨʘʪʠʪʴʩʷ ɸʛʝʥʪ ʜʣʷ 

ʧʦʣʫʯʝʥʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʧʘʨʪʥʝʨʘ ʠʣʠ ʩʚʝʞʝʛʦ ʉʆʉ. ʌʣʘʞʦʢ LDAP autopass (ʦʙʨʘʙʦʪʢʘ ʉʆʉ) 

ʚʩʝʛʜʘ ʚ ʩʦʩʪʦʷʥʠʠ Disabled, ʧʦʩʢʦʣʴʢʫ, ʜʘʥʥʘʷ ʬʫʥʢʮʠʷ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʯʝʨʝʟ ʧʨʠʚʷʟʢʫ 

LDAP-ʩʝʨʚʝʨʘ ʚ ʟʘʢʣʘʜʢʝ ɺʏʉ- > ʉʝʨʪʠʬʠʢʘʪʳ. 

8.9.4.1.2. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʚʝʜʝʥʠʷ  

ʇʘʨʘʤʝʪʨʳ, ʦʙʱʠʝ ʜʣʷ LDAP Server, ʧʨʠʚʝʜʝʥʳ ʚ ʧ. 7.8.1. 

ʇʘʨʘʤʝʪʨʳ, ʩʧʝʮʠʬʠʯʥʳʝ ʜʣʷ LDAP Server: 

- ʄʝʪʦʜ ʧʦʜʢʣʶʯʝʥʠʷ - ʈʘʟʥʦʚʠʜʥʦʩʪʴ ʧʨʦʪʦʢʦʣʘ LDAP, ʢʦʪʦʨʳʡ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ 

ʜʘʥʥʳʤ LDAP-ʩʝʨʚʝʨʦʤ. ɺʦʟʤʦʞʥʳʝ ʟʥʘʯʝʥʠʷ:  

- LDAP;  

- ɿʘʱʠʱʝʥʥʳʡ LDAP.  

ʉʤ. ʪʘʢʞʝ ʧ. 7.8.1. 

- ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ DN - ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʣʦʛʠʥ) ʧʨʠ ʦʙʨʘʱʝʥʠʠ ʢ 

LDAP-ʢʘʪʘʣʦʛʫ ʚ ʬʦʨʤʘʪʝ Distinguished Name. 
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- ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʧʘʨʦʣʴ - ʇʘʨʦʣʴ ʜʦʩʪʫʧʘ ʢ ʢʘʪʘʣʦʛʫ ʜʣʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ, ʫʢʘʟʘʥʥʦʛʦ ʚ ʧʘʨʘʤʝʪʨʝ Login DN. ɼʣʷ ʚʚʦʜʘ ʠ ʧʦʜʪʚʝʨʞʜʝʥʠʷ 

ʧʘʨʦʣʷ ʥʘʜʦ ʚʳʜʝʣʠʪʴ ʵʪʫ ʷʯʝʡʢʫ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ, ʢʦʪʦʨʘʷ ʧʦʷʚʠʪʩʷ ʩʧʨʘʚʘ. 

- ɺʝʪʢʠ, ɺʝʪʢʘ - ɺʝʪʢʘ ʢʘʪʘʣʦʛʘ, ʩ ʢʦʪʦʨʦʡ ʙʫʜʝʪ ʨʘʙʦʪʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʴ (ʚ ʬʦʨʤʘʪʝ 

Distinguished Name). 

8.9.4.2. ʆʙʲʝʢʪʳ RADIUS Server 

ɼʣʷ ʧʨʦʩʤʦʪʨʘ ʆʙʲʝʢʪʦʚ RADIUS Server ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ ʆʢʥʦ->ʉʝʨʚʝʨʳ 

ʠ ʚʳʙʨʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʪʠʧ (ʩʤ. ʈʠʩʫʥʦʢ 89). 

  

ʈʠʩʫʥʦʢ 89 ï ʆʙʲʝʢʪʳ RADIUS Server 

8.9.4.2.1. ʆʩʥʦʚʥʳʝ ʩʚʝʜʝʥʠʷ 

ʊʠʧ RADIUS Server ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʷ ʧʨʠʩʫʪʩʪʚʫʶʱʠʭ ʚ ʩʝʪʠ RADIUS-ʩʝʨʚʝʨʦʚ, 

ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʜʣʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ɺʏʉ-ʢʣʠʝʥʪʦʚ ʧʦ 

ʧʨʦʪʦʢʦʣʫ XAUTH. ɼʘʥʥʳʡ ʧʨʦʪʦʢʦʣ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʥʝʢʦʪʦʨʳʤʠ ʪʠʧʘʤʠ ɺʏʉ-ʐʣʶʟʦʚ ʠ 

ʢʦʥʬʠʛʫʨʠʨʫʝʪʩʷ ʚ ʠʭ ʩʚʦʡʩʪʚʘʭ ʚ ʟʘʢʣʘʜʢʝ ɺʏʉ- >ʈʘʩʰʠʨʝʥʥʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ. 

ɺ ʩʦʩʪʘʚ ʎʋʇ ʚʭʦʜʠʪ ʩʦʙʩʪʚʝʥʥʳʡ RADIUS-ʩʝʨʚʝʨ (ʧʨʝʜʩʪʘʚʣʝʥʥʳʡ ʩʝʨʚʝʨʦʤ 

FreeRadius Server); ʦʧʠʩʳʚʘʶʱʠʡ ʝʛʦ ʆʙʲʝʢʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʛʝʥʝʨʠʨʫʝʪʩʷ ʧʨʠ ʩʦʟʜʘʥʠʠ ɹɼ.  

8.9.4.2.2. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʚʝʜʝʥʠʷ 

ʇʘʨʘʤʝʪʨʳ, ʦʙʱʠʝ ʜʣʷ RADIUS Server, ʧʨʠʚʝʜʝʥʳ ʚ ʧ. 7.8.1. 

ʇʘʨʘʤʝʪʨʳ, ʩʧʝʮʠʬʠʯʥʳʝ ʜʣʷ RADIUS Server: 

- ʋʧʨʘʚʣʷʝʤʳʡ - ɼʘʥʥʳʡ ʬʣʘʞʦʢ ʩʣʝʜʫʝʪ ʚʢʣʶʯʘʪʴ ʪʦʣʴʢʦ ʜʣʷ RADIUS-ʩʝʨʚʝʨʘ, 

ʚʭʦʜʷʱʝʛʦ ʚ ʩʦʩʪʘʚ ʎʋʇ; ʧʨʠ ʦʧʠʩʘʥʠʠ ʚʥʝʰʥʠʭ RADIUS-ʩʝʨʚʝʨʦʚ ʬʣʘʞʦʢ ʥʫʞʥʦ 

ʩʙʨʦʩʠʪʴ, ʧʦʩʢʦʣʴʢʫ ʦʥʠ ʥʝ ʤʦʛʫʪ ʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴʩʷ ʧʨʠ ʧʦʤʦʱʠ ʎʋʇ. ʉʤ. ʪʘʢʞʝ 

ʧ. 7.8.1. 

- ʉʝʢʨʝʪʥʳʡ ʢʣʶʯ - ʇʘʨʦʣʴ ʜʣʷ ʜʦʩʪʫʧʘ ʢ RADIUS-ʩʝʨʚʝʨʫ. ɺʏʉ-ʐʣʶʟ ʜʦʣʞʝʥ 

ʙʫʜʝʪ ʧʨʝʜʲʷʚʣʷʪʴ ʵʪʦʪ ʧʘʨʦʣʴ ʧʨʠ ʢʘʞʜʦʤ ʦʙʨʘʱʝʥʠʠ ʢ RADIUS-ʩʝʨʚʝʨʫ. 
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- ɿʘʢʣʘʜʢʘ ʃʇɹ - ɼʘʥʥʘʷ ʟʘʢʣʘʜʢʘ ʩʦʜʝʨʞʠʪ ʃʇɹ, ʦʪʪʨʘʥʩʣʠʨʦʚʘʥʥʫʶ ʜʣʷ ʜʘʥʥʦʛʦ 

RADIUS-ʩʝʨʚʝʨʘ (ʘʢʪʫʘʣʴʥʦ ʪʦʣʴʢʦ ʜʣʷ ʩʦʙʩʪʚʝʥʥʦʛʦ RADIUS-ʩʝʨʚʝʨʘ ʎʋʇ). ʇʦ 

ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʵʪʘ ʟʘʢʣʘʜʢʘ ʘʥʘʣʦʛʠʯʥʘ ʦʜʥʦʠʤʝʥʥʦʡ ʟʘʢʣʘʜʢʝ ʚ ʩʚʦʡʩʪʚʘʭ 

ʫʧʨʘʚʣʷʝʤʳʭ ʆʙʲʝʢʪʦʚ (ʋʧʨʘʚʣʝʥʠʝ- >ʃʇɹ). 

8.9.4.3. ʆʙʲʝʢʪʳ SNMP Server 

ɼʣʷ ʧʨʦʩʤʦʪʨʘ ʆʙʲʝʢʪʦʚ PMP Distribution Service ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ ʆʢʥʦ-

>ʉʝʨʚʝʨʳ ʠ ʚʳʙʨʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʪʠʧ (ʩʤ. ʈʠʩʫʥʦʢ 90). 

  

ʈʠʩʫʥʦʢ 90 ï ʆʙʲʝʢʪ SNMP Server 

8.9.4.3.1. ʆʩʥʦʚʥʳʝ ʩʚʝʜʝʥʠʷ 

ʊʠʧ SNMP Server ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʷ ʧʨʠʩʫʪʩʪʚʫʶʱʠʭ ʚ ʩʝʪʠ SNMP-ʩʝʨʚʝʨʦʚ, 

ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʜʝʣʘʪʴ SNMP-ʟʘʧʨʦʩʳ ʢ ʆʙʲʝʢʪʘʤ ʇʦʣʠʪʠʢʠ, ʘ ʪʘʢʞʝ ʧʨʠʥʠʤʘʪʴ ʦʪ ʵʪʠʭ 

ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ SNMP-ʪʨʘʧʳ (ʪ.ʝ. ʩʦʦʙʱʝʥʠʷ ʦ ʧʨʦʠʩʭʦʜʷʱʠʭ ʥʘ ʆʙʲʝʢʪʝ ʩʦʙʳʪʠʷʭ). 

ʂ ʢʘʞʜʦʤʫ ʆʙʲʝʢʪʫ ʇʦʣʠʪʠʢʠ ʤʦʞʥʦ ʧʨʠʚʷʟʘʪʴ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʧʦʜʦʙʥʳʭ SNMP-

ʩʝʨʚʝʨʦʚ. 

ɺ ʩʦʩʪʘʚ ʎʋʇ ʚʭʦʜʠʪ ʩʦʙʩʪʚʝʥʥʳʡ SNMP-ʩʝʨʚʝʨ (ʧʨʝʜʩʪʘʚʣʝʥʥʳʡ ʩʝʨʚʝʨʦʤ 

TPNSnmpServer), ʦʧʠʩʳʚʘʶʱʠʡ ʝʛʦ ʆʙʲʝʢʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʛʝʥʝʨʠʨʫʝʪʩʷ ʧʨʠ ʩʦʟʜʘʥʠʠ ɹɼ.  

8.9.4.3.2. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʚʝʜʝʥʠʷ 

ʇʘʨʘʤʝʪʨʳ, ʦʙʱʠʝ ʜʣʷ SNMP Server, ʧʨʠʚʝʜʝʥʳ ʚ ʧ. 7.8.1. 

ʇʘʨʘʤʝʪʨʳ, ʩʧʝʮʠʬʠʯʥʳʝ ʜʣʷ SNMP Server: 

- ʉʝʪʝʚʦʡ ʩʝʨʚʠʩ - ʩʤ. ʧ. 7.8.1. ɺ ʜʘʥʥʦʤ ʩʣʫʯʘʝ ʩʦʟʜʘʚʘʝʤʦʝ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʝ 

ʇʨʘʚʠʣʦ ʦʪʚʝʯʘʝʪ ʪʦʣʴʢʦ ʟʘ ʦʪʧʨʘʚʢʫ SNMP-ʪʨʘʧʦʚ (ʦʪ ɸʛʝʥʪʦʚ ʢ SNMP-ʩʝʨʚʝʨʫ), 

ʧʦʵʪʦʤʫ ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʆʙʲʝʢʪ Network Service. ʏʪʦ ʞʝ ʢʘʩʘʝʪʩʷ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ ʇʨʘʚʠʣ ʜʣʷ SNMP-ʟʘʧʨʦʩʦʚ (ʦʪ SNMP-ʩʝʨʚʝʨʘ ʢ ɸʛʝʥʪʘʤ), ʪʦ ʦʥʠ 

ʥʘʩʪʨʘʠʚʘʶʪʩʷ ʚ ʩʚʦʡʩʪʚʘʭ ʩʘʤʠʭ ɸʛʝʥʪʦʚ, ʚ ʟʘʢʣʘʜʢʝ SNMP. 
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- Community - ʀʜʝʥʪʠʬʠʢʘʪʦʨ (ʩʚʦʝʦʙʨʘʟʥʳʡ ʧʘʨʦʣʴ), ʢʦʪʦʨʳʡ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʜʣʷ ʚʳʜʝʣʝʥʠʷ ʭʦʩʪʦʚ, ʦʙʱʘʶʱʠʭʩʷ ʧʦ SNMP, ʚ ʦʪʜʝʣʴʥʫʶ ʛʨʫʧʧʫ. ʉʪʘʥʜʘʨʪʥʦʝ 

ʟʥʘʯʝʥʠʝ ʜʘʥʥʦʛʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ - public. 

8.9.4.4. ʆʙʲʝʢʪʳ Syslog Server 

ɼʣʷ ʧʨʦʩʤʦʪʨʘ ʆʙ̡ ʝʢʪʦʚ PMP Distribution Service ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ ʆʢʥʦ-

>ʉʝʨʚʝʨʳ ʠ ʚʳʙʨʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʪʠʧ (ʩʤ. ʈʠʩʫʥʦʢ 91). 

  

ʈʠʩʫʥʦʢ 91 ï ʆʙʲʝʢʪʳ Syslog Server  

8.9.4.4.1. ʆʩʥʦʚʥʳʝ ʩʚʝʜʝʥʠʷ 

ʊʠʧ Syslog Server ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʷ ʧʨʠʩʫʪʩʪʚʫʶʱʠʭ ʚ ʩʝʪʠ Syslog-ʩʝʨʚʝʨʦʚ, 

ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʩʙʦʨʘ ʠʥʬʦʨʤʘʮʠʠ ʦʪ ʫʧʨʘʚʣʷʝʤʳʭ ɸʛʝʥʪʦʚ ʧʦ ʧʨʦʪʦʢʦʣʫ 

Syslog. 

ʂ ʢʘʞʜʦʤʫ ʆʙʲʝʢʪʫ ʇʦʣʠʪʠʢʠ, ʢʦʪʦʨʳʝ ʧʦʜʜʝʨʞʠʚʘʶʪ ʵʪʦʪ ʧʨʦʪʦʢʦʣ, ʤʦʞʥʦ ʧʨʠʚʷʟʘʪʴ 

ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʧʦʜʦʙʥʳʭ Syslog-ʩʝʨʚʝʨʦʚ (ʥʘ ʟʘʢʣʘʜʢʝ SysLog ʚ ʩʚʦʡʩʪʚʘʭ ʆʙʲʝʢʪʘ). 

ɺ ʩʦʩʪʘʚ ʎʋʇ ʚʭʦʜʠʪ ʩʦʙʩʪʚʝʥʥʳʡ Syslog-ʩʝʨʚʝʨ (ʧʨʝʜʩʪʘʚʣʝʥʥʳʡ ʩʝʨʚʝʨʦʤ 

TPNSyslog), ʦʧʠʩʳʚʘʶʱʠʡ ʝʛʦ ʆʙʲʝʢʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʛʝʥʝʨʠʨʫʝʪʩʷ ʧʨʠ ʩʦʟʜʘʥʠʠ ɹɼ ʠ 

ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʚ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ ʥʝ ʪʨʝʙʫʝʪʩʷ. 

8.9.4.4.2. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʚʝʜʝʥʠʷ 

ʇʘʨʘʤʝʪʨʳ, ʦʙʱʠʝ ʜʣʷ Syslog Server, ʧʨʠʚʝʜʝʥʳ ʚ ʧ. 7.8.1. 

ʇʘʨʘʤʝʪʨʳ, ʩʧʝʮʠʬʠʯʥʳʝ ʜʣʷ Syslog Server: 

- ʋʨʦʚʝʥʴ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ - ʇʦʨʦʛ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʙʳʪʠʡ. ɼʘʥʥʳʡ ʧʘʨʘʤʝʪʨ 

ʠʤʝʝʪ ʩʤʳʩʣ ʪʦʣʴʢʦ ʜʣʷ Syslog-ʩʝʨʚʝʨʘ, ʚʭʦʜʷʱʝʛʦ ʚ ʩʦʩʪʘʚ ʎʋʇ (ʩʦʙʩʪʚʝʥʥʳʡ 

Syslog-ʩʝʨʚʝʨ ʧʨʝʜʩʪʘʚʣʝʥʥʳʡ ʩʝʨʚʝʨʦʤ TPNSyslog). 

- ʈʘʟʨʝʰʠʪʴ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʝ - ɺʢʣʶʯʝʥʠʝ/ʦʪʢʣʶʯʝʥʠʝ ʟʘʧʠʩʠ ʩʦʙʳʪʠʡ ʚ ʞʫʨʥʘʣ. 

ɼʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʠʤʝʝʪ ʩʤʳʩʣ ʪʦʣʴʢʦ ʜʣʷ Syslog-ʩʝʨʚʝʨʘ, ʚʭʦʜʷʱʝʛʦ ʚ ʩʦʩʪʘʚ ʎʋʇ. 
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8.9.4.5. ʆʙʲʝʢʪʳ TACACS Server 

ɼʣʷ ʧʨʦʩʤʦʪʨʘ ʆʙʲʝʢʪʦʚ PMP Distribution Service ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ ʆʢʥʦ-

>ʉʝʨʚʝʨʳ ʠ ʚʳʙʨʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʪʠʧ (ʩʤ. ʈʠʩʫʥʦʢ 92). 

  

ʈʠʩʫʥʦʢ 92 ï ʆʙʲʝʢʪʳ TACACS Server 

8.9.4.5.1. ʆʩʥʦʚʥʳʝ ʩʚʝʜʝʥʠʷ 

ʊʠʧ TACA CS Server ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʷ ʧʨʠʩʫʪʩʪʚʫʶʱʠʭ ʚ ʩʝʪʠ TACACS-ʩʝʨʚʝʨʦʚ, 

ʢʦʪʦʨʳʝ (ʘʥʘʣʦʛʠʯʥʦ RADIUS-ʩʝʨʚʝʨʘʤ) ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʜʣʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ɺʏʉ-ʢʣʠʝʥʪʦʚ ʧʦ ʧʨʦʪʦʢʦʣʫ XAUTH. ɼʘʥʥʳʡ ʧʨʦʪʦʢʦʣ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ 

ʥʝʢʦʪʦʨʳʤʠ ʪʠʧʘʤʠ ɺʏʉ-ʐʣʶʟʦʚ ʠ ʢʦʥʬʠʛʫʨʠʨʫʝʪʩʷ ʚ ʠʭ ʩʚʦʡʩʪʚʘʭ ʚ ʟʘʢʣʘʜʢʝ ɺʏʉ-

>ʈʘʩʰʠʨʝʥʥʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ. 

8.9.4.5.2. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʚʝʜʝʥʠʷ 

ʇʘʨʘʤʝʪʨʳ, ʦʙʱʠʝ ʜʣʷ TACACS Server, ʧʨʠʚʝʜʝʥʳ ʚ ʧ. 7.8.1. 

ʇʘʨʘʤʝʪʨʳ, ʩʧʝʮʠʬʠʯʥʳʝ ʜʣʷ TACACS Server: 

- ʉʝʪʝʚʦʡ ʩʝʨʚʠʩ - ʩʤ. ʧ. 7.8.1. ʇʨʠ ʚʳʙʦʨʝ ʥʝʦʙʭʦʜʠʤʦʛʦ ʤʝʪʦʜʘ ʧʦʜʢʣʶʯʝʥʠʷ 

(TACACS/TACACS+) ʥʫʞʥʳʝ ʩʝʪʝʚʳʝ ʩʝʨʚʠʩʳ ʚʳʙʠʨʘʶʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ. 

- ʉʝʢʨʝʪʥʳʡ ʢʣʶʯ - ʇʘʨʦʣʴ ʜʣʷ ʜʦʩʪʫʧʘ ʢ TACACS-ʩʝʨʚʝʨʫ. ɺʏʉ-ʐʣʶʟ ʜʦʣʞʝʥ 

ʙʫʜʝʪ ʧʨʝʜʲʷʚʣʷʪʴ ʵʪʦʪ ʧʘʨʦʣʴ ʧʨʠ ʢʘʞʜʦʤ ʦʙʨʘʱʝʥʠʠ ʢ TACACS-ʩʝʨʚʝʨʫ. 

8.9.4.6. ʆʙʲʝʢʪʳ TFTP Server 

ɼʣʷ ʧʨʦʩʤʦʪʨʘ ʆʙʲʝʢʪʦʚ TFTP Server ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ ʆʢʥʦ->ʉʝʨʚʝʨʳ ʠ 

ʚʳʙʨʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʪʠʧ (ʩʤ. ʈʠʩʫʥʦʢ 93). 
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ʈʠʩʫʥʦʢ 93 ï ʆʙʲʝʢʪʳ TFTP Server 

8.9.4.6.1. ʆʩʥʦʚʥʳʝ ʩʚʝʜʝʥʠʷ 

ʇʘʧʢʘ TFTP Server ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʷ TFTP-ʩʝʨʚʝʨʦʚ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ 

ʜʦʩʪʘʚʢʠ ʃʇɹ ʥʘ ʆʙʲʝʢʪʳ ʩ ɸʛʝʥʪʘʤʠ Cisco IOS (ʠ ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʫʢʘʟʳʚʘʪʴ ʜʣʷ ʵʪʠʭ 

ʆʙʲʝʢʪʦʚ ʢʘʢ ʋʜʘʣʝʥʥʳʝ ʉʝʨʚʝʨʳ). ɼʘʥʥʳʡ ʤʝʪʦʜ ʧʨʦʛʨʫʟʢʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʧʘʨʝ ʩ 

ʧʨʦʪʦʢʦʣʦʤ Telnet. 

ɺ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ ʚ ʨʦʣʠ TFTP-ʩʝʨʚʝʨʘ ʚʳʩʪʫʧʘʝʪ ʜʘʥʥʳʡ ʵʢʟʝʤʧʣʷʨ ʎʋʇ (ʘ 

ʠʤʝʥʥʦ, ʧʨʠʣʦʞʝʥʠʝ Cisco TFTP Server); ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʆʙʲʝʢʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ 

ʛʝʥʝʨʠʨʫʝʪʩʷ ʧʨʠ ʩʦʟʜʘʥʠʠ ɹɼ. 

ʅʝʦʙʭʦʜʠʤʦ ʦʙʨʘʪʠʪʴ ʚʥʠʤʘʥʠʝ ʥʘ ʟʘʱʠʪʫ TFTP-ʩʦʝʜʠʥʝʥʠʷ ʧʨʠ ʧʦʤʦʱʠ IPsec-

ʪʫʥʥʝʣʷ (ʩʤ. ʦʧʠʩʘʥʠʝ ʧʘʨʘʤʝʪʨʘ ɼʝʡʩʪʚʠʝ, ʧ. 8.9.4.6.2). 

8.9.4.6.2. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʚʝʜʝʥʠʷ 

ʇʘʨʘʤʝʪʨʳ, ʦʙʱʠʝ ʜʣʷ TFTP Server, ʧʨʠʚʝʜʝʥʳ ʚ ʧ. 7.8.1. 

ʇʘʨʘʤʝʪʨʳ, ʩʧʝʮʠʬʠʯʥʳʝ ʜʣʷ TFTP Server: 

- ɺʣʘʜʝʣʝʮ - ʩʤ. ʧ. 7.8.1. ɺ ʢʘʯʝʩʪʚʝ ʚʣʘʜʝʣʴʮʘ ʜʦʣʞʝʥ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʭʦʩʪ ʚ ʩʝʪʠ, ʥʘ 

ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥ ʦʧʠʩʳʚʘʝʤʳʡ ʩʝʨʚʠʩ. 

- ʉʝʪʝʚʦʡ ʩʝʨʚʠʩ - ʩʤ. ʧ. 7.8.1. ʇʨʠ ʚʳʙʦʨʝ ʥʝʦʙʭʦʜʠʤʦʛʦ ʤʝʪʦʜʘ ʧʦʜʢʣʶʯʝʥʠʷ 

ʥʫʞʥʳʝ ʩʝʪʝʚʳʝ ʩʝʨʚʠʩʳ ʚʳʙʠʨʘʶʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ. 

- ʄʝʪʦʜ ʧʦʜʢʣʶʯʝʥʠʷ - ʇʨʦʪʦʢʦʣ ʜʣʷ ʩʚʷʟʠ ʤʝʞʜʫ ʫʧʨʘʚʣʷʝʤʳʤʠ ʆʙʲʝʢʪʘʤʠ ʠ 

ʜʘʥʥʳʤ TFTP-ʩʝʨʚʝʨʦʤ. ɽʜʠʥʩʪʚʝʥʥʦʝ ʚʦʟʤʦʞʥʦʝ ʟʥʘʯʝʥʠʝ - TFTP Protocol. ʉʤ. 

ʧ. 7.8.1. 

- ɼʝʡʩʪʚʠʝ - ʇʦʩʢʦʣʴʢʫ ʪʨʘʬʠʢ ʧʦ ʧʨʦʪʦʢʦʣʫ TFTP ʧʝʨʝʜʘʝʪʩʷ ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ, 

ʥʝʦʙʭʦʜʠʤʦ ʚʢʣʶʯʠʪʴ ʟʘʱʠʪʫ ʜʘʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ ʧʨʠ ʧʦʤʦʱʠ ʧʨʦʪʦʢʦʣʘ IPsec, ʪ.ʝ. 

ʧʦʩʪʘʚʠʪʴ ʜʣʷ ʧʘʨʘʤʝʪʨʘ ɼʝʡʩʪʚʠʝ ʟʥʘʯʝʥʠʝ Encrypt. ʉʤ. ʧ. 7.8.1. 

8.9.4.7. ʆʙʲʝʢʪʳ Update Server 

ɼʣʷ ʧʨʦʩʤʦʪʨʘ ʆʙʲʝʢʪʦʚ Update Server ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ ʆʢʥʦ->ʉʝʨʚʝʨʳ ʠ 

ʚʳʙʨʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʪʠʧ (ʩʤ. ʈʠʩʫʥʦʢ 94). 
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ʈʠʩʫʥʦʢ 94 ï ʆʙʲʝʢʪʳ Update Server 

8.9.4.7.1. ʆʩʥʦʚʥʳʝ ʩʚʝʜʝʥʠʷ 

ʊʠʧ Update Server ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʷ Update-ʩʝʨʚʝʨʦʚ, ʧʨʠʩʫʪʩʪʚʫʶʱʠʭ ʚ ʩʝʪʠ (ʠʣʠ ʚ 

ʩʝʪʠ ʀʥʪʝʨʥʝʪ) ʠ ʩʦʜʝʨʞʘʱʠʭ ʦʙʥʦʚʣʝʥʠʷ, ʢʦʪʦʨʳʝ ʧʦʟʚʦʣʷʶʪ ʩʢʘʯʠʚʘʪʴ ʠ ʫʩʪʘʥʘʚʣʠʚʘʪʴ 

ʩʚʝʞʠʝ ʚʝʨʩʠʠ ʧʨʦʜʫʢʪʘ. 

ɽʩʣʠ ʥʘ ʩʝʨʚʝʨʝ ʚʳʣʦʞʝʥʘ ʩʚʝʞʘʷ ʚʝʨʩʠʷ ʧʨʦʜʫʢʪʘ, ʪʦ ʙʫʜʝʪ ʟʘʧʫʱʝʥ ʧʨʦʮʝʩʩ 

ʦʙʥʦʚʣʝʥʠʷ (ʩʢʘʯʠʚʘʥʠʝ ʬʘʡʣʘ ʦʙʥʦʚʣʝʥʠʷ, ʜʝʠʥʩʪʘʣʣʷʮʠʷ ʪʝʢʫʱʝʡ ʚʝʨʩʠʠ ʠ ʠʥʩʪʘʣʣʷʮʠʷ 

ʥʦʚʦʡ, ʩ ʩʦʭʨʘʥʝʥʠʝʤ ʚʩʝʡ ʠʥʬʦʨʤʘʮʠʠ ʦ ʥʘʩʪʨʦʡʢʘʭ, ʩʝʨʪʠʬʠʢʘʪʘʭ ʠ ʪ.ʧ.). 

ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʥʘʩʪʨʦʝʢ ʚ ʃʇɹ ɸʛʝʥʪʘ, ʧʨʦʮʝʩʩʳ ʩʢʘʯʠʚʘʥʠʷ ʠ ʠʥʩʪʘʣʣʷʮʠʠ 

ʦʙʥʦʚʣʝʥʠʡ ʤʦʛʫʪ ʚʳʧʦʣʥʷʪʴʩʷ ʣʠʙʦ ʧʦʣʥʦʩʪʴʶ ʘʚʪʦʤʘʪʠʯʝʩʢʠ, ʣʠʙʦ ʧʦ ʢʦʤʘʥʜʝ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʂʨʦʤʝ ʪʦʛʦ, ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʠʥʩʪʘʣʣʷʮʠʷ ʦʙʥʦʚʣʝʥʠʡ ʧʦ ʨʘʩʧʠʩʘʥʠʶ. 

ʆʙʨʘʱʝʥʠʝ ʢ ʩʝʨʚʝʨʫ ʦʙʥʦʚʣʝʥʠʡ ʧʨʦʠʟʚʦʜʠʪʩʷ ʧʦ ʦʪʢʨʳʪʦʤʫ ʧʨʦʪʦʢʦʣʫ HTTP. 

8.9.4.7.2. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʚʝʜʝʥʠʷ 

ʇʘʨʘʤʝʪʨʳ, ʦʙʱʠʝ ʜʣʷ Update Server, ʧʨʠʚʝʜʝʥʳ ʚ ʧ. 8.9.1. 

ʇʘʨʘʤʝʪʨʳ, ʩʧʝʮʠʬʠʯʥʳʝ ʜʣʷ Update Server: 

- URL ʇʫʪʴ (URL Path) - ʚʝʙ-ʘʜʨʝʩ Update ʩʝʨʚʝʨʘ, ʩʦʜʝʨʞʘʱʠʤ ʦʙʥʦʚʣʝʥʠʷ, ʩ 

ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʧʝʨʠʦʜʠʯʝʩʢʠ ʩʚʷʟʳʚʘʪʴʩʷ ɸʛʝʥʪ ʧʨʠ ʧʨʦʚʝʨʢʝ ʦʙʥʦʚʣʝʥʠʡ. 

8.10. ʆʙʲʝʢʪʳ ʋʎ (Certificate Authority) 

ɼʣʷ ʧʨʦʩʤʦʪʨʘ ʆʙʲʝʢʪʦʚ ʋʎ ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ ʆʢʥʦ->ʎʝʥʪʨʳ 

ʉʝʨʪʠʬʠʢʘʮʠʠ (ʩʤ. ʈʠʩʫʥʦʢ 95). 
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ʈʠʩʫʥʦʢ 95 ï ʆʙʲʝʢʪʳ ʋʎ 

8.10.1. ʆʩʥʦʚʥʳʝ ʩʚʝʜʝʥʠʷ 

ʆʢʥʦ ʎʉ Certificate Authority ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʷ ʋʎ, ʢʦʪʦʨʳʝ ʠʟʜʘʶʪ ʩʝʨʪʠʬʠʢʘʪʳ ʠ 

ʉʆʉ. ʇʦ ʩʫʪʠ, ʦʧʠʩʘʥʠʝ ʋʎ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʦʧʠʩʘʥʠʝ ʩʝʨʪʠʬʠʢʘʪʘ ʋʎ (CA certificate), 

ʧʨʠʥʘʜʣʝʞʘʱʝʛʦ ʜʘʥʥʦʤʫ ʋʎ.  

ɺʚʦʜʠʪʴ ʵʪʫ ʠʥʬʦʨʤʘʮʠʶ ʦʙʷʟʘʪʝʣʴʥʦ ʪʦʣʴʢʦ ʚ ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ, ʥʘʧʨʠʤʝʨ, 

ʥʝʢʦʪʦʨʳʝ ɸʛʝʥʪ r (ʚ ʯʘʩʪʥʦʩʪʠ, ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ Cisco IOS ʚʝʨʩʠʡ 12.2 ʠ ʚʳʰʝ) ʪʨʝʙʫʶʪ 

ʥʘʣʠʯʠʷ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʝʨʪʠʬʠʢʘʪʝ ʋʎ, ʢʦʪʦʨʳʤ ʧʦʜʧʠʩʘʥ ʩʝʨʪʠʬʠʢʘʪ 

ʧʘʨʪʥʝʨʘ ʧʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʶ. 

ɼʣʷ ʩʦʟʜʘʥʠʷ ʦʧʠʩʘʥʠʷ ʋʎ ʥʘʜʦ ʚʳʙʨʘʪʴ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʧʫʥʢʪ ɼʦʙʘʚʠʪʴ ʎʉ ʠ 

ʟʘʧʦʣʥʠʪʴ ʚʩʝ ʥʝʦʙʭʦʜʠʤʳʝ ʧʦʣʷ ʠʣʠ ʚʳʙʨʘʪʴ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʧʫʥʢʪ ʀʤʧʦʨʪ, ʧʦʩʣʝ ʯʝʛʦ 

ʫʢʘʟʘʪʴ ʬʘʡʣ ʩ ʥʫʞʥʳʤ ʩʝʨʪʠʬʠʢʘʪʦʤ. 

ɺʦʟʤʦʞʝʥ ʪʘʢʞʝ ʚʚʦʜ ʦʧʠʩʘʥʠʷ ʋʎ ʚʨʫʯʥʫʶ (ʩʤ. ʊʘʙʣʠʮʘ 40). 

ʊʘʙʣʠʮʘ 40 ï ʆʧʠʩʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ Certificate Authority 

ʇʘʨʘʤʝʪʨ ɿʥʘʯʝʥʠʝ 

ʀʤ ̫ ʅʘʟʚʘʥʠʝ ʆʙʲʝʢʪʘ. ʇʨʠ ʠʤʧʦʨʪʝ ʨʝʘʣʴʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ ʵʪʦ ʟʥʘʯʝʥʠʝ ʚʙrʠʨʘʝʪʩʷ ʠʟ 

ʝʛʦ ʧʦʣʷ Subject, ʠʟ ʘʪʨʠʙʫʪʘ CN (Common Name). 

ʇʦʜʧʠʩʘʥ ɺʳʰʝʩʪʦʷʱʠʡ ʩʝʨʪʠʬʠʢʘʪ ʋʎ, ʢʦʪʦʨʳʤ ʧʦʜʧʠʩʘʥ ʜʘʥʥʳʡ ʩʝʨʪʠʬʠʢʘʪ. ɽʩʣʠ ʜʘʥʥʳʡ 

ʩʝʨʪʠʬʠʢʘʪ ʷʚʣʷʝʪʩʷ ʢʦʨʥʝʚʳʤ (Root) ʩʝʨʪʠʬʠʢʘʪʦʤ ʋʎ, ʪʦ ʫʢʘʟʳʚʘʝʪʩʷ ʟʥʘʯʝʥʠʝ 

Self-signed. ʇʨʠ ʠʤʧʦʨʪʝ ʨʝʘʣʴʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ ʵʪʦ ʟʥʘʯʝʥʠʝ ʚʳʙʠʨʘʝʪʩʷ ʠʟ ʝʛʦ ʧʦʣʷ 

Issuer. 

ʉʫʙʲʝʢʪ 

(Subject) 

ʇʦʣʝ Subject ʩʝʨʪʠʬʠʢʘʪʘ (ʠʥʬʦʨʤʘʮʠʷ ʦ ʚʣʘʜʝʣʴʮʝ) ʚ ʬʦʨʤʘʪʝ DN (Distinguished 

Name). ʇʦʩʢʦʣʴʢʫ ʵʪʦ ʩʝʨʪʠʬʠʢʘʪ ʋʎ, ʪʦ ʚʣʘʜʝʣʴʮʝʤ ʩʝʨʪʠʬʠʢʘʪʘ ʷʚʣʷʝʪʩʷ ʩʘʤ ʋʎ. 

ʇʨʠ ʠʤʧʦʨʪʝ ʨʝʘʣʴʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ ʵʪʦ ʟʥʘʯʝʥʠʝ ʚʳʙʠʨʘʝʪʩʷ ʠʟ ʝʛʦ ʧʦʣʷ Subject. 

ɼʝʡʩʪʚʠʪʝʣʝʥ ʩ ɺʨʝʤʷ ʜʝʡʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʬʦʨʤʘʪʝ ʜʘʪʘ ʠ ʚʨʝʤʷ (ʜʜ.ʤʤ.ʛʛʛʛ ʯʯ.ʤʤ.ʩʩ). 

..ʧʦ ɺʨʝʤʷ ʜʝʡʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʬʦʨʤʘʪʝ ʜʘʪʘ ʠ ʚʨʝʤʷ (ʜʜ.ʤʤ.ʛʛʛʛ ʯʯ.ʤʤ.ʩʩ). 
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8.10.2. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʚʝʜʝʥʠʷ 

ʆʙʲʝʢʪʳ ʪʠʧʘ Certificate Authority ʤʦʛʫʪ ʩʦʟʜʘʚʘʪʴʩʷ ʯʝʨʝʟ ʀʥʩʪʨʫʤʝʥʪʘʣʴʥʫʶ ʧʘʥʝʣʴ-

>ɼʦʙʘʚʠʪʴ ʎʉ, ʣʠʙʦ ʧʫʪʝʤ ʠʤʧʦʨʪʘ ʩʦʙʩʪʚʝʥʥʦ ʩʝʨʪʠʬʠʢʘʪʘ ʵʪʦʛʦ ʋʎ, ʠʣʠ ʧʫʪʝʤ ʨʫʯʥʦʛʦ 

ʚʚʦʜʘ ʥʝʦʙʭʦʜʠʤʳʭ ʧʘʨʘʤʝʪʨʦʚ. ʂʨʦʤʝ ʵʪʦʛʦ, ʚʦʟʤʦʞʥʦ ʥʝʷʚʥʦʝ ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʩʦʟʜʘʥʠʝ ʵʪʠʭ 

ʆʙʲʝʢʪʦʚ - ʥʘʧʨʠʤʝʨ, ʝʩʣʠ ʚ ʦʢʥʝ ʩʚʦʡʩʪʚ ɸʛʝʥʪʘ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʣʦʢʘʣʴʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ʵʪʦʛʦ 

ʆʙʲʝʢʪʘ, ʪʦ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʩʝʨʪʠʬʠʢʘʪ ʋʎ, ʢʦʪʦʨʳʤ ʧʦʜʧʠʩʘʥ ʵʪʦʪ ʣʦʢʘʣʴʥʳʡ ʩʝʨʪʠʬʠʢʘʪ, 

ʙʫʜʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʜʦʙʘʚʣʝʥ ʚ ʧʘʧʢʫ ʋʎ (ʝʩʣʠ, ʢʦʥʝʯʥʦ, ʪʘʢʦʛʦ ʆʙʲʝʢʪʘ ʪʘʤ ʝʱʝ ʥʝʪ). 

8.11. ʄʦʥʠʪʦʨʠʥʛ ʘʢʪʠʚʘʮʠʠ ɻʇɹ  

ʆʢʥʦ ʄʦʥʠʪʦʨ ʦʩʪʘʝʪʩʷ ʧʫʩʪʳʤ, ʜʦ ʥʘʯʘʣʘ ʘʢʪʠʚʘʮʠʠ ɻʇɹ.  

ʈʝʟʫʣʴʪʘʪʳ ʘʢʪʠʚʘʮʠʠ ɻʇɹ ʦʪʦʙʨʘʞʝʥʳ ʚ ʦʢʥʝ ʄʦʥʠʪʦʨ, ʚʙrʨʘʪʴ ʄʦʥʠʪʦʨ ʠʟ ʤʝʥʶ 

ʆʢʥʦ (ʩʤ. ʈʠʩʫʥʦʢ 96). 

 

ʈʠʩʫʥʦʢ 96 ï ʆʢʥʦ ʄʦʥʠʪʦʨ 

ʈʝʟʫʣʴʪʘʪʳ ʘʢʪʠʚʘʮʠʠ ɻʇɹ ʧʨʝʜʩʪʘʚʣʝʥʳ ʚ ʦʢʥʝ ʄʦʥʠʪʦʨ ʚ ʦʪʜʝʣʴʥʳʭ ʩʧʠʩʢʘʭ: 

- ʉʧʠʩʦʢ ʦʞʠʜʘʥʠʷ ʦʪʦʙʨʘʞʘʝʪ ʠʤʝʥʘ ʆʙʲʝʢʪʦʚ, ʯʴʠ ʃʇɹ ʦʞʠʜʘʶʪ ʨʘʩʧʨʝʜʝʣʝʥʠʷ.  

- ʉʧʠʩʦʢ ʃʇɹ ɺ ʧʨʦʮʝʩʩʝ ʜʦʩʪʘʚʢʠ ʦʪʦʙʨʘʞʘʝʪ ʠʤʝʥʘ ʆʙʲʝʢʪʦʚ, ʯʴʠ ʃʇɹ ʥʘʭʦʜʷʪʩʷ ʚ 

ʧʨʦʮʝʩʩʝ ʨʘʩʧʨʝʜʝʣʝʥʠʷ.  

- ʉʧʠʩʦʢ ʃʇɹ ʉʙʦʡ ʜʦʩʪʘʚʢʠ ʦʪʦʙʨʘʞʘʝʪ ʠʤʝʥʘ ʆʙʲʝʢʪʦʚ, ʯʴʠ ʃʇɹ ʥʝ ʜʦʩʪʘʚʣʝʥʳ ʧʦ 

ʧʨʠʯʠʥʝ ʩʙʦʷ. 

- ʉʧʠʩʦʢ ʃʇɹ ʜʦʩʪʘʚʣʝʥʳ ʦʪʦʙʨʘʞʘʝʪ ʠʤʝʥʘ ʆʙʲʝʢʪʦʚ, ʯʴʠ ʃʇɹ ʙʳʣʠ ʫʩʧʝʰʥʦ 

ʜʦʩʪʘʚʣʝʥʳ ʢ ʠʭ ɸʛʝʥʪʘʤ, ʩ ʜʘʪʦʡ ʠ ʚʨʝʤʝʥʝʤ, ʢʦʛʜʘ ʦʥʠ ʙʳʣʠ ʜʦʩʪʘʚʣʝʥʳ.  

- ʉʧʠʩʦʢ ʃʇɹ ʉʦʩʪʦʷʥʠʝ ʥʝʠʟʚʝʩʪʥʦ ʦʪʦʙʨʘʞʘʝʪ ʠʤʝʥʘ ʆʙʲʝʢʪʦʚ, ʯʴʝ ʩʦʩʪʦʷʥʠʝ ʃʇɹ 

ʥʝʠʟʚʝʩʪʥʦ. 
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- ʉʧʠʩʦʢ ɺ ʧʨʦʮʝʩʩʝ ʦʪʦʙʨʘʞʘʝʪ ʩʧʠʩʦʢ ʆʙʲʝʢʪʦʚ, ʦʙʥʦʚʣʝʥʠʷ ʜʣʷ ʢʦʪʦʨʳʭ ʥʘʭʦʜʷʪʩʷ ʚ 

ʧʨʦʮʝʩʩʝ ʫʩʪʘʥʦʚʢʠ. 

- ʉʧʠʩʦʢ ʋʩʧʝʭ ʦʪʦʙʨʘʞʘʝʪ ʩʧʠʩʦʢ ʦʙʥʦʚʣʝʥʥʳʭ ʆʙʲʝʢʪʦʚ. 

- ʉʧʠʩʦʢ ʆʰʠʙʢʘ ʦʪʦʙʨʘʞʘʝʪ ʩʧʠʩʦʢ ʆʙʲʝʢʪʦʚ, ʦʙʥʦʚʣʝʥʠʝ ʢʦʪʦʨʳʭ ʥʝʚʦʟʤʦʞʥʦ ʧʦ 

ʧʨʠʯʠʥʝ ʦʰʠʙʢʠ. 

ʉʧʠʩʦʢ ʉʦʩʪʦʷʥʠʝ ʦʙʥʦʚʣʝʥʠʷ ʥʝʠʟʚʝʩʪʥʦ ʦʪʦʙʨʘʞʘʝʪ ʩʧʠʩʦʢ ʆʙʲʝʢʪʦʚ, ʩʦʩʪʦʷʥʠʝ 

ʦʙʥʦʚʣʝʥʠʷ ʢʦʪʦʨʳʭ ʥʝʠʟʚʝʩʪʥʦ. 

ɺ ʩʪʦʣʙʮʝ ʂʦʤʘʥʜʘ ʦʢʥʘ ʄʦʥʠʪʦʨ ʨʘʩʰʠʬʨʦʚʘʥʦ ʜʝʡʩʪʚʠʝ, ʢʦʪʦʨʦʝ ʧʨʦʠʩʭʦʜʠʪ ʥʘ 

ɸʛʝʥʪʘʭ. 

 
ɺ ʦʢʥʝ ʄʦʥʠʪʦʨ ʙʫʜʫʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʫʧʨʘʚʣʷʝʤʳʝ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ, ʘ ʪʘʢʞʝ 

ʫʧʨʘʚʣʷʝʤʳʝ ʉʝʨʚʝʨ r(ʫ ʢʦʪʦʨʳʭ ʝʩʪʴ ʩʦʙʩʪʚʝʥʥʘʷ ʃʇɹ). 

8.11.1. ʌʠʣʴʪʨʘʮʠʷ ʚ ʦʢʥʝ ʄʦʥʠʪʦʨ 

ʇʨʠ ʙʦʣʴʰʦʤ ʢʦʣʠʯʝʩʪʚʝ ʆʙʲʝʢʪʦʚ ʤʦʥʠʪʦʨʠʥʛ ʧʨʦʮʝʩʩʘ ʧʨʦʛʨʫʟʢʠ ʃʇɹ ʩʪʘʥʦʚʠʪʩʷ 

ʟʘʪʨʫʜʥʠʪʝʣʴʥʳʤ. ɼʣʷ ʦʪʬʠʣʴʪʨʦʚʳʚʘʥʠʷ ʥʝʦʙʭʦʜʠʤʦʡ ʠʥʬʦʨʤʘʮʠʠ ʩʣʫʞʠʪ ʩʪʨʦʢʘ ʚʚʦʜʘ 

ʌʠʣʴʪʨ. ɼʝʡʩʪʚʠʝ ʬʠʣʴʪʨʘ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʥʘ ʚʩʝ ʪʘʙʣʠʮʳ ʄʦʥʠʪʦʨʘ. ʌʠʣʴʪʨʘʮʠʷ 

ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦ ʧʦʣʷʤ ɿʥʘʯʝʥʠʝ Id ʩʝʨʪʠʬʠʢʘʪʘ, IP-ʘʜʨʝʩ, ɺʝʨʩʠʷ ɸʛʝʥʪʘ, ʀʤ,̫ ID ʚ ɹɼ 

ʢʘʞʜʦʡ ʪʘʙʣʠʮʳ. ʌʠʣʴʪʨ ʧʨʠʤʝʥʷʝʪʩʷ ʧʦʩʣʝ ʥʘʞʘʪʠʷ ʢʥʦʧʢʠ ɻʦʪʦʚʦ. ʇʦʚʪʦʨʥʦʝ ʥʘʞʘʪʠʝ 

ʢʥʦʧʢʠ ʌʠʣʴʪʨ ʦʪʤʝʥʷʝʪ ʝʛʦ ʜʝʡʩʪʚʠʝ. 

8.11.2. ʄʝʥʶ ʇʨʦʩʤʦʪʨ ʚ ʦʢʥʝ ʄʦʥʠʪʦʨ 

ɺ ʦʢʥʝ ʄʦʥʠʪʦʨ ʤʦʞʥʦ ʧʨʦʩʤʦʪʨʝʪʴ ʃʇɹ ʣʶʙʦʛʦ ʆʙʲʝʢʪʘ ʇʦʣʠʪʠʢʠ, ʧʨʦʩʤʦʪʨʝʪʴ ʣʦʛ-

ʬʘʡʣ, ʧʨʦʩʤʦʪʨʝʪʴ ʣʦʛ ʘʢʪʠʚʘʮʠʠ, ʘ ʪʘʢʞʝ ʧʨʦʩʤʦʪʨʝʪʴ ʠ ʠʟʤʝʥʠʪʴ ʩʚʦʡʩʪʚʘ ʆʙʲʝʢʪʘ ʇʦʣʠʪʠʢʠ. 

ɼʣʷ ʚʳʧʦʣʥʝʥʠʷ ʵʪʠʭ ʜʝʡʩʪʚʠʡ ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʠʟ ʣʶʙʦʡ ʪʘʙʣʠʮʳ ʄʦʥʠʪʦʨʘ 

ʠʥʪʝʨʝʩʫʶʱʠʡ ʚʘʩ ʆʙʲʝʢʪ ʇʦʣʠʪʠʢʠ, ʥʘʞʘʪʴ ʥʘ ʥʝʛʦ ʧʨʘʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ, ʧʦʩʣʝ ʯʝʛʦ 

ʚʳʙʨʘʪʴ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʠʥʪʝʨʝʩʫʶʱʠʝ ɺʘʩ ʜʝʡʩʪʚʠʷ. 

8.11.3. ʆʙʥʦʚʣʝʥʠʝ ʩʪʘʪʫʩʘ ʤʦʥʠʪʦʨʠʥʛʘ 

ɺ ʦʢʥʝ ʄʦʥʠʪʦʨ ʜʦʩʪʫʧʥʳ ʢʦʤʘʥʜʳ ʆʙʥʦʚʠʪʴ ʩʪʘʪʫʩ ʤʦʥʠʪʦʨʘ ʠ ʆʙʥʦʚʣʷʪʴ 

ʄʦʥʠʪʦʨ ʢʘʞʜʳʝ 5 ʩʝʢʫʥʜ. ʇʝʨʚʘʷ ʢʦʤʘʥʜʘ ʦʙʥʦʚʣʷʝʪ ʜʘʥʥʳʝ ʦʜʠʥ ʨʘʟ, ʚʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ 

ʥʝʧʨʝʨʳʚʥʦ ʦʙʥʦʚʣʷʪʴ ʩʪʘʪʫʩ ʧʨʦʛʨʫʟʢʠ ʇʦʣʠʪʠʢʠ ʩ ʠʥʪʝʨʚʘʣʦʤ ʚ ʧʷʪʴ ʩʝʢʫʥʜ. 
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8.12. ʇʨʦʩʤʦʪʨ ʞʫʨʥʘʣʦʚ ʨʝʛʠʩʪʨʘʮʠʠ Log ʠ Syslog 

ʆʢʥʦ ɾʫʨʥʘʣ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʦʰʠʙʦʢ, 

ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ, ʩʦʙʳʪʠʡ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʦʦʙʱʝʥʠʡ, ʩʦʙʨʘʥʥʳʭ ʚ ʧʨʦʮʝʩʩʝ ʨʘʙʦʪʳ ʩ 

ʎʋʇ, ʜʣʷ ʵʪʦʛʦ ʥʘʜʦ ʚʳʙʨʘʪʴ ɾʫʨʥʘʣ ʚ ʤʝʥʶ ʆʢʥʦ.  

ʆʢʥʦ Syslog-ʩʦʙʳʪʠʡ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʩʦʙʨʘʥʥʳʭ Syslog-ʩʦʙʳʪʠʡ. ɼʣʷ 

ʧʨʦʩʤʦʪʨʘ ʩʦʙʳʪʠʡ ʥʘʜʦ ʚʳʙʨʘʪʴ Syslog ʚ ʤʝʥʶ ʆʢʥʦ. 

8.12.1. ʈʘʙʦʪʘ ʩ ʞʫʨʥʘʣʘʤʠ ʨʝʛʠʩʪʨʘʮʠʠ 

ʆʧʠʩʘʥʥʳʝ ʥʠʞʝ ʦʧʝʨʘʮʠʠ ʩʧʨʘʚʝʜʣʠʚʳ ʢʘʢ ʜʣʷ ɾʫʨʥʘʣʘ ʩʦʙʳʪʠʡ, ʪʘʢ ʠ ʜʣʷ 

ɾʫʨʥʘʣʘ Syslog-ʩʦʙʳʪʠʡ (ʝʩʣʠ ʥʝ ʩʢʘʟʘʥʦ ʠʥʦʝ). 

ʀʥʩʪʨʫʤʝʥʪʘʣʴʥʘʷ ʣʠʥʝʡʢʘ ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʦʧʝʨʘʮʠʠ: 

½ ʆʯʠʩʪʠʪʴ ʣʦʛ ï ʫʜʘʣʷʝʪ ʚʩʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʝ ʩʦʙʳʪʠʷ ʠʟ ʪʘʙʣʠʮʳ; 

½ ʆʙʥʦʚʠʪʴ ʣʦʛ ï ʧʝʨʝʟʘʛʨʫʞʘʝʪ ʠ ʦʙʥʦʚʣʷʝʪ ʦʪʦʙʨʘʞʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʞʫʨʥʘʣʘ 

ʨʝʛʠʩʪʨʘʮʠʠ; 

½ ɸʚʪʦʤʘʪʠʯʝʩʢʦʝ ʦʙʥʦʚʣʝʥʠʝ ʞʫʨʥʘʣʘ ʢʘʞʜʳʝ 10 ʩʝʢʫʥʜ ï ʵʪʦ ʧʝʨʝʢʣʶʯʘʪʝʣʴ, 

ʢʦʪʦʨʳʡ, ʧʨʠ ʝʛʦ ʘʢʪʠʚʘʮʠʠ, ʦʙʥʦʚʣʷʝʪ ʦʪʦʙʨʘʞʝʥʠʝ ʚ ʦʢʥʝ ʩ ʠʥʪʝʨʚʘʣʦʤ ʚ 10 

ʩʝʢʫʥʜ; 

½ ʇʦʢʘʟʘʪʴ ʪʦʣʴʢʦ ʦʪʬʠʣʴʪʨʦʚʘʥʥʳʝ ʩʦʦʙʱʝʥʠʷ ï ʢʦʤʘʥʜʘ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ 

ʬʠʣʴʪʨʘʮʠʠ ʟʘʧʠʩʝʡ ʚ ʞʫʨʥʘʣʝ ʩʦʙʳʪʠʡ; 

½ ʋʩʪʘʥʦʚʠʪʴ ʫʨʦʚʥʠ ʣʦʛʘ - ʚr ʙʦʨ ʵʪʦʡ ʦʧʮʠʠ ʧʦʟʚʦʣʷʝʪ ɺʘʤ ʫʩʪʘʥʦʚʠʪʴ ʫʨʦʚʝʥʴ 

ʜʝʪʘʣʠʟʘʮʠʠ ʞʫʨʥʘʣʘ ʨʝʛʠʩʪʨʘʮʠʠ ʩʦʙʳʪʠʡ, ʢʦʥʢʨʝʪʥʦ ʋʨʦʚʝʥʴ ʣʦʛʘ ʉʝʨʚʝʨʘ, 

ʋʨʦʚʝʥʴ ʣʦʛʘ ʂʦʥʩʦʣʠ ʠ ʋʨʦʚʝʥʴ ʣʦʛʘ ʇʨʦʛʨʫʟʯʠʢʘ. ʀʟʤʝʥʝʥʠʝ ʥʘʩʪʨʦʝʢ ʫʨʦʚʥʷ 

ʞʫʨʥʘʣʘ ʨʝʛʠʩʪʨʘʮʠʠ ʧʨʠʤʝʥʠʤʦ ʪʦʣʴʢʦ ʢ ʩʦʙʳʪʠʷʤ, ʚʩʪʨʝʯʘʶʱʠʤʩʷ ʧʦʩʣʝ ʪʦʛʦ, 

ʢʘʢ ʠʟʤʝʥʝʥʠʝ ʙʳʣʦ ʩʜʝʣʘʥʦ. ɺʅʀʄɸʅʀɽ: ʥʘʩʪʨʦʡʢʘ ʫʨʦʚʥʷ ʜʝʪʘʣʠʟʘʮʠʠ 

ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʜʣʷ ɾʫʨʥʘʣʘ ʩʦʙʳʪʠʡ; 

½ ʀʥʜʠʢʘʪʦʨʳ ï ʢʦʤʘʥʜʘ ʜʣʷ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ ʠʥʜʠʢʘʮʠʠ ʩʦʙʳʪʠʡ. ʇʦʟʚʦʣʷʝʪ ʟʘʜʘʪʴ 

ʠʥʜʠʢʘʪʦʨʳ ʜʣʷ ʚʳʙʨʘʥʥʳʭ ʪʠʧʦʚ ʩʦʙʳʪʠʡ, ʥʘʧʨʠʤʝʨ: ʦʰʠʙʢʘ, ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʠ 

ʪ.ʜ.; 

½ ʌʠʣʴʪʨʳ Syslog ʩʝʨʚʝʨʘ ï ʢʦʤʘʥʜʘ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʦʪʦʙʨʘʞʝʥʠʷ ʩʦʙʳʪʠʡ. ʇʦʟʚʦʣʷʝʪ 

ʧʨʘʚʠʣʘ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʡ ʩʦʙʳʪʠʡ. ɺʅʀʄɸʅʀɽ: ʥʘʩʪʨʦʡʢʘ ʬʠʣʴʪʨʦʚ ʜʦʩʪʫʧʥʘ 

ʪʦʣʴʢʦ ʜʣʷ Syslog ʞʫʨʥʘʣʘ; 

½ ʇʩʝʚʜʦʥʠʤ - ʢʦʤʘʥʜʘ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʦʪʦʙʨʘʞʝʥʠʷ ʠʩʪʦʯʥʠʢʘ ʩʦʙʳʪʠʡ. 

ɺʅʀʄɸʅʀɽ: ʥʘʩʪʨʦʡʢʘ ʧʩʝʚʜʦʥʠʤʘ ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʜʣʷ Syslog-ʞʫʨʥʘʣʘ. 
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8.12.2. ʌʠʣʴʪʨʘʮʠʷ ʨʝʟʫʣʴʪʘʪʦʚ ʚ ʞʫʨʥʘʣʝ ʨʝʛʠʩʪʨʘʮʠʠ (Log) 

ʀʥʬʦʨʤʘʮʠ ʁ ʞʫʨʥʘʣʘ ʨʝʛʠʩʪʨʘʮʠʠ, ʦʪʦʙʨʘʞʝʥʥʫ  ʁ ʚ ʦʢʥʝ, ʤʦʞʥʦ ʬʠʣʴʪʨʦʚʘʪʴ, 

ʠʩʧʦʣʴʟʫʷ ʚʳʧʘʜʘʶʱʠʝ ʩʧʠʩʢʠ, ʚ ʟʘʛʦʣʦʚʢʝ ʢʘʞʜʦʡ ʢʦʣʦʥʢʠ ʧʘʨʘʤʝʪʨʦʚ ʣʦʛʘ.  

ʌʠʣʴʪʨʦʚʘʥʠʝ ʥʝʚʦʟʤʦʞʥʦ, ʚ ʣʦʛ-ʬʘʡʣʝ, ʢʦʪʦʨʳʡ ʧʦʷʚʣʷʝʪʩʷ ʚ ʦʢʥʝ ʈʝʟʫʣʴʪʘʪʳ 

ʪʨʘʥʩʣʷʮʠʠ, ʈʝʟʫʣʴʪʘʪʳ ʘʢʪʠʚʘʮʠʠ ʠ ʜʨʫʛʠʭ ʜʠʘʣʦʛʦʚʳʭ ʦʢʥʘʭ. 

ɽʩʣʠ ʬʠʣʴʪʨ ʧʦ ʧʘʨʘʤʝʪʨʫ ʧʨʠʤʝʥʝʥ, ʪʦ ʢʥʦʧʢʘ ʬʠʣʴʪʨʘʮʠʠ ʚʳʜʝʣʷʝʪʩʷ ʢʨʘʩʥʳʤ 

ʮʚʝʪʦʤ, ʜʣʷ ʩʥʷʪʠʷ ʬʠʣʴʪʨʘ ʜʦʩʪʘʪʦʯʥʦ ʥʘʞʘʪʴ ʥʘ ʢʥʦʧʢʫ ʬʠʣʴʪʨʘ (ʝʩʣʠ ʬʠʣʴʪʨ ʠʤʝʝʪ 

ʥʝʩʢʦʣʴʢʦ ʧʦʜʬʠʣʴʪʨʦʚ, ʪʦ ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʠʩʧʦʣʴʟʫʝʤʳʡ (ʳʝ)). 

8.12.2.1. ɺʳʙʦʨ ʌʠʣʴʪʨʘʮʠʠ ʜʣʷ ʤʦʜʫʣʷ ʎʋʇ 

ʎʋʇ ʩʦʩʪʦʠʪ ʠʟ ʪʨʝʭ ʤʦʜʫʣʝʡ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʩʦʟʜʘʚʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʜʣʷ ʞʫʨʥʘʣʘ 

ʨʝʛʠʩʪʨʘʮʠʠ: ʊʨʘʥʩʣʷʪʦʨ, ʇʨʦʛʨʫʟʯʠʢ ʠ ʉʠʩʪʝʤʘ. ʇʦʩʪʘʚʠʪʴ ʦʪʤʝʪʢʫ(ʠ) ʨʷʜʦʤ ʩ ʤʦʜʫʣʝʤ(ʷʤʠ), 

ʩʦʦʙʱʝʥʠʷ ʢʦʪʦʨʦʛʦ ɺʳ ʞʝʣʘʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ. ʉʦʙʳʪʠʷ ʞʫʨʥʘʣʘ ʨʝʛʠʩʪʨʘʮʠʠ ʠʟ ʤʦʜʫʣʷ 

ʉʠʩʪʝʤʘ ʥʝ ʬʠʣʴʪʨʫʶʪʩʷ, ʠ ʧʦʵʪʦʤʫ ʙʫʜʫʪ ʚʩʝʛʜʘ ʦʪʦʙʨʘʞʘʪʴʩʷ. 

8.12.2.2. ʌʠʣʴʪʨʘʮʠʷ ʧʦ ʪʠʧʫ ʩʦʦʙʱʝʥʠʡ (ʪʦʣʴʢʦ ʚ ʦʢʥʝ Log Viewer) 

ʎʋʇ ʜʝʣʠʪ ʠʥʬʦʨʤʘʮʠʶ ʞʫʨʥʘʣʘ ʨʝʛʠʩʪʨʘʮʠʠ ʥʘ ʯʝʪʳʨʝ ʢʘʪʝʛʦʨʠʠ: ʆʰʠʙʢʘ, 

ʇʨʝʜʫʧʨʝʞʜʝʥʠʝ, ʠʥʬʦʨʤʘʮʠʦʥʥʦʝ ʉʦʦʙʱʝʥʠʝ ʠ ʦʪʣʘʜʦʯʥʳʝ ʩʦʙʳʪʠʷ ʆʪʣʘʜʢʘ. ʇʦʩʪʘʚʠʪʴ 

ʦʪʤʝʪʢʫ ʨʷʜʦʤ ʩ ʢʘʪʝʛʦʨʠʷʤʠ ʠʥʬʦʨʤʘʮʠʠ, ʢʦʪʦʨʳʝ ʦʪʦʙʨʘʟʷʪʩʷ ʚ ʦʢʥʝ ʧʦ ɺʘʰʝʤʫ ʞʝʣʘʥʠʶ.  

8.12.2.3. ʌʠʣʴʪʨʘʮʠʷ ʧʦ ʜʘʪʝ ʠ ʚʨʝʤʝʥʠ 

ʄʦʞʥʦ ʦʧʨʝʜʝʣʠʪʴ, ʯʪʦ ʪʦʣʴʢʦ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʘʷ ʠʥʬʦʨʤʘʮʠʷ, ʩʛʝʥʝʨʠʨʦʚʘʥʥʘʷ ʚ 

ʪʝʯʝʥʠʝ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʧʝʨʠʦʜʘ ʚʨʝʤʝʥʠ, ʤʦʞʝʪ ʙʳʪʴ ʦʪʬʠʣʴʪʨʦʚʘʥʘ ʠ ʦʪʦʙʨʘʞʝʥʘ ʇʦ ʜʘʪʝ ʠ 

ʚʨʝʤʝʥʠ. ʏʪʦʙʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʛʨʫʙʳʡ ʬʠʣʴʪʨ ʥʘʜʦ ʚ ʦʢʥʝ ɾʫʨʥʘʣʘ ʥʘʞʘʪʴ ʢʥʦʧʢʫ  ʚ ʢʦʣʦʥʢʝ 

ɼʘʪʘ/ɺʨʝʤʷ ʚʳʙʨʘʪʴ ʪʠʧ ʬʠʣʴʪʨʘʮʠʠ ɿʘ ʧʦʩʣʝʜʥʠʝ ʜʥʠ ʠ ʦʧʨʝʜʝʣʠʪʴ ʯʠʩʣʦ ʜʥʝʡ, 

ʧʨʝʜʰʝʩʪʚʫʶʱʠʭ ʪʝʢʫʱʝʡ ʜʘʪʝ, ʧʦʩʣʝ ʯʝʛʦ ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ ʬʠʣʴʪʨʘ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɻʦʪʦʚʦ 

ʏʪʦʙʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʙʦʣʝʝ ʪʦʯʥʳʡ ʬʠʣʴʪʨ ɿʘ ʫʢʘʟʘʥʥʳʡ ʧʝʨʠʦʜ ʥʘʜʦ ʫʩʪʘʥʦʚʠʪʴ ʧʝʨʠʦʜ, 

ʟʘʧʦʣʥʠʚ ʧʦʣʷ ʉ...ɼʦ ʠʣʠ ʉ, ʠ ʦʧʨʝʜʝʣʠʪʴ ʜʣʷ ʚʨʝʤʝʥʥʳʭ ʠʥʪʝʨʚʘʣʦʚ ʜʘʪʫ ʠ ʚʨʝʤʷ, ʚ ʢʦʪʦʨʳʝ 

ʙʳʣʘ ʩʛʝʥʝʨʠʨʦʚʘʥʘ ʥʫʞʥʘʷ ɺʘʤ ʠʥʬʦʨʤʘʮʠʷ. 

8.12.2.4. ʌʠʣʴʪʨʘʮʠʷ ʧʦ ʪʝʢʩʪʫ ʩʦʦʙʱʝʥʠʷ 

ʕʪʦ ï çʟʘʢʘʟʥʦʡè ʬʠʣʴʪʨ. ʄʦʞʥʦ ʠʩʢʘʪʴ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʢʦʪʦʨʘʷ 

ʩʦʜʝʨʞʠʪ ʟʘʜʘʚʘʝʤʫʶ ʩʪʨʦʢʫ ʪʝʢʩʪʘ. ʏʪʦʙʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʛʨʫʙʳʡ ʬʠʣʴʪʨ ʥʘʜʦ ʚ ʦʢʥʝ ɾʫʨʥʘʣʘ 

ʥʘʞʘʪʴ ʢʥʦʧʢʫ  ʚ ʢʦʣʦʥʢʝ ʉʦʙʳʪʠʝ ʠ ʚʳʙʨʘʪʴ ʬʠʣʴʪʨ ʇʦ ʢʣʶʯʝʚʦʤʫ ʩʣʦʚʫ ʠ ʚʚʝʩʪʠ ʵʪʫ 

ʩʪʨʦʢʫ ʚ ʧʦʣʝ. 
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8.12.2.5. ʌʠʣʴʪʨʘʮʠʷ ʧʦ ɸʛʝʥʪʫ/ʆʙʲʝʢʪʫ ʇʦʣʠʪʠʢʠ 

ʕʪʦ ï çʟʘʢʘʟʥʦʡè ʬʠʣʴʪʨ. ʄʦʞʥʦ ʠʩʢʘʪʴ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʢʦʪʦʨʘʷ 

ʚʢʣʶʯʘʝʪ ɸʛʝʥʪʘ, ʧʨʝʜʩʪʘʚʣʝʥʥʦʛʦ ʦʧʨʝʜʝʣʝʥʥʳʤ ʆʙʲʝʢʪʦʤ ʇʦʣʠʪʠʢʠ. ʏʪʦʙʳ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʛʨʫʙʳʡ ʬʠʣʴʪʨ ʥʘʜʦ ʚ ʦʢʥʝ ɾʫʨʥʘʣʘ ʥʘʞʘʪʴ ʢʥʦʧʢʫ  ʚ ʢʦʣʦʥʢʝ ʉʦʙʳʪʠʝ ʠ ʚʳʙʨʘʪʴ ʬʠʣʴʪʨ 

ʇʦ ʦʙʲʝʢʪʫ ʧʦʣʠʪʠʢʠ ʠ ʚr ʙʨʘʪʴ ʥʫʞʥʳʡ ʆʙʲʝʢʪ ʇʦʣʠʪʠʢʠ ʚ ʚr ʧʘʜʘʶʱʝʤ ʩʧʠʩʢʝ.  

8.12.2.6. ʌʠʣʴʪʨʘʮʠʷ ʧʦ ʢʦʜʫ 

ʄʦʞʥʦ ʠʩʢʘʪʴ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʧʦ ʢʦʜʫ ʩʦʦʙʱʝʥʠʷ. ɼʣʷ ʵʪʦʛʦ 

ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʥʫʞʥʳʡ ʢʦʜ ʩʦʦʙʱʝʥʠʷ ʚ ʚʳʧʘʜʘʶʱʝʤ ʩʧʠʩʢʝ.  

8.12.3. ʌʠʣʴʪʨʘʮʠʷ ʨʝʟʫʣʴʪʘʪʦʚ ʚ ʞʫʨʥʘʣʝ Syslog 

ʀʥʬʦʨʤʘʮʠ ʁ ʞʫʨʥʘʣʘ ʨʝʛʠʩʪʨʘʮʠʠ, ʦʪʦʙʨʘʞʝʥʥʫ  ʁ ʚ ʦʢʥʝ, ʤʦʞʥʦ ʬʠʣʴʪʨʦʚʘʪʴ, 

ʠʩʧʦʣʴʟʫʷ ʚʳʧʘʜʘʶʱʠʝ ʩʧʠʩʢʠ, ʚ ʟʘʛʦʣʦʚʢʝ ʢʘʞʜʦʡ ʢʦʣʦʥʢʠ ʧʘʨʘʤʝʪʨʦʚ ʣʦʛʘ. 

ɽʩʣʠ ʬʠʣʴʪʨ ʧʦ ʧʘʨʘʤʝʪʨʫ ʧʨʠʤʝʥʝʥ, ʪʦ ʢʥʦʧʢʘ ʬʠʣʴʪʨʘʮʠʠ ʚʳʜʝʣʷʝʪʩʷ ʢʨʘʩʥʳʤ 

ʮʚʝʪʦʤ, ʜʣʷ ʩʥʷʪʠʷ ʬʠʣʴʪʨʘ ʜʦʩʪʘʪʦʯʥʦ ʥʘʞʘʪʴ ʥʘ ʢʥʦʧʢʫ ʬʠʣʴʪʨʘ (ʝʩʣʠ ʬʠʣʴʪʨ ʠʤʝʝʪ 

ʥʝʩʢʦʣʴʢʦ ʧʦʜʬʠʣʴʪʨʦʚ, ʪʦ ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʠʩʧʦʣʴʟʫʝʤʳʡ (ʳʝ)). 

8.12.3.1. ʌʠʣʴʪʨʘʮʠʷ ʧʦ ʚʘʞʥʦʩʪʠ 

ʎʋʇ ʜʝʣʠʪ ʠʥʬʦʨʤʘʮʠʶ ʞʫʨʥʘʣʘ ʨʝʛʠʩʪʨʘʮʠʠ ʥʘ ʢʘʪʝʛʦʨʠʠ: ʉʨʦʯʥʦʝ, ʊʨʝʚʦʛʘ, 

ʂʨʠʪʠʯʝʩʢʦʝ, ʆʰʠʙʢʘ, ʇʨʝʜʫʧʨʝʞʜʝʥʠʝ, ʀʟʚʝʱʝʥʠʝ, ʀʥʬʦʨʤʘʮʠʷ, ʆʪʣʘʜʦʯʥʦʝ. ʇʦʩʪʘʚʠʪʴ 

ʦʪʤʝʪʢʫ ʨʷʜʦʤ ʩ ʢʘʪʝʛʦʨʠʷʤʠ ʠʥʬʦʨʤʘʮʠʠ, ʢʦʪʦʨʳʝ ʦʪʦʙʨʘʟʷʪʩʷ ʚ ʦʢʥʝ ʧʦ ɺʘʰʝʤʫ ʞʝʣʘʥʠʶ.  

8.12.3.2. ʌʠʣʴʪʨʘʮʠʷ ʧʦ ʜʘʪʝ ʠ ʚʨʝʤʝʥʠ 

ʄʦʞʥʦ ʦʧʨʝʜʝʣʠʪʴ, ʯʪʦ ʪʦʣʴʢʦ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʘʷ ʠʥʬʦʨʤʘʮʠʷ, ʩʛʝʥʝʨʠʨʦʚʘʥʥʘʷ ʚ 

ʪʝʯʝʥʠʝ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʧʝʨʠʦʜʘ ʚʨʝʤʝʥʠ, ʤʦʞʝʪ ʙʳʪʴ ʦʪʬʠʣʴʪʨʦʚʘʥʘ ʠ ʦʪʦʙʨʘʞʝʥʘ ʇʦ ʜʘʪʝ ʠ 

ʚʨʝʤʝʥʠ. ʏʪʦʙʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʛʨʫʙʳʡ ʬʠʣʴʪʨ ʥʘʜʦ ʚ ʦʢʥʝ ɾʫʨʥʘʣʘ ʥʘʞʘʪʴ ʢʥʦʧʢʫ  ʚ ʢʦʣʦʥʢʝ 

ɼʘʪʘ/ɺʨʝʤʷ ʚʳʙʨʘʪʴ ʪʠʧ ʬʠʣʴʪʨʘʮʠʠ ɿʘ ʧʦʩʣʝʜʥʠʝ ʜʥʠ ʠ ʦʧʨʝʜʝʣʠʪʴ ʯʠʩʣʦ ʜʥʝʡ, 

ʧʨʝʜʰʝʩʪʚʫʶʱʠʭ ʪʝʢʫʱʝʡ ʜʘʪʝ ʧʦʩʣʝ ʯʝʛʦ ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ ʬʠʣʴʪʨʘ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɻʦʪʦʚʦ 

ʏʪʦʙʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʙʦʣʝʝ ʪʦʯʥʳʡ ʬʠʣʴʪʨ ɿʘ ʫʢʘʟʘʥʥʳʡ ʧʝʨʠʦʜ ʥʘʜʦ ʫʩʪʘʥʦʚʠʪʴ ʧʝʨʠʦʜ, 

ʟʘʧʦʣʥʠʚ ʧʦʣʷ ʉ...ɼʦ ʠʣʠ ʉ, ʠ ʦʧʨʝʜʝʣʠʪʴ ʜʣʷ ʚʨʝʤʝʥʥʳʭ ʠʥʪʝʨʚʘʣʦʚ ʜʘʪʫ ʠ ʚʨʝʤʷ, ʚ ʢʦʪʦʨʳʝ 

ʙʳʣʘ ʩʛʝʥʝʨʠʨʦʚʘʥʘ ʥʫʞʥʘʷ ɺʘʤ ʠʥʬʦʨʤʘʮʠʷ. 

8.12.3.3. ʌʠʣʴʪʨʘʮʠʷ ʧʦ IPïʘʜʨʝʩʫ 

ʀʥʬʦʨʤʘʮʠʶ ʤʦʞʥʦ ʬʠʣʴʪʨʦʚʘʪʴ ʧʦ IP-ʘʜʨʝʩʫ ʦʙʲʝʢʪʘ, ʜʣʷ ʵʪʦʛʦ ʥʘʜʦ ʚʳʙʨʘʪʴ ʬʠʣʴʪʨ 

ʇʦ IPïʘʜʨʝʩʫ ʠ ʚʚʝʩʪʠ IP-ʘʜʨʝʩ ʚ ʬʦʨʤʘʪʝ 0.0.0.0. 
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8.12.3.4. ʌʠʣʴʪʨʘʮʠʷ ʧʦ ʧʦʜʩʪʨʦʢʝ 

ʕʪʦ ï çʟʘʢʘʟʥʦʡè ʬʠʣʴʪʨ. ʄʦʞʥʦ ʠʩʢʘʪʴ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʢʦʪʦʨʘʷ 

ʩʦʜʝʨʞʠʪ ʟʘʜʘʚʘʝʤʫʶ ʩʪʨʦʢʫ ʪʝʢʩʪʘ. ɼʣʷ ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʵʪʫ ʩʪʨʦʢʫ ʚ ʧʦʣʝ. 

8.12.4. ʇʨʘʚʠʣʘ ʬʠʣʴʪʨʘʮʠʠ ʚ ʞʫʨʥʘʣʝ Syslog 

ɼʣʷ ʥʘʩʪʨʦʡʢʠ ʦʪʦʙʨʘʞʘʝʤʦʡ ʠʥʬʦʨʤʘʮʠʠ ʤʦʞʥʦ ʟʘʜʘʪʴ ʧʨʘʚʠʣʘ ʬʠʣʴʪʨʘʮʠʠ, 

ʠʩʧʦʣʴʟʫʷ ʢʦʤʘʥʜʫ ʌʠʣʴʪʨʳ Syslog ʩʝʨʚʝʨʘ. ɺ ʧʦʷʚʠʚʰʝʤʩʷ ʦʢʥʝ ʆʪʦʙʨʘʞʝʥʠʝ Syslog (ʩʤ. 

ʈʠʩʫʥʦʢ 97) ʥʫʞʥʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠ ʟʘʜʘʪʴ ʥʝʦʙʭʦʜʠʤʳʝ ʬʠʣʴʪʨʳ. 

ʇʦʩʣʝ ʟʘʜʘʥʠʷ ʧʨʘʚʠʣ ʬʠʣʴʪʨʘʮʠʠ ʩʦʦʙʱʝʥʠʷ ʚ Syslog ʧʦʧʘʜʘʶʪ ʩʦʛʣʘʩʥʦ ʬʠʣʴʪʨʘʤ ʧʦ 

IP-ʘʜʨʝʩʘʤ. ʌʠʣʴʪʨʳ ʧʨʠʤʝʥʷʶʪʩʷ ʚ ʪʦʤ ʧʦʨʷʜʢʝ, ʢʘʢ ʦʥʠ ʫʢʘʟʘʥʳ, ʪ.ʝ. ʩʚʝʨʭʫ ʚʥʠʟ. ɹʦʣʝʝ 

ʫʟʢʠʝ ʬʠʣʴʪʨʳ ʥʘʜʦ ʩʪʘʚʠʪʴ ʚʳʰʝ ʚ ʪʘʙʣʠʮʝ, ʜʣʷ ʪʦʛʦ ʯʪʦʙʳ ʦʥʠ ʩʨʘʙʦʪʘʣʠ. 

 

ʈʠʩʫʥʦʢ 97 ï ʆʢʥʦ ʆʪʦʙʨʘʞʝʥʠʝ Syslog 

8.12.5. ʄʦʥʠʪʦʨʠʥʛ ʩʦʦʙʱʝʥʠʡ ʚ ʞʫʨʥʘʣʝ ʩʦʙʳʪʠʡ 

ɺ ʎʋʇ-ʂʦʥʩʦʣ ɹ ʠʤʝʝʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ ʦʪʩʣʝʞʠʚʘʥʠʷ ʚ ʘʚʪʦʤʘʪʠʯʝʩʢʦʤ ʨʝʞʠʤʝ 

ʦʧʨʝʜʝʣʸʥʥʳʭ ʩʦʙʳʪʠʡ, ʚʦʟʥʠʢʘʶʱʠʭ ʢʘʢ ʚ ɾʫʨʥʘʣʝ ʩʦʙʳʪʠʡ, ʪʘʢ ʠ ʚ ɾʫʨʥʘʣʝ Syslog-

ʩʦʙʳʪʠʡ. ʇʨʠ ʵʪʦʤ ʧʨʦʠʩʭʦʜʠʪ ʚʠʟʫʘʣʴʥʦʝ ʠ ʟʚʫʢʦʚʦʝ ʦʧʦʚʝʱʝʥʠʝ. ʅʘʩʪʨʦʡʢʘ ʤʦʥʠʪʦʨʠʥʛʘ 

ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʦʪʜʝʣʴʥʦ ʜʣʷ ɾʫʨʥʘʣʘ ʩʦʙʳʪʠʡ ʠ ɾʫʨʥʘʣʘ Syslog-ʩʦʙʳʪʠʡ ʚ ʤʝʥʶ 

ʀʥʜʠʢʘʪʦʨʳ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʞʫʨʥʘʣʘ. 

ɼʣʷ ʢʘʞʜʦʛʦ ʞʫʨʥʘʣʘ ʥʝʟʘʚʠʩʠʤʦ ʩʦʟʜʘʸʪʩʷ ʩʧʠʩʦʢ ʠʥʜʠʢʘʪʦʨʦʚ. ʂʘʞʜʳʡ ʠʥʜʠʢʘʪʦʨ 

ʦʧʠʩʳʚʘʝʪ ʰʘʙʣʦʥ ʨʝʛʠʩʪʨʠʨʫʝʤʦʛʦ ʩʦʦʙʱʝʥʠʷ. 

8.12.5.1. ʅʘʩʪʨʦʡʢʘ ʤʦʥʠʪʦʨʠʥʛʘ ʜʣʷ ɾʫʨʥʘʣʘ ʩʦʙʳʪʠʡ 

ʅʘʩʪʨʦʡʢʠ ʤʦʥʠʪʦʨʠʥʛʘ ʩʦʩʪʘʚʣʷʶʪ ʩʣʝʜʫʶʱʫʶ ʠʝʨʘʨʭʠʶ: 
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ï ʅʘʩʪʨʦʡʢʠ; 

ï ʀʥʜʠʢʘʪʦʨ; 

ï ʋʩʣʦʚʠʝ. 

ʅʘʩʪʨʦʡʢʠ ʩʦʜʝʨʞʘʪ ʥʝʩʢʦʣʴʢʦ ʠʥʜʠʢʘʪʦʨʦʚ, ʢʘʞʜʳʡ ʠʥʜʠʢʘʪʦʨ ʩʦʜʝʨʞʠʪ ʥʝʩʢʦʣʴʢʦ 

ʫʩʣʦʚʠʡ. 

ɼʠʘʣʦʛ ʚʝʨʭʥʝʛʦ ʫʨʦʚʥʷ ʩʦʜʝʨʞʠʪ ʩʧʠʩʦʢ ʠʥʜʠʢʘʪʦʨʦʚ (ʩʤ. ʈʠʩʫʥʦʢ 98). 

ʄʦʞʥʦ ʫʜʘʣʠʪʴ ʠʥʜʠʢʘʪʦʨ, ʜʦʙʘʚʠʪʴ, ʠʟʤʝʥʠʪʴ (ʚ ʪʦʤ ʯʠʩʣʝ ʧʨʠ ʜʚʦʡʥʦʤ ʥʘʞʘʪʠʠ ʥʘ 

ʥʝʛʦ ʚ ʪʘʙʣʠʮʝ), ʩʦʭʨʘʥʠʪʴ ʩʧʠʩʦʢ ʠʥʜʠʢʘʪʦʨʦʚ (ʢʥʦʧʢʘ ɻʦʪʦʚʦ) ʠʣʠ ʦʪʤʝʥʠʪʴ ʠʟʤʝʥʝʥʠʷ. 

ɺʩʝ ʠʥʜʠʢʘʪʦʨʳ ʨʘʙʦʪʘʶʪ ʧʦ ñʀʃʀò ï ʪʦ ʝʩʪʴ, ʧʨʠ ʩʨʘʙʘʪʳʚʘʥʠʠ ʭʦʪʷ ʙʳ ʦʜʥʦʛʦ 

ʠʥʜʠʢʘʪʦʨʘ ʚ ʩʪʘʪʫʩʥʦʡ ʩʪʨʦʢʝ ʦʩʥʦʚʥʦʛʦ ʦʢʥʘ ʎʋʇ-ʂʦʥʩʦʣʴ ʧʦʷʚʣʷʝʪʩʷ ʤʠʛʘʶʱʘʷ ʠʢʦʥʢʘ . 

 

ʈʠʩʫʥʦʢ 98 ï ʆʢʥʦ ʉʧʠʩʦʢ ʠʥʜʠʢʘʪʦʨʦʚ 

ɼʦʙʘʚʣʝʥʠʝ ʠʣʠ ʧʨʘʚʢʘ ʠʥʜʠʢʘʪʦʨʘ ʟʘʧʫʩʢʘʝʪ ʜʠʘʣʦʛ ʩʣʝʜʫʶʱʝʛʦ ʫʨʦʚʥʷ (ʩʤ. 

ʈʠʩʫʥʦʢ 99). 

 

ʈʠʩʫʥʦʢ 99 ï ʆʢʥʦ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʠʥʜʠʢʘʪʦʨʦʚ 
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ɿʥʘʯʝʥʠʝ ʫʧʨʘʚʣʷʶʱʠʭ ʵʣʝʤʝʥʪʦʚ ʧʦʢʘʟʳʚʘʝʪʩʷ ʧʨʠ ʥʘʚʝʜʝʥʠʠ ʤʳʰʠ ʥʘ ʥʠʭ ʚʦ 

ʚʩʧʣʳʚʘʶʱʠʭ ʧʦʜʩʢʘʟʢʘʭ.  

ʂʘʞʜʦʤʫ ʠʥʜʠʢʘʪʦʨʫ ʤʦʞʥʦ ʥʘʟʥʘʯʠʪʴ ʩʚʦʡ ʟʚʫʢʦʚʦʡ ʩʠʛʥʘʣ, ʜʣʷ ʢʦʪʦʨʦʛʦ ʫʢʘʟʘʪʴ 

ʬʘʡʣ ʩʦ ʟʚʫʢʦʤ, ʧʝʨʠʦʜ ʧʦʚʪʦʨʝʥʠʷ ʩʠʛʥʘʣʘ ʠ ʢʦʣʠʯʝʩʪʚʦ ʧʦʚʪʦʨʝʥʠʡ. ʂʥʦʧʢʘ ʊʝʩʪ ʧʦʟʚʦʣʷʝʪ 

ʧʨʦʩʣʫʰʘʪʴ ʚʳʙʨʘʥʥʳʡ ʩʠʛʥʘʣ ʜʣʷ ʧʨʦʚʝʨʢʠ.  

ɽʩʣʠ ʩʨʘʙʘʪʳʚʘʝʪ ʥʝʩʢʦʣʴʢʦ ʠʥʜʠʢʘʪʦʨʦʚ, ʪʦ ʩʠʛʥʘʣʳ ʤʦʛʫʪ ʟʚʫʯʘʪʴ ʦʜʥʦʚʨʝʤʝʥʥʦ ï 

ʢʘʞʜʳʡ ʩʦ ʩʚʦʝʡ ʟʘʜʘʥʥʦʡ ʧʝʨʠʦʜʠʯʥʦʩʪʴʶ.  

ɽʩʣʠ ʧʦʣʝ ʀʩʧʦʣʴʟʦʚʘʪʴ ʬʘʡʣ ʧʫʩʪʦ, ʙʫʜʝʪ ʩʨʘʙʘʪʳʚʘʪʴ ʩʠʩʪʝʤʥʳʡ ʟʚʫʢʦʚʦʡ ʩʠʛʥʘʣ 

ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ɺ ʢʘʯʝʩʪʚʝ ʬʘʡʣʘ ʤʦʞʥʦ ʫʢʘʟʘʪʴ ʩʫʱʝʩʪʚʫʶʱʠʡ, ʣʠʙʦ ʟʘʧʠʩʘʪʴ ʩʚʦʡ ʩ ʤʠʢʨʦʬʦʥʘ. ɼʣʷ 

ʟʘʧʠʩʠ ʩ ʤʠʢʨʦʬʦʥʘ ʥʘʜʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʠʩʪʝʤʥʫʶ ʫʪʠʣʠʪʫ:  

Start -> Programs -> Accessories ->Entertainment->Sound Recorder. 

ʋʩʪʘʥʦʚʠʪʴ ʛʘʣʦʯʢʫ ʆʪʩʣʝʞʠʚʘʪʴ ʜʣʷ ʪʝʭ ʠʥʜʠʢʘʪʦʨʦʚ, ʢʦʪʦʨʳʝ ʚ ʜʘʥʥʳʡ ʤʦʤʝʥʪ 

ʜʦʣʞʥʳ ʨʘʙʦʪʘʪʴ. ɽʩʣʠ ʭʦʪʷ ʙʳ ʦʜʠʥ ʠʥʜʠʢʘʪʦʨ ʦʪʩʣʝʞʠʚʘʝʪ ʣʦʛ, ʚ ʩʪʘʪʫʩʥʦʡ ʩʪʨʦʢʝ ʦʩʥʦʚʥʦʛʦ 

ʦʢʥʘ ʎʋʇ-ʂʦʥʩʦʣ ɹʧʦʷʚʣʷʝʪʩʷ ʠʢʦʥʢʘ . 

ʀʥʜʠʢʘʪʦʨ ʜʦʣʞʝʥ ʩʦʜʝʨʞʘʪʴ ʭʦʪʷ ʙʳ ʦʜʥʦ ʫʩʣʦʚʠʝ ʩʨʘʙʘʪʳʚʘʥʠʷ. ɽʩʣʠ ʫʢʘʟʘʥʦ 

ʥʝʩʢʦʣʴʢʦ ʫʩʣʦʚʠʡ, ʪʦ ʦʥʠ ʦʙʲʝʜʠʥʷʶʪʩʷ ʧʦ ñʀʃʀò ï ʪʦ ʝʩʪʴ, ʜʣʷ ʩʨʘʙʘʪʳʚʘʥʠʷ ʠʥʜʠʢʘʪʦʨʘ 

ʜʦʩʪʘʪʦʯʥʦ ʩʨʘʙʘʪʳʚʘʥʠʷ ʭʦʪʷ ʙʳ ʦʜʥʦʛʦ ʠʟ ʫʩʣʦʚʠʡ. 

ɼʦʙʘʚʣʝʥʠʝ ʠʣʠ ʧʨʘʚʢʘ ʫʩʣʦʚʠʷ ʟʘʧʫʩʢʘʝʪ ʦʢʥʦ ʋʩʣʦʚʠʷ ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ 

ʠʥʜʠʢʘʮʠʠ (ʩʤ. ʈʠʩʫʥʦʢ 100). 
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ʈʠʩʫʥʦʢ 100 ï ʆʢʥʦ ʥʘʩʪʨʦʡʢʠ ʫʩʣʦʚʠʡ ʩʨʘʙʘʪʳʚʘʥʠʷ ʠʥʜʠʢʘʪʦʨʦʚ 

ɺ ʢʘʞʜʦʤ ʫʩʣʦʚʠʠ ʤʦʞʥʦ ʟʘʜʘʪʴ ʜʦ ʪʨʝʭ ʚʣʦʞʝʥʥʳʭ ʫʩʣʦʚʠʡ, ʫʩʪʘʥʦʚʠʚ çʛʘʣʦʯʢʫè 

ʦʢʦʣʦ ʥʫʞʥʦʛʦ ʚʣʦʞʝʥʥʦʛʦ ʫʩʣʦʚʠʷ. ɺʩʝ ʚʣʦʞʝʥʥʳʝ ʫʩʣʦʚʠʷ ʩʨʘʙʘʪʳʚʘʶʪ ʧʦ ñʀò, ʪʦ ʝʩʪʴ, ʜʣʷ 

ʩʨʘʙʘʪʳʚʘʥʠʷ ʫʩʣʦʚʠʷ, ʜʦʣʞʥʳ ʩʨʘʙʦʪʘʪʴ ʚʩʝ ʚʣʦʞʝʥʥʳʝ ʫʩʣʦʚʠʷ. ɽʩʣʠ ʛʘʣʦʯʢʘ ʥʝ ʫʩʪʘʥʦʚʣʝʥʘ, 

ʵʪʦ ʚʣʦʞʝʥʥʦʝ ʫʩʣʦʚʠʝ ʥʝ ʧʨʦʚʝʨʷʝʪʩʷ. 

ʇʝʨʚʦʝ ʧʦʜʫʩʣʦʚʠʝ ʨʝʘʛʠʨʫʝʪ ʥʘ ʦʧʨʝʜʝʣʝʥʥʳʝ ʪʠʧʳ ʩʦʙʳʪʠʡ (ʚʳʙʨʘʪʴ ʚ ʩʧʠʩʢʝ ʩʧʨʘʚʘ 

ʪʝ ʪʠʧʳ, ʢʦʪʦʨʳʝ ʜʦʣʞʥʳ ʚʳʟʳʚʘʪʴ ʩʨʘʙʘʪʳʚʘʥʠʝ).  

ɺʪʦʨʦʝ ʧʦʜʫʩʣʦʚʠʝ ʨʝʘʛʠʨʫʝʪ ʥʘ ʫʧʦʤʠʥʘʥʠʝ ʚ ʣʦʛʝ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʦʙʲʝʢʪʘ ʧʦʣʠʪʠʢʠ 

(ʚʳʙʨʘʪʴ ʚ ʩʧʠʩʢʝ ʩʧʨʘʚʘ ʪʝ ʦʙʲʝʢʪʳ, ʢʦʪʦʨʳʝ ʜʦʣʞʥʳ ʚʳʟʳʚʘʪʴ ʩʨʘʙʘʪʳʚʘʥʠʝ).  

ʊʨʝʪʴʝ ʧʦʜʫʩʣʦʚʠʝ ʨʝʘʛʠʨʫʝʪ ʥʘ ʧʦʷʚʣʝʥʠʝ ʚ ʣʦʛʝ ʦʧʨʝʜʝʣʝʥʥʦʡ ʜʠʥʘʤʠʯʝʩʢʦʡ 

ʧʦʜʩʪʨʦʢʠ. ʇʨʦʚʝʨʢʘ ʘʥʘʣʦʛʠʯʥʘ ʧʨʦʚʝʨʢʝ ʧʨʠ ʬʠʣʴʪʨʘʮʠʠ. 

8.12.5.2. ʅʘʩʪʨʦʡʢʘ ʤʦʥʠʪʦʨʠʥʛʘ ʜʣʷ ɾʫʨʥʘʣʘ Syslog-ʩʦʙʳʪʠʡ 

ʇʨʦʮʝʜʫʨʘ ʨʘʙʦʪʳ ʩ ʠʥʜʠʢʘʪʦʨʘʤʠ ʜʣʷ ʞʫʨʥʘʣʘ Syslog-ʩʦʙʳʪʠʡ ʘʥʘʣʦʛʠʯʥʘ ʨʘʙʦʪʝ ʩ 

ʠʥʜʠʢʘʪʦʨʘʤʠ ʜʣʷ ʞʫʨʥʘʣʘ ʩʦʙʳʪʠʡ.  

ɼʣʷ ʥʘʩʪʨʦʡʢʠ ʦʪʦʙʨʘʞʝʥʠʷ ʩʦʙʳʪʠʡ Syslog ʤʦʞʥʦ ʚʳʙʨʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʟʥʘʯʦʢ 

 ʠʣʠ ʥʘʞʘʪʴ ʧʨʘʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ ʚ ʦʢʥʝ çSyslogè ʠ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʦʢʥʘ ʚʳʙʨʘʪʴ 
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ʧʫʥʢʪ ɿʘʜʘʪʴ ʧʩʝʚʜʦʥʠʤ (ʩʤ. ʈʠʩʫʥʦʢ 101). ɺ ʵʪʦʤ ʦʢʥʝ ʤʦʞʥʦ ʚʳʙʨʘʪʴ ʢʦʜʠʨʦʚʢʫ, ʚ ʢʦʪʦʨʦʡ 

ɸʛʝʥʪ ʧʝʨʝʩʳʣʘʝʪ ʩʦʦʙʱʝʥʠʷ (ʟʘʪʝʤ ʵʪʠ ʩʦʦʙʱʝʥʠʷ ʧʝʨʝʢʦʜʠʨʫʶʪʩʷ Syslog-ʩʝʨʚʝʨʦʤ ʚ ʬʦʨʤʘʪ 

UTF-8 ʠ ʚ ʪʘʢʦʤ ʚʠʜʝ ʟʘʧʠʩʳʚʘʶʪʩʷ ʚ ɹɼ). ɼʣʷ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʦʪʯʝʪʦʚ ʤʦʞʥʦ ʟʘʜʘʪʴ 

ʧʩʝʚʜʦʥʠʤ ʜʣʷ ʦʙʲʝʢʪʘ ʩ ʧʨʠʚʷʟʢʦʡ ʢ ʝʛʦ IP-ʘʜʨʝʩʫ. ɽʩʣʠ ʧʩʝʚʜʦʥʠʤ ʥʝ ʫʢʘʟʘʥ, ʪʦ ʦʪʦʙʨʘʞʝʥʠʝ 

ʬʦʨʤʠʨʫʝʪʩʷ, ʠʩʧʦʣʴʟʫʷ ʩʚʷʟʴ çIP-ʘʜʨʝʩ ï ʠʥʪʝʨʬʝʡʩè. 

 

ʈʠʩʫʥʦʢ 101 ï ʅʘʩʪʨʦʡʢʘ Syslog-ʩʝʨʚʝʨʘ ʜʣʷ ʣʦʛʠʨʦʚʘʥʠʷ 

8.12.5.3. ʉʨʘʙʘʪʳʚʘʥʠʝ ʠʥʜʠʢʘʪʦʨʦʚ 

ʇʨʠ ʩʨʘʙʘʪʳʚʘʥʠʠ ʭʦʪʷ ʙʳ ʦʜʥʦʛʦ ʠʥʜʠʢʘʪʦʨʘ (ʪ.ʝ. ʧʨʠ ʚʦʟʥʠʢʥʦʚʝʥʠʠ ʚ ʞʫʨʥʘʣʝ 

ʩʦʙʳʪʠʷ, ʧʦʜʭʦʜʷʱʝʛʦ ʧʦʜ ʬʠʣʴʪʨ ʠʥʜʠʢʘʪʦʨʘ ʩʦʦʙʱʝʥʠʷ), ʠʢʦʥʢʘ  ʚ ʩʪʘʪʫʩʥʦʡ ʩʪʨʦʢʝ 

ʦʩʥʦʚʥʦʛʦ ʦʢʥʘ ʎʋʇ-ʂʦʥʩʦʣʴ ʥʘʯʠʥʘʝʪ ʤʠʛʘʪʴ. ʇʨʠ ʥʘʞʘʪʠʠ ʥʘ ʵʪʫ ʠʢʦʥʢʫ ʧʦʷʚʣʷʝʪʩʷ ʦʢʥʦ ʩʦ 

ʩʧʠʩʢʦʤ ʩʨʘʙʦʪʘʚʰʠʭ ʠʥʜʠʢʘʪʦʨʦʚ (ʩʤ. ʈʠʩʫʥʦʢ 102). ɺ ʵʪʦʤ ʦʢʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʩʣʝʜʫʶʱʘʷ 

ʠʥʬʦʨʤʘʮʠʷ: ʥʘʟʚʘʥʠʝ ʠʥʜʠʢʘʪʦʨʘ, ʦʧʠʩʘʥʠʝ ʠʥʜʠʢʘʪʦʨʘ, ʢʦʣʠʯʝʩʪʚʦ ʩʨʘʙʘʪʳʚʘʥʠʡ ʠʥʜʠʢʘʪʦʨʘ 

ʩ ʤʦʤʝʥʪʘ ʧʦʩʣʝʜʥʝʛʦ ʧʨʦʩʤʦʪʨʘ ʞʫʨʥʘʣʘ, ʪʠʧ ʞʫʨʥʘʣʘ (Log ʠʣʠ Syslog). 

ʇʨʠ ʚʳʜʝʣʝʥʠʠ ʠʥʜʠʢʘʪʦʨʘ ʩʪʘʥʦʚʠʪʩʷ ʘʢʪʠʚʥʦʡ ʢʥʦʧʢʘ ʇʦʢʘʟʘʪʴ. ʅʘʞʘʪʠʝ ʥʘ ʜʘʥʥʫʶ 

ʢʥʦʧʢʫ (ʠʣʠ ʜʚʦʡʥʦʝ ʥʘʞʘʪʠʝ ʧʦ ʩʪʨʦʢʝ ʚ ʪʘʙʣʠʮʝ) ʘʢʪʠʚʠʨʫʝʪ ʞʫʨʥʘʣ (Log- ʠʣʠ Syslog-

ʩʦʙʳʪʠʡ, ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʠʥʜʠʢʘʪʦʨʘ), ʚ ʢʦʪʦʨʦʤ ʦʪʬʠʣʴʪʨʦʚʘʥʳ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ 

ʠʥʜʠʢʘʪʦʨʫ ʩʦʦʙʱʝʥʠʷ. 

ʉʧʠʩʦʢ ʠʥʜʠʢʘʪʦʨʦʚ ʧʝʨʠʦʜʠʯʝʩʢʠ ʦʙʥʦʚʣʷʝʪʩʷ. 

 

ʈʠʩʫʥʦʢ 102 ï ʆʢʥʦ ʧʨʦʩʤʦʪʨʘ ʩʦʦʙʱʝʥʠʡ ʧʨʠ ʩʨʘʙʘʪʳʚʘʥʠʠ ʠʥʜʠʢʘʪʦʨʘ 

8.12.6. ʇʨʦʩʨʦʯʝʥʥʳʝ ʩʝʨʪʠʬʠʢʘʪʳ 

ʆʢʥʦ ɺʘʣʠʜʥʦʩʪʴ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʦʪʩʣʝʞʠʚʘʪʴ 

ʩʝʨʪʠʬʠʢʘʪʳ ʩ ʠʩʪʸʢʰʠʤ ʩʨʦʢʦʤ ʜʝʡʩʪʚʠʷ. ʆʪʢʨʳʪʴ ʵʪʦ ʦʢʥʦ, ʠʩʧʦʣʴʟʫʷ ʢʦʤʘʥʜʫ ɺʘʣʠʜʥʦʩʪʴ 
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ʩʝʨʪʠʬʠʢʘʪʦʚ ʠʟ ʤʝʥʶ ʆʢʥʦ. ʆʢʥʦ ʩʦʜʝʨʞʠʪ ʩʧʠʩʦʢ ʧʨʦʩʨʦʯʝʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ, 

ʧʨʝʜʩʪʘʚʣʝʥʥʳʭ ʚ ʬʦʨʤʝ ʪʘʙʣʠʮʳ, ʩ ʚʦʟʤʦʞʥʦʩʪʴʶ ʬʠʣʴʪʨʘʮʠʠ ʧʦ ʩʨʦʢʫ ʠʩʪʝʯʝʥʠʷ 

ʩʝʨʪʠʬʠʢʘʪʘ. ɼʣʷ ʬʠʣʴʪʨʘʮʠʠ ʧʦ ʩʨʦʢʫ ʠʩʪʝʯʝʥʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʥʝʦʙʭʦʜʠʤʦ ʦʪʤʝʪʠʪʴ ʦʜʥʦ ʠʟ 

ʧʦʣʝʡ ʚ ʧʦʣʝ ʉʝʨʪʠʬʠʢʘʪʳ. 

ʎʋʇ-ʂʦʥʩʦʣʴ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʦʪʩʣʝʞʠʚʘʝʪ ʩʝʨʪʠʬʠʢʘʪʳ ʩ ʠʩʪʸʢʰʠʤ ʩʨʦʢʦʤ ʜʝʡʩʪʚʠʷ. ɺ 

ʩʣʫʯʘʝ ʦʙʥʘʨʫʞʝʥʠʷ ʪʘʢʠʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚ ʩʪʨʦʢʝ ʩʪʘʪʫʩʘ ʦʩʥʦʚʥʦʛʦ ʦʢʥʘ ʎʋʇ-ʂʦʥʩʦʣ ɹ

ʧʦʷʚʣʷʝʪʩʷ ʤʠʛʘʶʱʘʷ ʠʢʦʥʢʘ . ʅʘʞʘʪʠʝ ʥʘ ʵʪʫ ʠʢʦʥʢʫ ʦʪʢʨʳʚʘʝʪ ʦʢʥʦ ʩʦ ʩʧʠʩʢʦʤ 

ʩʝʨʪʠʬʠʢʘʪʦʚ ʩ ʠʩʪʸʢʰʠʤ / ʠʩʪʝʢʘʶʱʠʤ ʩʨʦʢʦʤ ʜʝʡʩʪʚʠʷ. ʀʢʦʥʢʘ ʤʠʛʘʝʪ ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʦʢʥʦ 

ɺʘʣʠʜʥʦʩʪʴ ʩʝʨʪʠʬʠʢʘʪʦʚ ʥʝ ʙʳʣʦ ʦʪʢʨʳʪʦ. 

8.13. ɼʝʩʢʨʠʧʪʦʨʳ ɸʛʝʥʪʦʚ 

ʆʢʥʦ ɼʝʩʢʨʠʧʪʦʨʳ ɸʛʝʥʪʦʚ (ʩʤ. ʈʠʩʫʥʦʢ 54) ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ XML -

ʬʘʡʣʘʤʠ, ʢʦʪʦʨʳʝ ʩʦʜʝʨʞʘʪ ʦʧʠʩʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʜʣʷ ʢʘʞʜʦʛʦ ʪʠʧʘ ɸʛʝʥʪʘ, ʧʨʦʠʟʚʦʜʠʪʝʣʷ 

ɸʛʝʥʪʘ, ʚʝʨʩʠʠ ɸʛʝʥʪʘ (ʛʣʘʚʥʦʡ ʠ ʚʪʦʨʦʩʪʝʧʝʥʥʦʡ) ʠ ʥʘʙʦʨ ʩʚʦʡʩʪʚ. ʕʪʠ XML -ʬʘʡʣʳ 

ʧʝʨʝʦʧʨʝʜʝʣʝʥʳ ʚ ʎʋʇ ʠ ʨʘʩʧʦʣʦʞʝʥʳ ʚ ʧʦʜʜʠʨʝʢʪʦʨʠʠ <ads > ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʡ ʜʠʨʝʢʪʦʨʠʠ 

ʎʋʇ (ʩʤ. ʧʦʜʨʘʟʜʝʣ 3.2).  

 
ʇʨʝʦʙʨʘʟʦʚʘʪʴ ʫʩʪʘʨʝʚʰʠʝ ʜʝʩʢʨʠʧʪʦʨʳ ʚ ʧʦʜʜʝʨʞʠʚʘʝʤʳʝ ʤʦʞʥʦ ʜʦʙʘʚʣʝʥʠʝʤ ʩʪʨʦʢʠ 

ʚʠʜʘ çSecureConnect Mobile Client,5.2,-,-,User->SecureConnect Mobile Client,5.3,-,-,Userè ʩ 

ʦʧʠʩʘʥʠʝʤ ʟʘʤʝʥʳ ʚ ʬʘʡʣ agent_replacements.txt ʚ ʛʣʘʚʥʦʡ ʜʠʨʝʢʪʦʨʠʠ. ʇʦʩʣʝ ʦʧʠʩʘʥʠʷ 

ʟʘʤʝʥʳ ʥʘʜʦ ʧʝʨʝʟʘʧʫʩʪʠʪ ɹGUI/CLI ʠ ʧʦʚʪʦʨʠʪʝ ʧʦʧʳʪʢʫ ʠʤʧʦʨʪʘ ʢʦʥʬʠʛʫʨʘʮʠʠ. 

8.13.1. ɼʦʙʘʚʣʝʥʠʝ ʜʝʩʢʨʠʧʪʦʨʘ ɸʛʝʥʪʘ 

ʏʪʦʙʳ ʜʦʙʘʚʠʪʴ ʜʝʩʢʨʠʧʪʦʨ ɸʛʝʥʪʘ ɺʳ ʜʦʣʞʥʳ ʠʤʝʪʴ XML -ʬʘʡʣ ʩ ʵʪʠʤ ʜʝʩʢʨʠʧʪʦʨʦʤ. 

ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠ ʚʳʙʨʘʪʴ ʬʘʡʣ ʚ ɺʘʰʝʡ ʩʠʩʪʝʤʝ. ʇʨʠ ʥʘʞʘʪʠʠ ʥʘ ʢʥʦʧʢʫ Open, 

ʜʝʩʢʨʠʧʪʦʨ ʟʘʛʨʫʞʘʝʪʩʷ ʚ ʎʋʇ ʠ ʧʦʷʚʣʷʝʪʩʷ ʚ ʪʘʙʣʠʮʝ.  

8.13.2. ʋʜʘʣʝʥʠʝ ʜʝʩʢʨʠʧʪʦʨʘ ɸʛʝʥʪʘ 

ʏʪʦʙʳ ʫʜʘʣʠʪʴ ʜʝʩʢʨʠʧʪʦʨ ɸʛʝʥʪʘ ʥʘʜʦ ʚʳʙʨʘʪʴ ʝʛʦ ʚ ʪʘʙʣʠʮʝ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ 

ʋʜʘʣʠʪʴ. ʇʦʩʣʝ ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʫʜʘʣʝʥʠʷ ʜʝʩʢʨʠʧʪʦʨ ʙʫʜʝʪ ʫʜʘʣʝʥ ʠʟ ʪʘʙʣʠʮʳ. ʆʙʨʘʪʠʪʝ 

ʚʥʠʤʘʥʠʝ, ʯʪʦ ʚʩʝ ʟʘʧʠʩʠ ʪʘʙʣʠʮʳ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʜʘʥʥʦʤʫ ʬʘʡʣʫ ʜʝʩʢʨʠʧʪʦʨʘ, ʙʫʜʫʪ 

ʫʜʘʣʝʥʳ ʠʟ ʪʘʙʣʠʮʳ; ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʝʩʣʠ ʜʝʩʢʨʠʧʪʦʨ ʧʨʝʜʩʪʘʚʣʷʣ ʙʦʣʴʰʝ ʯʝʤ ʦʜʠʥ ʪʠʧ 

ʆʙʲʝʢʪʘ ʇʦʣʠʪʠʢʠ, ʥʝʩʢʦʣʴʢʦ ʟʘʧʠʩʝʡ ʪʘʙʣʠʮʳ ʙʫʜʫʪ ʫʜʘʣʝʥʳ. ʋʜʘʣʠʪʴ ʜʝʩʢʨʠʧʪʦʨ, ʢʦʪʦʨʳʡ 

ʠʩʧʦʣʴʟʦʚʘʥ ʧʨʠ ʦʧʠʩʘʥʠʠ ʦʙʲʝʢʪʘ ʥʝʚʦʟʤʦʞʥʦ. 

 
ʋʜʘʣʠʪʴ ʜʝʩʢʨʠʧʪʦʨ, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʦʚʘʥ ʧʨʠ ʦʧʠʩʘʥʠʠ ʆʙʲʝʢʪʘ ʥʝʚʦʟʤʦʞʥʦ. ʇʨʠ 

ʧʦʧʳʪʢʝ ʫʜʘʣʝʥʠʷ ʧʦʷʚʠʪʩʷ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʦ ʪʦʤ, ʯʪʦ ʜʝʩʢʨʠʧʪʦʨ ʫʞʝ ʠʩʧʦʣʴʟʫʝʪʩʷ. 
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8.13.3. ʇʨʦʩʤʦʪʨ ʜʝʩʢʨʠʧʪʦʨʘ ɸʛʝʥʪʘ 

ʏʪʦʙʳ ʧʨʦʩʤʦʪʨʝʪʴ ʜʝʩʢʨʠʧʪʦʨ ɸʛʝʥʪʘ ʥʘʜʦ ʚʳʙʨʘʪʴ ʝʛʦ ʚ ʪʘʙʣʠʮʝ, ʩʧʨʘʚʘ ʙʫʜʝʪ 

ʦʪʦʙʨʘʞʝʥ ʜʝʩʢʨʠʧʪʦʨ. ɺ ʦʢʥʝ ʧʨʦʩʤʦʪʨʘ ʤʦʞʥʦ ʚʳʙʠʨʘʪʴ, ʢʦʧʠʨʦʚʘʪʴ , ʘ ʪʘʢʞʝ ʠʩʢʘʪʴ ʩʪʨʦʢʠ 

ʪʝʢʩʪʘ ʚ ʧʨʝʜʝʣʘʭ ʜʝʩʢʨʠʧʪʦʨʘ. 

 
ʆʯʝʥʴ ʦʩʪʦʨʦʞʥʦ ʠʟʤʝʥʷʡʪʝ ʜʝʩʢʨʠʧʪʦʨʳ ɸʛʝʥʪʘ. ɼʝʩʢʨʠʧʪʦʨʳ ʚʣʠʷʶʪ ʥʘ ʪʦ, ʢʘʢ 

ʆʙʲʝʢʪʳ ʜʘʥʥʦʛʦ ʪʠʧʘ ʙʫʜʫʪ ʧʨʝʜʩʪʘʚʣʝʥʳ ʚ ʎʋʇ-ʂʦʥʩʦʣʴ ʠ ʢʘʢ ʠʭ ʧʘʨʘʤʝʪʨʳ 

ʠʥʪʝʨʧʨʝʪʠʨʫʶʪʩʷ ʚʦ ʚʨʝʤʷ ʪʨʘʥʩʣʷʮʠʠ ɻʇɹ. ʅʘʩʪʦʷʪʝʣʴʥʦ ʨʝʢʦʤʝʥʜʫʝʤ, ʯʪʦʙʳ ɺʳ 

ʩʦʟʜʘʣʠ ʨʝʟʝʨʚʥʫʶ ʢʦʧʠʶ ʧʦʣʥʦʛʦ ʥʘʙʦʨʘ ʜʝʩʢʨʠʧʪʦʨʦʚ ʧʝʨʝʜ ʚʥʝʩʝʥʠʝʤ ʣʶʙʳʭ 

ʠʟʤʝʥʝʥʠʡ. 

8.14. ɼʝʩʢʨʠʧʪʦʨʳ ʉʝʨʚʝʨʦʚ 

ʆʢʥʦ ɼʝʩʢʨʠʧʪʦʨʳ ʉʝʨʚʝʨʦʚ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ XML -ʬʘʡʣʘʤʠ, ʢʦʪʦʨʳʝ 

ʩʦʜʝʨʞʘʪ ʦʧʠʩʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʜʣʷ ʢʘʞʜʦʛʦ ʪʠʧʘ ʉʝʨʚʝʨʦʚ ʠ ʥʘʙʦʨ ʩʚʦʡʩʪʚ. 

ʆʢʥʦ ʩʦʩʪʦʠʪ ʠʟ ʜʚʫʭ ʩʝʢʮʠʡ: ʚ ʧʝʨʚʦʡ ʚʳʚʦʜʠʪʩʷ ʩʧʠʩʦʢ ʉʝʨʚʝʨʦʚ ʩ ʫʢʘʟʘʥʠʝʤ ʠʭ 

ʠʤʝʥʠ ʠ ʢʣʘʩʩʘ, ʚʦ ʚʪʦʨʦʡ ʚʳʚʦʜʠʪʩʷ ʩʘʤ ʜʝʩʢʨʠʧʪʦʨ. 

8.14.1. ɼʦʙʘʚʣʝʥʠʝ ʜʝʩʢʨʠʧʪʦʨʘ ʉʝʨʚʝʨʘ 

ʏʪʦʙʳ ʜʦʙʘʚʠʪʴ ʜʝʩʢʨʠʧʪʦʨ ʉʝʨʚʝʨʘ ɺʳ ʜʦʣʞʥʳ ʠʤʝʪʴ XML -ʬʘʡʣ ʩ ʵʪʠʤ 

ʜʝʩʢʨʠʧʪʦʨʦʤ. ʅʘʞʘʪʴ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠ ʚʳʙʨʘʪʴ ʬʘʡʣ ʚ ɺʘʰʝʡ ʩʠʩʪʝʤʝ. ʇʨʠ ʥʘʞʘʪʠʠ ʥʘ 

ʢʥʦʧʢʫ Open, ʜʝʩʢʨʠʧʪʦʨ ʟʘʛʨʫʞʘʝʪʩʷ ʚ ʎʋʇ ʠ ʧʦʷʚʣʷʝʪʩʷ ʚ ʪʘʙʣʠʮʝ.  

8.14.2. ʋʜʘʣʝʥʠʝ ʜʝʩʢʨʠʧʪʦʨʘ ʉʝʨʚʝʨʘ 

ʏʪʦʙʳ ʫʜʘʣʠʪʴ ʜʝʩʢʨʠʧʪʦʨ ʉʝʨʚʝʨʘ ʥʘʜʦ ʚʳʙʨʘʪʴ ʝʛʦ ʚ ʪʘʙʣʠʮʝ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ 

ʋʜʘʣʠʪʴ. ʇʦʩʣʝ ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʫʜʘʣʝʥʠʷ ʜʝʩʢʨʠʧʪʦʨ ʙʫʜʝʪ ʫʜʘʣʝʥ ʠʟ ʪʘʙʣʠʮʳ. ʆʙʨʘʪʠʪʝ 

ʚʥʠʤʘʥʠʝ, ʯʪʦ ʚʩʝ ʟʘʧʠʩʠ ʪʘʙʣʠʮʳ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʜʘʥʥʦʤʫ ʬʘʡʣʫ ʜʝʩʢʨʠʧʪʦʨʘ, ʙʫʜʫʪ 

ʫʜʘʣʝʥʳ ʠʟ ʪʘʙʣʠʮʳ.  

 
ʋʜʘʣʠʪʴ ʜʝʩʢʨʠʧʪʦʨ, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʦʚʘʥ ʧʨʠ ʦʧʠʩʘʥʠʠ ʉʝʨʚʝʨʘ ʥʝʚʦʟʤʦʞʥʦ. ʇʨʠ 

ʧʦʧʳʪʢʝ ʫʜʘʣʝʥʠʷ ʧʦʷʚʠʪʩʷ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʦ ʪʦʤ, ʯʪʦ ʜʝʩʢʨʠʧʪʦʨ ʫʞʝ ʠʩʧʦʣʴʟʫʝʪʩʷ. 

8.14.3. ʇʨʦʩʤʦʪʨ ʜʝʩʢʨʠʧʪʦʨʘ ʉʝʨʚʝʨʘ 

ʏʪʦʙʳ ʧʨʦʩʤʦʪʨʝʪʴ ʜʝʩʢʨʠʧʪʦʨ ʉʝʨʚʝʨʘ ʥʘʜʦ ʚʳʙʨʘʪʴ ʝʛʦ ʚ ʪʘʙʣʠʮʝ, ʩʧʨʘʚʘ ʙʫʜʝʪ 

ʦʪʦʙʨʘʞʝʥ ʜʝʩʢʨʠʧʪʦʨ. ɺ ʦʢʥʝ ʧʨʦʩʤʦʪʨʘ ʤʦʞʥʦ ʚʳʙʠʨʘʪʴ, ʢʦʧʠʨʦʚʘʪʴ, ʘ ʪʘʢʞʝ ʠʩʢʘʪʴ ʩʪʨʦʢʠ 

ʪʝʢʩʪʘ ʚ ʧʨʝʜʝʣʘʭ ʜʝʩʢʨʠʧʪʦʨʘ. 
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9. ʈɸɹʆʊɸ ʉ ʇʈʆɽʂʊɸʄʀ ʀ ɻʃʆɹɸʃʔʅʓʄʀ ʇʆʃʀʊʀʂɸʄʀ 

ɹɽɿʆʇɸʉʅʆʉʊʀ 

ʂʦʛʜʘ ɺʳ ʦʧʨʝʜʝʣʠʣʠ ʚʩʝ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ, ʚʭʦʜʷʱʠʝ ʚ ʟʘʱʠʱʝʥʥʫʶ ʩʠʩʪʝʤʫ, ʠ 

ʫʢʘʟʘʣʠ ʇʨʘʚʠʣʘ, ʦʧʨʝʜʝʣʷʶʱʠʝ ʧʦʨʷʜʦʢ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʵʪʠʭ ʆʙʲʝʢʪʦʚ, ʪʝʤ ʩʘʤʳʤ ɺʳ 

ʩʦʟʜʘʣʠ ɻʇɹ. ɻʇɹ ʬʦʨʤʘʣʴʥʦ ʦʧʨʝʜʝʣʷʝʪʩʷ ʢʘʢ ʥʘʙʦʨ ʇʨʘʚʠʣ, ʢʦʪʦʨʳʝ ʦʧʝʨʠʨʫʶʪ ʩ ʥʘʙʦʨʦʤ 

ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ. ʂʦʤʙʠʥʘʮʠʷ ʵʪʠʭ ʥʘʙʦʨʦʚ ʇʨʘʚʠʣ ʠ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ, ʩ ʢʦʪʦʨʳʤʠ ʦʥʠ 

ʦʧʝʨʠʨʫʶʪ, ʥʘʟʳʚʘʶʪʩʷ ʇʨʦʝʢʪʦʤ. 

ʎʋʇ ʪʨʘʥʩʣʠʨʫʝʪ ɻʇɹ ʚ ʥʘʙʦʨ ʃʇɹ, ʧʦ ʦʜʥʦʡ ʜʣʷ ʢʘʞʜʦʛʦ ʋʧʨʘʚʣʷʝʤʦʛʦ ɸʛʝʥʪʘ; 

ʧʦʣʫʯʝʥʥʳʝ ʃʇɹ ʦʧʨʝʜʝʣʷʶʪ, ʢʘʢ ʦʧʨʝʜʝʣʸʥʥʳʡ ɸʛʝʥʪ ʤʦʞʝʪ ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ ʩ ʜʨʫʛʠʤʠ 

ʭʦʩʪʘʤʠ ʚʥʫʪʨʠ ʠʣʠ ʩʥʘʨʫʞʠ ʟʘʱʠʱʝʥʥʦʡ ʩʠʩʪʝʤʳ. ʃʇɹ ʭʨʘʥʷʪʩʷ ʚ ɹɼ ʎʋʇ ʚ ʪʝʢʩʪʦʚʦʤ 

ʬʦʨʤʘʪʝ. ʃʶʙʘʷ ʃʇɹ ʤʦʞʝʪ ʙʳʪʴ ʵʢʩʧʦʨʪʠʨʦʚʘʥʘ ʚ ʪʝʢʩʪʦʚʳʡ ʬʘʡʣ ʚ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʝ. ʂʦʛʜʘ 

ɻʇɹ ʘʢʪʠʚʠʨʫʝʪʩʷ, ʚʩʝ ʃʇɹ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʜʦʩʪʘʚʣʷʶʪʩʷ ʢʦ ʚʩʝʤ ʫʧʨʘʚʣʷʝʤʳʤ ɸʛʝʥʪʘʤ (ʢʨʦʤʝ 

ʪʝʭ ʇʦʣʴʟʦʚʘʪʝʣʝʡ, ʯʴʠ IP-ʘʜʨʝʩʘ ʎʋʇ ʥʝ ʟʥʘʝʪ - ʵʪʠʤ ʫʯʘʩʪʥʠʢʘʤ ʟʘʱʠʱʸʥʥʦʡ ʩʠʩʪʝʤʳ 

ʜʦʣʞʥʳ ʩʘʤʠ ʦʙʨʘʪʠʪʴʩʷ ʢ ʎʋʇ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʠʭ ʧʦʩʣʝʜʥʠʭ ʃʇɹ).  

ɺ ʎʋʇ ʤʦʞʥʦ ʧʨʠʤʝʥʷʪʴ ʇʨʘʚʠʣʦ ʢ ʠʥʜʠʚʠʜʫʘʣʴʥʳʤ ʆʙʲʝʢʪʘʤ ʇʦʣʠʪʠʢʠ ʠʣʠ ʩʨʘʟʫ ʢ 

ɻʨʫʧʧʝ ʆʙʲʝʢʪʦʚ. ʂʦʛʜʘ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ ʦʨʛʘʥʠʟʦʚʘʥʳ ʚ ɻʨʫʧʧʳ, ʜʣʷ ʢʘʞʜʦʛʦ ʫʩʪʨʦʡʩʪʚʘ 

ʙʫʜʫʪ ʧʨʠʤʝʥʝʥʳ ʪʝ ʞʝ ʩʘʤʳʝ ʇʨʘʚʠʣʘ, ʯʪʦ ʠ ʚʦ ʚʩʝʡ ɻʨʫʧʧʝ. ʅʘʧʨʠʤʝʨ, ʚʩʝ ʢʦʤʧʴʶʪʝʨʳ ʚ 

ʌʠʥʘʥʩʦʚʦʤ ʦʪʜʝʣʝ ʤʦʛʫʪ ʠʤʝʪʴ ʦʜʠʥʘʢʦʚʳʝ ʇʨʘʚʠʣʘ, ʧʨʠʤʝʥʠʤʳʝ ʢ ʚʭʦʜʷʱʝʤʫ ʠ 

ʚʳʭʦʜʷʱʝʤʫ ʪʨʘʬʠʢʫ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʢʦʤʧʴʶʪʝʨʳ, ʧʨʠʥʘʜʣʝʞʘʱʠʝ ʢ ʦʪʜʝʣʫ ʇʨʦʜʘʞ ʠʣʠ ʢ 

ʦʪʜʝʣʫ ʄʘʨʢʝʪʠʥʛʘ, ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʨʫʛʠʝ ʇʨʘʚʠʣʘ.  

ʎʋʇ ʤʦʞʝʪ ʧʦʩʳʣʘʪʴ ʦʙʥʦʚʣʝʥʠʷ ʃʇɹ ʚʩʝʤ ʫʩʪʨʦʡʩʪʚʘʤ ɹʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʛʜʘ 

ʠʟʤʝʥʠʪʩʷ ɻʇɹ. ʏʘʩʪʠ ʃʇɹ, ʢʦʪʦʨʳʝ ʥʝ ʟʘʪʨʘʛʠʚʘʝʪ ʦʙʥʦʚʣʝʥʠʝ ɻʇɹ, ʦʩʪʘʥʫʪʩʷ ʥʝʠʟʤʝʥʥʳʤʠ, 

ʙʫʜʝʪ ʦʙʥʦʚʣʝʥʳ ʪʦʣʴʢʦ ʯʘʩʪʠ ʦʪʨʘʞʘʶʱʠʝ ʥʦʚʳʝ ʠʟʤʝʥʝʥʠʷ. ʇʨʦʮʝʩʩ ʟʘʚʝʨʰʘʝʪʩʷ 

ʨʝʪʨʘʥʩʣʷʮʠʝʡ ɻʇɹ (ʜʣʷ ʚʩʝʭ ʆʙʲʝʢʪʦʚ) ʠ ʝʝ ʨʝʘʢʪʠʚʘʮʠʝʡ (ʜʣʷ ʚʩʝʭ ʠʣʠ ʥʝʢʦʪʦʨʳʭ ʆʙʲʝʢʪʦʚ).  

9.1. ʈʘʙʦʪʘ ʩ ʧʨʦʝʢʪʘʤʠ  

ʇʨʦʝʢʪʳ (ʇʨʘʚʠʣʘ ʠ ʆʙʲʝʢʪʳ ʇʦʣʠʪʠʢʠ) ʭʨʘʥʪ̫ʩʷ ʚ GSP-ʬʦʨʤʘʪʝ ʠ ɻʢʩʧʦʨʪʠʨʫʶʪʩʷ ʠʟ 

ʎʋʇ ʚ ʬʘʡʣʳ ʩʠʩʪʝʤʳ; ʇʨʦʝʢʪʳ, ʢʦʪʦʨʳʝ ʭʨʘʥʷʪʩʷ ʚ XML -ʬʦʨʤʘʪʝ, ʤʦʛʫʪ ʙʳʪʴ 

ʠʤʧʦʨʪʠʨʦʚʘʥʳ ʚ ʎʋʇ. ʀʩʪʦʨʠʷ ʃʇɹ ʜʣʷ ʚʩʝʭ ʆʙʲʝʢʪʦʚ ʤʦʞʝʪ ʙʳʪʴ ʦʯʠʱʝʥʘ. ɺ ʢʦʥʮʝ ʢʦʥʮʦʚ, 

ʝʜʠʥʳʡ ʇʨʦʝʢʪ ʤʦʞʝʪ ʙʳʪʴ ʧʝʨʝʟʘʛʨʫʞʝʥ ʠʟ ɹɼ.  

9.1.1. ʆʪʢʨʳʪʠʝ ʧʨʦʝʢʪʘ 

ɼʣʷ ʧʝʨʝʟʘʛʨʫʟʢʠ ɹɼ ʎʋʇ ʂʦʥʩʦʣʠ ʠʟ XML -ʩʪʨʫʢʪʫʨʳ ʥʝʦʙʭʦʜʠʤʦ:  
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- ɺʳʙʨʘʪʴ ʇʨʦʝʢʪ- >ʆʪʢʨʳʪʴ.  

- ɺ ʦʢʥʝ ʀʤʧʦʨʪ ʠʟ ʬʘʡʣʘ ʥʘʡʪʠ ʬʘʡʣ ʚ XML -ʬʦʨʤʘʪʝ, ʢʦʪʦʨʳʡ ʩʦʜʝʨʞʠʪ ɻʇɹ, 

ʥʘʞʘʪʴ ʢʥʦʧʢʫ Open.  

 
ɽʩʣʠ ɺʳ ʭʦʪʠʪʝ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʧʨʦʝʢʪ ʙʝʟ ʝʛʦ ʃʇɹ ʠʩʪʦʨʠʠ (ʪʦ ʝʩʪʴ, ʃʇɹ ʩʦ ʩʪʘʪʫʩʦʤ 

ɸʨʭʠʚ ʜʣʷ ʚʩʝʭ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ), ʪʦ ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ ʆʪʢʨʳʪʴ (ʙʝʟ ʘʨʭʠʚʘ 

ʃʇɹ).  

 ʂʦʛʜʘ ʢʦʤʘʥʜʘ Open ʚʳʧʦʣʥʝʥʘ, ʚʩʝ ʪʝʢʫʱʠʝ ʜʘʥʥʳʝ ʚ ɹɼ ʎʋʇ-ʂʦʥʩʦʣɹ ʙʫʜʫʪ ʩʪʝʨʪʳ. 

9.1.2. ʉʦʭʨʘʥʝʥʠʝ ʧʨʦʝʢʪʘ  

ʏʪʦʙʳ ʩʦʭʨʘʥʠʪʴ ɹɼ ʎʋʇ-ʂʦʥʩʦʣ ɹ ʚ GSP-ʩʪʨʫʢʪʫʨʫ (ʬʘʡʣ ʩ ʨʘʩʰʠʨʝʥʠʝʤ .gsp) 

ʥʝʦʙʭʦʜʠʤʦ: 

- ʇʦʩʣʝ ʩʦʟʜʘʥʠʷ ʇʨʦʝʢʪʘ ʚ ʎʋʇ-ʂʦʥʩʦʣ ɹ ʚʳʙʨʘʪʴ ʚ ʤʝʥʶ ʇʨʦʝʢʪ ʢʦʤʘʥʜʫ 

ʉʦʭʨʘʥʠʪʴ. 

- ɺ ʦʢʥʝ ʕʢʩʧʦʨʪ ʚ ʬʘʡʣ ʫʢʘʟʘʪʴ ʤʝʩʪʦ, ʚ ʢʦʪʦʨʦʤ ɺʳ ʭʦʪʠʪʝ ʩʦʭʨʘʥʠʪʴ ʧʨʦʝʢʪ, ʥʘʜʦ 

ʚʚʝʩʪʠ ʠʤʷ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ Save. ɻʇɹ ʩʦʭʨʘʥʷʝʪʩʷ ʚ ʫʢʘʟʘʥʥʦʤ ʤʝʩʪʝ ʩ 

ʨʘʩʰʠʨʝʥʠʝʤ GSP. 

 
ɽʩʣʠ ɺʳ ʭʦʪʠʪʝ ʵʢʩʧʦʨʪʠʨʦʚʘʪʴ ʧʨʦʝʢʪ ʙʝʟ ʠʩʪʦʨʠʠ ʃʇɹ (ʪʦ ʝʩʪʴ, ʃʇɹ ʩʦ ʩʪʘʪʫʩʦʤ 

ɸʨʭʠʚ ʜʣʷ ʚʩʝʭ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ), ʪʦʛʜʘ ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ ʉʦʭʨʘʥʠʪʴ (ʙʝʟ 

ʘʨʭʠʚʘ ʃʇɹ). ʆʙʨʘʪʠʪʝ ʚʥʠʤʘʥʠʝ ʥʘ ʪʦ, ʯʪʦ ʚʳʧʦʣʥʝʥʠʝ ʵʢʩʧʦʨʪʘ ʥʘʨʷʜʫ ʩ ʠʩʪʦʨʠʝʡ 

ʃʇɹ ʤʦʞʝʪ ʫʚʝʣʠʯʠʪʴ ʧʦʣʥʳʡ ʨʘʟʤʝʨ ʵʢʩʧʦʨʪʠʨʫʝʤʦʛʦ ʇʨʦʝʢʪʘ. 

9.1.3. ʇʝʨʝʟʘʛʨʫʟʢʘ ʧʨʦʝʢʪʦʚ ʠʟ ʙʘʟʳ ʜʘʥʥʳʭ  

ɼʣʷ ʧʝʨʝʟʘʛʨʫʟʢʠ ʚʩʝʭ ʆʙʲʝʢʪʦʚ ʇʦʣʠʪʠʢʠ, ʇʨʘʚʠʣ ʠ ʪ.ʜ. ʠʟ ɹɼ ʠ ʦʙʥʦʚʣʝʥʠʷ 

ʦʪʦʙʨʘʞʝʥʠʷ ʚʦ ʚʩʝʭ ʢʚʘʜʨʘʪʘʭ ʦʢʥʘ ʧʨʦʛʨʘʤʤʳ ʥʘʜʦ ʚʳʙʨʘʪʴ ʇʨʦʝʢʪ- > ʆʙʥʦʚʠʪʴ ʠʟ ɹɼ.  

9.2. ʊʨʘʥʩʣʷʮʠʷ ɻʇɹ ʚ ʃʇɹ 

ɼʣʷ ʪʨʘʥʩʣʷʮʠʠ ɻʇɹ ʚ ʃʇɹ ʚʳʙʨʘʪʴ ʢʦʤʘʥʜʫ ʊʨʘʥʩʣʠʨʦʚʘʪʴ ʚ ʤʝʥʶ ʇʨʦʝʢʪ ʠʣʠ 

ʥʘʞʘʪʴ ʢʣʘʚʠʰʫ <F7>. ʉʫʱʝʩʪʚʫʶʪ ʪʨʠ ʚʦʟʤʦʞʥʳʭ ʨʝʟʫʣʴʪʘʪʘ ʪʨʘʥʩʣʷʮʠʠ ɻʇɹ: 

- ʊʨʘʥʩʣʷʮʠʷ ʟʘʚʝʨʰʠʣʘʩʴ ʫʩʧʝʰʥʦ.  

- ʆʙʥʘʨʫʞʝʥʳ ʦʜʥʘ ʠʣʠ ʙʦʣʝʝ ʥʝʢʨʠʪʠʯʝʩʢʠʭ ʧʨʦʙʣʝʤ. ʊʨʘʥʩʣʷʮʠʷ ʙʫʜʝʪ ʟʘʚʝʨʰʝʥʘ ʠ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʩʦʦʙʱʝʥʠʝ ʟʘʧʠʩʘʥʦ ʚ ʞʫʨʥʘʣ ʨʝʛʠʩʪʨʘʮʠʠ ʩʦʦʙʱʝʥʠʡ.  

- ʆʙʥʘʨʫʞʝʥʘ ʢʨʠʪʠʯʝʩʢʘʷ ʦʰʠʙʢʘ. ʇʨʦʮʝʩʩ ʪʨʘʥʩʣʷʮʠʠ ʙʫʜʝʪ ʥʝʤʝʜʣʝʥʥʦ 

ʧʨʠʦʩʪʘʥʦʚʣʝʥ ʠ ʩʦʦʙʱʝʥʠʝ ʦʙ ʵʪʦʡ ʦʰʠʙʢʝ ʟʘʧʠʩʘʥʦ ʚ ʞʫʨʥʘʣ ʨʝʛʠʩʪʨʘʮʠʠ 

ʩʦʦʙʱʝʥʠʡ. 






































































































































