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O KoMnaHum

Komnanus SNIBUC-MJTKOC Bbina ocHoBaHa B 1991 roay ¢ Lenbto pa3paboTkm HOBbIX KOMMbIOTEPHbIX 1 MHDOPMALIMOHHbIX
TEXHONOIMN, peanm3aumm NpoekToB B 06MacT BbIYNCIUTENBHBIX CETEN 1 TeNEKOMMYHUKALUN.

BoraTblh OMbIT MO CO3AAHWMIO BbICOKOTEXHOMOMMYHBIX CUCTEM [nsi OOOPOHHOM MPOMBIWNEHHOCTM, HAKOMIEHHbIN
OCHOBATENSAMW U COTPYAHMKaMMU KoMnaHum, nossonun JIBUC-MITKOC ObicTpo AOCTVYb 3HAYMMOTO YPOBHS B CO30aHUM
HOBbIX TEXHOMOMMI 1 BNOCNEACTBUN 3aHATb BEAYLLME NMO3NLMN HA POCCUMCKOM PbIHKE CUCTEMHOW WHTErpaummn B cchepe
NH(OPMaLMOHHOM De3onacHoOCTU.

Ha cerogHawHun gerb JIBUC-TTHOC peann3yeT NpoekTbl MO MOCTPOEHWMIO 3aLUMLLEHHBIX MHPOPMALNOHHBIX CUCTEM U
npennaraeT KOMMIEKCHble peLleHns Mo 3almte nHdopmaumm, obecneymBaiowme COBMECTUMOCTb Pa3UYHbIX CUCTEM
N TEXHONMOTMN. TakoW MOAXOA NO3BOMSET BblPaboTaTbh eAMHYI0 KOHLEMUMIO Pa3BUTUS MHMDOPMALIMOHHBIX CETEN HaLIWX
3aKa34ynMKOB, onpefenuTb ONTUMasbHbIM NOPSAOK M 3Tanbl BHEAPEHUA PELUEHWUN, MHTErpUPOBaTb VX B CyLLECTBYIOLLYIO
NHMPaCTPYKTypy. BCE 310 CnocobcTByeT onTrMmM3aLmMm 3aTpaT Ha peanin3aLmio NPOoeKToB Mo 3aluTte MHhopMaLmn.

Halwa komMnaHus NpofonKaeT pa3pabaThiBaTh M YCNeLWHO BHEAPSATb MPOAYKTbl HA OCHOBE ODLLENPU3HAHHbBIX TEXHOMOM N
NHGPOPMaLMOHHOM 6e30MacHOCT M HaLMOHAMbHbIX CTaHOAPTOB — CEMEWCTBA MPOTOKOSIOB CeTeBOM 0e30nmacHoCTU
IPsec, ctanpapToB Trusted Computing Group (TCG) v kpunTorpaduyeckux anroputmos FOCT, peani3ys nx B CO6CTBEHHbIX
nponykTax ceteBon bezonacHocT 3ACTABA, a Take B NIHeNKe CPefiCTB AOBEPEHHOM 3arpy3ki « MobOunbHOe 3alLMLLEHHOE
aBTOMaTM3MpPOBaHHOE paboyee MecTo «ba3oBbii JoBepeHHbIn Moaynb» (BAM).

3a bonee yem 30 neT cyulectBoBaHus IJ1BUC-TITKOC HaWMMK KNMEHTaMm CTann KpyrnHenwme poccuimckmne KoMnaHmm,
rOCY[apCTBEHHbIE CTPYKTYpb! U npeanpuatma: bark Poccnmn, OCTIK Poccnun, GHC Poccnm, CO ESC, Poccetn OCK ESC,
Pocpeectp, Jlykown, Ta3npom HedTb, TpaHcHedTb, CyprytHedTeras, TaTHedTb, Poctenekom, lasznpombank, COTA3,
Poccnmnckmim Coto3 ABTOCTPAXOBLLMKOB U MHOTME Apyrue.
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n MPOAYKTbI

3ACTABA

3ACTABA — nMHelka NporpaMMHbIX NPOOYKTOB W annapaTHO-NporpamMmHbix komnnekcos (ATK), obecneynsatomx
3aLLUMTY KOPMOPATUBHbBIX MH(POPMALMOHHBIX CUCTEM Ha CETEBOM YPOBHE C MOMOLLLIO TEXHOMOT MM BUPTYaSTbHbIX HYaCTHbIX CETEN
(Virtual Private Networks, VPN), pacnpefenéHHoro MexceTeBoro skpaHmposaHus (M3, FW) n obHapyxeHms atak (IDS).

CeMeNncTBO NpoayKToB MHGOPMaLMOHHOM De3onacHocT 3ACTABA ycrnelHo NpUMEHSETCS AN 3alimTbl MHdOPMaLMK
¢ 1997 ropa. 3a 3T0 BpeMsl CMEHUIIOCh HECKOMBbKO BEPCUM, pacLUMPUNCE PYHKLMOHaNbHbIE BO3MOXHOCTM, BO3POC/IU
HaOEXHOCTb 1 NPOU3BOANTENBHOCTb.

KJTFOYEBBIE MPEMMYLLECTBA NMPOAYKTOB CEMEMCTBA 3ACTABA

m  BbICOKMI ypoBeHb 3aLimThl, obecnednBaemMbi npoayktamm 3SACTABA

m  BO3MOXHOCTb rmbKoro MaclutabrpoBaHNs CUCTEMBI

m LleHTpanm3oBaHHOe ynpasneHme B pexxrMe peanbHOro BpeMeHmu

m bbicTpoTa pa3BepTbiBaHNS pacnpeneneHHoN CUCTeMBbI 3aLLmTbl 6e3 y4acTns KBanhnLMPOBAaHHOIO NepcoHana Ha Mecrax

m Bo3moxHocTb onepatmsHoro ynpasnerHua ns LLYTT «3ACTABA-YnpasneHue» gecatkamu teicad FW /VPN-wnio3os 1
areHToB 3ACTABA oHOBPEMEHHO

m  YOaneHHoe LeHTpanmM3oBaHHOe 0OHOBMEHME NPOrpPaMMHOIo obecneyeHus

m PazgenerHue NONHOMOYMI NO YNPABAEHWIO CUCTEMOM

m Bbicokas NPOV3BOANTENBHOCTb U HAAEXHOCTb CUCTEMDI

m lIcnonb3oBaHWe Hapsady C POCCUUNCKUMUM KPUMNTOANrOPUTMaMU MeXOYyHapOL4HbIX CTaHOAPTOB M MPOTOKONOB
CeTeBOM 3aLUNThI

m [logaepxKa MeXaHM3MOB MPUOPUTU3ALLIUM MH(DOPMALIMOHHBIX MOTOKOB

m  [MOKOCTb NOCTaBKN CUCTEMBI

m  Ceptudmkatel ®Chb Poccunm, OCTIK Poccnm n MO Poccmm

m  Hu3Kume 3KCnayaTauMoHHbIe 3aTpaThl

BbasoBbin [loBepeHHbI Mopaynb (BAM)

MpofyKTOBas NMHeWKa Ha OCHOBe TexHomoruv bM npepHasHadeHa ANf NOCTPOEHUS LOBEPEHHOW BbIMUCIIUTENBHON
cpenbl Ha MODUIbHBIX KOMMbIOTEPAX, MaHLETax M CMapTdoHax, ba3npyloLLIMXCs Ha apxuTekType Intel x64.

NPEMYLLECTBA TEXHOJIOT'M BAM

CepTMdULMPOBAHHOE peLleHne Ans ynsTpabyKoB, NNAHLWETOB 1 CMapThOHOB

OObIYHBIV BHELUHWI BUA MOBUIBHOIO YCTPOMCTBA, He TpebyeT yCTaHOBKMW AOMONHUTENBHOMO 000PYL0BaHMS
Bblcokas Mpovn3BOAMTENBHOCTb WNDPOBaHWA

MNpo3payHas LoBepeHHasa cpeda

JIErkocTb MHTErpaumn B CyLLEeCTByoLMe MHPOPMALMOHHBIE CUCTEMBI

ATTecTtoBaHHOE paboyee MecTo

CepTudmkat OCE Poccnn
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AMNK «3ACTABA-T» —  NporpamMMHO-annapatHbIv
KOMMNAEeKC, MpefHa3HavyeHHbI AN 3aWmMTbl JIOKanbHOW
BbluMCnMTENBHOM ceTu (JIBC) npennpusTiMs Ha CeTeBOM
YPOBHE C WCMONb3oBaHWeM KpunTtoanroputMmos [OCT
n TexHonormm VPN Ha OCHOBE WHTEPHET-MPOTOKOMOB
cemencraa IPSec.

COCTAB U TEXHUYECKUE XAPAKTEPUCTUKIA

m CK3M MO VPN/FW 3ACTABA-OdUC C KpUnNToagpom
Kpuntolpo CSP 4.0
m  CKopOCTb WNPPOBaAHNS:
ans IMIX-naketos go 200 M6/c
ans Jumbo-naketos fo 500 M6/c
m KonunyectBo ceTeBbIX MHTepdencos: 6 x 1GbE
BHeLIHWI BNOK NUTaHWS
m [laccrBHoe (De3BEHTUNATOPHOE) OXNaXAeHWe

OYHKUNOHAJIbHbLIE BO3MO>XHOCTU

m HeorpaHuyeHHoOe KOIMYeCTBO 3aLlMLLaeMbIX Y3108,
NOAKII04YaeMbIX KPUMTOLLITIO30B U KITMEHTOB

m BO3MOXHOCTb OpraHm13aLmm 0TKa3oyCToOMY1MBOro

peleHus (active /passive)

MonHoueHHas nogaepxka VLAN (802.1q)

LLindpoBaHve Ha ypoBHe L2

LLindpoBaHme Ha ypoBHe L3

Mopaepxka AMHaMUYeCKMX NPOTOKONOB

MapLUpyTU3aLnn

Moanep>xka PBR (Policy Based Routing)

m BO3MOXHOCTb arperMpoBaHms nHTepdencos
(Teaming, Bonding, EtherChannel 1 1.4.)

m BO3MOXHOCTb NPUOPUTU3aLLUN CETEBOTO TPaUKa
(ToS, DiffServ)

m  Bo3MOXHOCTb HazHa4eHnst DNS 1 1iobbix BUPTYarbHbIX
IP-agpecos ans knneHToB 3ACTABA, NOAKIIOYEHHbIX K
KpUNTOLLIIO3Y, B T. 4. pyHKUma DHCP Relay

OBJIACTU U OMbIT NPUMEHEHINA

3ACTABA-T vicnonHeHume KC1 n

KoHTporb BCKpbITUS Kopryca (camopaspyLualowmecs
HaKJemnkmn)

KomnakTHbIV hopM-daKTop: MOXHO YyCTaHOBWUTL ABa
YCTPOWCTBA PALAOM B CTOMKY Ha NOJKe

Pasmepbl: 202 x 205 x 42 MM

Bec: He Oonee 1,5 kr

Bo3smoxxHoCTb goctyna kK knueHtam 3ACTABA no
BUpTyanbHoMy IP-agpecy (VPN-MapLupyTr3aums)
B0O3MOXHOCTb aBTOMaTUYeCKOM KOHDUIypaLLmm
MapLUPYTU3aLLM MPU MHOXXECTBEHHBIX MHTepdencax
nocryna ans knmeHta 3ACTABA ¢ noMoLLbIO
TexHonorum Reverse Routing Injection (RRI)
Bo3MoxHOCTb paboTbl yepes NAT (texHonorms NAT-T)
Monnepykka npotokona IKEv2, obecneynBatoLLiero
NOBbILLEHHBIM YPOBEHb OE30MacHOCTU
AHTUCNYPUHT

Hanuume DHCP-cepBepa, B T. Y. dhyHKums DHCP Relay
Hanwn4dne NTP-cepsepa

Hannuyme DNS-cepBepa

m  OpraHu3aums 3aLULLEHHOTO YOANEHHOMO [OCTYNa C MODUIbHBIX YCTPOWCTB
m [lofknioyeHve cpedHUX 1 Manbix odurcos (Small Office Home Office)

m  33lMTa KaHaNoB nepefa4vum AaHHbix B TVIC
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n ATMK 3ACTABA-150 ncronterve KC3

ANK «3ACTABA-150» — nporpaMMHO-annapaTtHbIv
KOMMJIEKC ~ MEeXCeTeBOro  3KpaHupoBaHua 1 VPN,
cepTnrLMpoBaHHbIA Mo knaccy KC3 (OCB Poccun) n M3
™n «A» knacc 4 (OCT3K Poccum). AMNK 3ACTABA-150
NpefHasHaveH OAs 3almMTbl JIOKANbHOW BbIMUCIUTENBHON
cetv  (JIBC) npeanpuatMs  Ha CETEBOM  YpOBHE C
ncnonb3oBaHWeM kpuntoanroputMmos FOCT 1 TexHonorum
VPN Ha 0CHOBE MHTEPHET-NPOTOKONOB CeMencTBa IPSec.

TEXHUYECKUE XAPAKTEPUCTUKIN

m  CKOpOCTb LWNMPOBaHUSA:
ans IMIX-naketos go 200 M6/c
ans Jumbo-naketos no 500 M6/c
m  Konm4ecrBo ceTteBbIx MHTepdencos: 6 X 1 GbE
m [laccrBHoe (Be3BEHTUNATOPHOE) OXNaxaeHe
m  AnnapaTHbl KOHTPOIb BCKPbITUA KOPMyca
C CUrHanumsaumen
m  KomnakTHbIV dhopM-daKTop: MOXKHO YCTaHOBWUTL ABa
yCTponcTBa psAoM B ctorky 1U

OYHKUNOHAJIbHbIE BO3MO>XHOCTU

m HeorpaHu4eHHOe KONM4eCTBO 3aLUMLLAEMBIX Y3/10B,
NOAK/OYaEeMbIX KPUATOLLIO30B U KTMEHTOB

m V/IHTerpmpoBaHHbIv annapaTHbin JCH

m B0o3MOXHOCTb MCMOMb30BaHMA KOYel WG POBaHNS
1 ceptndmkaToB fo 3-x net

m BO3MOXHOCTb BOCCTaHOBNeHMS 1O KpUATOLL03a
C 3aBofCKOro obpasa

m YnanéuHoe obHosneHwe MO AMNK

YoanéHHoe obHoBeHMe KItoYer 1 cepTUdrnKaTos

BO3MOXHOCTb OpraHM3aLmn 0Tka3oycTon4MBOro

pelieHus (active /passive)

MonHoueHHas nogaepxka VLAN (802.1q)

LLIndpoBaHme Ha ypoBHe L2

LLIncdpoBaHue Ha ypoBHe L3

MNoppep>kka AMHaMMYECKMX NPOTOKOMNOB

MapLIpyT13aLmm

Moanep>xka PBR (Policy Based Routing)

m Bo3MoXHOCTb arperpoBaHms nHTephencos
(Teaming, Bonding, EtherChannel n1.4.)

m BO3MOXHOCTb NpropmnTU3aLLMm Tpaduka
(ToS, DiffServ)

OBJIACTU U ONbIT NPUMEHEHNA

Pasmepbl: 202 x 205 x 42 Mm

YcnoBus akcnnyaTaumn: TeMnepaTypa oKpy>KatoLLEN
cpenpl ot 0°C po 60°C npu BnaxHoctn 20-80%
BHeLLHWIM Bnok nutaHus

Bec: He bonee 1,5 kr

LByxdakTopHasa ayTeHTUdMKaLma

BO3MOXHOCTb Ha3HayeHms DNS 1 no0bix
BUPTYyanbHbIX IP-agpecos ansa knueHtos 3ACTABA,
NOAKMOYEHHbBIX K KPUMTOLLMIO3Y, B T. Y. (DYHKLMSA
DHCP Relay

Bo3amoxxHoCTb goctyna K knneHtam 3ACTABA no
BMpTyanbHomy IP-agpecy (VPN-MapLupyTU3aums)
Bo3MOXXHOCTb aBTOMaTN4ECKOW KOHUIypaLmm
MapLLPYTU3aLLMM NPU MHOXECTBEHHbIX MHTEpdencax
nocryna ans knmenta 3ACTABA ¢ noMoLLbio
TexHonormm Reverse Routing Injection (RRI)
Bo3MoxHOCTb paboTbl yepes NAT (TexHonorms NAT-T)
Monnepykka npoTtokona IKEv2, obecneynBatoLLero
NOBbILLIEHHBIN YPOBEHb DE30MacHOCTM

AHTUCIYDUHT

Hanuune DHCP-cepBepa, B T.4. dyHKUms DHCP Relay
Hanwn4dne NTP-cepsepa

Hannyme DNS-cepBepa

m  OpraHu3aums 3aLMLLEHHOIO YAANEHHOMO [OCTYNa ¢ MOBUIbHBIX YCTPOWCTB
m [lofkniodeHve cpeqHUx 1 Manbix odrcos (Small Office Home Office)

m  3almTa KaHanoB nepefayun gaHHbix B ['NC
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«3ACTABA-1500» — nporpaMMHO-annapaTHbIN

komrnekc 3ACTABA-1500 npefnHasHadeH AN9 3alnThI
BbICOKOHArpy>XeHHbIX KaHafioB, OpraHM3aunn yaaneéHHoro
LOCTyna Ans OOoMbLIOro KONMYeCcTBa COTPYLHNKOB U 3aLLMThI
kaHanos Mexnay LIO/] Ha ceTeBOM ypOBHe C UCMOMb30BaHNEM
kpuntoanroputmoB [TOCT u TexHonorun VPN Ha ocHoBe
WMHTEPHET-NPOTOKONOB CeMencTBa IPSec.

COCTAB U TEXHUYECKUE XAPAKTEPUCTUKIA

CK31 VPN /FW 3ACTABA-OdUC C KpnnToaapom
Kpuntolpo CSP 4.0

CkopocTb WwindpoBaHus: o 2 000 M6/c
KonnyecTBo ceTeBbIX MHTEPdENCOB:

4 x 1 GbE, 2 x 1Gb SFP

OYHKUNOHAJIbHbLIE BO3MO>XHOCTU

HeorpaHnyeHHoe KONMYECTBO 3alLMLLAEMbIX Y3OB,
NOAKMOYaeMbIX KPUMTOLLIO30B U KIMNEeHTOB
BO3MOXHOCTb peanmsaumm oTkazoyCcTon4nBoro
peleHus (active /passive)

MonHoueHHas nogaepxka VLAN (802.1q)
LLindpoBaHve Ha ypoBHe L2

LLindpoBaHve Ha ypoBHe L3

Mopaep>ka ANHAMUYECKMX NPOTOKONOB
MapLipyTM3aLmn

Moanep>xka PBR (Policy Based Routing)
BO3MOXHOCTb arpernpoBaHuns MHTephencoB
(Teaming, Bonding, EtherChannel n1.4.)
BO3MOXHOCTL MPMOPUTM3ALINN CETEBOTO TPaduKa
(ToS, DiffServ)

LByxdakTopHasa ayTeHTUdMKaLMA

OBJIACTU U OMbIT NPUMEHEHINA

3ACTABA-1500 wucnonHeHmne KC3

BO3MOXHOCTb OTKa30yCTOMYMBOIO PeLLEHIS
BanaHcmpoBka Harpysku
dopm-dakTop: 1U

Bo3MOXHOCTb Ha3HadeHMst DNS 1 niobbIx BUPTYanbHbIX
IP-appecos ans knneHtoB 3ACTABA, NOAKIIOYEHHbIX K
KpunToLLmio3y, B T.4. dyHkumsa DHCP Relay

Konwnyectso nogknodeHuin MO «3ACTABA-KnneHT» K
LUIO3Y MPOrPaMMHO HE OrpPaHnNYeHo

Bo3smoxxHoCTb goctyna k knueHtam 3ACTABA no
BUpTyanbHoMy IP-agpecy (VPN-MapLupyTr3aLms)
B0O3MOXHOCTb aBTOMaTUYeCKOM KOHDUIypaLmm
MapLUPYTU3aLLM MPU MHOXXECTBEHHBIX MHTepdencax
nocryna ans knmeHta 3ACTABA ¢ noMoLLbIO
TexHonorum Reverse Routing Injection (RRI)
Bo3MoxHOCTb paboThbl yepes NAT (texHonorms NAT-T)
Monnepskka npotokona IKEv2, obecneynBatolLero
NOBbILLEHHbIV YPOBEHb DE30MaCHOCTY

AHTUCNYPUHT

OpraHu3aums 3alMLWEHHOIO YAANéHHOro 40CTyNa C MODUMbHBIX YCTPOWCTB
3alimTa cpefHeHarpykeHHbix kaHanos (WO -Oduc, Odunc-Oduc)

3almTa KaHanoB nepefayn AaHHbIx B NNC
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n 3ACTABA-1500A vicrnonHeHue KC3

ANK «3ACTABA-1500A» — npencraBnser  cobou
MoZepHU3npoBaHHyto Bepcuio AlMK «3ACTABA-1500» ¢
Oonee MOLLHBIM MPOLECCOPOM N YBENINYEHHBIM OOBEMOM
onepaTvBHOM MaMsaTV, BOMbLIMM KONUYECTBOM U TUMAMU
MOPTOB, YTO MO3BOJAET MOBLICUTL CKOPOCTb LWN(MPOBAHUSA
1N KONMYeCTBO OLHOBPEMEHHbIX MOAKIIOYEHNA YAANEHHbBIX
nonb3osatenen.

COCTAB U TEXHUYECKUE XAPAKTEPUCTUKIA

m  CK3M VPN/FW 3ACTABA-OpuC C KpUNTOALPOM
Kpuntollpo CSP 4.0

m  CkopocTb WwindpoaHus: o 3 000 M6/c

m KonunyectBo ceTeBbIX MHTepdencoB: 4 x 1 GbE,
4 x 10Gb SFP+

®OYHKUNOHAJIbHbIE BO3MO>XHOCTU

m HeorpaHnyeHHoOe KOMMYECTBO 3alLMLLaeMbIX Y3108,

NOAKMOHaeMbIX KPUMTOLLIIO30B U KIMNEeHTOB

BO3MOXHOCTb peanmsaumm oTkazoyCcToNHnBOro

pelleHus (active /passive)

MonHoueHHas nogaepxka VLAN (802.1q)

LLindppoBaHme Ha ypoBHe L2

LLindpoBaHve Ha ypoBHe L3

Mopaep>ka ANHAMUYECKMX NMPOTOKONOB

MapLipyTM3aLmn

Moanep>xka PBR (Policy Based Routing)

m  BO3MOXHOCTb arpernpoBaHus UHTephencoB
(Teaming, Bonding, EtherChannel 1 1.4.)

= BO3MOXHOCTb NpMOPUTM3aLIN CETEBOTO TPadUKa
(ToS, DiffServ)

m [IByxdpakTOpHasa ayTeHTUdMKaLMA

OBJIACTU U OMbIT NPUMEHEHINA

BO3MOXHOCTb OTKa30yCTOMYMBOrO PeLLEHIS
BanaHcmpoBka Harpysku
dopmMm-dakTop: 1U

Bo3MOXHOCTb Ha3HavYeHusa DNS 1 nobbix
BUpTyanbHbIX IP-agpecos ans knveHtos 3ACTABA,
MOAKMOYEHHbBIX K KPUMTOLLSO3Y, B T.4. (DYyHKLMSA
DHCP Relay

Bo3smoxxHoCTb aoctyna k knueHtam 3ACTABA no
BUpTyanbHoMmy IP-agpecy (VPN-mMapLupyTM3aums)
BO3MOXHOCTb aBTOMaTN4eCKOM KOHUIypaLmm
MapLUPYTMU3aLMN MPU MHOXXECTBEHHbIX NHTEpdEencax
nocryna ans knmeHta 3ACTABA ¢ noMoLLbiO
TexHonorum Reverse Routing Injection (RRI)
Bo3aMoxHOCTb paboThbl yepes NAT (texHonorms NAT-T)
Mopnepxxka npotokona IKEv2, obecneynBatolLero
MOBbILLEHHbIN YpOBEeHb Oe30MacHOCTM

AHTUCNYPUHT

m  OpraHm3aums 3alWmLWLEHHOMO YAANEHHOIO AOCTYNa C MODWIIbHbBIX YCTPOMCTB
m 3almTa cpedHe- M BbICOKOHarpyskeHHbIx kaHanos (LIOO-UOM, LLOO-Oduc, Odunc-Odunc)

m  3alMTa KaHaNoB Nepefayu AanHbix B TMC




ANK «3ACTABA-6000» — nporpaMMHO-anmnapaTHbIn
komMrnnekc 3ACTABA-6000 npenHasHadeH [n9 3alUWTHI
kaHanos Mexay LIO[] Ha ceTeBOM ypOBHe C MCMOSb30BaHMEM
kpuntoanroputmos TOCT u TexHonmorun VPN Ha ocHoBe
WMHTEPHET-NPOTOKONOB cemMencTBa IPSec.

COCTAB U TEXHUYECKUE XAPAKTEPUCTUKIN

m CK3M VPN/FW 3ACTABA-OduUC c KpunTosapomM
Kpuntolpo CSP 4.0

m  CkopocTb WudpoaHms: o 6000 M6/c

m Konn4ecTBo ceTeBbIX MHTEP)ENCOB:
He meHee 2(4) x 1 GbE, 2(4) x 10Gb SFP+

OYHKUNOHAJIbHbLIE BO3MO>XHOCTU

m HeorpaHnyeHHOe KOMMYECTBO 3aLLMLLAEMbIX Y3J10B,
NOAKMOYaeMbIX KPUMTOLLMIO30B U KINEHTOB

m  BO3MOXHOCTb peanmsaumm oTkazoyCcTon4nBOro

pelieHus (active /passive)

MonHoueHHas nogaepxka VLAN (802.1q)

LLIncdpoBaHe Ha ypoBHe L2

LLIncdpoBaHue Ha ypoBHe L3

Moamep>ka ANHAMUYECKMX MPOTOKONOB

MapLpyTM3aLmn

Moanepsxka PBR (Policy Based Routing)

m  BO3MOXHOCTb arpernpoBaHus MHTepdencoB
(Teaming, Bonding, EtherChannel n1.4.)

m  BO3MOXHOCTb NpMopKTU3aLIN CETEBOMO TpadhKa
(ToS, DiffServ)

OBJIACTU M OMbIT NPUMEHEHUA

3ACTABA-6000 vcrionHeHune KC3 n

BO3MOXHOCTL OTKAa30YCTONHMBOTO peLleHuUs
BanaHcMpoBKa Harpysku

LByxdakTopHasa ayTeHTUMKaLma

Bo3MOXXHOCTb Ha3Ha4eHMs DNS 1 niobbix
BUpTYyanbHbiX IP-agpecos ans MO «3ACTABA-KnueHT»,
NOAKIIOYEHHBIX K LLI03Y, B T.4. dhyHKUMs DHCP Relay
Bo3amoxxHoCTb AocTtyna K knneHtam 3ACTABA no
BMpTyanbHomy IP-agpecy (VPN-MapLupyTM3aums)
BO3MOXHOCTb aBTOMATUYECKOW KOHDUrypaLmm
MapLLPYTU3aLLMM NPU MHOXECTBEHHbIX MHTEpdencax
nocryna ans knmenta 3ACTABA ¢ noMoLLbio
TexHonoruu Reverse Routing Injection (RRI)
Bo3MoXHOCTb paboTbl Hepes NAT (TexHonorus NAT-T)
Monnepskka npoTtokona IKEv2, obecneynsaloLLero
NOBbILLIEHHBI YPOBEHb DE30MacHOCTM

AHTUCIYDUHT

m  OpraHu3aums 3aWMLLIEHHOMO YAaNeHHOro oCTyna Ans GoMbLLIOro KONMYeCTBa Nofb3oBaTeneit

m  3all1Ta BbICOKOHArpyXeHHbIX kaHanos (LIOO-LOL)
m  33lMTa KaHaNoB Nepefayu AaHHbix B TC

u,

S[28CTaba



3ACTABA-10000 vicnonHeHme KC3

AMNK «3ACTABA-10000» — nporpamMMHO-annapatHbIv
komrnekc 3ACTABA-10000 npepHasHadeH Ons 3aliuThl
kaHanos Mexnay LIO/] Ha ceTeBOM ypOBHe C UCMOMb30BaHNEM
kpuntoanroputmoB TOCT u TexHonorun VPN Ha ocHoBe
VIHTEPHET-NPOTOKONOB ceMencTaa IPSec.

COCTAB U TEXHUYECKUE XAPAKTEPUCTUKIA

CK31 VPN /FW 3ACTABA-Oduc KC3
CkopocTb WwudpoBaHus: o 20 6/c,
IMIXL2 no 10T6/c

KonnyecTBo ceTeBbIX MHTEPdENCOB:

He MeHee 2(4) x 1 GbE, 2(4) x 10Gb SFP+

®OYHKUNOHAJIbHbIE BO3MO>XHOCTU

HeorpaHuyeHHOe KONMYeCTBO 3aLUMLLaEeMbIX Y3108,
NOAK/OHYaEMbIX KPUMATOLLO30B U KITMEHTOB
BO3MOXHOCTb peanm3saLmm 0Tka3oyCToMYMBOrO
pelleHus (active /passive)

MonHoueHHas nogaepxka VLAN (802.1q)
LWndposaHre Tpaduka L2

LLindpoBaHme Ha ypoBHe L3

LLIndpoaHme Tpaduka Fiber Channel

PaboTa B KayecTBe KIIMEHTCKOrO YCTPOMCTBA
CK3W c ncnons3osaHvem SFP+ TpaHcnoHaepos
¢ paboumMm AmanasoHaMm AnnH BOSH

CWDM 1 DWDM B OTN-ceTax Ha CKOPOCTX,
COOTBETCTBYIOLLMX CTaHAapTy OTU-2e
Mopnep>kka AMHaMNYeCKX NPOTOKOMNOB
MapLpyT13aLmm

Moanep>xka PBR (Policy Based Routing)
BO3MOXHOCTb arpervpoBaHuns MHTEPdENCoB
(Teaming, Bonding, EtherChannel 1 1.4.)
BO3MOXHOCTb NproOpUTM3aLMKM CETEBOIO Tpaduka
(ToS, DiffServ)

LByxdakTopHasa ayTeHTUdMKaLmA

OBJIACTU U OMbIT NPUMEHEHINA

BO3MOXHOCTb OTKa30yCTONYNBOTO PeLLeHMS
BanaHcnpoBKa Harpyskm

Bo3MoxHOCTb Ha3zHadeHMs DNS v miobbix
BUpPTYyanbHbIx IP-anpecos ans MO «3ACTABA-KnveHT»,
NOOKMOYEHHDBIX K LWM03Y, B T.4. dyHKLUMs DHCP Relay
Bo3smoxxHoCTb aoctyna k knueHtam 3ACTABA no
BUpTyanbHoMmy IP-agpecy (VPN-mMapLupyTM3aums)
B0o3MOXHOCTb aBTOMaTUYeCKOM KOHDUIypaLLmm
MapLUPYTU3aLLM MPU MHOXXECTBEHHBIX MHTepdencax
nocryna ans knmeHta 3ACTABA ¢ noMoLLbIO
TexHonorum Reverse Routing Injection (RRI)
Bo3aMoxHOCTb paboThbl Yepes NAT (texHonorms NAT-T)
Monnepxxka npotokona IKEv2, obecneynBatoLLiero
NOBbILLEHHbIV YPOBEHb DE30MaCHOCTY

AHTUCNYPUHT

Hanuune DHCP-cepBepa, B T.4. dyHKLUMs DHCP Relay
Hanwn4dne NTP-cepsepa

Hannuyme DNS-cepBepa

BO3MOXHOCTb MHTErpaumm ¢ CUCTeMON MOHUTOPUHIA
ZABBIX

BO3MOXHOCTb OTNPaBKK CTaTUCTUKM MO MPOTOKONY
NetFlow

OpraHun3aums 3aLMLLEHHOTO YAANEHHOMO A0CTyNa Ans 6OMbLIOTO KONMYeCTBa Nonb3oBaTeren

3almTa BbICOKOHArpy>eHHbIx kaHanos (LIO4-L00)
3almTa KaHanoB nepenadn gaHHbIx B MNC




3ACTABA-YnpagneHue n

Uyn «3ACTABA-YnpaBneHue»

CucteMa LeHTpanmn3oBaHHoro ynpasneHus 3ACTABA-YnpasneHve aensetca Hanbornee dyHKUMOHANbHBIM, YO00OHbIM U
3hDEKTUBHBIM MHCTPYMEHTOM YMPaBReHUs CPean BCeX CepTUDULIMPOBAHHbBIX POCCMMNCKIMX Pa3paboToK CUCTEM 3alLmTbI
KaHanoB cBsi3n. 3ACTABA-YnpaBneHue NMo3BofseT CO34aBaTb eAnHYyl0 NoNUTUKY Be3onacHocT — Habop npaBun ans
3alMLLIAEMON CETU Ha ypOBHe D13Hec-06BbEKTOB 1 porer. Monntrka GopMIMpyeTcs B rpadpnyeckort KOHCONM 1 BKITIoHaeT
B cebs cBepeHus o Tononornu cetn (onmcaHns oDbeKTOB C MX WAEHTUPUKALMOHHOM MHGOpMaLMen) 1 NpaBuna
B3aMMOJENCTBUSA OOBEKTOB.
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DOYHKUNOHAJIbHbLIE BO3MO>XHOCTU
m  BO3MOXHOCTb ypaBneHns 4ecATKaMm 1 COTHAMM m  OTOOpakeHWe CTaTycoB OOBEKTOB yNpaBneHus
TbICAY areHTOB De3onacHocT 3ACTABA n3 m LleHTpanv3oBaHHoe OOHOBNEHME areHTOB
efHOro LeHTpa ©e3onacHocT 3ACTABA-Oduc 1 3ACTABA-KnneHT
m  VIHTYUTMBHO NOHATHOE CPefCTBO yNpaB/ieHUs m [I1CTaHUMOHHAaA CMeHa KITioYen 1 cepTdurKaTos
De3onacHoCTbO m VIHBeHTapm3aLumsa yCTponcTB
m BbicoKas r’MOKOCTb B BO3MOXKHbIX HACTPOMKAX m B0O3MOXHO mcrnonb3oBaHve B pexxmMe Standalone
NonuTK Be30nacHoOCTM (LYM BkodaeT B cebs MO «3ACTABA-Oduc» ans
m BO3MOXHa yCTaHOBKa Ha CyLLecTByioLLMe Ge3onacHom LOCTaBKM MOMNTIIK)
annapaTHble niaTopMbl 3aKasymka m B3aumopenctaue ¢ apyrummn C3U

m Konmyecto ynpaBnsiemMbix 0ObeKTOB OrpaHUYeHo
TONBbKO MOLLHOCTBIO annapaTHow niatdopmel

BN A zacTapa



n 3ACTABA-KnueHT

MO «3ACTABA-KnueHT»

Ins opraHv3aumm 3alMLLEHHOIO JOCTYNa yOaneHHbIX Mosb3oBaTeNien K KOPropaTUBHLIM pecypcaM Ha MOOUITbHBIX
paboymx CTaHUMAX YCTaHaBMBAIOTCA MporpaMMHbie areHTbl 3ACTABA-KnMeHT, KoTopble MOAAEPXMBAIOT BEpPCUU
ornepaunoHHbIx cucteM MS Windows XP/7/8/10, a Takxe ALTLinux, Anst 8 CM, AstraLinux 1.6 SE. 3ACTABA-KnveHT
— CepTMdOULIMPOBAHHbBIN MEXCETEBOW 3KpaH 4 knacca Tvn «Bx», 4To No3BonseT 3aWmnTnTb MOBUIBHOTO NOMb30BaTENs OT
HECaHKLMOHMPOBAHHOIO AOCTYMa W CETEBbIX aTak B CETW ODLLEro nonb3oBaHUs VIHTEPHET, a TakxXe Npu NOAKMOHeHUN K
Ny6AMYHBIM TO4Kam OecrpoBOLHOIO LOCTyNa.

OYHKUNOHAJIbHbLIE BO3MO>XHOCTU

m Pabota nop ynpasneHnem OC cemencrea Windows m YCTaHOBKa «B OAUH KINK»
(7,8,8.1,10) m  CK3W: ncnonbsyetca Kpuntollpo CSP 4.0

m PaboTa nop ynpasneHnem OC cemenctaa Linux m LleHTpanusoBaHHas HacTporka DNS-cepBepoB U
(ALTLinux, Anst 8 CI1, AstraLlinux 1.6 SE) BUPTYanbHbIX IP-agpecos ana gocryna

m VPN no yposHio KC1, KC2 (®CE Poccum), m BO3MOXHOCTb NCMONb30BaHNA ABYX NMOANTUK
M3 tnn «B» knacc 4 (OCT3K Poccmnm) BesonacHoctn (Monb3osatens n CucremHasn):

m [logaepxxka TokeHoB ESMART, JaCarta, E-token, ofHa pabotaet no Bxofa B OC, apyras npMMeHnma
RuToken, Aladdin gna xpaHeHns Knto4eBown VIHOMBMAOYANbHO K KaXA0My nomnb3osatenio OC
MHpopMaLnm rnocne Bxoga

OBJIACTU U ONbIT NPUMEHEHNS

m  OpraHm3aums 3alWmLWEHHOMO YAANEHHOIO AOCTYNa C MODWIIbHbBIX YCTPOMCTB
m 3awuTa Tpaduka, NnepenaBaeMoro no obLIeCcTBeHHbIM CETAM Nnepeaadn AaHHbIx (MHTepHeT)
m VIcnonb3oBaHKWe B KaYecTBe 3aLUULLEHHOrO MODUILHOTO MecTa COTPYAHMKA OpraHM3aumm




3ACTABA-TK vicnonHeHme KC3 n

ANK «3ACTABA-TK» — nepBbii annmapaTHbl TOHKUW KIWEHT POCCUINCKOrO
MPOV3BOACTBA, PEAnM3yIOLLIMIA  KOHLEMNUMIO  YHWBEpCanbHOro pabovero  MecTa
019 VCMONb30BaHWSA B TOCYOAPCTBEHHBIX W KOPMOPaTUBHBLIX  TepPUTOPUAbHO
pacnpefenéHHbIX MHMOPMALMOHHBIX CUCTEMAX U KOMMbIOTEPHbIX CETSX, B KOTOPbIX
TpebyeTca obecneynTb LeHTpanmM3oBaHHyo 0bpaboTKy, XpaHeHWe 1 AOCTYN K AaHHbIM
C NCMNONb30BaHMeM 0b1a4HbIX TexHonorni 1 VDI € BbICOKOW CTeneHbio 3aLMULLEHHOCTH.
YHUKANbHOCTb Pa3paboTkmM 3aksodaetca B ToM, 410 AMK «3ACTABA-TK» gaBnsetcs
NPOAYKTOM C rOTOBbIM HAbOPOM CPefCTB 3aLLMThl MHOPMALIN 1 CEPBUCOM SNEKTPOHHOM
NOANNCK, CepTUDULIMPOBaHHBIM MO Knaccy KC3.

COCTAB
m  AnnapaTHas nnatdopma — KOMMboTep m  OnepaumoHHas cuctema AltLinux CMAT 7.0, 64-6uTHas
B OpM-akTope «TOHKNIN KINEHT» BepCUs
m  DNIeKTPOHHbIV NAEHTUPUKATOP, annapaTHO m [lporpaMMHoe obecredeHne Ha baze 3ACTABA-KrmeHT,
peanu3yoLnn POCCUNCKNE CTaHAAPTbI SNEKTPOHHOMN Bepcnst 6 ¢ CK3M Kpuntollpo CS Bepcua 4.0

noanuUCHK, WNGPOBaHMSA, X3WMPOBaHWS
N ABNSAIOLMACS KIIOYEBbIM HOCUTENEM

BbIMOJIHAEMbIE ®YHKLUWN

m VPN no yposHio KC3, M3 t1n «B» knacc 4 m 3awwmta ot HCI no yposHio CBT 4 knacca
m [lpefocraBneHme cepsuca 3NeKTPOHHOM NOANUCY MO m  YOanéHHoe obHosneHme knoder 1 MO «3ACTABA-TK»
knaccy KC3

YnpasneHve AMK «3ACTABA-TK» (moctaBka MonuTVK M OOHOBMEHWIA) OCYLLECTBNNAETCA CTaHAAPTHLIM O NHerkm MO 3ACTABA
komnoHeHToM 3ACTABA-YnpaBneHue, Bepcusi 6, ncrnonHeHne KC3, kotopbi fBNsSeTcs Havbonee hyHKUMOHaNbHbIM, YO0OHbIM 1
3hDEKTUBHBIM MHCTPYMEHTOM YMNPaBMeHNs Cpeam BCex cepTUhULMPOBAHHBIX POCCUMCKIX Pa3paboToK CUCTEM 3aLLMTbI KAHANOB CBS3M.

OTNNYNTENIbHbIE OCOBEHHOCTU

m [IporpaMMHO-annapaTHbIV TOHKUIA KINEHT, m  Hanuyne gatymka BCKpbITUS
cepTUdULMPOBaHHBIV Mo knaccy KC3 6e3 npruMeHeHus m MuHUMM3aUMA TOKaNbHbIX HACTPOEK, LeHTPann30BaHHoe
LOMNONHUTENbHbIX HANIOXXEHHbIX annapaTHbIX CPeACcTB yOanéHHoe ynpasneHue nonuTrkom 6e3onacHocTy

m  BblCOoKas roTOBHOCTb MW pa3BepTbIBaHUMN (KOPOBOUHBIN m  XpaHeHWe Hem3BrekaeMblx Kioyen Ha smart card
NpoAayKT) m  XpaHeHWe Bceu Kno4eBon MHdopmaumm Ha ESMART

m VIHKpemMeHTHoe yaanéHHoe obHosneHue Bcero M0 Token TOCT

TOHKOIO KIIneHTa

NPEUMYLLECTBA

Komnnekc nporpamMmHo-annapatHbix cpenctB  3ACTABA-TK  mo3BonsieT peanu3oBaTb  BbiMONHeHWe TpeboBaHWA Mo
NHPOPMaLMOHHON ©e30MacHOCTY MWUHUManbHbIM HabopoM CpeacTB M 31eMEeHTOB 3alumTbl, a Takxke obecneymsaer
MaKCMMaIbHYIO MPOCTOTY N HAAEXHOCTb B 3KCMyaTaL MM C BO3MOXHOCTBIO ONepaTMBHOrO MacluTabnupoBaHUs.

m  DUKCMPOBAHHLIN 1 JOCTAaTOYHbBIN HAbOpP CPenCTB m  CepTndnLMpPOBaHHbIE annapaTHble CPeaCTBa KOHTPONS
3aWKTbl MHOPMaLLMKN AN COOTBETCTBMSA TPeOOBaHNAM BCKPbITUA KOPMyca
no N6 gna TMC go K1, ana KW, MNC n EFC3 m  KOHTPOMb LLENOCTHOCTV MPOrPaMMHOM COCTaBASIOLLLEN
m [1poCTOTa M HaQEXHOCTb B 3KCMNyaTaumm (HapaboTka Ha o 3arpyskm OC
oTka3 obopynosaHms 60 000 vacos) m  Bce anemeHTbl AMK MMEIOT pOCCUMINCKOE MPONCXOXAEHME
m Ycron4umBocTb k DDoS-aTtakam 1 pa3paboTaHbl Nog yCNoBUs NpUMeHeHNs B PO
m [1bKoe MaclTabupoBaHue
m LleHTpanu3soBaHHoe obHoBReHWe MO
m  Bo3MOXHOCTL oTnpaBkm cobbiTuii B SIEM

OBJIACTU M OMbIT NPUMEHEHUA

m  OpraHm3aums 3alMLLEHHOTO YAANEHHOMO JOCTYNa
m 3awmTa Tpaduka, NnepeaaBaeMoro no obLLECTBEHHbIM CETAM Nepefadn AaHHbIX (MHTepHeT)
m  YHMbUUMpOBaHHOE 3alMiLEHHOe pabodee Mecto cotpyaHmka MNAC

N, A zacTapa



n 3ACTABA-IDS COA Knacc B

3ACTABA-IDS — komnnekc nporpaMmMHOro obecneveHuns, npenHa3HavYeHHbIN Ans 0OHapYXeHNs KOMMbIOTEPHbIX aTak Ha
CUCTEMY WM CETb Ha OCHOBE aHaNlM3a CeTeBOro Tpaumka creka npotokonos TCP/IP co ckopocTblo Nepefadn AaHHbIX He
MeHee 1 [BUT/C CUrHATYPHBIM METOAOM.

3ACTABA-IDS HafexXHO 3alMLIAET CeTb, YCTOMYMBA K Pa3fIMYHbIM TEXHMKAM 00X0a CETEBOW 3aLUUTbI U UMEET LINMPOKMe
BO3MOXHOCTUM HACTPOWKM.

OYHKLUMNOHAJIbHbIE BO3MO>XXHOCTA

m  OBHapyXeHne KOMMbIOTEPHBIX aTak CO CKOPOCTbIO m  PaznnyHble CNOCODbLI MOAKIIOHEHNS K KaHaNam
nepefayYy flaHHbIX He MeHee 1 MOUT/C CUTHATYPHbIM CBA3M: N0 cxemMe «T-00pa3zne» Unu «B pa3pbiB»
METOO0M m Bo3MOXHOCTb NepenaBaTh cobbITMSA B SIEM

m [Toakntoderme oo 100 ceHCOpOoB K OAHOMY CepBepy m  OOGHapyXeHKe aTak, onncaHHbIX B 6ase curHatyp,

m [OKas HaCTpPOMKa CUCTEMBI: C BeposTHOCTbIO Gonee 99,5%

— 3a[laHVie KOHTPONMpyeMblIx nogceten v IP-agpecos; m Hanudume cepBepa LEeHTPan30BaHHOMO

— co3fiaHVe 1 BbIbop curHaTyp; ynpaBneHuns c Beb-1HTepdENCOM C BO3MOXHOCTbIO
— 334aHue MHAMBMAYaNbHbIX NPaBU ANS KaXKA0ro NHAMBUAYaNbHOM paboThbl C KaXAbIM CEHCOPOM
ceHcopa 1 yoobHoro otobpakeHust 1 cbopa CTaTUCTUKM

m  MacknpoBaHue COA B CETU N HEBbLISIBIEHME €€
Ha CeTeBOM YPOBHe CTaHAaPTHbIMK CPeaCTBaMM
onepaumoHHbIX CUCTEM

OBJIACTU U ONnbIT NPUMEHEHNSA

m 3awmTa pecypcos LIO[ ot atak

0,

=aacTan2 I




M3 APM «Bb1M» (GazoBbin [losepeHHbin Mogynb) ncnonHeHve KC1 ﬂ

TexHonorus basoBbini JloBepeHHbIn Moaynb (BAM) pa3spaboTaHa
B COOTBETCTBUM C TPEOOBAHWUAMWN POCCUMCKNX PErynaTopoB B obnactu
3alWNTbl MHPOPMALIMM N COBPEMEHHBIMW MUPOBBLIMWU CTaHOAPTaMM
N NpefHa3HayeHa O MOCTPOEHUSt LOBEPEHHOW BbIHYUCIUTENIBHOM
Cpefbl Ha MODWMMbHbIX KOMMbOTEPaxX, MNAHLIETax M CMapTgOoHaXx,
Dasupylowmxcs Ha apxutektype Intel x64. TexHonorus BOM He
NPOTMBOMOCTABNSAETCA pPeanu3oBaHHbIM B apxuTektype Intel x64
MOOWIIBHOTO YCTPOWCTBA MexaHW3MaM [oBepeHHoW 3arpy3ku (PTT,
Secure Boot m Op.) — OHWM MOIYT UCMONB30BATLCA LS MOBbILIEHNS
YPOBHS  3alUMLEHHOCTM WM BbICTPAMBaHWUA  MHOMOYPOBHEBOMW
3alUMTbl OT HEeCaHKLUMOHMPOBAHHOMO BO3LAEMCTBMUA Ha [OBEPEeHHYIo
BblYMCNUTENLHYIO Cpedy. TexHonorva bAM peannsyerca npyi NOMOLLN
NporpaMMHOro obecneyeHus 1 He TpebyeT HUKaKMX AOMNONHUTENbHbIX
HaNOXEHHbIX annapaTHbIX CPencTB, 3a WCKIIOYEHWEM BHELUHero
HOCUTENA KIoYa.

MepBbIM cepTUdUUMPoBaHHbIM OCH Poccnm npopykTom ¢ TexHonorven bAM aBnaeTca cpeAcTBO KpuiTorpadu4eckom
3aWmTbl MHopMaLmn (CK3W) «MobunbHoe 3allmLeHHOe aBTOMaTU3MPOBaHHOE paboyee MecTo «5a30BbIn [OBEPEHHbI
Mopnynb» Bepcun 3 B ucnonHeHun 1» (M3 APM «BIM»)

M3 APM «BAM» — 370 MOGMbHbIN KOMMbIOTEP (HOYTOYK MW MNAHLLET) CO CneumanbHbiMM YHKLUAMM 3aLLIMTbI JaHHbIX,
KOTOpble MHTErpupyloTca B MPOrpaMMHO-anmnapaTHylo naathopMy M NpedoTBPaLLaloT Yrpo3bl XMLLEHMS OaHHbIX WK
PacKpPbITUA MHDOPMaLMU Ha MOTEPSHHBIX, YKPAAEHHbIX MM HEMPABWUIIbHO BbIBEAEHHbIX 13 3KCMyaTaLMmn KOMMAbOTEPAX,
a Tak>ke Npu nepefaye AaHHbIX N0 CeTV VIHTepHeT.

M3 APM «BOM» obecneymBaeT 3alUMTy OaHHbIX MONMb30BaTeNs M MPedoTBPALLAeT HeCaHKLMOHUPOBAHHbBIM OOCTYnN
K KOMMbIOTEPY MyTEM aBTOPM3aLMK Nonb3oBaTens A0 3arpy3km OC M Npo3pavHOro WNMPOBaHUA BCErO CUCTEMHOIO
pazgena. [lMpw nogkniodeHnn k cet M3 APM «BM» obecneqnBaeT 3alMTy KaHana nepefady AaHHbIX ¢ MOMOLLbIO
LM poBaHms C MCnonb3oBaHnem npoTtokosnos IKE/IPsec. [Ins 3awwmTel B3anmogencramna M3 APM «bIJM» c kopnopaTeHom
MHDOPMaLIMOHHOM ceTbio Mcnonb3yetca VPN-knmeHT 3ACTABA.

OCHOBHbIE XAPAKTEPUCTUKHA

m [lopaep>kka ocHOBHbIX npoussoamTenen UEFI BIOS m  DoHoBoe nepeldpoBaHme (BOIMOXHOCTb
(AMI, Phoenix, Insyde) Mpo3paYyHoM As NoMb30BaTens 3aMeHbl Knoden 6e3

m  KOHTPOSb LLeIOCTHOCTM annapaTHOro OTpPbIBa OT WITATHOTO YHKUMOHUPOBaHMA TTDBM)
NpOorpamMmMHoro obecrneqeHns, HauMHas C BKIlOYeHNs m Yrunuta OC oTtobpaxaloLlas Nonb30BaTesio CTaTyc
NUTaHWS U [0 3aBepLUEeHMs PaboThbl C yCTPONCTBOM nepeLwnppoBaHma ONCKa;

m [IByxdakTOpHas CTporas ayTeHTU(MUKaLMA Ha YypOBHE m PaclimpeHHble PyHKUMY aOMUHUCTPUPOBAHUS:
BIOS o 3arpy3kum OC — CMeHa KJloYen LN PoBaHNS;

m [loaaep>kka B Ka4ecTBe KNoYeBbIX HOCUTENEN, — COXpaHeHMe XypHana paboTbl Ha
JaCarta 2 TOCT, PytokeH 2LUIM 2.0 AOMVHUCTPATUBHBIV HOCUTEND;

m Ha nnatdopmax c UEFI BIOS AMI pabota 5AM — 0bOHoBrEHWe halNa KOHTPONS LIeNOCTHOCTU
B peXuMe CpefCcTBa JOBEPEHHOM 3arpy3Km no obbekToB fosepeHHon OC.

TpebosaHuam GCTIK

m LlnppoBaHme BCeX faHHbIX Ha XXECTKOM AMCKe
MOOWIIBHOTO YCTPOWCTBA

m Kpuntorpadrdeckas 3alimTa MHGoOpMaLmm
B cootBetcTBMM ¢ [OCT P 34.12-2015 ¢
ncnosbloBaHmeM pexmmos [OCT P 34.13-2015

OBJIACTU M OMbIT NPUMEHEHUA

m 3aWnuéHHoe MobUnbHOE paboyee MeCTO PyKOBOOMUTENS
m 3aWnuEHHOE MOBUbHOE paboyee MeCTo COTPYAHMKA BO BPEMS KOMaHAMPOBKM

BA30BbIN
BAM ) ) [OBEPEHHbIN
Mozaynb



n BAM-APM-®K vicnonHeHve KC2

BaszoBbii [loBepeHHbIN Moaynb. ABTOMaTn3MpoBaHHOe paboyee mecto hopmupoBaHus kntoden (6AM-APM-DK) —
CTaLlMOHAPHbIV KOMMbIOTEP, KOTOPbIV NpefHa3HaveH Ans agMUHUCTprpoBaHma M3 APM «bAM». CK3W cepTndrumpoBaHo
no knaccy KC2 ®Chb Poccun.

BbIMONMHAEMbIE ®YHKLUUN

m  Co3[aHue KNo4eBon MHpopMaLmnm m  [IMCKPeLMOHHOEe pasrpaHnYeHme LoCTyna

m  XpaHeHWe 1 Katanornsauma KOHOUrypaLumoHHbIX AnoMuHmctpatopa APM v ADMUHKWCTpaTopa
napameTpoB pabo4ymx ctaHumm M3 APM «BJM» ©e3onacHOCTM K MHMOPMaLMK 00 yCTPOMCTBax
1 ayTEHTUMULMPYIOLLMX NONb30BaTeNnen AaHHbIX m  KOHTPOIb LeNoCTHOCTM KIOYEBOW U
C NOMOLLBIO CNeunanbHOro NPOrpaMMHOro KOHMUrypaumoHHOM MHAOPMaLLMM MOMb30BaTeNeun,
obecneyeHns (CMO) «5EOAM-APM-DK» coxpaHeHHow B 6a3e gaHHbIx CK3W «bAM-APM-DOK»

m [loaroToBKa KtoYeBbIX HOCUTENEN A5 aBTOPU3aLMK
nonb3osaTtenen 1 cosgaHme USB-Hocutens M3
APM «BIM», npegHa3Ha4yeHHOro 415 YyCTaHOBKM
1 ynpasneHuns CK31 M3 APM «BAM» Ha pabo4mx
CTaHUMAX Nofb3oBaTenemn

COCTAB
m C[MO «bM-APM-DK» COOTBETCTBYIOLLEE TPEDOBAHMSAM MO UCMONL30BAHMIO
m  CK3WM Kpuntollpo CSP Bepcus 4.0 R4 2-Base nporpaMMHoO-annapaTHbIX cpencTs 3awuTbl oT HCI, B
m  C3W Secure Pack Rus Bepcus 3.0 (1cnonHeHme 6) COOTBETCTBUW C 3KCMyaTaLMOHHOW AOKYMEHTaLMen
m [IporpaMMHO-annapaTHoe CPeaCcTBO 3aLUmThI Kpuntollpo CSP 4.0 R4 2-Base un3 cocrtaBa C3
OT HeCaHKLMOHNPOBaHHoro goctyna (HC), Secure Pack Rus Bepcun 3.0 (ncnonHeHne 6)

nMetolee aencreytowmmn ceptndurkat GChb Poccum
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0O6nactb NpUMeHeHUs

[ocynapcrBeHHble
VH(OPMaLMOHHbIe
cucTemsl

MexxBeaoMcTBeHHOe
B3aUMOencTeme

MeguunHa

TpaHcnopt

MHorodyHKLOHanbHble

LIeHTpbI M0 0Ka3aHWio
rOCYAAaPCTBEHHDBIX YCTyr

Obpa3zoBatenbHble
yypexaeHus

Hedrerazosas
NPOMBILLNEHHOCTb

DHepreTuka

CrpouTenscreo

3awmta ACY TN

3allyTa KaHanos CBsi3u
MeXay LeHTpamm
06paboTkaMm AaHHbIX

Manbiti 1 cpenHun GrsHec

(co3pmaHve npmBaTHOM
ceTn Mexay omcamn)

3almLLEHHoe MobunbHoe

pabouee mecto

MpoayKT 13 NUHeNKn

3ACTABA-150
3ACTABA-1500
3ACTABA-1500A
3ACTABA-6000
3ACTABA-10000
3ACTABA-KnueHT
3ACTABA-TK
3ACTABA-YnpasneHue
BOM

3ACTABA-IDS

3ACTABA-1500
3ACTABA-1500A
3ACTABA-6000
3ACTABA-10000
3ACTABA-YnpasneHve
3ACTABA-IDS

3ACTABA-150
3ACTABA-T
3ACTABA-KnueHt
3ACTABA-TK
3ACTABA-YnpaBneHve
5OM

3ACTABA-KnueHT

3ACTABA-150
3ACTABA-T
3ACTABA-KnueHT
3ACTABA-TK
3ACTABA-YnpasneHvie
BOM

3ACTABA-150
3ACTABA-T
3ACTABA-KnueHT
3ACTABA-TK
3ACTABA-YnpasneHvie
BAM

3ACTABA-150
3ACTABA-1500
3ACTABA-1500A
3ACTABA-6000
3ACTABA-10000
3ACTABA-KnueHT
3ACTABA-TK
3ACTABA-YnpasneHve
BOAM

3ACTABA-IDS

3ACTABA-150
3ACTABA-KnueHT
3ACTABA-YnpaBneHue

3ACTABA-150
3ACTABA-T
3ACTABA-KnueHT
3ACTABA-YnpaBneHue
5EOM

3ACTABA-150
3ACTABA-T
3ACTABA-1500
3ACTABA-1500A
3ACTABA-6000
3ACTABA-10000
3ACTABA-YnpasneHue
3ACTABA-IDS

3ACTABA-1500A
3ACTABA-6000
3ACTABA-10000
3ACTABA-YnpasneHve
3ACTABA-IDS

3ACTABA-150
3ACTABA-T
3ACTABA-KnuneHT
3ACTABA-TK
3ACTABA-YnpaBneHue
BOM

3ACTABA-KnuneHT
3ACTABA-TK
3ACTABA-YnpasneHve
B5AM

anMepbl uncnosnb3oBaHUA

OpraHv3aums 3aLmLLEHHOMO NoakMo4eHUs K pecypcam LIOJ MHOXeCTBa pernoHarbHbix 06bekToB (L2,
L3 wudpposatvie)

LLndposaHwme kaHana mexay O v PLUOA

OpraHu3aums 3alWmLLEHHOro paboyero Mecta MOBUBHOMO COTPYAHMKA ANs Bble3aHOM paboTbl

OpraHu3aums 3aWmLEHHOro obMeHa Mexay pa3nmnyHbIMU BeAOMCTBaMM
(L2, L3 wndposaHwve)
LLIndpposaHue kaHana mexay LIO pas3nunyHbix BeAOMCTB

OpraHu3aums 3alMLLEHHOTO KaHana Mexay TepmuHanammn EMUAC B nonuknmHmnkax n LIOL,
3alymTa KaHanoB nepefaqv AaHHbIX Mexay paboymm mMectom Bpada v B B IO,

3alwmTa Tpaduka, nepeaaBaeMoro Mexay MHMOPMaLMOHHbIMM Tabno Ha ocTaHoBKax 1 LIOL,

OpraHmnzaums 3amnEHHOTO JOCTYNa K MHDOPMALMOHHBIM CUCTEMaM MHOXECTBa
rnc, ®OMB n OB
OpraHv3aums 3almLEHHOMO paboyero MecTa MOBUIBLHOTO COTPYAHMKA ANs Bble3AHOM PaboTbl

MposeaeHwve EM, MobunbHoe 3almLLéHHoe paboyee MecTo opraHm3aTopa MosyyeHve 1 oTnpaBka
[aHHbIX MO 3aLMLLEHHOMY KaHany

3almLLEHHOe paboyee MecTo ByxranTtepa

3almTa MHGOopMaLmMK, NepegaBaeMon Mexay cuctemor npoxogda v O,

3awmTta Tpadumka, nepefaBaeMoro Mexay KomrnoHeHtamu ACY TI
LincdposaHWe kaHana Mexay nnollagkamum
OpraHu3aums 3almLLEHHOMO paboyero MecTa MOBUIBHOTO COTPYAHVKa BO BPEMS KOMaHAVPOBKM

ObbefnHeHne NOACTaHLMA/DUNnanos B eauHYIO 3almMLLEHHYI0 MHPOPMALIMOHHYIO ceTb (L2, L3
W poBaHme)

OpraHun3aLms 3aLMLLEHHOTO YAaNeHHOro AOCTyNa CO CTPOUTENbHbIX MOLWAaAoK NPY MCMONb30BaHNK
paamopenenHbix CTaHUWA UK CNYTHUKOBOW CBA3M (L2, L3 wundposaHue)

OpraHun3aLms 3aLMLLEHHOTO YAaNeHHOro AOCTyNa CO CTPOUTENbHbIX MOWAaAoK NPY MCMONb30BaHNK
KabenbHbIx kKaHanos (L2, L3 wnpposaHme)

3alwmTa Tpaduka, nepefaBaemMoro Mexay KoMnoHeHtamm ACY TI1

LLindposaHue kaHana mexay IO v PLOJ, (L2 nnm L3 wndposaHme)

O6beavHeHne 0dUCOB B eANHYIO 3aLNLLEHHYIO MHDOPMALMOHHYIO CETb
(L2, L3 wudposaHue)
OpraHu3aums 3aLWmLLEHHOTO Paboyero Mecta MoBUIIBHOTO COTPYAHYKA

MM3 APM ans cotpynHunkos MBI, Ha nocTy, NpoBePKM LITPAOB 1 NPaBOHAPYLIEHNIA

[Ins MOBUbHBIX COTPYAHMKOB MDLL, OKa3blBalOLLMX YCYrv B panoHax, rae 3aaHve M®L, HaxoguTcs B
npoLecce CTPOUTENbCTBA

[lns coTpyaHMKOB, HaXOAALLMXCSH B KOMaHANPOBKE

= 3JIBUC-NJTHOC




CeTeBble
nHTepdencol,
M6

CKopocTb
wundppoBaHus,
MG6/c

Tun OC

TpeGoBaHue K
Hanuuuio
ANMAas

Knacc
cepTudurkauumn
no ®Cb Poccun

,

3ACTABA-T

6x10/100/1000

0o 500

ALTLinux

HeT

®CB Poccnm KC1

3ACTABA-150

6x10/100/1000

0o 500

LinuxBased

HeT

®CB Poccnm KC3

OCTIK Poccnm
M3 4A

3ACTABA-1500

6x10/100/1000

0o 2 000

ALTLinux

na

®CB Poccnm KC3

3ACTABA-1500A

He meHee 4 x
10/100/1000
n
4 x 10G SFP+

0o 3 000

ALTLinux

na

®CB Poccnm KC3

3ACTABA-6000

2(4) x
10/100/1000

n
2(4) x 10G SFP+

0o 6000

ALTLinux

na

®CB Poccnm KC3

sacToea

3ACTABA-10000

2(4) x
10/100/1000
n
2(4) x 10G SFP+

no 10000

LinuxBased

na

®CB Poccnm KC3







© AO «3J1BUC-TJTIOC»

3ACTABA™ qBnsfeTca 3aperncrpupoBaHHon ToproBon Mapkor AO «3J1BUC-TJIHOC».
3aperncTprpoBaHa B FocyAapCTBEHHOM PeecTpe TOBAapPHbIX 3HAKOB 1 3HAKOB 0OCYX1BaHMS
Pocecunckom Penepatin (N2 188908 ot 25 maa 2000 roga).

BazoBbin [loBepeHHbIn Moaynb (BIIM) aBnseTca 3aperMcTprupoBaHHON TOProBOM MapKom
AO «3JIBUC-TIJIIOC». 3aperecTpypoBaH B [ocylapcTBEHHOM PeecTpe TOBapHbIX 3HAaKOB
1 3HaKoB obcnyxneanHusa Poccuinckon @epepatn (N2 577015 ot 06 unioHa 2016 roga).

Bce opyrie Norotunbl 1 Ha3BaHWsA NMPOAYKTOB, YNOMSHYThIe B 3Ton bpolutope, ABASOTCS
NOroTUNamMmn, TOProBbIMU 3HAKAMU UMW 3aPErMCTPUPOBAHHBIMI TOPrOBbIMU MapKamu
COOTBETCTBYIOLLMX MPOMN3BOAUTENEN.

elvis.ru
zastava.ru




