KATAJIOI .
NMPOAYKTOBS

CEMENCTBO MPOAYKTOB 3AC
BA30BbI JOBEPEHHbIN MO,



O KOMMNMAHUA H

O KkoMnaHuun

Komnanumsa DJIBUC-MJHOC 6bina ocHoBaHa B 1991 roay ¢ uesnbto pa3paboTky HOBbIX KOMMbIOTEPHbIX U MHDOPMAaUMNOHHbIX
TEXHONOIMN, peann3aummn NpPoeKToB B 06/1aCTV BbIYNCUTENBHbBIX CETEN U TENIEKOMMYHUKALUNNA.

BoraTbli onbIT MO CO34aHUIO BbICOKOTEXHOMOMMYHbIX CUCTEM AN OBOPOHHOW MPOMbIWIEHHOCTU, HAaKOMJIEHHbIN
OCHOBAaTENAMM N COTPYAHMKAMM KoMMaHuu, no3sonmn DJIBUC-MJTHOC 6bICTpo 4OCTUYb 3HAYMMOI0 YPOBHS B CO34aHUMN
HOBbIX TEXHOMOrMA WM BMOCNEACTBUM 3aHATb BeAyline MNo3uMuMM Ha POCCUIMCKOM pblHKE CUCTEMHOM MHTerpauuun B
chepe nHdbopMaumoHHon 6e3onacHoCTy.

Ha cerogHawHnn geHb 2JIBUC-MJTIOC peanusyeT NpoeKTbl N0 NOCTPOEHUIO 3aMLIWLEHHBIX NHHDOPMALIMOHHbBIX CETEN U
npeanaraeT KOMMJeKCHble peleHns no 3awmTte nidopmaummn, obecneumparLime COBMECTUMOCTb Pa3/INYHbIX CUCTEM
M TexHonoruni. Takon noaxon no3ponsieT BbipaboTaTb €4MHYI0 KOHLENUMIO Pa3BUTUA MHPOPMALMOHHbIX CETEN HaLlMX
3aKa34uMKOoB, onpeaennTb ONTUMasabHbIN NOPSAAOK W 3Tamnbl BHEAPEHUS PELIEHUNN, NHTErpMpoBaTb X B CYLLECTBYIOLLYHO
MHPpacTpyKTypy. Bcé 310 cnocobcTByeT onTMMM3aumMmn 3aTpaT Ha peanusaumio NPOeKToB Mo 3awnTe nHbopMaumu.

Hawa komMmnaHus npogomkaeT pa3pabaTbiBaTb M yCNELWHO BHeAPATb NPOAYKTbl HA OCHOBEe 06LenprU3HaHHbIX TEXHOOMNI
MHMOpPMaLNOHHOM 6e30MacHOCTU M HauMOHaNbHbIX CTaHAApTOB — CeMeNCcTBa MPOTOKOMOB ceTeBol 6e30macHOCTU
IPsec, craHpapTtoB Trusted Computing Group (TCG) u kpuntorpaduyecknx anropmtmos FOCT, peanu3ys ux B
CO6CTBEHHbIX NpoaykTax ceteBon 6e3onacHoct 3ACTABA, a TakxXe B JIMHeElWKe cpeacTB AOBEPEHHOW 3arpysku
«MobunbHoe 3aWnEHHOE aBTOMaTM3MpoBaHHOe paboyee MecTo «ba3oBbin [loBepeHHbI Moaynb» (M3 APM «BAM»).

3a 6onee yem 30 net cywecTtBoBaHus DJIBUC-MJTIOC HawmnMmn KNMeHTaMu CTanu KpyrnHenwme pocCuiickme KoMnaHmm,
rocyaapCTBeHHbIe CTPYKTYpbl M npeanpuatus: bank Poccnn, ®CTIK Poccmn, ®HC Poccun, CO ESC, Poccetn ®CK
E3C, Pocpeectp, Jlykonn, Masnpom HedTb, TpaHcHedTb, CypryTHedTeras, TatHedTb, Poctenekom, MNasnpombaHk,
COT'A3, Poccuiickunii Coto3 ABTOCTPaxoBLLUMKOB U MHOIMe Apyrue.
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n NMPOAYKTbI

3ACTABA

3ACTABA — nuHelrka nporpamMMHbIX MNPOAYKTOB M anmnapaTHO-MporpaMMHbix komnnekcoB (AlK), obecneumsatowmx
3alMUTYy KOPNOpaTUBHbIX MHMDOPMALMOHHbBIX CUCTEM Ha CETEBOM YPOBHE C MOMOLLbIO TEXHONIOMMA BUPTYabHbIX YaCTHbIX
ceten (Virtual Private Networks, VPN) n pacrnpeaenéHHoro MexceTeBoro akpaHmposaHusi (M3, FW).

CeMeiicTBO NpoayKTOB MHGOPMaLMoHHO 6e3onacHocT 3ACTABA ycrelHo NpuMeHsaeTcs ANs 3alluuTbl MHdhopMaumm
€ 1997 roga. 3a 3T0 BpeMsl CMEHUIOCh HECKOJIbKO BEPCUIA, paclIMPUINCL DYHKLMOHAMNbHbIE BO3MOXHOCTM, BO3POCN
HaAEXHOCTb U MPOU3BOANTENIbHOCTb.

KNIOYEBbIE MPEMMYLLECTBA NMPOAYKTOB CEMEACTBA 3ACTABA

BblcOKMIA ypoBeHb 3alnTbl, obecneunBaembin npoayktamm 3ACTABA

B03MOXHOCTb rMH6KOro MacwTabmpoBaHMsa CUCTEMDI

LleHTpanM3oBaHHOe yrnpaB/ieHMe B peXxunuMme peasibHOro BpeMeHm

BbicTpoTa pa3BépTbiBaHUA pacnpenenéHHOM cucTeMbl 3awmnTbl 6e3 ydactus KBannduumMpoBaHHOrO nepcoHana
Ha MecTax

B0o3MOXHOCTb onepaTmBHOro ynpaesneHus ns LIYMN «3ACTABA-YnpaBneHue» gecatkamu Toicay FW/VPN-wno30B
n areHtos 3ACTABA ogHOBpEMEHHO

YaanéHHoe ueHTpann3oBaHHoe 06HOBeHNe NporpaMMHOro obecneveHms

PaspeneHue nonHOMOYMI MO yNpaBAEeHUO CUCTEMOM

Bbicokasi NpoM3BOAUTENIbHOCTb U HAAEXHOCTb CUCTEMbI

Ncnonb3oBaHne Hapsay C POCCUMINCKMMW KPUMTOAJropuTMaMm MexXAyHapoAHbIX CTaHAapTOB M MPOTOKOJIOB
CeTeBOW 3alUnThbI

Moppepxka MexaHM3MoB NpMopuUTM3aunn NHOOPMALMOHHbBIX MOTOKOB

MM6KOCTb MOCTaBKM CUCTEMBI

CepTtudmkatsl ®Cb Poccnn, ®CTIK Poccnm n MO Poccum

Hu3kune akcnnyaTaumMoHHble 3aTpaThl

BA30BbIVi JOBEPEHHbI MOA4Y/ b (BAM)

MpoaykToBas NMHeKka Ha ocHoBe TexHonorun BAM npeaHasHauyeHa Ans NOCTPOEHUS JOBEPEHHOM BbIYMCAUTENLHOM
cpefibl Ha MOBUMBbHbLIX KOMMbIOTEPAX, HOYTOYKaxX M nnaHweTax, 6a3upylowmxca Ha apxuTtektype Intel x64.

NMPEMMYLLUECTBA TEXHOJIOTUN BAM

CepTudurumpoBaHHoOe pelweHne 414 ynbTpabyKos, NiaHWeToB U CMapTdPOHOB

O6blYHbIN BHELWHWI BUA MOBMNBHOIO yCTPOKCTBa, He TpebyeT yCTaHOBKW AOMOAHUTENbHOro 060pyaoBaHus
BbicOokas npon3BoAUTENBHOCTb WKbPOBaHUS

Mpo3payHas fnoBepeHHasn cpeaa

JIérkocTb MHTErpaumm B cywecTeyowme MHOOPMaLNOHHbIE CUCTEMbI

ATTecTtoBaHHoe paboyee mMecTo

Ceptudukat ®CB Poccun
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ANK «3ACTABA-150» — nporpaMMHO-annapaTHbii
KOMMIEKC MEXCETEBOro akpaHnposaHusa n VPN, ceptnduum-
poBaHHbIN no knaccy KC3 (PCb Poccmmn) n M3 tnn «A» knacc 4
(®CTOK Poccun). AMNK «3ACTABA-150» npeaHasHaudeH
ONa 3alnTbl NOKanbHOW BbluMcnuTenbHon cetn (J1IBC)
npeanpuaTMa Ha CeTeBOM YPOBHE C WCMNOJSIb30BaHUEM
kpuntoanroputmMoB FOCT u TexHonorun VPN Ha ocHoBe
MHTEPHET-NPOTOKO/IOB ceMelicTBa IPSec.

TEXHUYECKUE XAPAKTEPUCTUKHN

3ACTABA-150 sepcusa 6 ucnonHermne KC3 n

m CkopocTb wndpoBaHus:
MUHMManbHas rapaHTupoBaHHas 100 M6/c
MakcuMmanbHaa — Ao 300 M6/c

m Kon-Bo ceTteBbix MHTepdericoB: 6 x 1 GbE

m [laccuBHOe (6€3BEHTUNATOPHOE) OXNaxaeHue

m  AnnapaTtHbI/ KOHTPO/b BCKPbITUS KOpnyca
C CUrHanuM3aumen

m  KoMnakTHbI HOpM-(haKTOp: MOXHO YCTaHOBUTb
ABa YCTPOMCTBa psiaoM B cTolky 1U

OYHKLUNOHAJIbHbBIE BO3MOXXHOCTHU

Pasmepsbl: 202 x 205 x 42 MM

Ycnosus akcniyataumu: TemnepaTypa
okpyxatower cpeabl ot 0°C go 60°C npwu
BrnaxHoctn 20-80%

BHewHn 6n0K nutaHus

Bec: He 6onee 1,5 kr

m HeorpaHuyeHHOe KOMMYecTBO 3aluLLaeMbIX Y3108,
MOAK/IOYAEMbIX KPUMTOLL/IO30B U KIMEHTOB

m VHTerpupoBaHHbIN annapaTHbii ACYH

m BO3MOXHOCTb MCNOSIb30BaHUSA KtO4en
WwndposBaHma n ceptndumkaTos A0 3-X neT

m  BO3MOXHOCTb BoccTaHoBeHns MO KpunToLwsio3a
C 3aBoAckoro obpasa

m YpanéHHoe obHoBneHue MO AMK

YaanéHHoe obHOBJIEHME KOYEN U cepTUdMKaToB

BO3MOXHOCTb OpraHu3aummn 0TKasoyCcToM4YnBoro

peweHus (active/passive)

MonHoueHHas nogaepxka VLAN (802.1q)

WndpoBaHue Ha ypoBHe L2

WndpoBaHue Ha yposBHe L3

MNopaepxka AMHAMUYECKUX NPOTOKO/IOB

MapLpyTusaumm

Moanepxka PBR (Policy Based Routing)

BO3MOXHOCTb arpermpoBaHuns nHTepdencos

(Teaming, Bonding, EtherChannel n 1.a.)

OBJIACTU U ONbIT NPUMEHEHNA

BO3MOXHOCTb NpnopuTU3aunm Tpadmka

(ToS, DiffServ)

[ByxdakTopHas ayTeHTUdunKayms

Bo3MOXHOCTb Ha3zHauyeHUss DNS n nobbix
BMpTyanbHbiX IP-agpecoB ans knveHtos 3ACTABA,
MOAK/IOYEHHbBIX K KPpUNTOLW03Y, B T. Y. PYyHKUMS
DHCP Relay

Bo3MoXxHOCTb goctyna Kk knmeHtam 3ACTABA no
BMpTyanbHoMy IP-agpecy (VPN-MapwpyTtmsauus)
BO3MOXXHOCTb @aBTOMaTM4€CKON KOHMUIrypaumnm
MapLUpyTU3auum Npu MHOXeCTBEHHbIX MHTepdercax
poctyna ans knmenta 3ACTABA ¢ NOMOLLbHO
TexHonornn Reverse Routing Injection (RRI)
Bo3MoxHOCTb paboTbl yepe3 NAT

(TexHonorus NAT-T)

Moanepxxka npoTokona IKEv2, o6ecneunBaroLllero
MOBbILEHHbIN YpoBeHb 6e30nacHOCTH
AHTUCNYDUHT

m  OpraHusaumst 3aWmnWEHHOro yaanéHHoro 4ocTyrna ¢ MobubHbIX YCTPOIACTB
m [logkntoueHne cpeaHnx n manbix opucos (Small Office Home Office)

m 3aluTa KaHanoB nepegayvun gaHHbix B N'NC
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n 3ACTABA-1500 sepcusa 6 ncnonHeHne KC3

ANK «3ACTABA-1500» — nporpaMMHo-anmnapaTHbIN
koMmnnekc 3ACTABA-1500 npepHasHayeH Ansd 3awmThbl
BbICOKOHArpy>XeHHbIX KaHasioB, opraHm3aunun yaanéHHoro
aoctyna Aansa 6onbworo Koamyectsa COTPYAHUKOB U
3aWwmTbl KaHanos Mexay LIOJ Ha ceTeBOM YypoBHe C
ncnonb3oBaHmeM kpuntoanropntmos FOCT 1 TexHoNormm
VPN Ha OCHOBE MWHTEpPHET-NMPOTOKONOB ceMmeicTBa IP-

Sec.

COCTAB U TEXHNHECKUE XAPAKTEPUCTUKU

CKopoCTb WwWndpoBaHUs:

MUWHMManbHasa rapaHTnpoBaHHas 140 M6/c
MakcuMmanbHas — ao 1100 M6/c
KonnuecTtBo ceTeBbiX MHTEPdENCOB:

4 x 1 GbE, 2 x 1Gb SFP

OYHKLUMNOHAJIbHbIE BO3MOXHOCTHU

BO3MOXHOCTb OTKa30yCTOMUYMBOrO peLleHus
BanaHcupoBka Harpyskm

®dopm-dakTop: 1U

CK3U VPN/FW 3ACTABA-OduUC C Kpnntosiapom
KpunTolpo CSP 5.0

HeorpaHnyeHHoe KOMYEeCTBO 3allnLlaeMblX Y3108,
NOAK/TOYAEMbIX KPUNTOLLUIO30B U KIIMEHTOB
B0O3MOXHOCTb peanm3aumm oTKa3oyCcTOMUNBOro
peweHus (active/passive)

MonHoueHHas nogaepxka VLAN (802.1q)
LLndpoBaHue Ha ypoBHe L2

LLndpoBaHue Ha ypoBHe L3

Moppepxka AMHaMMYECKMX NPOTOKOJI0B
MapLipyTusauunm

Moanepxka PBR (Policy Based Routing)
B0O3MOXHOCTb arpermpoBaHunsa nHtepdencos
(Teaming, Bonding, EtherChannel n 1.4.)
BO3MOXHOCTb MpMopuUTU3aLINM CETEBOro Tpadmka
(ToS, DiffServ)

[ByxdakTopHas ayTeHTUdunKayms

B0o3MOXHOCTb Ha3HauyeHnsa DNS n nobbix
BMpTyanbHbiX IP-agpecos ana knnentos 3ACTABA,
NOAK/TIOYEHHBIX K KPpUNTOLWIO3Y, B T.4. DYHKUMS
DHCP Relay

OBJ1IACTU M ONbIT NTPUMEHEHNA

Konunyectso noakntoueHnin MO «3ACTABA-
KnneHT» K W3y NporpaMMHO He OrpaHM4yeHo
Bo3MoxHoOCTb agocTtyna K knneHtam 3ACTABA no
BUpTyanbHoMy IP-agpecy (VPN-MapwpyTtmsaumns)
B0O3MOXHOCTb aBTOMaTUUYECKOM KOHMUIypaumm
MapLIpyTU3aLUMn NpU MHOXECTBEHHbIX MHTEPdencax
aoctyna ans knmeHta 3ACTABA ¢ noMoLbio
TexHonormn Reverse Routing Injection (RRI)
Bo3MoxHOCTb paboTtbl yepes NAT

(TexHonorust NAT-T)

Moanepxka npoTtokona IKEv2, ob6ecneumBatoLlero
MOBbILWEHHbI YPOBEHb 6&30MacHoOCTH
AHTUCNYDUHT

m OpraHusaums 3aWnULLEHHOro0 yAanéHHOro AoCTyna ¢ MOBUIbHbIX YCTPOMCTB
m 3alnTa cpegHeHarpyxeHHbix kaHanos (LOA-Oduc, Odunc-Oduc)

3auwmTa KaHanos nepegaymn gaHHbix B NMC




ANK «3ACTABA-6000» — nporpamMMHo-anmnapaTHbli
koMmniiekc 3ACTABA-6000 npegHasHayeH A0 3aliuThbl
KaHanos Mexay LIO[] Ha ceTeBOM ypOBHE CUCMNOJIb30BaHUEM
kpuntoanropmutmoB FOCT mn TexHonornih VPN Ha ocHose
MHTEPHET-NPOTOKO/IOB ceMelicTBa IPSec.

COCTAB N TEXHNYECKUE XAPAKTEPUCTUKN

3ACTABA-6000 sepcus 6 ncnonHenue KC3

CkopocTb wndpoBaHus:

MUHMManbHas rapaHTupoBaHHas 500 M6/c
MakcuMmanbHaa — Ao 2000 M6/c
KonnuecTtBo ceTeBbiX MHTEpPdENCOB:

He meHee 2(4) x 1 GbE, 2(4) x 10Gb SFP+

®OYHKLUNOHAJIbHbBIE BO3MOXXHOCTU

BO3MOXHOCTb 0TKA30yCTOMUYMBOrO peLleHns
BanaHcupoBka Harpyskm

dopmM-dakTop: 2U

CK3U VPN/FW 3ACTABA-OduUC C KpUnTosapom
Kpuntolpo CSP 5.0

HeorpaHnyeHHOe KOMMYEeCTBO 3alunLLaeMbIX Y3/10B,
MOAK/IOYAEMbIX KPUMTOLL/IO30B U KIMEHTOB
BO3MOXHOCTb peanusaummn 0TKasoyCcToM4YnBOro
peweHus (active/passive)

MonHoueHHas nogaepxka VLAN (802.1q)
WndpoBaHue Ha ypoBHe L2

WndpoBaHue Ha yposBHe L3

MNopaepxka AMHAMUYECKUX NPOTOKO/IOB
MapLpyTusaumm

Moanepxka PBR (Policy Based Routing)
BO3MOXHOCTb arpermpoBaHuns nHTepdencos
(Teaming, Bonding, EtherChannel n 1.a.)
BO3MOXHOCTb NpMopuTU3aLNM CeTEBOro Tpadumka
(ToS, DiffServ)

[ByxdakTopHas ayTeHTUdunkaums

B0O3MOXHOCTb HazHaueHns DNS n nobbix
BupTyanbHbiX IP-agpecos ansg MO «3ACTABA-
KnneHT», noaKNIOYEHHbIX K W3y, B T.4.
dyHkums DHCP Relay

OBJIACTU U ONbIT NPUMEHEHNA

Konnuyectso noakntoueHnin MO «3ACTABA-
KnneHT» K W3y NporpaMMHO He OrpaHnYyeHo
Bo3MoXHOCTb goctyna Kk knmeHtam 3ACTABA no
BMpTyanbHoMy IP-agpecy (VPN-MapwpyTtmsauus)
B0O3MOXXHOCTb aBTOMaTUYECKON KOHMUIypaumm
MapLpyTU3aumm nNpmM MHOXECTBEHHbIX MHTEpdencax
poctyna ans knmenta 3ACTABA ¢ NoMOLLbHO
TexHonornu Reverse Routing Injection (RRI)
Bo3moxkHocTb paboTbl yepe3 NAT (TexHonormns NAT-T)
Moanepxka npoTokona IKEv2, o6ecneunBaroLlero
MOBbIWEHHbIA YpOBEHb 6€30MacHOCTH
AHTUCNYDUHT

m OpraHusaumsa 3aWnEHHOro yaanéHHoro 4octyna Ana 60MbWworo KoMYecTBa nosb3oBartenei

m 3awuTa BbICOKOHArpy»XeHHbIX kaHanos (LOA-LOA)

3awmTa KaHanos nepegayn gaHHoix B N’MC

u,
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n 3ACTABA-YnpaBneHue sepcus 6

uyn «3ACTABA-YnpaBneHue»

CuncreMa ueHTpanmsoBaHHoro ynpasneHuns SACTABA-YnpaBsneHue siBnsieTcs Hanbonee GpyHKUMOHaNbHbIM, YAO6HbBIM M
3 DEKTUBHBIM MHCTPYMEHTOM yNpaB/eHNs Cpeaun BCexX CeEPTUPUNLNPOBAHHBIX POCCMINCKUX pa3paboToK CMCTEM 3aLUnTbI
KaHanoB cBs3n. 3ACTABA-YnpaBneHue no3BosiieT co3haBaTb €AMHYK NoamnTuky 6esonacHoctn — Habop npasun
A5 3alUMLLaeMOl CeTU Ha yYpoBHe 6M3Hec-06bekToB U ponen. Nonutnka popMupyeTcs B rpadnuyeckom KOHCONM U
BK/IlOYaeT B cebsa cBegeHns O Tomosormm cetn (onucaHust o6beKkToB C UX MAEHTUDMKAUMOHHON MHDOpPMaumen) um

rnpasuia B3aMmMoaencTens 06bEeKToB.
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®YHKLUUNOHAJIbHbBIE BO3MOXXHOCTHU

m  B0O3MOXHOCTb ynpaB/iieHMs AeCATKaMn N COTHAMU
TbicaY areHToB 6e3onacHocTtn 3ACTABA un3
€ANHOro ueHTpa

m  VIHTYMTMBHO MOHATHOE CPeACTBO yrnpaBneHus
6e30nacHoOCTbIO

m  Bbicokasa rmbkoCTb B BO3MOXHbIX HAaCTpoMKax
nonuMTUK 6e3onacHocCTn

m BO3MOXHa ycTaHOBKa Ha CyllecTBylLlme
annapaTHble nnaTtdopMbl 3aKa3umka

m KonuuyecTtBo ynpaBnseMbix 06beKTOB OrpaHUYeHO
TO/IbKO MOLLHOCTbIO annapaTHol niaathopMbl

m  OTob6paxeHue ctaTycoB 06bEKTOB yrnpaBrieHns

A =zacta=

LeHTpanm3oBaHHOe 06HOBMIEHNE areHTOB
6e3onacHocTn 3ACTABA-Oduc n 3ACTABA-KnueHT
[uncTtaHunoHHas cMeHa knyen n ceptndukaTos
NHBeHTapu3aums yCcTpomncTs

Bo3MoXxHO ucnonb3oBaHne B pexume Standalone
(Uyn skntoyvaeTt B ceba MO «3ACTABA-Oduc» ans
6e3o0nacHoOn AOCTaBKU MOINTUK)

B3aumogelicteue ¢ apyrumm C3U1

Pa6oTa nog ynpasneHnem OC Windows Server
2016

OYHKLUMOHMPYET coBMecTHO ¢ SPR 3.0 n AlNMA3



3ACTABA-KnueHT sepcua 6 ncnonHeHve KC1, KC2 n

NoO «3ACTABA-KnueHTt»

Ons opraHmsaumun 3awmwEHHOro AoCTyna yAanéHHbIX nosib3oBaTener K KOpnopaTuBHbIM pecypcaM Ha MOBMAbHbIX
pabounx CTaHUMSX YCTaHaBIMBAKOTCHA MporpaMmMHblie areHTbl 3ACTABA-KnneHT, KOoTOopble MOAAEPXMBAKOT BEPCUM
onepaumoHHbIx cnctem MS Windows XP/7/8/10, a Takxe ALTLinux, AnbT 8 CI1, AstraLinux 1.6 SE. 3ACTABA-KnuneHT
— CepTUdULMNPOBaHHbIN MEXCEeTEBOW 3KpaH 4 Kiacca TMn «B», 4To N03BONSET 3aWNTUTb MOBUIBHOIO NOb30BaTENs OT
HECaHKLMOHMPOBAHHOIO AOCTYyMNa 1 CeTeBbIX aTak B CeTU 0b6Llero nonb3oBaHnsa MHTEPHET, a TakXXe Npu NOAKIYEHUN
K ny6an4yHbIM ToYkam 6ecnpoBogHOro Aocrtyna.

®OYHKLMNOHAJIbHbIE BO3MOXHOCTHU

m Pabota nog ynpasneHunem OC cemelicTBa m YCTaHOBKA «B OAMH KJIUK»
Windows (7, 8, 8.1, 10, 11) m CK3W: ncnonbsyetcsa Kpuntolpo CSP 4.0/5.0
m PaboTta noa ynpasneHuem OC cemeincTBa Linux m LleHTpanusoBaHHasa HacTpoika DNS-cepeepos
(ALTLinux, AnbT 8 CIM, Astralinux 1.6 SE, W BUpTyanbHbiX IP-agpecoB ang gocryna
AstraLinux CE, PE[ OC 7.2) m B0O3MOXHOCTb MCNONb30BaHUA ABYX MNOAUTUK
m VPN no yposHio KC1, KC2 gna Windows, KC1 6e3onacHocTn (Monb3oBatens n CucremHasn):
ans Linux (®CB Poccuun); M3 tun «B» knacc 4 oanHa paboTtaeT po Bxoaa B OC, gpyras npumeHuma
(PCT3K Poccum) WHANBUAYANIbHO K KaxgoMy nonb3osaTento OC
m [ognepxka TokeHoB ESMART, JaCarta, E-token, rnocne exoaa
RuToken, Aladdin ana xpaHeHus kn4YeBOn
nHdopMaunu

OBJIACTU U ONbIT NPUMEHEHMSA

m  OpraHusaums 3aWnEHHOro yaanéHHoro 4octyna ¢ MobUNbHbIX YCTPONCTB
m 3awwuTa Tpaduka, NnepenaBaemMoro no obLWecTBeHHbIM CETAM nepeaayun AaHHbix (MHTepHeT)
m licnonb3oBaHne B KayecTBe 3alULEHHOro MOBUNBLHOr0O MecTa COTpPyAHMKA OpraHM3aunm
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n 3ACTABA-TK sepcus 6 ncnonHeHne KC3

ANK «3ACTABA-TK» — nepBbli annapaTHbli TOHKUM KIWEHT POCCUMCKOro
NPOU3BOACTBA, peanu3yloWwunii  KOHLENuUM yHuBepcanbHOro pabodero Mecra
AN UCNOSb30BaHMA B FOCYAAPCTBEHHbIX W KOPNOPaTUBHbLIX TeppUTOPUAsIbHO
pacnpefenéHHbliX MHHOOPMALMOHHbBIX CUCTEMaxX WU KOMMbIOTEPHbLIX CETAX, B KOTOPbIX
Tpebyetca obecneunTb UeHTpann3oBaHHY 06paboTKy, XpaHeHue W [OoCTyn K
JAaHHbIM C MCMNOSIb30BaHMEM 061auyHbIX TexHonorin n VDI C BbICOKOM CTEMNEHbIO
3aLUMLLEHHOCTU. YHUKANbHOCTb pa3paboTku 3akntoyaeTcs B ToM, 4To AlNK «3ACTABA-
TK» gBnseTcs NpoAyKTOM C roToBbIM HabopoM CpeAcTB 3aliMTbl MHMOpMaLMK U
CEpPBUCOM 3/1EKTPOHHOM MOAMNUCU, cepTUdULMPOBaHHbIM No knaccy KC3.

COCTAB
m AnnapaTHas nnatdopMa — KOMMbTEP m OnepauuoHHas cuctema AltLinux CMNT 7.0,
B (pOpM-(aKTope «TOHKUIN KIINEHT» 64-6uTHas Bepcus
m  D/IEKTPOHHbIN NAEHTUhUKATOP, annapaTHoO m [lporpamMmmHoe obecneyeHme Ha 6aze 3ACTABA-
peanuayownii pOCCUCKME CTaHAapTbl 3/IEKTPOHHOWN KnueHT, Bepcusa 6 ¢ CK3U Kpuntollpo CS Bepcus 4.0

noanucuy, WndpoBaHns, X3LWLNPOBaHUA U
ABNSAOLMIACA KIHOYEBBLIM HOCUTENEM

BbIMOJIHAEMbIE ®YHKLNA

m VPN no yposHto KC3 (®CB Poccumn), M3 tun «B» m 3awwmTta ot HCA no yposHto CBT 4 knacca

knacc 4 (®CT2K Poccun) m  YaanéHHoe obHosneHne knoyein n MO «3ACTABA-TK»
m [lpenocraBneHmne cepBuca 3/1eKTPOHHOW NOAMNUCHU

no knaccy KC3

YnpaeneHue AMK «3ACTABA-TK» (gocTaBka NONMTUK U OOHOBIEHWNIA) OCYLLECTBASETCA CTaHAAPTHbLIM ANns NnHelkn MO
3ACTABA komnoHeHToM 3ACTABA-YnpaBneHue, ncnonHeHne KC3, KoTopblii sBnseTcsa Hambonee dyHKUMOHaNbHbIM,
YAOBHbIM U 3(PDEKTUBHBIM MHCTPYMEHTOM YMNpaB/ieHUs cpeau BceX cepTUdUMUMPOBaAHHbIX POCCUMCKMX pa3paboTok
CUCTEM 3alUUTbl KaHaN0B CBA3MW.

OT/INMUTEJIbHbIE OCOBEHHOCTU

m [IporpaMMHO-annapaTHbIi TOHKUIA KIINEHT, m Hanuuue gatymka BCKpbITUSA
cepTudunLmMpoBaHHbIV no knaccy KC3 6e3 = MWHMMU3ALMA NTOKANbHbIX HAaCTpoeK,
NPUMEHEHNS AOMONHUTENbHBIX HAMOXEHHbIX LeHTpanM30BaHHOE yaanéHHoe ynpasneHune
annapaTHbIX CpeacTB nonuTukon 6e3onacHoOCTn

m Bbicokas rotoBHOCTb Npwn pasBépTbiBaHUMU m  XpaHeHue HeusBneKaeMblxX Ko4eln Ha smart card
(kopo60oYHbI NpoAYKT) m XpaHeHue BCen KA4eBOn MHdOopMaumm Ha

m VIHKpeMeHTHOe yaanéHHoe obHoBneHue Bcero MO ESMART Token OCT

TOHKOro KJIMEHTA

NMPENMMYLUECTBA

Komnnekc nporpammHo-annapaTHbix cpeactB 3ACTABA-TK no3sonser peanu3oBaTb BbiNOsIHEHWE TpeboBaHU Mo
MHMOPMaLNOHHOM 6e30MacHOCTU MUHMManbHbIM HAabopOM CpeacTB M 3/1EMEHTOB 3aliMTbl, @ Takxke obecneumBaeTt
MaKCMMasbHYIO NMPOCTOTY M HaAéXHOCTb B 3KCMNJyaTaunm ¢ BO3MOXHOCTbIO ONepaTMBHOIrO MacwtabupoBaHus.

m  DuKcMpoBaHHbIM 1 AOCTaTO4HbIA Habop cpeacTs m B03MOXHOCTb OTnpaBku cobbiTuii B SIEM
3aLWmTbl MHOPMaUMK Ans COOTBETCTBUSI TPeboBaHNSAM m CepTudunumpoBaHHble annapaTHble CpeacTBa
no Ub gna MC po K1, ana KN, MUC n ErC3 KOHTPOJIS BCKPbITUS Kopnyca

m [lpocToTa n HaaéxXHOCTb B 3KCMyaTaumm m KOHTpOAb LENOCTHOCTN NpPOrpaMMHOMN
(HapaboTka Ha oTka3 o6opyaoBaHms — 60 000 yacoB) cocTaBnsawowen go sarpyskm OC

m YcToumBocTb kK DD0S-aTakaM m Bce anemeHnThl AMK nmetoT poccuinckoe

m [nbkoe macwrabuposaHue npouncxoxaeHue n paspaboTtaHbl Nog ycnosus

m LleHTpanunsoBaHHoe o6HoBMeHMe 10O npumeHeHus B PO

OBJIACTU U ONbIT NTPUMEHEHUA

m OpraHusauyms 3awmwéHHOro yaanéHHoro 4octyna
m 3awmTa TpadmKa, nepegaBaemMoro no obWecTBeHHbIM CeTAM nepeaayvn gaHHbixX (MHTepHeT)
m YHUdUUMpoBaHHoOE 3alnéHHoe pabouee mecto coTpyaHunka MC

A =zacta=



M3 APM «BAM» sepcus 3 ncnonHeHme KC1 n

TexHonorus BasoBbiii [loBepeHHbI Moaynb (BAM) paspaboTtaHa
B COOTBETCTBUM C TpeboBaHUAMM POCCUIACKUX pPeryamnpyrowmx
opraHoB B obnactu 3awutbl WHbOPMaUMM U COBPEMEHHbIMMU
MWUPOBbIMW CTaHAapTaMu UM MpegHasHayeHa Ans  NOCTPOeHus
[OBEPEHHOM BbIYMCIINTENBHOM Cpeabl HA MOBUIBbHBLIX KOMMblOTEPAX,
HOyTOykax M nnaHweTax, 6a3supylowmuxca Ha apxutektype Intel
Xx64. TexHonornsa BAM He NpoOTUMBOMNOCTaBASETCS peann3oBaHHbIM
B apxutektype Intel x64 Mo6unbHOro ycTponcTBa MexaHuM3MaM
nosepeHHon 3arpysku (PTT, Secure Boot u gp.) - oHM MoryT
MCMNONb30BaTbCA ANA MOBbIWEHUS YPOBHS 3aWMUWEHHOCTM U
BbICTPavBaHMs MHOFOYpPOBHEBOW 3aLMTbl OT HECAHKLMOHMPOBAHHOIO
BO34EMNCTBUS Ha AOBEPEHHYIO BbIUYNCUTENBHYIO cpeay. TexXHOMorms
BbAM peanunsyetca npu NoMoWM NporpaMmMHoro obecneyeHuss n He
TpebyeT HMKaKuMX  AOMNOSIHUTE/NbHbIX HaNOXeHHbIX annapaTHbIX
CpeAcTB, 3@ UCK/IIOYEHUEM BHELUHEro HoCMTens Kiua.

MepBbiM  cepTuduumpoBaHHeiMm  ®CB  Poccum  nNpoaykKToM  C
TexHonoruen BM aBnseTca cpeacTso kpuntorpaduyeckon 3awmnTel nHGopmaummn (CK3M) «MobunbHoe 3aluLleHHoe
aBTOMaTu3npoBaHHoe pabouyee MecTo «ba30BbIN AOBEPEHHbIN MOAYNb» BepCUM 3 B UCMOHEHUM 1» (M3 APM «BAM»)

M3 APM «BAM>» — 370 MO6UNbHbLIN KOMNbIOTEP (HOYTOYK MAKW NAaHWeT) Co cneumanbHbiIMU PYHKUMSAMWN 3aWnThl
OAHHbIX, KOTOpble WHTErpuvpyroTCs B MporpamMMHoO-annapaTtHyro nnatdopMmy M NpefoTBpallatoT Yrposbl XWULEHUS
OAHHbIX MW PacKpbITUSA MHGOPMALMKN Ha NOTEPSHHbBIX, YKPAAEHHbIX UK HENPaBUIbHO BbIBEAEHHbIX U3 3KCNyaTaunm
KOMMNbIOTEpPax, a Takxe Npu nepegade AaHHbIX No cet UHTepHeT.

M3 APM «b[IM» obecneumBaeT 3alWMTy AaHHbIX MONb30BaTENS U NPeaoTBpaLlaeT HECAHKLMOHNPOBAHHbIM AOCTYMN K
KOMMbIOTEPY MyTEM aBTOpuU3auUWM Mnosib3oBatens Ao 3arpy3km OC n npo3payHoro wmdpoBaHUs BCErO CUCTEMHOMO
pasgena. MNpu nogknio4yeHun Kk cetn M3 APM «BIM» obecneumBaeT 3allUTy KaHana nepenayn AaHHbIX C MOMOLLbIO
wudpoBaHMsa C uUcrnofnib3oBaHMeM npoTokonoB IKE/IPsec. Ons 3awutbl B3ammogencteus M3 APM «BOAM» c
KOpnopaTuUBHOMN MHMDOPMaLUMOHHOW ceTblo ncnonblyetcss VPN-knmeHT 3ACTABA.

OCHOBHBbIE XAPAKTEPUCTUKHA

m [loaaepxka ocHOBHbIX npoussoantenen UEFI BIOS m  doHoBOe nepewmndpoBaHne (BO3MOXHOCTb
(AMI, Phoenix, Insyde) npo3payHon ANns Nonb30BaTeNs 3aMeHbl Kayen

m  KOHTpOJb LEeNOCTHOCTU annapaTHoOro m 6e3 oTpbiBa OT WTATHOIO PYHKLWOHNPOBaHUSA
nporpamMMHoro obecneyeHuns, HauynHas c MN3BM)
BKJIIOYEHUSA NMUTaHUA 1 A0 3aBeplueHus paboTbl C m YTunmta OC, otobpaxarLwas nonb3oBaTesto
yCTPONCTBOM cTaTyc nepewndpoBaHna gmcka

m [IByxdakTopHasa cTporas ayTeHTudukaums Ha m PacwwupeHHble dyHKUNMM aAMUHUCTPUPOBAHUS:
ypoBHe BIOS no 3arpy3skun OC — CMeHa KJto4Yen wudpoBaHus;

m [loagepxkka B KayecTBe KJ/IYEBbLIX HOCUTeNen, — COXpaHeHwue xypHana paboTbl Ha
JaCarta 2 'OCT, PyTtokeH 3LM 2.0 AOMUHUCTPATUBHbIA HOCUTESb;

m Ha nnatdopmax c UEFI BIOS AMI pa6bota BAM — obHoBneHne darina KoOHTpoNs LenoCTHOCTU
B pexwume cpeacTtBa AOBEPEHHONM 3arpy3ku no ob6bekToB AoBepeHHon OC

TpeboBaHnam ®CTIK Poccum

m LndpoBaHne Bcex AaHHbIX Ha XXECTKOM AUCKE
MO6WUIBHOIO YyCTpOKCTBaA

m  Kpuntorpaduyeckas 3awmTa nHpopmaumm
B cooTBeTcTBUM € TOCT P 34.12-2015 ¢
ncnosnb3oBaHnem pexunmos NOCT P 34.13-2015

OBJIACTU M ONnbIT NPUMEHEHUSA

m 3awunwéHHoe MobunbHoe paboyee MeCcTo pykoBoauTeNs
m 3awunwéHHoe MobunbHoe paboyee MeCcTo COTpyAHUKA BO BpeMsi KOMAHAMPOBKU WUAN ANCTaHUMOHHOW paboTol

BA30BbIN
BAM ) ) [OBEPEHHbIN
Mozaynb



n BAM-APM-®DK sepcua 3 ncnonHerne KC2

BasoBbii [loBepeHHbI Moaynb. ABTOMaTU3MpoBaHHOe pabouee Mmecto chopmupoBaHus knrouein (BAM-
APM-®K Bepcua 3) — crTauuoHapHbIi KOMMNbOTEpP, KOTOPbIA NpefHasHaveH AN agMUHUCTPpUpoBaHus M3 APM

«bAM». CK3W ceptudumnumposaHo no knaccy KC2 ®CBb Poccun.

BbIMOJIHAEMbIE ®YHKLUUA

m Co3paHue kIyYeBon MHgopMauum

m  XpaHeHue 1 KaTanorusaums KoHdurypaumoHHbIX
napameTpoB pabouunx ctaHumn M3 APM «bAM>»

M ayTEHTMOUUMPYIOLWMX NOSIb30BaTENEN AAHHbIX
C MOMOLLbIO CreymanbHOro NporpaMmMHOro
ob6ecneueHuns (CMNO) «baAM-APM-OK»

m [loaroTtoBKa KJ/OUYEBLIX HOCUTENEN ANS
aBTopM3auum nosnb3oBaTenen u cosgaHme USB-
HocuTens M3 APM «BAM», npeaHasHa4yeHHOro An4
yCTaHoBKM U ynpasneHmna CK31 M3 APM «BM»
Ha pabouymx CTaHUMAX Mosib3oBaTenemn

COCTAB

JnckpeunoHHoe pasrpaHuyeHune goctyna
AaoMunHuctpaTtopa APM n AgMnHuUcTpaTopa
6e3onacHocTn K nHdopmaumm o6 ycTtpomncreax
KOHTPO/Ib LIeNTOCTHOCTU K/THOUEBOW U
KOH(UrypaunoHHon nHopMauum rnosb3oBaTenen,
coxpaHeHHon B 6a3e gaHHbIX CK3U «BM-APM-OK»

m CNO «bAM-APM-®K>»
m CK3W Kpuntollpo CSP Bepcusa 4.0 R4 2-Base
m C3U Secure Pack Rus Bepcus 3.0 (ncnonHeHune 6)

TOKEH ~
~N
~N
=
[Lo]]

APM-®K _

~

C_ G
AOMWH/KOHOUTYPALUSA

MporpaMMHo-annapaTHOe CPeACTBO 3alLUThI

OT HecaHKUMoHupoBaHHoro goctyna (HCA),
nMmetowee gencreyrowmii ceptndpumkat ®Cb
Poccun n cootBeTcTBYOLLEE TPEOOBAHUAM MO
MCMNOJIb30BaHUIO NMPOrpaMMHoO-annapaTHbIX
cpeacTs 3awmnTbl oT HC B COOTBETCTBUMU C
3KCnyaTaumMoHHOM aokyMmeHTaumnen Kpuntollpo
CSP 4.0 R4 2-Base un3 coctaBa C3U Secure Pack

Rus Bepcun 3.0 (ucnonHeHue 6)

KOHOUAEHLUANBHBIE
LAHHbIE

UHTEPHET

BA30BbIV
BAM )} LOBEPEHHbIN
Moaynb



O6nactb NnpuMeHeHun

[ocypapcTBeHHble
MH(OPMaLMOHHble
cucTeMbI

MeXBeAOMCTBEHHOE
B3anMoaeincTemne

MeavunHa

TpaHcnopT

MHorodyHKUNOHaNbHbIE
LEHTpPbI MO OKasaHuto
rocyAapCTBEHHbIX YCyr

O6pasoBaresibHble
yUpexaeHus

HedTerasosas
NPOMbILLINEHHOCTb

SHepreTuka

CTpouTenLCcTBo

Sawmta ACY TN

3alwmTa KaHanoB CBA3N
Mexay ueHTpamu
06paboTkaMu AaHHbIX

Manblit n cpeaHuin 6usHec
(co3paHue npuBaTHOM
ceTn Mexay odbucamm)

3awmwéHHoe MobunbHoe
paboyee mMecTo

NMpoAayKT U3 NNHEenKn

3ACTABA-150
3ACTABA-1500
3ACTABA-6000
3ACTABA-KnueHt
3ACTABA-TK
3ACTABA-YnpaBneHvie
5OM

3ACTABA-1500
3ACTABA-6000
3ACTABA-YnpasneHve

3ACTABA-150
3ACTABA-KnueHT
3ACTABA-TK
3ACTABA-YnpasneHve
BAM

3ACTABA-KnuneHT

3ACTABA-150
3ACTABA-KnueHT
3ACTABA-TK
3ACTABA-YnpasneHve
5AM

3ACTABA-150
3ACTABA-KnueHT
3ACTABA-TK
3ACTABA-YnpaBneHue
BAM

3ACTABA-150
3ACTABA-1500
3ACTABA-6000
3ACTABA-KnveHT
3ACTABA-TK
3ACTABA-YnpasneHve
BOM

3ACTABA-150
3ACTABA-KnueHT
3ACTABA-YnpasneHue

3ACTABA-150
3ACTABA-KnueHT
3ACTABA-YnpaBsneHue
BOM

3ACTABA-150
3ACTABA-1500
3ACTABA-6000
3ACTABA-YnpaBneHve

3ACTABA-6000
3ACTABA-YnpaBsneHune

3ACTABA-150
3ACTABA-KnueHT
3ACTABA-TK
3ACTABA-YnpasneHue
5OM

3ACTABA-KnveHT
3ACTABA-TK
3ACTABA-YnpasneHve
BOM

MpumMepbl ucnosib3oBaHuNA

OpraHunsaumsa 3aWwmwEHHOro NoAKNIYeHnsa K pecypcam LUIOJ] MHOXecTBa permoHanbHbIX
o6bekTOoB (L2, L3 wudpoBaHue)

LincdpoBaHune kaHana mexay LIOA v PLOA

OpraHusauus 3alméHHoro paboyero Mecta Mo6MIbLHOrO COTPYAHMKA ANS Bble34HON
paboThbl

OpraHusauus 3awmniéHHoro obMeHa Mexay pasMyHbIMM BEeAOMCTBaMMN
(L2, L3 wundpoBaHue)
LLincdpoBaHune kaHana mexay LIO[ pasnunyHbix BEAOMCTB

OpraHunsaumsa 3aWwmWwEHHOro KaHana Mmexay tepmmHanamm EMUAC B nONMKAMHUKAX U
uoa

3awuTa KaHanoB nepeaayn AaHHbIX Mexay paboumm mectom Bpadya v B B LIOA

3awmTta Tpadmka, nepeasaBaeMoro Mexay MHMOpMaLNOHHbIMK Tabio Ha OCTaHOBKax U

uon

OpraHusaums 3awmWwéHHOro 40cTyna K MHMOpMaLMOHHbBIM CUCTEMAM MHOXECTBa
c, ®OVB n rons

OpraHusaums 3awnwéHHoro paboyero Mmecta MO6UNbLHOrO COTPYAHUKA ANS Bble3AHOM
paboTbl

MpoBeaeHune EMN, MobunbHoe 3awwméHHoe paboyee MecTo opraHmsaTtopa MonyyeHve n
OoTnpaBKa AaHHbIX MO 3alWULLEHHOMY KaHany

3awmwéHHoe paboyee MecTo 6yxrantepa

3awmTa nHdopMauum, nepesaBaemMolt Mexay cuctemoi npoxoaa u LO4

3awuTa Tpadmka, nepeaaBaeMoro Mexzay KomroHeHTamum ACY TN

LndposaHne KaHana mexay nnowaskamu

OpraHusaums 3awmiéHHoro paboyero Mmecta MO6UbHOrO COTPyAHMKa BO BpEMS
KOMaHANPOBKM

Ob6beanHeHne NOACTAHUMIA/PUANANoB B eAMHYIO 3aLUNLLEHHY MH(HOPMaLMOHHY CETb
(L2, L3 wwndposaHue)

OpraHusaums 3alnLWLEHHOro yAaneHHoro AoCTyna Co CTPOUTENbHbIX NoWwanok npu
MCNoNb30BaHUM paanopenenHbiX CTaHUMI UK cnyTHUMKOBOW cBA3n (L2, L3 wudposaHue)
OpraHusaums 3alnLEHHOro yAaneHHoro AoCTyna Co CTPOUTENbHbIX NoWwanoK npu
ncnonb3oBaHumM KabenbHbix kaHanos (L2, L3 wudposaHue)

3awmTa Tpadmka, nepesaBaeMoro Mexay KoMmnoHeHTamm ACY TN

LLndpoBaHue kaHana mexay LOA v PLUOA (L2 nnu L3 wundpoBaHme)

O6beanHeHne 0UCOB B €ANHYIO 3aLUULLEHHYO MHPOPMALMOHHYIO CEeTb
(L2, L3 wudpoBaHue)
OpraHusaums 3almLéHHoro paboyero Mecta MO6MIbHOMO COTPYAHUKA

MM3 APM ansa cotpyaHukos T’MBA/ Ha nocTy, npoBepku WTpadoB 1 NpaBoHapyLIeHW
Ans MobunbHbIX cOTpyAHNKOB MOL], okasbiBaloWwmUX ycnyru B paioHax, rae sgaHme Mol
HaXoAUTCS B NMpoLiecce CTPOUTENbCTBa

NS COTPpyAHUKOB, HaXoASLMNXCA B KOMaHANPOBKe

I =5 onBMC-NNOC
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OCHOBHbIE XapaKTEePUCTUKH

CeTteBble
nHtepdeiicbl, M6

CKOpOCTb
wunchppoBaHus,
M6/c

Tun OC

Tpe6oBaHue
K Hanuuuio ANMA3

Knacc
cepTudmkauum
no ®CB Poccumn

3ACTABA-150

6 x 10/100/1000

no 300

ZASTAVA OS

HET

O®CB Poccun KC3
OCT2K Poccuun M3 4A

3ACTABA-1500

2 x SFP
4 x 10/100/1000 GbE

no 1100

ZASTAVA 0OS

Aa

®CB Poccumn KC3

3ACTABA-6000

4 x 10/100/1000 GbE

n
2(4) x 10G SFP+

no 2000

ZASTAVA OS

Aa

OCB Poccun KC3




© AO «3JIBUC-TITIOC>»

KomnaHusa 3JIBUC-TIJTHOC sBnseTcs pa3paboTynMkoM CpeacTB 3almTbl MHDOPMaUUM U OAHUM U3 BeAYLLMX CUCTEMHbIX
WHTerpaTopos B 06/1acti MHbOpMaLMOHHOW 6e3onacHoCTU. KoMnaHns okasbiBaeT LWMPOKUA CNEKTP KOHCANTUHIOBbIX U
WHTErpaunoHHbIX YCNyr B 061aCTV NOCTPOEHUSA FOCYAAPCTBEHHbLIX U KOPNOPATUBHbLIX MHPOPMALUMOHHbBIX CUCTEM, KOMMbIOTEPHbIX
ceTel n cncteM MHGOpPMaUMOHHOM 6e30NacHOCTU.

presale@elvis.ru | elvis.ru



